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CHECKING TERRORISM AT THE BORDER
THURSDAY, APRIL 6, 2006

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON INTERNATIONAL TERRORISM
AND NONPROLIFERATION,
COMMITTEE ON INTERNATIONAL RELATIONS,
Washington, DC.
The Subcommittee met, pursuant to notice, at 10:09 a.m. in room
2172, Rayburn House Office Building, Hon. Edward R. Royce
(Chairman of the Subcommittee) presiding.
Mr. ROYCE. This hearing will come to order.
The title of this hearing today is ‘‘Checking Terrorism at the Border.’’
Terrorists conspiring to attack the United States often defraud
and manipulate our immigration system. And the 9/11 Commission
found that 15 of the hijackers that attacked the United States
could have been stopped had we more diligently enforced our immigration laws. As one of today’s witnesses will testify, there are dozens of terrorists who defrauded our immigration system, including
many since 9/11, to remain in this country. This includes individuals affiliated with al-Qaeda, and affiliated with Hezbollah.
Last week this Subcommittee held a hearing on the attempts by
terrorists to acquire shoulder-launched missiles that can down an
airliner. Our homeland faces a very determined terrorist enemy,
and our immigration policies and practices, I am afraid, remain a
very porous defense.
Indeed, one of our witnesses, an individual experienced as a top
security official in the immigration field, will tell us in frank terms
that our immigration officials aren’t taking seriously their responsibility to counter terrorism. United States Citizenship and Immigration Services (USCIS), the agency that establishes the immigration
status of millions of applicants every year, remains deeply flawed,
which a Government Accountability Office report highlighted just
last month.
USCIS is riddled with fraud and corruption, we will hear from
one witness, and the critical information needed to protect national
security remains stovepiped with information-sharing being frustrated. This puts those deciding immigration applications in the
very difficult position of not having access to key records held by
other U.S. Government agencies, including the FBI and the CIA.
And frankly, when you can’t check the terrorist watch list, that creates an opening for terrorists. Moreover, there are too many
uninvestigated complaints against USCIS personnel who issue
green cards or work visas or asylum and other immigration stand(1)
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2
ings representing grave vulnerabilities. Some of these personnel
themselves have not been adequately investigated before being
given the responsibility of frustrating attempts by terrorists and
criminals to acquire the documentation needed to operate freely in
the United States.
One of today’s witnesses will tell of U.S. immigration documents
being issued by foreign intelligence operatives. That is why I offered a successful amendment to the House immigration enforcement bill, to ensure that law enforcement is a top USCIS priority.
A big part of the problem is that those deciding applications are
under enormous pressure to reduce the backlog. The Department
of Homeland Security Inspector General in November, in documenting the Agency’s poor management controls, found that it
‘‘continues to operate under production pressures.’’ Now, that is the
jargon for ‘‘move the applications as fast as you can.’’ The March
GAO report seconded that finding, noting that ‘‘production goals’’
are put over rooting out the type of fraud that terrorists commit
in their planning. The system, it is clear, is rigged to approve immigration applications, and the system is rigged to shortchange security. This report also found that ‘‘a number of individuals linked
to a hostile foreign powers intelligence service were found to have
been employed as temporary alien workers on military research.’’
USCIS says it supports the ideal of ‘‘keeping America’s doors open,
but well guarded.’’ The doors are open for sure, but I don’t see the
security counter-balance, despite the lessons of 9/11.
It is timely to examine these issues now, as Congress debates immigration policy. The Senate may soon pass guest worker legislation. This policy in which illegal immigrants are given legal status
will place tremendous new burdens on a deeply-flawed USCIS. The
President’s budget request includes $247 million for USCIS to implement a guest worker program. Guest worker program or not,
and I hope not, more money without fundamental USCIS reform
and the will to protect national security will accomplish nothing. I
say that because of the Abouhalima case, in which that gentleman,
in 1986, was able to legalize his status, claiming he was a seasonal
agricultural worker; and once that was rubber-stamped, he then
used that opportunity to obtain the documents to travel back to Afghanistan, where his handlers, al-Qaeda, trained him in putting together the bomb that he would use in 1993, when he drove a van
under the World Trade Center and set off the first attack against
the World Trade Center.
Proponents of this controversial proposal should understand the
concerns that many of us have on the security front: Hoisting this
new demand that millions of applicants onto this flawed agency
would break its back, and dangerously compromise our national security. A reading of the GAO report suggests that USCIS performance is not improving. As Chairman of the Subcommittee on International Terrorism and Nonproliferation, I urge my colleagues and
the American public to consider these serious shortcomings as we
confront very resourceful terrorists who will do our nation as much
harm as allowed.
I will now turn to the Ranking Member for any statement he
may wish to make.
Mr. Sherman.
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3
Mr. SHERMAN. Thank you, Mr. Chairman, for organizing this
hearing.
As we know, several of the 9/11 hijackers, after gaining entry to
the U.S. using visitor’s visas, were able to extend their stays in the
United States by obtaining student’s status and other so-called immigration benefits from the INS.
Now, the INS has ceased to exist under those letters. But the
current Homeland Security arm of the former INS that granted
those immigration benefits to the 9/11 hijackers, the U.S. Citizen
and Immigration Services, the USCIS, is the focus of this hearing.
I am glad that you have asked to join with us today Michael
Maxwell, the former Director of USCIS Office of Security and Investigations. He was, in effect, the top internal affairs officer of
USCIS. He no longer has that job. He will tell us that he was
forced out, because he brought to light several security problems
inside the Administration.
And Mr. Chairman, I want to commend you personally for seeing
that the role of Congress doing oversight of the Administration
takes precedent over partisan concerns or which party you or I or
the Administration may be in. Because no Administration of either
party will function well without the kind of Congressional oversight
I hope we see here today.
Now, many of Mr. Maxwell’s obligations, while very disappointing, are not a huge surprise, given the reputation, much of
it deserved, that the Department of Homeland Security has acquired in its brief history, and that the INS acquired in its long
history. I know, at least in my Congressional office, and I think in
just about everyone else’s Congressional office, in my term in Congress I have received more complaints about the INS than all other
Federal agencies combined. And now, of course, those complaints
come from the various Department of Homeland Security agencies
that have taken over for the INS.
Mr. Maxwell will tell us that 4 years after 9/11, and after all of
the 9/11 Commission and all of the work on information sharing,
watch list databases, after all that, more than 40 percent of USCIS
benefit adjudicators—these are the people who approve or disapprove immigration applications—40 percent of the decision-makers do not have access to basic criminal and national security information in the database used by the Agency.
You know that there is the symbol of justice being blind, where
you see a blindfold over justice. But imagine 40 percent of your adjudicators actually wearing a blindfold instead of looking at the
database to determine whether people are listed in the criminal or
national security database.
Why is this? Because the adjudicators themselves have not undergone a background investigation. And Mr. Maxwell’s former office has only a handful of people dedicated to doing the background
checks, so we haven’t even checked the checkers. And we have instead decided to blindfold them.
Even more troubling, however, is Mr. Maxwell’s contention that
there are more than 500 current complaints alleging criminal behavior against USCIS employees involved in the process of immigration petitions and applications. Complaint alleging people have
taken bribes, have improperly assessed sensitive information. From
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4
what I gather from Mr. Maxwell’s testimony, which I have read but
I look forward to hearing him provide, and from my staff meeting
with them, some of these involve potential assistance to terrorists.
Most troubling of all of the allegations, that foreign intelligence
officials have been able to infiltrate USCIS.
Mr. Maxwell alleges that these complaints go uninvestigated, or
significantly underinvestigated, due to the lack of personnel dedicated to his former office. I believe that he will allege that top officials at USCIS and top officials at the Department of Homeland Security are aware of these allegations, and are simply unable to unwilling to do anything about them.
Mr. Maxwell has many additional complaints. Some may relate
to turf battles within an agency, but this goes way beyond turf battles, to whether or not our national security is being guarded by
the very agency established, the Department of Homeland Security,
the very agency established to protect us. And I can commend Mr.
Maxwell for coming forward.
I also want to welcome our other distinguished witness, Janice
Kephart. She is a former 9/11 Commission staffer, also a former
Senate staffer. She was responsible for the Commission’s treatment
of the travel of al-Qaeda terrorists who conducted attacks at the
World Trade Center and the Pentagon.
As all of us know, the 9/11 Commission was a model of bipartisan cooperation and professional dedication. And she should be
proud to be part of that effort.
I want to take an opportunity to make one more point. this country has a significant debate about immigration, but that is chiefly
a debate about illegal immigration. No matter what you think
about illegal immigration, we need to properly process legal immigrants. And we need to make sure that any change that we make
in our immigration law does not overwhelm USCIS.
It is not enough to adopt good policy, and that will be contentious
here in Congress; it has to be a policy that the Agency is capable
of administering. And as we will see today, the Agency has great
difficulty administering even the present law.
Now, in addition to the Agency, as we will see today, often letting the wrong people stay in this country for extended periods of
time, the Agency has a highly-blemished record in terms of customer service. It may claim to have a customer service mentality,
but in my dealings with the Agency I have seen situations where
a husband and wife are told that they must live in separate countries for decades. That would be a human rights abuse if any other
country did it, or at least we would so comment. All because the
Agency is incapable of simply making decisions in a reasonable
amount of time.
So I look forward to learning how we can make USCIS an agency
that we can be proud of. And I think we have got a long way to
go.
Mr. ROYCE. We will ask if there are any other opening statements, and we would ask that they be brief, because we are going
to have recorded votes come up.
Mr. Tancredo.
Mr. TANCREDO. Mr. Chairman, in that case I will certainly reduce the amount of time I was going to use in an opening state-
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5
ment to just say thank you for having this hearing. Others have
looked into this, but I don’t believe as effectively as they should
have, other Committees.
I believe that there has been a reluctance on the part of others
to actually get in depth into this issue for fear that there might be
some embarrassment to the Administration or the USCIS itself.
When we recognize the severity of the concerns that have been
brought before us, then it is apparent, certainly to me, and I am
so happy to say to you as the Chairman, that it doesn’t matter
where these things go, we have to pursue them.
And so I look forward to the testimony, Mr. Chairman. And I
thank you again for having the guts to have this hearing.
Mr. ROYCE. Thank you, Mr. Tancredo. Mr. Culberson.
Mr. CULBERSON. Thank you, Mr. Chairman. I also want to commend you, and the Ranking Member, for holding this hearing. And
I specifically thank Mike Maxwell for the very important testimony
he is going to bring to this Committee.
I can testify from personal experience with the Houston CIS office that the problems that Mr. Maxwell uncovered as head of security for the agency as a whole, I saw personally in the Houston office.
The head of the Houston CIS office and the top ICE agent in
Houston actually participated in a town hall meeting, called for illegal aliens in April 2004, and reassured them that the Administration was not going to enforce the immigration laws. And that
any illegal alien in Houston did not have to worry about being deported.
I complained about it. Nothing was done to tell the people of
Houston that the rule of law, our laws were going to be enforced.
There is massive marriage fraud going on throughout the country.
The Houston office, we have got examples, as I know Mr. Maxwell
also will talk about, individuals being married, dozens and dozens
of times, using the marriage loophole and fraudulent identities to
bring criminal aliens into the United States.
I also want to point out, Mr. Chairman, that in my Subcommittee—I serve on the Appropriations Committee, and I am
grateful for you having me here—one of my Subcommittees has jurisdiction over the Department of Justice and the FBI. And last
week I confirmed again with the FBI Director that the FBI is
aware of, they wouldn’t say exactly how many, but a number of individuals from countries with known al-Qaeda connections who are
changing their identities. They are changing their Islamic surnames to Hispanic surnames, adopting false Hispanic identities,
and using these false identities and speaking Spanish, pretending
to be illegal immigrants and hiding among the flood of illegals coming over our border, and disappearing into the country.
Further, Mr. Chairman, I also learned from Federal law enforcement authorities that many of these individuals from countries
with known al-Qaeda connections adopting false Hispanic identities
are white-collar professional people who are in positions that are
needed in small rural communities in the United States—bankers,
lawyers, engineers, architects. And these Islamic individuals pretending to be Hispanic crossing into the United States, unmolested,
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6
are disappearing into these small rural communities, and vanishing.
It is a matter of deep concern to the country when we have unfortunately, when the Administration tells us, for example, that
there are no Mexican military incursions in the United States. Yet
I have been given a, this is a plastic wallet card issued to border
patrol agents on how to deal with Mexican military incursions.
The truth, it is very important for the American people to get to
the truth. And Mr. Maxwell’s testimony and the work of this Committee is essential in that effort if we are going to protect the
United States in an era when terrorists are sneaking in over our
borders, pretending to be Hispanic.
Also, as we will hear today, the country will learn that Osama
bin Laden’s cousin could either walk across the border pretending
to be Hispanic, or as we will hear today, he could come right
through an office of CIS and adopt a false identity. And odds are
CIS would never know it.
And it is extraordinarily important testimony, Mr. Chairman.
And I thank you for bringing this to the attention of the American
people.
Mr. ROYCE. Thank you, Mr. Culberson. Let me introduce the witnesses now.
Ms. Janice Kephart is a nationally-recognized border security expert. She specializes in the nexus between immigration and
counterterrorism policy. She has authored and co-authored widelyacclaimed reports on these issues. Ms. Kephart served as a counsel
to the National Commission on Terrorist Attacks Upon America,
otherwise known as the 9/11 Commission.
She is a key co-author of the 9/11 Commission Staff Report, ‘‘9/11
and Terrorist Travel,’’ released in August 2004. Ms. Kephart has
testified before Congress several times on a variety of national security matters.
Prior to her work on the Commission, Ms. Kephart served as
counsel to the Senate Judiciary Subcommittee on Terrorism, Technology and Government Information. In that position she also conducted oversight of Department of Justice counterterrorism programs, as well as the Immigration and Naturalization Service.
Mr. Michael Maxwell is the former Director of the Office of Security and Investigations within the U.S. Citizenship and Immigration Services of the Department of Homeland Security.
As the OSI Director, Mr. Maxwell was responsible for leading
and managing a comprehensive security program for an agency of
over 15,000 employees, in over 200 facilities worldwide, as well as
its internal investigations and international operations branch.
Mr. Maxwell joined DHS in 2002, with over 15 years of experience in law enforcement, and in security operations ranging from
leading a municipal police force as its chief, to participating in national security operations throughout the world, both with the U.S.
Government and as a contract employee of the FBI.
Mr. Maxwell is a seasoned lecturer in the subjects of security
planning and management, executive protection, law enforcement
management, and special operations medicine.
At this time, I ask that Mr. Maxwell and Ms. Kephart please
stand and raise your right hand to take the oath.
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7
[Witnesses sworn.]
Mr. ROYCE. Let the record show that each of the witnesses answered in the affirmative.
I remind witnesses that Members have reviewed your testimony,
so your written reports will be entered in the record, and I would
ask you to summarize. And Ms. Kephart, if you would begin, then
we will go to Mr. Maxwell.
TESTIMONY OF MS. JANICE KEPHART, PRINCIPAL, 9/11
SECURITY SOLUTIONS, LLC

Ms. KEPHART. Thank you, Mr. Chairman. If I may enter into the
record as well my report on immigration and terrorism I published
last September, which is the basis for much of the reason you invited me here today.
Mr. ROYCE. Without objection.
Ms. KEPHART. Thank you. Mr. Chairman Royce and Ranking
Member Sherman, I am indeed proud to have had the honor to
work for the 9/11 Commission. And I thank you for the opportunity
this morning to discuss terrorist travel in USCIS. It is my first
Congressional opportunity to discuss USCIS and immigration
fraud, and I am deeply grateful to you for holding this hearing
today.
From the outset, let me make it clear that I, like many, consider
the benefits and wealth of human potential that immigration
brings to our country to be one of our greatest strengths as a nation. But to do so well, our borders must have integrity. To have
integrity, we must scrutinize effectively those who seek to come
here and stay here. September 11 taught us that secure borders
are a matter of national security.
Let me turn to terrorist travel, the reason I was invited here
today.
First, all terrorists share in common the need to get to their destination; and second, the need to stay at their destination as long
as it takes to carry out whatever mission they are tasked with.
But there is a hitch. Travel operations are risky business for terrorists. They must pass through borders to get to where they are
going. In addition, they prefer the guise of legality so they can operate under the radar of law enforcement. To do so, they must submit to government authorities that could find out who the terrorist
is, and the danger that terrorist poses. That vulnerability for the
terrorist should be an opportunity for governments to stop or
hinder terrorist travel.
And our studies show that when we stop terrorist travel, operations are often stopped as well. But the way the system works
now, we don’t take advantage of the opportunity. Instead, the system still encourages abuse.
The opportunities to interdict terrorists inevitably exist, because
nearly all terrorists I have studied use fraud in some manner to
acquire their legal immigration status. The results are that we naturalize them. We give them legal permanent residency. We give
them changes in status, religious worker status, asylum, and many
other benefits that permit terrorists to come to our country and
stay here for long periods of time.
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The report I was asked to testify about today covers the immigration histories of 94 indicted and convicted terrorists who operated
in the U.S. between the early 1990s and 2004, including six of the
9/11 hijackers.
The report covers all varieties of terror organizations, not just alQaeda, along with all the varieties of terrorist activities conducted
here. And these activities include raising money through crime or
charities, recruiting, procuring dual-use items, or actually committing an operation. Most of these require longer stays than a tourist
is usually granted, thus making application for an immigration
benefit likely.
Among the report-specific findings, of the 94 foreign-born terrorists who operated in the U.S., the study found that two-thirds, 59,
committed immigration fraud prior to, or in conjunction with, taking part in terrorist activity. Of the 59 terrorists that violated the
law, many committed multiple immigration violations, 79 instances
in all.
In total, 34 individuals were charged with making false statements to an immigration official, 17 applied for asylum. Fraud was
used not only to gain entry to the U.S., but to embed in the U.S.,
in this case getting immigration benefits.
Once in the U.S., 23 terrorists became legal permanent residents,
often by marrying an American. There were at least nine sham
marriages.
In total, 21 foreign terrorists became naturalized U.S. citizens.
And all four 9/11 pilots abused the vocational student status in one
manner or other.
The two Trade Tower pilots, Marwan al Shehhi and Mohammed
Atta, applied for a change of status from tourist to vocational student in the fall of 2000. Their identical applications requested nine
more months than necessary for their schooling, requesting an end
date of September 10, 2001. This misrepresentation should have
been discernable by the adjudicator.
In addition, both men used the filing of the application to erroneously talk their way back into the United States in January,
2001.
Ziad Jarrah, the pilot of Pennsylvania Flight 93, came to the
U.S. as a visitor, but started attending flight school full time on the
very first day he arrived here, violating his status. He reentered
the U.S. six subsequent times, each time a violation, and each time
nobody knew because the school didn’t report him, and Jarrah
never applied for a change in status.
And Hani Hanjour, the Pentagon pilot, could not get a visa as
a tourist in 2000, but got one as a student. He arrived, and never
showed up for school.
So what are the lessons learned? Terrorists will continue to try
to come to the United States. To do so will require immigrationrelated plans, and often under a false guise of legality. Sham marriages, student status, and political asylum can all lead to legal
permanent residency. Legal permanent residency is almost a certain guarantee of naturalization in my study.
These abuses will continue unless we design a system that can
snuff out the abuse, and penalize it.
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And what I want to emphasize here is that no border initiative,
no matter what name it takes, will truly move this nation toward
a more secure border unless all elements of the border apparatus,
whether those in place to deal with legal or illegal persons, have
mechanisms in place to deter, detect, and interdict those who seek
to do us harm.
So what do we need to do? My recommendations are outlined in
my written testimony, but here are some of the main points.
All immigration applications must require biometrics to verify
identity. And I can’t emphasize that enough.
Adjudicators must have access to electronic traveller histories
containing each point of contact with the border system. We need
better training and clearer guidelines for adjudicators. They need
adequate resources for timely adjudications of applications. We
need a fraud fee on all applications, whether it be a visa or an immigration benefit, to fund anti-fraud activities.
Robust fraud detection, deterrents, and interdiction worked out
of a better and more robust fraud detection unit at USCIS. And
what I did not mention in my written testimony, administrative
sanctions against perpetrators who have substantive findings of
fraud against them, and where the penalty is a time where they
are banished from immigration benefits for a period of time.
Thank you so very much, and I am happy to answer questions.
[The prepared statement of Ms. Kephart and a portion of the material submitted for the record follow:]
PREPARED STATEMENT

OF

MS. JANICE KEPHART, PRINCIPAL, 9/11 SECURITY
SOLUTIONS, LLC
INTRODUCTION

Good afternoon and thank you for the opportunity to discuss terrorist travel and
the national security role of U.S. Citizenship and Immigration Services (USCIS)
with you today. My testimony stems from a basic commonality amongst all terrorist
travel: that (1) terrorists need to get to their destination and (2) stay for however
long the mission requirement is in order to be successful. It therefore becomes a
mission of all elements of the U.S. border apparatus—such as the visa application
to the port of entry through immigration benefits—to have mechanisms in place to
deter, detect and interdict the fraud and illegalities that terrorists must inevitably
use to push their way through the U.S. border apparatus. My testimony is based
on the following work:
• As a counsel to the Senate Judiciary Subcommittee on Technology, Terrorism
and Government Information prior to 9/11 where I conducted
counterterrorism investigation and oversight inquiries of legacy INS;
• As a counsel on the 9/11 Commission ‘‘border security team’’ which produced
the 9/11 Final Report border facts and draft lessons learned and recommendations;
• As the author of the immigration portions of 9/11 staff report, 9/11 and Terrorist Travel; and
• As the author of a September 2005 Center for Immigration Studies report,
‘‘Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on Terrorist Travel.’’
At the Commission, I was responsible for the investigation and analysis of the
INS and current DHS border functions as pertaining to counterterrorism, including
the 9/11 hijackers’ entry and embedding tactics once in the United States, such as
the filing for immigration benefits and acquisition of identifications. My current
work includes developing policy and operational solutions against terrorist travel
and towards a more comprehensive border strategy that brings all the various elements of our U.S. border apparatus at DHS and the State Department into a closer
working relationship.
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Please note that the views I present here today are my own, and do not necessarily reflect those of the 9/11 Commission. I want to thank both Chairman Royce
and Ranking Member Sherman for holding this hearing. I am particularly pleased
to be able to discuss the national security role of USCIS, as the issues regarding
immigration benefits were such a seemingly small part of the overwhelming travel
information that we developed at the 9/11 Commission that I have not heretofore
had the opportunity to address Congress on this matter. So thank you for putting
the spotlight on USCIS and my work in regard to terrorist abuse of immigration
benefits.
It is my hope that this Committee will continue to exercise its oversight authority
on the important issue of terrorist travel and overall border security from the vantage point of international relations. I hope this Committee will help insure that our
Government works with our partners on both sides of our borders and overseas, as
well as Interpol, which is making great strides in addressing issues of terrorist travel with their watch notices and lost and stolen passport data now being shared with
US and other border inspectors around the world.
IMMIGRATION BENEFITS POLICY—AN OVERVIEW

I hope that our discussion today moves us closer to agreeing on how to solve some
of the problems that have plagued our immigration benefits adjudications for decades, many of which can be largely resolved by making sure that we implement the
lessons learned as a result of the tragic events of September 11, 2001. Only then
are we truly in a position to better assure the national security of the American people.
From the outset, let me make it clear that I, like many, consider the benefits and
wealth of human potential that immigration brings to this country to be one of our
greatest strengths as a nation. However, I also believe that we owe it to all Americans to maintain the integrity of our borders. To do so, we must scrutinize effectively those who seek to come here and stay here. September 11 has taught us that
secure borders are a matter of national security.
Further, we will not have cohesive, coherent policies divested of special interests
until we can acquire grassroots support for the good work our federal government
should be doing to encourage legal immigration and discourage illegal immigration
in light of the lessons learned from 9/11and other terrorist abuses of our immigration
system. This should not be a difficult rallying call to the American people. The fact
is that nearly all Americans agree that legal immigration enriches the United
States. Polls also indicate that a high percentage of Americans do not approve of
illegal immigration. Therefore, as we move forward with our policies on border security and immigration, we should consider employing a simple formula: does this
policy provide for a more secure border apparatus while improving legal
immigration or discouraging illegal immigration? Where the answer is ‘‘yes’’
to this question, the solution is worth pursuing.
This formula could generate the set of policies that could drive forward real solutions that enables our border system to acquire respect. When our borders our respected, the American people will begin to see that the border system is providing
the security they deserve and rightly demand. In the immigration benefits context,
this means taking measures to deter, detect and prevent identification and document (USCIS calls this benefit) fraud—whether sought for economic or criminal/terrorist reasons—while encouraging, facilitating and streamlining legitimate legal immigration.
Today I plan to discuss with you: (1) the 9/11 hijackers’ embedding tactics; (2) the
results of my September 2005 study on the embedding tactics of 94 other terrorists;
(3) recommendations for vastly reducing fraud and addressing national security concerns which should, in and of itself, manifest a more streamlined legal immigration
processing.
Lessons learned from the findings in sections (1) and (2) should include:
1. the importance of USCIS in the national security agenda;
2. the need for timely adjudications;
3. based on
a. clear law and guidelines;
b. forensic document information;
c. shared biometrically based traveler / visitor/ immigration histories
d. robust fraud detection, deterrence and interdiction conducted by
trained professionals; and
e. followed up by trained law enforcement professionals in either the
criminal (ICE) or administrative (USCIS) arenas.
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4. adequate line-item budget to support the mission; and
5. legislative policy support for the mission.
9/11 HIJACKERS’ EMBEDDING TACTICS

In 9/11 and Terrorist Travel, my able colleagues and I discussed in depth the
many varieties of terrorist travel tactics. These include fraudulent manipulations of
passports, terrorist ‘‘calling card’’ indicators, abuse of a lax Saudi visa adjudication
process, and a solid understanding of how to acquire immigration benefits such as
a change of status from tourist to student, or a tourist extension of stay. We also
discuss how one 9/11 pilot abused the vacuum of information between the State Department consular officers responsible for adjudicating information and immigration
benefit application information, a loophole largely closed today with the Student and
Exchange Visitor Information System (SEVIS). Another pilot absconded from the
immigration benefits system altogether, never seeking to change his tourist status
to student despite attaining his pilot’s license while in the United States. Two other
pilots sought to change their status from tourist to student, enabling them to subsequently re-enter the United States under confusing legal guidelines. Another hijacker sought to extend his stay, did so too late, but was approved anyway.
The 9/11 hijackers also acquired a total of 28 state-issued identifications or drivers’ licenses (with four additional issued as duplicates) 1, six of which we know were
used at ticket counters on the morning of 9/11.2
Below is a narrative, roughly chronological, explaining the various 9/11 hijackers’
encounters with immigration benefits, at that time housed in legacy INS, and today
housed at the USCIS. The material here is pulled—and to the extent possible, summarized—from the 9/11 Final Report and 9/11 and Terrorist Travel.
Seeking an extension of tourist length of stay
Nawaf al Hazmi was one of two ‘‘muscle’’ hijackers that came to the United
States on January 15, 2000 to go to flight school to prepare for the 9/11 operation.
He and his colleague (Khalid al Mihdhar) would become subjects of a watchlist
hunt in late summer 2001, but in early 2000 they came into LAX from Bangkok
and received the standard six-month stay that all visa-holding tourists receive.
On July 12, 2000, although failing flight school, Nawaf al Hazmi filed to extend
his stay another six months in the United States, which was due to expire on July
14, 2000. At this point he was under orders from 9/11 mastermind Khalid Sheikh
Mohamed (KSM) to stay in the United States. His passport contained a suspicious
indicator of extremism, but neither the border inspectors at LAX nor immigration
benefits adjudicators knew of this indicator; in fact, no one in intelligence paid attention to it until after 9/11.3
On June 18, 2001, nearly a year after the al Hazmi filed his application, the INS
approved the extension of stay to January 15, 2001. As I wrote in 9/11 and Terrorist
Travel: ‘‘technically, the application was late, since the INS received it in July 2000,
after his length of stay had expired; they therefore should not have adjudicated it.
However, even with this late adjudication al Hazmi was still an overstay as of January 16, 2001. Al Hazmi never knew that his extension had been approved—the
notice was returned as ‘‘undeliverable’’ on March 25, 2002.’’ 4
Seeking a change of status from tourist to student—and not
Ramzi Binalshibh was originally slated to be one of the four 9/11 pilots. He tried
four times to obtain a visa to come to the United States; in May and July 2000 in
Germany, back in Yemen in September 2000, and once more in Berlin in November
2000. What is interesting about Binalshibh is that he thought, despite his failed attempts to come in legally, that he may be able to enter and stay if he could marry
an American woman. He even corresponded via email with a woman in California
for a short time. Mohammed Atta, the operational ringleader of 9/11 and the
pilot of American Airlines Flight 11—North Tower World Trade Center,
1 9/11 and Terrorist Travel: Staff Report of the National Commission on Terrorist Attacks Upon
the United States. Franklin, TN: Hillsboro Press, Sept. 2004, p. 44. 9/11 and Terrorist Travel
is available in book form from Hillsboro Press. Available at http://providence-publishing.com/
Merchant2/merchant.mvc?Screen=PROD&StorelCode=PP&ProductlCode=9ATT&CategorylCode=FTANR. It
contains corrections to the web version of the staff monograph, along with glossies of the travel
documents in the appendices of the report. (I do not receive any royalties from its sales.)
2 9/11 and Terrorist Travel, p. 43.
3 9/11 and Terrorist Travel, p. 17.
4 9/11 and Terrorist Travel, p. 34.
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however, likely considered it too risky, and told Binalshibh to stop the correspondence.5
In early 2000, Atta, Ziad Jarrah (pilot of United Airlines Flight 93—Pennsylvania), and Binalshibh returned to Germany from Afghanistan. Binalshibh and
Atta, stopped to visit with the 9/11 plot mastermind KSM on their return. KSM had
spent three years in the United States as a student in North Carolina, and was familiar with both U.S. culture and U.S. border functions. In 1983, KSM enrolled first
at Chowan College, a Baptist school in Murfreesboro, North Carolina, and then at
North Carolina Agricultural and Technical State University in Greensboro. There
one of his classmates was Ramzi Yousef’s brother, who himself later became an al
Qaeda member while Yousef planned the 1993 World Trade Center and Bojinka
plots with KSM. Not swayed in the least bit by American culture or democratic
ideals, he told his captors in 2003 that even during his U.S. stay in the 1980s he
considered killing the radical Jewish leader Meir Kahane when Kahane lectured in
Greensboro. KSM graduated with a mechanical engineering degree in December
1986 and then left the United States permanently, (although he did receive a visa
to visit the United States in July 2001 that was never used).6
Binalshibh states that it was at this early 2000 meeting that KSM provided details about how to get in and live in the United States to Atta, Jarrah and himself.
Marwan al Shehhi (pilot of United Airlines Flight 175—South Tower World
Trade Center) also met with KSM.7 We know that Al Qaeda trained their troops
in terrorist travel, including how to deceive border personnel and others about their
affiliation by changing both their radical behaviors and their appearance upon departing Afghanistan.8
Once back in Germany, the four began searching for appropriate flight schools.
Atta did his homework, requesting information via email from 31 various U.S. flight
schools.9 Jarrah decided that he should learn to fly in the United States.10 And
that is what he did. From the day of his first entry in June 2000 on a tourist visa,
he proceeded to become a full time student at the Florida Flight Training Center
in Venice, Florida until January 31, 2001. He never did not seek a student visa,
nor ever seek to file an immigration change of status with legacy INS once in the
United States. Instead, he used his tourist visa to re-enter the United States six
times from June 2000 until his last entry on August 5, 2001.
The failure to seek the change of status made him inadmissible and subject to
removal each of the subsequent six re-entries. However, because neither the school
nor Jarrah complied with notice requirements under the law, no one knew Jarrah
was out of status. Both Jarrah and the school remained under the radar of potential
immigration enforcement. Further complicating potential enforcement action was
that at the time there was no student tracking system in place and the school certification program was highly flawed.11
The following I lifted out of my work in 9/11 and Terrorist Travel:
On July 3, 2000, al Shehhi and Atta enrolled at Huffman Aviation to take flight
lessons. Neither violated his immigration status: attending flight school was permitted as long as their entrance to the United States was legal and they sought to
change their status before the expiration of their length of stay in late November
and early December. As required by Huffman, both began training as private pilots.12
On September 15, 200 Huffman Aviation’s Student Coordinator assisted Atta in
filling out the student school form I–20M, required by the INS to demonstrate
school enrollment. Al Shehhi also received an I–20M signed by this coordinator.
Both Atta’s and Shehhi’s I–539 applications to change their immigration status
from tourist (B–1/B–2) to vocational student (M1) were mailed to the INS. Both applications requested that their status be maintained until September 1, 2001. The
contents of the applications are substantially the same, including the same financial
statement of support, bank statement, and lease. Also in September, the two took
flying lessons at Jones Aviation in nearby Sarasota, Florida. They spent a few hours
a day flying at Jones, struggling as students because of their poor English. They
were aggressive, even trying to take over control of the aircraft from the instructor
on occasion. They failed their instrument rating tests there, and returned to
5 The

9/11 Commission Final Report, (authorized edition), p. 519, note 52 to Chapter 7.
9/11 Commission Final Report, pp. 145–150.
7 The 9/11 Commission Final Report, p. 496, notes 97, 98 to Chapter 5.
8 The 9/11 Commission Final Report, p. 519, notes 99, 100 to Chapter 5.
9 The 9/11 Commission Final Report, p. 519, notes 103 to Chapter 5.
10 The 9/11 Commission Final Report, p. 519, notes 102 to Chapter 5.
11 9/11 and Terrorist Travel, p. 17.
12 9/11 and Terrorist Travel, p. 17.
6 The
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Huffman.13 They eventually passed their tests at Huffman, and started logging in
hours in the air.
As is well known from the Justice Department’s OIG report, for a variety of reasons pertaining to processing at immigration service centers, Atta and al Shehhi
actually had their applications to change their status from tourist to vocational student approved and then received by Huffman Aviation on March 11, 2002.14 That
report concludes, in part, as follows:
OIG Conclusions Regarding the Delay in Sending the I–20 Forms to Huffman
Aviation
Huffman Aviation received its copies of Atta’s and Alshehhi’s I–20 forms in
March 2002, more than a year and a half after the forms were submitted to
the INS in September 2000 and approximately seven months after the I–539
change of status applications were approved in July and August 2001.
We found that the delay in sending the I–20 forms to Huffman Aviation was
attributable to several causes. First, the INS did not adjudicate Atta’s and
Alshehhi’s I–539 change of status applications for approximately 10 months.
The INS has historically placed a low priority on the adjudication of I–539 applications, and the adjudication of these applications was significantly backlogged in 2001.
Second, after Atta’s and Alshehhi’s applications were approved in July and
August 2001, ACS did not receive the I–20 forms from the INS for approximately two months after adjudications. Processing was delayed for many weeks
due to disorganization in the INS’s system for mailing the I–20s to ACS.
Third, ACS processed Atta’s and Alshehhi’s I–20 forms quickly upon receipt
in September 2001 but did not mail the forms to Huffman Aviation for almost
180 days. ACS’s actions were consistent with its understanding of its contract
at the time and were consistent with its handling of other I–20 forms processed
by ACS at the time. However, we found evidence that the INS had intended
for the I–20s to be mailed to schools within 30 days not after 180 days.
. . .
Adjudication of Atta’s and Alshehhi’s I–539s
In addition to investigating what caused the delay in the INS’s processing of
the I–20s that were sent to Huffman Aviation on March 11, 2002, we evaluated
whether the INS properly approved Atta’s and Alshehhi’s change of status applications.
The adjudication of I–539 change of status applications consists primarily of
a review to ensure that the applicant has submitted the proper documents and
the proper fee. This process is not designed to screen for potential criminals or
terrorists; it is designed to ensure that applicants can demonstrate that they have
the financial resources to support themselves while in the United States. INS employees at all levels told the OIG that the INS’s philosophy with respect to applications for INS benefits, and specifically the change of status benefit, is that
applicants are presumptively eligible for the benefit unless they affirmatively
demonstrate that they are not eligible.15
An extension of stay request at the Miami Immigration District Office
One of the most interesting anecdotes from the 9/11 terrorist travel story is Atta’s
May 2, 2001 attempt to obtain an extension of stay for another 9/11 colleague, who
I believe was likely Jarrah. The two (with a third) probably stood in line at the
Miami Immigration District Office for hours, just getting seen before lunch that day.
INS district offices adjudicate all types of immigration benefits, and what Atta
wanted was for his companion to receive the same eight-month length of stay that
Atta had (wrongfully) received in a January 2001 entry where he was erroneously
permitted to enter, and then erroneously given a longer length of stay than permitted under the law. The officer who adjudicated Atta’s request was an airport inspector on her first tour of duty in an immigration benefits office and remembered
the encounter vividly when I interviewed her.
The shorter version of the story as I relate it in 9/11 and Terrorist Travel is as
follows:
13 9/11 and Terrorist Travel, p. 19.
14 Department of Justice Office of the Inspector General ‘‘The Immigration and Naturalization
Service’s Contacts With Two September 11 Terrorists: A Review of the INS’s Admissions of
Mohamed Atta and Marwan Alshehhi, its Processing of their Change of Status Applications, and
its Efforts to Track Foreign Students in the United States,’’ May 20, 2002.
15 http://www.usdoj.gov/oig/special/0205/chapter4.htm#VI
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The inspector recalled taking both passports to see if they had genuine visas.
She also looked at the I–94 arrival records in the passports. Atta’s companion
had received a six-month stay as a tourist, with an end date of September 8,
2001. She also noticed that Atta had been admitted as a tourist for eight
months. During this time, Atta was quiet. She told Atta, ‘‘Someone gave you
the wrong admission and I’m not giving your friend eight months.’’
The inspector then went to her supervisor, informed him that Atta had been
granted an incorrect length of stay, and asked permission to roll it back to six
months. The supervisor agreed. The inspector then tore the I–94 record out of
Atta’s passport, and created a new I–94 for six months, which allowed Atta to
remain in the United States until July 9, 2001. On the record she wrote: ‘‘I–
94 issued in error at MIA [Miami International Airport]. New I–94 issued.’’ The
inspector then took a red-inked admission stamp, rolled the date back to January 10, and stamped Atta as a B–2 tourist. She wrote in a length of stay until
July 9, 2001, and handed Atta back his passport and new I–94 record. Atta took
the documents, said thank you, and left with his companions.16
The result of this inspector’s good work was that instead of Jarrah being legally
in the country along with Atta until 9/10/01, Atta had to leave in July prior to the
expiration of his legal length of stay. It was to no avail, but it was another missed
opportunity for law enforcement.
I authored the following material on Hani Hanjour (pilot American Airlines
Flight 77—Pentagon) for 9/11 and Terrorist Travel. It was not included in the
final product because its content pre-dated Hanjour’s affiliation with the 9/11 plot.
However, because it makes for an interesting case of how Hanjour manipulated immigration benefit adjudications throughout the 1990s up until his last U.S. visa application, it is here in full.
This is this content’s first release to the public. (My 9/11 Commission colleague,
Tom Eldridge did the visa portions of this piece.) I have not included the footnotes,
as the Commission interviews used for these portions were covered by a nondisclosure
agreement with the State Department.
Until we have all applications biometrically based to verify and freeze identities
and all immigration histories available to all personnel—from visa adjudications
through immigration benefits—the confusion and fraud in our immigration benefits
system, as demonstrated below, will continue.
Hani Hanjour, Pilot of American Airlines Flight 11
Hani Hanjour was born August 30, 1972, in Taif, Saudi Arabia. He is the first
9/11 hijacker to acquire a U.S. visa and come to the United States. He enters
four times prior to September 11, seeking a U.S. education three of those four
times. Hanjour is the only hijacker to have a lengthy familiarity with the
United States prior to the operational build-up for the plot. There is no indication, however, that Hanjour was made part of the operational plot until sometime before his last entry into the United States in December 2000.
Hanjour’s first two visas and entries, in 1991 and 1996.
Immigration records for Hanjour indicate that he acquires B2 (tourist) visas
for his first two entries into the United States in Saudi Arabia in September
1991 and March 1996. Hanjour enters the United States on these visas within
a month of acquiring them on October 3, 1991 and April 2, 1996. There is no
record as to when Hanjour leaves after his first entry in October 1991. He is
given a six-month stay.
Records do indicate that when Hanjour returns in April 2, 1996, he is given
a six-month length of stay as a tourist. Hanjour’s March 1996 tourist visa is
issued with a notation on the application stating ‘‘prospective student, school
not yet selected’’. On June 7, 1996, Hanjour files an INS I–539 application to
change status from tourist to an academic student to attend the ELS Language
Center in Oakland, California until May 20, 1997. The application is quickly approved twenty days later, on June 27, 1996.
Well before his length of stay is up, Hanjour leaves the United States again
in November 1996.
Hanjour’s 1997 visa and entry
Hanjour’s second two visas and entries from Saudi Arabia are on one-year
academic visas, one into Atlanta on November 16, 1997, and the last into Cincinnati on December 8, 2000.
16 9/11
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On his November 1997 application, Hanjour spells his last name ‘‘Hanjoor.’’
It is not uncommon to see Arabic names spelled in various ways. Hanjour answers ‘‘no’’ to the question ‘‘Have you ever applied for a U.S. visa before, whether immigrant or nonimmigrant?’’ He also answers ‘‘no’’ to the question ‘‘Have
you ever been in the U.S.A.?’’ Because there is evidence that Hanjour has been
in the United States on a B2 (visitor) visa twice before, it appears that
Hanjour’s application contains at least one false statement.
It is difficult to establish the intent behind these false statements. The application does bear a signature that appears identical to the signature on
Hanjour’s two 2000 visa applications. However, the application form also indicates that it is prepared by ‘‘Siddiqi/ Samara Travel.’’ Thus, the false statements
may have been inadvertent, due possibly to a travel agent who filled out the
form before Hanjour signed it.
In addition to the false statements, Hanjour also leaves some portions of the
application blank. For example, although Hanjour lists his occupation as ‘‘student’’ and he does not fill in the field asking for the ‘‘name and street address
of present employer or school.’’ (We do not know whether he was asked the
name of the school he wanted to attend in the US.) Not surprisingly, Hanjour
also leaves blank the question ‘‘Are you a member or representative of a terrorist organization?’’
The consular officer who adjudicates Hanjour’s 1997 visa application interviews him on November 2, 1997. This officer says that the decision to interview
a Saudi citizen in Jeddah was a ‘‘case-by-case’’ decision, but that they would
interview 50–60 percent of Saudis who applied in Jeddah during this time period. The officer said their colleagues advised them of this interview policy after
they arrived in Jeddah. The interviews often were cursory, a comparison between the person applying and the photo they submitted, plus a few questions
about why the applicant wanted to go to the United States. Because the officer
who interviews Hanjour cannot read or speak Arabic, he relies on local embassy
staff or an American colleague to help him conduct interviews. Similarly, the
officer relies on experienced local staff to spot any anomalies in an application.
The officer told us that they interviewed Hanjour during ‘‘the low season,’’ possibly indicating that they had more time to conduct interviews.
It is not uncommon to request the applicant to provide additional documentation before a certain visas could be granted. For example, a student applicant
was required to present an INS form I–20 and proof of funds sufficient to pay
for the education. If the applicant wanted to go to the United States to attend
flight school—something common in Jeddah because Saudi Airlines was
headquartered there—consular officers would request to see a letter from a
bank showing the amount in the applicant’s bank account in order to establish
whether they could, in fact, afford to pay for the schooling.
The officer did not specifically recall many details of their interview of
Hanjour on November 2, 1997, but was able to reconstruct some aspects of it
contemporaneously from notes on the visa application. During the course of the
interview, the officer wrote down on the face of the application ‘‘has cash,’’ ‘‘trav
alone,’’ and ‘‘wants to go to flight school.’’ The officer told us that he believed
he must have looked at a bank statement from Hanjour in order to conclude
he ‘‘has cash.’’ The officer also believed based on his review of the application
that, during his interview of Hanjour, he established that he was traveling
alone, and that his spoken English ability matched the requirements of his student visa.
The officer said they would not have known about Hanjour’s prior travel to
the U.S. unless it was reflected in his passport. The officer also said they could
not understand why Hanjour would have sought to cover up prior travel to the
U.S. ‘‘It’s perplexing that they would hide that because it works in their favor,’’
the officer said. The officer did say, though, that a Saudi who had been to the
United States twice before, as Hanjour apparently had been, and who then applied to go to the U.S. for English studies would have ‘‘raise[d] an eyebrow’’ because a student visa applicant must demonstrate they have made reasonable
progress in their studies. The officer said they did deny visas to underperforming Saudi students on some occasions.
The officer also said that it was not uncommon for Saudis to have third parties prepare their visa applications, and not uncommon for those third parties
to make mistakes. It was not unusual for Saudis to not fill out their applications completely, including failing to sign their application, so that Hanjour’s
failure to answer the question about being a member of a terrorist organization
was not unusual in his experience. In general, the officer told us, they felt they
could make visa adjudications with only the basic biographical information
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Saudis typically provided. However, the officer made a point of telling us that
‘‘it bothered me; it disturbed me’’ to accept so many incomplete applications
from Saudis. When they raised it at post, they were told by the local staff, ‘‘well,
we have always done it this way.’’
Finally, the officer checked the CLASS database for any derogatory information on Hanjour. There were no ‘‘hits.’’ Thus, based on a review of Hanjour’s
documents, his interview with him and his check of the CLASS name check
database, the consular officer issued Hani Hanjour an F–1 (student) Visa of 12
month’s duration.
After being issued the one-year academic F1 visa on November 2, 1997,
Hanjour travels on November 16 of that year to the United States on that visa
and is granted a two-year length of stay. The visa is for attendance at the ELS
Language Centers in Florida. On June 16, 1998, however, Hanjour decides to
attend flight school. He files a second I–539, this time seeking a change of status from an F1 academic student to a M1 vocational student to attend the Cockpit Resource Management Airline Training Center in Scottsdale, Arizona from
July 30, 1998 to July 29, 1999. Eight months later, the INS requests supporting
evidence. By April 1999, having already attended the flight school and received
a commercial pilot license from FAA without ever acquiring INS approval to
change his status to an M1, Hanjour departs again in December 1999. This I–
539 will not be approved until January 16, 2001. By this point, Hanjour has
already acquired a new academic visa and re-entered the United States for his
last time.
These entries on Hanjour are lifted from 9/11 and Terrorist Travel:
September 10. Hani Hanjour again applied for a B1/B2 (tourist/business) visa
in Jeddah, Saudi Arabia. Hanjour submitted a new passport issued on July 24,
2000. He stated on his application that he would like to stay for three years in the
United States, an answer that triggered concern in the minds of consular staff that
he was at risk of becoming an immigrant to the United States if he were granted
the visa. A consular employee who screened Hanjour’s application forwarded him to
a consular officer for an interview. Hanjour told the consular officer that he was
going to attend flight training school in the United States and wanted to change
his status to ‘‘student’’ from ‘‘tourist’’ once he arrived in the United States. ‘‘Look,
you have spent enough time in the States’’ to know what you want to do there, the
officer told Hanjour. Based on Hanjour’s prior travel to the United States, the officer
said to him, he did not qualify for a tourist visa in order to go to the U.S. and find
a school ‘‘because he had been in the States long enough to decide what he wanted.’’
For these reasons, the officer denied Hanjour’s application under INA section
221(g).17
September 25. Hanjour returned to the Jeddah consulate and, apparently having listened to what the consular officer told him, submitted another application for
a student visa. This time, Hanjour stated a desire to attend the ELS Language Center in Oakland, California. A consular official—probably the intake screener—wrote
a note on his application indicating that Hanjour had been denied a visa under section 221(g) on September 10. The same consular officer who had interviewed
Hanjour in connection with his September 10 application also processed this one.
He recalled to us that Hanjour or someone acting on his behalf submitted an INS
school enrollment form, or I–20—required to qualify for a student visa—to the consulate late on September 25, 2000. ‘‘It came to me, you know, at the end of the day
to look at it. I saw he had an I–20, and it [his visa] was issued.’’ 18
State Department electronic records indicate that this approval allowed Hanjour
to ‘‘overcome’’ his September 10 visa denial, another indication that multiple applications can be considered ‘‘one case.’’ State Department records erroneously recorded
the visa issued to Hanjour as a B–1/B–2 (business/tourist) visa when, in fact, it was
an F (student) visa that was printed and put in Hanjour’s passport. In addition,
Hanjour had already received an approved change of status to attend this same
English language school in 1996. But that approval was granted by the INS in the
United States, and the State Department had no record of it. The consular officer
told us that if he had known this information, he might have refused Hanjour the
visa.19
17 9/11
18 9/11
19 9/11
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IMMIGRATION AND TERRORISM: MOVING BEYOND THE 9/11 STAFF REPORT ON TERRORIST
TRAVEL (SEPT. 2005)

There is nothing more important to a terrorist than getting where he needs to
go and being able to stay there long enough to carry out his or her instructions.
We call this ‘‘embedding.’’ As I wrote in 9/11 and Terrorist Travel, ‘‘while the rhetoric continues to focus on the critical mission of terrorist entry, virtually no attention is being given to the most recent information about terrorist travel and to the
mission . . . of preventing terrorists who get in from staying in.’’ 20
Overview of Report Findings 21
The inadequacies of our Citizenship and Immigration Services agency continue to
make embedding relatively easy. Religious worker visas are known to carry a 33
percent fraud rate.22 Political asylum and naturalization are two of the benefits
most rampantly abused by terrorists. And even when naturalization is acquired, we
do not require the new U.S. citizen to renounce his or her country of origin, or hand
in old passports. One well-known terrorist and naturalized U.S. citizen,
Abdulrahman Alamoudi, now spending 23 years in prison for illegal financial dealings with the Libyan government (which included a plot to assassinate a Saudi
prince), was able to hide much of his travel abroad from U.S. immigration inspectors
for years by using his old passports for travel while he was visiting countries outside the United States.
My September 2005 Center for Immigration Studies report, Immigration and Terrorism: Moving Beyond the 9/11 Staff Report, covers the immigration histories of 94
terrorists who operated in the United States between the early 1990s and 2004, including six of the September 11th hijackers discussed above. The report included
persons with a clear nexus to terrorist activity, with nearly all of these individuals
indicted or convicted for their crimes. The report was built on prior work done by
the 9/11 Commission and the Center for Immigration Studies, providing more information than has been previously been made public.
The findings show widespread terrorist violations of immigration laws and abuse
of the U.S. immigration benefits system. In fact, 11 of the violations noted in the
report were persons who had acquired immigration benefits before or around 9/11,
but whose terrorist plots within the United States occurred after 9/11. Violations
were rampant with plots to blow up a shopping mall in Ohio, for example, along
with surveillance of financial buildings in northern New Jersey/New York and North
Carolina.
The findings also show that not just Al Qaeda violates our immigration laws—
the study cuts across a variety of terrorist organizations.
Many of these terrorists may have been affiliated with one or more terrorist organizations, but 40 individuals are associated with al Qaeda, 16 with Hamas,
16 with either the Palestinian or Egyptian Islamic Jihad, and six with
Hizballah are specifically identified. Three are unaffiliated but of a radical
Islamist background; one each is affiliated with the Iranian, Libyan or former
Iraqi governments; one each is associated with the Pakistani terrorist groups
Lashkar-e-Taiba and Jaish-e-Mohammad; and the affiliations of eight others indicted or detained on terrorism-related charges are unknown.23
The report highlights the danger of our lax immigration system, not just in terms
of whom is allowed in, but also how terrorists, once in the country, used weaknesses
in the system to remain here. The report makes clear that USCIS must be an integral player in border security, raising the bar on its usual persona as merely a customer service agency to one of having a critical role in national security—the last
chance to say no to a terrorist who seeks to stay here longer under U.S. immigration
laws.
The summary of findings in the report is as follows (these are lifted verbatim from
the report):
• Of the 94 foreign-born terrorists who operated in the United States, the study
found that about two-thirds (59) committed immigration fraud prior to or in
conjunction with taking part in terrorist activity.
20 9/11 and Terrorist Travel, p. 164.
21 Janice L. Kephart, ‘‘Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on
Terrorist Travel,’’ Center for Immigration Studies (Sept. 2005).
22 USCIS Fraud Detection and National Security Benefit Fraud Assessment statistic.
23 Janice L. Kephart, ‘‘Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on
Terrorist Travel,’’ Center for Immigration Studies (Sept. 2005), p. 11.
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• Of the 59 terrorists who violated the law, many committed multiple immigration violations—79 instances in all.
• In 47 instances, immigration benefits sought or acquired prior to 9/11 enabled
the terrorists to stay in the United States after 9/11 and continue their terrorist activities. In at least two instances, terrorists were still able to acquire
immigration benefits after 9/11.
• Temporary visas were a common means of entering; 18 terrorists had student
visas and another four had applications approved to study in the United
States. At least 17 terrorists used a visitor visa—either tourist (B2) or business (B1).
• There were 11 instances of passport fraud and 10 instances of visa fraud; in
total 34 individuals were charged with making false statements to an immigration official.
• In at least 13 instances, terrorists overstayed their temporary visas.
• In 17 instances, terrorists claimed to lack proper travel documents and applied for asylum, often at a port of entry.
• Fraud was used not only to gain entry into the United States, but also to remain, or ‘‘embed,’’ in the country.
• Seven terrorists were indicted for acquiring or using various forms of fake
identification, including driver’s licenses, birth certificates, Social Security
cards, and immigration arrival records.
• Once in the United States, 16 of 23 terrorists became legal permanent residents, often by marrying an American. There were at least nine sham marriages.
• In total, 20 of 21 foreign terrorists became naturalized U.S. citizens.24
A Note on Hizballah
Recent news reports about the affiliation of Iran with Hizballah and concerns that
U.S. military action against Iran could trigger Hizballah attacks against U.S. troops
in Iraq and civilian targets within the United States warrant mention in the immigration context here. Below I relate two known Hizballah schemes for entry and
stay in the United States: one uses USCIS benefits, and the other is illegal entry
which is outside the purview of this hearing, but worth mentioning within the light
of the current pending immigration legislation and debate.
Sham marriage. From January 1999 through January 2000, Said Mohamad
Harb, one of the key figures in Hizballah’s North Carolina cigarette smuggling operation run by Mohamad Hammoud, which raised millions of dollars for
Hizballah, helped secure three fraudulent visas and three sham marriages. He was
able to ‘‘legally’’ bring his brother, brother-in-law, and sister into the United States
so that they might become legal permanent residents.
The two men each obtained a nonimmigrant visa from the U.S. embassy in Cyprus; though given one- and two-week lengths of stays for conducting business in
the United States, each married a U.S. citizen immediately after his arrival and
therefore was allowed to stay indefinitely. In the case of Harb’s sister, a male U.S.
citizen was paid to meet her in Lebanon and then travel with her to Cyprus, where
their marriage enabled her to acquire an immigration visa. In June 2000, Harb also
attempted to give an immigration special agent a $10,000 bribe so that another
brother could enter the United States.25 All the conspirators were convicted of all
counts against them, including the immigration violations.
Alien smuggling. Hizballah is well known for its illegal smuggling tactics into
the United States.
Around February 2001, Mahmoud Youssef Kourani, a Hizballah operative who
pled guilty to terrorism charges in Detroit in April 2005, entered the United States
illegally. Kourani left Lebanon to travel to Mexico after bribing a Mexican consulate
official in Beirut with $3,000 to obtain a Mexican visa. Once in Mexico, he sought
entry into the United States. He succeeded: he illegally entered the United States
across the southwest border by hiding in a car trunk.26
In November 2003, a federal grand jury indicted Kourani on charges of conspiring to provide material support to Hizballah, a designated foreign terrorist organization. The indictment alleges that Kourani was a ‘‘member, fighter, recruiter,
24 Janice L. Kephart, ‘‘Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on
Terrorist Travel,’’ Center for Immigration Studies (Sept. 2005), p. 7.
25 USA v Hammoud, et al. WDNC 00–CR–147. ‘‘Superseding Indictment.’’ Mar. 28, 2001.
26 USA v. Kourani. EDMI 03–CR–81030. ‘‘Government’s Written Proffer in Support of its Request for Detention Pending Trial.’’ Jan. 20, 2004.
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and fundraiser for Hizballah who received specialized training in radical Shiite fundamentalism, weaponry, spy craft, and counterintelligence in Lebanon and Iraq.’’ It
also claims that Kourani recruited and raised money for Hizballah while in Lebanon.27 Government documents also state that Kourani alone sent back about
$40,000 to Hizballah.
Salim Boughader Mucharrafille is the well-known Lebanese-Mexican smuggler
who is the only known smuggler our 9/11 team could identify at the time we published our 9/11 and Terrorist Travel staff report in August 2004 as linked to suspected terrorists. Convicted in Mexico, he was then extradited to the United States
for trial here.
Until his arrest in December 2002, Boughader smuggled about 200 Lebanese
Hizbollah sympathizers into the United States. Most of these sympathizers were
young men, sent by their families to make money to send back to Lebanon. One client, Boughader said, worked for a Hizbollah-owned television network, which glorifies suicide bombers and is itself on an American terror watch list. Although we do
not know whether Kourani used Boughader’s services, the methods Kourani
used to enter the United States are the same methods Boughader used on behalf
of his clients.
According to extensive Associated Press reporting on Boughader, he told reporters ‘‘If they had the cedar on their passport, you were going to help them. That’s
what my father taught me. . . . What I did was help a lot of young people who
wanted to work for a better future. What’s the crime in bringing your brother so
that he can get out of a war zone?’’ 28
RECOMMENDATIONS

Benefits adjudications, like visa issuance and port of entry admissions, need to
be as secure and as timely as possible. Fraud and national security concerns get in
the way of timely adjudications, bogging down legitimate applications and have a
twofold effect: (1) legitimate applicants are not adjudicated in a timely manner
while many legitimate potential applicants are discouraged from applying while (2)
illegitimate applicants take advantage of the vulnerabilities of the system. By
ramping up a number of areas, including fraud detection, deterrence and interdiction alongside providing better information and clearer guidelines to adjudicators
within a program office wholly dedicated to fraud and working in cooperation with
law enforcement officers at ICE and elsewhere, we can look towards a much more
efficient and secure process. Those that should be receiving benefits will then begin
to receive benefits in a timely manner, and those that should not receive benefits
will not, and those that should be criminally prosecuted, will make their way to federal court.
Both the 9/11 Final Report and my ‘‘Immigration and Terrorism’’ report discuss
many recommendations, all of which I support and urge this committee to look at
closely. Some of these are below. I have also added a few.
• Assure that USCIS is treated as an equal partner in a national border
security agenda. The attack of 9/11 was not an isolated instance of al Qaeda
infiltration into the United States. In fact, dozens of operatives from a variety
of terror organizations have managed to enter and embed themselves in the
United States, actively carrying out plans to commit terrorist acts against
U.S. interests or support designated foreign terrorist organizations. For each
to do so, they needed the guise of legal immigration status to support them.
As we move forward, those who come to stay and embed themselves into
communities throughout the United States will continue to rely on a false
guise of legality. More aggressive culling of applications for national security
risks will help prevent terrorists from attaining enhanced immigration status
on the front end. However, it must therefore be a prerequisite for any strategy that seeks to attain border security to include the United States Citizenship and Immigration Service (USCIS) in fraud prevention and national security agendas.
• Require all applications to be biometrically based. Identities must be
verified in person and documents reviewed for fraud. Forensic document examiners should be made available to every immigration benefits office. Two Benefit Fraud Assessments (BFAs) have been conducted to
date. The Religious Worker BFA found a fraud rate of 33% and the Replacement Permanent Resident Card BFA found a fraud rate of 1%. The likely rea27 USA

v. Kourani. EDMI 03–CR–81030. ‘‘Indictment.’’ Nov. 19, 2003.
Arrillaga and Olga Rodriguez, ‘‘Smuggler pipelines channel illegal immigrants into
U.S. from nations with terror ties’’ The Associated Press (July 2, 2005)
28 Pauline
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son: religious worker petitions are not biometrically based, permanent resident cards are. Biometrics are essential for freezing identity. Once that is
done, the problem of multiple applications under multiple aliases is reduced
dramatically, and other immigration and criminal history becomes much easier to link with the applicant.
Assure that immigration benefits adjudicators have access to entire
traveler histories, which over time should be person-centric (not filecentric). The nearly 30 immigration databases, while not necessary to create
a single one, should be streamlined and most definitely fully networked so
anyone working in the border apparatus will have access to full and complete
traveler/ visitor/ immigration histories.
All petitioners should be subject to security background checks, with
real-time access to federal, state, and local law enforcement information upon request. The more access that is given to the national security
or law enforcement information that exists on a foreign national, the less we
will need to rely upon unwieldy name-based watchlists. The more security
measures the United States incorporates into its own adjudications of immigration benefits before they are granted, the more success the United States
will have in rebuffing terrorists who seek to embed here and spending inordinate government resources in reversing bad benefits decisions.
Commit to enforcing the law with better and more resources. Better
resources include clearer guidelines for processing immigration benefits in
order to eliminate the arbitrary decision-making that inevitably takes place
in their absence. In addition, comprehensive immigration reform must entail,
in the long run, not only streamlining the overly complex immigration laws,
but also providing sufficient human and technological resources to enforce the
law on the border and in USCIS immigration benefits centers.
Enhance the USCIS Office of Fraud Detection and National Security
(FDNS) by giving FDNS a continued line item budget for conducting
long term and real time fraud assessments, and pattern analysis of
fraud.
Note: I personally requested a briefing from this unit after publication of
my CIS report in October 2005. Over the course of a number of meetings I
came away satisfied that FDNS was ramping up adequately to address fraud.
USCIS is a service (not enforcement) bureau to address long-term issues
pertaining to backlogs and fraud in immigration benefits adjudications. A
unit dedicated to fraud detection (with enforcement handled by ICE) is new
to this arena, and absolutely essential and supported by the findings and recommendations in GAO Report 02–66 of January 2002, ‘‘Immigration Benefit
Fraud: Focused Approach is Needed to Address Problems.’’ FDNS today is the
‘‘organizational crosswalk’’ that acts on behalf of USCIS and DHS, as the primary conduit to and from the law enforcement and intelligence community
on potential fraud and national security concerns posed by immigration benefit applicants.
ICE and FDNS—while it took much negotiation and time—do have a working relationship and joint anti-fraud strategy. Roles in this strategy are defined:
USCIS via FDNS is to detect and analyze suspected fraud, while ICE is
to follow up referrals for possible criminal investigation and presentation for
prosecution. This includes a USCIS referral process and a fraud tracking system with case management as well as analytic capabilities that are currently
under development. In the future, all incoming cases will be bounced against
USCIS’ new Fraud Detection and National Security Data System (FDNS–
DS). If fraud is detected and verified but not accepted for investigation by
ICE (as most will not reach the threshold for criminal prosecution) the benefit
is denied, a lookout is posted in TECS, and the alien placed in removal proceedings. At present, FDNS is using its reactive tool to connect the dots, SC
CLAIMS.
USCIS has already recruited, hired, trained, and deployed 160 FDNS officers throughout the Country. In the first year of operation (FY05) alone,
USCIS identified 2,289 suspected fraud cases. Most are former adjudicators
that possess immigration benefit law and policy-related expertise that criminal investigators do not possess. This is extremely valuable when conducting
inquiries and investigations of employment and religious worker-based petitions, which are highly technical in nature. In addition to performing fraudbased systems checks and analyses, and conducting administrative inquiries/
investigations, FDNS officers perform background check and national secu-
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rity-related duties, and are USCIS’ primary conduit to/from the enforcement
and intelligence community. While there are millions of applications and
fraud is known to be rampant in applications, this is a solid start.
In addition, the DHS OIG recommended in its July 2005 draft report entitled ‘‘Review of U.S. Citizenship and Immigration Services’ Alien Security
Checks,’’ that USCIS ‘‘implement the Background Check Analysis Unit in the
Office of Fraud Detection and National Security.’’ DHS has recognized the
need to expand FDNS’ mandate beyond fraud detection.
• Establish a fraud fee. Fraud is so rampant throughout the border apparatus that it only makes sense that all applications (including visa issuance)
should support its detection and deterrence. The less fraud, the faster the legitimate applications can be processed, making the entire system operate
with necessary integrity and without severe backlogs. The value of FDNS is
to provide the expertise and referrals for large fraud cases while taking care
of the smaller cases in-house (after the proper procedures are followed per
agreement with ICE).
• Integration of anti-fraud efforts across USCIS, ICE, DOS and DOL.
For example, DOS needs to be able to verify claimed persecution, employment
experience, academic credentials, and relationships associated with immigrant and nonimmigrant petitions adjudicated by USCIS. All four agencies
need to share information so that fraud cannot replicate itself throughout the
system. Already developed are national and three regional interagency immigration benefit fraud task forces. Currently, an ICE special agent is collocated
with FDNS–HQ and with each USCIS’ Center Fraud Detection Unit.
CONCLUSION

USCIS’ mission should no longer be simply considered to be reducing horrendous
backlogs. Rather, USCIS must have a proactive role in adjudicating legitimate applications in a timely manner and detecting, deterring and interdicting fraudulent
applications—with a priority on applications that pose a national security concern,
such as the terrorists outlined in this testimony.
With proper mission support by Congress and the administration, USCIS can
change its current posture. It will take work to reverse the years of inadequacies
and failures, but modern technology, well trained adjudicators, a good working relationship with federal law enforcement partners, clearer laws and guidelines, and a
commitment to streamline traveler histories with biometrics will all help move
USCIS forward to where it needs to be to truly serve foreign nationals who seek
to come and stay in the United States for legitimate purposes, and stop those who
seek to abuse our freedoms and do us harm.
I believe we can do it. But USCIS needs your support and help to make it happen.
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Mr. ROYCE. Thank you, Ms. Kephart. Mr. Maxwell.
TESTIMONY OF MR. MICHAEL J. MAXWELL, FORMER DIRECTOR, OFFICE OF SECURITY AND INVESTIGATIONS, U.S. CITIZENSHIP AND IMMIGRATION SERVICES

Mr. MAXWELL. Good morning, Chairman Royce, Ranking Member
Sherman, distinguished Members of the Subcommittee. Thank you
for the opportunity to appear today to discuss immigration security
vulnerabilities facing the United States.
I am here before you because as Director of the Office of Security
and Investigations, or OSI, it was my job to ensure that security
of the USCIS, including its facilities, information, classified technology, communications, personnel, and so on. As the only law enforcement unit within USCIS, OSI was also responsible for resolving allegations of corruption and of criminal wrongdoing by USCIS
employees.
Mr. Chairman, having spent almost 2 years as Director of OSI,
I can tell you without hesitation that it is not only USCIS employees who have been corrupted. Written allegations set forth by
USCIS employees, interviews conducted as recently as yesterday
with USCIS low-end employees and high-level managers, internal
USCIS communications and external investigative documents prepared by independent third agencies compiled and delivered to this
Congress over the last year, make it abundantly clear that the integrity of the United States immigration system has also been corrupted. And the system is incapable of insuring the security of our
homeland.
USCIS and DHS leadership have, in some cases, actively participated in corrupting the system. At a minimum, they have turned
a blind eye toward the corruption, and they have refused, time and
time again, to act when confronted with national security
vulnerabilities my team or others identified in the immigration
process.
These breaches compromise virtually every part of the immigration system itself, leaving vulnerabilities that have been, and likely
are being, exploited by criminals and adversaries of the United
States.
Each time my team discovered a new vulnerability, we brought
it immediately to the attention of the appropriate USCIS or DHS
headquarters officials. I want to make it clear that in every instance, I went to my chain of command within DHS to rectify these
national security vulnerabilities.
Only when that command was shown to be incapable, unwilling,
or worse was I left no choice but to come forward and seek protection as a whistle-blower. I am therefore grateful to all in Congress
who have been willing to listen and to take action.
Despite the fact that each identified threat, as you will see, has
national security implications, USCIS leadership consistently failed
or refused to correct them. Instead, top officials chose to cover them
up, to dismiss them, or to target the employees who identified
them, even when a solution was both obvious and feasible.
I have considered my testimony carefully. I do not make these
assertions without documentation to support them. Over the past
8 months I have received multiple document requests from Con-
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gress, and have complied through my attorneys, producing thousands of pages of documents.
More recently I have provided many of the same documents to
the FBI, the GAO, and the DHS Office of the Inspector General.
On multiple separate occasions I offered to provide Director Gonzalez a full set of these documents, but on each occasion he declined my offer.
OSI’s mandate from former USCIS Director Eduardo Aguirre
was to regain the public’s trust in the Immigration Service. Between May and December 2004, with the support of Director
Aguirre, I began to recruit top-notch security and law enforcement
experts. By May 2005, I had been authorized a staffing level of 130
full-time employees and contract workers, including 23 criminal investigators.
In the end, however, that authorization was never realized by
OSI, as I would find out later that the Human Resources Department at USCIS had arbitrarily stopped all hiring of criminal investigators once Director Aguirre left for his tour of duty as U.S. Ambassador to Spain and Andorra. With this level of continuous internal obstruction preventing OSI’s meaningful progress, by August
2005, my staffing matrix was reduced from 130 to fewer than 50
personnel.
USCIS senior leadership blatantly disregarded the written orders
of Director Aguirre, and unilaterally decided that OSI should not
be adequately staffed. By the time of my resignation in February
2006, Human Resources had not posted one additional vacancy for
investigative positions within OSI, nor have they to this day.
In fact, OSI’s authorized staffing level was reset so low that not
only were we unable to open investigations into new allegations of
employee corruption, our ongoing national security investigations
involving allegations of espionage and those with links to terrorism
were jeopardized.
Under the authority of Acting Deputy Director Divine and Chief
of Staff Paar, OSI’s investigative staffing level was frozen. OSI was
authorized no more than six criminal investigators in the field, initially responsible for managing a backlog of 2,771 internal affairs
complaints, including 528 criminal allegations.
A number of these cases involved allegations of employees being
influenced by foreign governments or providing material support to
terrorists.
As law requires, OSI refers all national security cases to the FBI
when they reach a certain investigative threshold. While I cannot
discuss these ongoing investigations in an open forum, I can tell
you about some investigations OSI closed, and those we were unable to investigate due to lack of resources.
As you know, the USCIS employees who process applications for
immigration benefits are supposed to ensure that the applicant is
not a terrorist or a criminal. The database they use to do this is
called the Enforcement Communications System, or TECS. TECS
is essentially a gateway into the criminal and terrorist database of
some two dozen law enforcement and intelligence agencies, including the FBI, the Drug Enforcement Administration, Immigration
and Customs Enforcement, Customs and Border Protection, and
others.
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USCIS employees are granted different levels of access to TECS,
depending on how in-depth of a background investigation they have
undergone. Those who have undergone a full background investigation are likely to be granted access to level-three TECS records.
Due to the sensitivity of data in TECS level three, USCIS employees are required to log in and out of the system so their access can
be tracked.
OSI has seen too many allegations recently where it appears a
Federal employee or a contract worker may have entered TECS or
permitted someone else to enter TECS illegally in order to provide
information to someone not authorized to view or use that sensitive
law enforcement material. In fact, OSI recently got its first criminal conviction in a case involving a USCIS employee who accessed
TECS in order to warn the target of a DEA narcotics investigation
about the investigation itself.
In a second case, it is alleged that an individual who works for
USCIS permitted a relative to access TECS, print law enforcement
records from the database, and then leave the building with those
records. We do not know what records this person accessed or why,
despite the fact that there are indicators that raised foreign intelligence concerns. This allegation is not being investigated, because
OSI’s six, and soon to be five, criminal investigators are already
stretched to their limit.
Consider for a moment the damage that can be done to national
security by just one USCIS employee co-opted by a foreign intelligence agency with the ability to grant the immigration benefit of
their choosing, to the person of their choosing, at the time of their
choosing. Now imagine if that employee were being influenced by
a highly capable foreign intelligence agency known to partner,
train, or provide material support to terrorist organizations.
Consider the ramifications of one co-opted asylum officer granting asylum to individuals from countries of concern with impunity,
safe in the knowledge that OSI lacks the resources to proactively
watch for indicators or investigate allegations. There simply is no
deterrent effect whatsoever at USCIS that might make an employee believe that the cost of wrongdoing may be greater than the
benefits.
Additional documents attached to my statement show that
USCIS leaders are deceiving investigators and Congress with regard to information-sharing and the ability, or should I say the inability, of immigration officers to obtain negative national security
information before they grant immigration benefits.
They know our system, and are using it against us. Those are
the words of a senior executive from USCIS as we flew home from
Iraq in October 2004, while discussing his imminent retirement,
his concerns about the immigration system, and his reference to
known terrorists applying for immigration benefits.
On no less than nine occasions in the past year, the DHS Office
of the Inspector General and Government Accountability Office
have reported major failures in the immigration system. They have
raised the national security red flags with regard to cyber-security,
terrorist attacks, criminal fraud, and penetration by foreign intelligence agents posing as temporary workers, all while the bad guys
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are patiently working within the framework of our legal immigration system, at times with the explicit help of USCIS employees.
What the reports reveal is an immigration system designed not
to aggressively deter or detect fraud, but, first and foremost, an immigration system that, when in doubt, will grant the immigration
benefits. Ours is a system that rewards criminals, facilitates the
movement of terrorists, supports foreign agents, and with each will
come their tools of the trade.
Let me cite just an example or two. Currently the immigration
headquarters asylum division has a backlog of almost 1,000 asylum
cases that is not reported to you as Members of Congress, to the
Inspector General, or the American people. This backlog includes
two kinds of asylum claimants: Individuals who claim they have
been falsely accused by their home government of terrorist activity,
and individuals who have provided material support to a terrorist
or a terrorist organization.
These asylum claimants, most of whom fall into the second category, are in the United States right now. Some have been awaiting a decision on asylum since late 2004 on whether the Secretary
of Homeland Security will grant them a waiver of inadmissability
for providing material support to terrorists. In other words, they
are here now, and short of a policy from headquarters stating otherwise, following a credible fear interview, these individuals are
presumably released into the general population with employment
documents.
As of September 2005, the USCIS headquarters fraud detection
national security unit has an unreported backlog of 13,815 immigration benefits cases, including national security cases. This backlog of national security cases is particularly disturbing when put in
the context of USCIS’s definition of how to resolve a national security case.
According to an FDNS policy dated March 29, 2005, and included
as an attachment to my written statement, USCIS can now resolve
‘‘a national security case simply by requesting the derogatory national security information from the law enforcement or intelligence agency that has it.’’ The actual delivery of the requested information is completely irrelevant to the process. Immigration officers, by policy, are not permitted to deny an application based solely upon the knowledge that a law enforcement agency is holding
negative national security information about an applicant.
If the adjudicator cannot identify a statutory ground for a denial—that is, they can’t get their hands on the information—he or
she must grant the benefits. Again, documentation will show this
exact scenario has played itself out on more than one occasion.
While the statements I have made today may shock the conscience of some, they cannot come as a surprise to USCIS senior
leadership, leadership that has been warned repeatedly of national
security vulnerabilities in the asylum, refugee, citizenship, information technology, and green card renewal systems by me personally, by the GAO, and by the Inspector General. Time and again
they have ignored warnings of systemic weaknesses wide open to
exploitation by criminals, terrorists, and foreign agents.
When faced with irrefutable proof of new vulnerabilities, they,
themselves, in writing, referred to longstanding or ‘‘rampant
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fraud,’’ and vulnerabilities that had gone unaddressed for more
than a year. They knowingly misled Congress, the Inspector General’s Office, the GAO, and perhaps most disheartening, the American public.
The immigration process itself is flawed. And without a major
paradigm shift in leadership, management, and organization, the
process will continue to fail the American citizenry, and the immigrant population deserving the opportunity to obtain status here,
like both of my parents.
In closing, Mr. Chairman, I sit before this Committee, my faith
that someone, somewhere, will do the right thing within DHS
shaken. I know there are more good men and women in the Agency
who would like nothing more than to do their part in fixing this
broken system. Until just weeks ago, I wanted to be part of the solution myself.
I have run this issue to ground, and kept my word to those who
matter most, the American public. I have upheld my oath to the
Constitution and provided information to the FBI, the GAO, the Inspector General, and to Congress.
I am no longer employed by DHS, and I hope the retaliation will
end. For even though I am no longer employed there, I am told by
concerned employees at USCIS that senior management has now
taken to attacking my credibility in private meetings behind the
walls of headquarters.
However, based on the response I have seen this far by USCIS
and ICE employees, I am hopeful that people will continue to come
forward, preferably to the OIG or GAO, to report legitimate concerns. And that with your help, someone will finally be able to force
serious change on an agency that has needed it desperately for
years.
I will close my statements, and be happy to take your questions.
[The testimony of Mr. Maxwell follows:]
PREPARED STATEMENT OF MR. MICHAEL J. MAXWELL, FORMER DIRECTOR, OFFICE
SECURITY AND INVESTIGATIONS, U.S. CITIZENSHIP AND IMMIGRATION SERVICES

OF

Good morning Chairman Royce, Ranking Member Sherman, and distinguished
Members of the Subcommittee. Thank you for the opportunity to appear before you
today to discuss immigration-related national security vulnerabilities facing the
United States.
My name is Michael Maxwell and, until February 17 of this year, I was Director
of the Office of Security and Investigations (OSI) at US Citizenship and Immigration Services (USCIS). I would like to begin by expressing my thanks to the men
and women of OSI who stayed the course from day one, despite extraordinary pressure to take the easier path, and who remained loyal to the ideals of national security, integrity, and sacrifice. You would be hard-pressed to find a more dedicated
group of professionals in either the public or the private sector, and I am proud to
have served with them.
THE USCIS OFFICE OF SECURITY AND INVESTIGATIONS

U.S. Citizenship and Immigration Services (USCIS) is the component of the Department of Homeland Security (DHS) that processes all applications for immigration status and documents—known as ‘‘immigration benefits’’—including lawful permanent residence (the beneficiaries of which are issued ‘‘green cards’’), U.S. citizenship, employment authorization, extensions of temporary permission to be in the
United States, and asylum, that are filed by aliens who are already present in the
United States. USCIS also processes the petitions filed by U.S. citizens, lawful permanent residents, and employers who seek to bring an alien to the United States,
either permanently or on a temporary basis.
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The Office of Security and Investigations was created by former USCIS Director
Eduardo Aguirre to handle all the security needs of the agency, including:
The physical security of the more than 200 USCIS facilities worldwide;
Information security and the handling and designation of sensitive and classified
documents;
Operations security, for both domestic and international operations;
Resolution of all USCIS employee background investigations;
Protective services for the Director of USCIS and visiting dignitaries; and
Internal affairs, among other duties.1
OSI’s mandate from Director Aguirre was to ‘‘regain the public trust in the immigration service’’ by identifying, reporting, and resolving any security vulnerabilities
that would permit the successful manipulation of the immigration system by either
external or internal agents.
Between May and December of 2004, with the support of Director Aguirre, I
began to recruit top-notch security experts, mostly from other Federal agencies. By
September of 2004, OSI had in place a small team of professionals who would plan
and successfully execute the first ever naturalization ceremonies to be conducted in
a war zone overseas for members of the United States Armed Forces.2 Following an
agency-wide initiative I led in early 2005 to evaluate the few existing USCIS security systems and resources, Director Aguirre authorized, in writing, the immediate
hiring of 45 new personnel for OSI, including 23 criminal investigators to investigate allegations of employee corruption and wrongdoing.3 By May of 2005, I had
been authorized a staffing level of 130 full-time employees and contract workers.4
My only option for bringing staff on board, however, was to transfer them laterally
from other DHS components, because the Human Capital Office of Administration
refused to post any new vacancy announcements, apparently because they did not
approve of a law enforcement component within USCIS.
In August of 2005, not long after the departure of Director Aguirre, my staffing
matrix was effectively cut from 130 to fewer than 50 personnel worldwide. USCIS
Senior Leadership, as represented on the Senior Review Board (SRB),5 which must
approve all significant expenditures, as well as the Human Capital Office of Administration, blatantly disregarded the written orders of former Director Aguirre and
unilaterally decided that OSI should not be adequately staffed.6
In fact, with the approval of Acting Deputy Director Robert Divine, originally appointed by President Bush as Chief Counsel and the highest-ranking political appointee at USCIS following the departure of Aguirre’s Deputy Director, Michael
Petrucelli, OSI’s authorized staffing level was set so low that, not only were we unable to open investigations into new allegations of employee corruption with clear
national security implications, our on-going national security investigations involving allegations of espionage and links to terrorism were jeopardized. OSI staff consisted primarily of:
Six criminal investigators—one or two of whom were detailed to the DHS Office
of Internal Security at any given time because of their expertise in national security
investigations—to handle a backlog of 2,771 internal affairs complaints, including
528 that were criminal on their face and ranged from bribery and extortion to espionage and undue foreign influence;
Six personnel security specialists to handle a backlog of 11,000 employee background investigations that had developed before OSI was created, plus the background investigations of all the new employees being hired to help eliminate the application backlog;
Nine physical security specialists to secure over 200 USCIS facilities worldwide;
and
One supervisory security specialist to ensure the continuity of operations (COOP)
in the event of an attack or other crisis that impacts USCIS personnel or processes.
The same senior leaders who absolutely refused to allow OSI to obtain the necessary resources to fulfill its mission also refused, time and time again, to act when
confronted with major national security vulnerabilities my team and I identified in
the immigration process. Each of the security breaches described below was brought
immediately to the attention of top-level officials at USCIS. These breaches compromise virtually every part of the immigration system, leaving vulnerabilities that
have been and likely are being exploited by enemies of the United States. Despite
1 See

Attachment
Attachment
Attachment
4 See Attachment
5 See Attachment
6 See Attachment
2 See
3 See
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the fact that each identified threat has significant national security implications,
USCIS leadership consistently failed—or refused—to correct them. Instead, top officials chose to cover them up, to dismiss them, and/or to target the employees who
identified them, even when the solution was both obvious and feasible.
As a former police chief and national security specialist, I do not make these
charges lightly. Over the past eight months, I have provided, through my attorney,
thousands of pages of unclassified documents, including most of those attached to
this statement, to Members of this Subcommittee and other Members of Congress.
More recently, I have provided the same documents to the FBI, the GAO, and the
DHS Office of Inspector General. On three separate occasions, I offered to provide
Director Gonzalez a full set of these documents, but on each occasion, he declined
my offer.
These documents, and others of which I have personal knowledge but am not at
liberty to release or to discuss in an open forum, prove not only the existence of the
national security vulnerabilities I will discuss today, but also the fact that senior
government officials are aware of the vulnerabilities and have chosen to ignore
them. More troubling is the fact that these same officials actually ordered me to ignore national security vulnerabilities I identified, even though my job was to address them. When I refused these orders, I was subjected to retaliation—some of
which was as blatant as revoking my eligibility for Administratively Uncontrollable
Overtime (AUO), which totaled 25 percent of my salary, on the very day that I was
scheduled to brief the Immigration Reform Caucus; 7 and some of which was more
nefarious, like the challenge to my authority to authorize access to Sensitive Compartmented Information (SCI), in a move that I have no doubt would have led to
the revocation of my own Top Secret/SCI clearance, had I not resigned when I did.
INTERNAL AFFAIRS

Mr. Chairman, written allegations set forth by USCIS employees, interviews conducted as recently as yesterday with USCIS line employees and high level managers, internal USCIS communications, and external investigative documents prepared by independent third agencies, compiled and delivered to this Congress over
the last eight months, make clear that the integrity of the United States immigration system has been corrupted and the system is incapable of ensuring the security
of our Homeland.
As the office responsible for internal affairs, OSI received 2,771 complaints about
employees between August 2004 and October 2005. Over 1800 of these were originally declined for investigation by the DHS Office of the Inspector General and referred to OSI. Most of the remaining complaints were delivered to OSI by the ICE
Office of Professional Responsibility once they gave up jurisdiction over USCIS complaints. The majority of all complaints received by OSI are service complaints (e.g.,
an alien complaining that he did not receive his immigration status in a timely way)
or administrative issues (e.g., allegations of nepotism).
However, almost 20 percent of them—528 of the 2,771—allege criminal activities.
Alleged crimes include bribery, harboring illegal aliens, money laundering, structuring, sale of documents, marriage fraud, extortion, undue foreign influence, and
making false statements, among other things. Also included among these complaints
are national security cases; for example, allegations of USCIS employees providing
material support to known terrorists or being influenced by foreign intelligence services.8 Complaints with clear national security implications represent a small share
of the total, but in cases such as these, even one is too many.
OSI is required to refer such cases to the FBI when they reach a certain threshold, since the Bureau has primary jurisdiction over all terrorism and counterintelligence investigations. In virtually all the cases we refer to the FBI, though, OSI
is an active investigative partner. In fact, OSI agents have led or facilitated remote
and sometimes classified national security operations; we have led national security
interviews; we have participated in national security polygraph interviews; and we
have developed behavioral analyses as investigative tools.
OSI also details its agents to the DHS-Headquarters Office of Security when the
latter lacks sufficient resources to investigate these types of national security allegations, as we have criminal investigators with training and experience in both
counterterrorism and counterintelligence operations. In fact, one of our investigators
is currently detailed to the DHS Office of Security.9 For operational security reasons, these investigations had to be compartmentalized from all USCIS manage7 See
8 See
9 See
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ment except the Director, Deputy Director, or Chief of Staff. At times, we reported
directly to Admiral Loy, when he was Deputy Secretary, and later to Deputy Secretary Jackson.
As you would expect, we always prioritize complaints that appear to implicate national security. One of the most frustrating parts of my job, though, was the fact
that we simply did not have the resources to open investigations into even the relatively small number of national security cases. While I cannot discuss on-going investigations in this open forum, I can tell you about some of the allegations OSI
did not have the resources to investigate.
As you know, the USCIS employees who process applications for immigration status and documents are supposed to ensure that the applicant is not a terrorist or
criminal. The database they use to do this is the Treasury Enforcement Communications System, or TECS. TECS is essentially a gateway into the criminal and terrorist databases of some two dozen law enforcement and intelligence agencies, including the FBI, the Drug Enforcement Administration, Immigration and Customs
Enforcement (ICE), Customs and Border Protection (CBP), which controls access to
TECS, the intelligence community, and others. USCIS employees are granted different levels of access to TECS depending on how in-depth of a background investigation they have undergone. Those who have undergone a full background investigation are likely to be granted access to Level 3 TECS records, which include terrorist watch-lists, information about on-going national security and criminal investigations, and full criminal histories. Due to the sensitivity of the data, USCIS employees are required to log in and out of the system so their access can be tracked.
OSI has seen far too many allegations recently where it appears that an employee
or a contract worker may have entered TECS—or permitted someone else to enter
TECS—in order to provide information to someone else. In fact, OSI recently got
its first criminal conviction in a case involving a USCIS employee who accessed
TECS in order to warn the target of a DEA investigation about the investigation.
More alarming, however, is an allegation that has not yet been investigated in
which a Chinese-born U.S. citizen who works for USCIS permitted a family member
to access TECS, print records from it, and then leave the building with those
records. We do not know what records this person accessed or why, and yet this allegation is not being investigated because OSI’s criminal investigators are already
stretched to their limits.
Consider for a moment the potential repercussions of these types of investigations.
One USCIS employee, co-opted by a foreign intelligence entity, with the ability to
grant the immigration status of their choosing, to the person or persons of their
choosing, at the time and location of their choosing. This threat represents a clear
and ongoing danger to national security. The possibilities are even worse when you
consider the nexus that this subcommittee knows to exist between countries with
highly capable intelligence services and state sponsors of terrorism.
It may seem farfetched to think that a USCIS employee would be co-opted by a
foreign intelligence agency. The fact is, however, that the new Director of USCIS,
Dr. Emilio Gonzalez, in early 2006 at an open and unclassified session of a senior
leadership meeting of almost two dozen senior managers mentioned two foreign intelligence operatives who work on behalf of USCIS at an interest section abroad and
who are assisting aliens into the United States as we speak.
RESTRICTED TECS ACCESS

While there obviously is a problem at USCIS with unauthorized access to the
TECS database, ironically, there also is a problem with insufficient access for
USCIS employees who are deciding applications. The records accessible through
TECS are grouped into four categories:
• Level 1 records are those from the user’s own agency (i.e., Level 1 USCIS
users would have access only to USCIS records);
• Level 2 records include all Level 1 records plus a sizeable share of the criminal records from the other law enforcement agencies (i.e., Level 2 USCIS
users would have access to USCIS records, plus certain records from CBP, the
FBI, the DEA, and so on);
• Level 3 records include Level 1 and 2 records, plus national security records,
terrorist watch-lists, threats to public safety, and information about on-going
investigations;
• Level 4 records include records from the three other levels, plus case notes,
grand jury testimony, and other highly sensitive data that are provided only
on a need-to-know basis.
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Clearly, USCIS employees need access to the Level 3 records in order to properly
vet applicants for immigration status and/or documents and ensure that known terrorists and others who present a threat to national security or public safety are not
able to game the immigration system. On the other hand, because of the sensitive
nature of some of these records, including on-going national security cases, it is important that access to Level 3 records be restricted to employees who themselves
have been thoroughly vetted.
Thus, when DHS was created in January 2003, CBP, as the manager of TECS,
entered into an agreement with USCIS that requires employees to undergo full
background investigations (BIs) before they may be granted Level 3 TECS access.
The agreement included a two-year grandfather period during which legacy Immigration and Naturalization Service (INS) personnel who had had access to Level 3
TECS records at the INS would continue to have access so that USCIS would have
time to complete BIs on new employees and upgrade those on legacy employees
when necessary.
USCIS leadership, however, decided not to spend the money to require full BIs
on new personnel or to upgrade the BIs on legacy personnel. Thus, when the grandfather period ended in January 2005, CBP began restricting access by USCIS employees with only limited BIs, so that these employees can access only Level 1
(USCIS) records or, in some cases, Level 2 (USCIS plus limited criminal histories)
records through TECS. They cannot access the national security, public safety, or
terrorist records they need to process applications.
Other than a few sporadic meetings among USCIS senior staff and, once in a
while, with some CBP officials, to talk about how many employees might have restricted access, USCIS leadership largely ignored the problem during the first nine
months of 2005, despite complaints from the field and warnings from within Headquarters. Backlog elimination was the top priority of the agency, so employees were
pressured to keep pumping out the applications, regardless of whether they had the
ability to determine if an applicant was a known terrorist or presented some other
threat to national security or public safety.
In early October 2005, the problem drew congressional and media attention. The
Public Affairs office assured reporters that employees have access to all the records
they need, while Acting Deputy Director (ADD) Robert Divine, Chief of Staff (CoS)
Tom Paar, and Don Crocetti, the director of the Fraud Detection and National Security (FDNS) office, were frantically trying to figure out the difference between Level
2 and Level 3 TECS records in order to determine what critical information employees were missing.
During a late-night meeting in the second week of October, Crocetti acknowledged
that Level 2 access leaves employees completely blind to sensitive national security,
public safety, and terrorist records, along with information about on-going investigations. Deputy Director of Domestic Operations Janis Sposato told the group that 80
percent of all applications are processed through TECS at Level 3 as part of an
automated background check system. She noted that some unknown portion of the
remaining 20 percent are processed by the more than 1,700 employees with only
Level 2 or below access, so critical national security indicators may have been
missed. ADD Robert Divine’s response to this information was, ‘‘I guess we’ve finally
reached that point: Is immigration a right or a privilege?’’ In the ensuing debate,
Divine and Acting General Counsel Dea Carpenter insisted that immigration to the
United States is a right, not a privilege.
USCIS employees processed 7.5 million applications in FY 2005, so 1.5 million applications (20 percent) did not go through the automated background check system.
If 1,700 out of 4,000 employees (43 percent) do not have Level 3 TECS access, then,
not taking into account that those without Level 3 access may be able to process
cases faster because they have to resolve fewer ‘‘hits’’ from TECS searches, those
1,700 employees processed some 645,000 applications. Furthermore, each application generally involves more than one individual and so requires more than one
TECS search.
At the conclusion of that late-night meeting, ADD Divine ordered Crocetti to lead
the negotiations with CBP to resolve the TECS issue. Since then, Crocetti, sometimes accompanied by Divine and CoS Paar, has been meeting with CBP officials
to convince them to extend the grandfather period and restore access to those employees who have been cut off and to waive in (without full background investigations) contract workers hired to eliminate the immigration application backlog.
Granting contract workers who have not been vetted access to national security
records would itself result in a significant security breach, since it could put sensitive national security information in the wrong hands and has already been shown
to be a criminally negligent policy on the part of USCIS.
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An increasing number of USCIS employees have had their access to TECS restricted since the grandfather period expired over one year ago, in January 2005. To
date, not one employee with a deficient background investigation has been scheduled
for an upgrade and no agreement to restore access has been reached with CBP.
To make matters worse, the ADD and the CoS have actively ensured that USCIS
does not have the personnel it will need to upgrade employees’ background investigations. OSI is responsible for processing background investigations on employees
(the Office of Personnel Management (OPM) does the actual investigation and then
sends it to OSI to resolve any inconsistencies and make a final determination on
granting clearance).
Shortly after OSI was created, in the fall of 2004, we inherited a backlog of 11,000
pending BIs on USCIS employees that INS and then ICE had failed to finalize. In
light of the fact that we have had a total of six personnel security specialists to process BIs over the past year, it is astonishing that we have managed to reduce the
backlog to about 7,000. Because of the hiring frenzy driven by backlog elimination,
however, OPM currently is sending OSI new BIs at a rate of 3.5 for every one that
OSI clears.
I presented at least eight proposals over the last year to increase the number of
personnel security specialists to address this backlog, but all were denied by the
Senior Review Board. CoS Paar approved 15 additional positions for OSI in midNovember 2005, but Human Capital refused to post the vacancies until after I resigned, and they have continued to delay the process so that none of the positions
has yet been filled. Even if those five positions eventually are filled, that will be
a total of 11 people to handle the 7,000 backlogged BIs, plus the BIs for new employees hired to eliminate the backlog, plus up to 5,000 upgraded BIs on current
employees whose access to TECS has been or could soon be restricted. The Chief
of Staff and Deputy Director have been warned in writing on numerous occasions
of this point of failure and both ignored the warnings. When the new Director of
USCIS, Emilio Gonzalez, became aware of this situation, his immediate response
was to order me to hire 17 personnel security specialists—above my authorized staff
level—just to address the TECS access issue. The very next day, however, CoS Paar
overturned the Director’s order and prohibited me from hiring any additional staff.
IRRESPONSIBLE POLICIES

Information from various sources indicates that criminals and, potentially, terrorists are being granted immigration status and/or documents or being permitted to
remain in the United States illegally through a variety of irresponsible policy decisions by USCIS leadership, the consequences of which they are well aware:
1) Background Checks on Aliens—USCIS Operation Instruction 105.10 instructs employees that ‘‘if no response is received to an FBI or CIA G–325
[name check] request within 40 days of the date of mailing [the request card]
the application or petition shall be processed on the assumption that the results of the request are negative.’’ 10 This policy flies in the face of the legal
eligibility requirements for immigration status and of repeated public assurances by USCIS leadership that employees always wait for background check
results before deciding any application for immigration status and/or documents. This Operation Instruction is listed on the USCIS website as current
policy.
Since resigning from the agency, I have been told by USCIS employees, and had
it confirmed by managers, that, not only are they instructed to move forward in
processing applications before they receive background check results, but also that
some have been instructed by supervisors, including legal counsel, to ignore wants
and warrants on applicants because addressing them properly—i.e., looking into the
reason for the want or warrant to determine if it may statutorily bar the applicant
from the status or document for which he has applied—slows down processing
times.
Moreover, I was told as recently as three weeks ago that USCIS District Offices
and Service Centers are holding competitions and offering a variety of rewards, including cash bonuses, time off, movie tickets, and gift certificates, to employees and/
or teams of employees with the fastest processing times. The quality of processing
is not a factor; only the quantity of closed applications matters, and it is important
to note that it takes a lot less time to approve an application than to deny one, since
denials require written justifications and, often, appeals.
10 See
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2) Fingerprint Checks on Applicants for U.S. Citizenship—OSI was notified that
employees were not following DHS regulations that prohibit a naturalization
exam from being scheduled before the fingerprint check results are returned
by the FBI. This is a critical problem because there is a statutory 120-day
window after the naturalization exam during which a final decision on the
application for citizenship must be made. If a decision is not made during
that window, for whatever reason, the alien may petition a court for a Writ
of Mandamus, which orders USCIS to decide the application immediately.
When I approached ADD Divine about this issue, he indicated that he was
aware of the problem. He said that, as Chief Counsel, he had discussed this
issue numerous times with USCIS senior staff, including then-Director of
Domestic Operations Bill Yates. Divine said he had concluded that since the
fingerprint results come back before the 120-day window closes in 80 percent
of cases, the other 20 percent represent an ‘‘acceptable risk.’’
Senior USCIS leadership at Headquarters meets every week for what are called
‘‘WIC’’ meetings. A detailed memo prepared for each of these meetings and distributed widely throughout the Federal government lists the activities that each unit
within USCIS is involved in for the coming weeks and summarizes past activities.
The WIC memo for the week of March 13, 2006 includes an item regarding ‘‘American-Arab Anti-Discrimination Committee (ACD) ‘120 Day Cases’ in District Court,’’
which says that the Department of Justice (DOJ) sees the current USCIS practice
of scheduling the naturalization interview before receiving fingerprint results as a
violation of regulations. It concludes that, while DOJ ‘‘understands the Congressional and Presidential mandates on processing times and backlog reduction that
[US]CIS labors with,’’ DOJ fervently wishes that USCIS would stop violating its
own rules, since the practice is tough to defend in court.11
3) Employment Authorization Documents—A USCIS regulation (8 C.F.R.
274a.13) states that, if an application for adjustment to lawful permanent
resident (LPR) status is not decided within 90 days, the applicant is entitled
to file an I–765 application for an employment authorization document
(EAD). This policy has led to large-scale fraud. The current processing times
for an application for LPR status range from just under 6 months (the Nebraska and the Texas Service Centers each have one form of application for
LPR status that is currently being processed within 6 months) to 60 months
at the four service centers and from six months to 33 months at the larger
district offices, so virtually all applicants—whether they are eligible or not
and whether they are lawfully present in the United States or not—are able
to obtain a legitimate EAD (applications for which both the service centers
and district offices have only short processing times).
Under this policy, illegal aliens can simply file a fraudulent application, wait 90
days, and then ask for an EAD. Once they have the EAD, they can apply for a legitimate social security number and, even under the REAL ID Act, they can legally obtain a driver’s license because they have an application for LPR status pending.
With a social security number and a driver’s license, they can get a job. According
to the Government Accountability Office (GAO), an estimated 23,000 aliens were
granted EADs on the basis of fraudulent applications for LPR status between 2000
and 2004. When asked by the GAO to comment on the fraud resulting from this policy, USCIS leadership indicated that fairness to legitimate applicants outweighs the
need to close security loopholes.12
To make this situation worse, information I have just received in the past few
days suggests two additional problems with the processing of I–765s, the application
form for an EAD. First, it appears that the Texas Service Center has developed an
‘‘auto-adjudication’’ system that can process I–765s from start to finish without any
human involvement at all. In other words, there is no point in the process when
a USCIS employee actually examines the supporting documentation to look for signs
of fraud. Instead, the I–765 application is processed automatically when the underlying application for LPR status has been sitting on the shelf for 90 days.13
The second issue, identified during the same review that uncovered the ‘‘auto-adjudication’’ system, is just as troubling. Staff at the National Benefits Center in
Lee’s Summit, Missouri, acknowledged that there is a way to bypass the normal application process and manually insert any number of applications into the computer
11 See

Attachment 11: Memorandum for WIC Members, March 13, 2006, p. 4.
Controls and a Sanctions Strategy Could Enhance DHS’s Ability to Control Benefit Fraud,’’ Government Accountability Office, GAO–06–259, March 2006, pp. 22, 27.
13 Attachment 12: National Benefits Center documents (sensitive; for Members only).
12 ‘‘Additional
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system (CLAIMS3) so that the standard application screening process is circumvented. Independent investigators are currently attempting to determine how
many applications have been improperly processed in this way and by whom.14
4) Fingerprint Check Waivers—A memo to Regional Directors from Michael
Pearson, then head of Field Operations, sets out USCIS policy on the granting of waivers of the FBI fingerprint check requirement for aliens who ‘‘are
unable to provide fingerprints,’’ because of, among other things, ‘‘psychiatric
conditions.’’ The policy states:
The determination regarding the fingerprinting of applicants or petitioners
who have accessible fingers but on whose behalf a claim is made that they
cannot be fingerprinted for physiological reasons can be far less certain. Unless the ASC manager is certain of the bona fides of the inability of the person to be fingerprinted, the ASC manager should request that reasonable documentation be submitted by a Psychiatrist, a licensed Clinical Psychologist
or a medical practitioner who has had long-term responsibility for the care
of the applicant/petitioner [emphasis added].
In my 16 years in law enforcement, I have never heard of someone being exempt
from fingerprinting due to a psychiatric condition. Moreover, I cannot fathom circumstances under which an ASC manager would be sufficiently qualified to determine the bona fides of the request for a waiver. At the very least, this policy should
affirmatively require proof from a licensed professional, rather than just suggesting
it if the manager cannot decide for himself.
5) Refugee/Asylee Travel Documents—As of late September 2005, USCIS employees handling applications for refugee/asylee travel documents were not
comparing the photograph of the applicant for the travel documents with the
original photograph submitted by the refugee or asylee and stored in the
Image Storage and Retrieval System (ISRS). Thus, an illegal alien who can
obtain biographical information about a legitimate refugee or asylee (from a
corrupt immigration attorney, for example) can submit an application for
travel documents using the real refugee/asylee’s name and other biographical
information, provide his own photograph, and be issued travel documents
with his picture, but the name of an alien with legitimate USCIS records.
The illegal alien can then obtain other documents based on the stolen identity established by the travel documents.
When USCIS leadership was made aware of this fraud scheme, a Domestic Operations representative responded by acknowledging that this ‘‘is a known vulnerability’’ they have been looking at ‘‘for the past year or so.’’ 15 This same individual
clarified for ADD Divine that recent assurances Divine gave to Secretary Chertoff
concerned verifying the identity of applicants related to I–90 adjudications, not refugee/asylee travel documents. Ironically in light of the issue in the paragraph below,
ADD Divine noted that this issue ‘‘has particular poignancy as [USCIS] face[s] a
flood of filings by Katrina victims seeking to replace documents.’’ All parties acknowledged implicitly that requiring employees to compare the applicant’s photo
with the photo of the refugee/asylee that is stored in the Image Storage and Retrieval System (ISRS) would end fraud of this type.
USCIS Director Gonzalez contends that the Standard Operating Procedures (SOP)
do, in fact, require such a comparison, so the problem is solved. Interestingly, the
Adjudicator’s Handbook does not have such a requirement, but the bottom line is
that the comparisons are not being done, regardless of what the SOP says. Employees have told me recently that, rather than actually changing the SOP, supervisors
simply send out emails ordering employees to change the way they perform certain
tasks, so as to speed up the work.
6) Green Card Replacement—In mid-December 2005, the ICE Office of Intelligence sent a memo to the USCIS Fraud Detection and National Security
unit about a fraud scheme that ICE had uncovered that is similar to the one
above.16 This scheme involved the I–90 application for a replacement/renewal green card (for lawful permanent residents)—the same application
about which ADD Divine had reassured Sec. Chertoff. In this scheme, illegal
aliens steal the identity of a lawful permanent resident. Each illegal alien
then uses the LPR’s name and Alien Registration Number to file an I–90 application for a replacement Permanent Resident Card (‘‘green card’’) with the
14 Ibid.
15 See
16 See
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illegal alien’s photo, fingerprints, and signature. Incredibly, USCIS actually
captures the illegal aliens’ photos, fingerprints, and signatures in the Image
Storage and Retrieval System (ISRS), but employees fail to compare any of
them with the photo, fingerprints or signature of the original applicant. ICE
identified this as a vulnerability with ‘‘severe national security implications.’’
7) Mandatory-Detention Aliens—A policy memo sent to Regional and Service
Center Directors by the now-retired head of Domestic Operations, Bill Yates,
instructs Service Centers NOT to serve a Notice to Appear (NTA), which initiates removal proceedings, on aliens who appear to be subject to mandatory
detention under section 236(c) of the Immigration and Nationality Act
(INA).17 Instead, employees are instructed to decide the application, prepare
and sign an NTA (unless they exercise prosecutorial discretion and decide to
allow the convicted criminal to continue living in the United States illegally),
and place a memorandum in the file explaining that they are handing the
case over to ICE. Section 236(c) of the Immigration and Nationality Act requires that removable aliens who have been convicted of certain serious
crimes be detained pending their removal (i.e., ‘‘mandatory-detention
aliens’’). Service Center employees and senior leadership at Headquarters
confirm that this memo represents current USCIS policy.
The memo presents two separate issues: (1) whether this policy results in aliens
who are subject to mandatory detention based on criminal convictions being allowed
to remain free in American communities; and (2) the applicability and scope of prosecutorial discretion.
(1) There is evidence that criminal aliens are being allowed to remain at large
in U.S. communities as a result of this policy. Part of the problem is that ICE
officials (at least in some parts of the country) apparently have decided that
ICE should be paid by USCIS each time it does its job and serves an NTA. A
search for a missing alien file (A-file) that was being sought by an agent on the
Joint Terrorism Task Force (JTTF) in the USCIS Philadelphia District Office
recently resulted in the discovery of a stash of some 2,500 A-files of aliens
whose applications for status and/or documents had been denied, but whose
cases had not been turned over to ICE to issue NTAs because USCIS personnel
at that office decided to hide the files rather than pay ICE to serve all those
NTAs. According to the agent who found them, a majority of the files were for
aliens from countries of interest.18 That means that aliens from special interest
countries who do not qualify for legal status for whatever reason are still in the
United States illegally, and there has been no effort to remove them from the
country.
(2) The memo on prosecutorial discretion to which the Yates memo refers was
issued by then-INS Commissioner Doris Meissner in response, according to the
memo, to the Illegal Immigration Reform and Immigrant Responsibility Act of
1996. That law included several provisions aimed at getting criminal aliens off
the streets and out of the country, including section 236(c) of the INA. Meissner
asserts that immigration officers may appropriately exercise prosecutorial discretion ‘‘even when an alien is removable based on his or her criminal history
and when the alien—if served with an NTA—would be subject to mandatory detention.’’ However, she reserves prosecutorial discretion to law enforcement entities, which USCIS absolutely refuses to be. As a self-avowed non-law enforcement agency, perhaps USCIS would be better off simply obeying the law.
NATIONAL SECURITY INDICATORS

As of August 2005, some 1,400 immigration applications, most for U.S. citizenship, that had generated national security hits on IBIS were sitting in limbo at
USCIS headquarters because the employees trying to process them were unable to
obtain the national security information that caused them to be flagged. If a government agency (e.g., FBI, CIA, DEA, ATF) has national security information about an
alien, or when an agency has an ongoing investigation that involves an alien, the
USCIS employee who runs a name check in TECS will see only a statement indicating that the particular agency has national security information regarding the
alien. (This is assuming that the employee has Level 3 TECS access; without such
access, the employee may get no indication at all that national security information
exists.) Employees are not permitted to deny an application ‘‘just’’ because there is
national security information or a record with another law enforcement agency. In17 See
18 See
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stead, the employee must request, acquire, and assess the information to see if it
makes the alien statutorily ineligible for the immigration status or document being
sought, or inadmissible or deportable. However, whether or not an employee can get
the national security information, in order to assess it, depends on at least two
things:
The level of background investigation the employee has undergone, which determines the types of information he or she is lawfully permitted to access; and
The nature of the national security information, which determines the willingness
or ability of the agency with the information to share it with non-law enforcement
personnel (all USCIS employees, including those in the Fraud Detection and National Security unit, are non-law enforcement except for the 1811 criminal investigators and some of the 0080 security specialists who work in OSI).
The more sensitive the national security information, the less likely that the nonlaw enforcement employee will be able to get it. This is the genesis of the so-called
‘‘FOCUS’’ cases—employees see that there is national security information on the
alien, but they are unable to obtain the information to assess it. The bulk of FOCUS
cases are applications for naturalization because naturalization regulations require
USCIS to make a final decision within 120 days of interviewing the applicant. Once
that 120-day window closes, the applicant can petition a court for a writ of mandamus, and the court will order USCIS to issue a decision. USCIS set up a group
of employees, the FOCUS group, to review these applications and issue the final decisions. However, as non-law enforcement personnel, they may have no better access
to the relevant information than the original employee who sent the application to
Headquarters in the first place. (In fact, some FOCUS employees do not even have
access to Level 3 TECS records.19) OSI, whose law enforcement personnel have the
security clearances and the contacts necessary to obtain the pertinent information,
offered to assist employees with these applications. Rather than utilizing OSI, however, USCIS leadership instructed the FOCUS group members to contact FDNS—
the official USCIS liaison with outside law enforcement and intelligence agencies—
when they need additional information about any of these cases. Since FDNS lacks
law enforcement personnel, it, too, has been unable to obtain the necessary information from these outside agencies in some cases.
In documented instances, FDNS has instructed FOCUS employees to grant a benefit, even though neither FDNS nor the FOCUS employee knew why the alien generated a national security indicator.20 Despite the fact that my staff was willing and
able to assist in obtaining the national security information that was otherwise unavailable to USCIS, I was ordered directly by Acting Deputy Director Divine to remove myself and my staff from any involvement with the FOCUS cases and to cease
any communication with the FBI and the intelligence community. I was told repeatedly that FDNS was the official liaison and so I was to have no further contact with
any law enforcement or intelligence agencies or participate in any information sharing, either within USCIS or outside USCIS. I have been told that my successor is
working under the same constraints.
The result is that FOCUS employees are faced with a choice between approving
an application for U.S. citizenship with limited information about what raised a national security flag versus denying the application, perhaps wrongly, or asking
someone at OSI to violate the direct order of the Acting Deputy Director and the
Chief of Staff in order to share critical information with them.
In a November 2005 report on Alien Security Checks by DHS–OIG, USCIS told
the IG investigator that ‘‘FDNS has resolved all national-security related IBIS hits
since March 2005. FDNS’s Background Check Analysis Unit reviews, tracks, analyzes, and resolves all name-vetted hits related to national security’’ [emphasis
added]. Technically, this statement is true, but only because the former head of Domestic Operations redefined the word ‘‘resolution.’’ In a memo dated March 29,
2005, Bill Yates says in a footnote:
‘‘Resolution is accomplished when all available information from the agency
that posted the lookout(s) is obtained. A resolution is not always a finite product.
Law enforcement agencies may refuse to give details surrounding an investigation; they may also request that an adjudication be placed in abeyance during
an ongoing investigation, as there is often a concern that either an approval or
a denial may jeopardize the investigation itself’’ [emphasis added].
In other words, USCIS employees can ‘‘resolve’’ a national security hit simply by
asking why the alien is flagged, regardless of whether the employee is actually able
to obtain the data necessary to decide the application appropriately. One of the first
19 See
20 See
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lessons employees are taught is that they must grant the benefit unless they can
find a statutory reason to deny it. Without the national security information from
the law enforcement agency, the employee must grant the benefit unless there is another ground on which to deny it, even where the applicant may present a serious
threat to national security.
Mr. Chairman and Members of the Subcommittee, as you can see, USCIS is operating an immigration system designed not to aggressively deter or detect fraud, but
first and foremost to approve applications. Ours is a system that rewards criminals
and facilitates the movement of terrorists.
On no less then 8 occasions in the past year, the DHS Inspector General and the
GAO have reported critical, systemic failures in the immigration system. They have
raised the national security red flag with regard to cyber attack, terrorist attack,
criminal fraud, and penetration by foreign intelligence agents posing as temporary
workers. All while the bad guys are patiently working within the framework of our
legal immigration system, often with the explicit help of USCIS.
Currently, the USCIS Headquarters Asylum Division has backlog of almost 1000
asylum cases that it has not reported to you as Members of Congress, to the Inspector General, or to the American people. This backlog includes two kinds of asylum
claimants:
Individuals who claim that they have been falsely accused by their home government of terrorist activity; and
Individuals who have provided material support to a terrorist or a terrorist organization.
These asylum claimants, most of whom fall into the second category, are in the
United States right now. Some have been awaiting a decision since late 2004 on
whether the Secretary of Homeland Security, after consulting with the Secretary of
State and the Attorney General, will grant them a waiver of inadmissibility for providing material support to terrorists. It is no wonder DHS does not want to report
this backlog.
But there is more. The USCIS Headquarters Fraud Detection National Security
unit also has an unreported backlog.21 As of September 24, 2005, this backlog included 13,815 immigration applications that had resulted in an IBIS ‘‘hit’’ involving
national security, public safety, wants/warrants, Interpol, or absconders. FDNS had
a separate backlog of 26,000 immigration applications that resulted in some other
kind of IBIS ‘‘hit.’’
In late March 2005, FDNS began requiring that all national security-related IBIS
hits be sent to Headquarters for resolution. During the 6 months between April
2005 and the end of September, FDNS HQ received 2,000 national security hits and
reached ‘‘final resolution’’ on 650, leaving 1,350 pending by the beginning of October.
This backlog of national security cases is particularly disturbing when put in the
context of USCIS’s definition of how to ‘‘resolve’’ a national security case. One has
to wonder how many of them were ‘‘resolved’’ simply by asking for the national security information and then granting the application when the agency with the information refused to share it. We have proof of at least one case where that would
have happened, had OSI not stepped in and provided the national security information.22 The USCIS General Counsel’s office points out another such case, except that
they expect to grant the application for citizenship despite the national security hit
because the national security information ‘‘is unavailable to USCIS at this time.’’ 23
Perhaps the following finding from the GAO sheds light on the truth:
Verifying any applicant-submitted evidence in pursuit of its fraud-prevention
objectives represents a resource commitment for USCIS and a potential trade-off
with its production and customer service-related objectives. In fiscal year 2004,
USCIS had a backlog of several million applications and has developed a plan
to eliminate it by the end of fiscal year 2006. In June 2004, USCIS reported that
it would have to increase monthly production by about 20 percent to achieve its
legislatively mandated goal of adjudicating all applications within 6 months or
less by the end of fiscal year 2006. It would be impossible for USCIS to verify
all of the key information or interview all individuals related to the millions of
applications it adjudicates each year approximately 7.5 million applications in
fiscal year 2005 without seriously compromising its service-related objectives.’’ 24
21 See
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24 ‘‘Additional Controls and a Sanctions Strategy Could Enhance DHS’s Ability to Control Benefit Fraud,’’ Government Accountability Office, GAO–06–259, March 2006, p. 26..
22 See
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USCIS leadership has been warned repeatedly of national security vulnerabilities
in the asylum, refugee, citizenship, information technology, and green card renewal
systems by me personally, by the GAO, by the Inspector General, and no doubt, by
others. Time and again, they have ignored warnings of systemic weaknesses wide
open to exploitation by criminals, terrorists, and foreign agents. When faced with
irrefutable proof of vulnerabilities, they attempted to balance national security and
customer service and explained to me that immigration was a right not a privilege.
They have knowingly misled Congress, the Inspector General’s Office, the GAO, and
perhaps most disheartening, the American people. They are attempting to simply
reboot the immigration system, in the hope that whatever system conflict there is
will just resolve itself. In this case, however, if you just reinstall the same software,
with the same software engineers, and without the necessary safeguards in place
to catch viruses or deter hackers, the system simply replicates itself and bogs down
all over again, until one day there is a catastrophic failure. This root conflict is not
going to go away without immediate and enormous change. The immigration process
itself is flawed and is being exploited internally and externally by criminals, terrorists, and foreign intelligence agencies.
In closing Mr. Chairman, I sit before this committee, having lost my career, my
passion for service to the government, my faith that someone, somewhere would do
the right thing within DHS. I know there are more good men and women in the
agency who would like nothing more than to do their part in fixing this broken system. I have now been able to present some of the information I have gathered to
the FBI, the GAO, the Inspector General, and to you. Thankfully, senior leadership
can no longer retaliate against me, for I am no longer employed by DHS. Based on
the response I have seen thus far, I am hopeful that enough people will come forward that, with your help, we will finally be able to force serious change on an agency that has needed it desperately for decades.
Chairman Royce, Ranking Member Sherman, and Members of the Committee,
thank you all for your support. I would be happy to answer any questions you may
have at this time.
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Mr. ROYCE. Thank you, Mr. Maxwell. And thank you for discharging your responsibilities under the Constitution.
I think that you can take some optimism in the fact that many
of your charges have been very much vindicated today. Because in
the reporting of your testimony here, in the newspapers across the
country is also reference to a response by the Administration. And
that response is as follows:
‘‘Washington. Acknowledging widespread security lapses within the nation’s security system, the Bush Administration announced today it is opening anti-fraud task forces in 10 cities,
including Atlanta, to crack down on fake driver’s licenses, passports, and other methods used to obtain immigration benefits.’’
And this is what I really want to share with you. This is the
quote from the Assistant Secretary:
‘‘Millions have used fraudulent documents to obtain work permits, or to provide cover for criminal or terrorist activities, said
Julie Myers, Assistant Homeland Security Secretary for Immigration and Customs Enforcement.’’
And she cited in her words, ‘‘an epidemic of bogus identification
documents generated by highly sophisticated crime networks.’’
And then the news reports go on to say:
‘‘The announcement came the day before a former Homeland
Security official was scheduled to tell Congress that the Department was now awarding immigrant benefits, including citizenship, without proper background checks, and has failed to
investigate nearly 600 cases of alleged bribery, money laundering, and other criminal activities by its own employees.’’
I would say that your testimony has already had a pretty major
effect. The report says that your memos and your words show an
agency awash in security problems and lacking the resources to
open investigations, even into the relatively small number of national security cases.
That is what brings us back to your testimony here today, with
this announcement of this effort to open these anti-fraud task force
in response to the millions of individuals who have committed document fraud in cities across the United States. Let me ask for your
observation or response to that initiative, that initiative announced
the day before you were set to testify, and referencing your testimony here today.
Mr. MAXWELL. Well, I am happy to hear that the Department is
taking a hard look at the, quote, rampant fraud that is ongoing external to the Department. I wish they would take a hard look at
the rampant fraud that is taking place internal to the Department,
as well.
Enforcement really is only one side of the equation. And I will
come back to my testimony and reiterate that the immigration system itself needs to be reengineered. Without reengineering the system, it will continue to put us into this very same place.
Mr. ROYCE. So you don’t have a lot of confidence in that task
force.
You know, the GAO reports now—there has been eight of them
that report extensive fraud in the granting of immigrant benefits.
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And now, with this reporting today, we find that there is an acknowledgement of millions of individuals who have taken advantage of document fraud. How much confidence, then, do you have,
would you say at this point that these task forces will be able to
root out that fraud?
Mr. MAXWELL. I don’t think that the enforcement action alone
will be highly effective. I really don’t have much confidence that
they will be highly effective at all.
If you look at the statistics they present themselves, you will see
that their arrest statistics over the course of the year show, as reported in the open-source media, an increase in arrests of less than
a dozen1 in a year.
Internal statistics are much different than that. And you will
find that ICE actually declines to investigate nearly 70 percent of
the fraud referrals that CIS sends to ICE.
Mr. ROYCE. 70 percent.
Mr. MAXWELL. 70 percent.
Mr. ROYCE. They just decline to investigate those fraud referrals.
Mr. MAXWELL. They decline to investigate 70 percent of fraud referrals. Now, that number has been provided to me from the Director of FDNS. So he has been tracking this for over 2 years. And
obviously, that is a substantial amount of fraud that is not being
investigated.
Mr. ROYCE. I am trying to understand what I think most Americans can’t understand about this situation. Why do you believe that
your national security concerns were being ignored within USCIS?
Do you think it was embarrassment that the system was in such
poor shape? Or was it political expediency? Why weren’t you given
support, you and your agents, for what you were attempting to do
in investigations?
Mr. MAXWELL. I have come to the conclusion that there really
was a convergence of factors that were affecting our operation.
One, CIS was set up to be a service agency, and very quickly
adopted a mindset of a service agency. So philosophically, law enforcement was——
Mr. ROYCE. Can you give us an example of that?
Mr. MAXWELL. Well, certainly. Just last night, a CIS adjudicator
was able to contact me, and said that her supervisors were pressuring them to adjudicate 16 cases per hour. That is every 3.7 minutes adjudicating a case for benefits. That is just a staggering statistic. That is just a stamp every 3 minutes. Where is the quality
assurance in that process? I would question where the quality assurance is in that process. Where is the fraud detection in that
process?
Now, put on top of that statement that they are processing an
application every 3.7 minutes with the documents we have, and the
statements we have from individuals saying they actually receive
benefits, cash bonuses for positively adjudicating these cases, and
you begin to worry that these folks would rather grant the benefits
and receive a cash bonus than deny a benefit. And you are setting
the system up for——
1Following correction sent by Mr. Maxwell: Increase in arrests is 91 in one year. ‘‘Less than
a dozen’’ is not correct.
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Mr. ROYCE. Well, here is what the GAO is worried about. Supervisors will receive a 2-day time-off award if their group has the
highest numbers of completions for the quarter. So you get a timeoff incentive award program. This maybe is why the GAO says that
‘‘adjudicators we interviewed reported that communication from
management did not clearly communicate to them the importance
of fraud control; rather, it emphasized meeting production goals designed to reduce the backlog of applications almost exclusively.’’
Mr. Maxwell, what is the national security implications for security of the GAO’s finding, and of documents which indicate, you get
2 days off if you just rubber-stamp and run things through the
process?
Mr. MAXWELL. Again, the system has been designed at this point
to allow for the benefits adjudications to go through the system
with very little quality assurance. In fact, employees are tempted
to grant benefits in order to receive cash, promotions, time off,
rather than deny the benefit.
Supervisors have to review denials. They do not have to review
approvals.
Mr. ROYCE. And this is all post-9/11.
Mr. MAXWELL. All post-9/11, yes, sir.
Mr. ROYCE. In your testimony you state that Director Gonzalez
told staff of two foreign intelligence operatives who work on behalf
of USCIS at an interest section abroad, and who were assisting
aliens into the United States as we speak. Obviously that statement is of serious concern to Members of this Subcommittee.
What steps are being taken to address this, if I could ask? Is
there any other information that you can share with us in an open
forum? One I can think of is, are these foreign intelligence
operatives from a hostile power?
Mr. MAXWELL. I am not aware of any steps that have been taken
to mitigate this issue. And in an open forum, I don’t think we
should discuss further specifics of that case.
Mr. ROYCE. Then let me go to Ms. Kephart for one question that
I have for her before I go to the Ranking Member for his questions.
I wanted to ask you, Ms. Kephart, in your written statement you
mention that Hezbollah has successfully smuggled operatives
across our southern border. Other Hezbollah members have used
sham marriages to gain entry into the country, as you told us. In
your estimation, which terrorist organizations do you believe are
most actively and most effectively exploiting our immigration system?
Ms. KEPHART. I have to go on the evidence that I have had. And
I would say that the top three would be al-Qaeda, Hamas, and
Hezbollah.
Hamas has a lot of charitable work they do in this country, a lot
of financial resources here in the country. It is important for them
to come in and stay for a long period of time.
Hezbollah operates a little bit differently. Hezbollah is more of
a criminal organization. Their activities here have often been sort
of mafioso-like. The cigarette scam coming out of North Carolina.
That was connected to Detroit and Canada, and back to senior
leadership back in Lebanon. These are folks who need to stay here
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for long periods of time because they are conducting millions of dollars worth of scamming here.
And then al-Qaeda, often the folks that I have focused on there
are people that have been convicted for terrorist activity, so they
are more of the operative type. And they have sought a variety of
different types of benefits.
But the benefit often goes with what their purpose is here, while
they are here.
Mr. ROYCE. But Hezbollah is supported by Iran, which is a statesponsor of terrorism. If we should ever have major disagreements
with Iran where push comes to shove, the fact that all those
operatives are in the United States and have used benefit fraud in
order to work their way into the system could be a major national
security problem for the U.S.
Ms. KEPHART. Yes, sir. It is a concern both on the illegal stance
and the legal stance with Hezbollah. Because, as I talk about in my
testimony, we know of at least one Mexican-Lebanese alien smuggler who smuggled in about 200 sort of low-level operatives, and
maybe a few higher-level operatives. So that is the illegal side.
And then we also have the legal side, with the sham marriages.
Those sham marriages, I have to say, were some of the most extensive abuse of the immigration benefit system that I studied when
I did this study.
Mr. ROYCE. Sounds like we need more investigators, not less. I
am very appreciative of the whistle-blower who has come forward
to testify today, and to many of his colleagues who have shared information with us.
Ms. KEPHART. We need as much law enforcement support of
fraud as we possibly can get.
Mr. ROYCE. Thank you. I am going to go to Mr. Sherman, the
Ranking Member, for his questions.
Mr. SHERMAN. Mr. Chairman, your staff has just distributed this
officer time off award document, which seems to indicate that if an
officer approves, well, completes six files a day, they are eligible for
a 1-day award.
Mr. Maxwell, you were talking about 16 an hour. I am off just
by a little bit.
If an officer is able to complete six adjudications a day, is that
thought to be relatively fast in the Agency? Or is the Agency looking to do 16 an hour?
Mr. MAXWELL. I would say that this is no longer actionable intelligence, sir. The pressure is on for the Agency to beat the backlog
elimination deadline, and so they are increasing the pressure on
the adjudicators to grant benefits even more quickly. So they are
being told by the supervisors 12 to 16 applications per hour.
Mr. SHERMAN. Mr. Chairman, we need to make an official inquiry of the Department of Homeland Security. Because if, in May
2004, it was thought laudatory to complete six a day, and today
people are being pressured to complete 16 an hour, then basically
the Agency has decided to stop doing its job. And this has got substantial implications for our national security.
Mr. CULBERSON. Mr. Chairman, would the gentleman yield? For
the record, I personally obtained that memo. That is actually from
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the Houston CIS office, and I personally verified the accuracy of
this policy.
And the witness is correct. The pressure has actually been, Mr.
Sherman, to increase the number of visas that are granted, the
benefits that are granted. And background checks are not being
performed. The focus is customer service for the foreign national,
not national security, and this is evidence of that.
Mr. SHERMAN. I think this is evidence of it, but it seems, as in
Houston, they are at least giving them an hour, or slightly more
than an hour, to do the job. And Mr. Maxwell is telling us about,
I assume, a Washington, DC, office, where they are given 3 minutes.
And as much as I would agree with you that an hour does not
make a good national security clearance process, 3 minutes is what
shocks my conscience. And I want to find out whether it is an hour
or—I have no doubt that this document is right, and that they are
encouraged to do, oh, 10 or more, you get a week off.
So at least in the Houston office they are encouraged to do 10
a day. He is talking 16 an hour. I want to find out which it is.
Mr. Maxwell, you have brought to our attention some 2700 complaints against USCIS staff during the roughly 2 years that you
were there. More than 500 of these involve criminal allegations
against USCIS personnel.
Now, a lot of those are just angry applicants. And lawyers, immigration lawyers, throw in the kitchen sink. You didn’t approve this,
you must be corrupt.
What portion of those 2700 complaints are not from applicants
and their lawyers, but rather are from elsewhere? And who else is
making these complaints? Who is accusing USCIS employees of
criminal activity?
Mr. MAXWELL. In my written statement I did delineate the fact
that the majority of the complaints that did come in of the 2771
were, in fact, service complaints, individuals complaining that they
had not received their benefit in a timely manner.
The second-largest chunk of complaints were what we considered
administrative complaints. They may have been criminal, but it
was unlikely that a U.S. attorney would have taken that case on
for criminal prosecution. Or it may have been simply an employee
misconduct case that was administrative in nature only.
The third chunk of complaints were these 528 that, on the face,
referenced criminality.
All of the complaints came to us from either the DHS Office of
Inspector General. Approximately 1800 of them had been referred
to us by the DHS Office of Inspector General. Approximately 1,000
had come to us from the ICE Office of Professional Responsibility.
The others, in much smaller numbers, had come to us from employees directly who were reporting to us that other employees had
been involved in misconduct, or from other law enforcement agencies, the DEA, the State Department, or we developed leads ourselves.
Mr. SHERMAN. Now, you brought to our attention that you have
told USCIS brass what was going on. Can you tell us particularly
who was the highest-ranking official in USCIS or the Department
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of Homeland Security that you had a face-to-face discussion with,
and you said this is happening? And what was the response?
Mr. MAXWELL. As far as within USCIS, I had face-to-face discussions with Chief of Staff Tom Paar, Assistant Deputy Director Robert Divine, and the Director Emilio Gonzalez.
Mr. SHERMAN. So when you told the Director what was happening, what was his response?
Mr. MAXWELL. When he was offered the documents, his response
was I may come back to you at some time for those documents.
Mr. SHERMAN. Don’t call me, I will call you?
Mr. MAXWELL. That is not specifically what he said, but what he
said is I may come back to you at some time for those documents.
Mr. SHERMAN. Did he?
Mr. MAXWELL. No, sir, he did not. And that was my third offer.
Mr. SHERMAN. Okay. So you repeatedly brought this to the attention of the Director of USCIS, who just didn’t actually ask for—said
he might be interested in looking at the documents, but never was.
Mr. MAXWELL. He stated he might come back to them at some
point.
Mr. SHERMAN. Did you talk to anybody at the Department of
Homeland Security, outside of USCIS?
Mr. MAXWELL. There was written correspondence and classified
phone communications that did go up to the Department.
Mr. SHERMAN. Do you have any of the documents, do you have
any of that written correspondence?
Mr. MAXWELL. We do have the unclassified written documents
here. Yes, we do.
Mr. SHERMAN. Have you shared them with Committee staff?
Mr. MAXWELL. I believe Chairman Royce has those, yes.
Mr. SHERMAN. I know minority staff would also like to look at
those, and some ought to be made part of the record if they are not
classified.
Mr. ROYCE. We will share all of that information with all the
Committee Members.
Mr. SHERMAN. Good.
Mr. ROYCE. Thank you, Mr. Maxwell.
Mr. SHERMAN. Do I have time for one more question?
Mr. ROYCE. Well, we are out of time. We are going to go to Mr.
Tancredo, and then down the line. Thank you, Mr. Sherman.
Mr. SHERMAN. Thank you.
Mr. TANCREDO. Thank you, Mr. Chairman. Mr. Maxwell, you
mentioned in your testimony the Office of Human Capital as one
of the obstructionists. What is exactly the role of the Office of
Human Capital? And how were they able to actually override the
director?
Mr. MAXWELL. I think to best describe the Office of Human Capital would be to traditionally call them the Human Resources Department. They were responsible for all the hiring processes within
USCIS.
So if I received authorization to hire some number—in this case,
up to 130 personnel—it was incumbent upon the Human Capital
Office to actually post those vacancies on the OPM website, and
work the hiring process and put candidates in front of me on paper
so I could select those candidates.
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Simply by manipulating the process, they were able to slow down
the hiring process, and grind it to a halt. And on September 5,
2005, the chief of human capital actually said, in an open meeting
at which the acting deputy director, the chief of staff, my deputy,
the head of fraud detection unit, and others, a total of 12 senior
officials, she actually stated that she felt that USCIS should not
have a law enforcement component. And therefore, stopped the hiring process of criminal investigators. She made that statement.
Mr. TANCREDO. So it is certainly part of the culture in USCIS
that we are dealing with here. It is not just incompetence necessarily, it is not just on the part of a few people who are trying
to advance their own agenda. I mean, your testimony would certainly lead me to believe that the culture inside the Agency is one
that does not allow for, or is antithetical to, the actual enforcement
tasks that you and the other members of your divisions were responsible for.
Mr. MAXWELL. I have heard many a time, sir, that CIS was a
service organization, not a law enforcement organization.
Mr. TANCREDO. The Attorney General Gonzalez said that he promoted you just before you resigned. Could you tell us about that
promotion? And under what circumstances you resigned?
Mr. MAXWELL. In December 2005 my position, the director’s position, was posted on the OPM website as a GS–15 position. I had
been in an acting GS–15 position prior to that date, and would
have to compete after nearly 2 years in the director’s position, for
the permanent slot.
It came to my attention that a member of the interviewing panel
for that position had been making numerous derogatory statements
about me to the chief of staff, who was the hiring official, and had,
in fact, made statements to DHS management that he was going
to make a run for my agency, make a run at me. I was, in essence,
warned that the agency was going to come after me.
So I had no confidence that despite my ability to compete with
anybody for that job, that it was going to be a fair competition.
With all of that in the background, I was keeping the Director,
Mr. Gonzalez, involved, CCing him on all of these emails that were
coming and going back and forth from the Department, and all of
the warnings that I was about to be sacked, and asked him to intervene personally to prevent the sacking of my office, and me personally. I first asked the chief of staff, and he declined to stop the
attack. I asked Director Gonzalez to stop the attack.
At some point in early January, he called me at home and said,
what do you think of my decision. I didn’t know what he was talking about. He said well, there were a lot of surprised people today
when I decided to hire you for your position. And that is where we
left it.
I don’t know what he meant by that. Specifically, I took it to
mean that there was no way that I was going to be selected for
that position based on who was going to be on that interview panel,
and he just overrode that panel, made the decision himself, much
to the chagrin of the chief of staff.
Mr. TANCREDO. And the director brought up apparently spies
working for USCIS at a meeting. I mean, used those words, according to what I understand in your testimony?
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In what context did he bring this up? What was the response?
And are these, quote, spies still there?
Mr. MAXWELL. That meeting was a Wednesday morning meeting
that is held every week with senior leadership at headquarters.
And it caught most of us off-guard. It was an open meeting, unclassified. And he simply asked the question, how is it that two foreign
intelligence agents or officers can be working an overseas post on
behalf of USCIS.
Again, I think beyond that, it would be inappropriate to discuss
the merits of that case. But that was the statement.
Mr. TANCREDO. Thank you.
Mr. MAXWELL. I don’t know what has become of that situation.
Mr. TANCREDO. Thank you, Mr. Chairman. Thank you, Mr. Maxwell.
Mr. ROYCE. Thank you. Mr. Carnahan.
Mr. CARNAHAN. Thank you, Mr. Chairman. And to you, Mr. Maxwell, I want to say how much I am glad to see you sharing this
information with this Committee, and with the American people.
We were shared the memo from Houston about the quotas that
were given out in that one particular office. Do you have knowledge
about these same type of quotas or incentives being used in other
offices around the country?
Mr. MAXWELL. Yes, sir, I do. In fact, I met with a manager recently, since I resigned. I met with a manager who told us of benefits parties that they have at the end of a month, where they will
separate employees into teams and see who can adjudicate the
most benefits at the end of the month. And each team that adjudicates the most benefits at the end of the month will get some sort
of prize. It may be movie tickets, it may be dinner out. It may be
cash.
But we also have documentation where performance appraisals,
promotions, if you will, are based upon the number of affirmative
adjudications. So employees are challenged with their own promotion potential. If they don’t positively adjudicate a case, they are
in fear of not promoting. And I think again, that sets the system
up to be skewed one way, rather than effectively looking for fraud.
Mr. CARNAHAN. And you have documents to——
Mr. MAXWELL. Yes, sir.
Mr. CARNAHAN [continuing]. Describe these benefit parties?
Mr. MAXWELL. Yes, sir. And people willing to testify, if subpoenaed.
Mr. CARNAHAN. And you have the names of people that were involved in those parties, or promoted those parties?
Mr. MAXWELL. Their statement was, if subpoenaed, they are willing to testify. But certainly, they are afraid of retaliation, for fear
of their jobs, that if they come forward, you know, senior management would come after them.
Mr. CARNAHAN. I guess I am astounded to hear this, like many
listening today. But why do you believe that our clear national security concerns are being ignored? Was this a function of bureaucracy, embarrassment that the system wasn’t working? Political expediency? Why do you believe this was happening?
Mr. MAXWELL. It really is this convergence of factors. The system
itself is broken. It is embarrassing.
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The internal affairs function itself is a no-win situation for me
to be in. I am not going to be bringing good news to the director
of any agency. It is dirty laundry, for lack of a better term. I am
not the good humor guy. So it is not an enviable place to be.
But it is the truth. And sometimes the truth hurts. And this
Agency needs to face the fact that not only is the immigration process broken, but there are substantial problems, corruption problems, within the Agency. That information is embarrassing. It
could damage political careers. And I believe that is why we were
just obstructed from doing our job.
Mr. CARNAHAN. I guess I would like to wind up with trying to
get an understanding of who was driving this policy or this culture
within the Agency.
Mr. MAXWELL. At this point, sir, there is actually quite a bit of
finger-pointing going on. But we have documentation that points
all the way up to high levels in DHS, from Janet Hale to the deputy secretary’s office, to the chief of staff within USCIS, to the acting deputy director, into other agencies, including ICE.
A lot of individuals had their hands in an attempt to influence
our ability to do our job. And we provided all of that documentation
to the FBI, and perhaps they would share more information with
you regarding their findings.
Mr. ROYCE. Mr. Barrett of South Carolina.
Mr. BARRETT. Thank you, Mr. Chairman. Thank you all for coming today, too.
I guess, Mr. Maxwell, I want to ask you one question. We are in
the middle of a major immigration debate here. The House, as you
well know, erred on the side of security. The Senate, in its infinite
wisdom, is trying to work on what to do with the folks that are
here now.
Answer me a question. If this system is broken not only for the
people coming in, but the people that are here today, what kind of
sense does it make to all of a sudden open this system wide open
for possibly millions more? I mean, tell me the thinking there.
Mr. MAXWELL. I think it may be, with all due respect of course,
it may be inappropriate for me to comment on what may be in the
future. Certainly there is plain evidence that the system that exists
now cannot handle the work load that exists now.
While I was in my role as Director of OSI, I participated in early
working groups regarding the temporary worker program. And if
told to implement that program, as a good soldier I would have
marched out and done that. I choose not to get involved in the political debate.
However, it is clear that the system that exists now, the process
that exists now, cannot suitably protect the homeland based on the
work load that we have now. And the thousands of pages of documents I have provided to multiple agencies, including this body,
and the nine reports that have come out in the last year, all say
the exact same thing: The system itself is broken as it exists today.
Mr. BARRETT. Ms. Kephart, I would like some comments from
you, too. I mean, you talked about your system, and I read your
testimony. And it all makes perfectly good sense. And comment on
that.
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And comment, too, if today all of a sudden I could wave a magic
wand and make my border secure, how long would it take to implement the system that you are talking about? I mean, once everything is safe and secure, so to speak, coming in and out of the country, to implement the system that you are talking about.
Answer the question I asked first, and then about the implementation of the system, how long do you think it would take to make
it fully operable.
Ms. KEPHART. Okay. In terms of a temporary worker program, I
do not believe—I spent a long time on the 9/11 Commission and
prior to the 9/11 Commission looking at the immigration service
bureaucracy.
You know, we spent a lot of time working on our recommendations on the 9/11 Commission. So I feel like I can say about the
temporary worker program that the system cannot handle it right
now.
Until we have biometrics embedded in every single application,
until we have traveller histories that are electronic, that all adjudicators have access to to verify those identities, and have access
to forensic document expertise, we are not going to have a system
that can handle a crush of millions of new applications under a
temporary worker program.
It is not a sexy thing to talk about the bureaucracy. But in the
end, I think that is what it comes down to. Whatever your policy
view is on what we need to do in the future, some things have to
be in place.
How long to implement? You know, I believe that there is a ton
of really good technology right now that could ramp up our ability
for adjudicators to get the information they need in a timely manner. You still need well-trained adjudicators, you still need much
clearer guidelines on what is appropriate to adjudicate and how to
adjudicate it, and what becomes a national security concern. And
all those things of gray areas that adjudicators just don’t have
right now.
I was shocked when I looked at Mohammed Atta and Marwan
Al Shehhi’s immigration benefit to find that the adjudicator
wouldn’t have even thought to call the school to find out if they
really needed to be in school for another 9 months. It wasn’t part
of her guidelines. It was just, she had what she needed in front of
her to rubber-stamp, and she moved on.
So to implement that fully, I don’t think it would take as long
as people think, if we had everything in place policy-wise, trainingwise, and technology-wise. I think you could do it in a few years.
I really do.
Mr. BARRETT. Thank you.
Mr. ROYCE. Mr. McCaul from Texas.
Mr. MCCAUL. Thank you, Mr. Chairman. Before running for Congress, I worked in the Justice Department on counterterrorism investigations after 9/11. The main tool we had in getting to the terrorists was immigration violations, so I know how important this
is.
Mr. Maxwell, your testimony is not only disturbing, but raises serious issues, to the extent that we, as a nation, would not only open
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our arms to terrorists, but in addition give them benefits. That is
appalling to me.
And I want to follow up, there is an article in the Washington
Times that I want to follow up on a couple of issues.
The issue that a foreign intelligence agent from Iraq could have
worked in our government with USCIS is very serious. When you
did your investigation, it reports it turned up national security
questions about nearly two dozen cases.
To the extent you can, can you comment, first of all, on this foreign intelligence agent. Secondly, on these two dozen cases that you
saw.
Mr. MAXWELL. With regard to the individual himself, of course,
our jurisdiction was solely limited to USCIS employees. He is no
longer an employee, so our case was closed. And I would refer you
to the FBI for any further information, and perhaps a closed and
a classified discussion with me for more in-depth material.
But in general, there were numerous indicators in this individual’s background that he had received trade-craft training from
multiple foreign intelligence agencies, and should not have been
hired by USCIS. That was clear in his background investigation, in
his security jacket, if you will. He should not have been hired by
USCIS, and had been denied employment by other Federal agencies for those same national security concerns.
Following a lengthy investigation that tracked him around the
globe, primarily across the Middle East, he departed the country,
resigned his employment at USCIS, and our investigation of him
ended.
We then went back and looked at his work product. He was an
asylum adjudicator. There is no true internal audit function within
USCIS. You don’t have auditors going out and proactively auditing
systems and programs within CIS. They have what is called a selfaudit program. They hand you a piece of paper as a department
head and say tell me how healthy you are. It is like going to the
doctor, and he says are you healthy. He doesn’t perform a physical
exam, he just prescribes the medication based on how you tell him
you feel.
So we went back and looked at his work product. And in his
work product we discovered that approximately two dozen of his
asylum cases were, in fact, asylum candidates from countries of
concern that, when entered into the database, came back with national security hits. And we referred those hits immediately to the
FBI.
Mr. MCCAUL. And is it your understanding the FBI is currently
investigating those cases?
Mr. MAXWELL. At the time they were investigating those. And
the rest of that information would be in another forum.
Mr. MCCAUL. Mr. Chairman, I would now request that we do
have a closed-door briefing with Mr. Maxwell, if that is possible.
Mr. ROYCE. We intend to do that, and I appreciate that suggestion.
Mr. MCCAUL. That is why you said that they are using our system against us.
There is also, in this Times article, it says that USCIS officials
had deceived Congress. Can you elaborate on that?
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Mr. MAXWELL. There is a history of USCIS officials being tapped
by Congress to produce documentation reports. And in their response, those reports will evolve. There will be multiple evolutions
of the same report.
And typically, those reports, from version one through version
two through version three through version four, tend to redact important information. I have provided some of those examples in
documentation to Congress and to others. Examples of redaction regarding difficulties in obtaining national security information for
adjudicators.
I think that this body, or the GAO, or the IG would perhaps be
a better body to go back to USCIS and ask for multiple versions
of documents, to see more examples of what I am talking about.
Mr. MCCAUL. It appears we are more concerned about customer
service far more than any law enforcement component.
I have a question for Ms. Kephart, but I see my time is expired.
Mr. Chairman.
Mr. ROYCE. We will have to go to Mr. Poe. Thank you, Mr.
McCaul.
Mr. POE. Thank you, Mr. Chairman. I have a question for each
one of you. Thank you both for being here.
Mr. Maxwell, I have spent most of my life putting folks in jail
as a judge in Texas. I have had 22 years. So I don’t like corruption.
I don’t like criminals. I don’t care where they come from.
Would it make sense, since you have said there is corruption in
the system, rather than continue this process of letting people
game the system to get in this country to do us harm, to shut it
down? Shut it down for a period of time, until all of us figure out
who the bad guys are, get rid of the pollution in the system, and
restructure it in a way that is best for the United States.
Mr. MAXWELL. My professional opinion is that the system itself
does need to be reengineered. It has to be reengineered from the
ground up, or we will just continue to replicate the problems
that——
Mr. POE. What about shutting it down for a period of time, until
we figure out what has occurred, and what we can do to make
it——
Mr. MAXWELL. Practically speaking, if that could be done, and
you could clean out the system and rebuild a system that was secure. That would be marvelous.
But to just shut down the system as if it were a computer full
of viruses, and then turn the system back on and hope the viruses
are gone, we know they won’t be gone. It will slowly bog down, and
sooner or later you come back to this catastrophic failure that we
face now.
So rebooting the computer only works if you put in a new system.
Mr. POE. So we need a new system.
Mr. MAXWELL. Absolutely.
Mr. POE. Quickly, give me an estimate, in your opinion, just an
estimate of people that game the American immigration system a
year, and fraudulently come into this country, gaming it unlawfully
coming here. Can you give me an estimate?
Mr. MAXWELL. I can’t even begin to give you an estimate.
Mr. POE. Maybe Ms. Kephart can.
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Ms. KEPHART. When I was on the September 11 Commission, one
of the things that I did was interview senior officials. I interviewed
about 75 folks in the immigration field as a staffer on the 9/11
Commission.
When I was doing immigration benefits interviews, the senior official that I spoke to said that although they had done no fraud assessments at the time, estimates were as high as 50 to 75 percent
on fraud.
Mr. POE. How many people would that be?
Ms. KEPHART. I don’t know how many people, because you would
have to deal with the millions of applications.
Mr. POE. So 50 percent of them are gaming the system?
Ms. KEPHART. Right. But recently the fraud detection unit, in the
past year, started doing for the first time ever benefit fraud assessments, extremely beneficial thing to do. They did a fraud assessment on the religious worker visa, and a fraud assessment on the
replacement permanent residency card.
What they found was the fraud in religious worker benefits was
33 percent. The fraud in the permanent residency cards was 1 percent. You know what the difference was? The difference was that
the religious worker visa does not require biometrics when you go
for that application, whereas the permanent residency card does.
I think that, for me, is a big policy argument on biometrics. But
33 percent in religious workers, that poses some interesting questions right there.
Mr. POE. One more question. Do you think, based on your experience in the 9/11 Commission, that the United States ought to implement a universal requirement for passports for everybody that
comes into the United States from anywhere? Including Mexico, the
Caribbean Islands, and Canada, as a security measure?
Ms. KEPHART. Right. Actually, one of the things we did recommend on the 9/11 Commission was a verifiable biometric plus
citizenship requirement for everybody, including U.S. citizens who
come into the United States from Mexico and Canada. That became
the Western Hemisphere Travel Initiative, which you all passed in
the Intelligence Reform Bill of 2004. And I have actually testified
before House Small Business, 25 pages specifically on that particular issue, sir.
Mr. POE. So the answer is yes, you think we ought to have passports.
Ms. KEPHART. Yes, sir. Thank you for asking.
Mr. POE. Instead of all these other documents, Baptismal certificates and all that stuff.
Ms. KEPHART. Right. We need a way for immigration officers,
when folks are coming into the country. You have 3 minutes perhaps or an hour for an immigration adjudicator. You have about 45
seconds to a minute for your immigration inspector at a border.
They need to have a document they can rely on to look at to verify
information about somebody.
Mr. POE. Thank you, Mr. Chairman.
Mr. ROYCE. Mr. Poe, to answer your question, six million applications were filed last year seeking an immigration benefit. If we
quote Julie Myers yesterday, Assistant Homeland Security Secretary for Immigration and Customs Enforcement, she said mil-
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lions have used fraudulent documents to obtain work permits or to
provide cover for criminal or terrorist activities. She cited an epidemic of bogus identification documents generated by highly sophisticated crime networks. So millions would be the answer.
We will go now to Mr. Weller of Illinois.
Mr. WELLER. Thank you, Mr. Chairman. Mr. Maxwell, Ms.
Kephart, thank you for participating in today’s panel.
Mr. Maxwell, you described in your testimony how terrorists
have used dual U.S.-foreign citizenship to disguise their travels in
and out of the United States. We also have the situation where
there are countries in our own hemisphere that, for a price, will
sell citizenship, or sell you a passport, implying that you are a citizen of that country. How widespread is this problem? And what
are your thoughts about what we need to do?
Mr. MAXWELL. I can’t specifically comment as to how widespread
that problem is. I can refer you to some documentation we provided
to this Committee and others that came from ICE in December
that specifically talks about passport fraud in Mexico, and how
passport fraud coming out of that country is a, quote, grave national security threat and terrorism threat to our country.
Again, the law enforcement-sensitive document is heavily redacted, and can be provided in another forum; unredacted, as need
be. But certainly, we were able, I was able to uncover multiple instances where, even with biometric systems in place, criminals
were able to defeat the biometric systems with relative ease, and
use the same alien number to have a passport granted to them.
Multiple individuals using the same A number were able to have
benefits granted to them even with biometrics.
So with these passport issues specifically, they were able to get
work documents, so on and so forth, with these fraudulent passports coming out of Mexico.
So we know it is an issue. And ICE calls it, quote, a grave national security issue with terrorism consequences.
Mr. WELLER. How about the case, though, where there are certain governments in our own hemisphere, in the Caribbean in particular, that, for a fee, that the government will sell you a passport,
will give you something they call economic citizenship if you make
a statement you are going to invest so much money in that particular country? What is your view of that process? And what
threat do you see as a result of it? And how many people do you
think are using that to enter the United States?
Mr. MAXWELL. I don’t have any specific information I can provide
you on that today.
Mr. WELLER. Ms. Kephart?
Ms. KEPHART. If I may go back to I think your prior question and
talk a moment about biometrics.
Biometrics, I know I have mentioned it a lot. It is not the sole
solution here. It has got to be coupled with traveller histories, and
then on top of that you have got to have a really robust fraud detection and deterrence and interdiction program, where you have
got pattern analysis and fraud assessment built into the system.
You have got to have a system where you are bouncing information, real-time, of new applicants off of old, known fraud activity.
So that you can come up with assessments on an individual appli-
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cation of whether this is a likely issue of an alien committing fraud
or not, so it can be referred on, or the benefit granted in a timely
manner.
You need a whole series, a layering of support on the fraud side,
I think, to make this all work well.
Mr. WELLER. And what is your view regarding certain governments selling passports and citizenship to people who are not citizens of their country, for a fee?
Ms. KEPHART. It is a problem on the international front. One of
the things I think the United States needs to do a lot more and
a lot stronger is engage our international partners on terrorist
travel and fraudulent travel around the world. I think it needs to
become an international priority when we talk to our neighbors
abroad.
It is nothing we can control unless we use other means, other
types of carrot-and-stick activities with our neighbors to try to get
them to stop. But it needs to be a priority when we talk to our
neighbors.
Mr. WELLER. Well, we know who these countries are that are
selling these documents, implying that these individuals are citizens of their country. Have we asked for a list of those from those
respective governments so we know who they are?
Ms. KEPHART. I don’t know, sir. You would have to ask the State
Department, I think, for that.
Mr. WELLER. Okay, thank you.
Mr. ROYCE. We need to go to Mr. Culberson from Texas.
Mr. CULBERSON. Thank you, Mr. Chairman. Is Mexico one of
those countries selling false passports or identification cards?
Ms. KEPHART. Mr. Weller might know the answer to that. I don’t
know.
Mr. ROYCE. Ms. Kephart, you could cite in your own testimony.
You have an example in the Mexican Consulate overseas. Why
don’t you reference that?
Ms. KEPHART. Oh, right, that is true. The Hezbollah marriage
scam. Actually there are two different things here. There is a marriage scam whereby they were abusing immigration, our immigration adjudicators overseas with marriage fraud.
There was another case of the alien smuggler, Bugader, who was
a Mexican-Lebanese alien smuggler, who was working out of the
Mexican Consulate in Lebanon. They were selling false visas,
$3,000 a shot usually, pulling people into Tijuana, and then smuggling them into the United States. So there was corruption there.
Whether selling false passports, they were visas in that particular case.
Mr. CULBERSON. Mr. Chairman, I know our time is very limited,
and I don’t want to take much time. But I do want to state for the
record, and ask that these be entered into the record.
The White House is well aware of this. I notified the White
House in a letter I have here dated May 28, 2004, of the results
of my personal investigation of the Houston CIS office, which uncovered—and I brought it to the White House’s attention on May
28, 2004 in this letter to Andy Card, the White House Chief of
Staff—the problems that Mr. Maxwell is testifying to here.
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And the response I got back was we are looking into it. And
nothing ever happened. Nothing was ever done to counteract the
town hall meeting that the top two Federal immigration officials in
Houston participated in for illegal aliens telling them that the
Bush Administration was not going to enforce immigration laws;
that there would not be any raids on workplaces, putting essentially a big neon sign over the city of Houston that any terrorist
could come right in, and we are not going to either run you down
or attempt to identify you. I would like to have that entered into
the record.
Mr. ROYCE. Without objection.
[The information referred to follows:]
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Mr. CULBERSON. And I also wanted to ask, Mr. Chairman, to
enter into the record the memo that I obtained from the Houston
CIS office proving that it is the official policy of CIS to award time
off to their officers if they increase the number of applications that
they approve.
And then finally, Mr. Chairman, for the record, the sworn testimony of the FBI director that I obtained under oath in front of my
Subcommittee, confirming that individuals from countries with
known al-Qaeda connections were assuming false Hispanic identities and entering the United States pretending to be illegal aliens,
and disappearing. I would like to have that entered into the record,
as well.
Mr. ROYCE. Without objection, they will be entered into the
record.
[The information referred to follows:]
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Mr. CULBERSON. And also ask, if I could, Mr. Maxwell, is our CIS
adjudication officers trained in law enforcement techniques to spot
or identify potential terrorists coming through their offices, to your
knowledge?
Mr. MAXWELL. No, sir, they are not.
Mr. CULBERSON. So an adjudication officer, is it also true, as a
result of what I learned from the Houston CIS office and other investigation, that CIS adjudication officers are often told don’t ask
questions you might not like the answers to. Is that a fair characterization?
Mr. MAXWELL. Anecdotally, I have heard similar statements. I
have no documentation to support that, but I have heard similar
verbal statements.
Mr. CULBERSON. And is it also true that CIS adjudication officers
are denied access to, in many cases, criminal background databases
that would allow them to even perform a criminal background
check on an individual sitting in front of them applying for citizenship or a green card?
Mr. MAXWELL. Yes.
Mr. CULBERSON. Mr. Chairman, our time is so short here today,
and the testimony of these two witnesses is so profoundly important to the national security of the United States, that I would like
to suggest, as a Member of the Appropriations Committee, that we
work with you, Mr. Chairman, and convene a closed hearing.
I sit on the Subcommittee on Appropriations with jurisdiction
over the FBI and the Department of Justice. I would like to suggest
that we hold a joint hearing in closed session with these witnesses,
and witnesses from the FBI and the Department of Justice, as well
as CIS, and get Chairman Rodgers and Chairman Wolf involved,
and talk about this in closed hearings in a very careful, methodical,
and thoughtful way. And then talk about solutions.
This is of such immense importance, Mr. Chairman, that I think
our other Committees need to be involved, as well.
Mr. ROYCE. Good suggestion. We will take that under consideration, Mr. Culberson.
Mr. CULBERSON. Thank you.
Mr. ROYCE. I am going to go to Mr. Tancredo for one final question.
Mr. TANCREDO. Just one final question. When we started to talk
about the culture inside of the Agency, Mr. Maxwell. It is my understanding that you have actually heard statements to the effect
that immigration is a right, and it trumps national security. Or immigration is a right, not a benefit. Is that accurate?
Mr. MAXWELL. The exact statement, sir, was immigration is a
right, not a privilege.
Mr. TANCREDO. Not a privilege. Again, when you start talking
about what is wrong with the culture inside the Agency, what better description can you give than just that. Immigration is not a
right. That is the perception of the people who run the Agency.
Mr. MAXWELL. The statement made to me, sir, is immigration is
a right, not a privilege.
Mr. TANCREDO. Excuse me, is a right, not a privilege, not a benefit. Thank you very much.
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Mr. ROYCE. I want to thank our two witnesses, especially for
coming forward on such an important issue concerning our national
security. And of course, that underlying issue is our ability to check
terrorism.
I think we all learned a great deal today from our two witnesses.
And I believe the Subcommittee greatly appreciates, also. I just
want to commend Mr. Maxwell for coming forward today. And I
want to commend Ms. Kephart for all her good work and all her
published works on this vexing problem.
Thank you both very much.
We stand adjourned.
[Whereupon, at 11:50 a.m., the Subcommittee was adjourned.]
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