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issued by the Department or, where the re-
quester has received no determination, at 
any time after the due date for such deter-
mination. An appeal must be in writing and 
must include a detailed statement of all 
legal and factual bases for the appeal. The 
requester’s failure to comply with time lim-
its set forth in this section constitutes ex-
haustion of the requester’s administrative 
remedies for the purposes of initiating judi-
cial action to compel disclosure. 

(c) Determination on appeal. (1) The Depart-
ment makes a written determination on an 
administrative appeal within 20 working 
days after receiving the appeal. The time 
limit may be extended in accordance with 
§ 5.21(c) through (e). The Department’s fail-
ure to comply with time limits set forth in 
this section constitutes exhaustion of the re-
quester’s administrative remedies for the 
purposes of initiating judicial action to com-
pel disclosure. 

(2) The Department’s determination on an 
appeal constitutes the Department’s final ac-
tion on the FOIA request. Any Department 
determination denying an appeal in whole or 
in part includes the reasons for the denial, 
including any exemptions asserted under the 
Act, and notice of the requester’s right to 
seek judicial review of the determination in 
accordance with 5 U.S.C. 552(a)(4). Where the 
Department makes a determination to grant 
an appeal in whole or in part, it processes 
the FOIA request subject to the appeal in ac-
cordance with the determination on appeal. 

(Authority: 5 U.S.C. 552(a), 5 U.S.C. 552(a)(6), 
20 U.S.C. 3474) 

PART 5b—PRIVACY ACT 
REGULATIONS 

Sec. 
5b.1 Definitions. 
5b.2 Purpose and scope. 
5b.3 Policy. 
5b.4 Maintenance of records. 
5b.5 Notification of or access to records. 
5b.7 Procedures for correction or amend-

ment of records. 
5b.8 Appeals of refusals to correct or amend 

records. 
5b.9 Disclosure of records. 
5b.10 Parents and guardians. 
5b.11 Exempt systems. 
5b.12 Contractors. 
5b.13 Fees. 
APPENDIX A TO PART 5B—EMPLOYEE STAND-

ARDS OF CONDUCT 
APPENDIX B TO PART 5B—ROUTINE USES AP-

PLICABLE TO MORE THAN ONE SYSTEM OF 
RECORDS MAINTAINED BY ED 

AUTHORITY: 5 U.S.C. 301, 5 U.S.C. 552a. 

SOURCE: 45 FR 30808, May 9, 1980, unless 
otherwise noted. 

§ 5b.1 Definitions. 

As used in this part: 
(a) Access means availability of a 

record to a subject individual. 
(b) Agency means the Department of 

Education. 
(c) Department means the Department 

of Education. 
(d) Disclosure means the availability 

or release of a record to anyone other 
than the subject individual. 

(e) Individual means a living person 
who is a citizen of the United States or 
an alien lawfully admitted for perma-
nent residence. It does not include per-
sons such as sole proprietorships, part-
nerships, or corporations. A business 
firm which is identified by the name of 
one or more persons is not an indi-
vidual within the meaning of this part. 

(f) Maintain means to maintain, col-
lect, use, or disseminate when used in 
connection with the term ‘‘record’’; 
and, to have control over or responsi-
bility for a system of records when 
used in connection with the term ‘‘sys-
tem of records.’’ 

(g) Notification means communication 
to an individual whether he is a subject 
individual. 

(h) Record means any item, collec-
tion, or grouping of information about 
an individual that is maintained by the 
Department, including but not limited 
to the individual’s education, financial 
transactions, medical history, and 
criminal or employment history and 
that contains his name, or an identi-
fying number, symbol, or other identi-
fying particular assigned to the indi-
vidual, such as a finger or voice print 
or a photograph. When used in this 
part, record means only a record which 
is in a system of records. 

(i) Responsible Department official 
means that officer who is listed in a 
notice of a system of records as the 
system manager for a given system of 
records or another individual listed in 
the notice of a system of records to 
whom requests may be made, or the 
designee of either such officer or indi-
vidual. 

(j) Routine use means the disclosure 
of a record outside the Department, 
without the consent of the subject indi-
vidual, for a purpose which is compat-
ible with the purpose for which the 
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record was collected. It includes disclo-
sures required to be made by statute 
other than the Freedom of Information 
Act, 5 U.S.C. 552. It does not include 
disclosures which are permitted to be 
made without the consent of the sub-
ject individual which are not compat-
ible with the purpose for which it was 
collected such as disclosures to the Bu-
reau of the Census, the General Ac-
counting Office, or to Congress. 

(k) Secretary means the Secretary of 
Education. 

(l) Statistical record means a record 
maintained for statistical research or 
reporting purposes only and not main-
tained to make determinations about a 
particular subject individual. 

(m) Subject individual means that in-
dividual to whom a record pertains. 

(n) System of records means any group 
of records under the control of the De-
partment from which a record is re-
trieved by personal identifier such as 
the name of the individual, number, 
symbol or other unique retriever as-
signed to the individual. Single records 
or groups of records which are not re-
trieved by a personal identifier are not 
part of a system of records. Papers 
maintained by individual employees of 
the Department which are prepared, 
maintained, or discarded at the discre-
tion of the employee and which are not 
subject to the Federal Records Act, 44 
U.S.C. 2901, are not part of a system of 
records; Provided, That such personal 
papers are not used by the employee or 
the Department to determine any 
rights, benefits, or privileges of indi-
viduals. 

[45 FR 30808, May 9, 1980; 45 FR 37426, June 3, 
1980] 

§ 5b.2 Purpose and scope. 
(a) This part implements section 3 of 

the Privacy Act of 1974, 5 U.S.C. 552a 
(hereinafter referred to as the Act), by 
establishing agency policies and proce-
dures for the maintenance of records. 
This part also establishes agency poli-
cies and procedures under which a sub-
ject individual may be given notifica-
tion of or access to a record pertaining 
to him and policies and procedures 
under which a subject individual may 
have his record corrected or amended if 
he believes that his record is not accu-
rate, timely, complete, or relevant or 

necessary to accomplish a Department 
function. 

(b) All components of the Depart-
ment are governed by the provisions of 
this part. Also governed by the provi-
sions of this part are advisory commit-
tees and councils within the meaning 
of the Federal Advisory Committee Act 
which provide advice to (1) any official 
or component of the Department or (2) 
the President and for which the De-
partment has been delegated responsi-
bility for providing services. 

(c) Employees of the Department 
governed by this part include all reg-
ular and special government employees 
of the Department; experts and con-
sultants whose temporary (not in ex-
cess of 1 year) or intermittent services 
have been procured by the Department 
by contract pursuant to 3109 of title 5, 
United States Code; volunteers where 
acceptance of their services are author-
ized by law; those individuals per-
forming gratuitous services as per-
mitted under conditions prescribed by 
the Office of Personnel Management; 
and, participants in work-study or 
training programs. 

(d) This part does not: 
(1) Make available to a subject indi-

vidual records which are not retrieved 
by that individual’s name or other per-
sonal identifier. 

(2) Make available to the general 
public records which are retrieved by a 
subject individual’s name or other per-
sonal identifier or make available to 
the general public records which would 
otherwise not be available to the gen-
eral public under the Freedom of Infor-
mation Act, 5 U.S.C. 552, and part 5 of 
this title. 

(3) Govern the maintenance or disclo-
sure of, notification of or access to, 
records in the possession of the Depart-
ment which are subject to regulations 
of another agency, such as personnel 
records subject to the regulations of 
the Office of Personnel Management. 

(4) Apply to grantees, including State 
and local governments or subdivisions 
thereof, administering federally funded 
programs. 

(5) Make available records compiled 
by the Department in reasonable an-
ticipation of court litigation or formal 
administrative proceedings. The avail-
ability of such records to the general 
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public or to any subject individual or 
party to such litigation or proceedings 
shall be governed by applicable con-
stitutional principles, rules of dis-
covery, and applicable regulations of 
the Department. 

§ 5b.3 Policy. 

It is the policy of the Department to 
protect the privacy of individuals to 
the fullest extent possible while none-
theless permitting the exchange of 
records required to fulfill the adminis-
trative and program responsibilities of 
the Department, and responsibilities of 
the Department for disclosing records 
which the general public is entitled to 
have under the Freedom of Information 
Act, 5 U.S.C. 552, and part 5 of this 
title. 

§ 5b.4 Maintenance of records. 

(a) No record will be maintained by 
the Department unless: 

(1) It is relevant and necessary to ac-
complish a Department function re-
quired to be accomplished by statute or 
Executive Order; 

(2) It is acquired to the greatest ex-
tent practicable from the subject indi-
vidual when maintenance of the record 
may result in a determination about 
the subject individual’s rights, benefits 
or privileges under Federal programs; 

(3) The individual providing the 
record is informed of the authority for 
providing the record (including wheth-
er the providing of the record is man-
datory or voluntary, the principal pur-
pose for maintaining the record, the 
routine uses for the record, what effect 
his refusal to provide the record may 
have on him), and if the record is not 
required by statute or Executive Order 
to be provided by the individual, he 
agrees to provide the record. 

(b) No record will be maintained by 
the Department which describes how 
an individual exercises rights guaran-
teed by the First Amendment unless 
expressly authorized (1) by statute, or 
(2) by the subject individual, or (3) un-
less pertinent to and within the scope 
of an authorized law enforcement ac-
tivity. 

§ 5b.5 Notification of or access to 
records. 

(a) Times, places, and manner of re-
questing notification of or access to a 
record. (1) Any individual may request 
notification of a record. He may at the 
same time request access to any record 
pertaining to him. An individual may 
be accompanied by another individual 
of his choice when he requests access 
to a record in person; Provided, That he 
affirmatively authorizes the presence 
of such other individual during any dis-
cussion of a record to which access is 
requested. 

(2) An individual making a request 
for notification of or access to a record 
shall address his request to the respon-
sible Department official and shall 
verify his identity when required in ac-
cordance with paragraph (b)(2) of this 
section. At the time the request is 
made, the individual shall specify 
which systems of records he wishes to 
have searched and the records to which 
he wishes to have access. He may also 
request that copies be made of all or 
any such records. An individual shall 
also provide the responsible Depart-
ment official with sufficient particu-
lars to enable such official to distin-
guish between records on subject indi-
viduals with the same name. The nec-
essary particulars are set forth in the 
notices of systems of records. 

(3) An individual who makes a re-
quest in person may leave with any re-
sponsible Department official a request 
for notification of or access to a record 
under the control of another respon-
sible Department official; Provided, 
That the request is addressed in writ-
ing to the appropriate responsible De-
partment official. 

(b) Verification of identity—(1) When 
required. Unless an individual, who is 
making a request for notification of or 
access to a record in person, is person-
ally known to the responsible Depart-
ment official, he shall be required to 
verify his identity in accordance with 
paragraph (b)(2) of this section if: 

(i) He makes a request for notifica-
tion of a record and the responsible De-
partment official determines that the 
mere disclosure of the existence of the 
record would be a clearly unwarranted 
invasion of privacy if disclosed to 
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someone other than the subject indi-
vidual; or, 

(ii) He makes a request for access to 
a record which is not required to be 
disclosed to the general public under 
the Freedom of Information Act, 5 
U.S.C. 552, and part 5 of this title. 

(2) Manner of verifying identity. (i) An 
individual who makes a request in per-
son shall provide to the responsible De-
partment official at least one piece of 
tangible identification such as a driv-
er’s license, passport, alien or voter 
registration card, or union card to 
verify his identity. If an individual 
does not have identification papers to 
verify his identity, he shall certify in 
writing that he is the individual who 
he claims to be and that he under-
stands that the knowing and willful re-
quest for or acquisition of a record per-
taining to an individual under false 
pretenses is a criminal offense under 
the Act subject to a $5,000 fine. 

(ii) Except as provided in paragraph 
(b)(2)(v) of this section, an individual 
who does not make a request in person 
shall submit a notarized request to the 
responsible Department official to 
verify his identity or shall certify in 
his request that he is the individual 
who he claims to be and that he under-
stands that the knowing and willful re-
quest for or acquisition of a record per-
taining to an individual under false 
pretenses is a criminal offense under 
the Act subject to a $5,000 fine. 

(iii) An individual who makes a re-
quest on behalf of a minor or legal in-
competent as authorized under § 5b.10 
of this part shall verify his relationship 
to the minor or legal incompetent, in 
addition to verifying his own identity, 
by providing a copy of the minor’s 
birth certificate, a court order, or 
other competent evidence of guardian-
ship to the responsible Department of-
ficial; except that, an individual is not 
required to verify his relationship to 
the minor or legal incompetent when 
he is not required to verify his own 
identity or when evidence of his rela-
tionship to the minor or legal incom-
petent has been previously given to the 
responsible Department official. 

(iv) An individual shall further verify 
his identity if he is requesting notifica-
tion of or access to sensitive records. 
Any further verification shall parallel 

the record to which notification or ac-
cess is being sought. Such further 
verification may include such particu-
lars as the individual’s years of attend-
ance at a particular educational insti-
tution, rank attained in the uniformed 
services, date or place of birth, names 
of parents, or an occupation. 

(v) An individual who makes a re-
quest by telephone shall verify his 
identity by providing to the respon-
sible Department official identifying 
particulars which parallel the record to 
which notification or access is being 
sought. If the responsible Department 
official determines that the particulars 
provided by telephone are insufficient, 
the requester will be required to sub-
mit the request in writing or in person. 
Telephone requests will not be accept-
ed where an individual is requesting 
notification of or access to sensitive 
records. 

(c) Granting notification of or access to 
a record. (1) Subject to the provisions 
governing exempt systems in § 5b.11 of 
this part, a responsible Department of-
ficial, who receives a request for notifi-
cation of or access to a record and, if 
required, verification of an individual’s 
identity, will review the request and 
grant notification or access to a 
record, if the individual requesting ac-
cess to the record is the subject indi-
vidual. 

(2) If the responsible Department of-
ficial determines that there will be a 
delay in responding to a request be-
cause of the number of requests being 
processed, a breakdown of equipment, 
shortage of personnel, storage of 
records in other locations, etc., he will 
so inform the individual and indicate 
when notification or access will be 
granted. 

(3) Prior to granting notification of 
or access to a record, the responsible 
Department official may at his discre-
tion require an individual making a re-
quest in person to reduce his request to 
writing if the individual has not al-
ready done so at the time the request 
is made. 

§ 5b.7 Procedures for correction or 
amendment of records. 

(a) Any subject individual may re-
quest that his record be corrected or 
amended if he believes that the record 
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is not accurate, timely, complete, or 
relevant or necessary to accomplish a 
Department function. A subject indi-
vidual making a request to amend or 
correct his record shall address his re-
quest to the responsible Department 
official in writing; except that, the re-
quest need not be in writing if the sub-
ject individual makes his request in 
person and the responsible Department 
official corrects or amends the record 
at that time. The subject individual 
shall specify in each request: 

(1) The system of records from which 
the record is retrieved; 

(2) The particular record which he is 
seeking to correct or amend; 

(3) Whether he is seeking an addition 
to or a deletion or substitution of the 
record; and, 

(4) His reasons for requesting correc-
tion or amendment of the record. 

(b) A request for correction or 
amendment of a record will be ac-
knowledged within 10 working days of 
its receipt unless the request can be 
processed and the subject individual in-
formed of the responsible Department 
official’s decision on the request within 
that 10 day period. 

(c) If the responsible Department of-
ficial agrees that the record is not ac-
curate, timely, or complete based on a 
preponderance of the evidence, the 
record will be corrected or amended. 
The record will be deleted without re-
gard to its accuracy, if the record is 
not relevant or necessary to accom-
plish the Department function for 
which the record was provided or is 
maintained. In either case, the subject 
individual will be informed in writing 
of the correction, amendment, or dele-
tion and, if accounting was made of 
prior disclosures of the record, all pre-
vious recipients of the record will be 
informed of the corrective action 
taken. 

(d) If the responsible Department of-
ficial does not agree that the record 
should be corrected or amended, the 
subject individual will be informed in 
writing of the refusal to correct or 
amend the record. He will also be in-
formed that he may appeal the refusal 
to correct or amend his record § 5b.8 of 
this part. 

(e) Requests to correct or amend a 
record governed by the regulation of 

another government agency, e.g., Office 
of Personnel Management, Federal Bu-
reau of Investigation, will be forwarded 
to such government agency for proc-
essing and the subject individual will 
be informed in writing of the referral. 

§ 5b.8 Appeals of refusals to correct or 
amend records. 

(a) Processing the appeal. (1) A subject 
individual who disagrees with a refusal 
to correct or amend his record may ap-
peal the refusal in writing. All appeals 
shall be made to the Secretary. 

(2) An appeal will be completed with-
in 30 working days from its receipt by 
the appeal authority; except that, the 
appeal authority may for good cause 
extend this period for an additional 30 
days. Should the appeal period be ex-
tended, the subject individual appeal-
ing the refusal to correct or amend the 
record will be informed in writing of 
the extension and the circumstances of 
the delay. The subject individual’s re-
quest to amend or correct the record, 
the responsible Department official’s 
refusal to correct or amend, and any 
other pertinent material relating to 
the appeal will be reviewed. No hearing 
will be held. 

(3) If the appeal authority agrees 
that the record subject to the appeal 
should be corrected or amended, the 
record will be amended and the subject 
individual will be informed in writing 
of the correction or amendment. Where 
an accounting was made of prior disclo-
sures of the record, all previous recipi-
ents of the record will be informed of 
the corrective action taken. 

(4) If the appeal is denied, the subject 
individual will be informed in writing: 

(i) Of the denial and the reasons for 
the denial; 

(ii) That he has a right to seek judi-
cial review of the denial; and, 

(iii) That he may submit to the re-
sponsible Department official a concise 
statement of disagreement to be asso-
ciated with the disputed record and dis-
closed whenever the record is disclosed. 

(b) Notation and disclosure of disputed 
records. Whenever a subject individual 
submits a statement of disagreement 
to the responsible Department official 
in accordance with paragraph (a)(4)(iii) 
of this section, the record will be noted 
to indicate that it is disputed. In any 
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subsequent disclosure, a copy of the 
subject individual’s statement of dis-
agreement, will be disclosed with the 
record. If the responsible Department 
official deems it appropriate, a concise 
statement of the appeal authority’s 
reasons for denying the subject individ-
ual’s appeal may also be disclosed with 
the record. While the subject indi-
vidual will have access to this state-
ment of reasons, such statement will 
not be subject to correction or amend-
ment. Where an accounting was made 
of prior disclosures of the record, all 
previous recipients of the record will 
be provided a copy of the subject indi-
vidual’s statement of disagreement, as 
well as the statement, if any, of the ap-
peal authority’s reasons for denying 
the subject individual’s appeal. 

§ 5b.9 Disclosure of records. 
(a) Consent to disclosure by a subject 

individual. (1) Except as provided in 
paragraph (b) of this section author-
izing disclosures of records without 
consent, no disclosure of a record will 
be made without the consent of the 
subject individual. In each case the 
consent, whether obtained from the 
subject individual at the request of the 
Department or whether provided to the 
Department by the subject individual 
on his own initiative, shall be in writ-
ing. The consent shall specify the indi-
vidual, organizational unit or class of 
individuals or organizational units to 
whom the record may be disclosed, 
which record may be disclosed and, 
where applicable, during which time 
frame the record may be disclosed (e.g., 
during the school year, while the sub-
ject individual is out of the country, 
whenever the subject individual is re-
ceiving specific services). A blanket 
consent to disclose all of a subject indi-
vidual’s records to unspecified individ-
uals or organizational units will not be 
honored. The subject individual’s iden-
tity and, where applicable (e.g., where a 
subject individual gives consent to dis-
closure of a record to a specific indi-
vidual), the identity of the individual 
to whom the record is to be disclosed 
shall be verified. 

(2) A parent or guardian of any minor 
is not authorized to give consent to a 
disclosure of the minor’s medical 
record. 

(b) Disclosures without the consent of 
the subject individual. The disclosures 
listed in this paragraph may be made 
without the consent of the subject indi-
vidual. Such disclosures are: 

(1) To those officers and employees of 
the Department who have a need for 
the record in the performance of their 
duties. The responsible Department of-
ficial may upon request of any officer 
or employee, or on his own initiative, 
determine what constitutes legitimate 
need. 

(2) Required to be disclosed under the 
Freedom of Information Act, 5 U.S.C. 
552, and part 5 of this title. 

(3) For a routine use as defined in 
paragraph (j) of § 5b.1. Routine uses will 
be listed in any notice of a system of 
records. Routine uses published in Ap-
pendix B are applicable to more than 
one system of records. Where applica-
ble, notices of systems of records may 
contain references to the routine uses 
listed in Appendix B. Appendix B will 
be published with any compendium of 
notices of systems of records. 

(4) To the Bureau of the Census for 
purposes of planning or carrying out a 
census or survey or related activity 
pursuant to the provisions of title 13 
U.S.C. 

(5) To a recipient who has provided 
the agency with advance written assur-
ance that the record will be used solely 
as a statistical research or reporting 
record; Provided, That, the record is 
transferred in a form that does not 
identify the subject individual. 

(6) To the National Archives of the 
United States as a record which has 
sufficient historical or other value to 
warrant its continued preservation by 
the United States Government, or for 
evaluation by the Administrator of 
General Services or his designee to de-
termine whether the record has such 
value. 

(7) To another government agency or 
to an instrumentality of any govern-
mental jurisdiction within or under the 
control of the United States for a civil 
or criminal law enforcement activity if 
the activity is authorized by law, and if 
the head of such government agency or 
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instrumentality has submitted a writ-
ten request to the Department speci-
fying the record desired and the law en-
forcement activity for which the record 
is sought. 

(8) To an individual pursuant to a 
showing of compelling circumstances 
affecting the health or safety of any in-
dividual if a notice of the disclosure is 
transmitted to the last known address 
of the subject individual. 

(9) To either House of Congress, or to 
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of 
any such joint committee. 

(10) To the Comptroller General, or 
any of the Comptroller General’s au-
thorized representatives, in the course 
of the performance of the duties of the 
General Accounting Office. 

(11) Pursuant to the order of a court 
of competent jurisdiction. 

(c) Accounting of disclosures. (1) An ac-
counting of all disclosures of a record 
will be made and maintained by the 
Department for 5 years or for the life of 
the record, whichever is longer; except 
that, such an accounting will not be 
made: 

(i) For disclosures under paragraphs 
(b) (1) and (2) of this section; and, 

(ii) For disclosures made with the 
written consent of the subject indi-
vidual. 

(2) The accounting will include: 
(i) The date, nature, and purpose of 

each disclosure; and 
(ii) The name and address of the per-

son or entity to whom the disclosure is 
made. 

(3) Any subject individual may re-
quest access to an accounting of disclo-
sures of a record. The subject indi-
vidual shall make a request for access 
to an accounting in accordance with 
the procedures in § 5b.5 of this part. A 
subject individual will be granted ac-
cess to an accounting of the disclosures 
of a record in accordance with the pro-
cedures of this part which govern ac-
cess to the related record. Access to an 
accounting of a disclosure of a record 
made under paragraph (b)(7) of this sec-
tion may be granted at the discretion 
of the responsible Department official. 

§ 5b.10 Parents and guardians. 
For the purpose of this part, a parent 

or guardian of any minor or the legal 
guardian or any individual who has 
been declared incompetent due to phys-
ical or mental incapacity or age by a 
court of competent jurisdiction is au-
thorized to act on behalf of an indi-
vidual or a subject individual. Except 
as provided in paragraph (b)(2) of § 5b.5, 
of this part governing procedures for 
verifying an individual’s identity, an 
individual authorized to act on behalf 
of a minor or legal incompetent will be 
viewed as if he were the individual or 
subject individual. 

§ 5b.11 Exempt systems. 
(a) General policy. The Act permits an 

agency to exempt certain types of sys-
tems of records from some of the Act’s 
requirements. It is the policy of the 
Department to exercise authority to 
exempt systems of records only in com-
pelling cases. 

(b) Specific systems of records exempted 
under (j)(2). The Department exempts 
the Investigative Files of the Inspector 
General ED/OIG (18–10–01) and the Hot-
line Complaint Files of the Inspector 
General ED/OIG (18–10–04) systems of 
records from the following provisions 
of 5 U.S.C. 552a and this part: 

(1) 5 U.S.C. 552a(c)(3) and § 5b.9(a)(1) 
and (c)(3) of this part, regarding access 
to an accounting of disclosures of a 
record. 

(2) 5 U.S.C. 552a(c)(4) and §§ 5b.7(c) and 
5b.8(b) of this part, regarding notifica-
tion to outside parties and agencies of 
correction or notation of dispute made 
in accordance with 5 U.S.C. 552a(d). 

(3) 5 U.S.C. 552a(d) (1) through (4) and 
(f) and §§ 5b.5(a)(1) and (c), 5b.7, and 5b.8 
of this part, regarding notification or 
access to records and correction or 
amendment of records. 

(4) 5 U.S.C. 552a(e)(1) and § 5b.4(a)(1) of 
this part, regarding maintaining only 
relevant and necessary information. 

(5) 5 U.S.C. 552a(e)(2) and § 5b.4(a)(2) of 
this part, regarding collection of infor-
mation from the subject individual. 

(6) 5 U.S.C. 552a(e)(3) and § 5b.4(a)(3) of 
this part, regarding notice to individ-
uals asked to provide information to 
the Department. 

(7) 5 U.S.C. 552a(e)(4) (G), (H), and (I), 
regarding inclusion of information in 
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the system notice about procedures for 
notification, access, correction, and 
source of records. 

(8) 5 U.S.C. 552a(e)(5), regarding main-
taining records with requisite accu-
racy, relevance, timeliness, and com-
pleteness. 

(9) 5 U.S.C. 552a(e)(8), regarding serv-
ice of notice on subject individual if a 
record is made available under compul-
sory legal process if that process be-
comes a matter of public record. 

(10) 5 U.S.C. 552a(g), regarding civil 
remedies for violation of the Privacy 
Act. 

(c) Specific systems of records exempted 
under (k)(2). (1) The Department ex-
empts the Investigative Files of the In-
spector General ED/OIG (18–10–01), the 
Hotline Complaint Files of the Inspec-
tor General ED/OIG (18–10–04), and the 
Office of Inspector General Data Ana-
lytics System (ODAS) (18–10–02) from 
the following provisions of 5 U.S.C. 552a 
and this part to the extent that these 
systems of records consist of investiga-
tory material and complaints that may 
be included in investigatory material 
compiled for law enforcement purposes: 

(i) 5 U.S.C. 552a(c)(3) and § 5b.9(c)(3) of 
this part, regarding access to an ac-
counting of disclosures of records. 

(ii) 5 U.S.C. 552a(d) (1) through (4) and 
(f) and §§ 5b.5(a)(1) and (c), 5b.7, and 5b.8 
of this part, regarding notification of 
and access to records and correction or 
amendment of records. 

(iii) 5 U.S.C. 552a(e)(1) and § 5b.4(a)(1) 
of this part, regarding the requirement 
to maintain only relevant and nec-
essary information. 

(iv) 5 U.S.C. 552a(e)(4) (G), (H), and 
(I), regarding inclusion of information 
in the system notice about procedures 
for notification, access, correction, and 
source of records. 

(2) The Department exempts the 
Complaint Files and Log, Office for 
Civil Rights (18–08–01) from the fol-
lowing provisions of 5 U.S.C. 552a and 
this part: 

(i) 5 U.S.C. 552a(c)(3) and § 5b.9(c)(3) of 
this part, regarding access to an ac-
counting of disclosures of records. 

(ii) 5 U.S.C. 552a(d) (1) through (4) and 
(f) and §§ 5b.5(a)(1) and (c), 5b.7, and 5b.8 
of this part, regarding notification of 
and access to records and correction or 
amendment of records. 

(iii) 5 U.S.C. 552a(e)(4) (G) and (H), re-
garding inclusion of information in the 
system notice about procedures for no-
tification, access, and correction of 
records. 

(d) Specific systems of records exempted 
under (k)(5). The Department exempts 
the Investigatory Material Compiled 
for Personnel Security and Suitability 
Purposes (18–05–17) system of records 
from the following provisions of 5 
U.S.C. 552a and this part: 

(1) 5 U.S.C. 552a(c)(3) and § 5b.9(c)(3) of 
this part, regarding access to an ac-
counting of disclosures of records. 

(2) 5 U.S.C. 552a(d) (1) through (4) and 
(f) and §§ 5b.5(a)(1) and (c), 5b.7, and 5b.8 
of this part, regarding notification of 
and access to records and correction or 
amendment of records. 

(3) 5 U.S.C. 552a(e)(4) (G) and (H), re-
garding inclusion of information in the 
system notice about procedures for no-
tification, access, and correction of 
records. 

(e) Basis for exemptions taken under 
(j)(2), (k)(2), and (k)(5). The reason the 
Department took each exemption de-
scribed in this section is stated in the 
preamble for the final rulemaking doc-
ument under which the exemption was 
promulgated. These final rulemaking 
documents were published in the FED-
ERAL REGISTER and may be obtained 
from the Department of Education by 
mailing a request to the following ad-
dress: U.S. Department of Education, 
Privacy Act Officer, Office of the Chief 
Information Officer, Regulatory Infor-
mation Management Group, Wash-
ington, DC 20202–4651. 

(f) Notification of or access to records in 
exempt systems of records. (1) If a system 
of records is exempt under this section, 
an individual may nonetheless request 
notification of or access to a record in 
that system. An individual shall make 
requests for notification of or access to 
a record in an exempt system or 
records in accordance with the proce-
dures of § 5b.5 of this part. 

(2) An individual will be granted noti-
fication of or access to a record in an 
exempt system but only to the extent 
that notification or access would not 
reveal the identity of a source who fur-
nished the record to the Department 
under an express promise, and, prior to 
September 27, 1975, an implied promise, 
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that his identity would be held in con-
fidence if— 

(i) The record is in a system of 
records or that portion of a system of 
records that is exempt under sub-
section (k)(2), but not under subsection 
(j)(2), of the Act and the individual has 
been, as a result of the maintenance of 
the record, denied a right, privilege, or 
benefit to which he or she would other-
wise be eligible; or 

(ii) The record is in a system of 
records that is exempt under sub-
section (k)(5) of the Act. 

(3) If an individual is not granted no-
tification of or access to a record in a 
system of records exempt under sub-
sections (k)(2) (but not under sub-
section (j)(2)) and (k)(5) of the Act in 
accordance with this paragraph, he or 
she will be informed that the identity 
of a confidential source would be re-
vealed if notification of or access to 
the record were granted to the indi-
vidual. 

(g) Discretionary actions by the respon-
sible Department official. Unless disclo-
sure of a record to the general public is 
otherwise prohibited by law, the re-
sponsible Department official may, in 
his or her discretion, grant notification 
of or access to a record in a system of 
records that is exempt under this sec-
tion. Discretionary notification of or 
access to a record in accordance with 
this paragraph will not be a precedent 
for discretionary notification of or ac-
cess to a similar or related record and 
will not obligate the responsible De-
partment official to exercise his or her 
discretion to grant notification of or 
access to any other record in a system 
of records that is exempt under this 
section. 

[58 FR 44424, Aug. 20, 1993, as amended at 64 
FR 31066, June 9, 1999; 69 FR 12246, Mar. 15, 
2004; 73 FR 61355, Oct. 16, 2008] 

§ 5b.12 Contractors. 
(a) All contracts entered into on or 

after September 27, 1975 which require 
a contractor to maintain or on behalf 
of the Department to maintain, a sys-
tem of records to accomplish a Depart-
ment function must contain a provi-
sion requiring the contractor to com-
ply with the Act and this part. 

(b) All unexpired contracts entered 
into prior to September 27, 1975 which 

require the contractor to maintain or 
on behalf of the Department to main-
tain, a system of records to accomplish 
a Department function will be amended 
as soon as practicable to include a pro-
vision requiring the contractor to com-
ply with the Act and this part. All such 
contracts must be so amended by July 
1, 1976 unless for good cause the appeal 
authority identified in § 5b.8 of this 
part authorizes the continuation of the 
contract without amendment beyond 
that date. 

(c) A contractor and any employee of 
such contractor shall be considered em-
ployees of the Department only for the 
purposes of the criminal penalties of 
the Act, 5 U.S.C. 552a(i), and the em-
ployee standards of conduct listed in 
appendix A of this part where the con-
tract contains a provision requiring 
the contractor to comply with the Act 
and this part. 

(d) This section does not apply to 
systems of records maintained by a 
contractor as a result of his manage-
ment discretion, e.g., the contractor’s 
personnel records. 

§ 5b.13 Fees. 

(a) Policy. Where applicable, fees for 
copying records will be charged in ac-
cordance with the schedule set forth in 
this section. Fees may only be charged 
where an individual requests that a 
copy be made of the record to which he 
is granted access. No fee may be 
charged for making a search of the sys-
tem of records whether the search is 
manual, mechanical, or electronic. 
Where a copy of the record must be 
made in order to provide access to the 
record (e.g., computer printout where 
no screen reading is available), the 
copy will be made available to the indi-
vidual without cost. 

(b) Fee schedule. The fee schedule for 
the Department is as follows: 

(1) Copying of records susceptible to 
photocopying—$.10 per page. 

(2) Copying records not susceptible to 
photocopying (e.g., punch cards or mag-
netic tapes)—at actual cost to be deter-
mined on a case-by-case basis. 

(3) No charge will be made if the 
total amount of copying does not ex-
ceed $25. 
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APPENDIX A TO PART 5b—EMPLOYEE 
STANDARDS OF CONDUCT 

(a) General. All employees are required to 
be aware of their responsibilities under the 
Privacy Act of 1974, 5 U.S.C. 552a. Regula-
tions implementing the Act are set forth in 
34 CFR 5b. Instruction on the requirements 
of the Act and regulation shall be provided 
to all new employees of the Department. In 
addition, supervisors shall be responsible for 
assuring that employees who are working 
with systems of records or who undertake 
new duties which require the use of systems 
of records are informed of their responsibil-
ities. Supervisors shall also be responsible 
for assuring that all employees who work 
with such systems of records are periodically 
reminded of the requirements of the Act and 
are advised of any new provisions or inter-
pretations of the Act. 

(b) Penalties. (1) All employees must guard 
against improper disclosure of records which 
are governed by the Act. Because of the seri-
ous consequences of improper invasions of 
personal privacy, employees may be subject 
to disciplinary action and criminal prosecu-
tion for knowing and willful violations of the 
Act and regulation. In addition, employees 
may also be subject to disciplinary action for 
unknowing or unwillful violations, where the 
employee had notice of the provisions of the 
Act and regulations and failed to inform 
himself sufficiently or to conduct himself in 
accordance with the requirements to avoid 
violations. 

(2) The Department may be subjected to 
civil liability for the following actions un-
dertaken by its employees: 

(a) Making a determination under the Act 
and §§ 5b.7 and 5b.8 of the regulation not to 
amend an individual’s record in accordance 
with his request, or failing to make such re-
view in conformity with those provisions; 

(b) Refusing to comply with an individual’s 
request for notification of or access to a 
record pertaining to him; 

(c) Failing to maintain any record per-
taining to any individual with such accu-
racy, relevance, timeliness, and complete-
ness as is necessary to assure fairness in any 
determination relating to the qualifications, 
character, rights, or opportunities of, or ben-
efits to the individual that may be made on 
the basis of such a record, and consequently 
a determination is made which is adverse to 
the individual; or 

(d) Failing to comply with any other provi-
sion of the Act or any rule promulgated 
thereunder, in such a way as to have an ad-
verse effect on an individual. 

(3) ‘‘An employee may be personally sub-
ject to criminal liability as set forth below 
and in 5 U.S.C. 552a (i): 

(a) Any officer or employee of an agency, 
who by virtue of his employment or official 
position, has possession of, or access to, 

agency records which contain individually 
identifiable information the disclosure of 
which is prohibited by the Act or by rules or 
regulations established thereunder, and who, 
knowing that disclosure of the specific mate-
rial is so prohibited, willfully discloses the 
material in any manner to any person or 
agency not entitled to receive it, shall be 
guilty of a misdemeanor and fined not more 
than $5,000.’’ 

(b) ‘‘Any officer or employee of any agency 
who willfully maintains a system of records 
without meeting the notice requirements [of 
the Act] shall be guilty of a misdemeanor 
and fined not more than $5,000.’’ 

(c) Rules Governing Employees Not Working 
With Systems of Records. Employees whose du-
ties do not involve working with systems of 
records will not generally disclose to any 
one, without specific authorization from 
their supervisors, records pertaining to em-
ployees or other individuals which by reason 
of their official duties are available to them. 
Notwithstanding the above, the following 
records concerning Federal employees are a 
matter of public record and no further au-
thorization is necessary for disclosure: 

(1) Name and title of individual. 
(2) Grade classification or equivalent and 

annual rate of salary. 
(3) Position description. 
(4) Location of duty station, including 

room number and telephone number. 

In addition, employees shall disclose records 
which are listed in the Department’s Free-
dom of Information Regulation as being 
available to the public. Requests for other 
records will be referred to the responsible 
Department official. This does not preclude 
employees from discussing matters which 
are known to them personally, and without 
resort to a record, to official investigators of 
Federal agencies for official purposes such as 
suitability checks, Equal Employment Op-
portunity investigations, adverse action pro-
ceedings, grievance proceedings, etc. 

(d) Rules governing employees whose duties 
require use or reference to systems of records. 
Employees whose official duties require that 
they refer to, maintain, service, or otherwise 
deal with systems of records (hereinafter re-
ferred to as ‘‘Systems Employees’’) are gov-
erned by the general provisions. In addition, 
extra precautions are required and systems 
employees are held to higher standards of 
conduct. 

(1) Systems Employees shall: 
(a) Be informed with respect to their re-

sponsibilities under the Act; 
(b) Be alert to possible misuses of the sys-

tem and report to their supervisors any po-
tential or actual use of the system which 
they believe is not in compliance with the 
Act and regulation; 

(c) Make a disclosure of records within the 
Department only to an employee who has a 
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legitimate need to know the record in the 
course of his official duties; 

(d) Maintain records as accurately as prac-
ticable. 

(e) Consult with a supervisor prior to tak-
ing any action where they are in doubt 
whether such action is in conformance with 
the Act and regulation. 

(2) Systems Employees shall not: 
(a) Disclose in any form records from a sys-

tem of records except (1) with the consent or 
at the request of the subject individual; or 
(2) where its disclosure is permitted under 
§ 5b.9 of the regulation. 

(b) Permit unauthorized individuals to be 
present in controlled areas. Any unauthor-
ized individuals observed in controlled areas 
shall be reported to a supervisor or to the 
guard force. 

(c) Knowingly or willfully take action 
which might subject the Department to civil 
liability. 

(d) Make any arrangements for the design 
development, or operation of any system of 
records without making reasonable effort to 
provide that the system can be maintained 
in accordance with the Act and regulation. 

(e) Contracting officers. In addition to any 
applicable provisions set forth above, those 
employees whose official duties involve en-
tering into contracts on behalf of the De-
partment shall also be governed by the fol-
lowing provisions: 

(1) Contracts for design, or development of 
systems and equipment. No contract for the 
design or development of a system of 
records, or for equipment to store, service or 
maintain a system of records shall be en-
tered into unless the contracting officer has 
made reasonable effort to ensure that the 
product to be purchased is capable of being 
used without violation of the Act or regula-
tion. Special attention shall be given to pro-
vision of physical safeguards. 

(2) Contracts for the operation of systems and 
equipment. No contract for the design or de-
velopment of a system of whom he feels ap-
propriate, of all proposed contracts providing 
for the operation of systems of records shall 
be made prior to execution of the contracts 
to determine whether operation of the sys-
tem of records is for the purpose of accom-
plishing a Department function. If a deter-
mination is made that the operation of the 
system is to accomplish a Department func-
tion, the contracting officer shall be respon-
sible for including in the contract appro-
priate provisions to apply the provisions of 
the Act and regulation to the system, includ-
ing prohibitions against improper release by 
the contractor, his employees, agents, or 
subcontractors. 

(3) Other service contracts. Contracting offi-
cers entering into general service contracts 
shall be responsible for determining the ap-
propriateness of including provisions in the 
contract to prevent potential misuse (inad-

vertent or otherwise) by employees, agents, 
or subcontractors of the contractor. 

(f) Rules Governing Responsible Department 
Officials. In addition to the requirements for 
Systems Employees, responsible Department 
officials shall: 

(1) Respond to all requests for notification 
of or access, disclosure, or amendment of 
records in a timely fashion in accordance 
with the Act and regulation; 

(2) Make any amendment of records accu-
rately and in a timely fashion; 

(3) Inform all persons whom the accounting 
records show have received copies of the 
record prior to the amendments of the cor-
rection; and 

(4) Associate any statement of disagree-
ment with the disputed record, and 

(a) Transmit a copy of the statement to all 
persons whom the accounting records show 
have received a copy of the disputed record, 
and 

(b) Transmit that statement with any fu-
ture disclosure. 

APPENDIX B TO PART 5b—ROUTINE USES 
APPLICABLE TO MORE THAN ONE 
SYSTEM OF RECORDS MAINTAINED BY 
ED 

(1) In the event that a system of records 
maintained by this agency to carry out its 
functions indicates a violation or potential 
violation of law, whether civil, criminal or 
regulatory in nature, and whether arising by 
general statute or particular program stat-
ute, or by regulation, rule or order issued 
pursuant thereto, the relevant records in the 
system of records may be referred, as a rou-
tine use, to the appropriate agency, whether 
federal, or foreign, charged with the respon-
sibility of investigating or prosecuting such 
violation or charged with enforcing or imple-
menting the statute, or rule, regulation or 
order issued pursuant thereto. 

(2) Referrals may be made of assignments 
of research investigators and project mon-
itors to specific research projects to the 
Smithsonian Institution to contribute to the 
Smithsonian Science Information Exchange, 
Inc. 

(3) In the event the Department deems it 
desirable or necessary, in determining 
whether particular records are required to be 
disclosed under the Freedom of Information 
Act, disclosure may be made to the Depart-
ment of Justice for the purpose of obtaining 
its advice. 

(4) A record from this system of records 
may be disclosed as a ‘‘routine use’’ to a fed-
eral, state or local agency maintaining civil, 
criminal or other relevant enforcement 
records or other pertinent records, such as 
current licenses, if necessary to obtain a 
record relevant to an agency decision con-
cerning the hiring or retention of an em-
ployee, the issuance of a security clearance, 
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the letting of a contract, or the issuance of 
a license, grant or other benefit. 
A record from this system of records may be 
disclosed to a federal agency, in response to 
its request, in connection with the hiring or 
retention of an employee, the issuance of a 
security clearance, the reporting of an inves-
tigation of an employee, the letting of a con-
tract, or the issuance of a license, grant, or 
other benefit by the requesting agency, to 
the extent that the record is relevant and 
necessary to the requesting agency’s deci-
sion on the matter. 

(5) In the event that a system of records 
maintained by this agency to carry out its 
function indicates a violation or potential 
violation of law, whether civil, criminal or 
regulatory in nature, and whether arising by 
general statute or particular program stat-
ute, or by regulation, rule or order issued 
pursuant thereto, the relevant records in the 
system of records may be referred, as a rou-
tine use, to the appropriate agency, whether 
state or local charged with the responsibility 
of investigating or prosecuting such viola-
tion or charged with enforcing or imple-
menting the statute, or rule, regulation or 
order issued pursuant thereto. 

(6) Where federal agencies having the 
power to subpoena other federal agencies’ 
records, such as the Internal Revenue Serv-
ice or the Civil Rights Commission, issue a 
subpoena to the Department for records in 
this system of records, the Department will 
make such records available. 

(7) Where a contract between a component 
of the Department and a labor organization 
recognized under E.O. 11491 provides that the 
agency will disclose personal records rel-
evant to the organization’s mission, records 
in this system of records may be disclosed to 
such organization. 

(8) Where the appropriate official of the 
Department, pursuant to the Department’s 
Freedom of Information Regulation deter-
mines that it is in the public interest to dis-
close a record which is otherwise exempt 
from mandatory disclosure, disclosure may 
be made from this system of records. 

(9) The Department contemplates that it 
will contract with a private firm for the pur-
pose of collating, analyzing, aggregating or 
otherwise refining records in this system. 
Relevant records will be disclosed to such a 
contractor. The contractor shall be required 
to maintain Privacy Act safeguards with re-
spect to such records. 

(10) To individuals and organizations, 
deemed qualified by the Secretary to carry 
out specific research solely for the purpose of 
carrying out such research. 

(11) Disclosures in the course of employee 
discipline or competence determination pro-
ceedings. 

[45 FR 30808, May 9, 1980; 45 FR 37426, June 3, 
1980] 

PART 6—INVENTIONS AND PATENTS 
(GENERAL) 

Sec. 
6.0 General policy. 
6.1 Publication or patenting of inventions. 
6.3 Licensing of Government-owned patents. 
6.4 Central records; confidentiality. 

AUTHORITY: 5 U.S.C. 301. 

SOURCE: 45 FR 30814, May 9, 1980, unless 
otherwise noted. 

§ 6.0 General policy. 
Inventions developed through the re-

sources and activities of the Depart-
ment are a potential resource of great 
value to the public. It is the policy of 
the Department: 

(a) To safeguard the public interest 
in inventions developed by Department 
employees, contractors and grantees 
with the aid of public funds and facili-
ties; 

(b) To encourage and recognize indi-
vidual and cooperative achievement in 
research and investigations; and 

(c) To establish a procedure, con-
sistent with pertinent statutes, Execu-
tive orders and general Government 
regulations, for the determination of 
rights and obligations relating to the 
patenting of inventions. 

§ 6.1 Publication or patenting of inven-
tions. 

It is the general policy of the Depart-
ment that the results of Department 
research should be made widely, 
promptly and freely available to other 
research workers and to the public. 
This availability can generally be ade-
quately preserved by the dedication of 
a Government-owned invention to the 
public. Determinations to file a domes-
tic patent application on inventions in 
which the Department has an interest 
will be made where the circumstances 
indicate that this is desirable in the 
public interest, and if it is practicable 
to do so. Department determinations 
not to apply for a domestic patent on 
employee inventions are subject to re-
view and approval by the Commis-
sioner of Patents. Except where 
deemed necessary for protecting the 
patent claim, the fact that a patent ap-
plication has been or may be filed will 
not require any departure from normal 
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