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INTRODUCTION

2017 National Preparedness Report
National preparedness actions help to prevent, protect against, mitigate, respond to, and recover from the threats and
hazards posing the greatest risk to the Nation’s security. Each year, the National Preparedness Report presents a Federal

assessment of the Nation’s progress toward achieving the National Preparedness Goal (see below) of a secure and resilient
Nation.* Because preparedness is a shared responsibility across the entire Nation, the report aims to guide decisions of all

preparedness stakeholders—including individuals, families, and communities; private and nonprofit sectors; faith-based
organizations; and all levels of government—regarding program priorities, resource allocations, and community actions.?
The 2017 edition of the National Preparedness Report primarily focuses on events that occurred or were reported on in 2016,
but also covers a small number of events that occurred in early 2017.

Overview of the National Preparedness Goal & System

The National Preparedness Goal (“the Goal”) describes what it means for the United States to be prepared for all types of
disasters and emergencies, whether these are natural hazards (e.g., earthquakes, hurricanes, infectious diseases), accidental
hazards (e.g., chemical spills), or human-induced threats (e.g., terrorism, cyberattacks). The Goal defines a vision for
preparedness nationwide, namely:

A secure and resilient Nation with the capabilities required across the whole community to prevent, protect
against, mitigate, respond to, and recover from the threats and hazards that pose the greatest risk.

To achieve this vision, preparedness stakeholders collectively need to effectively build, sustain, and deliver 32 “core
capabilities” identified in the Goal (see Table 1). The core capabilities are distinct, critical elements needed to achieve the
goal of a secure and resilient Nation. They are not exclusive to any single level of government or organization. The core
capabilities provide consistent, standard, national-level definitions applicable for use by the whole community. Preparedness
stakeholders—including private and nonprofit sectors, faith-based organizations, and all levels of government—can and do
use the core capabilities to align their planning, training, exercise, and resourcing efforts.

Within the Goal, the core capabilities are grouped into five mission areas:

= Prevention: Preventing, avoiding, or stopping an imminent, threatened, or actual act of terrorism or extremist violence

= Protection: Protecting citizens, residents, visitors, and assets against the greatest threats and hazards in a manner
that allows interests, aspirations, and way of life to thrive

= Mitigation: Mitigating the loss of life and property by lessening the impact of future disasters

=  Response: Responding quickly to save lives, protect property and the environment, and meet basic human needs in the
aftermath of an incident

= Recovery: Recovering through a focus on the timely restoration, strengthening, and revitalization of infrastructure,
housing, and a sustainable economy, as well as the health, social, cultural, historic, and environmental fabric of
communities affected by an incident

*The National Preparedness Report addresses several reporting requirements from The Post-Katrina Emergency Management Reform Act of 2006,
including the Federal Preparedness Report, State Preparedness Report, and Catastrophic Resource Report.

2The reader recognizes that the Federal Government may identify products it uses or that have been implemented to support its emergency
management efforts. This data is provided for informational purposes only, and the Federal Government does not endorse any non-Federal
events, entities, organizations, services, or products.


https://www.fema.gov/national-preparedness-goal

INTRODUCTION

Mi1SSION AREAS AND CORE CAPABILITIES

Table 1. The Goal outlines 32 core capabilities needed for a secure and resilient Nation. Each core capability is associated with one or more of the
five mission areas.
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INTRODUCTION

The 2017 National Preparedness Report uses the five mission areas to organize its findings and to aid readers in identifying
the sections most relevant to them. While the 32 core capabilities provide a basic nomenclature for describing the Nation’s
security and resilience posture, the mission areas provide a higher-level structure that is more reflective of the way

organizations and individuals view their role in preparedness.

To complement this organizing structure, the National Preparedness System ensures a consistent process for moving
forward with achieving the Goal. The National Preparedness System includes six components (see Figure 1):

= Identifying and Assessing Risk: Collecting information on existing, potential, and perceived threats and hazards to

assess risks

= Estimating Capability Requirements: Identifying the specific capabilities and activities needed to best address risks
= Building and Sustaining Capabilities: Determining the best ways to use limited resources to build and maintain

capabilities informed by risk assessments

= Planning to Deliver Capabilities: Coordinating preparedness efforts with all relevant preparedness stakeholders,
including individuals, businesses, nonprofits, community and faith-based groups, and all levels of government

* Validating Capabilities: Using exercises and assessments to identify gaps in existing plans/capabilities, and
implementing corrective actions to ensure continuous improvement in meeting preparedness goals

*  Reviewing and Updating: Performing regular reviews to
keep preparedness efforts up-to-date with evolving risks
and resources

Encircling these six components are three concepts critical
to successfully implementing the process. Core Capabilities
identify the distinct critical elements to build, sustain, and
deliverthrough the process. A Whole Community focus ensures
the National Preparedness System addresses preparedness
activities from a broad range of stakeholders, including all
levels of government, private and nonprofit sectors, faith-
based organizations, communities, and individuals. Finally,
the National Incident Management System (NIMS) provides
whole community partners with shared vocabulary, systems,
and processes to help successfully deliver the core capabilities.

As shown in Figure 1, the six components, while forming a cyclic
process, are also highly interconnected and interdependent.
The National Preparedness Report addresses each part of
the National Preparedness System, but plays a particularly
important role in “Validating Capabilities,” where it serves as
the principal analysis and reporting product to monitor the
Nation’s progress in building, sustaining, and delivering the 32
core capabilities.
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Figure 1. The National Preparedness System includes six
interconnected components. It outlines an organized process
for the whole community to move forward in building and
sustaining the core capabilities outlined in the Goal, and
helps ensure their successful delivery through the shared use
of the vocabulary, systems, and processes identified in NIMS.



INTRODUCTION

REPORT ORGANIZATION

Following the Introduction, the 2017 National Preparedness Report continues with the 2016 Year in Review, which highlights
real-world incidents that attracted national headlines in 2016 and serve as the basis for several of the report’s key findings.
Next, the Cross-Cutting Findings section presents four findings that use various preparedness datasets to compare
performance among all 32 core capabilities.

The main body of the report is divided into five sections, each based on one of the Goal’s five mission areas—Prevention,
Protection, Mitigation, Response, and Recovery. Each section begins with a Mission Area Overview that contains the
following components:
= Core Capabilities in Practice: Discusses the core capabilities and how they function, including examples that highlight
the connections among core capabilities
= Summary of Progress: Provides a status update on preparedness efforts for core capabilities in the mission area
= By the Numbers: Measures achievements in current programs and initiatives

*  Mission Area Snapshots: Provides short accounts of preparedness accomplishments and best practices from across
the country

*  Preparedness Indicators: Presents measures that demonstrate agency or program performance in the mission areas,
for tracking in this and future National Preparedness Reports

Subsequent to the overviews are the mission area Key Findings, each of which is an assessment of a specific area of national
preparedness within that mission area. In total, the report includes 30 key findings across the five mission areas.

The report concludes with a section on Ongoing Challenges, which identifies persistent or emerging issues that the new
Administration will likely face in each of the mission areas.

In addition, the 2017 National Preparedness Report includes five appendices:

= Appendix A: Acronym List defines the acronyms appearing in the report

= Appendix B: Research Approach describes the steps taken to ensure a comprehensive report and the criteria used to
help identify the report’s key findings

= Appendix C: 9/11 Retrospective highlights ways in which the Nation has restructured and retooled its preparedness
efforts since the 9/11 tragedy

= Appendix D: Capabilities to Sustain Selection Methodology describes the two-part analysis used to identify which of
the 32 core capabilities are capabilities to sustain

= Appendix E: Areas for Improvement Selection Methodology describes how national areas for improvement were
selected from the 32 core capabilities



5016 YEAR IN REVIEW

2017 National Preparedness Report

Eachyear, jurisdictions face threats that test their capabilities and reveal where strengths in delivering these capabilities exist
and gaps remain. In particular, major disasters and emergencies that stress the Nation’s collective abilities and resources
play an important role in assessing progress toward achieving the Goal.

This year was no exception. In 2016, the following notable incidents informed several of the report’s key findings.

Januvary 16

The City of Flint, Michigan, continues to recover from a public health crisis resulting from contamination
of its drinking water supply. Dangerously high levels of lead leached into the public water system after

-| the city switched its primary water supply in April 2014. On January 16, 2016, the State of Michigan
| received an emergency declaration underthe RobertT. Stafford Disaster Relief and Emergency Assistance
| Act (Stafford Act), which authorizes Federal aid to supplement state and local response efforts under
| certain conditions. Specifically, the emergency declaration authorized the Federal Emergency

Management Agency (FEMA) to provide water, water filters, water testing kits, and related items to

| Flintresidents. Inaddition, the U.S. Department of Health and Human Services (HHS)—the designated

lead agency for coordinating Federal support for response and recovery efforts in Flint—and other
Federal agencies have provided assistance under their existing authorities. Their efforts have been

| addressing not only the ability to access safe water (covered by the emergency declaration), but also a
| broader suite of response and recovery activities. For additional analyses on these efforts, see page 83.

A blizzard struck the Mid-Atlantic and southern New England from January 22 to 24, resulting in

< historic amounts of snowfall and crippling winter storm conditions. The blizzard covered 434,000

square miles and affected approximately 102.8 million people, with almost 24 million people
inhabiting areas that received more than 20 inches of snowfall. Governors in 10 states declared
states of emergency, and major cities such as New York and Baltimore set all-time snowfall records
(27.5inches and 29.2 inches, respectively). The blizzard highlighted recentimprovements in weather
forecasting, with forecasters able to predict the weather system responsible for the blizzard a week
in advance. In reaction, the Washington Metropolitan Area Transit Authority made the rare decision
to shut down bus and rail service in the DC region ahead of the storm. In New York City, the mayor
imposed a travel ban, which included shutting down trains and large segments of the subway system.
Even so, the storm resulted in more than 30 fatalities, caused heavy flooding along the East Coast,
stranded thousands of air travelers, and left thousands without electricity.

From March to June 2016, Texas experienced several severe storms, resulting in three presidential
disaster declarations covering 39 counties. Intense rains on April 18 in the Greater Houston region
led the National Weather Service to issue the largest flash-flood warning in at least a decade and
required more than 1,200 high-water rescues. Following the city’s worst flooding event in 15 years,

| the Mayor of Houston established a “flood czar” to oversee future flood-prevention efforts.

5
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INTRODUCTION

In 2016, California experienced its sixth consecutive year of drought, prompting the Governor
of California to issue an Executive Order on May g to further institutionalize California’s recent

! water-conservation efforts (see page 55 for additional details). The dry conditions contributed to

wildfires. Through November 26, more than 7,000 wildfires burned nearly 560,815 acres. In addition,
California faces an expanding epidemic of trees killed by drought and bark beetles (estimated at

1 more than 102 million trees since 2010), increasing public safety risks such as wildfires. To mitigate
\ these risks, the California Department of Forestry and Fire Protection has been working with

Federal, local, and utility partners to remove dead and dying trees; as of November 18, 2016, they

- have removed more than 423,000 trees that pose the greatest risk. For an analysis of additional

wildfire risk-reduction projects, see page 55.

An armed gunman attacked the Pulse nightclub in Orlando, Florida, resulting in the deadliest mass
shooting in U.S. history, with 49 fatalities and 53 injured. Response efforts to the attack provide
an example of the change in police tactics toward immediately engaging the shooter and quickly

L accessing the injured. For example, officers began evacuating victims from the scene, even though

the shooter was still barricaded elsewhere in the nightclub. For additional analysis of how recent

M cvents are providing new insights into active shooter tactics and needs, see page 75.

InJune, extreme heat struck the southwestern United States. On June 22, the peak of one heatwave,
approximately 124 million individuals were under extreme heat warnings. In July, several southern

| U.S. cities broke monthly temperature records. Extreme heat kills hundreds of individuals in the

United States each year and causes many more to become seriously ill. Scientists expect heatwaves
toincrease in severity, frequency, and duration. To help address this growing hazard, HHS's Centers
for Disease Control and Prevention (CDC), the National Oceanic and Atmospheric Administration
(NOAA), and other domestic and international partners released the National Integrated Heat
Health Information System in May 2016. The system helps build understanding and facilitate
communication and collaboration efforts to reduce extreme heat-related fatalities and illnesses.
In addition, for the first time, America’s PrepareAthon!—which supports grassroots efforts to
increase community preparedness and resilience—designated an Extreme Heat Week (from May
23 to 27). During that week, Federal departments and agencies took part in various actions (e.g.,
webinars, presentations) to raise public awareness and prepare the Nation for extreme heat.

A band of severe thunderstorms struck West Virginia, resulting in a 1,000-year rainfall event (i.e.,

a rainfall event that has a 0.1 percent chance of occurring in any given year) that produced one-

quarter of the state’s annual rainfall in a single day and left thousands stranded, 100 homes badly
damaged or destroyed, and 22 dead. The U.S. Small Business Administration (SBA) approved more

| than $47 million in low-interest disaster loans for affected residents and businesses. Nearly another

$40 million of housing and other needs assistance has gone to eligible survivors through FEMA's

1 Individuals and Households Program.



INTRODUCTION

Zika, a viral infection primarily spread by certain mosquitoes, poses serious health risks to infants
born from women infected with the virus during pregnancy. On December 31, 2015, the United
States experienced the first of many locally transmitted cases of the Zika virus in the U.S. territory
of Puerto Rico. Seven months later, on July 29, 2016, the Florida Department of Health reported
the mosquito-borne spread of Zika in a neighborhood of Miami, Florida, marking the first
occurrence of locally transmitted Zika in the continental United States. As of December 28, 2016,

i CDC reported more than 39,700 cases of Zika virus infections in U.S. states and territories, with the
| highest number of cases reported in Puerto Rico, Florida, and New York. Most cases in the
continental United States are travel-related. However, in addition to Puerto Rico and Florida,
health officials have reported local Zika transmission in Texas, the U.S. Virgin Islands, and American
Samoa. On February 23, 2016, in the absence of supplemental emergency funds, HHS
reprogrammed more than $500 million to immediately prepare for and respond to the Zika virus. In
September 2016, Congress approved $1.1 billion in Zika emergency funding to control the spread
of Zika-carrying mosquitoes, continue development of vaccines and surveillance systems, and
improve diagnostic tests. For example, given the major risks of Zika to pregnant women, CDC
quickly established pregnancy registries to capture information about pregnant women and their
infants with laboratory evidence of Zika. These registries have provided estimates of the risks of
Zika and have informed clinical guidance for the evaluation and testing of pregnant women and
infants. For additional analysis on U.S. response efforts to address the Zika virus outbreak, see page
64 and 66.

From August 11 to 13, Louisiana faced its second major flooding event of the year. Portions of the
state experienced a 1,000-year rainfall event, causing river levels to exceed record heights and
flooding in several areas for the first time. The August Louisiana floods were the worst U.S. natural
disaster since Hurricane Sandy, damaging more than 109,000 homes and causing an estimated $8.7
billion in damages. Flood insurance policyholders in Louisiana filed 26,128 claims and received more
than $2.26 billion (as of January 31, 2017). More broadly, flood insurance claims nationwide in 2016
exceeded 82,000 claims. In 2016, the National Flood Insurance Program (NFIP) experienced its third
most severe loss of record, with losses exceeding $4 billion (due in large part to the August Louisiana
floods). For additional analyses of response and recovery efforts for these floods, as well as remaining
challenges highlighted by these events, see pages 70, 84, and 87.

 From September g to 21, the Colonial Pipeline Company shut down its East Coast gasoline supply
| pipeline following the discovery of a leak in the pipeline near Helena, Alabama. This pipeline
system supplies 2.5 million barrels per day of transportation fuels to locations in the Southeast and
along the eastern seaboard (as far north as New York Harbor), and is a critical supply of fuel in many
southeastern states. In the weeks following the shutdown, the reduction in gasoline volumes led
.| to shortages in the Southeast, with retail price spikes of more than 20 cents per gallon reported
in some markets. A subsequent explosion and fire on October 31 near the site of the original leak
forced an additional closure of the pipeline. Federal agencies—including the U.S. Department of
Homeland Security (DHS), the U.S. Department of Energy (DOE), and the U.S. Department of
Transportation (DOT)—monitored both incidents, with DOE working closely with industry and
affected states to conduct modeling and analysis of the regional fuel supply situation and manage
information sharing among key stakeholders.
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INTRODUCTION

Two improvised explosive devices (IEDs) detonated (one in New York City and the other in Seaside
Park, New Jersey), with one explosion injuring more than 30 people and causing millions of dollars
of property damage. Similar to the San Bernardino and Pulse nightclub attacks, the individual
involved in these attacks appeared to have been inspired by foreign terrorist ideologies. Moreover,
these attacks reiterate the challenges of uncovering plots by lone (or small numbers of) attackers
and the need to secure high-risk chemicals that can be used to make IEDs. Federal Bureau of
Investigation (FBI) agents had investigated the man accused of planting the New York and New
Jersey bombs more than two years earlier, finding no ties to terrorism. Fortunately, increasing
awareness of |ED threats and the importance of reporting suspicious activity by the public assisted
investigators and contributed to finding other unexploded IEDs.

KrebsonSecurity.com—a popular blog focusing on online crime investigations, cyber threats and
cybersecurity, data breaches, and cyber justice—was the target of a distributed denial-of-service
(DDoS) attack. DDoS attacks prevent legitimate users from accessing information or services. A
botnet allegedly comprising more than 380,000 hacked “Internet of Things” devices—such as routers,
network-enabled cameras, and digital video recorders—was responsible for the attack, which was
among the largest DDoS attacks on record. For additional information on the growing challenge that
the Internet of Things presents to information security and cybersecurity, see page 94.

After investigating a criminal attempt at selling Yahoo! user account information, Yahoo! researchers
uncovered a data breach that had gone undetected for two years and compromised more than 5oo
million user accounts. The Chief Information Security Officer of Yahoo! announced the existence of
the breach on September 22. Nearly three months later, Yahoo! disclosed that a separate attack

- in 2013 compromised more than 1 billion accounts. Even as the Federal Government continues to

implement lessons learned from the 2015 U.S. Office of Personnel Management (OPM) breaches
(see page 38), these new discoveries and other incidents in 2016 involving critical systems—such as
attempted attacks on voter registration systems (see page 37) and holding hospital systems hostage
for ransom (see page 37)—continue to raise cybersecurity concerns.

In an above-normal hurricane season, five named storms made landfall in the United States during
2016, the most since 2008. The strongest and longest-lived of these was Hurricane Matthew,

which reached maximum sustained winds of 160 miles per hour and was a major hurricane from
September 30 to October 7. Forecasted as passing very near or over the east coast of Florida with
potentially disastrous impacts, Hurricane Matthew eventually made landfall in South Carolina on
October 8 as a category 1 hurricane. The hurricane’s path up the Southeast coast of the United
States resulted in storm surge and beach erosion from Florida through North Carolina and caused
extensive inland flooding in the Carolinas. Pre-disaster emergency declarations issued October 6 for
Florida, Georgia, South Carolina, and North Carolina authorized FEMA to mobilize equipment and
resources to anticipated affected areas. For additional analysis of how Federal agencies anticipated
and reacted to developing needs during Hurricane Matthew, see page 68.
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Dyn, a major provider of Domain Name System resolution (i.e., the computers that translate
website names into Internet protocol addresses), was subject to two large-scale DDoS attacks.
As a result, major websites such as Twitter, Netflix, Spotify, Airbnb, and The New York Times were
temporarily inaccessible to users. Similar to the September 20 attack on the KrebsonSecurity.com
blog website, a significant portion of the attack stemmed from botnets consisting of “Internet
of Things” devices, highlighting the cybersecurity vulnerabilities of these devices. Moreover, by
targeting critical cyber infrastructure, attackers can cause more harm than attacks on individual
sites or organizations.

In late October, fake 911 calls inundated several U.S. public safety answering points (PSAPs). A
teenage hacker—arrested on October 27 in Maricopa County, Arizona—had created malware
to exploit an iPhone vulnerability, forcing iPhones to place fraudulent 911 calls. The malware,
promulgated using Twitter, spread and instigated a significant DDoS attack that affected PSAPs in
12 states, including Washington, California, and Arizona.

Severe drought left the Southeast vulnerable to numerous wildfires in late 2016. At the peak of the

§ drought, more than 16.5 percent of the total area of Kentucky, Tennessee, North Carolina, Georgia,

Alabama, and Mississippi was under conditions of exceptional drought (i.e., the most intense level

B of drought), affecting nearly 6.9 million people. The drought contributed to hundreds of wildfires.

g% For example, a wildfire that ignited near Gatlinburg, Tennessee, in late November grew to become

the largest fire in the state in 100 years, resulting in 14 fatalities, at least 180 injured, and more
than 2,400 structures damaged or destroyed. Authorities evacuated more than 14,000 people
from the city. Tennessee Highway Patrol troopers conducted door-to-door canvassing to assist
with notifications and evacuations in addition to the National Guard, which used HHS emPOWER
Initiative data to rapidly identify at-risk individuals with access and functional needs.
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SUPPORTING DISASTER SURVIVORS
AND CAPABILITY DEVELOPMENT

FIRE MANAGEMENT ASSISTANCE DECLARATIONS

MAJOR DISASTER DECLARATIONS DROUGHT DESIGNATIONS

0 3

L

In 2016, Federal agencies assisted in 46
major disaster declarations across 30
states, territories, and tribes.

In 2016, Federal agencies assisted
with 50 instances of fire management
across |9 states.

DISTRIBUTION OF FEMA PREPAREDNESS (NON-DISASTER)
GRANTS BY CORE CAPABILITY, FISCALYEAR 2015

Planning

Operational Coordination

Public Information and Warning [
Forensics and Attribution |

Intelligence and Information Sharing
Interdiction and Disruption

Screening, Search, and Detection
Access Control and Identity Verification
Cybersecurity

Physical Protective Measures

Risk Management for Protection Programs and Activities

Supply Chain Integrity and Security | <$1 million
Threats and Hazards Identification

Risk and Disaster Resilience Assessment
Community Resilience

Long-term Vulnerability Reduction

Critical Transportation

Environmental Response/Health and Safety
Fatality Management Services

Mass Care Services

Mass Search and Rescue Operations
On-scene Security and Protection
Operational Communications

Public and Private Services and Resources
Public Health and Medical Services
Situational Assessment

Infrastructure Systems

Economic Recovery

Health and Social Services

Housing

<$1 million

Natural and Cultural Resources | <§1 million
$100 $200 $300 $400
Grant Dollars (Millions)
*Grant recipients use the Biannual Strategy Implementation Report (BSIR)
to track planned and actual grant expenditures, and categorize expenses
into five POETE elements. The BSIR is a snapshot of obligated funding for
the given reporting period and do not necessarily reflect grant expenditures.
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In 2016, Federal agencies assisted with
USDA-designated drought disasters
for 1,025 counties across 42 states and
territories.

In fiscal year 2016, FEMA
provided more than $2.3
billion in preparedness
grants.

In addition, HHS provided
more than $9o00 million in
public health and healthcare
system preparedness grants
to states and localities.

In fiscal year 2016, FEMA
training programs achieved
approximately 2.7 million
course completions across
all core capabilities.



The 2017 National Preparedness Report identifies four cross-cutting findings—stretching across the five mission areas—
through the evaluation of preparedness indicators (e.g., training participation, exercise frequency) that apply to all 32 core
capabilities; assessments submitted by states and territories; and analysis provided by Federal agencies.

Cross-Cutting Finding:

Environmental Response/Health and Safety, Intelligence and Information Sharing, Operational Communications,
Operational Coordination, and Planning are five core capabilities in which the Nation has developed proficiency, but in
which it likely faces a future capability gap.

Each National Preparedness Report identifies a subset of the core capabilities as “capabilities to sustain.” To be a capability
to sustain, a core capability must satisfy two conditions. First, the Nation must show proficiency in executing that core
capability. Second, there must be indications of a potentially growing gap between the demand for and the performance of
that core capability in the future.

Consistent with previous reports and with the methodology outlined in Appendix D, the 2017 National Preparedness Report
identifies the following five core capabilities as capabilities to sustain.

Environmental Response/Health and Safety

This core capability focuses on ensuring the health and safety of the public and workers, as well as the environment, from
hazards encountered during response efforts. Extensive amounts of training and exercises occur in this core capability
relative to others. Moreover, a broad range of Federal, state, and local assets exist, which support responses to thousands
of hazardous materials incidents each year. This national competency is reflected in the 2016 State Preparedness Report
results, in which states and territories rated Environmental Response/Health and Safety among the top ten core capabilities
in proficiency. Greater demands, however, may occur for this core capability in the future, since more than half of Federal
agencies playing key roles in supporting response efforts have identified this core capability as a priority in their latest
strategic plans.

Intelligence and Information Sharing

Intelligence and Information Sharing is the capacity for all levels of government and the community to communicate and
receive timely and actionable information. More than half of state and territory responses to the 2016 State Preparedness
Report indicated proficiency in this capability. In addition, the Nation has developed a number of assets to support
this capability, including FBI-led Joint Terrorism Task Forces (JTTFs), state and major urban area fusion centers, and
various information-sharing systems (e.g., Homeland Security Information Network [HSIN], TRIPwire). Technological
developments, however, require the careful balancing of intelligence collection and privacy protections (see page 39).
The emergence and growth of threats also places added demands on public- and private-sector stakeholders to share and
exchange information (see page 37). Intelligence and Information Sharing remains critical to states and territories—80
percent of which regard it as a high priority—and the capability is of growing emphasis among Federal agencies in the
Prevention and Protection mission areas.

11



CROSS-CUTTING FINDINGS

Operational Communications

This Response core capability addresses the ability of emergency responders to communicate during an incident. Fifty-
five percent of state and territory responses to the 2016 State Preparedness Report indicate proficiency in carrying out
Operational Communications, placing it in the top ten among all core capabilities. Ensuring that responders from multiple
jurisdictions and agencies can communicate on interoperable systems, however, requires sustained attention through
exercises, planning, and technological acquisitions. For example, Operational Communications is among the top five most
commonly assessed core capabilities in FEMA’s National Exercise Program (NEP). Moreover, First Responder Network
Authority (FirstNet) is engaged in a complex, long-term project to provide a single interoperable broadband network for
responders nationwide (see page 72).

Operational Coordination

Operational Coordination spans all mission areas and addresses
those actions necessary to establish and maintain a unified and
coordinated structure for operations, as well as processes to
integrate all appropriate stakeholders. In 2016, response and
recovery efforts during real-world incidents (e.g., the Zika virus
outbreak) highlighted progress among Federal agencies in
improving their coordination for incidents that do not receive
a presidential disaster declaration (see page 66). Moreover,
states and territories have consistently rated themselves
as among the most proficient in carrying out Operational
Coordination. While this remained true in 2016, comparisons
between 2015 and 2016 State Preparedness Report results
show a decline in proficiency by more than five percentage
points, signaling an increasing gap in preparedness. Nearly
18 percent of states and territories also selected Operational
Coordination as a core capability in greatest danger of future
decline (the seventh-highest result for all core capabilities).

Planning

Commonto all mission areas, the Planning core capability addresses the need for a systematic process that engages all relevant
stakeholders in the development of strategic, operational, and tactical approaches to effectively deliver core capabilities.
State and territory self-assessments continue to place Planning among the top ten ranked core capabilities every year,
with 58 percent of ratings in the 2016 State Preparedness Report indicating proficiency in Planning. Similar to Operational
Coordination, stakeholders nationwide continue to pay significant attention to Planning, as evidenced by relatively high
training and exercise participation, as well as Federal preparedness grantinvestments. In their 2016 State Preparedness Report
responses, more states and territories identified Planning as one of their most improved core capabilities than any other.
Planning requires ongoing attention as threats remain dynamic. Terrorists continue to refine ways to radicalize individuals
(see page 39), new infectious disease outbreaks can require adapting and supplementing existing approaches (see pages 64
and 66), and technology provides new threat vectors and capabilities for adversaries (see page 93).

Cross-Cutting Finding:

Cybersecurity, Economic Recovery, Housing, Infrastructure Systems, Natural and Cultural Resources, and Supply Chain
Integrity and Security remain national areas for improvement. One additional core capability—Risk Management for
Protection Programs and Activities—emerged as a new area for improvement in 2016.

The National Preparedness Report identifies a subset of core capabilities each year as national areas for improvement.
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Selection criteria for areas for improvement include the report’s key findings on preparedness; State Preparedness Report
results; data on the frequency of exercises; funding support; and future trends and drivers affecting preparedness. Appendix
E details the approach used for selecting this year’s areas for improvement.

The 2017 National Preparedness Report identifies seven core capabilities as national areas for improvement. One of these
appears as an area for improvement for the first time in the National Preparedness Report: Risk Management for Protection
Programs and Activities. The remaining six—Cybersecurity, Economic Recovery, Housing, Infrastructure Systems, Natural and
Cultural Resources, and Supply Chain Integrity and Security—have appeared in previous National Preparedness Reports. For
Cybersecurity, Infrastructure Systems, and Housing, this represents their sixth consecutive year as areas for improvement.

Cybersecurity

The Cybersecurity core capability addresses protecting
and restoring electronic communications systems (e.g.,
critical communications infrastructure), information,
and services from damage, unauthorized use, and
exploitation. Throughout 2016, public- and private-
sector organizations suffered malicious cyber activity.
Critical services in particular—such as healthcare
and law enforcement—saw increases in ransomware g e
attacks, and voter registration systems have come Pt
under threat as well. The Federal Government has
sought to address cyber threats through policies that
improve the coordination of its response and through
the application of lessons learned from previous
incidents, such as the 2015 OPM breach. The increasing
use of the collaboratively developed Cybersecurity
Framework (see page 15 for additional details) for
managing cybersecurity risks in critical infrastructure,
as well as more broadly throughout the economy and
society (including by some states and localities), has been a positive development. While states and territories continue to
indicate that Cybersecurity is a high priority, more rate themselves as lacking proficiency in it than any other core capability. See
pages 37 and 38 for additional information on these issues.

Economic Recovery

This core capability focuses on returning economic and business activities to a healthy state and on developing new business
and employment opportunities that result in economically viable communities. States and territories identified Economic
Recovery as the second lowest-rated core capability for the second year in a row, and jurisdictions also reported the largest
proficiency decreases in Economic Recovery, which dropped by 10 percent from 2012-2016.

Housing

This core capability focuses on implementing affordable and accessible housing solutions that effectively support the needs
of the whole community and contribute to its sustainability and resilience. Flooding events in 2016, such as historic summer
flooding that occurred in Louisiana, underscored the longstanding challenges the Nation has faced in meeting the housing
needs of survivors, including survivors with disabilities and others with access and functional needs. Assistance to renters
continues to be a challenge, as does the availability and rapid deployment of manufactured housing units, and the time
and additional resources that may be required to build back housing more resiliently to better prepare for the next storm.
Federal agencies have taken actions to strengthen the Housing core capability, such as the creation of updated housing
doctrine and a toolkit to help recovery stakeholders support people who may be disproportionately affected by disasters
(e.g., people with disabilities and individuals and families at risk of homelessness), but difficulties persist. Few training
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opportunities and exercises address housing, and in 2016, Housing remained among the lowest-rated core capabilities—as
states and territories reported the third-lowest levels of proficiency. See pages 87, 89, and 97 for additional information on
these issues.

Infrastructure Systems

The focus of Infrastructure Systems is on stabilizing critical infrastructure functions, minimizing health and safety threats,
and efficiently restoring and revitalizing systems and services to support a viable, resilient community. While Federal
departments and agencies took steps to address challenges to this core capability, as detailed on page 89, limited evidence
exists demonstrating that the Nation has made significant progress in this area. Aging infrastructure in many sectors
presents growing risks, as well as decreases resilience. For example, the Flint Michigan Water Contamination highlights the
growing threat to national public health from deteriorating water-line infrastructure. States and territories identified this
core capability as exhibiting below-average levels of proficiency in 2016.

Natural and Cultural Resources

Natural and Cultural Resources focuses on
protecting natural and cultural resources and
historic properties through appropriate actions

w
(2]

Operational Coordination

that preserve, conserve, rehabilitate, and restore Planning _ 28
. . . . 3
them consistent with post-disaster community &  PublicInformation and Warning _ 28
L . . 3
priorities and best practices. While governmental g Health and Social Services _ 25
and nongovernmental organizations sponsored U
.. . g Economic Recovery _ 20
forums and training events to bring greater S
attention to this capability, states and territories Housing _ 20
collectively rated it as the lowest priority across Infrastructure Systems

all capabilities. They also reported the fourth-
lowest levels of proficiency, ahead of only
Housing, Economic Recovery, and Cybersecurity.
In addition, state and local jurisdictions continue Number of 2015-2016 NEP Exercises
to infrequently exercise this capability. Despite

) I
R
)]

Natural and Cultural Resources

o

10 20 30 40

) Figure 2. In the 20152016 NEP exercise cycle, 69 NEP exercises addressed one or
the current NEP cycle’s emphasis on Recovery  more Recovery core capabilities. (Note: Counts for Operational Coordination, Planning,
core capabilities (see page 18), only seven and Public Information and Warning are specific to the Recovery mission area)

NEP exercises (out of 167) addressed this core
capability (see Figure 2).

Risk Management for Protection Programs and Activities

This core capability covers the identification, assessment, and prioritization of risks to inform protection activities, which
include continuity planning. Its first appearance as an area for improvement in the National Preparedness Report is driven
by state and territorial self-assessments of proficiency. The percentage of non-proficient ratings for this capability was the
fifth-highest across all core capabilities. Risk Management for Protection Programs and Activities also fell in the bottom
25 percent of capabilities that state and local jurisdictions reported exercising in the past five years, and few NEP events
tested the capability in 2016. Moreover, there was little evidence that the Nation has made progress toward validating and
evaluating progress in this capability over the past year. One exception is the growing use of the Cybersecurity Framework.
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CROSS-CUTTING CASE STUDY:
CYBERSECURITY RISK MANAGEMENT

Since its publication in February 2014, the Cybersecurity
Framework has become the leading management tool in
the United States for assessing cyber risks and prioritizing
appropriate policies and actions. The Framework—
developed out of a year-long collaborative process led

by the National Institute of Standards and Technology
(NIST), with the active involvement of thousands of
experts from the private sector, DHS, and many others—
identifies existing cybersecurity standards, guidelines,
frameworks, and best practices that increase cybersecurity
across all sectors and industry types. It provides a flexible,
repeatable, and cost-effective risk-based approach to
implementing security practices. According to Gartner

(an information technology [IT] research company), 30
percent of U.S. organizations have used the Cybersecurity
Framework in the first two years since its release, with that
number projected to increase to 5o percent by 2020.

Supply Chain Integrity and Security

CrROSS-CUTTING FINDINGS

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

The Cybersecurity Framework

Cybersecurity Means Business

This core capability deals with strengthening the security and resilience of the supply chain. States and territories reported
relatively low levels of proficiency for this capability, with more than a third of all State Preparedness Report ratings indicating
that respondents are not able, or minimally able, to meet their performance targets. In addition, the capability fell in the
bottom 25 percent of capabilities that were included in 2016 NEP exercises. State and local jurisdictions also completed
relatively few FEMA-sponsored in-person training courses focused on Supply Chain Integrity and Security. Use of larger,
more-complex networks of global suppliers, as well as growing dependence on IT systems, places some supply chains at
increasing physical (e.g., counterfeit parts) and cyber (e.g., malware) risk.
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Cross-Cutting Finding:

States and territories reported similar levels of capability compared to 2015, highlighting that larger-scale preparedness
investments are necessary to drive major improvements on an annual basis; since 2012, states and territories reported
proficiency increases in the Mitigation mission area, but proficiency decreases in the Prevention, Protection, and
Recovery mission areas.

Each year, through the State Preparedness
Report, states and territories self-assess their State and Territory Self-Assessment of Preparedness Capability,
ability to achieve targets they establish for e
o . Based on State Preparedness Report Results
each core capability through an annual risk

assessment process. In the State Preparedness <o CUtting {"; Pt

Report, they use a 5-point rating scale—with Prevention #2?%

a 5 being the highest—to assess each of T 3%

these core capabilities in five areas: Planning, g

Organization, Equipment, Training, and Mitigation S augs !'?,go%

Exercises. Capabilities change slowly over time; Response P ‘-g;’%,ﬂ

therefore, year-over-year changes in capability Recovery B L o7

ratings are typically small. In 2016, states and

territories reported their strongest proficiency i = s 75% o
ratings (indicated by the percentage of 4 and Percentage of State/Territory Responses Indicating Proficiency

5 ratings) in the cross-cutting core capabilities

(i.e., Planning, Operational Coordination, and Figure 3. States and territories reported the highest capability ratings in the cross-
Public Information and Warning) and Response cutting core capabilities and those within the Response mission area.
mission area and their lowest proficiency ratings

in the Recovery and Protection mission areas. State and territory capability levels for each mission area remained consistent

with prior years, including with 2015 results (see Figure 3).
Figure 4 shows the breakdown of proficiency scores by core capability. Jurisdictions generally identified the same core
capabilities as strengths and weaknesses as they did last year. Modest changes from 2015 include:

= Capability Strengths: Fire Management and Suppression replaced Threats and Hazards Identification in the top ten
capabilities with the highest proficiency ratings.

= Capability Weaknesses: Infrastructure Systems and Forensics and Attribution replaced Supply Chain Integrity and
Security and Physical Protective Measures in the bottom ten capabilities with the lowest proficiency ratings.
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2016 State and Territory Capability Levels

Based on State Preparedness Report Results

Public Information and Warning  |gAZ3 1%
Operational Coordination  EEZ) 30%
On-scene Security, Protection, and Law Enforcement
Planning  JEXSZ 2%
Environmental Response/Health and Safety [JEERLS 31%

Public Health, Healthcare, and Emergency Medical Services 343 % 57%
8% EYAL) 55%

Operational Communications

Situational Assessment 32 9%
Intelligence and Information Sharing
Fire Management and Suppression 14% 36% 50%
Threats and Hazards Identification 16% (323 48%
Critical Transportation
Mass Search and Rescue Operations 20% 35% 45%
Community Resilience 22% 4% 44%
Risk and Disaster Resilience Assessment
Interdiction and Disruption 21% 38% 41%
Long-term Vulnerability Reduction 24% (%) 40%
Screening, Search, and Detection
Physical Protective Measures 24% 41% 35%
Mass Care Services 25% 41% 35%
Logistics and Supply Chain Management
Supply Chain Integrity and Security 35% 1% 34%
Infrastructure Systems 28% 8% 34%
Fatality Management Services
Access Control and Identity Verification 35% 2% 33%
Forensics and Attribution 25% 43% 32%
Health and Social Services
Risk Management for Protection Programs and Activities 32% 8% 30%
Natural and Cultural Resources 43% 28% 29%
Housing
Economic Recovery 50% % 17%
Cybersecurity 49% VAL 13%
0% 25% 50% 75% 100%

Percentage of Ratings Based on 5-point Scale (5 = Highest Rating)
B Rating1-2  ®WRating3  WRating4-5

Figure 4. States and territories reported the highest capability ratings in Public Information and Warning and the lowest capability ratings in
Cybersecurity and Economic Recovery.

Since 2012,states and territories have reported proficiency increases in the cross-cutting capabilities and the Mitigation
mission area. They have reported proficiency decreases in the Protection, Prevention, and Recovery mission areas. The
Response mission area ratings have remained essentially unchanged. At the core capability level (see Figure 5), jurisdictions
have reported the largest proficiency increases in Public Information and Warning (11 percent since 2012) and Environmental
Response/Health and Safety (eight percent since 2012). Jurisdictions reported the largest proficiency decreases during this
period in Economic Recovery, which dropped by 10 percent, and Forensics and Attribution, which dropped by eight percent.
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Changes in State and Territory Proficiency Levels,
2012-2016

Based on State Preparedness Report Results

Public Information and Warning
Environmental Response/Health and Safety

I 1%
I 8%

Community Resilience I s
Operational Coordination I %
Threats and Hazards Identification I 5%
Planning I

Infrastructure Systems B %

Long-term Vulnerability Reduction N %

On-scene Security, Protection, and Law Enforcement I ;%

Access Control and Identity Verification I ;%
Screening, Search, and Detection Bl ;%
Physical Protective Measures B %
Intelligence and Information Sharing M %
Natural and Cultural Resources 1 1%
Public Health, Healthcare, and Emergency Medical Services | 0%
Logistics and Supply Chain Management 0% |
Risk and Disaster Resilience Assessment 0% [
Mass Search and Rescue Operations -1%
Fatality Management Services 1% B
Mass Care Services 1%
Situational Assessment 2% [l
Operational Communications 2% N
Supply Chain Integrity and Security -3% [
Cybersecurity -3% [
Risk Management for Protection Programs and Activities -5% [
Interdiction and Disruption -5% [
Health and Social Services -6% I
Critical Transportation -7% I
Housing -7%
Forensics and Attribution -8% NN
Economic Recovery -10% I
-15% -10% -5% 0% 5% 10% 15%

Difference in Percentage of 4 or 5 Ratings Based on 5-point Scale

(5 = Highest Rating) from 2012-2016

Figure 5. Since 2012, states and territories have reported rating increases in 15 core capabilities and rating decreases in 16 core capabilities.

Cross-Cutting Finding:

Exercises conducted under NEP tested all 32 core capabilities, and especially highlighted improvements and lessons
learned for Intelligence and Information Sharing, Public Information and Warning, and Operational Coordination, as well
as core capabilities in the Recovery mission area.

FEMA's NEP serves as the Nation’s principal mechanism for testing national preparedness through exercises. Operating in
two-year cycles, the program features a progressive series of exercises that culminates in a full-scale, national-level,
capstone exercise. Each cycle focuses on testing a particular set of strategic priorities, providing a consistent method to
validate the capabilities of Federal and non-Federal partners, and gauge progress toward reaching the Goal.
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National Exercise Program Capstone Exercise 2016

From April 25 to May 17, 2016, Federal agencies and partner organizations conducted the National Exercise Program
Capstone Exercise 2016 (“Capstone 2016”), the culminating exercise for the 2015-2016 NEP cycle. Capstone 2016
examined the ability of senior Federal leaders and key partners to share and act upon information to achieve
common and accurate situational awareness, inform crisis action planning, and establish priorities for life-saving
and life-sustaining operations in response to a credible threat. Federal departments and agencies organized large-
scale activities to defend the homeland and save lives in the face of a weapon-of-mass-destruction (WMD) threat
to the Nation’s capital, but confronted challenges in situational awareness, public communications, and operational
coordination. Federal agencies as a whole lacked consistent situational awareness. At times, the full intelligence
and threat picture needed for adequate interagency coordination was known only by a limited number of executive
branch leadership and staff. As the Federal Government coordinated its strategic, operational, and tactical activities
to respond to the WMD threat, a lack of pre-designated authorities hindered communications with the public and the
Federal workforce. Overall, Capstone 2016 reinforced the need to build mechanisms for shared situational awareness
in a complex threat environment and for continued comprehensive government-wide planning to strengthen
interagency operational coordination.

While the Response mission area remained the most frequently exercised mission area, the other mission areas received
increased attention in the 2015-2016 exercise cycle. For example, 41 percent of NEP exercises addressed one or more
core capabilities in the Recovery mission area, compared to 27 percent in the 2013—2014 cycle. In 2016, NEP conducted 98
exercises across the country (see Figure 6), which in total tested all 32 core capabilities.

-

|

&
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Murmber of MEP Exercises

Adalea

Figure 6. In 2016, NEP exercises across the country tested all 32 core capabilities and addressed a variety of threats and hazards, including active

shooter situations, cyber-attacks, and natural disasters.

Based on 2016 exercises, NEP identified 12 findings associated with the current cycle’s strategic priorities, each of which
aligns to one or more core capabilities (see Table 2).
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Table 2. Based on 98 exercises conducted in 2016, NEP identified 12 findings that align to the current cycle’s strategic priorities.

Relevant Core
Capabilities

Findings

Priority 1: Exchange intelligence, information, data, or knowledge to enable timely and informed decision-making
prior to and during an incident that threatens the security of the Nation.

= Increased understanding of information sharing protocols and procedures across jurisdictions and
with whole community stakeholders remains an outstanding need, particularly for classified or

Intelligence and . .
9 sensitive information.

Information Sharin - , . . . N
9 =  Pre-existing relationships and networks effectively strengthened prevention and mitigation

efforts during an incident.

Priority 2: Identify threats and hazards and share prompt, reliable, and actionable risk information with the public,
including actions to be taken and assistance made available during the onset of any hazard that threatens the
security of the Nation.

= Bringing together a broad range of stakeholders prior to an incident to discuss public messaging
methods helps ensure the development of more accessible and actionable messages to the whole

Public Information and community, such as messages that are linguistically and culturally appropriate.

Warning = By designating a single agency as responsible for developing and disseminating coordinated

messaging, law enforcement and emergency response agencies were able to disseminate

consistent and regular messaging to dispel public fear.

Priority 3: Establish and maintain a unified and coordinated operational structure and process, capable of identifying,
prioritizing, and delivering resources across all hazards and lead-Federal agency authorities, including catastrophic
incidents where a Stafford Act declaration is not likely and domestic response to foreign nations overwhelmed by a disaster.

= Insufficient understanding exists among state and local governments, tribal nations, and Federal
agencies regarding roles and responsibilities during non-Stafford Act incidents.

= Responders have difficulty establishing unified command and coordinating an effective
interagency response.

= Responders and incident commanders need further training in using the Incident Command

Operational System.

Coordination . -
=  State and local responders are not adequately trained to operate key situational awareness

systems and software platforms during incident response.

= Threat- and hazard-specific response plans are beneficial, and emergency managers and
responders should familiarize themselves with these plans.

= An effective incident response is tied to effective operational communications.

Priority 4: Establish and maintain plans, authorities, responsibilities, and coordination capabilities that support the
recovery of local communities affected by catastrophic disasters.

= NEP exercises reinforced the value of engaging and integrating whole community stakeholders in
pre-incident planning.

= Increased representation of faith-based, nonprofit, and private sector partners in preparedness
activities (e.g., pre-incident planning efforts, training, exercises) is desirable, as emergency
managers rely heavily on these partners to supplement government efforts to engage with
individuals with disabilities and others with access and functional needs, and ensure support
reaches all affected survivors.

Recovery Core
Capabilities
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PREVENTION

Mission Area Overview

-

Focused on ensuring the Nation is optimally prepared to avoid, prevent, or stop an imminent terrorist attack within the United States

B CORE CAPABILITIES IN PRACTICE I

The Prevention mission area focuses on ensuring the Nation is prepared to avoid, prevent, or stop an imminent terrorist
attack within the United States. The National Prevention Framework (“Prevention Framework”) describes seven Prevention
core capabilities, including how they interact during an imminent threat.

Being prepared to prevent a terrorist attack in the United States begins with Intelligence and Information Sharing, which is
the ability to develop situational awareness on the actor(s), method(s), means, weapon(s), or target(s) related to animminent
terrorist threat within the United States. Once an imminent threat has been identified, local, state, tribal, territorial, and
Federal partners conduct Planning activities to develop appropriate courses of action to prevent the attack. Actions include
Screening, Search, and Detection operations to effectively identify and locate terrorists and their means, methods, and
weapons, as well as subsequent Interdiction and Disruption operations

to help thwart emerging or developing terrorist plots and neutralize CoRE CAPABILITIES IN THE
terrorist cells, operatives, and operations. While executing these

operations, law enforcement officials use Operational Coordination to PREVENTION MISSION AREA
establish and maintain a unified and coordinated operational structure -
and process that integrates all relevant stakeholders. Law enforcement
officials also conduct their activities in a manner that preserves evidence
and the Federal Government'’s ability to prosecute those who violate the
law. Forensics and Attribution activities are essential toidentify terrorist
actors, co-conspirators, and sponsors, and prevent initial or follow-on
attacks. Throughout the entire sequence of activities, officials provide
Public Information and Warnings to share prompt and actionable
information with the public and other stakeholders, as appropriate.

Forensics and Attribution

= Intelligence and Information Sharing
= Interdiction and Disruption

=  Operational Coordination

=  Planning

= Public Information and Warning

= Screening, Search, and Detection

While much of the work in the Prevention mission area is classified in nature, the following examples highlight publicly
shareable actions taken in 2016 to improve preparedness that demonstrate the relationship among select core capabilities
in the Prevention Framework:

O Forensics and Attribution
The DHS Science and Technology Directorate, in collaboration with the Massachusetts Institute of Technology, developed
video forensic tools that enhance the ability of law enforcement and security personnel to rapidly analyze video feeds to
conduct unique and specific security assessments for threat indicators and other suspicious behaviors. Amtrak and 