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DEFENDING AMERICA IN CYBERSPACE

Cyberattacks can cripple institutions from within without leaving a trace. In May 2021, Americans were left
sitting in long lines at gas stations following a Russian-based ransomware attack that temporararily shut down
Colonial Pipeline, an East Coast fuel pipeline.! This attack is only one of the recent high-profile cyber offensives,
which pose a “grave” danger to national security.?

BACKGROUND

e A cyberattack occurs when an unauthorized user accesses confidential information systems, when system
integrity is compromised by unauthorized data manipulation, or when system access is broken by blocking
authorized users.® A cyberattack may result in theft or manipulation of intellectual property, confidential
plans, or personally identifiable information (PI1), to name a few.* These attacks are costly to both the direct
and indirect parties involved.® Two of the most dangerous attacks include:

» Advanced Persistent Threat (APT): These attacks use continual and stealth hacking methods to gain
access to a system. Once in the system, the goal is to remain inside and undetected for an extended
period in order to gain unauthorized information. These attacks are more often carried out against high-
value tazgets due to their laborious nature. They are often, but not exclusively, launched from foreign
sources.

» Ransomware: This is malicious software designed to encrypt data files in order to prevent use of data.
Then, the cyberattackers require a ransom in exchange for decryption. This ever-evolving techology has
been used against governments and critical infrastructure organizations. In 2019, ransomware attacks
cost the global economy $11.5 billion and are projected to cost $20 billion in 2021.” The Cybersecurity
and Infrastructrue Security Agency (CISA), the Federal Bureau of Invesigation, and the U.S. Secret
Service provide resources on preventing and addressing ransomeware attacks.®

e Cyberattacks threaten U.S. critical infrastructure and are growing in sophistication. There are 16 critical
infrastructure sectors identified by CISA“whose assets, systems, and networks...are considered so vital to the
United States that their incapacitation or destruction would have a debilitating effect on security, national
economic security, national public health or safety, or any combination thereof.”® These sectors span across
healthcare, manufacturing, financial services, government, transportation, and others that impact Americans
every day. Each of these sectors is assigned a federal agency to serve as a partner within the federal
governmen(t), known as a Sector Risk Management Agency, with the goal of ensuring security and
resiliency.!

e Cyberattacks by foreign adversaries are a threat to national security. China, Russia, Iran and North Korea
represent the most active foreign adversaries with the most sophisticated technologies and techniques. China
and Russia consistently demonstrate their willingness to launch attacks on public and private sectors in the U.S.
to serve their national interests.!

» China notably leverages “increasingly sophisticated” cyberattacks against the U.S. in order to steal data,
intellectual property, or PI1.32 The U.S. Intelligence Community’s 2021 Annual Threat Assessment
reports, “China presents a prolific and effective cyber-espionage threat, possesses substantial




cyberattack capabilities, and presents a growing influence threat.”*3 For example, China was attributed
with a July 2021 cyberattack against the Microsoft Exchange server which resulted in theft of trade
secrets, intelletual property, and other information from several companies and organizations.'*

> Russia views cyberattacks as a tool to deter opponents, control escalation, and prosecute conflicts.*
According to the 2021 Annual Threat Assessment, “Russia continues to target critical infrastructure,
including underwater cables and industrial control systems.”'® Notably, the Russian Foreign Intelligence
Service launched a cyberattack against SolarWinds in 2019, which allowed hackers to spy on the U.S.
Government and private companies at an unprecedented scope, scale, and level of sophistication.'® The
full impacts of the attacks are still being assessed.

The U.S. Government works to defend America from threats in cyberspace:

U.S. Cyber Command (CYBERCOM) is the Department of Defense’s (DoD) unified military command for
cyber operations against American adversaries.*®
» CYBERCOM began full operation in May 2010. Its goal is to “direct, synchronize, and coordinate
cyberspace planning and operations to defend and advance national interests.”?° CYBERCOM is
directed to secure military capabilities in cyberspace by securing DoD information systems, supporting
cyberspace operations, and defending against cyberattacks.?!
» CYBERCOM'’s Cyber Mission Force (CMF) unit was established in 2012 to execute missions and
coordinate operations.?? CMF consists of 133 teams which were fully operational by May 2018.%

The Cybersecurity and Infrastructure Security Agency (CISA), within the Department of Homeland
Security (DHS), is the U.S. home base for defending against cyber threats and collaborating with the private
and public sectors to secure critical infrastructure.?*
» CISA is responsible for securing ‘.gov’ networks as well as COVID-19 supply chains and elections.
» CISA coordinates security efforts with trusted partnerships in public and private sectors. It is at the
center of collective defense of critical infrastructure in the U.S. CISA is responsible for helping both
private and public sectors to understand and manage cyber risks.?

POLICY SOLUTIONS

Congress and security leaders must work to preserve the integrity of U.S. critical infrastructure in the complex
domain of cyberspace in order to preserve national security. Congress should conduct oversight and assess the
needs of DoD’s and DHS’s efforts to defend the U.S. from foreign and domestic threats in cyberspace.

« The Government Accountability Office (GAQ) highlights four major areas of vulnerability across the federal

government that need improvement, including: (1) establishing and implementing a comprehensive
cybersecurity strategy and performing effective oversight, (2) securing federal systems and information, (3)
protecting cyber critical infrastructure, and (4) protecting privacy and sensitive data.” Cyber and information
security has been included in GAO’s annual High-Risk List report since 1997 including the most recent report
from 2021.%

The federal government does not have uniform, defined standards of cybersecurity across the federal
government. Congress could establish a uniform standard.?” Congress could also evaluate current
cybersecurity requirements across the government to ensure the requirements are simple and unified, so
legislators can properly provide oversight.?®
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