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CHAPTER 6, PART 1
VULNERABILITY SCAN PROCEDURES

1 BACKGROUND

Global network connectivity is commonplace for information
exchange and is crucial for conducting many everyday operations.
However, the benefits can be overshadowed by the increase in
network vulnerabilities. The number of Information Technology (IT)
related incidents that have occurred in the past year, along with
the increase and complexity of threats, requires that USDA take
their security protection measures seriously. Networks and
information technology resources are continually vulnerable to
illegal/ malicious activity or exploitation by internal and external
sources.

Vulnerability Scan Procedures are a critical component of the
Overall Security Protection Plan within the Department. Regular IT
inventories and vulnerability scans have proven to be an effective
tool in combating IT incidents and exploits of USDA information
assets. The purpose of this document is to establish the policy and
procedures for the inventory and vulnerability scans of all USDA
managed networks, systems, and servers.

2 POLICY

All USDA agencies and mission areas will establish and implement
the following procedures for accomplishing vulnerability scanning of
all networks, systems, servers, and desktops for which they have
responsibility. Each agency/mission area will report to CS all Critical
Vulnerabilities (High and Medium) found as a result of the scan.
Internet Security Systems (ISS) Internet Scanner software will be used
to scan networks, systems and servers that will be obtained from the
Department-wide Contract Vehicle established for this purpose. The
ISS Software already classifies the vulnerabilities into high, medium
and lows with default values from the vendor. Vulnerability Scans
are to be performed on a monthly basis for all existing and new
networks, systems, servers, and desktops by duly authorized users in
accordance with established procedures. Cyber Security also
requires that Discovery Scans be performed monthly to ensure that
there are no “unauthorized devices” on agency networks.
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Agencies will run scans inside USDA using USDA owned IP addresses,
unless they have an approved exception to deviate from this

policy. Physical or electronic inventories can be done of network,
systems, servers, and workstations. However, electronic inventories
are preferable. Each agency will designate authorized personnel to
conduct software scans. All authorized users will be trained in the
use of the scanner software prior to conducting any internal or
external scans and will notify the CS before running scans. The
National Intrusion Detection System (IDS) managed by CS detects
all scans whether they originate externally or internally.
Agencies/staff offices will identify the range of Internet Protocol (IP)
addresses to be scanned and the IP address of the platform being
used to launch the scan. Agencies and staff offices will not attempt
to scan networks, systems, servers or desktops for which they are not
responsible.

Agencies and staff offices will produce and retain inventory and
vulnerability scan reports for all scans conducted in compliance
with agency record management guidelines. The Monthly Scan
Certification form, Appendix B, will be completed by the agency
ISSPM and sent to CS at the end of each month. Critical
vulnerabilities are those that have the potential to disrupt the
operation of networks, servers and desktops used to transport USDA
data. A summary of the vulnerabilities identified will be provided
to the agency Chief Information Officer (CIO) for review to ensure
that corrective action plans are developed within 30 days and
implemented for critical vulnerabilities identified. A Plan of Action
and Milestones (POA&M) will be developed in according with
Federal Information Security Management Act (FISMA) reporting
requirements for any unresolved critical vulnerabilities existing for
more than 30 days from the date of the scan. Agencies do not
need to request exceptions for “false positives”.

Policy Exception Requirements — Agencies will submit all policy
exception requests directly to the ACIO for Cyber Security.
Exceptions to policy will be considered only in terms of
implementation timeframes; exceptions will not be granted to the
requirement to conform to this policy. Exceptions that are
approved will be interim in nature and will require that each
agency report this Granted Policy Exception (GPE) as a Plan of
Action & Milestone (POA&M) in their FISMA reporting, with a GPE
notation, until full compliance is achieved. Interim exceptions
expire with each fiscal year. Compliance exceptions that require
longer durations will be renewed on an annual basis with a
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updated timeline for completion. CS will monitor all approved

exceptions.

3 RESPONSIBILITIES

a The Associate Chief Information Officer for Cyber Security will:

)

(2)

3

4)

®)

(6)

Provide customer support to agencies and staff offices
in obtaining Internet Security Scanners, Scanning
Software and Keys from the USDA Enterprise License
Contract.

Assist agencies/staff offices in obtaining training on the
use of scanning equipment on their networks, systems,
and servers;

Provide technical guidance in scanner use to agencies
and staff offices, as required, after training
of authorized users has taken place,;

Conduct oversight reviews of agencies and staff offices
to review vulnerability reports and corrective actions
taken to ensure that networks, systems, and servers are
protected in accordance with this policy; CS also
reserves the right to review Discovery Scans;

Monitors Scan Certification forms to ensure that
agencies and staff offices comply with this policy; and

Review all exceptions requesting exceptions to this
policy

in a timely manner and coordinate the response to the
agency with the Associate CIO for IRM.

b The Associate CIO for Information Resources Management

IRM) will:

)

Support the policy and procedures contained in this
chapter to ensure that appropriate security protection
is provided to all USDA managed networks, systems
and servers; and
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Receive, review and coordinate a response with the
Associate CIO for Cyber Security to any exception
requests for exceptions to this policy.

Agency Chief Information Officer will:

(1)

(2)

3

4)

®)

(6)

(")

Implement and enforce this policy and procedures
within all internal agency/staff office activities who are
responsible for network, systems, workstations, and
servers;

Ensure that all agency/staff offices order and use the
Internet Security Scanner software and keys in
conducting internal and external scans on a monthly
basis and that inventories of networks, systems, servers,
software and Internet Protocol (IP) addresses are
maintained;

Designate and notify CS of personnel authorized to
conduct agency/staff office scans; ensure that these
personnel are trained; notify Cyber security prior to
conducting any scans;

Review Scan Certification information on a monthly
basis to ensure that critical vulnerabillities identified are
corrected in a timely manner,

Provide a completed Scan Certification Report
(Appendix B) to CS for all agency systems and desktops
scanned on a monthly basis;

Submit a exception package, including a strong
justification, for all critical vulnerabilities when
corrective actions are not taken and forward to the
Associate CIO for IRM for review and action; and

Take necessary action to archive IP addresses, IT
equipment inventory and vulnerability reports in
compliance with agency records management
guidelines.
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The agency Information Systems Security Program Managers
(ISSPM), Systems/Network Administrators or Authorized Users
will:

(1) Assistin performing monthly inventories and
vulnerability and discovery scans of all agency/staff
office managed networks, systems, workstations, server,
and desktops as the authorized user;

(2) Assistin performing vulnerability scans of all new
systems, network, or servers prior to production
deployment and to existing systems after major
changes are made;

(3) Assistin producing/updating inventory and vulnerability
reports for all agency/staff office managed networks,
servers, software and IP addresses on a monthly basis;

(4) Complete the Scan Certification (Appendix b) on a
monthly basis for all agency systems and desktops;

(5) Forward the report to the agency Chief Information
Officer for review and further action; and

(6) Document the status of actions taken by all Authorized
Users to mitigate vulnerabilities identified or prepare a
written exception package with a strong justification to
agency/staff office IT Manager/CIO for actions not
taken.

(7) Update quarterly POA&Ms in accordance with Federal
Information Security Management Act (FISMA)
reporting requirements with any unresolved critical
vulnerabillities existing for more than 30 days from the
date of the scan.

Agency System/Network Administrators (not Authorized Users)

(1) Deploy new systems into production or operational
status only after critical vulnerabilities are resolved
through security mitigations or accreditation by the
Designated Accrediting Authority (DAA)/agency CIO;
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Apply patches or fixes to agency/staff office managed
networks, systems, servers, and desktops in a timely
manner as appropriate;

Keep a written record of all patches and fixes applied
to agency/staff office managed networks, systems,
and desktops, including the version and date; Cyber
Security reserves the right to verify all written records of
system/network/server patches;

Collaborate with the ISSPM/Authorized Users in ensuring
that IP Address updates, inventory of IT equipment and
vulnerability scans are conducted/updated on a
monthly basis; and

Assist the ISSPM/Authorized Users in ensuring that
mitigation actions are taken promptly for all critical
vulnerabilities or that a persuasive and cogent written
justification is provided to agency CIO for actions not
taken.

-END-
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Overview of Internet Scanner

Introduction

Internet Scanner is a vulnerability assessment product that analyzes the security of
devices on an enterprise-wide network, checking for vulnerabilities on routers, Web
servers, Unix servers, and Windows servers, desktop systems, and firewalls.

Internet Scanner can be used on all TCP/IP-based networks, networks connected to
the Internet, and on stand-alone networks and machines.

This user’s guide will provide the basic steps in the basic installation and operation
of the Internet Scanner 7.0. If you require more detailed information, please refer to
the PDF document entitled “Internet Scanner User’s Guide”, provided by Internet
Security Solutions (ISS).

Benefits of Internet Scanner
There are many benefits that Internet Scanner provides. Some include:

e Internet Scanner performs the widest variety of vulnerability detection,
ranging from gathering information to finding vulnerabilities.

e Internet Scanner finds vulnerabilities much as an intruder would, by
examining network devices, services, and interrelationships.

e Internet Scanner provides detailed information about each vulnerability, such
as the vulnerable host, description, and corrective actions.

e Internet Scanner also provides different levels of reporting for different
audiences, such as illustrated management reports. Other reports include the
Summary and Detailed Host Vulnerability reports for administrators.
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Internet Scanner Architecture

Internet Scanner is divided into two areas of functionality:

e The Console — a collection of tools used to control the Internet Scanner
Sensor locally. It also provides stand-alone reporting and policy editing.

e The Sensor — scans devices connected to the network by using vulnerability
checks that attempt to detect known security issues.

The Internet Scanner Console

There are seven major components of the Internet Scanner console. They are:

Component Description

Client — Scanner GUI | Controls the sensor and scan options from a GUI front end.

Scanner_Console.exe

Client—-7.0 Controls the sensor and multiple scan options from the
CLI/Engine Manager | command line for scheduling and scripting.

EngineMgr.exe

Client —6.2.1 CLI Provides backward compatibility to support custom scripts
written to control older versions of Internet Scanner.

ISS_WInNT.exe

Policy Editor Used to customize policies.

CPE.exe

Policy Migration Used to migrate custom policies from Internet Scanner
6.2.1

PolicyMigration.exe

X-Press Update Used to download and install updates to the current version

Installer of Internet Scanner

XpressUpdate.exe

Report Engine Runs reports in various formats based on vulnerability
scans.

ReportEngine.exe
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The Internet Scanner Sensor

There are six major components of Internet Scanner Sensor. They are:

Component

Description

Scan Controller

ISSDaemon.exe

Directs job requests to the appropriate sensor
components.

Database

Scan7db.mdf

Stores scan results

Flex Checks

FlexCheck.exe

The engine responsible for running custom
vulnerability checks.

Discovery

Discovery.exe

The engine responsible for enumerating live hosts.

OS Identification

Discovery.exe

The engine responsible for identifying remote
operating systems. Part of Discovery.

Assessment Checks

Builtin MicroEngine.exe
Plugin MicroEngine.exe

Engines responsible for checking for specific
vulnerabilities.

SiteProtector and Distributed Scanning Solutions

Internet Scanner incorporates native support of SiteProtector, and allows Internet
Scanner to be centrally managed. USDA'’s enterprise licenses for Internet Scanner
also includes the SiteProtector license. Please contact your ISSPM for a license

key.

This user guide does not cover using SiteProtector with Internet Scanner. For more

information on Site Protector and Internet Scanner, please see the “Internet Scanner

User’s Guide”, provided by ISS.
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Installing Internet Scanner

Requirements for Installation

These items are required when installing Internet Scanner.

Item Minimum Requirement
Processor | 600 MHz Pentium I
Operating e Windows NT 4.0 Workstation with Service Pack 6a SRP
System e Windows 2000 Professional with Service Pack 3.
¢ Windows XP Professional Service Pack 1

The installation of Internet Scanner is not supported on Windows NT

4.0, Windows 2000 or Windows 2003 servers.
Other e Microsoft Internet Explorer 5.5 SP2 or later required to run
software HTML Help.

e Adobe Acrobat Reader 4.x or later is required to view the PDF
files in the Manuals folder.

e For reporting purposes, a printer driver is required on the
computer running Internet Scanner. The Generic/Text only
printer driver is sufficient.

Memory 256 MB
Hard disk e 315 MB for installation from CD ROM
e 345 MB for installation from file.

NTFS file partition required.
User Local or domain administrator.
privileges
Database | Microsoft SQL Data Engine (MSDE) 2000 Service Pack 3.
Microsoft | Version 2.7
MDAC

A-4
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Steps for Installing of Microsoft SQL 2000 Desktop Engine
(MSDE)

Step 1. From the CD, Shared Drive or your hard drive, double-click on the
SQL2KdeskSP3a.exe exe icon to launch program.

X
'lfr

eﬁan:k - x_/'l Lﬁ /'__\J Search i Folders -
I’\;) D v| Go

Files Currently on the CD

2 = H

© 031007_0825 (D:) =]
File Edit Wiew Favorites Tools Help ;

Address

install msde IS70 1S_1G_7.0.pdf IS_UG_7.0....
sp3

=

155 Roles and iss.key SQL2KDesksP
Responsibili. .. 3

Step 2:
Click “I Agree” under the license agreement.

License Agreement

MICROS0OFT SGEL SERYVER 2000 DESKTOP ENGIME
["MSDE") SERWICE PALCK 3 B
SUPPLEMEMTAL END LISER LICENSE

AGREEMENT FOR MICROSOFT SOFTWARE

IMPORTAMT: READ CAREFULLY. The Microzoft
Corporation ["'Microsoft”] software components which
vou are about to install, including any "onling’’ or
electonic documentation and associated media
["'Technology"'). are subject to the terms and conditions
of the end uzer licenze agreement [ Applicabla ELLA"
under which you have validiy licensed the applicable
zoftware product ["Software"] identified below az well
a3 the terms and conditions of this Supplemental End
User Licenze Agreement ["Supplemental EULA"), To
the extent any terms in this Supplemental EULA conflict
with terms in the Applizable ELLA, the terms of thiz et

Cancel

A-5
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Step 3:
Choose an installation folder. Default is c:\sql2ksp3. Click Continue when
finished.

Installation Folder E|

Fleaze enter the falder where the files should be unpacked.
If the folder does not eist, you will be prompted to create it.

Installation Falder
C: 3

Browse. ..

Continue | Cancel

Step 4:
For “The specified folder does not exist. Create it?” Click Yes.

PackageForTheWeb

The specified output folder does not exist. Create it?

.................................

fes Mo

.................................

You should see the installation process proceed with this window.

Feading package...

¥

Cancel

Step 5:
After installation is complete, please to go a command prompt or MS-DOS prompt.
You can reach this by going to Start|Run, and type “cmd” in the open window.

A-6
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Step 6:
Once at command prompt, please type:

C:\>cd sql2ksp3

C:\sql2ksp3>cd MSDE

This changes the directory to c:\sql2ksp3\msde

Step 7:

In this step, you will need to setup MSDE with a system administrator password.
The example below shows the syntax in defining the system administrator password
as “password01”. Replace “password01” to a unique alphanumeric complex
password.

At C:\sqgl2ksp3\msde, type:

sql2ksp3\MSDE>setup.exe sapwd=password01

You should see a window that is installing MSDE much like this one:

Microsoft SOL Server Desktop Engine

_A| Please wait while Windows corfigures Microsoft SGIL Server
l'a_-' Desktop Engine

Gathering required information...

(RN RRRR AR 1

Step 8:
Once window disappears, please reboot machine. After reboot, you should see an
icon in the System Tray similar to this:

For more information on installing MSDE, please refer to ISS Knowledge Base
Article 1918 at http://www.iss.net/.
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Steps for Installing Internet Scanner 7.0 Repackage

Step 1:
From the CD, Shared Drive or your hard drive, double-click on IS7TORepackage.exe

File Edit “iew Favorites -,'f
>

€] @ F

Address |E} Ci\Documents anc V| Go

18][5

Step 2:
Internet Scanner will start the installation process. Click Next to continue.

&4 Internet Scanner Repackage - InstallShield Wizand g|

Welcome to the InstallShield Wizard
for Internet Scanner Repackage

The InstallShield Wizard{Tr) will help install Internet Scanner
Repackage on vour computer,  To continue, click Mexk,

| Mext = | Cancel

A-8
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Step 3:

The Remove Installation Files window appears. Select Unpack the files used to
perform the installation to a temporary location, and automatically remove these files
after the setup is completed. Select this option if you are not planning to run the

setup again later. Click Next to continue.

& Internet Scanner, Repackage - InstallShield Wizard

Remove Inztallation Files

Da vou want ko remaove the files used to perform the
inskallation?

(¢ Unpack. the files uzed ta perfarm the installation ta & termparary lacation, and :
‘automatically remove thess files after the setup is completed. Select this option if you
iare hot planning o e the setup again later,

" Unpack the files used ta perform the: installation to the location specified below, and
don’t remave these files after the zetup is completed. Select this option if you are
planning to run the setup again at a later time. [f the specified folder location does not
exizt, it will be created automatically.

Save filez in folder:

[ Do

To continue, chick Next.

< Back | Mext > | Cancel

Step 4.

The Internet Scanner Setup window appears. Click Next to continue.

Internet Scanner Setup

Welcome to the InstallShield Wizard for Internet

Scanner 7.0 Repackage

If pou curently have Internet S canner managed by
SitePratectar, vou should unregister that zenzor before vou
inztall thiz repackage.

Pleaze exit all Windows programs and click Mext to
continue,

Cancel

DM 3530-001
Appendix A
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Step 5:
The installation will continue. Click Next to continue.

#4 Internet Scanner Setup

E Internet Scanner - InstallShield Wizard
Internet Scanner 7.0

Extracting Files
The contents of this package are being extracted.

&
Please wait while the InstallShield Wizard extracts the files needed to install Internet
Scanner on your computer. This may take a few moments.

Walcomy Lo the InslallShield Wizad lor Infeimel
Seanner

Itz stroegdy recommendsd that pou ext ol Windown
oy ams Lelore wanng s velup pogram. Ul Newd 1o
orfinue

Reading contents of package... :

| | Cancel

Step 6:
Click “I Accept” to accept the license agreement.

License Agreement

Please read the following agreement carefully.

THIS SOFT'WARE 15 LICENSED. NOT 50LD. BY DOWMNLOADING OR INSTALLING THIS SOFT'WARE .,
“OU AGREE TO ALL OF THE PROYISIONS OF THIS SOFTWwARE LICENSE AGREEMENT. IF YOU ARE
WNOT WILLING TO BE BOUND BY THIS AGREEMENT DO NOT COMPLETE DOWNLOAD OR
INSTALLATION. By CLICKING OM THE | Azcept BUTTOM, YOU ARE COMSENTING TO BE BOUMD BY
THESE TERMS AND COMDITIONS WHICH WILL FORM & BINDIMNG AGREEMENT BETWEEN YO AND
INTERNET SECURITY SYSTEMS, INC. [FY0OU DO NOT AGREE TO ALL OF THESE TERMS AND
CONDITIONS, CLICK THE | Do Nt Accept BUTTON

Press the PAGE DOWN key to see the rest of the agreement.

|ritermet Security Spstems, Ine. ~
Software License Agreement

THIS SOFTWARE 15 LICEMSED, NOT SOLD. BY INSTALLIMG THIS SOFTWARE, YOU AGREE TO ALL

OF THE PROVISIONS OF THIS SOFT'WARE LICENSE AGREEMENT ["LICENSE") IF YOU ARE HOT
WILLING TO BE BOUMD BY THIS LICENSE, RETURN ALL COPIES OF THE SOFT'WARE AND LICEMSE
KE™S TO IS5 WITHIN FIFTEEN [15] D&YS OF RECEIPT FOR A FULL REFUND OF AMY PAID LICENSE

FEE. IF THE SOFTWARE WaAS OBTAINED BY DOWMLOAD, YOU MAY CERTIFY DESTRUCTION OF

ALL COPIES AND LICENSE KEYS IN LIEU OF RETLRN

1. License - Upon papment of the applicable fees, Intemet Security Systems, Inc. ['155") arants to you as the o,

LICENSEE ACKNOWLEDGES BY DOWNLOADING OF INSTALLIMNG THE SOFT'WARE THAT LICENSEE

HAS READ AND UNDERSTANDS THIS AGREEMENT AND AGREES TO BE BOUND BY ALL ITS TERMS
AND CONDITIONS

< Back | Accept ‘ | Do Not Accept

A-10
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Step 7:
Click “1 accept” to the export license agreement.

Internet Scanner Setup E
Export Agreement ﬂ
Pleaze read the following agreement carsfully. ‘h

THIS SOFTWARE IS LICENSED, NOT SOLD. BY DOWMNLOADING OR INSTALLING THIS SOFTWARE,
YOU AGREE TO ALL OF THE PROVISIONS OF THIS SOFTWARE LICENSE AGREEMENT. IF'YOL ARE
NOT WILLING TO BE BOUND B THIS AGREEMENT DO NOT COMPLETE DOWNLOAD OR
INSTALLATION.  BY CLICKING OM THE | Accept BUTTOM, YO ARE COMSENTING TO BE BOUMD BY
THESE TERMS AND COMDITIONS *wHICH WILL FORM & BINDIMNG AGREEMENT BETWEEN YO AND
INTERNET SECURITY SYSTEMS, INC. [FY0OU DO NOT AGREE TO ALL OF THESE TERMS AND
COMDITIONS, CLICK THE | Do Mot Accept BUTTOM

Press the PAGE DOWN key to ses the rest of the agreement.

| viarmant that | /we: ~

1] understand that the Subject Product is subject to expart contrals under
the L1.5. Commerce Department's Export Administration Regulations ["EAR™].

21 amdare not located in a prohibited destination country under the EAR or
LS. sanctions regulations [currently Cuba, [rar, Iraq, Libya, Morth Korea,

Sudan, Syria, the Federal Republic of Yugoslavia

(including Serbia. but not Kasovo or Monteneagro), and Afghanistan)

LICENSEE ACKNOWLEDGES BY DOWNLOADING OR INSTALLIMG THE SOFTWARE THAT LICENSEE
HAS READ AND UNDERSTANDS THIS AGREEMENT AND AGREES TO BE BOUND BY ALL ITS TERMS
AND CONDITIONS

< Back | Accept ‘ | Do Not Accept

Step 8:
After viewing the readme text, click Next to continue

Internet Scanner Setup
READ ME

README. TxT

Internet Scanner Version 7.0 ~
README

Last modified: May 2, 2003
Copyright 2003 by Internet S ecurity Systems, Inc. All rights reserved.
PLEASE READ THIS DOCUMENT IM ITS EMTIRETY.

CONTENTS

Cancel

< Back

A-11
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Step 9:

The Warning window appears. Please read message, and select Yes to continue.
Note: The Internet Scanner Repackage Installation is intended for new
installations, or for users who need to reinstall versions of Internet Scanner as
a result of technical problems. If you have a current installation of Internet
Scanner 7.0, and the software is functioning normally, do not install Internet
Scanner 7.0 Repackage software. Please contact ISS technical for more
information.

WARNING! [*|

b ] This Internet Scanner 7.0 Repackage installation is intended For new Internet Scanner users or users who need ko

\_'r/ reinstall an existing wersion of Internet Scanner 7.0, Before wou install this repackage, make sure wou back up any

important Files, such as custom scan policies or FlexChecks, After installing this package, all licenses will need to be
re-registered,

Important: If vou have a version of Internet Scanner 7.0 that was properly installed on your syskem, DO NOT install
the Internet Scanner 7.0 Repackage or vou may alter or lose configuration settings currently in use by Inkernet
Scanner 7.0,

See the readme or conkact 133 Technical Support For Further information on this issue, Do you wank o continue with
this installation?

Step 10:

Under “Select Components”, accept default settings and click Next.

Note: A standalone Internet Scanner software installation requires both ISS
Internet Scanner Console, and Internet Scanner Sensor. If you are running
Internet Scanner with RealSecure SiteProtector, the installation of the Internet
Scanner Console is optional. Please refer to the “Internet Scanner User’s
Guide” by ISS.

Internet Scanner Setup

Select Components

Chooze the compaonents Setup will install

If wou are inztalling Internet Scanner a: a standalone application, install both components. For
uze with RealSecure SitePratectar, the console iz optional.

Dezcription

Thiz campanent installz all the
filez neceszamy to run Inkernet
Scanher,

B 155 Interet Scanner Sensor

Space Required on C: 11800 K
Space Available on T M7IBANZE

< Back Mest > | Cancel

A-12
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Step 11:
Under “Choose Sensor Name”, leave default name “scanner_1" and click Next.

This feature is for the Engine Manager Command Line Interface, and for use with
RealSecure SiteProtector.

Internet Scanner Setup

Choose a Sensor Hame
Flease enter a name far this sensor
Mame:
< Back Mest » | Cancel |
Step 12:

Accept the default setting to install Internet Scanner Console. Default setting is:
C:\Program Files\ISS\ScannerConsole. Click Next to continue.

Internet Scanner Setup

Choose a folder for the Internet Scanner Console

Setup will install the Internet Scanner Console in the destination falder listed below.

Toinstall ta thiz folder, click Nest. To install to a different folder, click Browse and select
anather folder.

Destination Folder

C:MProgram Fileshl 55 \ScannerConsole Browese...

Cancel |

A-13
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Step 13:
Accept the default setting to install Internet Scanner Sensor. Default setting is:
C:\Program Files\ISS\issSensors\scanner_1. Click Next to continue.

Internet Scanner Setup

Choose a folder for the Internet Scanner Sensor

Setup will ingtall the Internet Scanner Sensor in the destination folder listed below.

Toinstall to this folder, click Mext. Ta install to a different folder, click Browse and select
another folder.

Destination Folder

C:A\Program Filesh| 55 issSensorshscanner_1 Browse...

Cancel |

Step 14:
Accept the default setting to install the ISSDaemon. Default setting is: C:\Program

Files\ISS\issDaemon. Click Next to continue.

Internet Scanner Setup

Choosze a folder for the 155D aemon

Setup will inztall the 155D aemon in the destination folder listed below.

Toirstal to this folder, click Next. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:%Program Filesh55 issD aemon Browse...

<Back T Cancel ‘

A-14
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Under “Select a Program Folder”. Accept default setting “ISS” for program folder

creation and click Next.

Internet Scanner Setup

Select a Program Folder

Setup will install Intermet Scanner in the pragram folder listed below.

Program Folders:

53]

Exzisting Folders:

A ve Tool:
Drell QuickSet
Games

Intetfiden WinDWD

Faxio Easy CO Creatar 5

< Back Mest >

¢

Cancel

Step 16:

Deselect “Allow Auto-Import”. Click Next to continue.

Automatic Key Import

consdle as described below,

Check the box below to allaw the sensor to receive the authentication key fram the

X

Selecting "Auto-Impart” permits the Sensor ta receive the initial authentication key over
a standard network connection initiated from the Console. Ulsing this feature can
potentially lead to unknown uzers having access to the 155 sensor

155 recammends that you configure the 155 sensar on a netwark segment that is
protected from unautharized network, access until the initial client key has been
imparted by the console.

< Back Hest» Cancel
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Step 17:

The Internet Scanner Cryptographic Setup appears. Accept default configuration
and click Next.

Internet Scanner Cryptographic Setup

The providers are dizplayed in arder by priciity, so that when a management console and a sensor
communicate, they will choose the first provider that matches on both spstems.

Selected Cryptographic Providers

Microgoft Enhanced Ciyptographic Provider v1.0/RSA_KE'YX [1024 bit)/AL
Miciosoft Enhanced Cruptographic Provider w1.0/RSA_KEY [1536 bit)/3D

L
[oerstin]

|
|

Add.. Delete

{ Back Cancel |

Step 18:
The review settings window appears. Verify settings and click Next.

Internet Scanner Setup

Start Copying Files
Feview zettings before copying files.

Setup has enough information ta start copying the program files. 1F pou want o review or

change any zettings, click Back. If pou are zatisfied with the settings, click Mext to begin
copying files.

Current Settings:

Inztalling components: ~
InternetS canners nternetS canner Consale 1
Dizk Space Required: 30 ME
Internets cannerhnternets canner Sensor n
Dizk Space Required: 28 MEB
Total Space Required: 248 MEB

Harne:
scanner_1

< Back Mest > | Caticel
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Step 19:
The Archive ISS Sensor Cryptographic Private Keys appears. Uncheck “Archive
the private keys”, and click Next.

ive ISS Sensor Cryptographic Private Keys

If poLy want Setup ta archive your 155 Sensor cryptographic private
keys, enter a paszphraze below. To continue without archiving,
uncheck the checkbox. Mote: Setup can only archive private keys
when it creates them, [t cannot archive alieady-existing keys.

Save the key files in this falder:
| | Browse...

Passphraze to enciypt the key files:

Passphrase: |

Carfirm: |

Mest » | Cancel

Step 20:
The Archive ISS Console Cryptographic Private Keys appears. Uncheck “Archive
the private keys”, and click Next.

ive IS5 Console Cryptographic Private Keys

IF pou want Setup to archive pour |55 Console cruptographic private
keys. enter a passphrase below. To continue without archiving,
uncheck the checkbox. Mote: Setup can anly archive private keys
when it creates them. It cannot archive already-existing keys.

Save the key files in thiz folder:
| Browsze...

Pazzphraze o encypt the ke files:

Pazsphrase: |

Confirrn: |

Mewt » | Cancel

A-17



DM 3530-001 July 15, 2004
Appendix A

Step 21:
The installation will begin installing files onto your computer. You will see the
following windows. Click Finish when completed.

Inztalling: Internet Scanner Setup
C:h. 5555 cannerConsale\Enginet gr.exe

- 23% InstallShield Wizard Complete
V
-

Setup has finished instaling 155 components.

Installation was successhul

I 1 would like to view the README File

Finish |

Step 22:
You must reboot your computer after installation, even if it does not prompt you to
restart your computer. After reboot, run Windows Update.
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Using Internet Scanner

Software License and Key

An Internet Security Systems Software license key is necessary for Internet Scanner
to function properly. Without the iss.key file, the scanners cannot analyze activity
across your network and on your computer system. Before you can use Internet
Scanner, you must obtain and install your license key. Your Security Officer or
ISSPM will most likely email you your license key as a Key File email attachment.

What is a Key File? A key file defines your licensing for Internet Scanner. It
contains information such as the products licensed, creation date, maintenance
expiration date, and license expiration date.

Note: With Internet Scanner version 7.0, you will be able to scan any valid IP
address, regardless of the IP restriction in the license key. If you wish to restrict IP
addresses to be run by Internet Scanner, you must deploy SiteProtector. Refer to
the Internet Scanner 7.0 User’s guide from ISS for more information.

Instructions for Installing the License

Step 1:

If you receive your Key File license through email, save the file using "iss.key" as
the filename. Be sure to type the filename in double quotes, in order to avoid having
your system apply some other extension to the file name. Save this file in
c:\program files\iss\scannerconsole\Licenses directory.

& |icenses
File Edit Vew Favorites Tools Help #
Q Back - 7, ? 7 ! Search Folders Elv
Address || ) C:\Program Files\IS5\ScannerConsaole\Licenses L a G
’—J Restrictions
_ iss. key
agal | KEY File
223l | 15kE
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Step 2:

You must start Internet Scanner to finish installing and registering the key. To start
Internet Scanner, Click Start|Programs|ISS|Internet Scanner 7.0|Internet
Scanner. This will launch the Internet Scanner software.

Commeon Policy Editor

‘ f@ Internet Scanner 7.0 »‘

Java Web Start Internet Scanner 7.0

Modem Helper Internet Scanner 7.0 Help
MNetwWaiting Internet Scanner Readme

Roxio Easy CD Creator 5 Vulnerability Catalog

¥y v v v v BJ

Startup X-Press Update Install

HEA®o® @0

Broadcom Advanced Control Suite X-Press Update Uninstall

Broadcom ASF Configuration

Burn CD & DVDs with Roxio

bFRACOEOOY

Internet Explorer

‘\’ MSM Explorer

&] Outlook Express
Remote Assistance
% Solution Center

& windows Media Player

ﬂ windows Messenger

Step 3:
You should receive a message stating that Internet Scanner has detected a license
from a previous installation. Click OK to continue.

ISS Internet Scanner

Internet Scanner. For users who want to restrict use of Internet Scanner, RealSecure SiteProtector offers roles and arouping to control scanning

j Internet Scanner has detected a license from a previous installation. IP ranges contained in this license will no longer be used to restrict use of
activity in @ multi-user environment. In addition, Internet Scanner's Restricted IP utility provides basic restriction capabilites.

Step 4:
You may receive a warning message regarding your message license. Click
“Display License Report”.

Ore or more of your zoftware licenzes will expire in 30 days.

If wour zoftware icenze expirez, you will be unable to perform zcan: on hostz or netwark,
devices uzing Internet Scanner.

To renew your license, pleaze contact vour [nternet Security Systems zales reprezentative
or authorized reseller,

il
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Step 5:
The License Status Report window appears. Click Close.

M License Status Report
This report provides the status of all licenses available for use with Intemet S canner. By default, an HTML copw of this report is stored at C:\Program
Filez45545 cannerConsoleLicenseshStatusRepart himl
~|

License Status Report |
|Stat|15 Message ‘Des cription

|Cmup!iance Met ‘Aﬂ licenses are in compliance. =
Description
This report provides the status of the Internet Security Systems (ISS) security modules you have licensed for this e
product. This information includes expiration dates, device counts, and contacts for renewing vour licenses. For
explanations about expirations and device counts. see the Help at the bottom of this report or your product
documentation.
License Details

Module |Serial #/ License Maintenance Device Count /

‘OCN Expiration Date |Expiration Date Device Limit
— AS1EB9E1-6451-CDBB-
Disc: . 9439-AE909CTF3152 / 2004-02-08 12004-02-08 Unlimited
D 123594001
AS1EBSE1-6451-CDBB- |
Network i
A . |9439-AE909C7F3152 / 2004-02-08 12004-02-08 Unlimited 8

Step 6:

DM 3530-001
Appendix A

The Internet Scanner Console appears. When finished, exit out of the application

and continue to X-Press Updates.

E 1SS Internet Scanner

Fle View Policy Reports Tools Help

&N

elcome to 155 Intemet Scanner!
Loading service cache...

Senvice cache loaded.

ipen Cortrol Channel Response received with status 0
Sensor Version Refrieval complete

Sensor XPU Version: 7.0.0

Schema Info Retrieval Complete

FlexCheck Retrieval Complete

Mew licenses have been imported

Device Count Retigval Successful

C:\Program Files\ISS\ScannerConsole has comect securty

A[ATFTF\ General f
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Instructions for Replacing an Expired License Key

There will be times where you will need to update your expired license key to a new
license key. Unfortunately, Internet Scanner does not provide a seamless way to
upgrade to a new license key. These steps will allow you to replace your existing
license key to a new one.

Step 1:
Open Internet Scanner 7.0. Once at the main screen, click View|License
Registration...

E ISS Internet Scanner

mplete
Device Count Retrieval Successful
C:\Program Files\55\ScannerCansale. has co

AT T Generat /
|

Step 2:

The License Registration window appears with a list of licenses. Click Unregister to
unregister all licenses. An “X” should disappear under the Status column. Click
Close when complete. Exit out of Internet Scanner.

License Registration [X\
Status | Serial Mumber / OCN I Module I Expiration [ I Maintenance E xpiratio... ' Device Count I Restricted 1
o ABTEBOET-640T-COBE-439-8E S0SCVFI10S  Metwork Assessm, . 20040208 2004-02-08 Uniimited Mo
m} AG1EBIET-6451-COBE-9433-8E309C7F 3152 Network Discovery  2004-0208  2004-02-08 Unlimited Mo

Beagister Unregister | Llose l Help
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Step 3:

Using Windows Explorer, go to c:\program files\iss\scannerconsole\Licenses
directory. You should see two files titled “RegisteredLicenses.issmasterlicense” and
“UnregisteredLicenses.issmasterlicense”. Delete both files. Delete the Archive

Directory.

& Licenses |z| |E|

File Edit View Favorites Tools Help

eﬁack - \_) lﬁ /'__\J Search 0 Folders v

Address |B C:'Program Files\ISS\ScannerConsoleLicenses V| Go

K
'11

MName Size | Type
[ChArchive File Folder
[C)Restrictions File Folder
RegisteredLicenses.issmasterlicense 1KB ISSMASTERLI
&]statusRepart 3KB HTML Documd
UnregisteredLicenses.issmasterlicense 16 KB ISSMASTERLI
£ 3

Step 4:

Copy the “iss.key” to the same directory (C:\program
files\iss\scannerconsole\Licenses). When complete, close all open windows and
continue with Step 2 under “Instructions for Installing the License”.

T LEX
File Edit Vew Favorites Tools Help -;','
- - -_\.I -
@ Back \_/l lﬁ /- Search - Folders
Address |[E| :\Program Files\I55\ScannerConsale'Licenses V| Go
I—;J Restrictions
|

izs. key
KEY File
16 KB
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X-Press Updates

Introduction

X-Press Updates are packages of new security checks for Internet Scanner. They
updates work much like virus updates for antivirus software. These updates are
usually released on a monthly basis. Internet Scanner has an X-Press Update
Installer program that checks for downloads and installs X-Press Updates. The
installer can be run automatically as often as you wish.

Running X-Press Updates

X-Press Updates automatically update your system with the latest checks and latest
product updates available for Internet Scanner. To install new X-Press Updates not
currently on your system, follow these steps:

Step 1:
Click Start|Program|ISS|internet Scanner|X-Press Update Install.

E e » @ Adaptec Easy CD Creator ¢ F
@ Real 4
-
E @ Dacuments Y 18] Micrasaft PawerPaint
2 Microsoft Word
% Settings 4
@ RealOne Player
% Search r RS Internet Scanner 6.2,1 |5§E) Internet Scanner 6.2,1 Help
E @ Certter for Internst Security  # Internet Scanner 6.2.1 Readme
a @ Help ¥ g Internet Scanner f.2.1
o iﬁ RUR. B Wulnerabilty Catalog
"~ Bt -Press Update Install
. @ Eject PC E #-Press Update Lininstal
=
E Shut Down
gl start |
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Step 2:

The Select Location window is displayed. Select Web Server option, and Check
Install all new X-Press Updates found. Click Next to continue.

3tu X-Press Update - Internet Scanner 6.2.1 1= =]

Select Location to zearch for #-Press Updates:

Ihttps:.-".-"www.iss.net.-"update.-"lntemets canner

= Local Drive or Network Share
IE:\Program Filez45545 cannerByDownloaded #<Press Updat Browsze... |

¥ Install all new =-Press Updates found.

Mew updates lazt checked for:
Mew updates last installed:

Prezz Mest to zearch For and install any new ¥-Prezs Updates.

< Back I Mext > I Cancel Help

Step 3:
Select Yes to agree to the Export Law Agreeement, and then Click OK.
X

CERTIFICATION OF ELIGIBILITY UNDER U.5. EXPORT COMTROL La&wS TO RECEIVE SOFTWw/ARE
CONTROLLED FOR EXPORT

Internet Scanner [Subject Product] iz subject to U5, export controls. |noarder to receive the Subject
Froduct, you must firzt acknowledge and agree to the terms of this certification:

[ warrant that Liwe: -

(11 understand that the S3ubject Product 1s subject to export controls under the 1.3
Commerce Department's Export A dmindstration Fegulations (“EAR™).

() amfare not located in a prohibited destination country under the EAR or 1.3
sanctions regulations (currently Cuba, Iran, Irag, Libya, North Korea, Sudan, Syria,
the Federal Republic of Yugoslavia (including Setbia, but not Kosowvo or
Montenegro), and Afghardstar).

(31 atmfare not isted on the Comimerce Dep art}nent's Derded Persons List, the

Cotarerce Department's Entity List, or the Treasury Department's Lists of
Sneriallr Teaionated WNatinnale LI

0 YES, | hereby certify that we will adhere to the conditions detailed above and we do nat knaow of any
additional facts that are inconzistent with the preceding. It iz our respongibility to comply with the most
current versions of the Export Administration Fequlations and ather U.S. export and zanctions laws.

" MO. | do not understand or do not agree ko the above Certifications.

Qk I Cancel
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X-Press Updates will show the following status screen when updating.

2w X-Press Update - Internet Scanner 6.2.1 N ] B

Instaling #-Press Updates...

et &

Status:
| Creating backup package <PressUpdateB_1.xpu.unirstal

< Back et Caricel Help

Step 4:

X-Press Update will show the following screen, when it has successfully completed.
Click Close to exit out the program.

¥uX-Press Update - Internet Scanner 6.2.1 o [ B4

Internet Scanner Updated Successfully.

The following #-Press Updates were installed successfully:

Short Descrption | Update Mumber | -
#-Press Update #...
#-Press Update #...
#-Press Update #...
#-Press Update #...
#-Press Update #...
#-Press Update #...
#-Press Update #...
#-Press Update #...

00 T e LD R —

[
Details... |

Mest » I Close Help
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Running Internet Scanner

Step 1:
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Appendix A

To start Internet Scanner, Click Start|Programs|ISS|Internet Scanner 7.0|Internet

Scanner. This will launch the Internet Scanner software.

Adaptec Easy CD Creator 4 F
@ Real L4
Documents 4 Micrasoft PowerPoint

5 Microsoft Waord
@ RealOne Player

§  Programs

Settings

1 |5§H) Internet Scanner 6.2.1 Help

@ Center for Internet Security  *
Help v

¥

g Internet Scanner 6.2.1
|5§H) ‘ulnerabiliy Catalog
date Inskall

T
%
% Search E 1=
o
;

Run...

E #-Press Update Uninstall

>3 eecrc
E ‘ Shuk Down, ..

Step 2:

You may receive a warning message regarding your message license

“Display License Report”.

Ore or more of your zoftware licenzes will expire in 30 days.

If wour zoftware icenze expirez, you will be unable to perform zcan: on hostz or netwark,
devices uzing Internet Scanner.

To renew your license, pleaze contact vour [nternet Security Systems zales reprezentative
or authorized reseller,

o
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Step 3:
The License Status Report window appears. Click on Close.

M License Status Report
This report provides the status of all licenses available for use with Intemet S canner. By default, an HTML copw of this report is stored at C:\Program
Filez45545 cannerConsoleLicenseshStatusRepart himl
~|

License Status Report

|Stat|15 Message ‘Des cription

ICmD:pEancE Met ‘Aﬂ licenses are in compliance. E
Description
This report provides the status of the Internet Security Systems (ISS) security modules you have licensed for this i
product. This information includes expiration dates, device counts, and contacts for renewing vour licenses. For
explanations about expirations and device counts. see the Help at the bottom of this report or your product
documentation.
License Details

Module }Seri:l]: #1 License !l\r[ainlen:lnte Device Count /

- (OCN Expiration Date iEx‘piration Date |Device Limit

— |AS1EB9E1-6451-CDBEB-

Diconvird |9439-AES09CT7F3152/ 2004-02-08 12004-02-08 Unlimited

=2 123594001
= |AS1EBSE1-6451-CDBB- | | ‘
etwork | A | it
A . |9439-AE909CT7F3152 / 2004-02-08 12004-02-08 Unlimited 4

Step 4:
Select Create a New Session and Click OK.

[Crssttemetscomer —ioi x]

File Wiew Policy Reports Tools Help

Fa=w

155 Internet Scanner x|

" Open an Existing Session File
" Load a Sezsion From O atabase

" Generate a Fleport

elcanme to 155 Intemet Scannert - -
Loading service cache... I~ Don't showe this dialog again.
Service cache loaded.
The inztalled file name "»PrezzlUp k. I Cancel
The inztalled file name "MpressExp — =
The inztalled file name "HpressExsp

Loaded 1126 of 1126 Exploitz.

C:MProgram Filesh S 5\Scannert has comrect security
C:MProgram Filesh S 555 cannerBhtmps has comect security
C:MProgram Filesh ]S 555 cannerhpwdy, has comect security
C:MProgram Filesh S 555 cannerBhlogy has comect security
C:MProgram Filesh S 555 cannergh Dby has comect security

[ A[EF T General /
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Step 5:
Select the policy that you wish to use, and Click Next. For a description of policies,

please see “ldentifying Security Levels and Policies in Internet Scanner” in the next
session.

New Session Wizard - Policy Select

Select A Policy

Choose a Policy for this session.

s £ £ &

Blank: D1 Light D2 Discovery D3 Databas

Discovery Discovery
Evaluation isdbs L3 Desktop L3 Router &
Switch

s £ £ F

L3 Server L3 Web L4 Router & L4 Server 2

Sanrar Switrh
Add Policy... ¢ »

Cancel Help

Step 6:
Type a session name and comment for the scan session and Click Next. This will
be used to identify the sessions in the Internet Scanner database.

MNew Session Wizard - Scan Session Information 21l

Configure Session Information

Erter & zezzion name and comment for the scan session.

Sesszion Mame:
I.-’-‘-.MS Test Session

Comment:
ITest Session Ran on 841402

< Back I MNest » I Cancel Help
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Step 7: The Specify Known Accounts window appears. If you are scanning a
Windows NT/2000/XP/2003 machine, click on Add Accounts. For other machines,
click on Next and proceed to Step 12.

Note: If you are logged in with a domain administrator account or with an account
that has administrator rights to the machines that are being scanned, you do not
need to Add Accounts, and can click Next and proceed to Step 12.

Specify Known Accounts

There are no known accounts currentiy
defined for the szan. 155 recommends adding
ah account with Domain Adminiztrator
credentials to improve the accuracy of some
of the vulnerability check s used by Internet
Scanner.

Click. the 4dd Accounts button to edit the
current list of known accounts.

< Back Ment » Catcel Help

Step 8:
The Known Accounts window appears, click on Add...

User ]Domainr"l‘v‘lachine JPassword | Local Accourt | Verfied | Add... |
Help
_ = |
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Step 9:

The Add Known Account window appears. Enter the User Name, Domain Name,
and password of the administrator account to the machine being scanned. If you
are using a local account, check local account, and type in machine name. Click on
Verified. Click OK when finished.

M Add Known Account E|

User Name: |:%:Irninist|ah:ur|

Domain Mame |C:.fber—5&cuﬂty

Password: |c0n1|:n|eaq:nasswardD1

[v Verffied [ Local Account

0K Cancel | Help |

Step 10:
The Known Accounts Window should show account credentials of the user you
typed in. Repeat Steps 10 and 11 to add more accounts, or click Exit to end.

Known Accounts

User IDomaim’Machine IF‘assword J Local Accourt | Verfied | Add... |
ﬂﬂdministlator Cyber-Security complexpassw... Mo Yes
Help
[ =
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Step 11:
Click Next to continue.

Specify Known Accounts

There are no known accounts curmently
defined for the zcan. 1S5 recommend: adding
an account with Domain Administrator
credentials to improve the accuracy of zame
of the vulnerability checks used by Interet
Scanner.

Click the &dd Accounts button bo edit the
cument list of known accounts,

¢ Back Mext > Cancel Help

Step 12:
This screen chooses how the scanner determines which hosts to scan. Select Enter
Host Range to manually choose your IP addresses, and Click Next.

New Session Wizard - Specify Hosts

Specify Hosts

Choose how Intemet Scanner determines which hosts to scan.

" Use Host File
Select 3 host file to uss for the scan.

ddresses to use for the scan.

=

< Back et = Cancel Help
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Step 13:
You will get a warning banner indicating that this can cause unnecessary broadcast

traffic on the network. Click Yes to continue.

Warning E|

Using this option may result in scans of hosts using broadcast addresses
A on a subnet. This may cause problems for hosts and networlks in the
affected subnet.

If you are entering ranges of hosts to scan, enable the Ping hosts in this
range option to avoid this situation.

Are you sure you want to continue?

[ Dont show this message again.

Step 14:
Type in the host range you wish to scan. When complete, Click Finish.

New Session Wizard - Enter Host Range

Enter the Host Range to Scan

Host lists can be entered in the following combinations where
"|P" represents & dotted |P address. Spaces are not pemitted:

IPIP  f{wo hosts)
IPIP  {range)
IP-IP.IP {range + single host)

W Ping hosts in this range

T

< Back | | Cancel | Help |

Note: USDA'’s intrusion detection system may record your scanning activities.
Before you perform a scan, please send an email to scans@opsec.usda.gov
indicating the IP addresses that you are scanning, as well as the IP address of the
scanner. If possible, please provide 24 hours notice prior to performing a scan.
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Step 15:
Internet Scanner will show the main scanner window. Click Scan|Scan Now to start

the scan.

NI
g File Edit Wiew Policy | Scan Reports Tools ‘Window Help == x|

S T Scan Mow EIEI
w Console Mode Scan

O TR e tobestamed oo [ o5 Type DMS Mare WetBIOS Name | NetBIOS Do ... | Ping .. | Iican Statusd [ Time stamp___|

127,001 of Scanned  MA
N Resume Scan
Stop Sean
=
H[ATFIFT General } AMS Test Session /
L5 NT web Server liss.key |1 Host(s) |
Astart||| @ @ G B || Bl [R5 So. | Gin. | B | Bc. | @m] Bls. | sain | sar., | £, B4 BaBOAH uma
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Step 16 (Optional): To view found vulnerabilities while scanning, Click on the
bullseye vulnerability tab on the lower left frame.

EISS Internet Scanner - [AMS Teskt Session] - | Dlll

g File Edit Wew Policy Scan Reports Tools Window Help _Iﬁllll
al
| D ||+ = %@ | B=
m yulnerahilities [k [ 05 Type | Drus name | etBIoS Mar
° add Workstation Privilege OCIOWHelpDesk [1] j Q 127.0.0.1 Windows 2000 Prafe... cchasez.oc,.. CCHASEZ

° Add wWorkstation Privilege OCIOisocio [1]

I, Active Madem [1]

B Critical Key Permissions SoftwareiMicrosoftiwindows|Cr

B DCOM Access Permission Machine Debug Manager [1]

/I, DCOM Config Writable Appld [1]

B DCOM Launch Permission Machine Debug Manager [1]

B DCOM Runds Machine Debug Manager [1]

B DCOM Runds Microsoft Development Environment [1]

/', DCOM Runfis Mobsyne [1]

+ A DCOM Runds Remote Debug Manager for Java [1] -
. .. LI S r.oa

J el

= Hosts | (@) Vulnerabilities |PgpServices | G hocouts | al | |

Scanning 1 Host(g)..,
Scanning Host: 127.0.0.1

[A[ATFTMT, General ), AMS Test Session /

LS MT web Server Jiss. key 1 Host(s) [ v

Step 17 (Optional): To view details on the vulnerability, Right Click on the item
and Click “What's This?”
LIS

g File Edit WYiew Policy Scan Reports Tools  Window  Help .- 5[
- B |
| o @+ — =% A< e Bl
B — Host [ o5 Type [ Dhus ame | NetBIOS Mame | NetBIOS Dom... | Ping ... | Scan Status | Time
= Vulnerabilities -
Q\ 127.0.0.1 ‘Windows 2000 Profe... cchasez oc.., CCHASEZ QCIo Scanning i

@ add Workstation Privilege OCI0\HelpDesk [1]

]
I, Critical Key Permissions Software\MicrosoftiWindowsicr
I, DCOM Access Permission Machine Debug Manager [1]
/I, DCOM Canfig Wrikable Appld [1]

ﬁ DCOM Launch Permission Machine Debug Manager [1]
ﬁ DCOM Runds Machine Debug Manager [1]

ﬁ DCOM Runds Microsoft Development Enviranment [1]
I, DCOM Runis Mobsync [1]

A DCOM Runds Remote Debug Manager for Java[1]

A LiveupdateHostyerification [1]

Ty LM security [1]

T, Pasix Enabled [1]

Ty pwlen[1]

/I, regfile [1]

A reqfile - permissions [1]

(I, repair insecure [1]

A Zone Active ¥ execution Interneticchase. CCHASEL [1]
A Zone Active ¥ execution Local intraneticchase. CCHASE
A Zone Active X execution Trusted sitesicchase CCHASE]
A Zone low java permissions Trusted sites\cchase, CCHAS
o Adrministrator Group CCHASEZ\CChase [1]

2 Administratar Group OCIOVCChase [1] _'LI
»

m Acdrmimicbu b Cemm, nrm\u-w.r\.,u,ln 1

|

= Host (S} Wulnerabilities _ 0 hecourts I ol | 5

Scanning 1 Hostlz]...
IScanning Host 127001

HM[ATFTFT General ), AMS Test Session [
i start

LS T Wb Server fiss ke |1 Host(s) [

| @, |[Rs... o, | G| B | @] Bl | 528, | £ | 525, | R So.| B4 58 EOQE 1z

He R
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Step 18 (Optional): The help window will appear with the details of your
vulnerability.

P o=

Back  Fonward

H
Frint

=10l x|

Vuln ID:
Risk Level:

Platforms:
Description:

Remedy:

Inappropriate user with Add Workstations to Domain privilege (Add Workstation Privilege)

241
-] High Add Waorkstation Privilege

Windows: 2000, Windows: NT

A user has been detected with the Add Workstations to Domain privilege. This right allows users to
add computers to the domain database in Server Manager, and is normally only granted to Domain
Administrators.

In Windows NT Workstation, check advanced user rights for Add workstations to domain. Remove

any names that are disallowed by your security policy.

To audit and revoke this privilege:

1. Open User Manager. From the Windows NT Start menu, select Programs, administrative Tools
{Common), and User Manager,

From the Policies menu, select User Rights to display the User Rights Policy dialog hox.

Select the Show Advanced User Rights check box,

From the Right list, select Add workstations to domain.

. Werify this right is set in accordance with your security policy.

To remove a user, select the user and click Remove.

(s N BT

— OR —

In Windows NT Server, check user rights for add workstations to domain. Remave any names that
are disallowed by your security policy.

To audit and revoke this privilege:

1. Open User Manager. From the Windows NT Start menu, select Programs, administrative Tools
{Common), and User Manager,

From the Policies menu, select User Rights to display the User Rights Policy dialog hox.

From the Right list, select Add workstations to domain,

werify this right is set in accordance with your security policy.

Tn ramnwa a ncar calact tha ncar and click Pamnowa

n bt

Step 19: Once scanning has finished successfully, the results will be stored in
Internet Scanner’s database for retrieval at anytime.
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ldentifying Security Levels and
Policies of Internet Scanner

Internet Scanner offers five levels of security that provide structured and logical
approach to managing risk. These groups of security tests are applied to the
systems. The higher levels are designed for business-critical systems; the lower risk
levels are designed for less important systems. By applying these levels, you
ensure that security efforts remain focused on the most important components of the
IT infrastructure.

Security levels are types of checks that you apply to particular systems according to
the amount of security needed. Level 5 is the most complex of the levels.

The following table lists each level and its description:

Level Description
Level 1 Identifies operating systems of the machines on the network.
Level 2 Identifies the services running on machines on the network,

such as web servers.

Level 3 Checks for compromises by unskilled attackers, or for signs
that a system is already compromised.

Level 4 Checks for compromises by automated attack tools, or by
moderately skilled attackers.

Level 5 Checks for compromises by highly skilled attackers, or for signs
that a system is not configured properly.

Discovery Policies

Internet Scanner provides four default, read-only scan policies that gather operating
system and service information about devices connected to the network.

Policy Description

DO Light Provides a general idea of the types of devices and services
Discovery active on the network. (DNS Lookups, ICMP, Fingerprinting)
D1 Standard | Runs processes that provide a general idea of the types of

Discovery devices and services active on the network. (DNS Lookups,
NetBIOS, Fingerprinting)

D2 Full Gathers information about the network by performing port

Discovery scans, operating system (stack) fingerprinting, banner

grabbing techniques, and NetBIOS scans.
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Policy Description

D3 Identifies any unknown or closed ports on devices
Maximum connected to the network in addition to any database
Discovery servers active on the network.

Assessment Scan Policies

Internet Scanner provides fourteen default, read-only scan policies that assess the
security of devices connected to the network.

Policy Description
Blank Has no vulnerability checks enabled for the scan policy.

Evaluation Runs vulnerability checks that detect the most extreme high
and medium risk vulnerabilities, including all vulnerability
checks performed by the SANS Top 20 policy.
Note: All denial of service checks and some of the more
time consuming checks included in Internet Scanner have
been disabled in this scan policy.
Isdbs Runs vulnerability checks that check for account names and
passwords Database Scanner can use in gaining access to
any database servers connected to the network.
L3 Desktop | Runs all high risk vulnerability checks to determine if a
desktop connected to the network could allow an
unauthorized user to:

e gain immediate access to the system.

e Gain superuser access

e Bypass a firewall
L3 Router & | Runs all high risk vulnerability checks to determine if a
Switch router or switch connected to the network could allow an
unauthorized user to:

e Gain immediate access to the system

e Gain superuser access

e Bypass a firewall
L3 Server Runs all high risk vulnerability checks to determine if a
server connected to the network could allow an
unauthorized user to:

e Gain immediate access to the system

e Gain superuser access

e Bypass a firewall
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Policy

Description

L3 Web
Server

Runs all high risk vulnerability checks to determine if a Web
server connected to the network could allow an
unauthorized user to:

e Gain immediate access to the server by
compromising the server through Web access
methods (HTTP or CGI-BIN)

e Gain superuser access

e Bypass a firewall

L4 Router &
Switch

Runs all high and medium vulnerability checks to determine
if a router or switch connected to the network could allow an
unauthorized user to gain system access to the network.
Note: This scan policy also users the settings and
vulnerability checks used by the L3 Router & Switch policy.

L4 Web
Server

Runs all high and medium risk vulnerability checks to
determine if a Web server connected to the network could
allow an unauthorized user to gain system access to the
network.

Note: This scan policy also uses the settings and
vulnerability checks used by the L3 Web Server Policy.

L5 Server

Runs all high, medium, and low risk vulnerability checks to
determine if a server connected to the network could allow
an unauthorized user to compromise or bring down the
network.

Note: This scan policy also uses settings and vulnerability
checks used by the L3 Server policy and the L4 Server

policy.

L5 Web
Server

Runs all high, medium, and low risk vulnerability checks to
determine if a Web server connected to the network could
allow an unauthorized user to compromise or bring down the
network.

Note: This scan policy also uses the settings and
vulnerability checks used by the L3 Web Server policy and
the L4 Web Server policy.

L5 Max with
Fusion

Combines L5 Server and L5 Web Server vulnerability
checks, and adds any Fusion related checks not already
included.

SANS Top
20

Runs the ten most common categories of exploits used
against Unix system and the ten most common categories of
exploits used against Windows systems.

Note: See the SANS Web site and
http://www.sans.org/top20 for more information on the
SANS top 20 list.
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Policy Description

X-Force Detects systems vulnerable to one or more of the most
Catastrophic | serious high-risk vulnerabilities and attacks listed in the X-
Risk Index Force CRI. See the ISS Web site at

Policy http://xforce.iss.net/xforce/riskindex for more information.

Editing Scan Policies

You can edit scan policies to scan for specific vulnerabilities or to turn off specific
checks. The example below shows you how to create a L5 server scan that turns off
brute force checks

Step 1:
Go to Policy|Derive New to create policy.
[ 1SS Internet Scanner - [Session1]
gF\\e Edit View JaTe Scan Reports Tools Window Help -9 %
0@ =
= Change Policy. .. | | ‘ ‘ '
(= Pw ok mhod Delete... 05 Type QS R... | DN5S Name MAC Address NetBIOS Name | NetBIOS Dom... | Ping ... | §
18 ';DSTZT; EUS 27.0.0.1 Unknown t
d S Edit Current.,
< b
[“T* 1T General 4, Session1
L5 Server Do5 Checks Not Allowed 1 Host(s)
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Select a policy to use a base for the new policy. In this case, we will select L5
Server. Click Next to continue.

New Policy

Select A Policy

Choose a Policy to use as a base for the new Policy.

> F F #-

Evaluation isdbs L3 Desktop L3 Router &
Switch

" S N N o

L3 Server L3 Web L4 Router & L4 Server
Server Switch

s &£ £ 2

L4 Web L5 Web SANS Top 2.
Server Server [

< | >

1=
]
AT

Cancel Help

Step 3:

Create a name for the new policy. Click Finish when complete.

New Policy

Name the New Policy

Please choose a name for your new Policy. This is the name
you will see in the Policy selection dialogs.

Policy names can include spaces and must be less than 128
characters long.

Policy Mame:

L5 Server Non Brute Forcs|

< Back | Finish | Cancel Help
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After finishing, the Policy Editor should appear.

i L5 Server Non Brute Force - Policy Editor
File Help

HE&E = &2

Policy 1 ] Search} ~

| | =
L5 S Man Brute: Fi - -
J L ServerNon B Force About Internet Scanner Scan Policies -

T Coramon Settings:
An Internet Scanner scan policy contains configurable security checks used by
Internet Scanner to detect vulnerable devices connected to the network.

7 vulnerabilties (1,201) . . .
7 Configurable policy settings

=¥ Acoounts (5 i ici
ccaurts (8) 7 Default discovery scan policies
?

{ Default assessment scan policies
7 Custom scan policies

7 Using scan policies from previous versions of Internet Scanner

See also

About Common Settings
About FlexChecks

About the Discovery Settings

About Vulnerability Checks

About Services

About Accounts

GTOD

[E$

Step 4:
Expand “Common Settings” and click on Brute Force List. Uncheck all Operating
System Checks in the right window.

# L5 Server Non Brute Force - Policy Editor

File Help
HES = 2
(& Pol
] 1 4 Search} [T Miscellaneous defautts
r_ LS Server Non Brute Force 1=
=7 cammon Settings [ Unix: defautts
¥ Dynamic k Azsignment
N [T vaxmms defauts
rute Force Options: ™ Linux IS
- Email Options
Hast Pinger [ Use detauit login file
HTTP Ports
[¥ Internal Metwork
el Spaoofing v
- MFE Depth (] ad
T Logon Sessions Brute Force Lists |« | -]
The Brute Force Lists setting tries to find open default accounts by using
guessable or common user name/password pairs on services that try to authenticate the
user before granting the user access to the system.
= TCP Scan 7 . P
+ Uption descriptions
TCP S Sean Option descriptions
¥ Telnet Banners 7 Building the default user name/password list
-~ UDP Part Scanner
7 The default.login file
- FlenChecks See also
=7 Discavery (14) frn About Common Settings
[T vulnersbilties (1,201)
[T Services (31 ﬂ P~ bt

A-42



July 15, 2004 DM 3530-001
Appendix A

Step 5:

Click on Brute Force Options. Uncheck all options in right window. When finished,
click on the save icon or go to File|Save. When finished, click on the exit icon in
the top right corner.

i L5 Server Non Brute Force - Policy Editor

Fle  Help
RE& = 2
Poliey l i Searchl [~ Try rames backwards
| L5 Server Hon Bne Foroe |
-7 Catron Seftings: [ Try real name as password
v D Check A it
¥ Dynaric Check assignma [ fry sccount name as password
L
Host Pinger -
T Forte Brute Force Options -
¥ Irternal Metwork The Brute Force Options setting attempts password checks on names derived
W 1P Spaoting from Finger or NetBIOS checks.
NFS Depth 7 . e
NT Logon Sessions { Option descriptions
Phase Limit rd . .
Fihod Message { Password security suggestions
SMTP Session See also
SOCHKS Host )
TCP Scan About Common Settings
TCP SYM Scan Windows NT Systems (Troubleshoating)
[¥ Teinet Banners
LUDF Fort Scanner User Password Checks Disabled
™ walk M5
Weh Site Map G
FlexChecks TOD
+- 7 Discovery (14)
# 7 Wulnerabiities (1,201 o
# 7 Services (31 j

Your new policy will be listed the next time you configure a new scan session

New Session Wizard

Select A Policy

Choose a Policy for this session.

,$ 2 2 P

L3 Server L3 Web L4 Router & L4 Server

Server Switch

L4 Web L5 Server L5 Web
Server Server
SANS Top 20 v
Add Paolicy ... Fs | >
< Back Mend = Cancel Help
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Internet Scanning Reporting

About Reporting
Reports provide you the ability to view the results of the scan sessions. You can use

reports to distribute information to people in your organization that can help correct
the vulnerabilities.

Report Categories

The reports are grouped into four categories to provide different levels of summary
and detailed information. They are:

e Executive — provide summary information for speedy assessment of top-level
security issues.

e Line Management — used for resource planning. Line management reports
mainly show details of network scans

e Technician — provides the most detailed information on the status of your
network. The descriptions are the same as the Line Management report.
This information includes how to fix or patch vulnerabilities detected by
Internet Scanner.

e User Imported — custom reports based on your own specification.

Generating a Report

Step 1: If Internet Scanner is not running, Click Start|Programs|ISS|internet
Scanner 7.0 |Internet Scanner 7.0. If Session wizard appears, Click Cancel.
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Step 2: Click on Reports|Generate Report

i8]

W File Edit View Policy Stan | Reports Tools Window Help =11 x|
= — « o (]

M—M Import Custom Repart. ., l_ '

E @ varer i =1| [Host [ 05 Type [DMShame [ MetBIOS Name | WetBIOS Dom... [ Ping ... | Scan Status | Time
@ Add Workskation Priviege OCIOWHelpDesk [1] = 157,00, Windows 2000 Profe... cchase2.oc.,,  CCHASEZ oc10 Scanned Thu

1@ Add Workstation Priviegs OCIOlrisocio [1]

I, Active Modem [1]

Critical Key Permissions Software\Microsoft|windowsiCi

DCOM Access Permission Machine Debug Manager [1]

DEOM Config Writable Appld [1]

3 DCOM Launch Permission Machine Debug Manager [1]

I, DCOM Rundis Machine Debug Managsr [1]

DECOM Runés Microsoft Development Environment [1]

DCOM RunAs Mobsyne [1]

DCOM Runds Remote Debug Manager for Jawa[1]

LiveupdateHostverification [1]

LM security [1]

Fosix Enabled [1]

T, prlen[1]

I regfile [1]

I, reqfile - permissions [1]

repair insecure [1]

Zone Active X execution Interneticchase CCHASEL [1]

Zone Active ¥ execution Local intraneticchase. CCHASE

Zone Active X execution Trusted sitesicchase . CCHASE]

3 Zone |ow java permissions Trusted sitesicchase . CCHAS

€} administrator Group CCHASEACChase [1]

€} Administrator Group OCIOWCChase [1]

1 MR ik by Ceenin OCTE DRl 17 =
4 f |‘I
’ = Hosks (3 Vulnerabilities _ 7 nccounts a

Scanning 1 Host(s]..

Scanning Host: 127.0.0.1

Finished Seanning Host 127.0.0.1 (1 Seanned, 0 Remaining)
Finished scanning [Elapsed Time = 0:17.08).

A[ATE TP, General }y AMS Test Session

[LS MT web Server Jiss.key [1 Host(s) [

a4 @ 8 8 > W S0 G| v ] B | san BT s o o SEIEBIGAL wm

Step 3: From Report Selection, Select the type of report that you wish to run. For a
description of Technican Reports, see the next session. Click Next.

Generate Reports - Report Selection e |

£ Executive |S elect a report and click Nest.
[ Line Management

Bl Technician

2= Host Assessment Report Description
----- [ Host Assessment Sorted by DNS Hame . ) -
_____ [ Host Assessment Sarted by IP Address Thiz report lists the vulnerabiliies
_____ & Host Assessment Sorted by 0 Name detected by Internet Scanner after

zoanning the network.
£ Operating Systems

£ Services

- Yulnerability Azsessment

----- @ Wulnerability Azzessment Sorted by DMNS Mame
----- [&] Wulnerahiliy Assessment Sorted by |P Addiess
----- @ Wulnerability Azzeszment Sorted by 05 Mame
----- @ Wilnerability Azsessment Sorted by Severity

..... @ I

----- @ Hast Yulnerabiliby Summal Report Sorted by 1P Address
----- £ User Imported

< Back I Mext » I Cancel Help
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Step 4: Select the session and vulnerabilities that you want to include in this report.
Click Next.

Generate Reports - Report Criteria 2=l

| Select all the zessions that pou wart to include in the report.

—Jobs [Scan Sessions)

F&S5 DISA LS MT “web Server 061002 12:47:31
45 MITC GWCC Windo... LS MNT web Server 05531402 11:34:24
44 MITC G CC Unix[1] LS Unix wieb Server 05/31/02 10:47:58
43 MITC GWCC Router... L4 Router & Switch 05/31/02 10:28:54
42 MITC GWCC Windows LS MNT “web Server 05531402 10:26:40
41 MITC G CC Unix LS Unix wieb Server 05/31/02 10:25:41
40 MITC GWwWCC Router... L4 Router & Switch 05531402 10:22:09
39 MITC Discovery L1 lrwentory 05/31/02 09:54:33
38 D twieb Server[1] LS MNT “w'eb Server 05/30/02 10:19:19
ar MASS Test Scan[1] L5 NT “web Server 05/02/02 10:50:25
36 MASS Test Scan LS MT “web Server 05/02/02 10:20:13
35 MT =P wWorkstations L5 MNT “web Server 0417/02 14:34:48
34 M5 L Unix LS Unix Server 0417402 13:44:58
33 MYSL windows MNT ... LB MNT “web Server 0417402 12:51:35
32 MYSL windows MNT ... LS MNT “w'eb Server 04M7/02 12:26:32 LI

| Select which wulnerabilities, hostzs, or services that you want to include in the repart.

— Yulnerabilities

Hosts—————————— Senvices
¥ High Risk Al itemsz selected [default]. Alllitems selected
[+ Medium Risk [default].
[+ Lows Risk I” | Bemove unreachable

Yulnerabilities. .. | Hosts... | Semvices,.. |

< Back I Mext = I Cancel I Help |

Step 5: Select Print Report, Export Report or Preview Report to get desired
results, for this purpose, we will select Export Report.

Generate Reports - Finish A

Print Repart... I Export Report.... I Freview Repart... I

[
Summary Information

Report Mame: Host Yulherability Summary Beport Sarted by DMS Mame

Report Description: Thiz report liztz the vulnerabilitiez detected by Internet Scanner after
=canning the network.

Selection Criteria:  Sezzion(z] zelected - 47
Rizsk Lewel(z] zelected - High. tedium. Law

et > | Cancel Help
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Step 6: Select format, and then OK. The Select Export File window will appear.
Select a name and then Save to save the report.

Export Repork X
= 21x]
Select Export Format: Save in: | (] Deskiop B F=l="
£dobe POF Farmat [ pdf] My Daocuments [ windows 2000 ngcctest.pdf

HTML [*htm)
Rich Teut Format [*.rtf)

=3 My Computer 'E 197020_wehitepaper. pdf IngccunixDSSl pdf
g' Iy Metwork Places IEl:lawelJSSD.m:IF IEg\u’\lccwint:lowsDSSI.|
_Ifloppy ﬂfasdod.pdf
iss 'E gweedisc0531 . pdf
_ltunes '@ gwccrouter0s31.pdf

4]

| i
File name: I Save I

Ok I Cancel
Save as lype: IAdobe PDF Format (% pdf] j Cancel |

i

Technican Vulnerability Assessment Reports

For Systems Administrators, the most important reports are the Technician
Vulnerability Assessment Reports, as they give the most detailed information about
vulnerabilities that were found on a particular system. All of the reports in this
section gives the same vulnerability details and summaries.

Archiving of Reports in Accordance to Federal Law

Federal laws require agencies to retain records and documents associated with IT
systems, which includes Internet Scanner. Please be aware that Internet Scanner
will generate records that must be retained according to Federal guidelines. For
more information on records management, please contact your Records Officer, or
visit the National Archives at:

http://www.archives.gov/records _management/ardor/grs24.html.
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Scheduling Internet Scanner

Internet Scanner provides the capability to run Internet Scanner at specific times
during the day. However, there is no graphical user interface to schedule scans,
and you must use the Command Line Interface/Engine Manager along with
Windows Scheduler to schedule Internet Scanner events. The example below
shows how you can schedule Internet Scanner to run a scan at a specific time.

Step 1:
Go to command prompt. At command prompt, change directory to c:\program
files\iss\scanner console.

C:\>cd c:\program files\iss\scanner console

C:\program files\iss\scanner console\>

Step 2:

Once at the proper directory, you must use the “Addasset” command under engine
manager to add the Internet Scanner sensor before you can use any other
command line interface for the sensor. Type the following two syntax entries at the
command line and hit enter. Replace “cchase” with your computer name. Replace
“scanner_1" with your sensor name. You should receive a successful command
after the second syntax command.

NOTE: This needs to be performed every time you reboot your machine. You can
also create a batch file to perform this command.

C:\Program Files\ISS\ScannerConsole>EngineMgr -a addasset -e cchase -n scanner_1 -t
scanner -0 stdout.txt

C:\Program Files\ISS\ScannerConsole>EngineMgr -a addasset -e cchase -n scanner_1 -t
scanner -mp EngineMgr.policy

AddAsset for scanner_1 at 199.128.144.92 completed successfully

A description of the syntax commands for EngineMgr used in this example is on
page 49.

Step 3:
You will need to create a batch file to schedule the automated session. Open
Notepad and type the following syntax.

c:\program files\iss\scannerconsole\enginemgr -a startscan -n scanner_1 -hr
127.0.0.1 -poll t -p "L3 Desktop"
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Save the file as a unique file name with the extension of “.bat” in a specified
directory. Be sure to use double quotes when you are saving. After saving, exit out

of Notepad.

B untitled - Notepad
File Edit Format View Help

-n scanner_1

c:\program ﬁ‘1es\1‘ss\scanner‘conso'le\eng'inemgr -a startscan
hr 127.0.0.1 -poll t

- p "L3 Desktop"|

B Untitled - Notepad
(58 Edit Format View Help

New Crl+N s\scannerconsolel\enginemgr -a startscan
.0.0.1 11 "

t - p "L3 Desktop

Qpen. . Cirl+0 “po
Save Cirl+5

Save As...

Page Setup...

Print... Cirl+P

Exit

Save As
Savein: | (2} Deskiop 4 02 e E-
R (L3My Documents Temp
Ea 3 My Computer E=yvpn
My Recert | %My Network Places ] mai_banners_supernet_sendmail,txt
Documerts | |[)35067_508 218 My Computer (2)
p—— (C299067_508b My Documents
—
[ ()Access 2] xpuikstn. bet
Desitop | |Ddata2
[C)Exechriefpics
C)Golearn 1028
|Z)Golearn 1103
[C)GoLearn Reports
D i
Rbociers [CHQnet TP
. Sss
"53! olicy
L [C)5ecure Aware Course?
My Computer
- Fie name: ["L3 Deskiop Sean" v [ see |
My Network | Saveastpe: | Tet Documerts "4} ~| [ Cancal ]
Encoding [ans| v
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Step 5:

Go to Start|Settings|Control Panel, and open scheduled scans

B Control Panel

File Edit View Favorites Tools Help

B

3
:r

J

y ) @) g
(€ ) </ l.@ P Search W= Folders
Address |G‘ Control Panel v| Go
Folder Options Fonts Game Internet ~
Controllers Options )
s L7
L -~ e
Java Plug-in Keyboard Mouse Metwork
Connections
L > E@ c‘i} “\é
MVIDIA nView  Phone and  Power Options  Printers and
Desktop M... Modem ... Faxes
Regional and  Scanners and SigmaTel
Language ... Cameras Audio
¥ @ @
Sounds and Speech System Taskbar and
Audio Devices Start Menu
User Accounts v

Step 6:
Click Add Scheduled Task.

& Scheduled.... [ |[)[X]

File Edit View ¥ gF

@Back ~ \_J

*

Address |[) Sched Go

Add Scheduled Task
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Under Select Program to Schedule, Select Batch file created in Step 4. Click Open.

Select Program to Schedule

Lock in: |E} Batch

D

My Recent
Documents

=
€
Diesktop

)

My Documerts
My Computer

x| & @3 eFE-

My Network File name:
Places

Files of type:

|L3 Desktop Scan bat ﬂ Open |
j Cancel

|Fr\:|gmms

Step 8:

Type a name for this task. Select when to perform this task and click Next.

Scheduled Task Wizard X]

Type a name for this task. The task name can be
the same name a3 the program name.

Perform this task:

" Daily

" Weekly

™ Monthhy

™ QOne time anly

” When my computer gtarts
= When | log on

< Back Cancel
[ g |
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Step 9:
Select the day and time you want to perform this task. Click Next.

Scheduled Task Wizard 3

Select the time and day you wart this task to start.

Start time:
3:35 AM =

Every |1 3: weeks
Select the day(s) of the week below:
[ Monday [ Thursday
[ Tuesday r fn
[~ Wednesday [ Saturday

™ Sunday

< Back Mext = Cancel

Step 10:
Under “Enter the name and password of a user”, you must enter a user ID with local
administrator rights to the machine. Click Next when done.

Scheduled Task Wizard X]

Enter the name and password of a user. The task will
run as if it were started by that user.

Enter the user ngme: ||

Enter the password: |

Confim password: |

¥ & password is not entered, scheduled tasks might
not mn.

< Back Cancel
[ g |
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Step 11:

Click Finish when complete. You should see your newly scheduled task in the
Scheduled Scans window.

Scheduled Task Wizard X

& Scheduled... [Z|[8]&]

Ele Edit View > /b
L3 Desktop Scan Batch Scheduler

You have successfully scheduled the following task:

>
Back ~ &3
Windows will perform this task: @ \_/‘I
At 3:35 AM Fri of eek, starti Addr Eﬂ )
i every Fri of every w arting Address Goher v . Go

#% | Add Scheduled Task
r Open advanced properties for this task when | click! el

Finish.

Click Finish to add this task to your Windows schedule. L3 Desktop Scan

< Back | Finish Cancel <
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EngineMgr Common Syntax Commands

Option Description

-a The action performed by the Internet Scanner sensor.
Default: none
-e The IP address where the Internet Scanner sensor resides.

This option is not used for the help and version commands, but
can be used with all other CLI commands.

Default: 127.0.0.1

-hf Specifies a host file to be used. File listed by be in quotes.

-hr A comma and/or hyphen separated list of IP addresses
specifying the range of hosts to scan

-mp The file name of the Engine Manager policy file. This option
can be used with all CLI commands

Default: EngineMgr.policy

-n The name of the Internet Scanner sensor.

Default: scanner_1

-0 The complete name and file path of the output file. This option
can be used with all CLI commands.

Default: stdout

-p The file name of the policy file

-t The engine type

A complete list can be found in the “Internet Scanner User’s Guide”, by ISS.
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Removing and Uninstalling
Internet Scanner

These instructions show you how to uninstall Internet Scanner and MSDE from a
standard installation If you have multiple instances of MSDE installed or are running
any other ISS product such as Site Protector, please contact ISS or Microsoft
technical support before following these instructions.

WARNING: These instructions contain information about modifying the registry.
Before you modify the registry, make sure to back it up and make sure that you
understand how to restore the registry if a problem occurs. If you use Registry Editor
incorrectly, you may cause serious problems that may require you to reinstall your
operating system. Use Registry Editor at your own risk.

Step 1:
Click on Start|Control Panel and click on “Add and Remove Programs”.

B orrimond Prompt B Control Panel E][E|E|
'l'n

e Errre File Edit View Favorites Tools Help
= Pro ~ »
Microsoft Access \ ﬂ“ )
o con ) -} Search Folders
= Printers al - - g -y 7
E Acrobat Reader 5.1 ) Address G‘ Control - . Go
Q_‘) Help and Supp Forward A
- S Accessibility Options
'.) ear
=7 Run...
All Programs D Add Hardware

!| Undodk Computer !| Log Off -

Add or Remove Programs|

Administrative Tools

BSE _— a

g 8 o>
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Step 2:
The Add/Remove Programs Window appears. Highlight Internet Scanner 7.0 and
click Change/Remove.

& Add or Remove Programs |._ E|E|
i
\ﬁ Currently installed programs:  Sort by:
Change or 4 Dell Solution Center L)
Remaove
Programs S Digital Line Detect Size 0.24MB
i5 ovDsentry
E ra I@ Easy CD Creator 5
Add Mew Basic
Programs @ Internet Explorer Size  0.95MB
824145
Ej E Internet Scanner Size  12.35MB
7.0
Add/Remave Used frequently
Windows
Components Last Used On 12{30,/2003
Ta change this program or
remove it from your
@' computer, dick
Change/Remove.
Set Program - .
Accessand | |Be] InterVideo WinDVD Size  15.07MB
Defaults ﬁE‘ Java 2 Runtime Size  84.35ME
Environment, 5E
v1i4.2
W LivelIndate 1.80 Size 4 AEME T
Step 3:

An uninstall dialog box appears asking: “You have chosen to uninstall an ISS
component. Cryptographic keys will not be removed from the system during
uninstall. Are you sure you want to uninstall?” Click Yes.

Internet Scanner 7.0

\.2) ‘You have chosen to uninstall an 155 compaonent. Cryptographic keys will not be removed from the system during uninstall,
-

Are you sure you want to uninstall?
Click "es" to uninstall and "Ma” to cancel.
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Step 4:

The Backup Configuration dialog box appears asking: “Choosing to backup the
state of components you are uninstalling will do the following: The ISS Scanner
database information will not be deleted. Do you want to backup the current state of
the components you are uninstalling?” Click No.

Backup Configuration? X

Choosing to backup the state of the components yaou are uninstalling will do the follawing:

2
The IS5 Scanner database information will not be deleted.,

Do you want to badkup the current state of the components you are uninstalling?

Step 5:

The Shared File Detected dialog box appears. Click “Don’t display this message
again” and Click Yes to delete this file. This dialog box may appear several times
during the uninstall. Internet Scanner should uninstall successfully.

Shared File Detected

The file C:%Program Files4 S54CPESuppartFileshFlesChecksList. sml may no
longer be needed by any application. v'ou can delete thiz file, but doing o0

may prevent other applications from running correctly. Select Yes to delete
Hha fila

[v ‘Don't display this message again. |

ez Mo Cancel
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Step 6:
Go back to the Add/Remove Programs Window. Highlight Microsoft SQL Server
Desktop Engine and click Remove.

¥ Add or Remove Programs =
og| =[]
B
Currently installed programs: Sort by:
Change or . ~
Remove @ Easy CD Creator 5 Basic i
Programs @ Internet Explorer Q824145 Size 0.95MB
B Intervideo WinDVD Size  15.07MB
EIE ¢ i ﬁl Java 2 Runtime Environment, SE Size  84.35MB
Add Mew vl42
FEEENE ‘W LiveUpdate 1.80 (Symantec Size  4.85MB
Corporation)
Ej |'|i,:.El Microsoft SQL Server 69.75MB
Desktop Engine
Afnd‘,iﬁde::‘l?e Click here for support = rarely
= information.
Components -
To remove this program from your computer, dick
@’ Remove, ‘
SetProgram |4 Modem Helper Size  182VB
Access and .
Defaults & NetWaiting Sze  0.35MB
5 NVIDIA Windows 2000/%P Display
Drivers v
Step 7:

The Add Remove Programs dialog box appears asking: “Are you sure you want to
remove Microsoft SQL Server Desktop Engine from your computer? Click Yes.
MSDE should uninstall successfully. When finished, close out of Add/Remove
Programs.

Add or Remove Programs

‘gl) Are you sure you want to remove Microsoft SQL Server Desktop Engine from your computer?

Yes | [ Mo
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Using Windows Explorer, navigate to the C:\Program Files directory. Highlight the
ISS Directory and press the delete key. Click Yes to remove ISS and all its

contents.

& Program Files

File Edit Wiew Favorites

Qo= - @ - ¥

Address |@ Program Files

":_J' Internet Explorer
|

I:’:—j InterVideo

|

o —

[ )=

Tools i -.1.'
— E53
7~ ! Search
S
-~

- | Size: 520 MB

' I Messenger

",,_J' Folders: issDaemon, issSensors, ScannerCons
1

Step 9:

Confirm Folder Delete

Are you sure you want to remove the folder 'ISS' and all its
contents?

Under C:\Program Files, highlight the Microsoft SQL Server directory and press the
delete the key. Click Yes to remove Microsoft SQL Server and all its contents.

& Program Files

Ele Edit View Favorites

eBack' O l‘fﬁ

B=1ES
Tods > /e

>

W,
7 Search

Address |B Program Files

microsoft frontpage

Modem Helper

Movie Maker

U B U

L
Ea

Confirm Folder Delete

1 Are you sure you want to remove the folder 'Microsoft SQL Server'
=4 and all its contents?
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Step 10:
Click on Start|Run and type Regedt32. The registry editor should appear.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | regedt32|

“

[ Ok l[ Cancel ][ Browse.

)

July 15, 2004

& Registry Editor
Fle Edt View Favorites Help

Step 11:
Expand the HKEY_LOCAL_MACHINE hive and navigate to
HKEY_LOCAL_MACHINE|SOFTWARE until you find the ISS key. Highlight the ISS
key and press delete key to delete to remove key and all subkeys.

=] g My Computer
[ HKEY_CLASSES_ROOT
[ HKEY_CURRENT_USER
EIHE LOCAL MACHDE
[ HKEY_USERS
{21 HKEY_CURRENT _CONFIG

MName Type Data
[38) pefaut) REG 57

{value not set)

ES
.

My Computer|HKEY_LOCAL_MACHINE

% Registry Editor
File Edit View Favorites Help

<

(23 Aps 4| Name Type

{23 Broadcom

(22 BVRP Software

{23 BVRP Software, Inc
(22 corftsy

(22 cooe

(L] Classes

(21 Clients

(21 Conexant

(3 pel

(23 Dell Computer Corpe
(2] Description —
(21 Gemplus

(22 InstalledOptions

(23 nstalishield

(3 mE

(23 Intervideo

ge}iss |

223 JavaSoft v

| 3 ||=

[aB] efauls) REG_SZ

(value not set)

(55

My Computer HKEY_LOCAL_MACHINE\SOFTWARE\ISS
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Step 12:

Navigate to HKEY_LOCAL_MACHINE|SOFTWARE|Microsoft| until you find the
MSSQL Server key. Highlight the MSSQL Server key and press delete to remove
key and all subkeys.

&' Registry Editor (=13 ¢'| Registry Editor =13
Elle Edit View Favorites Help File Edit View Favorites Help
([0 Installedoptions A || Name Type Data {1 Mobile Al Mame Type Data
(3 mnstalshield [ab) (pefautt) REG_SZ (value not set) {23 Mr. Enigma [aB) (pefault) REG_SZ (value not set)
@ mma {11 MsDAIPP
[ InterVideo ({3 mspTC
121 Javasoft {21 msLicensing
ER=1ricosof | 0 st
{1 Active Setup {23 msn
(3 aDs {20 msns
(1 Advanced INF 5 e |MSSQLServer
3 ac {3 mutimedia
(1 AudioCompressi {12 netDDE
(21 Code Store Date (2 netsh
(] com3 {2 NetShow
(I3 Command Proce {22 Won-Driver Signi
{Z2 conferendng 2 ol
{20 Cryptography (2 Outlook Express
fcr (3 PCHealth
({1 dasetup (1 ras
(0 DataAccess (Z1 RAS AutoDial v/
< ¥ < > £ bd £ >
My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft My Computer\HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\MSSQLServer

Step 13:
When finished, exit out of Regedt32 and reboot machine. Internet Scanner and
MSDE should be fully removed.

For more information on removing MSDE, please see the Microsoft Knowledge Base
article 290991 entitled “HOW TO: Manually Remove SQL Server 2000 Default,
Named, or Virtual Instance” at the link below.
http://support.microsoft.com/default.aspx?scid=kb;en-us;290991&Product=sgl2k
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Appendix B
USDA Monthly Scan Certification

Agency ISSPM Name

1. Number of Devices Scanned in the Past 30 Days

2. Do these devices include all systems and desktops? Yes No

2a. If no, please include an explanation to include target dates when all systems and desktops will be scanned.

3. Were vulnerabilities (excluding false positives) found? Yes No

4. Have all vulnerabilities been mitigated? Yes No

4a. If not, have Plan of Action and Milestones (POA&M) been created and reported under the Federal Information
Security Management Act (FISMA) to address these vulnerabilities? Yes No

Certification Signature:

Name Date
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