July 15, 1999

ETHI CS | SSUES | N GOVERNMENT- CONTRACTOR TEAMBUI LDI NG

I nt roducti on

The Departnment of Defense (DoD) has been engaged in an ongoing effort
to incorporate the best business practices of the private sector into DoD and
its conponents. One practice, establishing teams consisting of DoD and
contractor enployees, has becone increasingly cormmon. |In addition, sone DoD
functions are being studied under OMB Circular A-76 to determ ne whether they
shoul d be considered for possible contracting-out to the private sector
Because of these efforts, a closer working rel ationship between the
Governnment and the private sector has devel oped. As these new ways of doing
busi ness evolve, the |ine between Governnent and contractor responsibilities
is less clear to many enpl oyees. There are no recogni zed exceptions to
ethics laws or regulations for Governnment and private sector enpl oyees who
wor k toget her on teans.

In Spring 1998, the DoD Standards of Conduct Office created a DoD task
force to study the application of these |laws and regul ations to these
initiatives. This nmenorandum which highlights the issues that may arise in
an environment where Government enployees and contractors work closely
together, is the first product of this task force. |t provides genera
gui dance through the use of exanples. 1In the future, the task force expects
to publish frequently asked questions and answers and nore specific guidance
in increasingly conplex areas relating to the application of the standards of
conduct to the closer working relationship with the private sector

DoD personnel should be made aware of the statutory and regul atory
restrictions that they face concerni ng nunmerous standards of conduct issues.
Equal ly, contractors need to be aware of the statutory and regul atory
restrictions that are inposed on CGovernnent enpl oyees.

Thi s menorandum begins with a general discussion of Integrated Product
Teanms (I PTs). This section addresses the structure of these teans, which are
the basis of many DoD initiatives. |t then generally discusses the various
subj ect areas of the chapters of the DoD Joint Ethics Regulation (JER)
These sections are:

1. Conflicts of Interest i, 6
7 T I E = T 9
3. Job Hunting and Post-Government Enpl oynent .......... 16
4. Use of Governnment RESOUINCES....cciciviiiiiiinieininieieiniainannns 20
5. M suse of Governnent Position and Endorsenent ..27
6. Support for Non-Federal Entities...ccoocooriiiiiinnnnn.. 31
7. Travel and Transportati ON......cccccovveiviiieiiiniieiieeeeen, 38
S T I = L o 0 o 41

In each of these sections, there is a general discussion, a statenent
of the rules for DoD enployees, and illustrative exanples. This guidance is
not a substitute for ethics and | egal advice. Enployees should contact their
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| ocal ethics counselor for specific advice about their particular situation

Bef ore di scussing the substantive areas stated above, we have incl uded
a section on Integrated Product Teans (IPTs). This section discusses the
framework wi thin which many Governnent personnel and contractors will be
wor ki ng together. In nmany instances, the way that these teans are forned and
the functions that are perforned nust be carefully studied by agency
officials. Because these nmatters set the stage for the ethics issues
di scussed bel ow, we have included this information at the beginning of the
menor andum

I ntegrated Product Teans (I PTs)

General Rule: Governnent |PTs are to be used in virtually every stage of the
acqui sition process.

The Secretary of Defense has directed the adoption within the DoD of a
concept used in industry called Integrated Product Teanms (IPTs) to conduct as
many acqui sition functions as possible, including oversight and review of
programs. | PTs are to function in the spirit of teamwrk to provide advice
and assi stance on acquisitions and are conposed of representatives from all
appropriate disciplines working together to build successful prograns and to
enabl e the deci sion nmakers to nake the right decisions at the right tines.
| PTs may be conposed excl usively of DoD personnel or may include
representatives of industry.

General Rule: When CGovernnent |PTs include representatives from
organi zati ons other than the Federal Governnent, enployees nust conply with
the Federal Advisory Committee Act (FACA). The applicable references are:
the GSA regulation (41 C.F. R Subpart 101-6.10, Federal Advisory Committee
Managenment) and the DoD Directive (DoDD 5105.4, Departnment of Defense Federa
Advi sory Managenent Program 5 Sep 89).

For the purpose of FACA, the term "advisory conmmttee" neans "any
committee, board, conmi ssion, council, conference, panel, task force, or
other simlar group, or any subcomrittee or other subgroup thereof that is
established or used by one or nore agencies, in the interest of obtaining
advi ce or recomrendati ons for one or nore agencies or officers of the Federa
Government." A group is a FACA-covered committee when it is asked to render
advi ce or recomendati ons as a group, rather than as a collection of
i ndi vi dual s.

FACA is only an issue if the IPT includes non-Governnment personnel who
are not in a contractual relationship with the Governnent. By its terns,
FACA excludes any committee that is conposed exclusively of full-tine
of ficers or enployees of the Federal CGovernnent. There is an exception for
non- Federal nenbers of an |IPT who have a contractual relationship with a
Federal agency. Therefore, only contractors with which the agency already
has a contract should provide individuals to serve on an | PT dealing with the
system bei ng devel oped, produced, or |ife-cycle supported. Generally, the
requi renent for a contractor to participate in an |IPT should be set out in
its contract, either as a separate Contract Line Item Nunmber (CLIN) or as a
task under a support contract. |In addition, a separate, stand-al one contract
coul d be appropriate.

Exanple 1: An Assistant Secretary identifies a need for an independent
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panel of experts to assess energing technol ogies for incorporation into a new
weapon design. This panel, if established by the Government, would be an

advi sory conmm ttee under FACA if one or mpore nenbers are not Government

enpl oyees. The FACA woul d not apply, however, if a contractor established
the panel. The contractor could hire a panel of experts to assess
presentations by industry, select the best ones, and devel op reconmendati ons
to present to DoD officials.

CGeneral Rule: |PTs nust be constituted and function so that there are no
organi zational conflicts of interest.

An "organi zational conflict of interest”™ (OCl) arises when a person is
or may be unable to provide inpartial assistance, the person's objectivity is
or may be inpaired, or the person has an unfair conpetitive advantage because
of other activities or relationships with the Governnent. The Federa
Acqui sition Regul ation (FAR Subpart 9.5) generally prohibits contract
situations that give rise to OCls.

An unfair conpetitive advantage al so may ari se where a contractor
participates in an IPT that is reviewing or drafting technical requirenents
for the later acquisition. Generally, therefore, contractors should not be
permitted to participate in IPTs that are responsible for devel oping contract
requi renents and specifications if they will conpete for that effort. If a
contractor nust participate in |PTs that are responsible for devel oping
contract requirenents or specifications, then the Government nust take steps
to address the possible unfair conpetitive advantage. The Governnment coul d
limt the contractor's ability to conpete on that project in the future, or
use several conpeting contractors to ensure a sufficiently w de cross-section
of contractor participation

If an I PT extends over a sufficient amobunt of tine, these same concerns
may arise in connection with the selection of a follow on subsequent phase
contract. The nere fact, however, that the incumbent contractor serves on
the | PT generally should not preclude it from conpeting for these subsequent
awards, so long as care is taken to ensure that the i ncunmbent contractor is
not afforded the opportunity to influence future requirements or is not
provi ded access to nore information than is necessary to performits current
contract.

Exanple 1. A university is a contractor nenmber of an |PT established to
oversee two DoD design contracts for unmanned vehicles. After one year, one
of the contractors will be elimnated fromfurther consideration. The
university's contract should provide that it may not be a subcontractor to
either contractor for any aspect of the unmanned vehicle contract.

General Rule: Menbers of |PTs nay not inproperly disclose or rel ease
proprietary or other business sensitive information.

The success of an | PT depends upon full and open conmuni cati on, which
necessarily requires that contractor nenbers have access to nost, if not all
informati on available to the Governnent nenbers. Generally, Governnent
enpl oyees are prohibited fromrel easing sensitive infornmati on on one
contractor to another without that contractor's perm ssion and appropriate
non-di scl osure agreenents or provisions of the contract. |In fact, the Trade
Secrets Act inposes crimnal penalties for inproper release. As a guideline,
information that is not rel easable under the Freedom of Information Act
(FOA) is not releasable, including to a contractor participating in an |PT,
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unl ess specifically authorized by the owner of the information. Therefore,
appropriate nondi scl osure agreenments should be executed. Simlarly, if any
Government sensitive information will be used by the IPT, non-disclosure
agreenents barring the disclosure and use outside the |IPT by the contractor
al so shoul d be execut ed.

Exanpl e 1: An enployee of the university in the above exanple may not
di scl ose proprietary or business sensitive information of either contractor
to anyone other than a Governnent enployee who is authorized to receive it.

General Rule: IPTs should not performinherently Governmenta
functions.

The functions of |PTs should be limted to advising program managers,
contracting officers, and other Government officials. |PTs should not be
enpowered to take final action on any matter that is an inherently
Governmental function, which is defined in FAR Part 7.5 as "a function that
is sointimately related to the public interest as to mandate performance by
Government enpl oyees. ... An inherently Governmental function includes
activities that require either the exercise of discretion in applying
Government authority, or the making of value judgnents in making decisions
for the Governnent."” Consult FAR Part 9.502 on organi zational conflicts of
i nterest.

The use of contractor enployees on conpetitive source sel ection panels
rai ses significant concerns about inherently Governnental functions.
Therefore, | PTs should not participate in conpetitive source selections.
Thi s does not preclude the Governnent nmenbers from participating in source
selection activities in their non-1PT capacities. Simlarly, this does not
precl ude non-Government individuals fromproviding technical expertise and
advice to Governnment evaluators, so long as they do not participate in the
scoring or source selection decisions.

Exanple 1: In a conpetition between two Governnent contractors whose
performance is nonitored by an | PT conposed of DoD and university enpl oyees,
the university enpl oyees who possess expertise |lacking in the Government may
provi de advice in evaluating the contractors' proposals. They will not,
however, be allowed to score the proposals and should not attend source
sel ection decision neetings.

General Rule: |PTs may not nmke changes to contract terns and
condi tions.

Only a contracting officer may nmake changes to contract terns,
conditions, and requirenments. Menbers of an | PT, whether government or
contractor, do not have the authority to order contract changes nor direct a
contractor in the performance of its contractual responsibilities. The IPT s
role is limted to assisting the parties in understanding contract
requi renments, considering approaches and problens and facilitating tinely
resolution thereof. The contractor remains responsible for performng in
accordance with the contract's ternms and conditions. Recomendations
devel oped by the I PT nust be comunicated to the contracting officer for
consi deration and possi bl e contractual inplenmentation.

Exanpl e 1: The I PT nenbers attend a critical design review given by a
devel opnent contractor. The |IPT may not direct the devel opnent contractor to
| eave space in its design to include a technology that is not part of its
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contract statenment of work; however, the |IPT may nake such a recommendati on
to the Government PM for inplementation and incorporation into the contract
by the PCO, if appropriate.

1. Conflicts of Interest

DoD enpl oyees who interact with contractor enpl oyees |ocated at their
work sites on a daily basis nust be especially concerned with avoiding any
actual or apparent conflicts of interest with their official duties in their
dealings with these enpl oyees. Each situation should be reviewed on its own
merits for conpliance with the governing | aws and regul ati ons.

General rule: Enployees are prohibited by crimnal statute (18 U.S.C.
208(a)) fromparticipating personally and substantially in an officia
capacity in certain matters in which they have a financial interest. The
prohi bition also applies when enpl oyees know that certain persons or entities
have financial interests in the matters. These would include an enpl oyee’'s
spouse, mnor child, general partner, organization in which the enployee
serves as director, officer, enployee, trustee or general partner, and a
person wi th whom the enpl oyee is negotiating for or has an arrangenent
concerni ng prospective enpl oynent.

Further information regardi ng prospective enploynent may be found in
the Job Hunting and Post-Governnent Enploynment section of this guidance.

Enpl oyees may participate in a particular matter when it does not have
a direct and predictable effect on their financial interest.

Enpl oyees may work on matters involving specific parties if they own
stock valued at no nore than $5000 in one or nore affected parties to the
matter, based on a regulatory exenption at 5 C.F. R 2640. 202.

Exanpl e 1: A DoD enpl oyee inherits stock in a contractor val ued at
$15,000. The contractor is serving on an IPT and is one of the potentia
bi dders on the next on-site support contract. Oawership of the stock
constitutes a financial interest. Unless a waiver under 18 U.S.C. 208(b) (1)
is granted, the DoD enployee will be disqualified fromparticipating in the
sel ection of the successful contractor because the award of the contract
woul d affect the conpany’s earnings and the value of the stock.

Exanpl e 2: A personal relationship between a DoD enpl oyee and a
contractor enployee results in their marriage. The contractor enployee will
recei ve a bonus based upon the success of the contract being perforned at the
DoD worksite. The DoD enpl oyee could not participate in the evaluation of
the contractor’s perfornmnce.

Exanpl e 3: A contractor enpl oyee has been assigned to help DoD SSEB
nmenbers eval uate proposals on an RFP for a new high-tech system Her husband
is the Vice President for Governnent Operations for one of the offerors. The
conflict of interest |laws and the Joint Ethics Regulation do not apply to
contractor enployees. However, the governnment has an interest in not
al l owi ng anyone to work on official matters if they have a conflict of
i nterest concerning the matter. The contract should require disclosure and
avoi dance of potential conflicts. DoD should ask for disclosure of the
financial interest of any contractor enployee assigned to work that would
require disclosure if performed by governnment enployees. |f the enployee
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refuses to disclose her financial interests, ask the contractor to assign
sonmeone else who is willing to make the disclosure. |If a conflict is
di scovered, ask the contractor to assign soneone else to the project.

General Rule: Under 18 U S.C. 205, Governnent enployees are prohibited
frompersonally acting as an agent or attorney for anyone el se before a
departnent, agency or court in connection with any covered matter in which
the United States is a party or has a direct and substantial interest. A
covered matter includes any judicial proceeding, application, request for a
ruling or other determination, contract, claim controversy, investigation
or other particular matter.

Enpl oyees may represent spouses or mnor children, and in sone
i nstances, nonprofit agency credit unions and on-site child care centers.

Exanpl e 1: The on-site contractor has a dispute with a DoD agency
concerning contract performance. One of the contractor enpl oyees asks the
DoD agency enpl oyee who is a nenber of the IPT to intercede with the
contracting officer on behalf of the contractor. The DoD enpl oyee woul d be
subject to crimnal sanctions if she conplies with the contractor’s request.

Inpartiality Inpartiality Inpartiality

Ot her situations, while not considered violations of the crinina
conflict of interest statutes, nmay create a perception that an enpl oyee has
lost inmpartiality in the performance of his or her official duties. It is a
basi c obligation of public service that enployees shall act inpartially and
not give preferential treatnment to any private organization or individual
Even the appearance of partiality or preferential treatment is a violation of
t he regul ati on on standards of conduct.

General Rule: DoD enpl oyees should not work on a natter if a reasonable
person who is aware of the circunstances would question their ability to be
impartial in the matter. Enpl oyees should consult with their supervisors and
et hics counselors to assist themin resolving any question of perceived | oss
of inpartiality. 5 C.F. R 2635.502.

Exanpl e 1: A contractor enpl oyee resigns and accepts a job with the
DoD. That enpl oyee should consult with the supervisor and ethics counsel or
to determ ne whether it would be appropriate to be involved in matters,
i ncluding teans, affecting the forner enployer.

Exanple 2: A ronmantic relationship has devel oped between a DoD enpl oyee
and a contractor enployee. |If the DoD enpl oyee has official duties that
i nvol ve the work being performed by the contractor, there will be issues
related to the appearance of a conflict of interest, as well as a perceived
loss of inpartiality. The result could be the disqualification of the DoD
enpl oyee from participating in official matters that would affect the
contractor.

2. Gfts



The standards of conduct rules on gifts fall into one of two
categories: (1) gifts fromoutside sources; and (2) gifts between enpl oyees.
VWhen gift issues arise in the team ng setting, ethics counselors nust apply
the rules established for category (1) — gifts from outside sources - because
DoD contractor personnel are not enployees for purposes of the JER

The gift rules are found in 5 C.F. R 2635 Subpart B: Gfts from Qutside
Sources (JER sec 2-100). A brief summary of the rules foll ows:

General Rule: Except as provided in this subpart, an enpl oyee shal
not, directly or indirectly, solicit or accept a gift:

(1) From a prohibited source, or

(2) G ven because of the enployee’'s official position

An enpl oyee under JER sec. 1-211 is a DoD civilian enployee, any active
duty officer or enlisted nmenber, any Reserve or Guard nenber on active duty
orders, any faculty nenber or student of a DoD school, and certain foreign
nationals. Note: The term does not include an enployee of a contractor or
subcontractor.

A gift under 5 CF.R 2635.203(b) is any gratuity, favor, discount,
entertai nnent, hospitality, |oan, forbearance, or other item having nonetary
value. It includes services as well as training, transportation, |oca
travel, |odgings and neals. It does not, however, include certain types of
items (described further bel ow).

A prohibited source under 5 C.F. R 2635.203(d) is any person who: (1)
seeks official action by the enpl oyee’s agency, (2) does business or seeks to
do business with the enployee’s agency, (3) conducts activities regul ated by
the enpl oyee’s agency, (4) has interests that may be substantially affected
by the performance or nonperformance of the enployee's duties, or (5) is an
organi zation, a mpjority of whose nenbers are described in (1) through (4).
The JER, section 1-207, provides that foreign governnents or representatives
of foreign governments that are engaged in selling to DoD or a DoD Conponent
are defense contractors when acting in that context and so woul d be
consi dered a prohibited source.

A gift is solicited or accepted because of the enployee’ s officia
position if it is received froma person other than an enpl oyee and woul d not
have been solicited, offered, or given had the enpl oyee not held the status,
authority or duties associated with the Federal position.

Taken together, these definitions tell us that when an itemqualifies
as a gift, a contractor enployee is considered a prohibited source for
purposes of the gift rules. This neans enployees must not solicit gifts from
contractor enployees. They also may not accept unsolicited gifts from
contractor enployees unless specifically authorized under an exception to the
gift restriction.

Exanmple 1: As part of a project, a DoD enployee and a contractor
enpl oyee sit side-by-side in a DoD office. The contractor enployee offers
t he DoD enpl oyee four conplimentary box seat tickets (worth $25 each) to
tomorrow s openi ng day baseball game. The DoD enpl oyee nust refuse this
of fer because it is a gift offered by a prohibited source if no gift
exception (discussed bel ow) applies. (Al though one exception allows
acceptance of gifts valued at $20 or less, the enployee may not pay the
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di fference between $20 and the value of the gift.)

Exanmpl e 2: The DoD enpl oyee's supervisor is getting married. He has
been asked to take up an office collection for a wedding gift, suggesting
t hat each enpl oyee donate $5.00 (if they want to). The DoD enpl oyee nay not
ask the contractor enployee for $5.00 — this would be soliciting a gift from
a prohibited source. The contractor enpl oyee could not give an unsolicited
gift of $5.00 toward the office gift because gifts of cash are never
permtted.

The office is also having a little get-together Friday afternoon before the
weddi ng. Each person attendi ng has been asked to pay $3.00 to cover
refreshments. The contractor enployee nmay pay $3.00 cash because this is not
a gift, but the market value of the cost of the refreshnents.

General Rule: There are two ways an enpl oyee may accept sonet hi ng of
val ue from an outside source: if the itemdoes not qualify as a “gift;” or if
the itemfalls under one of the gift exceptions.

The following items are not “gifts:”

(1) Modest itens of food and refreshnents offered other than as part of
a neal ;

(2) Greeting cards and itens with little intrinsic value which are

i ntended solely for presentation;

(3) Odinary loans fromfinancial institutions;

(4) Opportunities and benefits that are available to the general public
or to a class of people (all CGovernment enployees, all active duty
menbers, etc.);

(5) Rewards and prizes given to conpetitors in contests or events open
to the public;

(6) Pensions and other benefits resulting fromcontinued participation
in enpl oyee wel fare and benefit plans;

(7) Anything which is paid for by the Governnment or secured by

Gover nment contract;

(8) Any gift accepted by the Government under specific statutory
authority; or

(9) Anything for which market value is paid by the enpl oyee.

In addition, under 5 C.F. R 2635.204, there are 12 exceptions to the
general rule that prohibits acceptance of gifts from outside sources or that
are offered because of the enployee's official position. The exceptions are:

(a) Gfts valued up to $20 (up to a maxi mum of $50 fromthe sane source
in one cal endar year)

(b) G fts based on a personal relationship

(c) Gfts that are certain discounts or simlar benefits

(d) Gfts associated with public service awards and honorary degrees
(e) Gfts based on outside business/enploynment rel ations

(f) Gfts frompolitical organizations

(g) Wdely attended gat herings and other events

(h) Social invitations (from other than prohibited sources)

(i) Meals and entertainment in foreign areas

j) Gfts to the President or Vice President

k) Gfts permtted under Agency regul ations

) Gfts accepted under statutory authority

—~ A~~~
~— — —
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Exanple 1: Non-gift: It’'s the DoD enpl oyee's birthday. The contractor

enpl oyee, at the next desk, gives hima birthday card and a cupcake with a
candl e on top. The DoD enpl oyee may accept these itens, even though the
contractor enployee is a prohibited source, because the card and the cupcake
do not fall within the definition of “gifts” under 5 CF. R 2635.203(h).

Exanpl e 2: Personal Rel ationship: The contractor enpl oyee has been given four
$25.00 tickets by his boss to tonorrow s baseball gane. He offers the
tickets to the DoD enpl oyee, who refuses because the contractor enployee is a
prohi bited source. The contractor enployee, however, contends that he is
offering the tickets solely out of friendship. Although a persona

rel ati onship can justify the acceptance of a gift, the facts show that the
contractor enployee and the DoD enpl oyee have no history of prior friendship
sel dom soci al i ze outside the office, and have only worked together for six
nonths. Also, the contractor provided the tickets. |In this case, the gift
does not satisfy the “personal relationship” exception under 5 C.F. R
2635.204(b). Situations involving the exception for “personal relationships”
are extrenely fact specific. For that reason, cases involving this exception
shoul d be reviewed with the assistance of an ethics counsel or

Example 3: Gfts of $20 or Less: A DoD contractor shares an office with a DoD
enpl oyee. On the enpl oyee's birthday, the contractor gives hima $15 box of
candy. The enpl oyee nmmy accept the gift because its val ue does not exceed
$20. Note, however, that the enployee nay not accept nore than $50 in gifts
per cal endar year fromthe contractor, including gifts fromthis enployee and
anyone el se who works for the same contractor

Exanpl e 4: Social invitation: A Governnent enployee has invited several co-
workers to his house for a party. One of the persons invited is a contractor
enpl oyee who works in the sane office. This is acceptable because the gift

of food and beverages to the contractor does not violate any ethics rules.

If, however, the contractor reciprocates by inviting the Governnent enpl oyee
to her house for a party, the Governnent enployee may not accept the
invitation under this exception because it does not apply to invitations from
a prohibited source. The Governnent enployee nmay attend the event if one of
the other gift exceptions applies, such as the exceptions for gifts not
exceeding $20 or widely attended gatherings.

Exanpl e 5: Award: A DoD enpl oyee has been selected for an outstanding
performance award for his contributions toward greater efficiency fromthe
DoD contractor that enploys his co-worker. 1In fact, the contractor enpl oyee
nom nated the DoD enpl oyee for the award. The award includes a bronze pl aque
and an all-expense paid trip to Hawaii. The DoD enpl oyee may not accept the
trip to Hawaii. Under 5 C.F.R 2635.204(d), an enpl oyee nmay accept gifts as
part of a bona fide award given for neritorious public service, but only from
a person who does not have interests that may be substantially affected by
the performance of the enployee’s official duties. Here, the DoD enpl oyee’'s
connection to the donor contractor is too close to permt acceptance of the
award. However, the DoD enpl oyee may accept an award certificate and pl ague
fromthe contractor, since these items are excluded fromthe definition of a
"gift."

Exanpl e 6: Di scounts: A DoD enpl oyee exercises at a | ocal health club, which
of fers a nenbership discount to all Federal enployees. However, the
contractor provides its enployees with a free nmenbership to a different
health club, which is a nmuch better facility. After hearing the DoD enpl oyee
conpl ai n about her health club, the contractor enployee tells her that he can
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get the DoD enpl oyee a “guest” nmenbership rate for the sane price that the
DoD enpl oyee is paying for her current health club. The DoD enpl oyee would

| ove to take advantage of this opportunity if she can. There is no
exception, however, that covers a discount or benefit of this nature. Wile
there is a gift exception for discounts and simlar benefits under 5 C. F.R
2635.204(c), such discounts nust be offered to all enployees or all uniforned
personnel. |t does not apply to discounts that discrimnmnate anong enpl oyees
or nenbers based on rank or position. Further, this discount would only be
avai l abl e as a special favor to the DoD enpl oyee based upon her enpl oynent
relationship with the contractor enpl oyee.

Exanpl e 7: Door Prize: The office where DoD and contractor enployees work is
havi ng a holiday party. The contractor enployee volunteers to have his

enpl oyer donate a color television set as a door prize. He states that his
enpl oyer donates itens to charity all the tinme for good public relations.
The contractor nmay not donate the television, or any other prize, to the

of fice door prize. Wile DoD and the mlitary departnents nay accept gifts
from outside sources, gifts should not be accepted when they will raise a
question of inpropriety in light of the donor’s present or prospective

busi ness rel ationship with the Agency. Therefore, the gift should be
decl i ned.

Exanpl e 8: Wdel y-Attended Gathering: DoD and contractor enployees (and their
spouses) have been offered free attendance at a dinner hosted by a | arge DoD
contractor to celebrate the 50'" Anniversary of the Departnent of Defense
MIlitary nenbers and civilian enpl oyees, civic |eaders, and other business

| eaders have been invited to attend. The DoD enpl oyee and her husband may
accept this gift if her supervisor determnes that the event qualifies as a
“wi dely attended gathering” and her attendance is in the agency’ s best
interest. Because the sponsor of the dinner is an organization with
interests that nmay be substantially affected by the DoD enpl oyee's duties,
the supervisor nust nake this determnation in witing. The DoD enpl oyee's
supervi sor does not determ ne whether the contractor enployee nay accept free
attendance at the dinner. That determination is nade by the contractor

enpl oyee in consultation with the contractor's ethics departnment.

Exanpl e 9: Retirenent Party: The DoD program manager has invited his

enpl oyees to dinner at his house to celebrate his upcomng retirement. He
has also invited the contractor enployee, who brings a $22 bottle of w ne.

Al t hough the program nanager mmy accept gifts appropriate to the occasion
fromhis subordi nate enpl oyees, he may not accept the bottle of wine fromthe
contractor because it is nore than $20. However, know ng the disconfort this
will cause, a solution is that he may accept the wi ne on behalf of everyone
at the party if he serves it that evening. He nay not, however, squirrel it
away in his private stock

General Rule: Even if an exception applies to a gift, an enployee shall not:

(1) Accept a gift in return for being influenced in the perfornmance of
an official act;

(2) Solicit or coerce the offering of a gift; or

(3) Accept gifts fromthe sane or different sources on a basis so
frequent that a reasonable person would be Ied to believe the enpl oyee
is using his public office for private gain.
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Exanple 1: A DoD enpl oyee has to review a written proposal submitted by his
office-mate, a contractor enployee. To sweeten the DoD enpl oyee's

di sposition toward his proposal, the contractor enployee offers hima $19.95
box of fine chocolates. The contractor enployee maintains that the candy can
be accepted under the $20.00 de m ninus exception. Although the $20.00 de

m ni mus exception will apply in many cases, the candy in this situation is an
obvious attenpt to influence the DoD enpl oyee in the performance of his
duties. As 5 CF.R 2635.204 points out: “Even though acceptance of a gift

may be permitted by one of the exceptions.it is never inappropriate and
frequently prudent for an enployee to decline a gift offered by a prohibited
source or because of his official position.” 1In this case, it may be prudent
to decline the gift.

Exanpl e 2: A DoD enployee is taking up a collection fromanong her co-workers
for her supervisor’'s wedding gift. She knows she cannot solicit a donation
froma contractor enployee. As she passes by the contractor enployee's desk,
she casually nentions that it |ooks like the collection will be $19.95 short
of the amount needed to buy the gift and any hel p toward reachi ng the goa
will be greatly appreciated. The contractor enployee i medi ately offers her
a twenty-dollar bill. The DoD enpl oyee must give it back — this is a thinly
veiled solicitation of a gift. 1In addition, this would be a gift of cash

whi ch may not be accepted.

General Rule: A Governnent enployee who receives a gift that cannot be
accepted under the ethics rules nust either

(D Return the itemor pay the donor its fair market val ue;

(2) VWhen it is not practical to return the item because it is
peri shabl e, the enpl oyee’ s supervisor or agency ethics officia
may direct the gift be given to an appropriate charity, shared
within the office, or destroyed;

(3) For entertainnent, favors, services, benefits or other intangible
gifts, the recipient nmust pay the fair market val ue (subsequent
reci procation by the enployee is not acceptable);

(4) Di spose of gifts fromforeign governnents or internationa
organi zations in accordance with 41 C.F. R Part 101-49; handl e
gifts of official travel in accordance with 41 C.F. R 101-35.103.

Exanpl e 1: A contractor enpl oyee has been given four $25.00 tickets by his
enpl oyer to tonmorrow s baseball game. She offers two of the tickets to a DoD
enpl oyee, who refuses because it would constitute a gift froma prohibited
source and no exception applies. The contractor enployee then says that he
will sell the DoD enployee the two tickets for face value ($50.00). The DoD
enpl oyee can buy the tickets as long as he pays the fair market value. |If
the tickets are difficult to obtain, the DoD enpl oyee should not make a
regul ar practice of purchasing such tickets fromthe sane source on a basis
so frequent that a reasonabl e person would believe that the enpl oyee is using
his public office for private gain.

Exanpl e 2: The week before Christnmas, the contractor enployee's conpany sends
the DoD office where he works a case of Florida grapefruit (valued at $45).
The office supervisor recognizes that this is an unacceptable gift, but that
it also is too perishable to return. After consulting with his ethics
counsel or, the DoD supervisor gives the case of grapefruit to a |ocal nursing
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home that is operated by a charitabl e organization

Exanpl e 3: A DoD enpl oyee and his wife attend a novie premi ere as the guests
of a contractor enpl oyee, who received the tickets fromhis conpany. After
the event, the DoD enpl oyee di scovers that he should not have accepted the
gi ft because none of the gift exceptions applied. The DoD enpl oyee nust now
rei mburse the contractor enployee for the fair market value of both tickets.

3. Job Hunting and Post- CGovernnent Enpl oynent

Al'l rules concerning job hunting and post-government enploynent apply
to team ng.

Seeki ng Enpl oynent
General Rule: |f DoD enpl oyees want to seek enploynent with a DoD contractor,

they must not perform substantial work on any particular matter affecting the
contractor without first seeking advice froman Ethics Counsel or

There are two statutes that apply to seeking enployment. The first
one, the Conflicts of Interest statute, applies to all DoD enpl oyees and
prevents them from working, personally and substantially, on a matter that
can affect a contractor if they are negotiating for enploynent with the
contractor. 18 U.S.C. 208. The second one, the Procurenent Integrity
statute, applies only to DoD enpl oyees who are working, personally and
substantially, on a procurement contract of $100,000, or greater. |If these
enpl oyees are seeking enploynent with any of the bidders or offerors, they
must not work on the procurenent and nust report the enploynent contact. 41
U S.C. 423.

Conflict of Interest, 18 U.S.C. 208 and 5 C.F. R 2635. 604:

I f DoD enpl oyees imediately and clearly reject the possibility of
enpl oynent, they may work on matters affecting the contractor

I f DoD enpl oyees do not inmediately and clearly reject the possibility
of enploynent, they may not perform any substantial work on any matters
affecting the contractor. These enployees nust provide a witten notice of
di squalification to their supervisors. JER section 2-204(c).

If the matters are so central or critical to enployees’ duties that
their work performance would be materially inpaired if they had to stop
wor ki ng on them enployees nay be allowed to take annual |eave or |eave
wi t hout pay whil e seeking enploynment with the contractor. DoD Conponents may
t ake appropriate adm nistrative action if the enployee is unable to perform
the duties of his or her position.

I f DoD enpl oyees have not worked on a matter that affects a contractor
because they are seeking enploynment, and enpl oynment di scussions end with no
of fer of future enploynent, or if 60 days have passed since they sent resunes
to the contractor and no di scussions have occurred, supervisors nay decide if
enpl oyees may then be assigned to such a matter

When an enpl oyee starts negotiating for enploynent, only a waiver would
al l ow the enpl oyee to perform substantial work on the matters. To grant a
wai ver, an agency appointing official nust determ ne that the enployee's
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interest in enploynent with the contractor, as well as the contractor’s
interest in the matter, are not “so substantial as to be deenmed likely to
affect the integrity of the [enployee s] services.” DoD reconmmends that
et hi cs counsel ors and agency appointing officials carefully scrutinize the
granting of waivers in the light of all the facts and circunstances.

Exanpl e 1: A contractor enpl oyee approaches a DoD enpl oyee who is
working on a matter that affects the contractor and starts a di scussi on about
the DoD enpl oyee coming to work for the contractor. |If the DoD enpl oyee does
not i mrediately and clearly reject the possibility of enploynment, the
enpl oyee nust stop working on the matter.

Exanpl e 2: A decision has been nade to privatize a depot and the
enpl oyees whose positions have been elimnated are formng a corporation to
carry out the functions under contract with the Governnment. These enpl oyees
are disqualified fromperform ng substantial work on the privatization
effort. Depending on the type of work, however, a regulatory exenption may
apply, or the DoD Conponent nay be able to grant a waiver that would all ow
the enpl oyee to work on the effort.

Procurenment Integrity Statute, 41 U S.C. 423 Procurenent Integrity Statute,
41 U.S.C. 423

I f DoD enpl oyees i mediately and clearly reject the possibility of
enpl oynent with a bidder or offeror, they may continue working on a
procurenment of $100,000, or greater, but they nust still report the
enpl oyment contact in witing to their supervisors and ethics counsel ors.

If they want to seek enploynent with the bidder or offeror, they nust
stop all “personal and substantial” work on the procurenment. They nust al so
provide a witten notice of disqualification to the head of the contracting
activity, with copies to the contracting officer, source selection authority,
their i medi ate supervisor, and ethics counselor. |f the procurenment is a
Broad Agency Announcenent (BAA) or Snmall Business Innovative Research (SBIR),
enpl oyees may seek a partial waiver fromthe head of the contracting
activity. However, they nmust stop all “personal and substantial” work on the
procurenent until they get the waiver.

I f DoD enpl oyees have not worked on the procurenent because they are
seeki ng enpl oynent, and enpl oynent di scussions end with no offer of future
enpl oynent, the head of the contracting activity nay deci de whether they may
resume work on the procurenent.

Post - Gover nnent Enpl oynment Post - Gover nnent Enpl oynent

Rul e 1: Former DoD enpl oyees may not represent anyone el se, to any
part of the Federal Governnent, except Congress, concerning a matter on which
t hey worked or which was pendi ng under their official responsibility during
the | ast year of their Federal service. 18 U S.C. 207. This rule does not
apply to enlisted nenbers.

Senior officials (paid at |evel 5 or above of the Senior Executive
Service or mlitary 0-7 and above) may not represent the contractor or anyone
el se to the DoD Conponent(s) in which they served in their |ast year of
Government service regarding any matter (whether or not they worked on the
matter or it was
pendi ng under their official responsibility) for one year. 18 U S.C. 207(c).
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I f DoD enpl oyees who are not senior officials did not work on a matter
“personal |y and substantially,” and did not have the matter under their
official responsibility during their |ast year of Governnent service, they
have no enploynent restrictions regarding it under 18 U.S.C. 207.

I f DoD enpl oyees worked on a natter “personally and substantially,”
they may work for anyone, including the contractor that worked on the matter
and they nay even work on that same matter. They may not, however, represent
the contractor or anyone else to the Federal Governnent, except Congress,
regarding the matter for as long as the matter lasts. 18 U.S. C. 207(a)(1).

If enpl oyees had a matter under their official responsibility during
their last year in Governnent, even though they did not work personally and
substantially on the matter, they may work for anyone, including the
contractor that worked on that same matter. They may al so work on that sane
matter. They may not, however, represent the contractor or anyone else to
the Federal Governnent, except Congress, regarding the matter for two years.
18 U.S.C. 207(a)(2).

Example 1: A recent forner senior official of DI SA may contact a
contractor enployee working at DI SA to discuss the interests of his client
regarding a matter. He may not, however, contact the DI SA enpl oyee sitting
next to the contractor enployee to discuss the sanme thing.

Exanmpl e 2: A fornmer DoD enpl oyee gets a job with a contractor and is
wor ki ng on the sane matter that she worked on as a DoD enpl oyee. She attends
a nmeeting between the contractor and the DoD at which other contractor
enpl oyees are representing the interests of the contractor on that matter to
t he DoD enpl oyees. |If the forner DoD enpl oyee was a high |level official or
supervi sed the Governnent enpl oyees in attendance, she may be inproperly
appearing with the intent to influence the DoD enpl oyees. These situations
depend on the facts and fornmer enpl oyees are encouraged to seek gui dance from
Agency et hics counsel ors.

Rul e 2: Certain DoD enpl oyees may not accept conpensation for one year
fromthe prinme contractor of a contract of $10, 000,000, or greater. 41
U S.C. 423.

To be restricted, the enployees nust have held certain positions
(procuring contracting officer, source selection authority, nenber of source
sel ection eval uation board, chief of financial or technical evaluation team
program manager, deputy program nanager, or administrative contracting
of ficer), or personally nade certain decisions involving $10, 000, 000, or
greater, (decisions to award contracts, subcontracts, or nodifications of
contracts or subcontracts, or task or delivery orders; to establish overhead
or other rates; to approve issuance of a contract paynent; or to pay or
settle a claim regarding the contract.

The enpl oyees woul d be prohibited fromaccepting conpensation fromthe
contractor for a period of one year after the decision or service in the
position. They may, however, accept conpensation from “any division or
affiliate of a contractor that does not produce the same or simlar products
or services as the entity of the contractor that is responsible for the
contract.”
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4. Use of Governnment Resources

As a matter of policy, contractors are ordinarily required to furnish
all property necessary to perform Governnent contracts. (Federal Acquisition
Regul ati on (FAR), FAR 45.102) There are tinmes, however, when the Governnent
has uni que property that it nust provide to the contractor to acconplish the
contract, it is cost effective, or it is otherwise in the Governnent's best
interest to provide facilities and equi pnent. The Governnent may provide
Governnment facilities and equiprment to a contractor. The contract nust
describe the property. The contractor is responsible and accountable for the
property; and must establish and maintain a systemto control and protect the
property. The contractor’s procedures nmust be in witing. They nust also be
adequate to assure that the Governnment property will be used only for those
pur poses authorized in the contract. (FAR 45.509-2)

Because the availability of Governnent property inmpacts the overal
cost of the contract, and nay inpact the conpetitiveness of potentia
contractors, Government enployees need to know what the contract says about
Government facilities and equi pment before providing any Government property
to a contractor. If the contract was priced on the condition that the
contractor would provide the necessary resources, then the Government may pay
too much if it provides resources tasked to the contractor w thout
renegotiating the contract price. It nay also adversely inpact the integrity
of the procurenment system Conpani es may have deci ded not to conpete based
on a contract condition that they had to provide certain property. Only a
Contracting Oficer can nake changes to the terns and conditions of a
contract, so issues involving changes to property terns nust be referred to
the contracting officer for resolution

General Rule: The contracting officer has ultimte responsibility for
determ ni ng the proper use of Governnent property, but simlar rules apply to
contractor enployees as to Governnent enployees. The property can only be
used for purposes authorized in the contract. The contract may pernmit use of
Governnment property on a rental basis for other commercial work of the
contractor, but the terns and conditions nust be spelled out. Governnent
property includes real and personal property in which the Governnment has any
property interest, as well as any right or other intangible interest
(including contractor services) purchased with Governnent funds. (5 C.F. R
2635.704(b) (1))

Exanpl e 1. Use of Government Tel ephones: A contractor enployee is
working at a DoD office. The contract provides that the Governnent will
provi de of fice space, desks, computers, and tel ephones. She asks whet her she
can use the Governnent tel ephone to call her daughter at home. The JER does
not apply to contractor enpl oyees (except for forner DoD enpl oyees covered by
the post enploynment sections). However, the contracting officers may permt
contractor enployees who have been provi ded phones under the contract to meke
the occasional local calls that are permissible for Governnent enpl oyees
usi ng Governnment tel ephones. (5 C.F.R 2635.704)

Exanpl e 2: Contractor Use of Governnment Enmil: A contractor enployee is
supporting a DoD program |In order to facilitate comruni cations, the
contractor enployee needs access to the agency enmmil system Contractor
enpl oyees may use CGovernnent resources, including the email system for
of ficial business when authorized to do so by the contracting officer or
representative. Care nust be taken when providing access to emanil systens so
that access is not provided to non-public information w thout taking
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appropriate safeguards. For exanple, if the emanil contains access to Privacy
Act information, the contractor enployee's access to that information nust be
restricted or the contract nust contain FAR Privacy Act clauses. |If the
emai | contains access to proprietary information bel onging to other
contractors, access nust be restricted or the owners’ consent is required to
rel ease the information. As a practical matter, contractor enployees who use
domai n servers shoul d have their enployer's identification in their enmil
address, e.g. jjones.corp@hg.army.mil.

Exanpl e 3: Advertising on Email: A contractor enployee sends a nessage
on the agency email systemoffering to sell two tickets to a sporting event.
Contractors may not use agency resources in violation of any statute,
regul ation, rule or policy. Personal solicitation is restricted by policy on
nost agency emmil systens. However, the contractor enployees could post a
notice on a bulletin board in a conmon area for personal nessages if
aut hori zed by agency policy.

Exanpl e 4: Use of CGovernment Recreational Facilities: A contractor
enpl oyee asks if she can use the base gymmasi um during |unch. Occasionally,
contractor enployees ask to use the installation exchange store, golf course,
gymmasi ums, clubs, libraries and other facilities. Use of these facilities
is governed by various statutes and regul ations, and should be addressed in
the contract. For exanple, it is not uncomon to provi de access to the
exchange store, gymasium library and limted | egal assistance to
contractors acconpanying the Armed Forces outside the United States. The
Governnment nust be contractually obligated to provide this assistance as part
of the logistics support in order to provide this access. Wthin the United
States, contractors are not authorized to use the exchange stores,
conmi ssary, nedical care or |egal assistance, unless they have retired
mlitary or other status, which would provide i ndependent authorization
(See 10 U. S.C. 1061-1065 (conmi ssaries); 10 U.S.C. 1074-1099 (nedical care);
DoD Directive 1330.9 (exchanges); and DoD Directive 6060.2 (child care)).
Contractor enpl oyees working on the installation may be authorized to use the
installation restaurants, clubs, golf courses, gymasiuns, and other norale,
wel fare and recreation activities by the local installation cornmander on a
space avail abl e basi s.

Exanple 5: Awards to Contractors: A DoD facility has several successfu
research teams that include both contractor and DoD enpl oyees. The director
wants to recognize all nmenbers of the teans. There are several issues,
however, that must be considered. First, the Government does not supervise
the contractor enployees. Supervision would cause the relationship to becone
one of personal services. Personal services contracts are prohibited unless
a statute provides specific authority (FAR 37.104). Personal services
contracts also trigger certain rights and responsibilities, including paynent
of benefits, tax w thholding and conflicts of interests statutes (FAR
37.104). Contractor enployees receive their awards and performance
incentives fromtheir contract supervisor. Awards and perfornmance incentives
such as award fees and incentive paynents may have been built into the
contract. They nmay be paid as part of contract overhead costs. The
Gover nment cannot put itself in the position of managi ng or supervising
contractor enployees. |In addition, there is no statutory authority to pay
cash awards to contractor enployees. The authority under which the
Gover nment pays cash awards to Federal civilian enployees (5 U S. C. 4501-
4506, 4511-4513) or to mlitary personnel (10 U S.C 1124-1125) does not
apply to contractor enpl oyees.
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There is authority, however, to provide honorary awards to contractor
enpl oyees. These include certificates and other small itenms as provided in
the agency’s honorary awards program These honorary awards are limted to
occasions in which the contractor enpl oyees have significantly exceeded
contract requirenents. (DoD 1400.25-M sec. O.2.b.) Also, all honorary
awar ds nust be coordinated in advance with the contracting officer. Prior
coordination is required because the contracting officer nay be taking action
to correct deficiencies in the contractor’s performance. The Governnent nust
comuni cate clearly and with one voice to enforce contract performance

Exanpl e 6: Use of Contractor Enployees for Mrale and Wel fare Events: The
conmander of a DoD installation is planning an organization day picnic and
wants to solicit help fromcontractor enployees to provide |ogistica

support. Contractor enployee tine is a Governnent resource to the extent
that the Governnent has contracted for the tine. (5 CF. R 2635.704(b)(1))
This time can only be used for the purposes authorized by the contract.
Contractor enployees nmay assist in various norale and welfare or comunity
activities sponsored by the Governnment if it is within the scope of the
contract. For example, if the contract provides that the contractor will set
up stands and bl eachers for authorized cerenonies, then contractor enployees
wor king within the scope of their contract may performthe work and be paid.
If a contract provides for painting, however, and DoD enpl oyees try to direct
the contractor enployees to set up the stands, then that work would be
outside the scope of the contract. The contractor enployees could not be
paid for their efforts unless the contract was amended. Contractor enpl oyees
shoul d never be asked to work outside the scope of their contract because of
possible clains and litigation. They may not agree to performthe work

wi t hout charge unless it is accepted by appropriate authority as a gift to

t he Governnent.

Exanple 7: Inviting Contractor Enployees to Mrale and Welfare Events:
An installation commander would like to invite contractor enployees to attend

a picnic for DoD personnel. The terns of the contract and the specific
nature of the event nust be considered, and the contracting officer and
et hics counsel or should be consulted. In general, while the Governnment may

el ect to pay contractor personnel for participation in training or dispute
resol ution di scussions when required by the contract, the Government cannot
pay the contractor for entertai nnent costs. (FAR 31.205-14) Reinbursenent
of contractor enpl oyee norale and wel fare expenses is also limted. (FAR
31.205-13) The Governnent should be cautious about inviting contractor
personnel to |eave their place of enploynent for recreational events because
it creates the expectation of payment. Even when the contractor knows that
it will not be paid for services not delivered during the absence of its
enpl oyees, the contractor nmay feel obligated to have its enployees attend.
Agencies may permt contractor personnel working on-site to attend norale and
wel fare events when the agency believes that it would enhance performance.
However, the contractor personnel nust meke arrangenments with their
contractor supervisor for appropriate |eave or other status under the
contract. Care nust also be taken neither to permt the contractor to
subsi di ze the DoD event, which would be a gift froma prohibited source, nor
to all ow Governnent funds to pay for the norale and wel fare of unauthorized
persons.

Exanpl e 8: Safeguarding Proprietary Information: A DoD installation has
a support contract in which the DoD provi des access to Governnment technica
dat abases to the contractor to facilitate contractor support. The contractor
notes that the Governnent technical databases include proprietary information
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from conpeting contractors. The contractor may not use this information to
enhance its conpetitive position. The Procurenent Integrity Act (41 U S.C
423) restricts the rel ease of source selection and contractor bid and
proposal information; the Trade Secrets Act (18 U . S.C. 1905) nmkes it a crinme
to inproperly release contractor trade secrets and other confidentia

i nformati on outside the Governnent; the Privacy Act (5 U S.C 552a) restricts
rel ease of personal information about individuals; and the Standards of
Et hi cal Conduct for Enpl oyees of the Executive Branch (5 C.F.R 2635.703)
prohi bits Government enployees from using nonpublic information to further
private interests. In addition, when the Governnent purchases technical data
and conputer software, there are often restrictions on release. An inproper
rel ease of technical data or computer software information could result in
clainms fromthe owner for breach of contract or |oss of business. The
Governnment nust restrict access to the portions of the databases that contain
proprietary information fromother contractors unless it obtains their
consent to the release. It also nust restrict the contractor’s use of this
information in the contract. Finally, the Government may consi der other
steps to protect the conpetitive process, including limting the contractor's
ability to conpete on future contracts.

Exanpl e 9: Contractor Enpl oyees as Ti mekeepers: Although contractor
enpl oyees may not supervi se DoD enpl oyees, they may serve as ti nekeepers,
since tinekeeping is a mnisterial function of inputting time and | eave
approved by the DoD enpl oyees’ supervisor. The tinekeeper has access to
i nformati on protected by the Privacy Act, such as social security nunbers and
ot her personal information. The DoD protects this information by putting the
appropriate Privacy Act clauses in the contract. (FAR Part 24) The
contractor enployee can act as tinmekeeper with the appropriate contract
cl auses. The DoD supervisor nust approve all |eave and certify tinme for
payment .

Exanpl e 10: Contractors at Sensitive Meetings: A DoD enpl oyee who
bri efs senior personnel regarding the status of pending contract negotiations
asks if she may bring her technical advisor (a contractor enployee) to the
briefing. This is discouraged. |f the contractor enployee is present,
however, care nust be taken to ensure that the Procurement Integrity Act and
the Trade Secrets Act are not violated. The DoD official nust ensure that
neither the technical advisor nor the enploying conpany has an interest in
t he pendi ng negotiations. She nust obtain a non-disclosure agreenent from
the technical advisor and the enployer. The solicitation should also inform
prospective offerors of possible contractor involvenent in the evaluation
It is critical to know the identity of the participants at any neeting in
whi ch sensitive DoD information will be discussed. The FAR generally
requires all contractor enpl oyees attendi ng neetings, answering DoD
t el ephones and working in other situations in which their contractor status
is not obvious to third parties, to identify thenmsel ves as contractor
enpl oyees to avoid creating the inpression that they are DoD enpl oyees. (FAR
37.114)

Exanpl e 11: Use of Nonpublic Information: A selection has been made for a $50
mllion agency contract. A DoD enployee's friend works for the conpany that
was not selected. The DoD enpl oyee may suggest to his friend to send a
resune to the selected contractor after the public announcenent has been nade
of the award, but not before that tinme. The DoD enpl oyee may not contact the
sel ected contractor and recommend that the conpany hire his friend, as this
is a msuse of position, discussed in the section i mediately follow ng.
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Exanpl e 12: Insider Information: A DoD enployee is aware that the DoD
is about to purchase $1 mllion in ABC software for a database, and woul d
like to buy ABC stock. He may not purchase ABC stock, nor may he reconmmend
that his friends or relatives purchase stock in that conmpany until the public
announcement of the award.

Exanpl e 13: Protection of Proprietary Information: A DoD enployee is
asked to review the specifications for an agency requirenment for conputers.
Since the DoD enpl oyee is tenporarily stationed at the contractor's facility,
he nmust be cautious of who is given access to non-public information
Contractor support personnel, including those persons who operate the copier
or fax, may not be authorized to have access to certain non-public
i nformati on. The DoD enpl oyee nust al so secure the informati on when he
| eaves his work area, such as, by locking it in his desk or in a cabinet.

Exanpl e 14: Use of Governnment Vehicles: A DoD enployee has a Gover nnent
vehicle to transport the programteamto a | ocal neeting away fromthe teanis
duty station. The contractor enployee requests and receives a ride. On the
way back fromthe meeting, soneone suggests a stop to join other agency and
contractor personnel at a farewell lunch for a contractor enployee. The
restaurant is on the route. Under the travel regulations, contractor
enpl oyees nmay be passengers in Governnent vehicles if the head of the DoD
Conponent command or organi zati on has given prior approval. Governnent
vehicles may only be used for official purposes and may not be used to
transport the teamto an unofficial luncheon. The answer nmay differ if the
i ndi vidual s are on tenporary duty status because these individuals nay be
aut horized to use Governnment vehicles to obtain neals.

5. M suse of Position and Endor senent

A. Use of Public Ofice for Private Gain A. Use of Public Ofice for
Private Gain

In carrying out official duties, DoD enployees nmust ensure that
guestions do not arise about actual or perceived benefits that they or
someone they know receives as a result of their Government job

General Rul e: Governnent enpl oyees cannot use their CGovernment position
for their own private gain or for the private gain of relatives, friends, or
ot her persons with whomthey are affiliated in a non-Governnmental capacity.
Affiliated persons include prospective enployers, business associates, and
organi zations to which they belong. They cannot use or pernmt the use of
their Governnent title or authority in a manner intended to coerce or induce
anot her, including a contractor, to provide a benefit to thenmselves, their
friends or relatives, or another person with whomthey are affiliated in a
non- Cover nnental capacity. 5 C.F.R 2635.702.

Exanple 1. A DoD enpl oyee's best friend is |looking for a job. She has
heard from contractor enployees with whom she is working that the contractor
has several openings in her friend' s area of expertise. She can pass on
public information about job openings with contractors to co-workers and
friends, but she cannot request that a contractor interview or hire her
friend.

Exampl e 2: A DoD enpl oyee has just started work with DoD. \When he |eft
his private sector job, his forner boss told himto [ et her know of any

19



busi ness opportunities at DoD. The DoD enpl oyee would like to help his
former boss out. The DoD enpl oyee can pass on public information, but he
cannot pass on information to his fornmer enpl oyer about agency prograns,
possi bl e contracts or other potential business opportunities based on
nonpublic i nformation.

Exanpl e 3: A DoD enployee starts a consulting business. The
contractor enployee that she works with has a nunber of clients she thinks
m ght hire her. The DoD enployee would |ike to ask the contractor enployee
for sone business leads. Wile she is a DoD enpl oyee, regardless of whether
she intends to remain in her Governnent position or separate from Federa
service, she cannot request information fromthe contractor to support her
busi ness. Requesting such information could be a conflicts of interest. She
may advertise her business generally; such as on a non-Governnent web site or
in a publication. She cannot, however, wite targeted solicitations to
agency contractors that are affected by her duties. The DoD enpl oyee shoul d
obtain ethics advice before soliciting business fromagency contractors that
are not affected by her official duties. After she separates from Federa
service, the post enploynment rules nay restrict her activities. (See, Job
Hunti ng and Post - Gover nnent Enpl oynent)

Exanpl e 4. A DoD enpl oyee hears runors that the contractor he works
with may be nmerging with another conpany. |If the runor were true, he would
like to invest in the conmpany. He would like to find out nore fromthe
contractor enployees with whom he works. The DoD enpl oyee cannot ask a
contractor for insider information about its business.

The public nust be confident that DoDis fair and inpartial. That
means DoD nust treat all contractors, bidders, offerors, and potentia
contractors in the same way. Wiile you may wi sh to express your appreciation
directly to a contractor for good work or services, allow ng those statenents
to be made public in connection with your name and DoD title or position
woul d very likely give, or appear to give, an advantage to the contractor.
Endor senents may be construed from casual statenments made during infornmal
conversations between Covernnent and contractor enployees. Before naking any
statements to a contractor about the quality of the work or performance, you
shoul d check with your ethics counselor and the contracting officer

General Rule: DoD enpl oyees cannot use their Governnent title or
position to endorse any non-Federal product or service. 5 C F.R 2635.702

(c).

Exanpl e 1: A DoD enpl oyee receives an unsolicited software product in
the mail. After using it, she finds it to be excellent. \When the vendor
calls to follow up, she expresses her satisfaction in glowing terns. The
vendor was not only eager to nake a sale, but wanted to quote the DoD
enpl oyee on the conpany brochure. She cannot permit a contractor to quote
her oral or witten comments in its literature in connection with her
official title or DoD position. She cannot appear in nedia advertisenments in
her official capacity or wearing a DoD uni form or badge.

Exanpl e 2: Over the years a DoD enpl oyee has received a nunber of
gifts, under $20, fromcontractors. A clanp with a conpany | ogo attaches his
badge, his nouse pad is enbl azoned with a conpany name, he drinks coffee from
a mug displaying a contractor's nane, and he carries his papers in a canvas
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tote bag discretely bearing the contractor's initials. DoD enployees should
consi der the appearance to the public of using and/or displaying, in the

of fice, nmugs, cal endars, mouse pads, badge hol ders, or other itens containing
conpany nanes, |ogos, or other synbolic references to particular contractors.

Exanple 3: At the end of a training class, the vendor asks the students
for feedback. A DoD enpl oyee has enjoyed the class and wites a
conplinmentary note on the evaluation sheet. She discovers later that the
vendor has quoted her in the conpany’s pronotional materials. She cannot
permt the conpany to use her nane in connection with her DoD title and
position. She can contact the company directly or refer the matter to her
et hi cs counsel or.

C. Appearance of Governnent Sanction (Letters of Reconmendati on)

As the author of a character reference or recommendation letter, one
means of addi ng credence to the opinions that are expressed is to include
credentials, including an official DoD position and title. Possibly, the
beneficiary of a reference or reconmendation will request the |letter because
of a DoD enpl oyee's official position and will expect that enployee to
identify his position and use agency |etterhead. A DoD enployee may use DoD
|l etterhead and sign letters of recomrendation with his official title if he
has personal know edge of the individual's ability or character and either
(1) his knowl edge is derived fromdealing with that individual through his
Federal enploynent and the letter will be used for an enpl oynent
recommendation; or (2) his recommendation will be used as part of an
application for a Federal job. (Note: If the letter pertains to a contractor
enpl oyee on an agency contract, the DoD enpl oyee nust first coordinate with
his ethics counselor and the contracting officer.) It is not sufficient to
base the reconmendati on upon another individual's information or persona
know edge.

It is inmportant to renenber that while DoD enployees may wite a letter
of reconmendati on supporting an enpl oynment application, they cannot use their
official title and position or DoD letterhead to endorse either their own
personal activities, services, or products, or those of another
Furthernore, DoD enpl oyees cannot state or inply that DoD or the Governnent
endorses or sanctions their personal activities or those of another

Ceneral Rul e: DoD enpl oyees cannot use their DoD title or position to
i mply Governnent approval or authority for their own or another's activities
outside the scope of their official duties. They may wite a letter of
reconmendati on to support an enploynent application on DoD | etterhead and
sign it using their official title when: (i) the reference is based on their
personal know edge of the ability or character of the individual and this
know edge was derived in the course of their Federal enploynent; or (ii) they
are recomendi ng the individual for Federal enploynment. 5 C.F.R 2635.702(b)

Exanple 1. A contractor enployee with whom a DoD enpl oyee has worked on
an IPT in the past requests a letter of recommendation in support of her job
application with a different private sector conpany. The DoD enpl oyee may
write the letter on agency letterhead and sign it using his title and
position. This recomendation, in support of an enpl oynent application, is
based on his personal know edge of the individual that he gained in the
course of his Federal enploynent. He should check with the contracting
of ficer before sending the reference letter to ensure the letter will not
af fect the Government’s business relationship with the contractor
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Exanpl e 2: A nenber of the teamthat is |ed by a DoD enpl oyee asks t hat
DoD enpl oyee to wite a recomrendation letter for her best friend, who is
seeking a position with the contractor on the project. The DoD enpl oyee has
never personally net the friend but her subordinate has tal ked about her for
so long that the DoD enpl oyee feels as if she knows her. The DoD enpl oyee
cannot write the recommendation letter on agency |etterhead or use her
official title or position because she does not have personal know edge of
the best friend' s character or ability. Her know edge is based on
i nformati on she received from her subordinate enpl oyee.

It is inmportant for DoD enpl oyees to protect information that has not
been rel eased to the public. [If DoD enployees were to use nonpublic
information for their own advantage, the public's trust in the integrity of
its public servants would be | ost. Enployees are cautioned to take
particul ar care when di scussing nonpublic information in partitioned work
areas, in areas where contractor personnel are co-located, in elevators,
break and rest roons, cafeterias and other public areas. Enployees nust be
alert to avoid inadvertently, or carelessly, releasing nonpublic information
to contractor personnel. (See also, Use of Governnent Resources, exanples 8,
11, 12, and 13.)

General Rule: Governnent enployees may not use nonpublic information in
connection with a personal financial transaction or to further their own or
anot her person's private interests. 5 C F.R 2635.703.

Exanple 1: A DoD enpl oyee's current duty station is at a contractor
facility. After attending a neeting back at DoD, she returns to her desk at
the contractor’s facility with the |atest draft of the technical requirenents
for a RFP. She sends the document down to the copying room Once this
docunent | eaves her possession, anyone at the contractor facility may read
and copy it. She nust be cautious to whom she gives access to nonpublic
informati on. Contractor support personnel may not be authorized to have
access to certain nonpublic information. Releasing the docunment to
i ndi vidual s who are not authorized to have it may be a crimnal violation of
the Procurenment Integrity statute, as well as a regulatory violation. |If the
DoD enpl oyee requires copies, she nust either nmake them herself or assign the
copying to an individual authorized to have possession of the information.
She nust secure the docunent when she | eaves her work area, such as, hy
locking it in her desk or a cabinet.

6. Support for Non-Federal Entities
A.  Attendance at Non-Federal Entity Events

Enpl oyees routinely receive unsolicited announcenents about a variety
of events. It may be beneficial for the Governnent to pernmt you to attend
neetings, sem nars, conferences, and simlar events when your attendance wl |
serve a legitimte DoD purpose, such as, if the subject matter of the event
wi || enhance your ability to do your job

General Rul e: Agency Designees (usually the supervisors), my permt
enpl oyees to attend non-Federal events in their official capacities, at
Government expense, if there is a legitimte Governnent purpose served by the
attendance. JER, Section 3-200.
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Exanpl e 1: A DoD enpl oyee has been invited at no cost to attend a
conference sponsored by a DoD contractor. The conference is about a subject
related to her work. Wth prior approval from her agency desi gnee, she may
attend the conference at Governnment expense. Free attendance to the
conference is a gift. See, Gfts, for rules about accepting an offer of free
attendance to a conference, neeting or simlar event.

Exanpl e 2: Enpl oyees nust al ways consi der whet her an appearance of
i mpropriety would be created by accepting an invitation from or extending an
invitation to, a contractor enployee for attendance at parties or simlar
events.

B. Speaki ng Engagenents and Participation in and Logi stical Support for
Conferences and Sinilar Events.

Often, DoD enployees are invited to speak, participate in a workshop or
panel, or meke a presentation at a non-Federal entity event. Enployees may
be authorized by the heads of DoD Conponent conmands or organi zations to
participate in non-Federal entity events where such participation neets
public affairs guidance (DoD Directive 5410.18, "Comrunity Rel ations"), does
not interfere with the mssion, is not favoring one entity over others, and
does not support a profit-making function. Comonly, sponsors offer the
speakers or other participants free attendance. For the rules on accepting
free attendance, see G fts.

General Rule: Wth approval fromthe head of the DoD Conponent conmmand
or organization, who must determne that all of the seven factors bel ow are
met, enpl oyees may nmke presentations, speeches and otherw se participate in
conf erences, neetings, workshops, panels and simlar events and the conponent
or organi zati on can provide | ogistical support for the event. |In order for
DoD to support a non-Federal entity event, other than a fundraising or
menbership drive, the head of the DoD Conponent command or organization nust
make all of the followi ng findings: (1) the support does not interfere with
the performance of official duties and would in no way detract from
readi ness; (2) DoD conmunity relations with the i mediate community and/ or
legitimate DoD public affairs or military training interests are served by
the support; (3) it is appropriate to associate DoD, including the concerned
Mlitary Departnent, with the event; (4) the event is of interest and benefit
to the local civilian community, the DoD Conponent conmmand or organization
provi di ng the support, or any other part of DoD; (5) the DoD Conponent
command or organi zation is able and willing to provide the sane support to
conpar abl e events that are sponsored by other simlar non-Federal entities;
(6) the use is not restricted by other statutes or regulations; and (7) no
adm ssion fee (beyond what will cover the reasonable costs of sponsoring the
event) is charged for the event (or the portion of the event supported by
DoD), or DoD support to the event is incidental to the entire event in
accordance with public affairs guidance. JER, Sections 3-207 and 3-211

Exanpl e 1: A DoD agency receives a request froma contractor to provide
a speaker at an association’s upcom ng conference in Paris. A DoD enployee's
boss asks her to nake the presentation. Two weeks later she is assigned to
take official action on a contract requirenment for which the contractor is
the prime contractor. Both activities are official duties; therefore, she
may carry out both assignnments. She can make the presentation at the
conference if the head of her DoD Conponent command or organi zati on approves
the activity. She nust, however, consult with her ethics counselor before
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she accepts free attendance to the conference, or if the contractor offers to
pay her travel expenses, or otherwi se offers her any gifts. See, Gfts.

A DoD enpl oyee's participation in organizations, on conmittees, etc.
by representing the interests of DoD in furtherance of the agency m ssion,
provi des the agency with the opportunity to express an official position in a
public forum DoD nay al so benefit fromreceiving feedback fromthe public
networking with the interested community and staying abreast of activities
outside the Governnent. The DoD enpl oyee's participation as a liaison to the
non- Federal organi zation, in her official capacity, may be authorized by the
head of the DoD Conponent conmand or organization. She may be asked to join
a board of directors or advisory board of a non-Federal entity in her
official capacity. GCenerally, such participation in the managenment of a non-
Federal entity is not permtted unless specifically authorized by the DoD
General Counsel. DoD enployees nmay be nenbers and nay participate in the
managenment of non-Federal entities as individuals in their persona
capacities provided they act exclusively outside the scope of their officia
position and provided that the offer was not based on the enployee' s DoD
assignment or official position. Wen acting in a personal capacity, DoD
enpl oyees shoul d not use or allow the use of their official titles or
positions; mlitary ranks and honorifics, however, may be used.

CGeneral Rul e:

(1) Menbership: Enpl oyees nay be appointed by the Head of the DoD
Conmponent comrand or organi zation to serve as liaisons to non-Federa
entities in their official capacities under a DoD Conponent menbership
Li ai sons represent DoD interests in an advisory capacity. They may not bind
DoD to any action, nor may they vote or participate in nmanagenent or control
of the non-Federal entity. Enployees may becone nenbers in non-Federa
entities in their personal capacities, provided they act exclusively outside
the scope of their official positions. JER, Section 3-201

(2) Managenent: Unl ess authorized, enployees may not, in their officia
capacities, serve in positions of nmanagenent or control of a non-Federa
entity, including serving on boards of directors and managenent committees.
JER, Section 3-202. Enployees may serve in managenent positions with non-
Federal entities in their personal capacities if they act exclusively outside
the scope of their official position and the position was not offered because
of the enployee’'s DoD assi gnnent or position. JER, Section 3-301

Exanmpl e 1: A DoD enployee is involved in a research project at a

contractor site. The contractor's technical personnel neet weekly to share
i nformati on and progress reports. These nmeetings include discussions about
contracts other than the one she is assigned to work on for DoD, as well as
devel opi ng future business. The DoD enpl oyee has been asked to participate
in the neetings. She may participate in the portion of the meeting that
pertains to her assigned duties on the agency contract. Enployees working at
contractor sites may not participate in the contractor's performance of a
Governnment contract or other contract outside of their assigned duties.
Unl ess authorized to do so, enployees should not provide feedback, comments,
or other response to a contractor's performance. Enployees may not provide
advi ce, recomrendations, or other assistance to the contractor in its effort
to obtain new Government business or other new business.
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To preserve a DoD enployee's ability to be inpartial in the performance
of his or her official duties, the enployee cannot accept conpensation from
any source other than the Federal Governnent for perform ng those duties.
There are sone circunstances, however, where it is appropriate for a DoD
enpl oyee to accept a tangible formof recognition for a job well done. For
exanpl e, certificates, cards, trophies, or other itens, of little intrinsic
val ue, may be accepted. (See, Gfts.)

General Rul e: DoD enpl oyees nmay not receive any salary or
suppl enentation to their Government salary from any non-Federal entity for
perform ng their Governnment duties. 18 U S.C. 209; JER, Section 3-205.

Exanpl e 1: A DoD enpl oyee has worked on an | PT conposed of DoD and
contractor personnel. The team|leader is a contractor enployee. The team
| eader awards everyone on the teama certificate of achievenent. The DoD
enpl oyees may keep the certificate because it was the result of officia
activities and has little intrinsic value.

Exanple 2: It's been five years, and the programthat a DoD enpl oyee
has worked on with contractor personnel has just been conpleted. The
contractor brings in a cake and sodas to celebrate. The contractor has made
up baseball caps to comenorate the project, which are distributed to al
personnel who worked on the project. The contractor also distributes cash
awards to all contractor and DoD personnel on the project. NMbdest non-nea
food itens are not considered to be gifts, so Governnent enpl oyees may enjoy
the refreshments. |f acceptance of the baseball cap is in accordance with
the rules on Gfts, they may keep the cap (i.e., if the value of the cap is
$20 or less, they may accept it). DoD enpl oyees, however, may never accept
cash awards from DoD contractors.

Exanpl e 3: The contractor, which works on a project with DoD enpl oyees,
is sponsoring a drawing for a trip to Hawaii. All contractor personnel and
DoD custoners are eligible to enter. A DoD enployee enters the contest and
wins the trip. She cannot accept the trip because DoD enpl oyees nmay only
accept prizes fromrandom draw ngs that are open to the general public. DoD
enpl oyees shoul d not participate in contractor-sponsored drawi ngs, lotteries,
or pools for prizes or gifts, if they would not be able to accept the prize
or gift under the gift rules.

Exanpl e 4: A DoD enpl oyee has been assigned to attend a conference in
his official capacity. Although the conference is open to the genera
public, the sponsor is charging a registration fee for attending all of the
conference events. The conference includes an exhibit area where interested
parties can set up displays. The exhibit area is only open to conference
attendees. Any attendees who talk with representatives at twenty booths may
enter a randomdrawi ng for a conputer. A DoD enployee visits over 20 boot hs,
enters the contest and wins the conputer. The prize belongs to the
Gover nnment because the drawi ng was not open to the general public, but only
to conference attendees who paid the conference registration fee and visited
twenty booths. Furthernmore, the DoD enpl oyee was on official duty and the
Governnment paid the registration fee.

Exanpl e 5: A newl y-hired DoD enpl oyee, having recently left private
sector enploynment, will be receiving paynments from her forner enployer. |If
she is receiving paynents, such as annuity paynents, a bonus that is paid at
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the end of the conpany’s fiscal year, or other paynents, she should contact
your ethics counsel or for guidance. Certain paynents nay violate a crim nal
statute (18 U. S.C. 203 and 209).

DoD enpl oyees are free to engage in volunteer and personal charitable
activities when they are not on duty, at the worksite, or otherwi se acting in
an official capacity. DoD enployees, however, nmay not personally solicit
contractor enployees either on or off duty.

General Rule: Enpl oyees may not participate in personal charitable
fundraising at the worksite. The head of the DoD Conponent conmand or
organi zati on may aut horize collection boxes for food or toys to be placed in
desi gnated public areas. JER, Section 3-300. Enployees may not engage in
personal charitable fundraising with contractor personnel. 5 C. F. R
2635. 808(c).

Exanmpl e 1: The religious organization that a DoD enployee is affiliated
with is sponsoring a night each nonth at a honel ess shelter for menbers to
cook, provide maintenance to the facility and counseling to the residents.
The DoD enpl oyee knows that one of the contractor enployees is part owner of
a restaurant. She would like to ask for donations of excess food to use at
the shelter. She cannot solicit contractor enpl oyees, either on or off duty,
for contributions, or to participate in group "runs" for charity, to sponsor
an enpl oyee's participation in a charitable "wal k" or "run," or to purchase
cookies, gift wap, candy bars or simlar itens in support of persona
charitable activities.

Exanmpl e 2: A contractor enployee working at a DoD facility, who is
i nvolved in the fight against cancer, is organizing a carnival to raise
funds. He has posted a sign up sheet for contributions and volunteers on his
door. Agencies may have particular policies regarding charitable fundraising
at the worksite or be subject to particular property regulations. Contractor
enpl oyees nmust consult with the contracting officer or contracting officer's
representative, who can seek ethics advice on the propriety of this activity.

F. Distributing Information F. Distributing Information

It isinthe interest of the Government for its enpl oyees to receive
i nformati on about, or be nmade aware of, events of interest to the agency.

General Rule: In accordance with public affairs regulations, officia
channels nmay be used to notify enpl oyees of events of common interest
sponsored by non-Federal entities. JER 3-208.

Exanpl e 1: Many agency enpl oyees received undergraduate degrees in a
particular field of study fromthe same university. Virtually all of those
enpl oyees studied with a particular professor. Her course laid the
groundwork for the expertise the enployees are applying to their Federa
jobs. The professor is retiring and the university is sponsoring a weekend
of events to honor the professor's career. |If it is in accordance with
agency policy, an agency designee may permt use of the Governnent enai
systemto distribute this information to enpl oyees.
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DoD enpl oyees, acting in their personal capacity, may w sh to, or be
asked by contractors to, engage in teaching, speaking or witing in
connection with professional activities. It my be possible for enployees to
participate in these activities, with advice fromtheir ethics counsel or, and
so long as the participation does not violate any statute, rule, or policy.

If the subject matter concerns an agency program policy, or the enployee's
official duties, security clearance and public affairs gui dance may be
required, in addition to ethics guidance. A disclainmer may be required.
Enmpl oyees shoul d di scuss acceptance of honoraria or conpensation, when they
are acting in their personal capacities, with their ethics counsel or
Acceptance of honoraria or conpensation is never pernissible when enpl oyees
are acting in their official capacities.

General Rul e: Speeches, writings, or teaching in an enpl oyee's persona
capacity, in association with a contractor enpl oyee, nust be in accordance
with the law, and agency policy, and may require a disclainmer, and security
and public affairs clearance. Such activity should not be undertaken wi thout
t he advice of an ethics counselor. JER 3-307.

Exanpl e 1: A DoD enpl oyee and a contractor enpl oyee have been working
together to create a software program as part of their official duties. On
their owm tinme, the DoD enployee and the contractor enployee would like to
jointly author a paper to submt for presentation at an upcomn ng professiona
associ ation conference. The DoD enpl oyee shoul d seek gui dance from her
et hics counselor prior to starting the paper. Her ethics counselor, in
coordination with the contracting officer, will need to review the specific
facts pertaining to this situation.

Exanpl e 2: A DoD enpl oyee has worked with a contractor enpl oyee

devel opi ng standards for map products. The contractor enployee, on his own
time, has witten a reference book about these standards. The book has been
accepted for publication. He asks the DoD enpl oyee to review and conment on
the draft. The DoD enpl oyee cannot use official time or resources to support
the contractor's private comrercial enterprise. Wile it my be pernissible
for the DoD enployee to review the draft in his personal capacity, he should
check with an ethics counselor prior to engaging in this activity.

7. Travel and Transportation

A closer working relationship with contractor personnel, including co-
| ocation, may raise issues concerning the use of transportation that is
provi ded either by the Government or the contractor. Because CGovernnent
enpl oyees and contractor enployees may work in close proximty to each other
and may work on simlar issues as part of the sanme team they may |ose their
identity as Covernnent or contractor enployees. Even though they may work
closely on a particular project, they still work for different bosses.

There are statutes and regul ati ons concerning the use of Governnment
transportation and the use of contractor transportation. These rules may not
be obvi ous, and actions that nmay appear expedient or in the best interests of
the Governnent and the contractor may violate these rules. Generally,

Gover nment enpl oyees and contractors can successfully performtheir m ssions
within these rules. Governnent officials should always consi der the purpose
of the travel to determ ne whether there is an appearance of a conflict of
interest. They should work closely with their ethics counsel or because these
rules are not intuitive and are often conpl ex.
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General Rule: Oficial travel by DoD enpl oyees nust be funded by the
Federal Government directly or through a contract, unless the travel or
transportation services are accepted and processed in accordance with the
Conmponent’ s gift acceptance procedures and Chapter 4 of the Joint Ethics
Regul ation: as a gift to the DoD Conponent under a gift acceptance statute,
as a gift to the DoD Conponent under 31 U.S.C. 1353, as a gift froma tax-
exenpt organi zation under 5 U S.C. 4111, or as a gift froma foreign
government under 5 U. S.C. 7342.

Exanpl e 1: A contractor operates a shuttle between a co-located program
of fice and a Command’ s headquarters. The DoD enpl oyee would like to use the
shuttle to carry out official Government business (attend a neeting). The
DoD enpl oyee’s use of the contractor shuttle is permssible only if: (1) the
contractor-provided transportation is funded by the Governnent such that the
contract specifically requires the contractor to provide transportation to
Gover nnment enpl oyees; or (2) the transportation is accepted as a gift to the
DoD Conponent .

Exanpl e 2: A contractor enpl oyee offers to drive a DoD enployee to a
prof essi onal conference to which they have both been invited that is 250
mles away. This is permssible, with advance approval, because 31 U. S. C
1353 and 41 C.F.R 304-1.2 pernmit heads of DoD Conponents to accept trave
benefits from a non-Federal source in connection with their attendance in an
official capacity at a neeting or simlar function (see JER 4-10l1a). Such
travel must be approved in advance by the proper acceptance authority. The
statute may not be used to accept the offer of travel froma contractor to
attend neetings that carry out the mssion of the Governnment enpl oyee, such
as investigations, inspections, audits and site visits. It also may not be
used to accept travel to pronotional vendor training or other neetings held
for the primary purpose of marketing the products of a non-Federal entity.
When 31 U. S.C. 1353 does not apply, paynent of the fair market val ue by the
enpl oyee nay be perm ssible.

Exanpl e 3: A DoD enpl oyee and a contractor enployee are on officia
travel and would like to split the cost of a taxi ride to the airport. This
is perm ssible. Sharing the cost of the taxi ride with the contractor is
perm ssi bl e because each travel er would pay his or her pro rata share to the
neutral provider of the transportation. The DoD enpl oyee shoul d, however,
consi der whether sharing the taxi mght constitute an appearance of a
conflict of interest. For exanple, it may not be advisable for a contracting
officer in the mdst of a source selection to share a taxi with an enpl oyee
of one of the offerors.

General Rule: Personal travel or transportation service provided by a
contractor is considered a gift to the enpl oyee froma prohibited source. It
may only be accepted if one of the exceptions allow ng the acceptance of a
gift from prohi bited sources (such as the exception that allows gifts of $20
or |l ess per occasion and $50 per cal endar year) applies or if the Governnent
enpl oyee pays fair market value. Contractor transportation provided for
of ficial business may be accepted in advance by an appropriate agency
official as a gift to the Governnent.

Exanpl e 1: A DoD enpl oyee carpools with contractor enployees in their
privately owned vehicles. This is pernissible because a bona fide car or
vanpool arrangenent is not considered a gift to the Governnent enpl oyee
because they share expenses.
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Exanpl e 2: A contractor enployee offers to drive a DoD enpl oyee to
lunch at a restaurant ten niles off-base in his personal vehicle. The DoD
enpl oyee may accept the ride if it fits within the exception of 5 C.F.R
2635.204(a) (the $20 exception). There may be an appearance probl emthat
requires discussion with an ethics counselor if, for exanple, this
arrangenent occurs frequently or the DoD enpl oyee is naking officia
deci sions affecting the contractor.

Exanpl e 3: A DoD enployee is co-located with a contractor enployee at a
contractor facility and would like to ride in the contractor shuttle as part
of his commute. This use of the contractor shuttle is personal travel and is
a gift to the enployee. Therefore, the DoD enpl oyee nmay ride the shuttle
only if he pays fair market value for it, or if it falls within the gift
exception of 5 CF.R 2635.204(a), the $20 exception.

Exanmpl e 4: Wiile on official travel, a DoD enployee is offered free
ground transportation by a contractor enployee after working hours to go to
dinner at a local restaurant. This transportation should be analyzed as a
gift to the enployee, rather than as a gift to the Governnent, since it would
apparently be provided to the enployee for his own personal benefit.

Exanple 5: A contractor operates a shuttle between two contractor
sites. Where it is necessary or expedient for enployees of the contractor
and the Governnent to travel together in order to observe certain |oca
conditions on route, to discuss matters or continue a nmeeting during a
I engthy transit between sites, or because of extraordinary tine constraints
on the overall visit, the transportation mght be a legitimte adjunct to the
nmeeting, and not a gift.

General Rule: Governnent owned and | eased vehicles may be used only for
of ficial purposes.

Exanpl e 1: A contractor enpl oyee asks if he can ride the Governnent-
owned shuttle between the co-located program office and the command’ s
headquarters. This is perm ssible because the contractor enployee's
attendance at the neeting would be considered an official use of the
Gover nment owned vehicle. 31 U . S.C. 1344(a) prohibits the use of Governnent
owned or | eased passenger vehicles for other than official purposes. Section
5-6 of DoD Directive 4500. 36-R, Managenment, Acquisition and Use of Motor
Vehicles, permts DoD contractor personnel conducting official defense
busi ness to use DoD shuttle bus services. There may be liability issues
i nvol ved that require consultation with the Conponent attorney.

8. Training
A. CGovernnment Enpl oyee Attendance at Contractor Sponsored Training
General Rule: Accepting a gift of training froma prohibited source is
generally prohibited under 5 C F. R 2635 Subpart B. There are sone statutory

and regul atory exceptions to this prohibition that may pernmt Governnent
enpl oyees to take advantage of free contractor training.

When offered a gift of training, an enployee’'s first step should be to
contact his or her local ethics counselor. The counselor will determ ne
whet her a particul ar exception will pernmt an enployee to accept an offer of
free training. |If an exception applies, the counsel or nmust then determne if
there are any appearance issues that would preclude acceptance of the gift.
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If the counsel or determines that an exception applies, and that there is not
a substantial appearance of a conflict of interest in accepting the gift,
then the counsel or may advi se an enpl oyee that he or she may accept the gift
of free training.

DoD enpl oyees should be aware that training provided by a contractor in
accordance with a statement of work, or that is intended to facilitate the
use of products or services that have been provi ded under a CGovernnment
contract, is not considered to be a "gift". DoD enployees may attend such
training. Enployees should also keep in nmind that notw t hstanding the
exceptions below, it is not appropriate to accept vendor pronotiona
training. Vendor pronotional training is training provided by a person for
t he purpose of pronoting its products or services.

Here are the provisions that authorize DoD enpl oyees to accept gifts of
training froma contractor (approval for each of these authorities nust be
sought in advance of the event):

1. 31 U S.C 1353, Acceptance of Payment from a Non-Federal Source. This
statutory exception allows an agency to accept free attendance for
training that is held away from an enpl oyee’'s official duty station.
Trai ni ng does not have to be open to nmenbers throughout a given industry
or profession, nor does it have to represent a range of persons
interested in the subject matter to qualify for this exception

2. 5 US C 4111. As inplenented by 5 C.F. R 410.501-602, this statute may
allow a civilian enployee to accept certain benefits in connection with
non- GCover nnent sponsored training. This authority applies to training
that an enpl oyee attends while on official duty or training that has been
paid for in whole or in part by the Government. This exenption only
applies to benefits provided by tax-exenpt organizations, such as non-
profit institutions or universities. Records on the gift nmust be
mai nt ai ned by the agency.

3. 5 CF. R 2635.204(g), Wdely Attending Gathering. The w dely attended
gat hering exception allows an enpl oyee to accept free attendance at a
training event. Wdely attended gatherings nust be open to a w de
audi ence or represent a range of persons interested in the subject
matter. Attendance at npst in-house training is likely to be limted to
enpl oyees from the sponsoring event and, therefore, would normally not be
approved. The offer of free attendance may be fromthe sponsor of the
event, or from another entity. |If the free attendance is from anot her
entity, there nust be at |east 100 attendees at the event and the val ue
of the free attendance nust be $250 or less. These restrictions do not
apply if the free attendance is fromthe sponsor of the event, which
i ncl udes situations where the sponsor selects the DoD enpl oyee(s), even
t hough sonmeone ot her than the sponsor will pay for the attendance.

Exanple 1. A DoD enployee is offered free attendance at a training class

offered by a contractor. The training will be held in Frederick, Mryland.
The DoD enpl oyee’s official duty station is in Fairfax County, Virginia. The
DoD enpl oyee hopes to attend the training because it will increase his skills

and knowl edge in areas that directly relate to his official duties. He works
directly with several enployees of the contractor, but he does not manage the
contract nor make any funding decisions with respect to that contractor. The
contractor is offering this gift of free training to a linted nunber of DoD
enpl oyees in the agency who would benefit in their official capacity from
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attendance at the training.

The proposed training my not be accepted under 5 U . S.C. 4111 because
the contractor is a for-profit conpany. The proposed training does not
conply with the “widely attended gathering” exception, as it is in-house
training for contractor enployees. The training does, however, qualify for
31 U S.C. 1353. The training is offered away fromthe DoD enpl oyee's duty
station, approval was sought in advance of the event, the training relates to
his official duties, and it is not vendor pronotional training. Further, the
of fer of free attendance was not solicited by the DoD enpl oyee, and the
ethics counsel or determined that his participation will not bring into
guestion the integrity of the agency’s prograns or operations.

B. Contractor Enployee Attendance at Governnent Sponsored Training
General Rule: An agency nmay provide training to contractor personnel if

requi red under the contract or it does not create a conflict or give the
appearance that the agency is favoring a contractor

If the agency considers these issues and determ nes that allow ng
contractor personnel to attend Governnent training is appropriate, then the

i ssue becones one of fiscal law. If the agency has statutory authority to
expend funds on training for non-CGovernnent personnel, then that is a
permtted activity. |In nobst instances there is no clear statutory authority.

In those cases, an agency nust determine if such training is a “necessary
expense” under the rel evant program appropriation (See 31 U . S.C. 1301(a)).
Thi s involves weighing the costs associated with traini ng non- Gover nnent
personnel against the benefit gained by the Governnent in support of the
appropriation that will incur the expense. Obviously, as the costs
associated with the training increase, so must the nexus between the costs
and the benefits gained by the Governnment. Wthout the authority to retain
training proceeds, any contractor reinbursenments nmust be deposited in the
General Fund of the treasury as nmiscellaneous receipts. If it is determ ned
that training of contractor enployees is appropriate, whether on a voluntary
or mandatory basis, it should be included in the contract.

Exanpl e 1: A DoD enpl oyee asks his ethics counsel or whether he can
invite a contractor enployee to attend Governnment environnental conpliance
(EC) training. The contractor enployee works on a support contract for the
agency. He provides assistance and advice to agency program managers. The
skills and responsibilities required for his duties are simlar to that
required for these agency enpl oyees. The agency does not have specific
statutory authority to provide training to non-Governnment personnel. In
consultation with fiscal |law attorneys, the ethics counsel or determ nes that
the proposed costs for pernmtting the contractor enployee to attend the
training are negligible. EC training is already being offered to agency
enpl oyees. Therefore, the only cost associated with the contractor
enpl oyee's attendance is the cost of providing himwith witten training
materials. Further, the benefits of allowi ng the contractor enployee to
attend are high. The training will increase his know edge in an area that
directly inpacts his ability to support agency enpl oyees. Under these
circunstances, it is appropriate to invite the contractor enpl oyee to attend
t he agency training.

Exanmpl e 2: The DoD enpl oyee asks whether he can require a contractor
enpl oyee to attend the EC training. He may not do so unless the training is
requi red under the contract.
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The following is a synopsis provided by this guidance: (1) Renmenber
that contractor enployees are not Federal enployees; (2) ldentify contractor
enpl oyees; (3) Respect the enpl oyer-enpl oyee rel ationship between contractors
and their enployees; (4) Avoid giving i ncunbent contractors unfair
conpetitive advantage; (5) ldentify possible conflicts of interest of
contractor enployees; (6) Safeguard procurenent, Privacy Act, confidential or
ot her non-public information; (7) Beware of contractor enployees bearing
gifts!; (8) Don’t ask contractor enployees to perform “out of scope” work,
personal services, or “inherently governnental functions;” (9) Resolve
i nappropriate rel ati onshi ps between Federal and contractor enployees; and
(10) Address ethical issues with your ethics counselor pronptly.

Thi s gui dance was prepared to illustrate various ethics and acquisition
i ssues arising fromthe increasing use of contractors in the DoD workpl ace.
It is not a substitute for ethics and | egal advice. The rules in this area
are conplex and evolving. Application depends on the specific facts of a
situation. \When these issues arise, please contact your ethics counsel or and
contracti ng personnel
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