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l. | ntroduction

.1 Background

The first priority of the United States pipeline industry, the Office of Pipeline Safety, and state
pipeline regulators is to protect the public, the environment, and property while maintaining an
efficient and reliable pipeline system. Currently, the primary regulatory basis for achieving these
safety goalsin the pipeline industry is the set of regulations embodied in Title 49 of the Code of
Federal Regulations Parts 190-199. In addition, pipeline companies perform many discretionary
activities over and above the regulations to achieve these goals. Both the industry and regulators
are looking for alternative approaches to further improve safety in cost-effective ways.

“Safety” isthe protection of the public, the environment, and property. “Risk” isany threat to
achieving those goals. Both the industry and regulators believe that risk management has the
potential to provide a valuable tool to help further improve safety and allocate resources cost
effectively, by

u Analyzing the precursor events and causes of potential pipeline incidents
= Examining both the likelihood and severity of potentia pipeline incidents

u Providing a comprehensive and integrated means for examining and comparing the
compl ete spectrum of risks and prevention/mitigation strategies

u Providing a structured, easily communicated means for identifying and prioritizing
pipeline risks and risk-reduction measures

= Establishing and tracking performance measures to ensure safety improvement.

The industry and regulators formed two partnership teams to investigate the potential application
of risk management within the pipeline industry. The Liquid Risk Assessment Quality Team
(RAQT), jointly sponsored by the Office of Pipeline Safety (OPS) and the American Petroleum
Institute (API), examined the potential use of risk management within the hazardous liquid
pipeline industry. The Gas Risk Assessment Quality Team, jointly sponsored by the OPS and the
Interstate Natural Gas Association of America (INGAA), examined the potential use of risk
management within the natural gas pipeline industry. Both teams concluded that risk management
had the potential to produce equal or greater levels of safety in a more cost-effective manner than
the current regulatory scheme, but recommended that a multiyear Risk Management
Demonstration Project be implemented to determine the feasibility of risk management programs
and to ascertain the practical benefits that can be derived from such programs.

These teams recommendations were discussed in a public conference on risk management in

November 1995. This conference resulted in acceptance of the Risk Management Demonstration
Project with the stipulation that a standard be devel oped that would define the necessary elements
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and characteristics of arisk management program. Asaresult of the November 1995 risk
management conference, a joint risk assessment quality action team (JRAQT) was formed to
develop the risk management demonstration program standard.

.2 Purpose

The program standard is intended to serve as a common rational basis upon which the pipeline
industry and its regulators can interactively develop, assess, and refine effective risk management
programs and proposals. It isnot intended to provide a detailed instruction manual that can be
followed by rote by pipeline companies to develop a program or proposal, or a checklist for OPS
to use to review company risk management proposals.

This program standard defines the program and process elements of a comprehensive risk
management program that all Risk Management Demonstration Project proposals shall contain.
At the same time, the standard allows flexibility to each company to customize its risk
management program to fit its particular needs and corporate practices, provided that the
program supports the scope and goals of the demonstration project proposal. This program
standard also includes an evaluation and improvement element that enables programs to evolve as
experience is gained.

This program standard plays an important role in the pipeline industry's risk management
demonstration program. This program standard, by describing the necessary basic elements and
characteristics of a pipeline company risk management program, is to be used by

= Individual pipeline companies that are developing risk management programs for
internal use
= Individual pipeline companies that are developing specific proposals to submit for

consideration in the Risk Management Demonstration Project

= OPS as a basis for developing the processes it will use to review risk management
programs and approve specific Risk Management Demonstration Project proposals
submitted by individual companies.

1.3 Applicability

This program standard will be updated and refined as lessons are learned from the demonstration
program. It is anticipated that this program standard will provide a starting point for the
development of one or more national consensus standards or industry recommended practices.

This program standard is applicable to risk management programs that include any designated

portion, or the entirety of any hazardous liquid or natural gas pipeline system and all associated
design, construction, testing, operations, maintenance, and abandonment activities. A pipeline
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system includes al physical facilities through which hazardous liquids or gas movesin
transportation, including, but not limited to, pipe, valves, other appurtenances attached to pipe,
pumping units, compressor units, metering stations, regulator stations, delivery stations, holders,
breakout tanks, and fabricated assemblies.

In addition to this standard, the Risk Management Demonstration Project requires a regulatory
review and approval process (the Regulatory Framework), and identification of Demonstration
Project Performance Measures which will be used to evauate the effectiveness of risk
management as a regulatory aternative. Figure I-1 shows the relation among the Program
Standard, the Regulatory Framework, and the Demonstration Project Performance Measures.
Even if acompany’s proposal for the Demonstration Project includes al the elements described in
this Standard, participation in the Demonstration Project is at the discretion of OPS, consistent
with the conditions detailed in the Regulatory Framework.

.4 Scope
This program standard outlines a comprehensive risk management program, including

u The application of risk management to any or all portions of the pipeline life cycle,
including design, construction, testing, operations, maintenance, and abandonment

u The complete risk management process, including risk assessment, risk control and
decision support, and performance monitoring and feedback

u The integration of risk management into the corporation’s business practices,
including administration, communication, documentation, and program evaluation.
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.5 Guiding Principles

The following guiding principles describe the overriding attributes and characteristics that all risk
management programs should exhibit. These guiding principles are reflected in the individual
sections of the standard, and can be used by developers and reviewers of risk management
programs to place in appropriate context the individual portions of this standard and to help
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ensure that the expected outcomes of the integrated program will be achieved by the collective
effect of the program'sindividua parts.

1.

Risk Management is a comprehensive management decision support process,
implemented as a program, integrated through defined roles and responsibilities into the
day-to-day operations, maintenance, engineering, management, and regulatory decisions
of the operator.

Risk management produces, structures, and presents the best available risk information to
support and facilitate better management decision making.

Risk management allows management decisions and their bases to be more easily
communi cated.

Risk management is a comprehensive management decision making process that includes
the identification and analysis of risks; the identification, analysis, and selection of
aternative measures to control risks; and the subsequent assessment of performance.

Risk management does not replace pipeline company managers or regulators with
computer models. Corporate managers and regulators make decisions. These decisions
are aided by, but not dictated by, technical models and quantitative analyses.

Risk management is an integrative process, allowing operators and regulators to address
multiple aspects and practices of pipeline design, construction, testing, operation,
maintenance, and abandonment in a combined, holistic way to maximize overall benefits,

Risk management is a continuous process, with initial output from any portion of the
process often being updated and refined using information fed back from subsequent
portions of the overall decision making and implementation process.

Risk management requires corporate management leadership, commitment, and

accountability. Clear lines of responsibility and accountability for risk management need to
be established from the highest level of management down.

Risk can be controlled through the cost-effective application of finite resources.
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Risk management inherently involves subjective trade-offs among different, and often
competing, goals.

Risk management logically structures, brings consistency to, documents, and clarifies the
trade-offs of risks, uncertainties, and benefits anong competing alternatives.

Risk management allows experienced operators and regulators to apply best engineering
practices and judgment to develop integrated solutions to pipeline safety problems as an
alternative to event-driven, regulatory-dictated solutions.

Risk cannot be totally eliminated.
Risk isan inherent part of life and is associated with al industrial activities.

The overall risk of a pipeline can be reduced, controlled, or altered, but it cannot be
reduced to zero.

The process or result of reducing risks of one source or type can affect risks of another
source or type.

Risk management increases, integrates, and enhances the value of information
concerning pipeline safety.

Risk management requires suitable and sufficient data to be developed and maintained
concerning system design and operational characteritics, including reliability and
maintenance histories of pipeline system components. In many cases this information
exceeds that which is currently developed, maintained, and reported.

Risk management addresses both the likelihood and consequences of pipeline incidents. In
this context, “incidents’ refers to unwanted events such as unintended rel eases, leaks, and
near misses.

Risk management addresses the entire life cycle of the pipeline system, considering the
interfaces and dependencies among pipeline design, construction, operation, and
maintenance.

Risk management examines the entire spectrum of risks, from the relatively frequent minor
events that pose little or no risk, to the very low probability incidents that could cause
significant harm.

Risk management identifies and assesses the relative merits of activities to reduce the
likelihood of incidents as well as activities to mitigate the consequences of incidents
should they occur.
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1.6

By placing each source of risk in its proper perspective, and by depicting the relative
impact of potentia risk-reduction measures on overall risk, risk management can facilitate
communication among operators, regulators, and the public concerning the nature of
pipeline risks and the rational basis for decisions on how to manage these risks.

Risk management programs are structured but flexible, allowing customized approaches
to be devel oped for specific issues and situations, encouraging innovation, and
supporting continuous improvement.

There are numerous levels of detail and model complexity that can be beneficidly
developed and implemented within arisk management program. The technical models
used within the program should be commensurate with the level and type of the risks
being analyzed, and should be capable of generating the level of information detail and
confidence needed to support the specific decisions being made.

Risk management programs should be implemented as ongoing, “living” programs,
evolving and continuously improving as experience is gained and new data are obtained.

The implementation of a risk management program should result in a level of public
safety and environmental protection equal to or greater than that which existed prior to
implementation of the program.

Risk management programs include performance measures and call for explicit and visible
monitoring, tracking, and reporting of progress against expected outcomes.

Risk management programs, data, and results are structured in a manner that can be
audited.

Organization of This Standard

This standard presents a summary overview of risk management programs and processes
(Section 11), followed by a detailed explanation of program elements (Section I11) and process
elements (Section 1V). It concludes with a statement of implications for industry, the public, and
the regulatory community. A roster of the Program Standard Team appears in Appendix A.
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Overview of a Risk Management Program

A risk management program can be structured in many ways, but all programs shall contain the
key program and process elements described below (see Figure 11-1).

1.1

Program Elements Overview

Program elements are those portions of the overall corporate programmatic infrastructure that
ensure that risk management is developed and implemented as an integral part of the day-to-day
business practices of the company. Those corporate programmeatic infrastructure elements include

Administration. Corporate policies and administrative procedures shall include
the implementation of risk management programs, including assignment of roles
and responsibilities for risk management activities. The processes used by the
corporation to ensure personnel qualifications shall ensure that individuals have the
necessary experience and skillsto perform their risk management roles and
responsibilities in a high-quality manner.

Communication. The organization's internal communication processes shall
ensure that information concerning the goals of the risk management program,
structure and processes, relevant input data, and risk management results and
decisions are communicated throughout the organization. The organization's
external communication processes should ensure that regulator and other
stakeholder interests and concerns relative to risk management are considered, and
that risk management program goals and results are communicated to and
discussed with Federal, State, and local regulators, the public, and other
stakeholders as appropriate.

Documentation. The organization's documentation processes and systems shall
include the acquisition, processing, storing, and reporting of risk management data
and information.

Program Evaluation and I mprovement. The organization's program evauation
processes and systems shall ensure that the risk management program's activities,
decisions, and results are continually monitored, to assess progress in managing
risk, and to improve the overal risk management program.

Risk Management Program Elements are addressed in detail in Section |11 of this program

standard.
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Figurell-1 Risk Management Program Overview
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1.2 Pr ocess Elements Overview

Risk management process elements are the technical and analytical portions of a risk management
program needed to assess risks, identify possible ways to control these risks, allocate resources to
control risks, monitor performance, and apply information learned to improve the process.

Figure I1-1 depicts the major risk management process elements. Although thereis a natural,
logical flow to the process elements, risk management programs are, in practice, iterative
processes with considerable interaction and feedback among the process elements. Initial risk
assessment activities may be expanded or re-examined based on the outcome of subsequent
activities to define effective risk control measures. The monitoring of performance may suggest
that initial assumptions or data were inadequate, and need to be updated or rethought. A risk
management program is a dynamic process, which continually develops new data and information
that can be used in each step of the process to make improved and better informed decisions.

Thefirst key step of arisk management program is defining the scope of the program. The initia
scope definition includes

= The physical boundaries of the pipeline system that will be addressed

= The portions of the life cycle that will be addressed (e.g., will design and
construction issues be examined, or will the study focus on operational and
maintenance problems and solutions?)

u The breadth of the analyses (e.g., will all types of failure modes and potential
solutions be considered, or will the program focus on specific types of failure
modes?).

The scope of the program shall be consistent with the goals of the company's risk management
program. A screening level risk assessment (see next section) can often be effectively used to help
focus the scope of the risk management program on the most important issues and opportunities
for improvement. Limited, focused-scope risk management programs are, in fact, often a prudent
way of introducing a risk management program into an organization, allowing experience and
skills to be developed in a controlled manner. However, the scope of the risk management
program shall consider system components and failure modes that have a significant effect on risk
management conclusions and decisions.
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11.2.1

Risk Assessment

The Risk Assessment portion of arisk management program addresses the following basic

guestions:

What adver se events can happen?

What types of adverse consequences are of concern and will be addressed by the
risk management program?

What event or series of events would have to occur to cause these undesirable
consequences?

How could these events occur (i.e., what are the logical combinations of possible
contributing causes that would result in these events)?

How likely are these eventsto occur?

How severewould the consequences beif the events did occur ?

Given the occurrence of the event(s), what are the specific physical mechanisms or
pathways by which the event could lead to harm to the public, employees and
contractors, the environment, private and public property, or other valued entities?

What would be the expected size or severity of the release of hazardous material
from the event?

What would be the nature and severity of the impact of the event(s) on the public,
employees and contractors, the environment, private and public property, or other
valued entities?

Inputs to the risk assessment typically include data and information about the design and age of
the pipe, the soil surrounding the pipeline and other external factors, operational and maintenance
practices, operating history, test history, inspection findings, and the proximity and distribution of
population, third party construction activities, environmentally sensitive areas, and unusually

sensitive areas.

The risk assessment element results in an understanding of the “risk profile”: the contributors to
the overall risk of the segment of pipeline being analyzed, and the relative importance of each of
these contributors. This understanding of the current risk profile provides the basis for defining
and deciding among ways to reduce these risks, which is the next step in the risk management

process.
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Risk assessments are often performed in an iterative manner. For example, a screening level, or
“first-cut” risk assessment, employing less detailed analyses, is often used to focus the scope of
the program and identify those areas where more detailed analyses should be performed.

Risk assessment is addressed in more detail in Section V.1 of this standard.
11.2.2 Risk Control and Decision Support
In this portion of the risk management program, the organization examines options for controlling
the risks identified in the previous step and makes decisions concerning which specific risk control
activities to perform and when to perform them.
A “risk control activity” can be a current practice or a change in the way that the pipelineis
designed, constructed, tested, operated, or maintained for the purposes of improving the risk
profile of the pipeline. For example, risk control activities can include additions of isolation
valves, increases (or decreases) in surveillance or testing intervals, changes in the timing or nature
of amaintenance activity, operating the system under different conditions, etc.
The expected outcome of this step is the identification of an overall set of risk control activities
that collectively achieves the risk management goals of the operating company and produces an
equal or greater level of safety.
Risk control and decision support address the following questions:

What could be done to control risks?

u Given our understanding of the current risk and its contributors, where can
improvements in design or operation be made to reduce risk or more efficiently
control risk?

= What are possible ways of reducing the likelihood of events?

u What are possible ways of reducing the consequences of events?

What aretherelative merits of the variousrisk control options?

u How much does each option affect each type of risk?
u How much does each option cost to implement?
u What are other benefits or incremental costs of each option?

What set of activities best achieves risk management goals?

September 24, 1996 -5 DRAFT



10

15

20

25

What are the most cost-effective risk control options?

Are there additional compensatory actions that can be performed to cost-
effectively control residual risks?

In addition to risk reduction and cost, what other factors will be considered in
choosing among risk control activities?

How can the various options be integrated to produce an overall set of changes
that achieves the risk management goals?

How can available resources be alocated to most efficiently implement the
activities over time?

Should additional resources be committed to reduce risks?

Risk control and decision support are addressed in more detail in Section IV.2 of this standard.

11.2.3

Performance M onitoring and Feedback

In this portion of arisk management program, the organization establishes performance measures
and tracks progress to ensure that the intended effects of its actions are being achieved.

Performance monitoring and feedback address the following questions:

What improvements ar e expected from therisk control decisions?

What changes in performance are expected from the selected set of improvements?

How would these changes be expected to manifest themselves in the short,
intermediate, and long term?

What measur es best captur e these expected outcomes?

What can be measured or observed in the short term and over the long term to
determine if the specific applications of risk management are producing the desired
results?

How can the organization demonstrate equal or greater levels of safety?

Arethe sdlected risk control activities having the intended effects?

Does actual experience confirm predictions?
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How can the overall risk management process be improved?
= Given actual experience, does the organization need to change its decisions?

u How should the risk assessment and risk control processes be updated to reflect
new experience?

Performance monitoring is addressed in more detail in Section 1V.3 of this standard.

September 24, 1996 -7 DRAFT



10

15

20

25

30

35

[11. Risk Management Program Elements

Risk management program elements form the foundation of the organizational infrastructure that
supports the analytical and technical process elements of risk management. Risk management
program elements deal with the overall functioning of the risk management program. The content
and complexity of the risk management program elements shall be consistent with the degree of
risk, the comprehensiveness of the risk management program, the quantity and quality of data
available, and corporate organizational capabilities.

While there are many ways to structure a risk management program, all programs shall contain
elements that address administration, communication, documentation, and program eval uation.

.1 Administration

The risk management program should be documented to ensure that the risk management policies
are established, understood (both within and outside the organization), implemented, and
maintained. The risk management program shall be an integral part of normal operations.
Procedures must be established for conducting the risk management program. These policies and
procedures address a number of administrative requirements, including:

.11 Roles and Responsibilities

The risk management program documentation shall define roles and responsibilities for
conducting risk management activities within the operator’s organization. Risk management
should be integrated into existing functions where appropriate. Authority for decisions and
necessary resources shall be defined.

11.1.2 Personnd Qualifications

Qualified personnel are essential for execution of an effective risk management program. The risk
management plan shall describe the personnel qualifications necessary for the roles and
responsibilities assigned as described in Section 111.1.1, and define the processes that will be used
to ensure that personnel performing risk management tasks possess the necessary qualifications.

11.1.3 M anagement of Change

The risk management plan shall include a discussion of the operator’ s management of change
procedures. Management of change applies to approval and documentation requirements for both
procedural and physical changes related to design, construction, operations, and maintenance of
pipeline facilities; and procedural changes associated with the risk management program. Risk
management programs should include mechanisms for gathering and assimilating new information
on pipeline surroundings and conditions as Situations that may affect risk change over time.

1.2 Communication
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An efficient flow of information among appropriate stakeholders, both interna and external to the
operating company, enhances the quality of the analyses, improves decision making, facilitates
review, and builds trust.

A risk management program shall contain an internal communications element, in which
information concerning the goals and implementation of the risk management program, relevant
input data, and results obtained are communicated throughout the organization. A risk
management program shall aso contain an external communications element, in which regulator
and other stakeholder interests and concerns are understood, and program goals and results are
communicated to and discussed with Federal, state, and local regulators, the public, and other
stakeholders as appropriate.

A risk management program shall include aformal communications plan that identifies the types
of information to be communicated and the audiences to receive that information (e.g.,
employees, operators of other adjacent facilities, regulatory agencies, other government agencies,
emergency response agencies, the genera public, the affected public). Risk management
programs also shall include the methods of communication (e.g., public meetings, citizen advisory
panels, printed materials, videotapes, telecommunications), individuals or organizations
responsible for these communications, and the methods that will be employed to receive
information from these audiences.

1.3 Documentation

The risk management program shall collect and maintain documentation of the inputs, analyses,
and outputs of each element of the risk management program. This documentation supports
efficient internal implementation of each step of the risk management process and allows key risk
management results and decisions to be traceable and defensible. The risk management program
may draw on existing documentation within a company and will produce new documentation
requirements associated with the risk assessment, risk control decisions, and performance
monitoring.

A risk management program shall include a documentation plan that describes how the company
will acquire, process, store, report, maintain, verify, and modify relevant risk management data
and information (e.g., program plans and procedures, specific technical analyses with input data
and assumptions, training records).
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1.4 Program Evaluation and Improvement

In order to determine, report, and improve the effectiveness of the risk management program, a
risk management program shall include a planned and structured evaluation of its activities and
processes. Evaluation thus serves as a quality or continuous improvement element of the risk
management program.

The risk management program shall include an evaluation plan that periodically examines and
reports

1. The quality and effectiveness of the administrative, communication, and
documentation program elements

2. The quality and effectiveness of the analytical processes used to assess risks,
identify possible ways to control these risks, allocate resources to control risksin
the most cost-effective way, and monitor performance

3. The impacts of risk management decisions on the choice of performance measures

4. The conclusions and reassessments about program effectiveness resulting from
performance monitoring and feedback.
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V. Risk Management Process Elements

Process elements are the technical and analytical activities needed to assess risks, identify possible
ways to control these risks, allocate resources to control risks in the most cost-effective way, and
monitor performance. While there are many ways to structure an overall risk management
process, al processes shall contain the following elements.

V.1 Risk Assessment

Thefirst step of the overal risk management process is to identify and understand the specific
risks that must be managed. The Risk Assessment portion of a risk management program
addresses the following basic questions:

What types of riskswill be addressed? (Section 1V.1.1)

What adver se events can happen? (Section 1V.1.2)

How likely are these eventsto occur? (Section 1V.1.3)

How severe would the consequences be wer e the eventsto occur? (Section IV.1.4)

How isarisk profile developed? (Section1V.1.5)

The risk assessment process element, and its relationship to the other risk management process
elementsisillustrated in Figure 1V-1.

V.11 Scoping and Screening Analysis

A key first step in risk assessment is defining the scope of the analysis. The scope definition
provides the framework and boundaries for the entire risk assessment process, and therefore must
be well defined at the beginning of the process. An operator's risk management program shall
contain a scope definition that includes:

= The physical boundaries of the pipeline system that will be addressed

= The portions of the life cycle that will be addressed (e.g., will design and
construction issues be examined, or will the study focus on operational and
maintenance problems and solutions?)

u The breadth of the analyses that will be addressed (e.g., will al types of failure

modes and potential solutions be considered, or will the program focus on specific
types of failure modes?).
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FigurelV-1

The Risk Assessment Process Element

Risk Assessment
Estimate the frequency and consequences
of potential incidents
(Section 1V.1)

Scoping and Screening Analysis
Define the physical and analytical
boundaries of the assessment
(Section 1V.1.1)

Event I dentification
|dentify the events that could cause pipeline
failures and lead to adverse consequences
(Section 1V.1.2)

Frequency Analysis
Estimate how often the events might occur
(Section 1V.1.3)

Consequence Analysis
Estimate the severity of the adverse impacts
should the events occur
(Section 1V.1.4)

Risk Estimation
Combine frequency and consequence estimates
into relative risk values
(Section 1V.1.5)

Risk Control & Decision Support
Select activities to reduce risk or produce equal
or greater levels of safety more efficiently
(Section IV.2)

Performance Monitoring & Feedback
Determineif the risk control decisions produce
the anticipated outcomes
(Section IV.3)
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The scope of the risk assessment shall be consistent with the overall goals of the operator's risk
management program. Although successful risk management programs usually expand their scope
and become more comprehensive over time, it is often not necessary to perform a detailed risk
assessment of an entire pipeline system as the first step of a pipeline risk management program.
There are avariety of useful ways of initialy limiting the scope of a detailed risk assessment,
including

1. A “screening” analysis that identifies those segments of the pipeline that arein or
near high population zones or areas unusually sensitive to environmental damage,
or that have experienced poor operating histories, and therefore could reasonably
be expected to pose relatively higher risks than other portions of the pipeline

2. The identification of specific issues by operators or regulators that appear to pose
higher than average risks or provide opportunities for more cost-effective risk
control (e.g., Significant new residential or commercial construction in the
immediate area, corrosive soil conditions, etc.)

3. The existence of special circumstances or characteristics of a specific segment of
the pipeline (e.g., it is about to be transferred to another company, it shares
characteristics with another pipeline in which a serious event has occurred, etc.)

Risk management programs with a limited scope are often a prudent way of introducing risk
management programs into an organization, allowing experience and skills to be developed in a
controlled manner. However, the scope of the risk management program shall include system
components and failure modes that have a significant effect on the risk management conclusions
and decisions.

The risk management program shall define and document the scope and purpose of the risk
assessment, including any preliminary evaluations and screening analyses that may be undertaken.
Assessments are expected to evolve over time, and periodic updates will be a part of the risk
management program documentation (see Section 111.3).

The system being analyzed is defined by providing a genera system description, including
boundaries, environment, and operating conditions. Any assumptions and constraints applicable
to the system, the events, and the methods used shall be stated in the scope.

V.12 Event I dentification
Figure IV-2 depicts the progression of a pipeline incident. In pipeline risk management, the
condition that exists with the potential for causing undesirable consequences (i.e., the “hazard”) is

the presence of hazardous liquids or natura gas within the pipeline. The accidenta release of
these substances can potentially cause uncontrolled dispersal of these
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FigurelV-2 Progression of a Pipelinelncident

Hazard Cause Accidental | mpact
Event
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mechanical resources, etc.
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substances, with the possibility of associated fires, explosions, property damage, or environmental
impacts.

A pipeline incident is the result of one or more events in a sequence that lead to loss of pipeline
integrity and loss of containment of the liquid or natural gas product. Each of these eventsin the
sequence may have one or more potential causes. For example, arectifier failure can lead to loss
of cathodic protection, which can lead to corrosion, which can lead to loss of containment. The
rectifier faillure itself may be caused by random component failure, lightning, etc.

A risk assessment identifies the specific events or combinations of events that could lead to loss of
pipeline integrity and unintended release of product, and delineates the potential causes of these
events. In subsequent risk assessment steps, the likelihood of these specific events and the
severity of consequences associated with them will be estimated.

An operator's risk management program shall describe the processes, tools, and models by which
pipeline incidents and their causes are identified. Pipeline incidents can be identified in a variety of
ways with varying levels of detail and sophistication, including

u Knowledge-based processes, in which the experience of operations and
maintenance personnel concerning the causes of pipeine incidents is systematically
captured through interviews, checklists, failure modes and effects tables, etc.

u Data-based processes, in which the documented operating history (in the form of
incident reporting systems, maintenance histories, etc.) of the pipeline or other,
similar pipelinesis examined to identify causes.

u L ogic-based processes, in which logic models are constructed to search for and
identify potential causes of pipeline incidents by systematically breaking the
incidents into their contributing causes (e.g., fault trees), or by following the
possible outcomes that can result from a postulated initiating event (e.g., scenario
models, or event trees).

The level of detail and sophistication of the risk assessment processes and models shall be
commensurate with the level of risk being evaluated and shall be able to provide the level of
precision necessary to support the specific risk control decisions being made. An operator's risk
management program shall justify the appropriateness of the level of detail of the risk assessment
models.
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V.13 Frequency Analysis

Once the series of events that could lead to pipeline incidents and consequential impacts are
identified, it is necessary to estimate the relative likelihood that these events will actually occur.
Frequency analysis provides estimates of the relative likelihood of the event or events that lead to
pipeline incidents and to adverse consequences.

Frequencies of events can be estimated in either qualitative or quantitative terms, or both.
Qualitative processes often use relative categories such as “frequent,” “likely,” “unlikely,” or
“rare” to depict the likelihood of experiencing an event. Often, the qualitative categories are
calibrated to ranges of quantitative frequencies (e.g., “likely” may be assigned to events with an
expected frequency between 1 and 5 events per year). Quantitative processes estimate the
expected number of events per unit time (e.g., 10 times per year). Semiquantitative processes
often use a numeric index to estimate the relative frequency of events. For example, the
frequency of third party damage events may be assigned an index score of 30, and corrosion
events may be assigned an index score of 10, indicating that third party damage events are
expected to occur three times as frequently as corrosion induced events.

Aswith event identification, frequency estimation can be performed at varying levels of detail and
sophistication, including

u Knowledge-based processes, in which expert opinion is used to estimate the
frequency of events based on experience of knowledgeable operators, inspectors,
etc.

u Data-based processes, in which event frequencies are derived from documented

operating history (in the form of incident reporting systems, maintenance histories,
etc.) of the pipeline or other, similar pipelines.

u Logic-based processes, in which logic models (e.g., fault trees or event trees) are
constructed to mathematically combine the frequencies of causal events or series of
events into an estimate of pipeline incident frequency. Logic-based processes are
often used when insufficient operating data exists to estimate directly the
frequency of very rare events.

An operator’ s risk management program shall describe the processes, tools, and models by which
the frequency of pipeline incidentsis to be estimated. An operator’s risk management program
shall define and justify the appropriateness of the level of detail of the risk assessment models.
Limitations or uncertaintiesin the analysis shall be documented.
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V.14 Consequence Analysis

Consequence analysis involves estimating the severity of the impacts of the identified event or
sequence of events on the health and safety of people, the environment, availability of service, or
other impacts included in the operator's risk management program.

Consequence analysis must consider not only the events that lead up to loss of pipeline
containment, but other events (e.g., success/failure of remotely operated isolation valves to close)
and considerations (e.g., population distribution) that could affect the severity of expected
consequences. Consequence analysis shall consider at a minimum:

1. The amount of hazardous substance that is released

2. The physical pathways and dispersal mechanisms by which the substance can reach
and impact employees or the public, or cause environmental damage

3. The amount of substance that would actually be expected to reach employees, the
public, or the environment through these pathways

4. The expected effect of the released substance.

Consequences of events can be estimated in either qualitative or quantitative terms, or both.
Qualitative processes often use relative categories such as “severe,” “significant,” “moderate,” or
“insignificant” to depict the severity of consequences from an event. Often, the qualitative
categories are calibrated to ranges of quantitative consequences (e.g., “significant” might be
assigned to events with an expected consequence of between 1 and 5 serious injuries per year).
Quantitative processes estimate the expected severity level in terms of number of fatalities, serious
injuries, etc. Semiquantitative processes often use a numeric index to estimate the relative
consequences of events. For example, an event that is expected to lead to afatality might be
assigned an index score of 100, an event that |eads to a serious injury might be assigned a smaller
index score, and an event that leads to moderate property damage might be assigned a still smaller
index score to indicate the relative harm associated with these impacts.

An operator’ s risk management program shall describe the processes, tools, and models by which
the consequences of pipeline incidents are estimated. An operator’ s risk management program
shall define and justify the appropriateness of the level of detail of the consequence models.
Limitations or uncertainties in the analysis shall be documented.

V.15 Risk Estimation
Risk estimation is the process of combining frequency and severity estimates into arisk value.
The frequency and consequence estimated for each of the various identified events or sequences

of events are combined into arisk value for that event sequence. Therisk vauesfor al identified
event sequences can be combined into an overal risk value for the pipeline. The risk values may
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be qualitative, quantitative, or acombination of both, depending upon the processes used for
frequency and consequence analysis, and the goals of the operator's risk management program.

This portion of the risk assessment process resultsin a“risk profile,” or an overall depiction of
pipeline risk and its constituent parts. Thisrisk profile will be used in the subsequent risk
management process el ement to define and assess potential actions to control existing risks. Risk
profiles that maintain discernible estimates of frequency and severity alow distinctions to be made
between low frequency/high severity events and high frequency/low severity events as well as
total risk values.

An operator's risk management program shall describe the processes, tools, and models by which
the frequencies and consequences of pipeline incidents are combined into overall risk values. An
operator's risk management program shall define and justify the appropriateness of the level of
detail of the risk estimation models. Limitations or uncertainties in the analysis shall be
documented.

V.2 Risk Control and Decision Support

The previous section of this standard describes the basic processes by which a pipeline company
can identify and assess the risks associated with its pipeline systems. This section describes the
processes by which the pipeline company identifies, evaluates, and chooses among aternate
means to control those risks.

The Risk Control and Decision Support portion of arisk management program addresses the
following basic questions:

What could be doneto control risks? (Sections1V.2.1and 1V.2.2)
What aretherelative merits of the variousrisk control options? (Section IV.2.3)
What set of activities best achievesrisk management goals? (Section 1V.2.4)

The risk control and decision support process element, and its relationship to the other risk
management process elementsisillustrated in Figure 1V-3.

V.21 | dentification of Risk Control |ssues

Risk management programs shall include formalized and structured processes to identify those
specific situations where it may be possible to reduce risk, or to maintain risks at current levelsin
more cost-effective ways. These “risk control issues’ represent potential opportunities to
improve the level of protection of the public, the environment, and property by making changes to
the way that the pipeline is designed, constructed, operated, or maintained. The primary goa of a
company's risk management program is to provide corporate management

September 24, 1996 V-8 DRAFT



FigurelV-3
The Risk Control & Decision-Support Process Element

Risk Assessment
Estimate the frequency and consequences
of potential incidents
(Section IV 1)

Y

Risk Control & Decision Support
Select activities to reduce risk or produce equal
or greater levels of safety more efficiently
(Section 1V.2)

| dentification of Risk Control Issues
Define the major contributors to risk and
opportunities for more efficient control of risks
(Section 1V.2.1)

| dentification of Risk Control Options

Define specific aternatives to current design and

operation that reduce risk or increase efficiency
(Section 1V.2.2)

Evaluation & Comparison of Options
Select the best set of design and operational
practices that produce equal or greater safety

(Section 1V.2.3)

Y

Performance Monitoring & Feedback
Determineif therisk control decisions produce
the anticipated outcomes
(Section IV.3)
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with information to support decisions about what specific actions, if any, should be taken to
address these issues.

These risk control issues may have been identified in the origina scoping of the risk management
program (e.g., a maintenance manager's concern that a current maintenance practice may not be
the most cost-effective way of controlling risk) or may result from areview of the risk assessment
of the pipeline system (e.g., the identification of a pipeline segment with arelatively high risk due
to corrosion).
Risk control issues could include

= Substantial contributors to overal pipeline system risk

u Situations where the risk, while not a major contributor to current pipeline risk,
might still be cost-effectively reduced

u Situations where the currently applied or required risk control mechanisms may be
more costly than equally effective, aternative mechanisms.

1V.2.2 I dentification of Risk Control Options
Risk management programs shall include formalized and structured processes that specify risk
control options for addressing the risk control issues identified in the previous step. Risk control

options include those that

u Alter or replace a design, construction, testing, operational, or maintenance
practice in such away that the current likelihood of pipeline incidentsis reduced

u Alter or replace such practices so that the current level of consequences associated
with pipeline incidents, should they occur, is reduced

u Alter or replace such practices with more cost-effective practices that achieve
equal or greater levels of safety

u Continue current practices to maintain existing levels of risk.
The progression of a pipeline incident can also be used to guide and structure the identification of

risk control options. As shown in Figure V-4, prevention, mitigation, and response actions can
be defined at various points in the incident progression.

September 24, 1996 IV-10 DRAFT



Hazard

of a Pipeline Incident

Example Types of
—>

Risk Control
Activities

September 24, 1996

Cause

Prevention
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IvV.2.2.1 Prevention Options

Risk management programs shall include a structured approach to identify and document possible
actions to reduce the current likelihood of pipeline incidents or to prevent pipeline incidentsin a
more cost-effective manner. Possible actions to be investigated include, but are not limited to

= Enhancements to pipeline design

u Physical modifications to the pipeline system hardware and configuration

u Changesin operationa practices, including changes to the allowable operating
conditions
= Changes in maintenance practices, including the nature and frequency of

maintenance and inspections
u Improved qualifications of personnel

u Changes in the way that pipeline workers, third parties, and the public are notified
of safety related conditions and existing pipeline risks.

IvV.2.2.2 Mitigation and Response Options

Risk management programs shall include a structured approach to identify and document possible
actions to diminish the size of the release and reduce the currently anticipated level of
conseguences should a pipeline incident occur, or to perform existing protection and mitigation
activities in amore cost-effective manner. The possible actions to be investigated include, but are
not limited to:

= Physical modifications to the pipeline system hardware and configuration that limit
or reduce the release from a pipeline in the case of an incident

u Improvements in operational practices, including changes to the allowable
operating conditions that serve to limit or reduce the release from a pipeline in the
case of an incident

= Improvements to qualifications of personnel and the way that pipeline operators
and other personnel are trained to respond to incidents

u Improvements in emergency response plans, equipment, and facilities
u Actions to limit the proximity of the public to pipelines

u Actionsto limit the potential for environmental damage caused by release from the
pipeline
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u Improvements in the way that pipeline employees and contractors, third parties,
and the public are notified of safety related conditions and existing pipeline risks.

u Improvements in the way the pipeline is monitored and inspected (e.g., leak
detection, surveillance, patrolling, etc.)

1V.2.2.3 Integration of Risk Control Options

Risk management programs shall include processes to produce an integrated set of potential risk
control options, examining the possible conflicts and synergies between and among the individual
risk control options identified above.

These integrative processes shall include an examination of the residua risk expected to remain
after the identified risk control options have been implemented. Risk management programs shall
include processes by which the residual risks are examined to determine whether there are
additional risk control activities that could further reduce risk cost effectively.

V.2.3 Evaluation and Comparison of Risk Control Options

Risk management programs shall include a structured process for evaluating and comparing the
relative risk reduction benefits and costs of the risk control options being considered. Results of
this process should support corporate management decision making.

1V.2.3.1 Evaluation of Risk Control Options

Risk management programs shall include a structured process for evaluating the relative benefits
and costs of the risk control options being considered. The evaluation process includes, but is not
limited to, an examination of

= The current risks to the public, employees and contractors, and the environment
that may exist before the proposed risk control option isimplemented

= The estimated risks to the public, employees and contractors, and the environment
that may exist after the proposed risk control option isimplemented

u The cost (or cost savings) of implementing the risk control option

u The potential impact, if any, on the operation or expected life of the pipeline.
The process shall describe the manner in which uncertaintiesin risk, cost, and other decision
factors are addressed. The evaluation processes shall also include (1) an examination of the
residual risk expected to remain after the identified risk control options have been implemented
and (2) the consideration of additional risk control activities to address these residual risks.

1V.2.3.2 Comparison of Risk Control Options
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Risk management programs shall include a structured process for comparing the risk control
options being considered. The comparison process shall consider the risk-reduction benefits, the
implementation costs, and other relevant factors associated with each risk control option. The
comparison process shall describe

1. The factors being considered (e.g., risk reduction to the public, risk reduction to
the environment, cost to implement, etc.)

2. The methodologies for combining these factors (e.g., expert judgment, focus
groups, qualitative logic models, priority matrices, weighted benefit-cost ratios,
etc.).

The methodol ogies used to combine benefits should be compatible with company vaues and shall
ensure that the values of regulators and externa stakeholders are appropriately considered.

1V.2.4 Selection of Risk Control Options

Risk management programs shall include a structured process by which management decides
whether to take actions including, but not limited to

u Implementing the activity in the short term

u Deferring implementation of the activity to alater time

u Performing a portion of the activity

u Deferring the activity for further devel opment

u Reecting the activity

u Implementing temporary, compensatory actions to limit risk while other options

are being developed and considered.

Implementing the selected set of risk control actions on the pipeline system is intended to provide
equal or less combined risk to the public, employees and contractors, and the environment
compared to the existing conditions.

V.3 Perfor mance Monitoring and Feedback

In the risk management process elements discussed in the preceding sections, current risks are
assessed and a set of risk control activities are selected to control theserisks. Performance
Monitoring and Feedback provides a basis for measuring the effectiveness both of specific risk-
control decisions and the entire risk management program, and to identify improvement
opportunities.
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A company’ s risk management program shall include a performance monitoring process that
defines the performance measures selected, the manner and frequency in which data will be
collected and the evaluation of performance against expected outcomes. In addition, the
performance monitoring process shall evauate the effectiveness of the specific program and
process elements, and address appropriate improvements.

Performance monitoring and feedback addresses the following questions:
What improvements ar e expected from therisk control decisions? (Section IV.3.1)
What measur es best capture these expected outcomes? (Section 1V.3.1)
Arethe selected risk control activities having the intended effects? (Section IV.3.2)
How can the overall risk management process be improved? (Section 1V.3.3)

The performance measures and feedback process element, and its relationship to the other risk
management process elementsisillustrated in Figure 1V-5.

For purposes of the Demonstration Program, the performance measures included in an operator’s
performance monitoring process are referred to as “local performance measures’. Additional
company/industry level performance measures have been identified to assess the effectiveness of
risk management as a potential regulatory aternative and communicate progress during the risk
management demonstration project to stakeholders. These measures will be formalized and
provided in a separate document.

The levels at which performance can be measured are defined as follows:

1. Local: Thislevel measures performance of a subset of a pipeline system specific
to the risk management demonstration project. Local performance measures
would be monitored by the operator and used internally to allocate resources.
They also would be used by the regulator to audit company performance in the
demonstration project and ensure that equal or greater levels of safety are being
achieved.
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FigurelV-5

The Performance Monitoring & Feedback Process Element

Risk Assessment
Estimate the frequency and consequences
of potential incidents
(Section1V.1)

Y

Risk Control & Decision Support
Select activities to reduce risk or produce equal
or greater levels of safety more efficiently
(Section 1V.2)

'

Performance Monitoring & Feedback
Determine if the risk control decisions produce
the anticipated outcomes
(Section 1V.3)
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Selection of Performance M easur es
Identify expected outcomes of risk control decisions
and associated metrics
(Section1V.3.1)

Monitoring & Evaluation of Performance
Track actual performance and compare
with expectations
(Section1V.3.2)

M odifications to the Program
Analyze implications of observed performance to
the models, data, assumptions, and conclusions of

the risk management program
(Section 1V.3.3)
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1V.3.1

Company: Thislevel measures performance of the individual company,
encompassing the entire pipeline system. Company performance measures would
be used by the company to assessitself and monitor the effectiveness of its risk
management program. Selected company performance measures would be used by
OPS to develop a consistent industry-wide assessment of the demonstration
program.

Industry: Thislevel measures performance of the entire industry by aggregating
performance across companies. Performance measures at this level would be used
by the government to assess the effectiveness of its regulatory program and, in
particular, to ensure that risk management resultsin equal or greater levels of
safety than current levels achieved through compliance with codified regulations.

Selection of Performance M easures

Applicable measures of performance shall be established and specified for the portion of the
system under risk management. Selection of performance measures will depend on the expected
outcomes of the risk management program, and shall reflect the selected risk control activities.
The progression of a pipeline incident can also be used to guide and structure the identification of
performance measures. As shown in Figure 1V-6, performance measures can be structured
around intended improvements in the prevention, mitigation, or response to incidents.

At aminimum, local performance measures shall meet the following criteria

Support the intent of the risk management initiative in achieving equal or greater
overal safety

Are relevant to the risk control decisions being made in each proposed application,
and track their short-term and long-term effectiveness

Document starting conditions, either through historical data, current physical data,
new test data, or comparison with similar segments

Establish expected outcomes from risk-control decisionsin the form of discrete
values or ranges for each measure

Enable auditing, monitoring, and documentation of performance.
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FigurelV-6 Performance M easures Associated with Stages
of a Pipeline Incident
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Additional criteria that might be considered in the selection of the performance measures include:

Data uniformity

Cost of data collection
Reliability of the measure
Consistency of interpretation
Ability to quantify.

Risk-related measures that could be considered include:

Frequency and severity of incidents that |ead to release of product
Likelihood/number of casualties per release

Number of customers or end-users affected per release incident
Extent of environmental damage per release incident

Economic cost of lost delivery per release incident

Precursor or “anticipative” event measures

Other measures specific to the risk control decisions.

Both direct and indirect performance measures are appropriate. Some performance measures
provide direct measures of safety. Examples may include incident rates, volume of spills/releases,
decrease in corrosion defects over time, and cathodic protection level. Other performance
measures provide indirect measures from which safety can be inferred. Examples may include
changes in pipeline mass baance (indicating undetected loss of product), right-of-way surveillance
(indicating unauthorized activity that might lead to an increase in third- party damage events),
customer satisfaction surveys (indicating declining reliability of service), etc.

One of the challenges in selecting direct performance measures for pipelinesis that incidents are
relatively infrequent. Performance monitoring with traditional event measures (such as reportable
incidents) may not identify statistically significant trends. Therefore, risk management programs
shall identify precursor or anticipative performance measures that indicate activities or events
affecting pipeline integrity with the potential to cause arelease of product.

1V.3.2 Monitoring and Evaluating Performance

The performance monitoring process shall define the mechanisms that will be used to collect
information on a pre-determined basis; monitor pipeline operating conditions, operating
parameters, and physical condition; and track performance against the selected performance
measures.

Success of the risk management program can be evaluated by comparing performance with
expected outcomes established in the plan. By appropriate selection of performance measures,
this can apply to the evaluation of individual risk control decisions as well as to the overall
evaluation of the risk management program. The risk management program should identify
appropriate time frames to alow statistically significant trends to become evident.
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Performance shortfalls can be identified based on differences between actual performance and the
expected outcome. In those cases, it may be necessary to acquire additional datato confirm the
shortfall, or make adjustments to the risk management program .

1V.3.3 M odificationsto the Risk M anagement Program

The performance monitoring process shall establish criteria indicating when adjustments to risk-
control decisions within the risk management program can be made, or adjustments to the risk
management program itself are required. The criteria should indicate whether regulator
notification and/or approval would be required. These criteria might include percentage deviation
from the expected outcome, data quality, time frame, and impact of not making the adjustments
(for example, would the problem self-correct?). The risk management program also should define
the range of expected adjustments. To avoid bias, these criteria shall be established before a
performance variance or deficiency is encountered.
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V. Conclusions

The application of risk management to pipeline operations offers potential benefits to consumers,
operating companies, the general public, and the regulatory community. Implementing the
program and process elements in accordance with this standard, is expected to achieve safety,
environmental protection, and reliability levels equal to or greater than those existing under
current compliance codes. An effective risk management program, developed in conformance
with this standard, can improve communication with regulators and other stakeholders about risks
and risk control priorities. Industry and regulators believe risk management offers these benefits,
and the Risk Management Demonstration Program will test and verify this belief.
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