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IT PROJECT MANAGENMENT

IT Project Management Best Practices

Project Managers (PMs) must focus on three dimensions of project
success: budget, time, and quality. Best practices include:

+ Planning is everything, and is ongoing.

+ PMs must feel, and transmit to their team members, a sense of urgency.

+ Successful projects use a time-tested, proven project life cycle.

+ All project deliverables and all project activities must be visualized and
communicated in vivid detail.

+ Deliverables must evolve gradually.
+ Projects require clear approvals and sign-off by sponsors.

+ Project success is correlated with a thorough analysis of the need for
project deliverables.

+ PMs must fight for time to do things right. . .the first time.
+ PM responsibility must be matched by equivalent authority.

+ Project sponsors and stakeholders must be active participants,
not passive customers.

+ Projects typically must be sold, and resold.

+ PMs should acquire the best people they can and then do whatever it
takes to keep obstacles out of their way.
+ Top management must actively set priorities.
<o

DOL IT Project Management
Guidance Documents

+ DOL Systems Development and Life Cycle Management Manual
(SDLCMM): the mechanism to assure that developing, modifying, or
enhancing systems meet established user requirements and support
DOL critical success factors.

+ IT Capital Planning Process Overview: a process overview reference
guide for IT Capital Planning.

+ Guide to IT Capital Investment Management: a practical reference
for Department and agency managers and staff.

+ Executive Guide to IT Capital Investment Management: an overview
of how DOL implements its process for making investments in IT.

+ DOL Computer Security Handbook: covers security and privacy
aspects for IT investments.

The activities necessary to ensure that an IT project
progresses toward the achievement of its objectives in
accordance with planned or revised cost, schedule, and
technical baselines, as well as performance outcomes.

Why is Sound IT Project Management
Important?

IT projects are especially difficult to manage, often
explaining why so many IT projects in both the public
and private sectors are over budget or behind schedule.
The benefits of focusing on IT project management
include:

v Improved ability to make IT investment decisions
v/ Efficient planning and control of IT projects

v Responsiveness to federal oversight entities and
compliance with applicable laws and regulations

v On-schedule, on-cost projects that provide
the functionality required to support the
accomplishment of the Department’s
strategic objectives.
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What Should | Know About

. . B
What is the Project Management Framework? Security & Privacy Requirements?

Figure 1 provides an overview of the Department of Labor Project
Management Framework. The Framework introduces the concept of
managing a project throughout its life cycle; in other words, there are
specific phases of a project from the beginning (Conceptual Planning) to
the end (Disposition). Each one of the phases has its own set of activities
and documentation requirements to ensure that the project is well-
managed. The Department has outlined specific phases for both systems
development and non-systems development IT projects. The Framework
also associates each of these phases with the IT capital investment
management process and demonstrates that IT security & privacy
considerations are integrated into each phase of the project life cycle.

Project Managers (PMs) are responsible for ensuring
that privacy, confidentiality, integrity, and availability
are addressed throughout the life cycle of an IT project.
That means PMs need to think through the security &
privacy implications of every system in the early stages
of project development, and then update security &
privacy plans throughout each phase of the system.
For more information on ensuring the integrity of the
data on your system and protecting the privacy of
individuals, consult the Department’s Computer
Security Handbook, the SDLCMM, and high-level
guidance such as the Clinger-Cohen Act (P.L. 104-106

. Division E), the Computer Security Act of 1987, or OMB
DOL Project Management Framework Gircular No. A-130, Appendix I

What is IT Capital Investment Management?
IT Capital

Investment o .
Management IT capital investment management is a process

designed to ensure that IT projects are implemented at
acceptable costs, within reasonable and expected time
frames, and contribute to tangible, observable
improvements in mission performance. There are three

Conceptual g .
Project Concept Planning main phases to IT capital investment management:
e Planning Planning & System Security
* Start-Up Requirements | | Plan and Risk SENECT
Definition Assessment

The process for determining priorities and making
------ ittt Ttk il St decisions about which projects will be funded
I 1 during the year.

Design
Project \%l Contingency CONTROL

Execution, Development Plan
Control Management, &Tgst Lo .
and i The activities necessary to ensure that projects
Oversight operate within acceptable cost, schedule, and

|Imp|ementation| | Accreditation

technical performance parameters.

“““ [ I EVALUATE
y v Once projects have been fully implemented,
v broject | L0ps & Maintenanceli|  Review ] actual versus expected results are evaluated and
Close-Out S lessons learned are incorporated back into the
Post O Isposition overall process.

Implementation
Review (PIR)

Figure 1
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ROADMAP

What Type of Project Am | Managing?

There are two types of IT projects. Once you have determined
the type of project that you are managing, you can determine the
correct steps to take. The two types of IT projects are:

Systems Development: Projects that require the creation,
modification, or enhancement of an information system through
the use of software application programming, or hardware and
equipment configurations.

Non-Systems Development: Projects that entail activities and
resources supporting the use of IT which do not require hardware
or software development, modification, or enhancement.

What Level of Project Am | Managing?

The Department has identified four project levels or "thresholds."
Projects at higher thresholds require greater detail in their
documentation and undergo more intensive reviews. Each
threshold level also requires I-TIPS action.

Threshold 1: Initiatives that cost less than $100,000 per year.
Threshold 2: Initiatives that cost between $100,000 and $5M
per year.

Threshold 3i: Initiatives that involve modification to the existing
IT infrastructure with no new technology.

Threshold 3: Initiatives that cost more than $5M per year,

OR impact more than one DOL agency, OR involve highly
visible/sensitive systems, OR set a new technological direction,
OR impact a financial system.

IT Project Management Roadmap

IT Project

The defined set of activities and resources
surrounding or supporting the use of information
technology to address DOL's strategic and
programmatic objectives, and to support managerial
and administrative functions.

IT Non-Systems IT Systems

Development

Development

Threshold 1

e Initiatives up to $100K
e Agency review

Threshold 2
o Initiatives between $100K and $5M
¢ OCIO review
Threshold 3i

« Initiative involving modification to [0
IT infrastructure
e OCIO Review, TRB/MRB Notification

L »/ Threshold 3

e Initiatives >$5M and exception categories
e TRB/MRB review

Figure 2
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Using the IT Project Management Framework as
a reference, the following IT Project Management
Roadmap is designed to help Project Managers
get started on their IT projects.

What Steps Will 1 Go Through to Manage My Project?

Once a Project Manager has determined the type and level of
project to be managed, it can be determined what steps should
be taken to manage the project. For example, the major phases
of a systems development project are:

Conceptual Planning: During this phase, the need to develop or
significantly enhance a system is identified, feasibility and costs are
assessed, and risk and project-planning approaches are defined.

Planning and Requirements Definition: There are two key
aspects of this phase: (1) planning and (2) defining the functional
requirements that the system will need to address.

Design: During this phase, functional requirements are translated
into preliminary and detailed designs. Decisions are made to address
how the system will meet functional, physical, interface, and
data requirements.

Development and Testing: The system is validated through a
sequence of unit, integration, system, and acceptance test activities.
The objective is to ensure that the system functions as expected
and user requirements are satisfied.

Implementation: During this phase, the new or enhanced system
is installed in the production environment, users are trained, data is
converted (as needed), and the system is turned over to the user.

Operations and Maintenance: The emphasis of this phase is to
ensure that user needs continue to be met and that the system
continues to perform according to specifications. Routine hardware
and software maintenance and upgrades are performed to ensure
effective system operations.

Disposition: This phase represents the end of the system’s life
cycle. It provides for the systematic termination of a system to
ensure that vital information is preserved for potential future
access andor reactivation.

I-TIPS Action: Each of these phases must be performed
regardless of the level (or threshold) of the project. More detailed
planning, however, is required for higher threshold projects. (See
page 6 for more information on I-TIPS.)

Per the Department’s IT Project Management Framework,
non-systems development projects go through similar steps, as
those of system development. They are condensed into project
concept, project execution, and project close-out.
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What Documents Will | Produce During
Each Phase of My Project?

Each phase of a project life cycle has certain documentation
requirements. In some phases, the documents are created
for the first time. In other phases, new documents are
developed while existing documents are updated. Figure 3
provides an overview of the documentation requirements
for a major system (Threshold 3).

What is a Project Management Plan?

Every project should have a complete Project
Management Plan (PMP). The PMP provides a vehicle
for documenting project scope, tasks, schedule,
allocated resources, and interrelationships with other
projects. The PMP is updated at the end of each phase.
The PMP Template describes the elements of a PMP and
is based on guidance provided in the Systems
Development and Life Cycle Management Manual.

Introduction

Project Description

Project Background

Project Development Strategy
Organization of the Project Management Plan
Points of Contact

Project Reference Points

Glossary

Organization and Responsibilities
Project Description, Schedule, and Resources
Project Work Breakdown Structure
Summary of Work Breakdown Structure
Project Work Breakdown Structure
Resource Estimates

Schedule

Resource Acquisition Plan
Communication Plan

Project Standards and Procedures

Risk Management

Security and Privacy

Privacy Issues

Computer Security Activities

WN = 0
N =

&
-

oubhwihvana
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2
N

3.8
3.8.1
3.8.2

http://www.labornet.dol.gov/assets/documents/systemslifecycle.pdf
http://www.dol.gov/dol/cio/public/programs/it/itamain.htm

Figure 4

0 Phase
[ [ [
RITS/Statement of Concept
Cost Benefit Analysis [ 0
Risk Management Plan( [
Project Management Plan | [
Feasibility Study 1 0
Acquisition Strategy/Plan [
Work Breakdown Structure (11
SOwW 1 i i
Functional Requirements Document [ 0
Project Risk Assessment [ [ 0
System Security Plan/Security Risk Assessment [
TestPlans [ [ i
CMPlan 1 1
Legacy Data Plan [
Detailed Design [
Contingency Plan [
Implementation Plan [
Acceptance Test Plan [
Acceptance Test Report 1|
Acceptance Test Approval [I
Training Plan 0
Delivered System [
System Manuals [
User Manuals [ i
System Fielding Authorization 1
Agency Computer Security Certification 1 [
Security Accreditation Letter [ 0
Implemented System [ 0 0
Trained Personnel 1 0 0
Implementation Certification Statement 00
Disposition Plan [ 0 0
Archived System 0 0 0 0
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Figure 3
What Data Should | Monitor to Ensure My Project is

Well-Managed?

To ensure that your project is well managed, focus on three project

management performance measures:

cost, schedule, and technical

performance. No more than a 10% variance should be allowed from the
approved baseline for any of these three measures. By watching for trends
across these three categories, as seen in Figure 5, you will be able to

monitor the direction of your project.

Project 1 Cost Status
as Compared to Baseline

Reporting Period #1

$Mil Percent
Baseline CostC] $20MC]
Variance to Date(]

New EACO] $21M0

Project 1 Tech Performance
Measure

# of Goals

15
10 |—. — et
s = Missed|

ol

Reporting Period

Goals metdl  90%
Goals missedd] 10%
Variance StatusC0%
Variance Change

Project #1 Schedule Variance

Reporting Period J

$Mil Percent
$6MO

$aMO
Variance Status(I] -2%

Milestones Hit[J
Milestones Missed

Variance Changel

Investment Control Questions

e What is current status of the cost, schedule, [
and technical performance as compared O
with the project baseline?

e In what direction is each variance heading?

e What is the rate of change of each variance?

e How does the rate of change compare to O
last reporting period?

e Based on performance to date, what is new [}
estimate to complete and revised business [J
impact?

* What are the causes and corrective actions?

_4_ -

Figure 5
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Who Will Review My Project?

The Department has established an IT investment review and approval hierarchy that is based on project size and scope. The review and
approval process uses an Investment Review Board structure to support decisions on IT investments. Threshold 1 initiatives are approved
at the agency level. Higher threshold projects are reviewed by the following investment review board entities:

Secretary of
Labor

Deputy Secretary
of Labor

Management Review
Board

DOL Chief

Information

CIO's Role

« Senior IT Advisor to the Management
Review Board and Secretary

* Develops IT Strategic Guidance Board

« Presents proposed IT Portfolios Chair: Deputy CIO

* Provides final portfolio endorsements Membership: IRM Managers, Agency

* Presents and Recommends Control and 7.0 [y T TE L= VAN o 3 (o= P 2T Tl = 21
Evaluate phase decisions

Technical Review

Sub-Committee Role

e Provides IT Investment Mgmt
Process Improvement
Recommendations to Full TRB

LLCapital IT Architecture

Sub-Committee

Planning

Figure 6

What is the Review Criteria?

Deputy Secretary Role
¢ DOL Chief Operating Officer

Management Review Board Role

e Approves IT Strategic Guidance . .

* Approves, Controls, Evaluates IT Portfolios Wlde IT‘related |Ssues The TRB makeS

Officer (o YT AR YT R IETTA © Ensures IT's alignment with Departmental
lembership: Agency Head ' Mission and Goals

Technical Review Board Role

¢ Conducts IT Investment Analysis

¢ Recommends IT Portfolios

e Manages IT Architecture and
Standards Programs

e Conducts IT Strategic Planning

* Establishes Forums for increased
collaboration and inter-agency

| communication

Sub-Committee Role

* Provides Guidance and
Recommendations regarding
Enterprise Architecture Issue
and Standards to full TRB

Office of the Chief Information Officer (0CI0):
In addition to establishing the Departmental IT
capital investment process, the OCIO reviews
and approves all Threshold 2 IT initiatives. The
OCIO also reviews Threshold 3i initiatives and
informs the TRB of the disposition of Threshold
3i initiatives.

Technical Review Board (TRB): The TRB
serves as the Department’s first-tier investment
review board for Threshold 3 IT projects and
as a forum to identify and resolve Department-

recommendations on the appropriate disposition
of Threshold 3 initiatives to the Management
Review Board. The TRB is also comprised of
two permanent sub-committees: the IT Capital
Planning Sub-Committee and the IT Architecture
Sub-Committee.

Management Review Board (MRB): The MRB
approves IT strategic guidance; approves,
controls, and evaluates Departmental T
portfolios; approves Threshold 3 initiatives;
and ensures alignment between IT investments
and the mission, goals, and objectives of

the Department.

Regardless of whether an IT project is Threshold 2 or 3, it is reviewed when it is first proposed for funding (selection) and then throughout
the project life cycle before implementation (control). Provided below is the type of information reviewed:

Selection Information

+ Functional and Technical Requirements

+ Baseline Cost and Schedule Information

+ Selection Screening and Scoring Information
- Mission Alignment Risk
- Technical Risk
- Cost and Schedule Risk

+ Issues and Next Steps

HEH

Control Information

+ Cost, Schedule, and Performance Baseline
and Actual Information
+ Control Screening and Scoring Information
- Mission Alignment Risk
- Technical Risk
- Cost and Schedule Risk
+ Issues and Next Steps

U.S. DEPARTMENT OF LABOR
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INVESTMENT PORTFOLIO SYSTEM

What is I-TIPS?

[-TIPS is the "Information Technology
Investment Portfolio System." I-TIPS brings
consistency to IT planning, budget
formulation, and management processes
and provides ready access to the
information that is required to prioritize,
select, monitor, and evaluate IT projects.
All major IT projects must be entered into
[-TIPS before they can be approved. |-TIPS
is located at http:/asitips01.dol.gov.

To establish an I-TIPS user account, please
call the Help Desk at (202) 693-4444.

What IT Project Management
Information is Captured
in I-TIPS?

[-TIPS captures a wealth of information to
help Project Managers develop, monitor, and
control their projects. Figure 8 provides an
overview of the information required by OMB
Circular A-130, Management of Federal
Information Resources, as it is captured

in I-TIPS.

Is I-TIPS Training Available?

Yes, I-TIPS training is available and offered
several times throughout the year at DOL.
[-TIPS was designed to be intuitive with built-
in features for ease of use, but the training
sessions cover details on how to add, edit,
delete initiatives; collect, manage, and add
documents; screen and score an initiative;
assign an initiative to an investment pool;
and use the system’s collaborative and
administrative features.

Top Frame
CONTACYS. | Anhmd | Home Retuns you to the B-TIPS hore page anc lirks wsers 1o the public
discussions. resources, and calendar events.
Information Technology Cortacts “nehles vou to create and mairtnin a pasonal lis: of contocts uscc for
Investment Portfolio System L
Adrmin Allowa v b0 update and mairtain persanal informat on such as lagin
nare, password, coaacl, and disply epriors.
Help Provides limited andine halp functicmalicy Fr the feature you ave curseatly
g
Logout Ends the [- TIPS session and reums you i the [-TES User Autienticaton
scrger
Left Frame
Invastment
M
Curranl Hews e
Hrw CT1 hrlp desk phone numbier (P17 R8F4444
TAL S0 e TR sy w Bantfolio
Managar
Wiew Past Hews Eivirie
Resau e
Library
Ealendar
B Tasking
Fivea Ol | [ Seee nscbeaan |50 Miemcaan i 3 P——
m develpment e
Figure 7

IT Project Management Information is Captured in I-TIPS

Information Required
Based on
OMB Circular A-130

Justification and
Descriptive
Information

Summary
Of Spending by
Project Stages, Cost,
and Schedule Goals

Project Management

And Contracting
Information

Financial Basis
for Project

Performance
Measures and Goals

Cost and
Schedule Goals

Risk Profile

SELECTION CONTROL

EVALUATION

I-TIPS Field and Resource Library Data Capture

e General Information

- Descriptive
Information

- Mission Support
Factors

- Financial Information
- Life Cycle Cost
- Life Cycle Budget
- Life Cycle Acquisition

- Performance
Measures

e Update General Information

e Control Information
- Control Screening
- Control Scoring
- Control Cost and Schedule
- Control Status

* Resource Library
-Test Plan
-Implementation Plan
- Design Document
-Training and Operations
Manual
-Change Control Documents

e Selection Information
- Selection Screening
- Selection Scoring
- Selection Status

* Resource Library
-Business Case
- Requirements

Analysis

- Project Mgmt Plan
- Cost Benefit Analysis
- System Security Plan
-Risk Assessment Plan

Figure 8

Where Gan | Get More Information?

%

e Evaluation Information
- Evaluation of Cost

Information

- Evaluation of Financial

Return Information

- Evaluation of Non-

Financial Return
Information

- Evaluation of

Acquisition and
Procurement
Information

- Evaluation of Budget

and Financing
Information

- Evaluation Scoring
- Evaluation Status

e Resource Library
- Post Implementation

Review Reports

- User Satisfaction

Reports

- Disposition Plan
- Post-termination

Review Report

To get more information on IT Project Management contact the Department’s Office of the Chief Information Officer at:
200 Constitution Ave., N.W., Room N1301
Washington, DC 20210
(202) 693-4567

Prepared by the Office of the Chief Information Officer, Department of Labor
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