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In This Month's Issue Homeland Security Brings Together Safety
Green Tier Initiative d the Envi
Wi i WASHINGTON, DC — It was difficult to resist ~ entire mail processing activity was effectively shut
Isconsin ; , .
such a perfect Fall morning so John H. Bridges Il  down by two letters bearing deadly anthrax spores.
= . loaded up his Ford Explorer with fishing gear and  Lacking even the most basic procedures for such a
Wisconsin Walks Its headed off for what he thought would be just another ~ contingency, Bridges turned to what many experts
Talk: nella"mem of lazy Sunday not far from here along Aquia Creek. might have viewed as an unlikely solution — ISO
Natural Resources Bridges never made it to his fishing spot that 14001 documentation he created for another mail-
Achieves IS0 14001 morning, October 21, 2001. While driving, he received  processing facility in nearby Gaithersburg, Maryland.
a call from his superiors at the US Postal Service Within a short time Bridges got the confirmation
Introduced Admidst (USPS) and he was soon knee deep in the world’s  he was looking for — that each of the 17 requirement
Much Promise largest anthrax cleanup as incident commander of the  elements of the international environmental manage-
EMAS Fizzles 2 Washington, DC, Processing and Distribution Center — ment system standard (Section 4) have a synergistic
“Brentwood.” relationship and, indeed, could potentially play a vital
“I pretty much stayed at the site for the first week.  role in the rapidly evolving world of Homeland Secu-
Gallo Plans To Harvest I didn’t even go home,” recalls Bridges, who would  rity post 9-11.
1ISO 14001 Vintage This spend much of the next year overseeing the massive “We found that we didn’t have document control.
sSummer cleanup involving some 200 scientists, engineers and ~ We didn’t have established procedures to do a lot of
workmen. our response actions” at the contaminated facility, says
S “If you think we had a threat, you should have  Bridges, now environmental programs analyst with
Is Your 0rganlza“0n gone in my car a week later with all ~ the Postal Service.
Prellal'eﬂ for the New the bait I had there,” he says with a
Standard? Create a smile. Workers Died
Compliance Calendar One of the largest mail Two workers died after being exposed to inhala-
processing and distribu-  tjon anthrax at the Brentwood facility and 20 others
. tion facilities in  were infected when contaminated letters addressed to
-Il'-flann& I-s|(= 148?-“1 = the US capital, US Senate Majority Leader Thomas A. Daschle (D-
e peviissunin Brentwood’s (See USPS continued on page 2)
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SD) and Senator Patrick J. Leahy (D-VT) passed through the facility, which
was later renamed for the slain employees: Joseph P. Curseen and Thomas L.
Morris Jr.

“The framework would help you help develop what is applicable to a
chemical attack or a biological attack or a radiological attack,” says Bridges.
“That management systems approach, whether it’s an ‘E’ for environmental
systems or an ‘E’ for emergency preparedness, can help you really capture
what you're trying to do during any national emergency or response endeav-

»

or.

Relevant Requirements

The most relevant requirements of ISO 14001 include the sections on
legal and other requirements, emergency preparedness and environmental
impacts and aspects.

“You may not think about this but if you have a large swimming pool
within your organization, don’t they normally store chlorine there?” he asks.
“The environmental management system, once you've identified your chlo-
rine (as a significant environmental impact or aspect), would help you build
security measures and prevention programs in case you had an incidental
release.”

In the case of the borrowed ISO 14001 documentation, it included an
extensive list of agencies to contact as part of an emergency response involv-
ing a postal facility. That piece alone would have taken hours, if not days, to
construct in the heat of a response, a fete that did escape even the attention
of the White House.

White House Takes Note

“To us, ISO 14000 and the EMS model that it represents is one of the
best management systems tools to address environmental issues, but still
remain efficient and accomplish our agency missions,” acknowledges Ed
Pinero, Deputy Federal Environmental Executive in the Office of Federal
Enviromental Executive — White House Task Force (Executive Office of the
President).

“We see the Plan-Do-Check-Act Model as a more efficient way to man-
age environmental issues,” says Pifiero, who at one time participated in the
drafting of the ISO 14000 standards. “Using an EMS to manage environ-
mental issues is the first step of the journey where we can use that model to
manage other issues. We see health and safety and security issues as being the
next two logical areas to apply that EMS model.”

Joe Cascio, who until late last year headed US participation on the

international technical committee responsible for the ISO 14000 standards,
agrees that Homeland Security includes many environmental issues.
“They’re not persistent environmental issues but you could have environ-
mental catastrophes,” he says. “A dirty bomb is fundamentally a very bad
environmental issue.”

Perhaps, the greatest potential for ISO 14001 in the war against terror-
ism is as a structure for organizing programs that react, mitigate or respond
to such issues, according to Cascio, a consultant specializing in the applica-
tion of environmental management systems for Booz Allen Hamilton.

Auditing Near Ground Zero

On the morning of 9-11, Jerry Skaggs, a trained ISO 14001 auditor, was
performing an audit only four blocks away from the World Trade Center in
New York. Even amidst the horrific tragedy and ensuing chaos, Skaggs says,
the potential value of ISO 14001 in such an extraordinary event was appar-
ent.

“ISO 14001 auditors have been really approaching this all along because
you want to ask the question what is the potential and have you considered
X7 says Skaggs, regional program manager for US and Canadian operations
involving ISO 14001, occupational health and safety and RC14001 with
Underwriters Laboratories Inc., one of QSU Publishing’s Big Ten Registrars.

“If there are planes overhead and you're in the flight path of an airport
you may want to think about a plane crashing into your building,” Skaggs
says. “It’s not just the Homeland Security, it’s looking at the big picture. What
are the things out there that could affect you?”

For example, the standard requires organizations to demonstrate that
they periodically conduct tests for emergency preparedness and response
procedures to the extent practical. “You certainly need to train people as part
of the process,” he says, explaining that Clause 4.4.2 Training, Awareness and
Competency requires organizations to demonstrate that personnel whose
work may create a significant impact on the environment receive appropri-
ate training.

“If you are an emergency responder, the standard is saying you need to
receive the appropriate training. And emergency responders may have dif-
ferent levels,” says Skaggs, who was among the featured speakers at a Home-
land Security conference in Orlando this month that was to be held in con-
junction with the International Conference on ISO 9000. “You need to

receive the training that’s appropriate to what your level of involvement is.”
(See USPS on page 3)
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Government Agencies on Front Lines

As in the case of the Postal Service, US federal government agencies are
likely to find themselves on the front lines of Homeland Security issues.

Executive Order 13148, The Greening of Government Through Envi-
ronmental Leadership, requires federal facilities to implement environmen-
tal management systems by the end of 2005 at all applicable facilities and
Skaggs sees an obvious connection with ISO 14001.

“There’s lots of different parts of the standard that when you start tying
it together again youre able to meet the requirements of ISO 14001, Home-
land Security and then, oh by the way if you are a federal agency, you have
this requirement to do it anyway under Executive Order 13148, says Skaggs.
“You can have three approaches or you can have one approach. Having one
approach is certainly more desirable than having three systems that may not
talk to each other”

Government personnel implementing contingency plans will clearly
benefit from training on ISO 14001, but not necessarily third-party certifi-
cation of their facilities, according to Cascio, who believes the security con-
cerns would be too great.

“We’re talking about using the 14001 framework as a vehicle, as a tool
to prepare for emergency situations such as an attack,” he says. “They’re not
going to take their contingency plans and get them certified. You might as
well invite Al Queda to Sunday brunch at the House.”

Exponential Growth Expected

Pifiero notes that some 200 federal sites have already reported fully
implemented environmental management systems, of which about 20 have
attained formal certification to ISO 14001. While the use of ISO 14001 was
not mandatory, most of the remaining sites chose to implement ISO 14001
but did not seek certification, he says.

Many more sites are likely to complete their implementa/

tions by the end of 2005. “There are literally hundreds of fed-
eral facilities that are right now in the implementation
stages,” he says. “The rate of implementations in the -
Federal community seems to be following a /
vertical exponential growth curve.”

The Brentwood response involved =
quickly establishing a perimeter around the =
17.5 million-cubic-foot plant to protect both the !
facility’s 1,600 employees and the community at
large and then building an elaborate chemical delivery
system to carry just enough chlorine dioxide gas to kill -
the anthrax spores but no more than necessary, and then to
keep it from escaping into the surrounding environment
where the effect could have been devastating if not properly
managed.

Dubious Distinction \

The sheer volume of chemicals needed for the operation gave Brent-
wood the dubious distinction at one time as being the largest storage facil-
ity of its kind on the East Coast with about 60 tank trucks, each contain-
ing about 4,500 gallons of chemicals.

The project took the installation of some 21 miles of plastic tubing
and more than 250 separate tests. After nearly a year of meticulous
preparation, it took just one treatment of the gas to rid the facility of
the deadly substance, a process that went much more smoothly at
Brentwood, a much larger facility than on Capitol Hill, where it took

several attempts having not had the same benefit of ISO 14001 planning.

The General Accounting Office has issued several critical reports on the
handling of Homeland Security issues, notes Bridges. “They’re findings sug-
gest you could fix those through the proper utilization of an EMS manage-
ment system.”

How IS0 14001 Measures Up for Homeland Security

The US Postal Service (USPS) examined the following 17 require-
ments of ISO 14001 for relevance to Homeland Security issues. Here’s how
they were deployed by the agency in what became the world’s largest anthrax
removal.

Element 1 (Environmental Policy) requires that an organization
create an environmental policy. USPS developed and followed an environ-
mental policy at the Brentwood site. The policy was available to all employ-
ees and those doing work for USPS on-site.

Element 2 (Environmental Aspects) requires an organization to iden-
tify environmental characteristics of their products, activities and services
and determine what associated significant aspects they could have, if any.
USPS reviewed the possible aspects of the decontamination operations and
developed programs to address them. In implementing and maintaining the
EMS, USPS reviewed the possible aspects associated with the cleanup
process and their potential impacts on the environment.

For the fumigation of the building, it determined that air
emission and wastewater were two potentially significant aspects. Air emis-
sion resulted from on-site electric generators and the use of chlorine dioxide
gas. Wastewater was associated with the fumigation process. Once these
aspects had been identified, USPS took all appropriate steps to minimize its
impact on the environment by setting objectives and targets and establishing
processes for personnel training and awareness, communications, opera-
tional controls and monitoring and measurement.

Element 3 (Legal and Other Environmental Requirements) requires an
organization to identify and ensure access to applicable legal and other envi-
ronmental requirements to which the organization must adhere. USPS
researched legal and other requirements when selecting and implementing
a remedy by consulting their contractors and using the experience and
knowledge of the incident commander.

Flement 4 (Objectives and Targets) requires an organization to cre-
ate and maintain a list of objectives and targets consistent with
legal requirements, significant environmental aspects, USPS
technology options, financial, operational and business
requirements and the views of interested parties to estab-
lish a program for achieving the objectives and targets.
USPS created a list of objectives and targets for a
“decontaminated site” and used the list in selecting
aremedy (i.e., chlorine dioxide fumigation of the
entire facility), developing a delivery mecha-
nism for delivering the chlorine dioxide and
evaluating the effectiveness of the selected
- remedy after the fumigation was complete.
Element 5 (Resources, Roles, Responsibility and
Authority) requires an organization to define the roles and
responsibilities in environmental management, ensure
resources are in place and authority is established. The anthrax
incident was managed using an Incident Command Structure
based on the National Contingency Plan.
A detailed organizational chart of the Incident Command Struc-
ture was created and posted to ensure all participants at the site
(See USPS on page 4)
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were familiar with and adhered to the chain of command. In addition to
other responsibilities, the Incident Commander was given responsibility for
establishing, implementing and maintaining the EMS and reporting on the
EMS performance to top management.

Element 6 (Competence, Training and Awareness) requires an orga-
nization to train any persons performing tasks that may cause significant
environmental aspect(s) to perform their environmental responsibilities in
accordance with the EMS standards and to make
employees aware of EMS requirements. USPS devel-
oped a 15-minute training course identifying risks

USPS took all appropriate

organization respond to emergency situations and mitigate environmental
impacts; identify potential emergency situations and determine how the
organization would address them; and test emergency response procedures
where practical. USPS developed a detailed emergency response plan for the
fumigation process that outlined possible worst-case scenarios and how
USPS would address them.

Element 12 (Monitoring and Measurement) requires that an organi-
zation regularly monitor and measure key characteristics of their operations
that can significantly impact the environment and to calibrate and maintain
all associated equipment. USPS carefully monitored the effectiveness of the
remediation activities. Through sampling, it was able
to measure the effectiveness of the remedy against
established targets and performance measures.

and hazards. Anyone entering the building was inimize i

required to have 4)(,)—hour HAZ\ifOPER trainir:gg and Stel_'s to minimize its Elemefnt .13 (Evaluation of Com.plia.nc?) requirfes an

to wear personal protective equipment. |mnact on “Ie or.gamzatlc.)n to asses.s the organization’s coplphance
Element 7 (Communication) requires an orga- environment nv se“ing with applicable env1r0nment.al legal req}11rements.

nization to create and maintain procedures for inter- - _ USPS conducted frequent TEVIEWS O.f applicable legal

nal and external communication on environmental ohjectives and targets requlrlc?ments throughout the incident to ensure

. o - e compliance.
management issues. The procedure for communica and estahllshlng Flement 14 (Nonconformity and Prevenive and

tion with external parties was based on existing USPS
procedures. The incident commander developed
processes and procedures to keep those working on
site aware of key events.

Corrective Action) requires an organization to iden-
tify and correct actual and potential nonconformi-
ties, investigate the causes and review the actions

Element 8 (Documentation) requires an organi- communications, taken. UISPS Znsureddthat action was ;alflen W;enever

: s . - protocols and procedures were not followed, up to
::;ﬁ?e dt (l)jyrgla:rslsrllréafé)zsgn: ;11;:;0;10 ;ﬁi e ;fsc O;g: nnera“nnal cnnt"“s' and and including dismissal from the site when necessary.
incident commander developed and maintained a file mon“o"ng allll Element 15 (Recqrds) requires an organization to
of procedures that documented the EMS. measurement create and maintain records that demonstrate con-

Element 9 (Control of Document) requires an
organization to maintain and control documents required by its EMS and
the standard. USPS developed a careful, elaborate document control system
and controlled access to the documents.

Element 10 (Operational Control) requires an organization to identify,
plan and manage its operations and activities according to the environmen-
tal policy, objectives and targets. The potential for air emission resulting from
the fumigation process was a significant aspect. Operational controls were
established and maintained to prevent releases. Systems were put in place to
monitor possible releases.

Element 11 (Emergency Preparedness and Response) requires that an

formity to the EMS and the standard. USPS devel-
oped a careful, elaborate record control system and
controlled access to the records.

Flement 16 (Internal Audit) requires an organization to conduct inter-
nal audits of the EMS to ensure conformity with the EMS standard. The
EMS was reviewed by contractors involved in each phase of the planning,
fumigation and restoration of the Brentwood facility.

Element 17 (Management Review) requires an organization to conduct
management reviews of the EMS to ensure its effectiveness, focusing on con-
tinual improvement. USPS management met frequently to review Brent-
wood’s EMS. 4
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