Federal Tel ecommuni cati ons Recomendati on 1024B-1998
27 July 1998
PRQIECT 25 RADI O EQUI PMENT

(Thi s Recomrendati on supersedes FTR 1024A-1997, dated April 16, 1997)

Federal Tel econmuni cati ons Recomendations (FTR) are issued by the Technol ogy and Standards

Di vi sion, National Conmunications System (NCS), after approval by the Federal Tel ecormunications
Standards Conmittee and the Deputy Manager, NCS, pursuant to Executive Order 12472,' NCS
Directive 4-1,% and Public Law 104-113.°

1. Nane of Recommendation. Project 25 Radi o Equi pnent.
2. Category. Land Mbil e Radio.

3. Expl anation. This recommendati on, by adoption of 30

Tel ecomuni cations I ndustry Association (TIA) docunents and 2
Nat i onal Security Agency (NSA) specifications, defines nunerous
details of Project 25 Land Mobile Radio (LMR) equipnent.

Data Encryption Standard (DES) (Federal |nformation Processing
Standards (FIPS) Publication 46-2) (Type 3) encryption is
intended for the protection of unclassified information. Type 1
encryption is intended for the protection of U S. Governnent
classified information.

4. Approving Authority. Deputy Manager, Nati onal
Communi cati ons System

5. Mai nt enance Agency. Technol ogy and Standards Di vi sion,
Nat i onal Communi cations System

6. Rel at ed Docunents.

a. Tel ecommuni cations I ndustry Associ ation/El ectronic
| ndustries Association (TIA/ElIA) TSB-102. BABD, APCO Project 25
Vocoder Sel ection Process.

b. CD-ROM Project 25, The TIA-Published 102-Series
Docunents. This CD contains the 30 published TlIA docunents that
are listed in section 9 below. It is for use by Federal, State,
and | ocal governnment only. For all other users, the docunents
may be obtained from d obal Engi neering Docunents.

'Executive Order 12472, Mssi gnnent of National Security and Energency
Pr epar edness Tel ecommuni cati ons Functions, @ April 3, 1984.

°NCS Directive 4- 1, ArFederal Tel ecommunication Standards Program(
February 21, 1991.

3publ i c Law 104- 113, AThe National Technol ogy Transfer and Advancenent
Act of 1995,0 February 27, 1996.



TI A/ EI A Docunent s d obal Engi neeri ng Docunents
15 I nverness Wy East
P. O Box 1055
Engl ewood, CO 80112

CD- ROM Nat i onal Conmuni cati ons System
Technol ogy & Standards Divi sion (N6)
701 S. Court House Road
Arlington, VA 22204-2198

7. bj ectives. This recommendation is intended to facilitate
interoperability anong tel ecommunications facilities and systens
of the Federal Governnent.

8. Applicability. This recommendati on may be used by al

Federal departnments and agencies in the design and procurenent of
radi o equi pnment operating at very high frequencies (VHF) and
ultra high frequencies (UHF).

9. Specifications. The follow ng docunents may be used.

Tel ecommuni cati ons I ndustry Association (TIA) Tel econmuni cations
Systens Bulletins (TSB) and Interim Standards (IS) docunents:

a. TSB-102-A, APCO Project 25 System and Standards
Definition

b. TSB-102. BAAA, APCO Recommended Common Air Interface

c. TSB-102. BAAB-A, APCO Project 25 Conmon Air Interface
Conf or mance Test

d. TSB-102. BAACG-A, APCO Project 25 Conmon Air Interface
Reserved Val ues

e. TSB-102. BAAD, APCO Project 25 Conmon Air Interface
Operational Description for Conventional Channels

f. 1S 102. BABA, APCO Project 25 Vocoder Description

g. |1S-102. BABB-A, Project 25 Vocoder Mean Opi nion Score
Conf or mance Test

h. 1S-102. BABC, APCO Project 25 Vocoder Reference Test

i. TSB-102. CAAA, Digital CAFM CQPSK Transcei ver Measurenent
Met hods

J. TSB-102. CAAB, Digital CAFM CQPSK Transcei ver Perfornmance
Recommendat i ons

k. TSB-102. AABA, APCO Project 25 Trunking Overvi ew

| . TSB-102. AABB, APCO Project 25 Trunking Control Channe
Format s

m  TSB-102. AABC, APCO Project 25 Trunki ng Control Channe
Messages

n. TSB- 102. AABF, APCO Project 25 Link Control Wrd Formats
and Messages



0. TSB-102. AABG APCO Project 25 Conventional Contro
Messages

p. TSB-102. AABD, APCO Project 25 Trunki ng Procedures

g. TSB-102.BACC, Inter-RF SubsystemInterface Overview

r. TSB-102. BACA, Inter-RF Subsystem |Interface Messages
Definition

S. |1S-102. BADA, Tel ephone I nterconnect Requirenents and
Definitions (Voice Service)
TSB- 102. BAEA, APCO Project 25 Data Overvi ew
TSB- 102. BAEB, APCO Project 25 Packet Data Specification
TSB- 102. BAEC, APCO Project 25 Circuit Data Specification
TSB- 102. BAEE, Radi o Control Protocol

X. TSB-102. BAFA, APCO Project 25 Network Managenent
I nterface

y. TSB-102. AAAB, APCO Project 25 Security Services Overview

z. TSB-102. AAAA-A, APCO Project 25 DES Encryption Protoco

aa. |1S-102. AAAC, Conformance Test for the Project 25 DES
Encryption Protocol

bb. TSB-102. AACA, APCO Project 25 Over-the-Air-Rekeying
(OTAR) Prot ocol

cc. TSB-102. AACB, Over-the-Air-Rekeying (OTAR) Operati onal
Description

dd. TSB-102. AACC, Conformance Tests for the Project 25 Over-
t he- Ai r - Rekeyi ng (OTAR) Prot ocol

=ser

Nat i onal Security Agency (NSA) docunents:

ee. NSA Specification V23-94-1, Project 25 Type 1 Encryption
(classified docunent)

ff. NSA Specification V23-95-1, Project 25 Type 1 OTAR
(classified docunent)

10. \Where to Cbtain Copies. Additional copies of this docunent
can be obtained fromthe National Conmunications System
Technol ogy and Standards Division (N6), 701 South Court House
Road, Arlington, VA 22204-2198. When requesting copies, refer
to Federal Tel ecommunications Reconmendati on 1024B- 1998, Project
25 Radi o Equi pnent .



