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FOREWORD

The United States and Canada share a uni que, |ong-standing
mlitary and economc relationship. The two countries are partners in
the joint defense of North Anerica and have established a bil ateral
common structure (NORAD) for nutual defense. Canadian industry is a
part of the North American Defense Industrial Base. The United States
and Canada consult and cooperate on the devel opment of commobn
i ndustrial security procedures and technol ogy controls. The two
governnments have entered into nunerous bilateral agreenents that
codi fy and support this rel ationship.

In 1985, the United States and Canada si gned a Menorandum of
Under st andi ng (MOU) that established the U S. -Canada Joi nt
Certification Program (JCP). As stated in the MOU s "Joint Terns of
Ref erence for the United States-Canada Joint Certification Program"™
t he program was established "to certify contractors of each country
for access, on an equally favorable basis, to unclassified technical
data disclosing critical technology" controlled in the U S. by
Departnent of Defense Directive 5230.25 and, in Canada, by the
Techni cal Data Control Regul ations. Under each nation's |laws, the U S
Department of Defense and Canada's Departnent of National Defence may
wi t hhol d such technical data from public disclosure.

Policy oversight for security and technol ogy sharing matters for
the U.S./Canada Joint Certification Programis provided by the
U. S./ Canada Security and Technol ogy Sharing Subcommittee of the
Def ense Devel opnent / Def ense Production Sharing Arrangenents Steering
Commi ttee (DD DPSA) .

Thi s panphl et has been jointly produced by the U S. Departnent of
Def ense (DoD) and the Canadi an Departnment of Public Wrks and
Covernment Servi ces Canada (PW&GSC) to expl ain how the program has
devel oped and why; how an individual or enterprise located in the U S
or Canada can becone a certified contractor under the JCP; and what
specific actions nust be taken by persons working with unclassified
techni cal data disclosing critical technol ogy.

North Anerican security demands that we conbi ne our technol ogy
resources for mutual benefit. By working upon existing opportunities
for defense-econom c cooperation, we believe that we can better
provide for the security of our respective nations.

This panphlet is to be used in conjunction with DoD Directive
5230. 25 and the Technical Data Control Regul ations.

Hugh C. Little Charles C. WIson

Director, Contractual Costing Assi stant Deputy to the Under
and I ndustrial Security Services Directorate Secretary of Defense (Policy)

Department of Public Wrks and Gover nment for Policy Support

Servi ces Canada
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[ . I NTRODUCTI ON

The establishnent of the Joint Certification Program (JCP)
benefits U S. and Canadi an defense and hi gh technol ogy industries by
facilitating their continued access to unclassified technical data
di sclosing critical technology in the possession of, or under the
control of the U'S. Departnment of Defense (DoD) or the Canadi an
Departnment of National Defence (DND). Certification under the JCP
establishes the eligibility of a U S. or Canadian contractor to
recei ve technical data governed, in the U S., by DoD Directive 5230. 25
and, in Canada, by the Technical Data Control Regul ations (TDCR).

U S. Inplenmenting Regul ation

The provisions of Section 1217 of Public Law 98-94 are
i mpl emented in Departnent of Defense Directive 5230.25. This
Directive sets forth policies, procedures and responsibilities for the
wi t hhol di ng of uncl assified technical data from public disclosure. DoD
al so has issued DoD Directive 5230.24, a conpanion directive to DoD
Directive 5230.25, that establishes the distribution marking system
for DoD-controlled technical docunents.

Canadi an | npl emrenti ng Regul ati on

The Governnment of Canada recogni zed the need to establish

regul ations simlar to DoD Directive 5230.25, not only for nationa
security reasons, but also to ensure that Canadi an contractors woul d
continue to have access to DoD-controlled technical data. The TDCR
which largely parallels DoD Directive 5230.25, has been issued under
the authority of the Canadi an Defence Production Act. The

regul ations, for which the Mnister of Public Wrks and Gover nnment
Servi ces Canada is responsible, canme into effect on March 20, 1986.

Joint Certification Ofice

The U.S./Canada Joint Certification Programis nmanaged by the
U S./Canada Joint Certification Ofice (JCO. The JCO a common,
jointly staffed office, is |ocated at the Defense Logistics
Informati on Service (DLIS), 74 Washington Avenue North, Battle Creek
M chi gan 49017-3084. The JCO receives and processes certification
forms submtted by U S. and Canadi an contractors that wish to obtain
access to uncl assified technical data disclosing critical technol ogy
under the control of, or in the possession of DoD or DND



1. CRITERFA FOR W THHOLDI NG OF
UNCLASSI FI ED TECHNI CAL DATA
W TH M LI TARY OR SPACE APPLI CATI ON

Access to unclassified technical data with mlitary or space
application (also referred to as technical data disclosing critica
technol ogy) is controlled when such technical data:

a. Are in the possession of, or under the control of DoD,
or adm ni stered and controll ed by DND

b. May not be exported lawfully w thout an approval,
aut horization or license under U S or Canadian export control | aws,
as applicable; and

c. Disclose critical technol ogy (see definition in Appendi X
E)

Uncl assified technical data with mlitary or space application
(hereafter referred to as "technical data") includes any bl ueprints,
drawi ngs, plans, instructions, conputer software and docunentation, or
ot her technical information that can be used, or adapted for use, to
desi gn, engi neer, produce, manufacture, operate, repair, overhaul, or
reproduce mlitary or space equi pnent or technol ogy concerning such
equi prent .

[11. COWANY PROPRI ETARY DATA

The U.S./Canada Joint Certification Programand its procedures do
not extend to conpany proprietary technical data. Therefore, it does
not govern the private exchange of industry-generated export-
control l ed technical data. |In these cases the contractors nust follow
t he guidelines established in U S. or Canadian export control
regul ations, as applicable. U S. contractors should contact the U S
Departnent of State O fice of Defense Trade Controls at (202) 663-2700
to obtain additional guidance. Canadian contractors shoul d contact
the Departnment of Foreign Affairs and International Trade Canada
Export Control Division at (613) 996-2387 to obtain nore specific
gui dance.

I V. APPLI CATI ON FOR CERTI FI CATI ON

Because U. S. Public Law 98-94 only granted authority to w thhold,
not sel ectively dissem nate technical data, a systemof certification
was established that permtted dissem nation for |egitimate business
pur poses while maintaining the ability of the DoD to w thhold the data
for other purposes. Equival ent w thhol ding and di ssem nation
provisions are reflected in the TDCR



Conpl eti on of DD Form 2345

To becone certified, U S. contractors nust submt a conpleted DD
Form 2345 to the JCO.  Canadian contractors may submt either a
conpl eted DD Form 2345 or DSS- MAS 9379 for certification. However, a
DD Form 2345 shall be used when a Canadi an contractor intends to
request access to DoD-controll ed technical data.

In addition, a copy of the conpany’ s State/Provincial Business
Li cense, Incorporation Certificate, Sales Tax ldentification Form or
ot her docunentation which verifies the legitimcy of the conpany nust
acconpany all DD Forms 2345.

Because technical data transferred to a certified contractor are
mailed to the | ocation shown on the form each corporate subsidiary or
division that is to receive unclassified technical data should be
certified separately.

Contractors applying for certification are required to designate
a person by nanme or position designation to act as the Data Custodi an
for the facility. This person will be responsible for receiving and
di ssem nating any technical data transferred to the certified
contractor under the provisions of the JCP. The individual chosen to
fill the position of Data Custodian at a U S. contractor facility nust
be a U S citizen or an intending citizen. |In the case of the
Canadi an contractor facility the Data Custodi an nmust be a Canadi an or
U S citizen or a person admtted lawfully for permanent residence
i nto Canada

The contractor's business activity is a key elenent of the
certification process since this information will be used by the
controlling office as a basis for approving or disapproving specific
requests for technical data. Consequently, the business activity
statenment should be sufficiently detailed to support requests for any
data that the contractor expects to need for |egitimte business
purposes. Proprietary or other sensitive information should not be
included in the statenent since the information entered on the form
will be publicly avail able.

As a condition of receiving DoD- or DND-controlled technical
data, the contractor agrees to use the data only in ways nmandated by
DoD Directive 5230.25 or the TDCR. The contractor mnust certify that
it needs the technical data to bid or performon a contract with an
agency of the U. S. or Canadian Governnment or for other legitimte
busi ness pur poses.

"Qther |egitinmate business purposes” include:

a. Providing or seeking to provide equi pnent or technol ogy
to a foreign governnent with the prior approval of the U S or
Canadi an Gover nnent, as applicabl e;



b. Bidding or preparing to bid on a sale of surplus
property;

c. Selling or producing products for the U S. or Canadian
conmer ci al donestic marketplace, or for the comercial foreign
mar ket pl ace, providing that any required export |icense is obtained
fromthe appropriate U S. or Canadian |icensing authority;

d. Engaging in scientific research in a professiona
capacity for either of the two defense establishnents; or

e. Acting as a subcontractor for a concern described in (a)
t hrough (d), above.

The contractor must acknow edge its responsibilities under the
applicable U S. or Canadian export control |laws. The contractor nust
agree not to publicly disclose any unclassified technical data it
recei ves under the agreenent, unless specifically authorized by the
controlling office, and to limt access to the data to individuals
enployed at its facility nmeeting the follow ng citizenship
requirenent:

a. US citizens or intending citizens if the facility is
| ocated in the United States; and

b. Canadian or U S. citizens or pernmanent residents of
Canada if the facility is located in Canada.

As a condition of receiving unclassified technical data, a
contractor must certify on the formthat to the best of its know edge
and belief the information provided and the certifications made are
true, conplete, and accurate and are nmade in good faith. A contractor
that knowingly and willfully nmakes a fal se statement on the form can
be puni shed by a fine or inprisonnent or both under the U S. Code,
Title 18, Section 1001 or to a fine under Section 26 of the Canadi an
Def ence Production Act, as applicable.

If a contractor violates the provisions of the agreenent, the
contractor's eligibility for access to unclassified technical data may
be revoked. However, a contractor's eligibility for access may be
rei nstated when the basis for the revocation has been renedied. |If a
contractor exports the technical data wi thout the benefit of |icense
or other authorization, it may be in violation of export control |aws
and subject to severe crimnal penalties. A contractor violating the
provi sions of the agreenent may be subject to prosecution by the
contracting authority.

The certification formis designed for ease of conpletion. \Wen
accepted by the JCOit constitutes an agreenment anong the certifying
conpany, DoD, and PWGSC. The DD Form 2345 is avail abl e at
wwv. dlis.dla.ml/jcp or by calling the JCO at 1-800-352-3572.



DD Form 2345 Revi ew Process

The JCOw Il review a DD Form 2345 submtted by a U S. or
Canadi an contractor within five working days and:

a. accept the certification; or
b. return it because of insufficient infornmation; or

c. refer it to the Technical Data Program Manager,
Technical Information Branch (DLA-MV), Headquarters, Defense Logistics
Agency, for U S. subm ssions, and to the Director, Canadi an and
International Industrial Security Directorate, Departnent of Public
Wirks and Government Services Canada, for Canadi an subm ssions, with a
recommendation to reject the certification because the contractor does
not nmeet the criteria for certification.

The chart at Figure 1 details the procedures followed by the JCO
to review DD Forms 2345 submitted by U S. and Canadi an contractors.

CONTRACTOR CERTI FI CATI ON PROCESS

U.S. OR CANADIAN
CONTRACTORS

v

A A

DD FORM 2345

SUBMITTAL APPROVAL & CERTIFICATION

l NUMBER ISSUED

U.S./CANADA
INSUEFICIENT JOINT CERTIFICATION OFFICE

«—
INFORMATION REVIEW

l

[ SUFFICIENT INFORMATION } VEs
|  NO __ —YEs

MEETS CRITERIA?

DOESNOT MEET
CRITERIA

DENIAL &
APPEAL PROCEDURES

DENIAL RECOMMENDED U.S. OR CANADIAN
REVIEW AUTHORITY

Figurel



Certification Acceptance

Upon acceptance of a contractor's certification, the JCOw I
mail a copy of the original formto the Data Custodi an. A seven-digit
certification nunber is entered on the formprior to being mailed to
the Data Custodian. The certification is valid for a renewable five
year period unless the contractor is showmn to have violated the terns
of the agreenent. The certification nunber refers to the "facility"
rather than an "individual enployee" and extends to U S. and Canadi an
citizens and persons admitted lawfully for permanent residence into
the U.S. or Canada (intending citizens) who are enployed directly at
the facility.

Once certified, the contractor nay:

a. Request unclassified technical data controlled by the
DoD or DND,

b. Respond to defense-rel ated contracts whose
speci fications involve uncl assified technical data releasable only to
certified contractors;

c. Attend restricted gatherings where uncl assified
techni cal data are presented (i.e., synposia, program briefings,
neet i ngs desi gned to publicize advance requirenents of the contracting
agency, pre-solicitation, pre-bid, pre-proposal and pre-award
conferences); and

d. Arrange unclassified visits directly with other
certified U S or Canadi an defense contractors or U S. and Canadi an
mlitary facilities. The type of directly arranged visit (DAV)
authorized as a result of a JCP certification is discussed in Appendi x
B

Rej ection of DD Form 2345

If a certification is rejected, the contractor will be notified
by registered nail and provided a copy of the rejection, stating the
reasons for the rejection, explaining appeal rights, and advising the
firmthat it may appeal within thirty days.

Revi si on of DD Form 2345

Certified contractors should submt a revised DD Form 2345
whenever information previously furnished beconmes outdated - if, for
exanpl e, ownershi p, purpose of business, or the name of the conpany
changes, or a new Data Custodian is designated by the certified
contractor. Approval of a revision submttal starts a new five-year
eligibility period for the certified contractor



Renewal Notice

U S. and Canadi an contractors beconme certified on the date the
JCO approves their certification. These contractors will be added to
the Certified Contractor Access List (CCAL) and provided a renewal
noti ce 120 days before their certification expires.

V. REQUESTS FOR UNCLASSI FI ED TECHNI CAL DATA
Requests For DoD- Control |l ed Technical Data
Certified contractors obtain DoD-controlled technical data by:

a. Requesting technical data needed to conply with the
terms of a DoD contract directly fromthe DoD contracting authority or
through the U S. prime contractor (U S. prinme contractors are referred
to Appendix C for guidelines regarding the transfer of DoD-controlled
technical data to a certified Canadi an subcontractor);

b. Requesting technical data needed to respond to Requests
for Proposal (RFP) directly fromthe Program Manager

c. Requesting technical data desired for other legitimte
busi ness purposes through a DoD library or other DoD technical data
repository.

A copy of the JCO approved DD Form 2345 shoul d acconpany al |
requests for DoD- controlled technical data. DD Form 2345 al so shoul d
acconpany any requests for Directly Arranged Visits (DAV), or
attendance at a conference or synposia when unclassified technical
data is being presented. The chart at Figure 2 shows the review
procedures that are in place to process requests for DoD-controlled
t echni cal data.

Requesti ng DoD-Control |l ed Technical Data From DTIC

Certified U S. contractors that are registered with the Defense
Technical Information Center (DTIC) should request DoD-controlled
technical data directly fromDITIC at the foll ow ng address

Def ense Technical Informati on Center
Attn: DTIC FDRB, 8725 John J. Kingman Road, Suite 0944
Fort Bel voir VA 22060-6218

Certified Canadi an contractors should request DoD controlled
technical data, the distribution of which is adm nistered by the DTIC
through the Directorate Scientific Information Service (DSIS) at the
address shown on page 10.
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Requests For DND-Control | ed Technical Data

Certified contractors obtain DND-controll ed technical data by
submtting a request to the International Programmes Division at the
fol |l owi ng address:

Directorate-Ceneral of International and Industrial Prograns
Attention: Team Leader - Anmericas
Nat i onal Defence Headquarters
MZen Ceorge Pearkes Bl dg.
Gtawa, Ontario KLIA 0K2, CANADA

A copy of the JCO approved DD Form 2345 shoul d acconpany all
requests for DND-control |l ed technical data. Figure 3 shows the review
procedures that are in place to process requests for DND-controlled
t echni cal data.

Requesting DND-Control | ed Technical Data From DSI S

Certified Canadi an contractors that are registered with the
Directorate Scientific Information Services (DSIS) shoul d request DND-
controlled technical data, the distribution of which is adm nistered
by DSIS, directly fromthe DSIS at the foll owi ng address:

Custoner Services Centre
Directorate Scientific Information Services (DSIS),
Nati onal Defence Headquarters
MZen Pear kes Bl dg.
Otawa, Ontario K1A 0K2, CANADA

Certified U S. contractors shoul d request DSIS-adm ni stered
uncl assi fied technical data through the Defense Technical |nfornmation
Center (DTIC) at the address shown on page 8.

Respondi ng to PWGSC Requests for Proposal s and Requests for Quotes

Certified contractors should request uncl assified Requests for
Proposal s (RFP) and Requests for Quotes (RFQ that involve
uncl assified technical data directly fromthe PWGSC procurenent
of fice.
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Deni al of a Request for Unclassified Technical Data

When a U. S. or Canadi an Governnent agency denies access to
uncl assified technical data, the certified contractor will be provided
an expl anation of applicable procedures to request a reconsideration
of the denial, and, subject to security considerations, the reasons
for denial

VI. ACCESS BY FOREI GN PARENT OR FORElI GN SUBSI DI ARY

Participation in the JCP is restricted to individuals and
enterprises that are located in the U S. or Canada. Were a parent-
subsidiary rel ati onship exists between two conpani es, and the parent
or subsidiary is located in a country other than the U S. or Canada,
such parent or subsidiary and its enpl oyees are not authorized access
to any DoD- or DND-controlled technical data which a certified U S. or
Canadi an contractor has obtai ned under the provisions of the JCP
W thout prior witten governnment approval. This approval may be
provided in the formof an export |icense obtained fromthe
appropriate export control authority or dissem nation authorization
granted by the controlling office.

VI1. DOCUMENT NMARKI NGS

Docunent markings will be applied to all docunents rel eased under
the provisions of the JCP. These nmarkings include those described
bel ow. An exanple of a DoD marking for a Distribution X docunent
contai ning export-controlled technical data is shown at Figure 4

EXAMPLE OF AN EXPORT CONTRCOL WARNI NG NOTI CE & A DI STRI BUTI ON STATEMENT

“Warning - This document contains

technical datawhose export isrestricted by
the Arms Export Control Act (Title 22, U.S.C.
Sec. 2751 et seq.) or Executive Order 12470.
Violators of these export laws are subject to
severe criminal penalties.”

Distribution authorized to Government “DESTRUCTION NOTICE - For
agencies and private individuals or classified documents follow the
enterprises eligible to obtain export- proceduresin DoD 5220.22-M
controlled technical datain accordance Industrial Security Manual, Section 11-
with regulations implementing 10 U.S.C. 11-79 or DoD 5200.1-R, Information
140c. Date of determination: 20 April Security Program Regulations, Chapter
1985. Other requests must be referred to IX. For unclassified, limited document
Air Force Materiel Laboratory, documents. Destroy by any methods
Wright-Patterson AFB.” That will prevent disclosure of
Contents or Reconstruction of the
Document.”

(Example of marking for a Distribution X Document Containing
Export-Controlled Technical Data)

Figure 4




Export Control Warning Notice

DoD docunent ati on rel eased pursuant to a JCO approved
certification will have a specific EXPORT CONTROL WARNI NG NOTI CE and a
DI STRI BUTI ON STATEMENT affixed to the front of the docunment. The
Export Control VWarning Notice is intended to rem nd recipients that
t he docunentati on was obtained under their Mlitarily Citical
Techni cal Data Agreenent (DD Form 2345) and may not be exported
wi t hout an export |icense or other authorization, as applicable,
unl ess permtted under the International Traffic in Arnms Regul ations
(1 TAR) exenptions outlined in Appendix D

Docunents that have an Export Warning Statenent may be rel eased
outside the DoD only to conpani es and i ndivi dual s who have nmade
certifications in accordance with DoD Directive 5230.25, using DD Form
2345. Export controls are separate and distinct fromDistribution
Statenments (see Appendix A).

DND docunent ati on rel eased pursuant to a JCO approved
certification will have a DOCUVENT CONTROL WARNI NG NOTI CE affixed to
the front of the docunent. The Docunent Control Warning Notice is
intended to rem nd recipients that the docunentati on may not be
further dissemnated without the witten authority of the DND. Figure
5 shows the marking affixed to DND docunentati on.

DND DOCUMENT CONTROL WARNING NOTICE

This document is furnished with the express understanding that:

a itisfor the use of the recipient only in the performance of the requirement for
which it was requested, and shall not be disseminated further without the written
authority of the Department of National Defence, Canada;

b. it shal be given adequate protection to prevent disclosure to unauthorized
persons; and

c. improper or unauthorized disclosure of thisinformation may result in one or both
of the following:

- loss of certification in both the United States and Canada; and

- prosecution under section 26 of the Defence Production Act.

Figure5



Destruction Notice

Docunent s contai ning uncl assified technical data may al so bear a
notice to the effect that destruction of the docunent is authorized
provi ded that the nethod selected will prevent disclosure of the
content or reconstruction of the docunent. A record of destruction
may be retained for audit purposes, if necessary.

D stribution Statenents

Distribution statenents are used by controlling offices to
aut hori ze secondary distribution to specific audiences. Controlling
offices reserve the right to nmake determ nations on all requests from
outside the intended audi ence. The distribution statenents are
di scussed in greater detail at Appendix A

Contractor |Inposed D stribution Statenents

In addition to the above markings, contractors may apply marKkings
to control the dissem nation of technical data to which the U S. and
Canadi an governnents have limted rights.

VI11. CERTIFI CATI ON VI OLATI ONS

Violation of the certification agreenent can result in one or
nore of the follow ng

a. Loss of certification in both the U S. and Canada. Once
certification is lost, the contracting facility becones ineligible to
receive controlled technical data fromboth the U S. and Canada;

b. Liability to sanction (fine or inprisonnment) under Part
127 of the ITAR for certified U S. contractors;

c. Liability to sanction (fine or inprisonnment) under
Section 26 of Canada's Defense Production Act for certified Canadi an
contractors;



I X. INQUI RIES AND CERTI FI CATI ON VERI FI CATI ON

I ndi viduals or enterprises wishing to obtain nore informtion
regarding the U. S./Canada Joint Certification Program should contact
the Joint Certification Ofice at 1-800-352-3572, or direct the
inquiry to the foll ow ng address:

U. S./Canada Joint Certification Ofice
Def ense Logi stics Information Service
Federal Center
74 \Washington Ave., North
Battl e Creek, M chigan 49017-3084

CGover nment agenci es wi shing to have access to the JCP dat abase of
Certified conpanies should contact the Joint Certification Ofice at
1- 800- 352- 3572, or (616) 961-7430. The JCP database of Certified
conpani es can al so be accessed via the Wrld Wde Wb
http://ww. dlis.dla.ml/jcp



APPENDIX A

DOD DI STRI BUTI ON STATEMENTS

DoD Distribution Statenents authorize secondary docunent
di ssem nati on organi zations, such as DoD libraries and data
repositories, to rel ease docunentation containing DoD controlled
technical data to other eligible recipients. Al requests from
out si de the audience described in the statenent are to be referred to
the DoD controlling office for a rel ease decision. DoD controlling
of fi ces make rel ease determ nations considering all applicable | aws
and regul ati ons.

Al contractors certified by the U S.-Canada Joint Certification
Ofice (JCO are authorized access to DoD-control |l ed docunents beari ng
Distribution Statements "A" or "X' as foll ows:

DI STRI BUTI ON STATENMENT " A"
"Approved for public release; distribution unlimted."
DI STRI BUTI ON STATENMENT " X"

"Distribution authorized to U S Governnment agencies and private
i ndividuals or enterprises eligible to obtain export-controlled
techni cal data in accordance with regul ations
i mpl ementing 10 U.S.C. 140c (date of determ nation). Qher requests
nmust be referred to (insert controlling DoD office)."

Certified contractors that are supporting U S. CGovernnent
agencies are eligible to receive unclassified docunments bearing
Distribution Statenent "C':

DI STRI BUTI ON STATEMENT " C'

"Distribution authorized to U S. Governnent agencies
and their contractors (reason for restriction) (date
of determ nation). Qher requests for this docunent
shall be referred to (insert controlling DoD office)."

If there is a contract with DoD, the certified contractors are
eligible to receive uncl assified docunents bearing Distribution
Statenent "D':

DI STRI BUTI ON STATEMENT " D"

"Distribution authorized to the Departnent of

Def ense and DoD contractors only (reason for
restriction) (date of determ nation). Qher requests
shall be referred to (insert controlling DoD office)."



However, if the reason for restriction in D stribution Statenent
"C'" or "D' specifies that the docunent contains "foreign government”
or "conpany proprietary” information, witten consent nust be obtai ned
fromthe owers of the information before release to a certified
contractor.

Distribution to anyone outside the U S. CGovernnent of
uncl assified techni cal docunents bearing the following D stribution
Statenents requires the perm ssion of the DoD controlling office:

DI STRI BUTI ON STATEMENT " B"

"Distribution authorized to U S. Governnent agencies
only (reason for restriction) (date of determ nation).
O her requests for this docunment shall be
referred to (insert controlling DoD office)."

DI STRI BUTI ON STATEMENT " E"

"Distribution authorized to the DoD Conmponents only
(reason for restriction) (date of determ nation). her
requests shall be referred to (insert controlling DoD office)."

DI STRI BUTI ON STATEMENT " F"

"Further dissemnation only as directed by (insert
controlling DoD office) (date of determ nation)
or higher DoD authority."

The Table at Figure 7 shows the intended audi ence for
Distribution Statements A, C, D, and X. The guidelines provided in
the Tabl e all ow secondary distribution organi zations to serve the
br oadest audi ence possible without the need to consult controlling
of fices for instructions.

I NTENDED AUDI ENCE DOCUMENTATI ON
DI STRI BUTI ON STATEMENTS

Certified contractors A X
Certified contractors doing business
with the U S. Gover nnent A C X
Certified contractors doing business
wi th the Departnment of Defense A C, D, X
Figure7
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APPENDIX B

DI RECTLY ARRANGED VI SI TS ( DAV)
Backgr ound

In 1985, the United States and Canada signed a Menorandum of
Under st andi ng (MOU) that established the U S. -Canada Joi nt
Certification Program As stated in the MU s "Joint Terns of
Reference for the Joint Certification Progranm', the program was
established "to certify contractors of each country for access, on an
equal |y favorabl e basis, to unclassified technical data disclosing
critical technology". This information is controlled in the U S. by
DoD Directive 5230.25 and, in Canada, by the Technical Data Contro
Regul ati ons (TDCR). Under each Nations' |aws, the U S. Departnent of
Def ense and Canada's Departnent of National Defence may w thhold such
techni cal data from public disclosure.

To ensure that the goals of the 1985 MOU are realized, the United
St ates and Canada have agreed that the certification process can be
used to facilitate visits that involve access to UNCLASSI FlI ED
techni cal data. The procedures described in this docunent have been
devel oped to permt DI RECTLY ARRANGED VI SI TS(DAV) by:

a. Canadi an CGovernnent officials and Certified Canadi an
contractors to DoD mlitary installations and DoD contractor
facilities; and,

b. United States Governnent officials and Certified United
States contractors to Canadian mlitary installations and Canadi an
contractor facilities.

DAV Scope

The following are activities intended to be covered through the
Directly Arranged Visit process:

a. procurenent activities such as unclassified pre-
solicitation conferences, discussions related to unclassified
solicitations, and collection of procurenent unclassified docunents
(RFQ s, RFP's, bid sets, etc);

b. performance of an UNCLASSI FI ED contract;
c. scientific research, in a professional capacity, in

support of unclassified U S. or Canadi an national defense initiatives;
and;



d. attendance at restricted neetings, conferences,
synposi a, program briefings, where technical data governed by DoD
Directive 5230.25 or Canadi an Techni cal Data Control Regul ations will
be presented, OR the event is being held in an UNCLASSI FI ED access
control |l ed area.

DAV Restrictions
A DAV does not apply to the foll ow ng:
a. uncertified U S. or Canadi an contractors;

b. CLASSIFIED visits, where confirmation of the visitors
security clearance is required; or

c. unsolicited nmarketing visits.

DAV Condi ti ons

A Drectly Arranged Visit (DAV), related to the rel ease of
information controlled in the U S. by DoD Directive 5230.25, or in
Canada by the Technical Data Control Regulations (TDCR), is permtted
when the following two conditions are satisfied.

a. First condition

1. There is a valid license covering the export of the
data; or

2. The export or release is permtted under the
Canadi an exenption on Part 126.5 of the International Traffic in Arns
Regul ations (1 TAR) (see Canadi an Exenption in Appendix Dto this
docunent); or

3. The export or release is covered by the genera
exenptions in Part 125.4 of the I TAR (see CGeneral Exenptions in
Appendi x D to this docunent); or

4. The export or release qualifies for a CGeneral
Li cense under the export Adm nistration Regul ations (EAR); and

b. Second condition:
1. The distribution statenent applied to the data
pursuant to DoD Directive 5230.24 permits rel ease (see DoD
Distribution Statenents in Appendix A to this docunent); or

2. The originator or Governnent controlling office
aut hori zes rel ease.



DAV Procedur es
Requesting a DAV

It is the responsibility of the host facility (mlitary or
contractor) to notify potential visitors if a visit neets the
conditions for a DAV described above, or if a formal CLASSIFIED Visit
Cl earance Request nust be submtted through governnent channel s.

Certified contractors wishing to initiate an UNCLASSI FI ED vi sit
toamlitary installation or certified contractor facility should
make arrangenents directly with the officials they wish to visit. In
addi ti on, arrangenents shoul d be approved through the security office
of the facility to be visited.

Information To Be I ncluded In The DAV Request

The followi ng informati on shoul d be included when requesting
approval for a DAVto a mlitary or contractor facility:

a. The nane(s), office synbol (s), phone nunber(s),
| ocation(s) to be visited, date and tinme of the visit and the point(s)
of contact you plan to see during the visit;

b. Aletter on conpany letterhead froman Oficer of the
conpany listing the names of all visitors and certifying they are U S.
or Canadian citizens or intending citizens and are enpl oyees of the
conmpany; and

c. A copy of your individual or your conpany's approved DD
2345.

The host facility may al so require that proof of U S. or Canadi an
citizenship be submtted with the visit request, in the formof a
passport nunber; the inside page of the passport; or, sone other
docunment that indicates citizenship

Not e:

A DAV Request nmay be submitted for a specific visit, or, for a
period of tine related to recurring visits on a specific contract or
project. Al though the recurring visit nmay be approved, it is still
the responsibility of the visitor to notify the location to be
visited, in witing, at least 72 hours in advance of their arrival.



Types of DAV Requests

DAV to DoD Contractor Facilities

Covernnent officials and certified contractors are authorized to
make unclassified visit arrangenments directly with the DoD contractor
concerned when rel ease of data is governed by DoD Directive 5230. 25.
DAV to DoD Mlitary Facilities

CGovernment officials and certified contractors wishing to
initiate an unclassified visit toa US. mlitary facility should nake
arrangenents directly with the DoD officials they wish to visit and
the security office at the concerned facility. A DAV to DoD
facilities my be conducted for the purposes of:

a. collecting or discussing unclassified solicitations;

b. in furtherance of procurenent activities related to
uncl assified solicitations;

c. to performon an unclassified contract; or
d. to attend conferences/ neetings/synposi a.
DAV to Canadi an Contractor Facilities
Covernnent officials and certified contractors are authorized to
make unclassified visit arrangenents directly with the Canadi an
contractor concerned when rel ease of the data is governed by the
Techni cal Data Control Regul ations.
DAV to DND Mlitary Facilities
Covernnent officials and certified contractors wishing to
initiate an unclassified visit to a Canadian mlitary facility should
make arrangenents directly with the DND officials they wish to visit
and confirmthat it conplies with any | ocal access requiremnments
applicable to the DND facility being visited.
A DAV to a DND facility may be conducted for the purposes of:
a. collecting or discussing unclassified solicitations;

b. in furtherance of a procurenent activity related to
uncl assified solicitations;

c. to performan unclassified contract; or

d. to attend conferences/ neetings/synposi a.



DAV To Attend Conferences/ Meetings/ Synposi a

Covernnent officials and certified contractors will normally be
admtted to conferences/ neetings/synposi a where techni cal data
governed by DoD Directive 5230.25 or Technical Data Contro
Regul ations are presented. However, if such an event contains
informati on that does not fall under the | TAR exenption for Canada,

t he sponsor of the event should obtain approval fromthe appropriate
DoD authority to release the information in question to Canadi an
participants, or, if release approval is denied, exclude Canadi ans
fromparticipation

Sanpl e gui delines for announcenents for conferences/neetings/
synposi a where technical data governed by DoD Directive 5230.25 or
Techni cal Data Control Regul ations are presented are included in this
docunent .

Not e:

By regul ation, the host agency head or facility commander retains
final approval authority for any visit and may deny it at any tine for
security or operational purposes.
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Cont act s

I nqui ries concerning application of the DAV process should be directed
to:

U.S.-Canada Joint Certification Office
Defense Logistics Information Service
Federal Center
74 Washington Avenue North
Battle Creek, Michigan 49017-3084
Telephone 1-(800) 352-3572.

Addi tional assistance may al so be obtained fromthe foll ow ng
organi zati ons:

U S A

Depart nment of the Navy
Navy | nternational Progranms Ofice
(202) 764-2378

Departnent of the Arny
Deputy Chief of Staff for Intelligence
(703) 601-1571

Departnent of the Air Force
Forei gn Di scl osure and Technol ogy Transfer D vision
(703) 588-8809

CANADA
Publ i ¢ Wr ks and Gover nnent Servi ces Canada

Canadi an International and Industrial Security Directorate
(819) 956-3681



ATTACHVENT to APPENDI X B

Sample Guidelines
For

Restricted Conferences/Meetings/Workshops

Exanpl es of statenments are encl osed and shoul d be used in
announcenents for Restricted and C osed sessions of conferences,
neetings, or workshops involving the rel ease of technical data
controlled by the requirenents of DoD Directive 5230. 25.



Exanpl e #1
QU DELI NES FOR ATTENDANCE AT A RESTRI CTED EVENT

At t endance Restrictions

The material to be presented and di scussed at this
[ conference/ nmeeting/ synposia] may involve technical data that are
governed by the U S. Departnent of Defense (DoD) Directive 5230. 25,
Novenber 6, 1984, "Wthhol ding of Uncl assified Technical Data from
Public D sclosure". Consequently, attendance is limted to U. S. and
Canadi an citizens and intending citizens (formerly "resident aliens")
of either country who are registered with the U S./Canada Joi nt
Certification Ofice (JCO.

At t endance Requirenents

The attendance requirenents for this restricted session conply
with DoD Directive 5230.25. This directive permts individuals or
enterprises that are certified pursuant to DoD Directive 5230.25 to
obtai n access to unclassified technical data with mlitary or space
application in the possession of, or under the control of, the
Department of Defense, provided the information is deenmed rel easabl e
by a U. S. disclosure authority.

I ndi viduals wishing to attend this session should verify with
their enpl oyer whether a certification nunber has been assigned to
their facility by the JCO Wen assigned, such certification nunber
extends to all eligible personnel enployed at the certified facility.
If no certificationis on file, either the individual or the enployer,
as appropriate, may request a certification by conpleting DD Form
2345, "Mlitary Citical Technical Data Agreenent,” and submtting the
formto the U S./Canada Joint Certification Ofice, Defense Logistics
Informati on Service, Federal Center, Battle Creek, M chigan 49017-
3084. Specific instructions for conpletion and subm ssion of the form
are on its reverse side. Requests for DD Form 2345 shoul d be directed
t o [identify an official/office designation by the authorizing DoD organization] or the JCO
I nqui ri es concerning application approval should be directed to the
JCO at 1-800-352-3572.

If your facility is currently certified under the Mlitary
Critical Technical Data Agreement, you are not required to recertify.
Sinply enter the certification nunber assigned by the JCOin the
appropriate section of the registration form You nust bring a copy
of the accepted certification formand a picture identification
(drivers license, passport, corporate identification) to the [nameof
conference/meeting/symposia]l. No other fornms or identification will allow
admttance into the restricted session.




Note:

Military personnel and civilian employees of the U.S. or Canadian government are excluded from the
certification requirement, but must show government identification to be admitted to the restricted
session.

Foreign Participation

The U.S. Departnent of Defense will sponsor attendance by foreign
government and i ndustry personnel when that attendance advances
i ntergovernnental prograns. Foreign nationals wishing to attend this
[name of conference/meeting/symposia] nust ask their enbassies in Washi ngton,
D.C. to submt a request to attend the restricted session to the
Defense Intelligence Agency or the mlitary departnent sponsor
foll ow ng established DoD visit request procedures. An export
aut hori zation may be required. The visit request nust indicate
sponsorship by the prospective attendee's governnent and contain the
prescri bed end-use and non-transfer assurances. Canadian citizens are
excluded fromthis requirenment provided the above Attendance
Requi renents are net.

Note:

Anyone not complying with the preceding attendance requirements will not be admitted to the
restricted session.



Exanpl e #2

SUGGESTED ATTENDANCE GUI DELI NES FOR CLOSED SESSI ONS

The attendance requirenents for the cl osed sessions conply with
Depart nent of Defense (DoD) Directive 5230.25, "Wthhol di ng of
Uncl assi fied Technical Data From Public D sclosure.” U S. and
Canadi an citizens and intending citizens (formerly "resident aliens")
of either country wishing to attend the cl osed sessions nust conpl ete
DD Form 2345. Upon conpl etion, the formshould be forwarded to the
U. S.-Canada Joint Certification Ofice (JCO at the address shown on
the reverse of the form

Adm ssion to the closed sessions requires U S. and Canadi an
attendees to provide:

a. Certification of citizenship status (i.e., passport,
"green card," certification by conpany official on conpany |etterhead,
etc.),

b. Personal photographic identification (i.e., driver's
i cense, passport, corporate |.D., etc.),

c. Evidence of enploynment status (i.e., corporate |.D.,
busi ness card, certification by conpany official on conpany
| etterhead, etc.), plus

d. A copy of an approved DD Form 2345 for the individual or
a copy of the approved DD Form 2345 for the individual's enployer.

Persons who are not citizens or resident aliens of the United
States or Canada nust submit a visit request to the Foreign Liaison
Ofice of the U S [Defenselntelligence Agency, Department of the Air Force/Department of
the Army/Department of the Nawy] t hr ough their enbassy in Washington, D.C. DoD
may aut hori ze the attendance of certain foreign nationals when their
attendance advances the interests of an international mlitary
agreenment or under st andi ng.

Anyone not conplying with the precedi ng attendance requirenents
will not be admtted to the closed sessions.

Note:
The certification requirements do not apply to civilian employees and military personnel of the U.S.
and Canadian governments. To obtain a copy of DD Form 2345 contact the JCO at

1-800-352- 3572. Questions about how to complete DD Form 2345 or whether your company has
already completed DD Form 2345 should be directed to the JCO.
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APPENDIX C

GUI DELI NES FOR CONTRACTOR EXPORT OF

UNCLASSI FI ED TECHNI CAL DATA

US Prinme Contractor to Canadi an Subcontract or

Canadi an contractors who are subcontractors to a U S. prine
contractor on a DoD contract nmay request unclassified technical data
directly fromthe U S. prine contractor. However, if the unclassified
technical data are not rel easable to a Canadi an subcontractor in
accordance with U S. export control |aws and regul ati ons and/ or DoD
docunent distribution statenments, the U S. prine should informthe
Canadi an subcontractor that it shoul d request the technical data
directly fromthe DoD contracting authority. If it so desires, the DoD
contracting authority, in accordance with the | TAR nmay direct the
U.S. prine contractor to release the technical data to the Canadi an
subcontractor.

U S prinme contractors may retransmt DoD uncl assified technica
data to Canadi an subcontractors to use for government purposes
provided all of the follow ng conditions are net:

a. The exporter has determ ned that the Canadi an reci pi ent
is qualified under the Distribution Statements found in DoD Directive
5230. 24 (see Appendi x A.

b. The Canadi an reci pient has been certified by the Joint
Certification Ofice in Battle Creek

c. The exporter has determ ned that the technical data
i nvol ved does not contain detail ed design or manufacturing data, to
i ncl ude uni que hardware or software processing technol ogy, or there is
an exi sting Techni cal Assistance or Manufacturing License Agreenent
covering the specific data.

The exporter also nmust file a Shipper's Export Declaration
(Departnment of Commerce Form 7525-V) with the District Director of
Custons at the port of exit. The exporter nust certify that the
export is exenpt fromthe licensing requirenents by witing "22 CFR
" (wth the applicable section of | TAR) on the shipper's export
decl aration. A copy of each declaration nust be nailed i medi ately by
the exporter to the Ofice of Defense Trade Controls, Departnent of
State. An export declaration is not required, however, if the
shipnent is pursuant to a U S. Covernment sponsored program \Wen the
technical data are subject to a case-by-case review before rel ease,
the exporter also should provide a brief sunmary of the data
transferred to include its intended end-use and end-user to the Ofice
of the
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Director, Defense Technol ogy Security Adm nistration ATTN. Licensing
Directorate, Departnent of Defense. This will allow the Licensing
Directorate to record the transaction in FORDTI S (Forei gn Disclosure
Technical Information Systen) database.

If for any reason, a U S. prinme contractor is not sure whether
certain unclassified technical data may be exported to Canada w t hout
a license, it should obtain an advisory opinion fromthe Ofice of
Def ense Trade Controls, Departnent of State.

Canadi an Prinme Contractor to U S. Subcontractor

U S. contractors who are subcontractors to a Canadian prine
contractor on a DND contract may request unclassified technical data
directly fromthe PWGSC contracting authority or they may obtain it
t hrough the Canadi an prinme contractor

Canadi an prinme contractors may transfer DND controll ed
uncl assified technical data to U S. subcontractors to support a DND
contract provided the follow ng conditions are satisfied:

a. The technical data are governed by the TDCR

b. The U.S. recipient has been certified by the Joint
Certification Ofice;

c. The intended use of the technical data falls within the
scope of the business activity as stated on the subcontractor's
certification; and

d. Witten consent is obtained fromthe DND controlling
office prior to releasing technical data that contain third party
i nfformation, such as foreign governnment, conpany proprietary, or
l[imted rights information

A Canadi an prine contractor may request assistance fromthe DND
controlling office in making a rel ease determ nati on.
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APPENDIX D

LI CENSI NG EXEMPTI ONS

Canadi an Exenption Under U.S. Export Control Law

In general, unclassified nunitions |ist equi pnment and techni cal
data may be exported to Canada without a |icense or other
aut hori zation for end-use in Canada or return to the United States
with the exception of the articles and technical data listed in Part
126.5 of the International Traffic in Arms Regul ations (I TAR), issued
by the Departnent of State.

The International Traffic in Arnms Regul ati ons can be found at the
foll owi ng websites:

http://ww. pmdtc. org/itar?2
http://ww. si aed. org/i ndexafree. htn

U S. Exenption Under Canadi an Export Control Law

Under Canadi an | aw, export of DND-controlled technical data that
are subject to the TDCR to certified U S. contractors does not require
an export permt or license fromthe Export Control Division at the
Departnent of Foreign Affairs and International Trade Canada.
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APPENDI X E

DEFI NI TI ONS

Certified Contractor. A private individual or enterprise who is
located in the United States or Canada and who has been approved for
access to export-controlled technical data in the possession of, or
under the control of DoD or DND. Access to DoD-controlled technica
data is granted under the authority of DoD Directive 5230.25, and
access to DND-controlled technical data is granted under the authority
of Canada's Technical Data Control Regul ations (TDCR).

Controlling Ofice. The DoD or DND activity that sponsors the work
that generates the technical data or the office that receives the
techni cal data on behal f of a Governnent agency and has the
responsibility for distributing the data to eligible recipients.

Critical Technol ogy. Technol ogi es that consist of:

a. arrays of design and manufacturing know how (i ncl uding
techni cal data);

b. keystone manufacturing, inspection, and test equipnent;
c. keystone materials; and

d. goods acconpani ed by sophisticated operation, application, or
mai nt enance know how t hat woul d make a significant contribution to
the mlitary potential of any country or conbination of countries and
that may prove detrinental to the security of the United States or
Canada (also referred to as mlitarily critical technol ogy).

Export Adm nistration Regulations (EAR). The EAR which is
adm ni stered by the Bureau of Export Admi nistration, U S. Departnent
of Conmerce, inplenents the Export Adm nistration Act of 1979. The
EAR controls export of dual use itens (materials with both civilian
and mlitary uses) specified on the Coomodity Control List and
techni cal data as defined in the regul ati ons.



Intending Citizen (U S ). Anintending citizen is an alien who falls
into one of the follow ng four categories:

a. Permanent residents;

b. Tenporary residents (individuals who have gone through or are
in the process of going through the amesty | egalization program

c. Individuals admtted as refugees; or
d. Individuals granted asylum

International Traffic in Arms Regulations (I TAR). The ITAR which is
adm ni stered by the Ofice of Defense Trade Controls, U S. Departnent
of State, inplenents the U S. Arms Export Control Act. The I TAR
controls export of defense articles specified on the U S. Minitions
Li st and technical data directly related to them

Per manent Resi dent (Canada). A permanent resident of Canada neans a
per son who:

a. has been lawfully admtted to Canada to establish pernmanent
resi dence;

b. has not becone a Canadian citizen; and

c. has not ceased to qualify as a pernmanent resident under the
I nm gration Act of Canada.

Technical Data with Mlitary or Space Application (also known as
"Technical Data"). Any blueprints, drawi ngs, plans, instructions,
comput er software and docunentation, or other technical infornmation
that can be used or be adapted for use to design, engineer, produce,
manuf acture, operate, repair, overhaul, or reproduce any nilitary or
space equi pnent or technol ogy concerni ng such equi prent.



CCAL
DAV

DD/ DPSA

DG P
DI SCO
DLI S
DND
DoD
DSl S
PWGSC
DTI C
EAR
FORDTI S
| TAR
JCo
JcP
MAS
MLA
MOU
NORAD
RFP
RFQ
STI
TAA
TDCR
U S.

APPENDI X F

ABBREVI ATl ONS

Certified Contractor Access List
Directly Arranged Visit

Depart nent of Defense
Def ense Devel oprent / Def ense Producti on Shari ng

Arrangenents Steering Commttee

Directorate CGeneral International Programmes
Def ense Investigative Service Cearance Ofice
Def ense Logistics Information Service
Departnent of National Defence

Depart nent of Defense

Directorate Scientific Information Services
Publ i c Wrks and Governnent Services Canada
Def ense Technical Information Center

Export Adm ni stration Regul ati ons

Forei gn Di sclosure Technical Information System
International Traffic in Arns Regul ations
Joint Certification Ofice

Joint Certification Program

M ni stere Approvi sionnements et Services
Manuf acturing Li cense Agreenent

Menmor andum of Under st andi ng

Nort h American Aerospace Defense Comand
Request for Proposal

Request for Quote

Scientific and Technical Information

Techni cal Assi stance Agreenent

Techni cal Data Control Regul ations

United States
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