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Dear Col | eague:

This is our initial release to the comrercial maritinme industry
of our unclassified Maritinme Security Report. The report focuses
on international crimnal activity and security issues, which
could pose a threat to U S. commercial maritinme interests and the
nmovenent of U.S. civilian cargoes in foreign trade. The Maritine
Security Report conveys our research and anal ysis of recent,
significant devel opnents.

The Maritime Security Report is intended to informthe comrerci al
maritime industry, senior Maritime Admnistration officials, the
Secretary of Transportation's Ofice of Intelligence and
Security, and the Ad Hoc Federal Working Goup On Maritine
Security Awareness. The information contained in the Maritine
Security Report is conpiled fromcomercial and press sources and
U S. Governnent reports. Previous maritime security reports
produced as internal Governnment nmenoranda, March - June 1995, are
al so included in this issue as an addendum

Pl ease direct questions and conments on the information in this
report to Thomas Morelli, Coordinator, Maritinme Intelligence &
Security (202) 366-5473 or fax (202) 366-6988, in the Ofice of
Ports and Donestic Shi ppi ng.

Si ncerely,

Margaret D. Bl um
Associ ate Adm nistrator for
Port, Internodal, and

Envi ronnental Activities



| NTRODUCTI ON

The Maritime Security Report is an unclassified quarterly
publication prepared to informthe comercial maritine industry,
senior Maritinme Adm nistration officials, the Secretary of
Transportation's Ofice of Intelligence and Security, and the
Federal Ad Hoc Working Group On Maritinme Security Awareness.

The report focuses on international crimnal activity and
security issues which could pose a threat to U. S. conmerci al
maritime interests and the novenent of U. S. civilian cargoes in
foreign trade.

The gl obal nature of U S. trade neans that U. S -flag ocean
carriers call ports in nearly every country, and cargoes owned by
U S interests may be enbarked on ocean vessels of any flag or in
any port worldwide. U S. commercial maritine interests,
therefore, can be jeopardi zed worl dwi de by a broad range of
crimnal activities, adversely affecting their conpetitiveness.

The Maritinme Security Report is intended to increase awareness of
the scope and severity of economc crine affecting U S. nmaritine
comerce. The Maritinme Adm nistration expects increased
awareness to contribute toward deterring crimnal exploitation of
the maritinme transportation system its users and providers.

The Maritime Security Report is produced under the authorization
of Margaret D. Blum Associate Adm nistrator for Port,

I nternodal , and Environnental Activities. The information
contained in the report is based on our research and anal ysis of
recent, significant devel opnents, and is conpiled from commerci al
sources and U. S. Governnent reports.

Pl ease direct any questions and comrents on the information in
this report to Thomas Morelli, Coordinator, Maritine Intelligence
& Security, or John Pisani, Director, Ofice of Ports and
Donestic Shipping, Maritime Adm nistration, U S. Departnment of
Transportation, 400 Seventh Street, SW Wshington, DC 20590, or
t el ephone (202) 366-5473/fax (202) 366-6988.
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TERRORI SM - M ddle Eastern Terrorist G oup May Be Targeting
Anmerican Assets O Interests In Latin Amrerica

On July 14, 1995, acting on information provided by the U S
Department of State pertaining to the possibility of an inpending
terrorist attack directed agai nst an unspecified Anerican target
in South Anerica, the Maritinme Adm nistration (MARAD) issued

Advi sory No. 95-5 alerting mariners of the situation. The U S.
Gover nment had becone inforned that Mddle Eastern terrorists may
be planning an attack during the nonth of July, and the

i nformati on was nmade avail abl e by the Departnent of State as a
publ i c announcenment. No such attack has been reported as of the
date of this report.

D ssem nation of warning information to the maritime industry is
effected through the coordination of the Departnent of State,
MARAD, the U S. Coast CGuard, the Ofice of Naval Intelligence,
the Secretary of Transportation's Ofice of Intelligence and
Security, and the Defense Mapping Agency. Earlier this year, for
exanpl e, two Special Warnings to Mariners were issued by the U S.
Departnment of State, informng mariners of potential terrorist
attacks directed agai nst shipping in Pakistan and Al geri a.

COMMENT: The recent escal ation of awareness regarding terrori st
threats is cause for increased attention by the maritinme
industry. A review of vulnerabilities pertaining to shipboard
and term nal security plans and contingency response procedures
shoul d be reexam ned, for both freight and passenger trades.

GLOBAL - Data Transm ssions From Seacontainers/Trailers Via
Satellite O fer Potential For Conbating Cargo Theft

The integration of data comruni cations and satellite technol ogies
show consi derabl e prom se for tracking seacontainers, trailers,
and chassis toward conbating hijacking and theft of internodal
contai neri zed cargoes while at sea or during inland transit.

This system makes it possible to, for exanple, nonitor container

| ocation, its tenperature and hum dity, receive signals detecting
intrusion or tanpering, and to facilitate custoner requirenents



for daily fleet managenent of internodal equi pnment inventories.
Intrusion nmonitoring capability is effected with small sensors
installed on the internodal equipnent to signal, via satellite
transm ssi on, any unauthorized door openings of sealed containers
to ensure container integrity while transiting high risk

envi ronments and t hroughout the shipping cycle.

Thi s technol ogy, being narketed by several conpanies to the

shi ppi ng i ndustry, involves various conbinations of equi pnment
purporting to performa range of services. The features nost
critical for maritinme security include | ong range, near-real

tinme, renote command center nonitoring capabilities for: tracking
the I ocation of containers in transit, receiving signals of
intrusion fromthe container/trailer and the cargo, transmtting
securing-commands to the container/trailer, tracking the |ocation
of cargo renoved fromcontainers, dispatching a rapid response
security teamto interdict the hijacking/cargo theft event or
recover the cargo.

Using a low earth orbit (LEO satellite system comrunications
link to receive data transmtted fromtransceivers interacting

wWith mcroprocessors installed on dry and refrigerated

contai ners, Caribbean Satellite Services, Inc. (CSSl), is

mar keti ng such a service throughout the Cari bbean Basin for South
Florida steanship lines, fromits office near the Port of Mam.
CSSI is an 18-nonth ol d data conmuni cati ons conpany serving the

shi ppi ng i ndustry throughout the Cari bbean and Latin Anerica, and

one of about 12 conpani es now marketing time on governnent - owned
LEO satellites to the transportation industry.

CSSI uses a technology it calls "SMART CONTAI NER, " which signals
when the contai ner has been breached. CSSI's Cargo Recovery
Transceiver (CRT) nonitors the cargo itself for renoval fromthe
container while in transit. The CRT intrusion detection signal,
whi ch includes tinme, date, and location of intrusion, is
transmtted to the CSSI Service Center and custoners making
possible a rapid security response and al |l owi ng possi bl e recovery
of the stolen property using cargo tracking data.

CSSI intends to establish this service as an accurate and
reliable electronic bonding systemfor the novenent of

i nternational containerized cargo by introducing its use by the
U S. Custons Service. |In that capacity, the SMART CONTAI NER
intrusion nonitoring service could have potential use in
expediting cargo handling at U S. ports of entry by increasing
assurance of container integrity.



Envi ronnmental |y Secure Products, Inc. (ESP) is also marketing a
product to counter container/trailer hijacking and cargo theft.
Called the StarTrack System it operates in conjunction with a
t echnol ogy package provided by AirTouch Teletrac (both are
California conpanies) and utilizes a conputer-driven group of
renote-control |l ed, el ectro-nechanical devices installed on the
i nt ernodal equi pnent to perform passive and active functions.

ESP's StarTrack Systemincludes a passive nonitoring capability
conpatible with renote/ nobile tel ecommuni cations and satellite
comuni cations technologies. Signals are received at a tracking
station in "real tine" to enable detection of specific events
occurring to the vehicle and container/trailer, including route
irregularities, unauthorized entry or exit of the tractor's cab
(seat sensor), detachnment of the trailer fromits tractor, and
openi ng of container/van doors. Active command capabilities

i ncl ude | ocking or unlocking container/van doors, engagi ng or

di sengaging the tractor's engine or clutch, and applying the
brakes of the tractor and trailer chassis.

Loss Prevention and I nsurance. According to the Federal Bureau
of Investigation, two to three containers bound for export or

| ocal destinations are hijacked every day in the New York Gty
metropolitan area. Losses attributed to the value of the cargo
cost shippers and insurers between $250,000 and $4 mllion per
container. The cost of a truck and contai ner-on-chassis my
average as high as $50,000. Areas in the U S. where cargo theft
is nost pervasive are New York, Mam, and Los Angel es.

Hi jacking is also a safety issue, as violence is often used by

t he perpetrators.

I nl and Marine Underwriters Association, CIGNA, |ITT Hartford, and
Atlantic Mutual insurance conpanies agree that the cargo theft
problemis getting worse, and regard theft prevention as a
necessity in order for firnms to retain insurance. Shippers with
significant loss histories encounter difficulty obtaining

i nsurance coverage. The United Ki ngdom conposite insurer,
Norwi ch Union, is now giving premumrebates to custoners which
have fitted approved security devices to their vehicles.

COMMENT: Reliable, cost effective, and wi despread availability
of this technology would certainly be a favorabl e devel opnent for
alleviating cargo theft and hijacking in the maritinme industry.
Addi tional technical capabilities, considered useful for such
systens, include installation of ruggedi zed equi pnent that can
operate in hostile environnents, and counterneasure sensors and
circuitry to detect tanpering with the system and prevent
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jamm ng. Also, the information obtained routinely fromtracking
and nonitoring services afford i nproved security resource

al l ocation, enables accurate assignnent of liability, and
facilitates security trend anal ysis.

The application of data communications technol ogy to counter
cargo theft in the transportation industry has been under study
for some tine. |In 1976, the Aerospace Corporation prepared for
the U S. Law Enforcenent Assistance Administration, a report
based on research, developnent, and field testing of an

el ectronic systemutilizing radio frequency transmtters and
detectors to enable a rapid response to stop cargo theft and
truck hijacking. The systemwas considered technically reliable
in providing service to a fleet of about 40 vehicles operating on
dozens of routes over a 400 square mle area in the Los Angel es
metropolitan environs. At the time, costs were a negative
factor, and enmerging m croel ectronics technol ogy was expected to
eventual ly resol ve the issue.

*  ADDENDUM *
MARI TI ME SECURI TY REPORT
June 1995

UNI TED STATES - Hijackers OF Southern Pacific Trains
Jeopardi zi ng West Coast Seacontai ners

Trai ns haul i ng doubl estack seacontainers, truck trailers, and
hazardous tank cargoes shi pped on Southern Pacific line (SP) are
being forced into energency stops by arnmed robbers intent on

hi jacki ng their cargoes, just north of the Mexican border. The
attacks have occurred primarily in Texas near El Paso, but also
i n New Mexi co.

Sea-Land, APL, and Textai ner are anong the ocean carriers and
i nternodal | easing conpani es shi pping on these SP trains
consisting of 200 railcars and carrying sone 10,000 tons of
cargo. Cargoes stolen have predom nantly been el ectronic
equi pnent .

During 1994, SP experienced sone 700 train robberies near El
Paso, where one section of track was sabotaged 110 tines. From
the ports of Los Angeles and Long Beach, in 1993, SP was novi ng
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doubl est ack contai ner trains to Houston and New Orl eans on a
schedul e of six trains per day in each direction.

The affected route, the Lordsburg district of SP's southern
corridor, is a favorite target because one section of the
conpany's track near El Paso parallels just 50 yards north of the
Mexi can border. A Union Pacific line also parallels within yards
of the Mexican border, for 60 mles between El Paso and Sierra

Bl anca, where its trains have been attacked. Union Pacific
operates fewer trains than SP on this route, which also provides
service to the Port of Houston

Hi j ackers are forcing trains into energency stops by piling
debris on the tracks, engagi ng energency brakes, or sabotagi ng
signals, switching devices and trackage. The hijackers then
qui ckly board the railcars to offload cargo from cont ai ners,
trailers, and boxcars. The thieves disperse primarily south
across the border into Mexico. The size of attacking gangs has
been as | arge as 40-50 robbers.

The increased costs to the rail lines are attributed to increased
security (e.g., the constant need to stop and search trains),

di srupted schedul es, replacenent of danmaged or stol en goods, and
potential loss of trade to trucking. Conpanies using the border
route have requested Federal perm ssion to install nore than a
mle of steel fence on the southern side of the rail |ine where
attacks have been nost preval ent.

COMMENT: In a proactive nmeasure to deter hijacking opportunities,
the U S. Border Patrol is stationing officers every few hundred
yards along the border. The officers use night vision equipnent
to nmonitor segnments of track. A joint strategy involving U S.
and Mexican | aw enforcenent, in conjunction wth the comerci al
transportation interests, is necessary for effectively

all eviating the hijacking problem

The train hijackings have the potential to also create w despread
human and environnmental inpact. A freight train can require as
much as a mle to stop after the energency brake has been
applied. The rupture of a tank car or tank container carrying
sone types of chem cal cargoes has been estimted to necessitate
an evacuation up to a five-mle radius, affecting, for exanple,

t he popul ati on of El Paso.

A nmonitoring technol ogy bei ng devel oped by Burlington Northern
Rai | road Conpany may facilitate i nproved response by | aw



enforcenent and railroad security personnel to the site of an
attack. Burlington Northern now has a $120 nillion

comruni cations center providing near real-tinme status reports of
its entire system By autumm 1995, the conpany's 70,000 units of
rolling stock (including container/trailer-on-flatcar) wll be
outfitted with radio identification tags, which wll provide
conti nuous tracking of cargoes shipped on its system The
technology is intended to inprove on-tine delivery from60%to
90% by the end of 1995, but nay al so i nprove the security of
shipnents in transit.

June 1995

BRAZIL - Piracy Problem Moves Brazilian President To Form
A Federal /State Miul ti-Agency Task Force

Acknow edgi ng the serious threat to trade posed by the continuing
pi racy attacks on comrercial vessels in Brazilian ports and

territorial waters, the President of Brazil, Fernando Cardoso,
i ssued an official decree on May 30, 1995, establishing a new
national, interagency conmm ssion specifically to respond to the

piracy problem The presidential decree creates the National
Comm ssion for Public Security in the Ports, Term nals, and

WAt erways and has the purpose of establishing and inplenenting a
systemto prevent illicit acts in those conveyances. The

nati onal comm ssion will be headed by the Mnister of Justice,
and includes representatives fromBrazil's Foreign and
Transportation Mnistries.

The decree also orders the formation of Brazilian state

comm ssi ons nodel ed on the national version. Each state
commission is to prepare a detailed plan for conbating the piracy
problemw thin their jurisdiction and port localities. The state
comm ssions are to cooperate in designing detailed
counterneasures to stop piracy attacks. Each port is to create
and staff a liaison office. The Federal Police of the Justice
Mnistry will coordinate the state conm ssions to ensure strong

i nt eragency cooperation and effectiveness.

Brazil recognizes it has a serious problem not only in piracy
attacks on vessels but also in drug trafficking in the port
areas. |Inproving police operations in the ports will serve a
dual purpose of eradicating piracy and drug snuggling. The chi ef
of the Brazilian Foreign Mnistry's transportation division,



Marcia Brasil, has stated that President Cardoso is committed to
tightening security and achieving significant inprovenent in
Brazilian ports.

COMMENT: The Brazilian harbor piracy issue was included in
recommendations for Federal action fromthe conmmercial maritine
i ndustry, conveyed in 1994, to the Federal Ad Hoc Working G oup
on Maritime Security Awareness, which MARAD coordinates. In a
continuing effort to sustain Brazil's resolve in this matter,
Departnent of State's Ofice of Maritime Affairs and Land
Transport, a nmenber of that working group, has prepared a
position paper on the problens of piracy and port security for
inclusion in the U S. -Brazil Mritinme Consultations schedul ed for
July 25-27, 1995. The position paper was coordi nated with
MARAD s O fice of Ports and Donestic Shipping, and was submtted
to MMARAD s O fice of International Activities for use in the
consul tati ons.

June 1995

PANAMA - Cocai ne Sei zures Doubl e At Panama's Col on Free Zone
and Associated Ports During 1994

Panama interdicted a record 12.2 tons of cocai ne during 1994,
seized in 962 cases, nore than doubling the 5.3 tons of cocaine
seized in 1993, according to official Panamanian figures. Mbst
| arge seizures of cocaine or heroin occurred in the Colon Free
Zone (CFZ) or the port facilities which serve the CFZ

The increase is primarily attributed to the expandi ng use of
Panama as a transit conduit for Col onbian cocaine traffickers.
But the surge also reflects sone inproved effectiveness in
counternarcotics operations, according to a Panamani an official.

Panama's commercial maritinme trade and transportation
infrastructure is being exploited by drug snuggl ers who take
advant age of the country's weak controls on the inport/export
trade. The volunme of maritime trade noving through Panana

provi des consi derabl e opportunities for traffickers to facilitate
drug trafficking and noney | aundering activities anong legitimte
cargoes. Annually, the Pananma Canal typically handl es sone
12,000 ships transiting with about 150 mlIlion tons of cargo from
85 countries -- about 4% of all seaborne trade.



The CFZ, located three kilonmeters fromthe port of Col on, has
ranked as the world's second | argest free trade zone, behind Hong
Kong which al so accounts for a significant percentage of exports
fromthe CFZ. In existence since 1953 and operated by a state-
owned corporation, the CFZ was by the late 1980's a base for sone
460 conpani es and accounted for the direct enploynent of as many
as 6,000 workers. Until surpassed sone years ago by manufactured
exports, transport and warehousi ng were the principal revenue
generators of the CFZ, which also includes anong its services
freight forwarding, freight consolidation, manufacturing
assenbly, and transshi pnent.

Since Septenber 1994, Panama has pl aced increased enphasis on

i nproving controls at the CFZ. Systens are being established
to anal yze commerci al novenent and transactions. Fraudul ent

i nvoi ci ng of re-exported goods has been a conveni ent device for
facilitating drug trafficking and noney | aundering through the
CFZ. Speaking before a forumon June 26, sponsored by Panama's
Legislative Commttee to Control Drug Trafficking, the CFZ's
manager, Victoria Figge, enphasized the capability of drug
traffickers to infiltrate businesses and to corrupt public

of ficials.

COMMENT: According to the Departnment of State's annual report,

I nternational Narcotics Control Strategy Report, the dramatic
rise of cocaine seizures in Panama during 1994 is attributed in
part to two maritinme interdiction canpaigns conducted jointly by
Panama and the United States. In an effort to constrict the
opportunities for crimnal exploitation of transport and the CFZ,
the U S. has made inplenentation of tighter custonms controls at
Panama' s seaports a specific objective for 1995. Panana is
maki ng progress toward acconplishing the goals of its bilateral
agreenents with the U S. in the following areas: maritine | aw
enforcement for drug interdiction, and controls on shipnents of
precursor chem cals essential to the production of illicit drugs.

A MARAD initiative by the Ofice of Ports and Donestic Shi pping
to provide training for port officials in Latin Arerica is
consistent with U S. counternarcotics objectives while al so
deterring the crimnal threat to trade by inproving port
security. The first of three planned sem nars on "Port
Security Training For the Control OF Drugs, Chem cals and
Hazardous Material s" was held for English-speaking Caribbean
Basin countries in Barbados during April 1995. Oficials from
Panamani an ports will attend the third semnar, to be held in
Honduras in April 1996. The second sem nar, schedul ed for
Decenber 1995 in Peru, is intended to accommodate South Anerican
countries, including Brazil and Chile.
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These training sem nars are sponsored by the O gani zation of
American States and its Inter-Anmerican Drug Abuse Contr ol

Comm ssion. They are funded by the Departnent of State's Bureau
of International Narcotics and Law Enforcenment Affairs.
Instructors are from USCG DEA, U S. Custons, Royal Canadi an
Mounted Police, and private industry.

MARI TI ME SECURI TY REPORT
May 1995

Pl RACY - Regional Increases In Piracy Attacks May Forecast A
Wor | dwi de Upsurge In Incidents For 1995

Regi onal anal ysis of piracy attacks on merchant ships is
denonstrating a significant upsurge in sone geographic areas,
according to the U S. Ofice of Naval Intelligence. The nunber
of successful boardings has al so increased during attacks on
ships at sea and in port, and an apparent escalation in the
severity of attacks. The odds are now considered high that a
pirate attack will be successful.

The regional trend of increasing piracy incidents contrasts with
the worl dw de statistics which have shown a slight decline in
piracy attacks since 1991. The International Maritinme Bureau's
Regi onal Piracy Center in Kuala Lunmpur, Ml aysia, reported 106
piracy incidents worldw de in 1994, conpared with 103 in 1993,
115 in 1992, and 107 in 1991. But officials are worried that the
rate of regional piracy attacks may forecast an increase in the
wor | dwi de total for 1995.

The geographic areas where piracy is nost pervasive are waters in
South America and the Far East. |In particular, the South China
Sea, and specifically the Hong Kong-Luzon-Hai nan i sl ands
triangle, showed a marked increase in incidents during 1993 and
early 1994. In South Anerican waters, particularly Brazil,
piracy incidents have been increasing, reaching about 50 attacks
in the past four years. In Indonesian waters, piracy attacks
doubl ed during 1994, rising to 22 incidents conpared with 11 in
1993. India, Sri Lanka, West and East Africa are al so areas of
significantly high risk.

Weat her induces fluctuations in the regional occurrence of piracy
incidents. 1In Latin Anerica and the Far East, for exanple,
piracy incidents occur in six-nonth cycles. There, hurricane and



t yphoon seasons often keep the small vessels commonly operated by
pirates close to their bases (although attacks have been reported
in Sea State 5). In contrast, relatively stabl e weat her

t hroughout the year in Africa has little influence on piracy
opportunities.

The nmet hods of piracy attacks and ship hijackings have varied
fromdirect force acconpani ed by use of machi ne guns, nortar
shells, and anti-tank rocket (bazooka), to subterfuge in which
pirates have identified thenselves on VHF radio as the national
coast guard, while making their approach. Recently, a
containership berthed in a Brazilian port was attacked by an
arnmed gang whi ch boarded and | ooted seven containers within 15
m nut es.

Losses incurred have included crew casualties, the nerchant
ship's entire cargo, and its stores and navi gation equi pnent.
The result of some piracy attacks have left ships adrift and
posing a grave hazard to other shipping and, with certain
cargoes, to the environnent. The types of vessel attacked are
nmostly general cargo and contai ner ships, bulk carriers, and
tankers. Secondarily, types of ships include reefers, vehicle
carriers, and roll-on/roll-off.

The nost effective counterneasures strategy is considered to be

prevention of initial pirate access to the ship. There is also

consensus on the value of a ship's master receiving a piracy

intelligence briefing before entering waters of potential attack.
| ncreasingly, cooperation in the nutual exchange of security

updates is taking place between carefully selected individual

shi ppi ng conpani es sharing this problem

Pirates are inclined to operate in waters where governnent
resistance is least and often lacking in both technical resources
and the political will to deal effectively with piracy. The
legal reginme is a contributing factor. According to the
International Maritinme Organization, international |law permts
any warship or governnent vessel to repress a piracy attack if it
occurs in international waters. |In territorial waters piracy
constitutes nerely an act of armed robbery, dealt with under the
| aws of the relevant coastal state which may not permt a foreign
flag conbatant to intervene.

The best prospects for suppressing piracy are through

i nternational cooperation. The U S. Departnent of State's Ofice
of Maritinme Affairs and Land Transport has suggested that

bi | ateral governnent responses to piracy wll be dimnishing in

10



favor of diplonacy ainmed nore toward nmultilateral responses with
| arge organi zations (e.g., Organization of Anmerican States). A
significant joint response by nongovernnment organizations is the
establ i shment of the Regional Piracy Center in Kuala Lunpur,

Mal aysia, in COctober 1992, by the International Maritinme Bureau
(a division of the Paris-based International Chanmber of Conmerce)
with the support of the International Maritinme O ganization and

| NMVARSAT. The Center functions as a focal point for the industry
and liaises with the | aw enforcenent authorities in the region.
It operates on a 24-hour basis and is financed by voluntary
contributions from shi ppi ng and i nsurance conpani es.

COVWMENT: Accurate anal ysis has been hanpered by inconplete
reporting of incidents. |In early January 1995, the

International Maritinme Bureau expressed the belief that piracy
incidents are substantially under-reported and urged the industry
to report each and every attack in order that an accurate
assessnment of the situation can be obtained quickly. It is
possi bl e that the apparent upsurge in md-1995 incidents reflects
nore conplete reporting.

More disturbing, the influx of incidents denonstrate an apparent
escalation in the severity of attacks. Characteristics include
greater bol dness of attack, theft of entire cargoes, nore
frequent use of heavy weapons and viol ence, and increasing
abandonnment of the attacked vessel as a navigation hazard. Such
evi dence supports the conclusion that a trend in nore dangerous
and costly piracy attacks has begun.

May 1995

GUATEMALA - Truck H jackings Drive Internodal Ccean Carriers
To Cast Of Inland Transport Job To Shi ppers

The | argest ocean carriers calling Guatenala term nated inland
trucki ng services on May 19, 1995. An untenable situation caused
by hijackings and theft of inport/export cargoes being trucked
inland in seacontainers, acconpani ed by associ ated | abor strife,
has precipitated this action by the rate-setting group Latin
Anmer i can Shi ppi ng Associ ation (LASA). Internodal door-to-door
transport service has reverted to the port-to-port situation of
20 years ago.

Shi ppers trading in the country nust now arrange their own inland
truck haul age to transport their freight between the ports and
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their manufacturing plants around Guatemala City. However, they
are not certain how the problemof returning |ine-owned
containers and chassis after delivery will be solved. Sone of
the non-LASA carriers have decided to continue offering inland
trucki ng services in Guatenal a.

United States and foreign flag ocean carriers have been

victim zed by these truck hijackings, either directly while
providing internodal services to the country's main market in
Guatemala City, or indirectly through the | oss of shippers

cargo. Affected major lines include: Crow ey Anerican Transport,
Sea- Land Service, Seaboard Marine, Mersk, and King Ccean
Anerica, S A

The truck hijackings are well organi zed and executed apparently
with intelligence on which trucks are carry the nore val uabl e
cargoes, even the exact contents of containers. Attacks have

i ncl uded vi ol ence, and sone drivers being shot, primarily on the
hi ghway connecting Guatemala City and the ports of Barrios and
Santo Tomas de Castilla, on the country's Cari bbean coast -- a
route of 300 kil oneters.

Cl ot hi ng apparel cargoes have been the nost frequent target of

t hese truck hijackings, although expensive goods |like electronics
have al so been hit. The apparel trade, involving brand-nane

cl ot hi ng conmpani es such as Levi's and Van Heusen, is conducted by
sending parts of garnments to Guatemal a for final assenbly and
then shipped to the United States or other countries. Wven
apparel is one of the largest inport/export commodities traded
between the United States and Guatermala. |In 1994, woven appar el
was the highest ranking inport from Guatenmala to the United

St at es.

Backgr ound

Al t hough the truck hijacking problem began to seriously affect
sone carriers as long as eight years ago, it began grow ng
significantly worse in 1992. Since that tine, appeals for

assi stance have been nade to the U. S. Enbassy and all |evels of

t he Guat emal an governnent including the president, but the
situation intensified. Conservative estimtes have put the

| osses fromthe hijacking thefts at $3 mllion a year in

mer chandi se al one. QOperating costs for extraordinary security
measures, including arned private security guards escorting truck
convoys, raises the figure considerably.
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On February 1, 1995, nenbers of LASA initiated a Theft Prevention
Sur charge of $200 per container, applicable to all cargo
containers noving into and out of Guatemal a through the port of
Santo Tomas de Castilla. This cost was passed on to their

shi ppers, but did not approach covering the actual costs incurred
in providing security for inland transport.

Subsequently, the situation becane exacerbated when Sea-Land
Service tried to termnate a trucker it enployed, after
determining his participation in the theft of at |east one cargo
he had haul ed. Area truckers rallied, striking Sea-Land and
other carriers. Striking truckers partially ended their action
agai nst shipping lines on May 11, 1995, after Sea-Land dropped
its job sanction against the trucker. Crowl ey and other |ines
were affected for two days but Sea-Land Service, the main target
of the strike, did not receive service fromtruckers for two
weeks.

COVWENT: Sea-Land's physical security neasures utilized for its
seacontainers in Guatenala are sound. The fact that the

hi jackers act with apparent intelligence about the cargo
mani f ests, suggests that collusion is occurring at the internodal
freight interchange points. Although the hijackers have killed,
t hey have not been reported to be especially heavily arnmed or
connected with the guerrillas. The Governnment of Cuatemal a has
been operating a nmulti-agency highway security task force in
recent weeks but has asked LASA for funds, claimng it cannot
afford to continue the action nuch | onger.

MARAD and Departnent of State have net with the transportation
task force of Caribbean/Latin American Action (CLAAis a trade
associ ation whose transportation task force represents primarily
maritime shippers and ocean carriers), at its request, to discuss
the truck hijacking problemin Guatemala. MARAD encouraged CLAA
to conmunicate its positionin a letter to the Maritine

Adm ni strator, and was assured that the Secretary of
Transportation's Ofice of Intelligence and Security woul d be
informed of the matter. Departnent of State is attenpting to

el evate the issue, possibly for nultilateral action.
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May 1995

MARI TI ME FRAUD - Fal se Registration O Ships Used By Asian
Crime Gangs In Theft O Entire Cargoes

The International Maritime Bureau (I MB), a division of the Paris-
based I nternational Chanber of Commerce, has reported that
phantom ships are the latest formof maritinme larceny. The crine
is perpetrated by using a stolen or purchased ship which is then
fraudul ently regi stered. Subsequently, the ship is used to take
on cargo under a false outward manifest and fails to deliver the
cargo to its destination. The cargo is either transferred to
anot her vessel at sea or the vessel and cargo are sold directly
to a buyer. The targeted cargo is usually high value and of a
type easy to dispose of, i.e., tinber, plywod, oils, textiles,
rubber, resins, copper concentrates, and frozen fish. The |IM
estimates the value of this formof cargo theft at $200 million
annual | y.

In a typical case, a Southeast Asian-based crinme syndicate wll
buy an old cargo vessel for about $1 nmillion. The syndicate

regi sters the vessel under a new nane with a flag-of-convenience
country for about $5,000, and without inspection of the vessel
requi red. The syndicate then sets up an el aborate network of
dummy offices and conpanies to deceive port officials and

shi ppers. A tenporary office mght be opened in Singapore.
Various ship's docunents will be forged. A crewwl| be hired
and given fal se passports, usually nmade up in Jakarta or Bangkok.

The syndicate selects its cargoes carefully, choosing those which
are easy to transport and trade. It will |earn when

certain shipnents are likely to be nmade and where they are

going. After the syndicate's vessel takes on cargo under a

fal se outward mani fest and sails out of port, the ship's nane is
agai n changed. The cargo is then traded in China, probably

at the port of Beihei. According to the IMB, alnost all the
cargoes stolen in this manner find their way to China.

In the case of the WNDSOR |11, changed to ASOK |1, Chinese
custons acted on information provided to them by suspi ci ous
officials at the |oading port and seized the ship. But the ship
sonmehow escaped fromthe port of Beihei. Shipping and trade
officials say that a conbination of |ax controls and corruption
in many countries in Asia has facilitated the growh of phantom
shi p syndi cat es.
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COWENT: This type of cargo theft is nade possible largely by the
per m ssiveness of sone ship registries. Key deficiencies include
al l ow ng m d-voyage change of the ship's nane and w t hout

physi cal inspection, vague records of changes, and inadequate
scrutiny of the circunstances during which nanme changes are
requested. Pressure by the International Maritinme O ganization
for tighter standards could alleviate this problem

The International Association of Airport and Seaport Police

(I AASP) estimates that worldw de, maritine fraud in all its

vari ations accounts for annual losses in the billions of dollars.
In an effort to conbat this and other major crimnal activities,
| AASP has established an i nformation network designed for the

pur pose of exchanging crimnal intelligence on nenbers of

organi zed crinme involved in maritine fraud, as well as drug

trafficking, extortion, bribery, cargo theft, terrorism and the

smuggl i ng of stowaways.
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MARI TI ME SECURI TY REPORT
April 1995

UNI TED STATES - Cargo Theft Loss Leaders: The Ports of Mam,
Los Angel es, NY/NJ, and Long Beach

The ports presently experiencing the highest incidence of cargo
theft and hijacking are Mam, New York and New Jersey, Los
Angel es, and Long Beach. The Port of Mam has incurred cargo
theft-related | osses in excess of $150 mllion during sone years.
In 1993, six Southern California counties reported 675 cargo
thefts anpbunting to nore than $109 million in nmerchandi se, a 35%
i ncrease over 1992. Anmong its various fornms, theft through
fraudul ent docunentation causes the highest |oss rate.

The I nsurance Services Ofice and the National Association of

| ndependent Insurers report that in 1992, there were | osses of
$112.9 million on earned prem uns of $211.4 million for the notor
truck cargo class of business. This neans that on the val ue of
cargo insured, those |lines experienced a staggering 53.4%/ oss
rati o. Executives with the Association of International Marine
Underwiters (AIMJ) and the Inland Marine Underwiters

Associ ation (I MJA) suggest those figures, and those of the FBI
understate the true scope of the problem Sone | aw enforcenent
sources estimate that half of all cargo thefts go unreported.
Conmpoundi ng the problemis the absence of a reliable clearing
house for cargo theft information.

Wor ki ng cooperatively, AlMJ and | MJA are devel oping a cl ains
guestionnaire that insured entities could fill out anonynously.
The |l ocation of theft incidents would be identified to the |evel
of individual piers. Besides |location and tine, the forns would
docunent nanes of trucking conpani es, warehouse operators, and
drivers. In addition, IMJA s vice president, Karen Sherbi ne,
enphasi zed the need "to be totally famliar with the reputations
of various ports, piers, warehouses, trucking firnms, and their
practices.”

COVWMENT: I n 1975, Executive Order 11836 gave the Departnent of
Transportation the lead role in a programintended to increase
the effectiveness of transportation cargo security in the United
States, which was coordi nated anong Federal, state, and |ocal |aw
enf orcenent agencies, and the comrercial industry. 1In the
programis final report, issued in 1979, it was estimated that
theft-related cargo | osses cost the U S. economy in excess of $1
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billion annually. The report optimstically concluded that the
rate of |oss had been stabilized by the program but added that
overall programeffectiveness was inpaired by inadequate
reporting fromthe comrercial industry. The maritinme industry,
the report stated, had elected not to periodically advise the
governnment of its cargo | oss by cause and commodity.

Consequent |y, conprehensive cargo | oss data were not avail abl e.
Today, this lack of data remains a serious deficiency inpairing
efforts to reduce theft-related losses in the maritinme industry.

April 1995

SOQUTHEAST ASI A - Ethnic Chinese Crinme Syndicates Prefer Port
Cities and Containerized Heroin Exports

Conceal i ng heroin shipnments in legitimate containerized

consi gnnents aboard maritine transport has for years been the
narcotics smuggling nmethod of choice by ethnic Chinese crimnal
syndi cates, known as Triads. According to one estimate, 90% of
the world' s heroin is controlled by the Triad societies
concentrated in Hong Kong. The Triads have been the main source
of heroin supplied to the Italian Mafia in the United States (La
Cosa Nostra) since the 1930's.

The opium heroin trade has been controlled primarily by those
Triad nenbers now living in Hong Kong and Bangkok who em grated
fromthe province of Guangdong, China (adjacent to Hong Kong),
having fled the Communi sts in 1949. In Hong Kong, the three
dom nant Triad societies are the Sun Yee On, the 14K, and the W
group, conprising a total of 65,000 nenbers. Large Hong Kong
Chi nese communities also exist in Toronto and Vancouver.

The heroin trade originating in Southeast Asia, primarily in the
"CGol den Triangle" region of Burma, Thailand, and Laos, provides
the Triads with their ol dest and nost |ucrative business. OaMng
in part to its transportation system Thailand has been the
primary conduit for Golden Triangle heroin, nearly all of which
is transshi pped in Hong Kong and then smuggled into North

Aneri ca.

Al t hough highly secretive, the Triads often run legitimate nmulti -
mllion dollar corporations in addition to their illegal
operations, as do other organized crinme groups. The increase in
the volune of legitinate containerized conmercial maritine
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exports from Thail and has expanded the Triads' opportunities for
heroin snmuggling, primarily under the cover of those
i nport/export trades.

COMMENT: Hong Kong wll, in 1997, revert to the sovereignty of

t he Peopl es Republic of China, changing Hong Kong and the way it
operates. The followng nmake it plausible that the Triad
societies will soon relocate their headquarters, probably to
Bangkok:

* Ethnic Chinese are the largest non-Thai mnority,
totaling six mllion people (11% of the popul ation),

enabling Triads to integrate into Bangkok cul ture;

* Bangkok is central to the Triads' source and control of
heroi n exports;

* Thail and has not been a party to the 1988 United
Nat i ons Convention Against Illicit Traffic in Narcotic
Drugs and Psychotropi ¢ Substances, contributing to a

weak counternarcotics enforcenent environment in the

country; and finally,

* The el ectoral process of Thailand' s political systemis a

target of attenpts by drug traffickers to effect official
corruption with illicit noney.

April 1995

PANAMA - Weapons Snuggl ed To Col onbian Guerrillas In
Commerci al Contai ners, Via Pananmani an Ports

Police in the Panamani an port of Cristobal were injured when a
freight container, in port for transshipnment, exploded during a
narcotics trafficking inspection. The explosion occurred when an
acetylene torch police were using to enter the contai ner

i nadvertently detonated unmani fested nmunitions. Follow ng the

| ate March incident, police determ ned the arns cache was

i ntended for Col onbian guerrillas and narcotics traffickers.

The Pananani an Legi sl ative Assenbly Drug Conmm ssion has expressed
concern about possible collusion between drug traffickers and
enpl oyees of the Port of Cristobal. The Conm ssion intends to
consult the director of the port authority and U S. Drug

Enf orcenent Adm nistration representatives in Panana.

A related incident occurred in late April, in the port of Colon,
Panama, when a commercial vessel of Panamani an registry was
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sei zed after police discovered two shipnents of contraband rifles
and expl osives anong its cargo, determned to be destined for

Col ombi an guerrillas. Followng its release in Colon, the sane
ship was seized on April 26, in the Col ombian port of Turbo (on

t he Cari bbean coast near the Panamani an border) when security
forces discovered it was snuggling a weapons shipnment. The ship
had conpleted a direct transit from N caragua.

Panama and Col onbi a have since signed an agreenent for the joint
devel opnent of security and interdiction nechanisns at the common
border focused on drug trafficking, weapons snuggling, and
illegal immgration. Terns of the agreenent specify maritinme
security as a priority.

COMMENT: Col onmbi an authorities, in 1993, began investigating an

i ncrease in weapons smuggled in conmmercial cargo transported from
Central America into Colonbia. Interdiction efforts by
Panamani an police are conplicated by free trade agreenents which
prohi bit unilateral inspection of containers carrying nmerchandi se
intransit to another country. Although recent incidents nay be
a short-term phenonenon associated with the denobilization of
guerrillas in Ni caragua and El Sal vador, containerized comerci al
shi pping may energe as a preferred nethod of transport by weapons
smuggl ers.

April 1995

BRAZIL - Harbor Piracy Incidents Elevate Port Security To
the Agenda O the Brazilian President

Har bor piracy, including attacks by armed gangs, is a problemin
Brazilian ports that has reached an alarm ng | evel, according to
the international comercial maritine industry. U S. and
Eur opean shi ppi ng conpani es have been active in trying to
nmobi | i ze the Governnent of Brazil (GOB) to inprove port security.

The U. S. Enbassy in Brazil is coordinating with its European
counterparts to call for inprovenents in port security. And, the
U. S. anbassador is advancing the issue to Brazil's new transport
m ni ster and others. European enbassi es have been working with
GOB on the general issue of port security for several years.
Anbassadors from European Union countries have nmade j oi nt
demarches to Brazil's foreign mnistry twice in 1994; British and
G eek anbassadors have done so separately.
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The director of the Brazilian nerchant marine agrees that port
security is a problem that the ports are poorly adm ni stered and
inefficient, and that the security issue further raises the costs
to ships calling at Brazilian ports. However, he contends crine
is actually down since 1990. Specific deficiencies, such as
cunber sone bureaucratic procedures, slow port clearances (30 days
or nore), and |ack of custons warehouse space have increased the
opportunities for harbor piracy. Also, jurisdictional authority
di screpanci es and equi pnent problens detract fromefforts by GOB
to patrol and secure the harbor areas in Brazilian ports.

The GOB has expressed interest in cooperating toward a sol ution,
and expects its port reformplan, scheduled for inplenentation by
the end of 1995, to include port security. However, the
government contends that a |ack of financial resources has
frustrated its attenpts to inprove port security.

COMMENT: The new y el ected Brazilian president has regularly
cited the need for port reforns. But port security

i nprovenents, as a subset of infrastructure, remain dependent on
increases in GOB revenues. Therefore, in the near term

it is unlikely that the problem of harbor piracy in Brazilian
ports wll be reduced.

The Brazilian harbor piracy issue originated as a reconmendati on
fromthe commercial maritine industry, conveyed in 1994, to the

Federal Ad Hoc Working Group on Maritinme Security Awareness,

whi ch MARAD coordi nates. The U S. Departnent of State's Ofice

of Maritime Affairs and Land Transport, a menber of that working
group, took the piracy matter and advanced it to the diplonmatic

| evel by early 1995.

MARI TI ME SECURI TY REPORT
March 1995

COLOMBIA - Port Privatization Boosts Profits, Productivity,
and Port Security Concerns

The Col onbi an governnment began a seaport privatization plan in
1991 and, in Decenber 1993, granted 20-year concessions to

i ndependent port authorities to operate Colonbia's four |argest
ports (Barranquilla, Buenaventura, Cartagena, and Santa Marta).
Those ports handled nearly 10 mllion tons of cargo in 1994.
Buenavent ura Regional Port Authority typically handl es 50% of
Colombia's maritinme trade.
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Results of privatization have included a 60% i ncrease in
productivity, and ship handling tine has been cut in half to 2.5
days despite still conplicated and tinme consum ng paperwork. New
conpetition has al so been created anong private term na
operators, decreasing port fees by 52% and increasing supply and
quality of service.

Port security, however, remains problematic with burglaries,

pil ferage, and even arned robberies occurring frequently. The
head of the Col onbi an Council of Cargo Transporters, Nestor
Restrepo, has witten to the country's mnister of defense
expressing that, "the country will not achieve anything if it
noderni zes its ports and increases operating efficiency and
productivity, unless there is security for the users of cargo.”

COMMENT: In a recent counternarcotics policy review, the United
States granted Col onbia a National Interest Waiver, despite

Col onbi a' s unsati sfactory progress to reduce drug

trafficking. The waiver inposes no sanctions of any kind and
does not adversely affect maritinme cargo flows. However,

rel axation of custons regul ations and fewer inspections
associated wth Colonbia's rapid trade privatization are making
it easier for drug traffickers to srmuggle illicit cargoes from
the ports concealed in legitimate comercial shipnents.

March 1995

ECUADOR - More Stowaways? Conflict Creates 7,500 Refugees and
50, 000 Unenpl oyed

The Red Cross reports 7,500 refugees, housed during March at
tenporary mlitary canps in the Quito and Guayaquil suburbs,

m grated nostly fromthe Amazoni an border region in southeastern
Ecuador. They were displaced by the country's recent conflict
with Peru over disputed territorial boundaries. Authorities
forecast near term social danger as additional refugees and

unenpl oyed are preparing to mgrate to Quito and Guayaquil. The
port of Guayaquil is approximtely 300 kil oneters sout hwest of
Qi to.

The main inconme of the 50,000 small businessnen (farners and
cattle ranchers) in southern Ecuador, which canme from export
commerce with Peru, has also been affected by the conflict. This
daily trade was cut off when the Ecuador-Peru border was cl osed.
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A large portion of northern Peru's food consunption was supplied
by Ecuador, and during March a severe shortage existed in
nort hern Per u.

COWENT: |f the present circunmstances continue to evolve, within
six to 12 nonths the nunber of stowaways enbarking at the port of
Guayaquil may increase to unnmanageabl e |levels, presenting a
threat to ocean carriers, of all flags, bound for the United

St at es.

March 1995
Nl GERIA - Maritinme Fraud Pounds N gerian Insurers

Maritime fraud costs Nigeria's insurance industry $50 nmillion
annual Iy, according to the industry's journal, the N gerian

| nsurer. Perpetrators and activities include: shipowners and
charterers engaged in over-invoicing, certificate racketeering,
overstating clains, container fraud, overvaluation of vessels for
i nsurance purposes, and piracy, while inporters have engaged in
forgi ng docunents (e.g., bill of lading, custons bill of entry,
and invoice). The result is causing already-scarce N gerian
forei gn exchange reserves to decline.

COWENT: U.S. exporters and carriers trading in N geria should
take precautions to avoid becomng a target of maritine fraud,
which is often facilitated by official corruption.

March 1995
CHI LE - Counternarcotics Policy Wth the United States

The United States is Chile's main trading partner, whereas in
contrast, Chile is 36th anong U. S. trading partners. Chile-U S
rel ati ons consi st fundanentally of trade matters. U. S. trade
negotiations with Chile are, therefore, alnost exclusively
notivated by political incentives, such as counternarcotics

policy.

Count ernarcotics negotiations with Chile include three primry
concerns to the U S. In descending order of inportance, they
are: noney | aundering, export controls on input chem cals
transported to cocai ne produci ng countries, and drug trafficking.
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Chile is processing |egislation on controlled substances, and is
interested in greater cooperation with Washi ngton on anti-drug
initiatives conditioned on U S. respect for sovereignty. Chile
currently does not have a serious drug trafficking problem

COMMENT: Chile is an attractive maritine route for Bolivian and
sonme Col ombi an traffickers who use it as a transshipnent country
for South Anerican cocai ne snmuggled to world markets. Chile's
growi ng vol une of containerized maritinme trade provides drug
smuggl ers with opportunities for diversion of precursor chem cal
and conceal nent of illicit shipments manifested as legitimte
commercial cargoes. Drugs are snuggled in significant quantities
fromBolivia across Chile's northern border for transshipnent
through its seaports, such as Arica (at the border w th Peru)
which is accessible by rail line. Chile' s 6,435 kilonmeters (km
of coastline, and | and borders with coca-produci ng Bolivia and
Peru (861 km and 160 km respectively), facilitate drug snuggling
opportunities.

In early 1995, the Government of Chile pronulgated into | aw
measures to conbat drug trafficking, which includes regulation of
precursor chem cals and use of nodern | aw enforcenent techniques
by the police. Chilean police agencies have coordinated their
counternarcotics activities with authorities in neighboring

countries. In 1994, cocaine seizures increased by approxi mately
50% above 1993, amobunting to 1.2 tons. Chile is a party to the
1988 United Nations Convention Against Illicit Traffic in

Nar coti c Drugs and Psychotropi ¢ Substances.
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no. 6.
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"Sea Piracy - O Maritinme Miggi ng?", Intersec, My 1995, vol. 5,
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MARI TI ME FRAUD - Fal se Registration O Ships Used By Asian
Crime Gangs In Theft OF Entire Cargoes
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of Conmerce, 13 Feb 1995.

International Narcotics Control Strategy Report, U S. Depart nment
of State, Bureau of International Narcotics and Law Enforcenent
Affairs, Mar 1995.

March 1995
CHI LE - Counternarcotics Policy Wth the United States
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