




INTRODUCTION

The Maritime Security Report is an unclassified quarterly
publication prepared to inform the commercial maritime industry,
senior Maritime Administration officials, the Secretary of
Transportation's Office of Intelligence and Security, and the
Federal Ad Hoc Working Group On Maritime Security Awareness. 
The report focuses on international criminal activity and
security issues which could pose a threat to U.S. commercial
maritime interests and the movement of U.S. civilian cargoes in
foreign trade. 

The global nature of U.S. trade means that U.S.-flag ocean
carriers call ports in nearly every country, and cargoes owned by
U.S. interests may be embarked on ocean vessels of any flag or in
any port worldwide.  U.S. commercial maritime interests,
therefore, can be jeopardized worldwide by a broad range of
criminal activities, adversely affecting their competitiveness.

The Maritime Security Report is intended to increase awareness of
the scope and severity of economic crime affecting U.S. maritime
commerce.  The Maritime Administration expects increased
awareness to contribute toward deterring criminal exploitation of
the maritime transportation system, its users and providers. 

The Maritime Security Report is produced under the authorization
of Margaret D. Blum, Associate Administrator for Port,
Intermodal, and Environmental Activities.  The information
contained in the report is based on our research and analysis of
recent, significant developments, and is compiled from commercial
sources and U.S. Government reports.

Please direct any questions and comments on the information in
this report to Thomas Morelli, Coordinator, Maritime Intelligence
& Security, or John Pisani, Director, Office of Ports and
Domestic Shipping, Maritime Administration, U.S. Department of
Transportation, 400 Seventh Street, SW, Washington, DC  20590, or
telephone (202) 366-5473/fax (202) 366-6988.
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EXECUTIVE SUMMARY

CARIBBEAN - Increased Drug Smuggling Via Lesser Antilles        
            Threatens Growing Maritime Container Trade

U.S. Drug Enforcement Administration (DEA) officials assert that
the use of legitimate commercial maritime freight containers by
smugglers to conceal large shipments of cocaine is a fact
supportable by many investigations and drug seizures.  According
to the U.S. Department of Defense (DOD), smuggling via commercial
vessel is the primary maritime method for shipping drugs through
the Caribbean transit zone.  Because of the relatively low risk
to the trafficking organizations, this cocaine smuggling method
and pattern is likely to continue.

Cocaine shipments are being concealed in commercial maritime
containerized cargoes transported through the eastern Caribbean
at low risk to smuggling syndicates.  Maritime shipping and
transport firms are being used, without their knowledge or
culpable negligence, by smugglers attempting to evade scrutiny
and lower their risk of detection.  The smuggling method and
associated route pattern undermine the integrity of commercial
maritime cargoes and the container trades with the U.S. and
Europe, on which the eastern Caribbean=s Lesser Antilles
economies are so dependent.  However, an increased emphasis on
applying predictive intelligence to selecting commercial
containers for inspections in the eastern Caribbean maritime
transit route, can improve cocaine seizure rates.

GLOBAL -  Business and Government Cooperation Increasing To Stem
          Maritime Cargo Crimes In International Trade

Vulnerabilities in the international commercial shipping cycle of
freight containers are being exploited by transnational organized
crime groups to commit a variety of cargo related crimes.
Companies involved in intermodal transportation and at all levels
of the shipping cycle are often made unwitting accomplices in
cargo related crimes, such as shipments of illegal narcotics and
stolen goods, customs and shipping frauds, and money laundering.
Victimized firms are sustaining significant financial losses,
erosion of operating integrity, and diminished corporate
reputation.  Increased cooperative efforts between governments
and the maritime industry are underway to reduce the
international freight transportation system=s vulnerabilities to
exploitation by organized criminal enterprises.
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POLICY - U.S. DOT Publishes Port Security: A National Planning
         Guide To Assist Commercial Industry

Port Security: A National Planning Guide was produced and
published by the U.S. Department of Transportation (DOT) in
January 1997.  The planning guide conveys the United States
Government=s policy perspective on port security to the
commercial maritime industry.  The guide provides an overview of
the essential aspects of port security and identifies many of the
challenges facing a port.  It is intended to provide governments
and the commercial maritime industry with a common basis upon
which to establish port security standards and the outcomes
expected from meeting those standards. 

Port Security: A National Planning Guide is the first document in
a series that will include technical manuals on maritime
security.  These technical manuals will be produced through
cooperative efforts of the U.S. Government and the commercial
maritime industry.  The planning guide and subsequent technical
manuals are intended to be used by port directors, the directors
of port security, and the officers of port security departments
in fulfilling their responsibilities toward the development of an
effective port security program.

_____
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CARIBBEAN - Increased Drug Smuggling Via Lesser Antilles
            Threatens Growing Maritime Container Trade

U.S. Drug Enforcement Administration (DEA) officials assert that
the use of legitimate commercial maritime freight containers by
smugglers to conceal large shipments of cocaine is a fact
supportable by many investigations and drug seizures.  According
to the U.S. Department of Defense (DOD), smuggling via commercial
vessel is the primary maritime method for shipping drugs through
the Caribbean transit zone.  The United Kingdom=s International
Narcotics Control Board reported in early 1996, that it had
detected a shift in cocaine transshipment routes from the
northern Caribbean Sea to its eastern rim.

Cocaine shipments are being concealed in commercial maritime
containerized cargoes transported through the eastern Caribbean
at low risk to smuggling syndicates.  Maritime shipping and
transport firms are being used, without their knowledge or
culpable negligence, by smugglers attempting to evade scrutiny
and lower their risk of detection.  The smuggling method and
associated route pattern undermine the integrity of commercial
maritime cargoes and the container trades with the U.S. and
Europe, on which the eastern Caribbean=s Lesser Antilles
economies are so dependent. 

The seven countries of the Lesser Antilles, all members of the
Caribbean Community and Common Market (CARICOM), are Antigua and
Barbuda, Barbados, Dominica, Grenada, Saint Kitts and Nevis,
Saint Lucia, and Saint Vincent and the Grenadines.  CARICOM
participation includes other island governments of the Caribbean
and several Latin American countries bordering the Sea.  The
Lesser Antilles also include the French overseas departments of
Guadeloupe and Martinique.

Caribbean Cocaine Smuggling.  Law enforcement officials estimate
that about 30% of the cocaine smuggled into the U.S. transits the
Caribbean.  Approximately the remaining 70% of the cocaine
smuggled into the U.S. is believed to transit Mexico.  The total
amount of cocaine that entered the U.S. in 1994 is estimated at
300 tons.

DEA has reported that during the three-year period 1993-95, an
estimated seven tons of cocaine -- per month -- were successfully
smuggled through the Lesser Antilles into Puerto Rico alone.
Although it is difficult to calculate the percentage of cocaine
tonnage being smuggled in commercial maritime containers through
the eastern Caribbean transit route, it is believed to be
significant.  An example of the potential threat to the mainland
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U.S. is illustrated by the fact that more than 50% of inbound
maritime cargo arriving at the Port of Miami originates in
countries which are sources of narcotics or which serve as
transit points.

The transit route through the Lesser Antilles is also
increasingly used as a corridor for smuggling cocaine to Europe
and Russia.  By one estimate, this route accounts for
approximately 180 tons annually.  According to the 1996
International Narcotics Control Strategy Report by the U.S.
Department of State=s Bureau for International Narcotics and Law
Enforcement Affairs, an estimated 30% of the drugs brought into
the United Kingdom are believed to originate from or transit
through the Caribbean region.

Cocaine Seizures & Smuggling In Commercial Containers.  In fiscal
year (FY) 1995, maritime seizures of cocaine increased as a
proportion of total seizures, accounting for about 61%, compared
to about 43% in FY 1992.  During the period 1993-95, known
maritime drug smuggling events (those which authorities have
certain evidence of having been attempted) increased by 40%.
However, total tonnage of cocaine seizures in the transit zone
declined in 1995, to about 37 tons, -- in contrast to a peak of
about 70 tons seized in 1992.  The decline in total cocaine
tonnage seized since 1992, can in part be accounted for by more
tonnage being successfully smuggled in containerized commercial
maritime transport. 

The first dramatic increase in seizures of containerized cocaine
shipments occurred in fiscal year (FY) 1987, when the total
surged to over eight tons -- from less than 1.5 tons in FY 1985
and FY 1986.  Since that time, single seizures exceeding one ton
are not uncommon.

Container Transshipment Trades at Risk.  The Inter-American
Development Bank (IDB) characterizes the economies of Caribbean
countries as consisting of highly fragmented markets, largely
dependent on exports to other regions.  These Caribbean countries
are striving to join regional and global trading blocs.  Phillip
Goddard, Minister of International Trade and Business for
Barbados has said that Αthere is a direct correlation between
the efforts to contain drug trafficking and the maintenance of
strong economies in the region.≅ 

According to the IDB, intra-regional export/import commerce has
grown dramatically since 1989.  A growing volume of container
transshipment traffic is moving this trade through the Caribbean.
Transshipment business is attracting ocean carriers with
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dedicated Caribbean schedules and those relaying cargo to and
from other routes.  It provides the ports of the Lesser Antilles
with the opportunity to handle cargo moving between Europe, the
U.S., and South America.  Transshipment has become a significant
commercial segment and an important factor in the eastern
Caribbean=s regional economic development potential.  The Port of
Castries, Saint Lucia, for example, transshipped 46% of the
approximately 27,000 containers (twenty-foot equivalent units) it
handled in 1995.  

The transshipment trade consists of an intra-regional, Αhub-and-
spoke≅ network of low-volume feeder ports, attempting to handle
larger volumes.  These feeder ports are serviced by coastal
freighters which move their traffic to nearby load center ports
for relay onto transoceanic routes.  Limitations in landside and
harborside throughput capacities, including the larger eastern
Caribbean ports, necessitate such a feeder traffic arrangement.

Port Congestion Also Elevates Risk.  High throughput volume in
many ports where infrastructure and management may be inadequate
to the demand is creating container handling congestion.  This
pressure often results in ports relaxing cargo processing
procedures in an effort to expedite backlogged containers.  Under
these conditions, scrutiny of containers decreases and already
vulnerable containers are often exposed to increased risk of
exploitation. 

It is probable that a significant percentage of cocaine shipments
are being concealed in commercial maritime containers after
initially being smuggled into eastern Caribbean islands aboard
non-commercial vessels.  Such vessels include yachts, fishing
trawlers, and private industrial craft.  Backlogged containers
held idle in unsecured storage areas for inordinate periods of
time provide smugglers with additional opportunities for
surreptitious access.

Threat of Corruption.  Lesser Antilles governments include
parliamentary democracies and constitutional monarchies.  The
stability of these governments is threatened by narcotics
trafficking and related organized criminal activities, such as
official corruption and money laundering.  Relatively small
percentages of drug profits may be expended to induce collusion
of public officials in control of government ministries and
central banks.

Sandro Calvani, Director of the Caribbean Regional Office of the
United Nations International Drug Control Program, has emphasized
the danger to the democratic process posed by the transformation
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of illicit profits into illegitimate political power.  The U.S.
Assistant Secretary of State for International Narcotics and Law
Enforcement Affairs, Jonathan Winer, has pointed out that drug
trafficking syndicates have been effective at infiltrating
governments and pose a threat to Caribbean nations.  The
Administrator of DEA warned in March 1996, that Mexican drug
trafficking organizations, for example, had sufficient wealth and
power to rival legitimate governments for influence and control.

U.S. Cocaine Interdiction Strategy.  Maritime interdiction is
carried out at sea or in port.  It consists of surveillance and
apprehension.  This includes detecting and intercepting suspected
smugglers, searching cargoes, seizing contraband, arresting
suspects and confiscating their equipment.  Department of Defense
(DOD) and the U.S. Coast Guard (USCG) agree that the large volume
of ship traffic in the Caribbean Sea severely complicates efforts
to interdict smuggling via commercial maritime trades.  Although
vessel boardings continue to be an essential tool in the maritime
drug interdiction strategy, USCG recognizes that boardings
clearly impart a cost or imposition on the commercial maritime
industry.  In conducting them, USCG strives to minimize any
imposition on legitimate shipping.

Key U.S. agencies involved in implementing the strategy in Latin
America and the Caribbean include the following.  The Commandant
of the USCG is designated as the U.S. Interdiction Coordinator,
overseeing both the surveillance and apprehension aspects of the
interdiction strategy.  Maritime apprehension in the transit
zones is led by USCG but carried out jointly with the U.S.
Customs Service (USCS).  The surveillance mission in the
interdiction strategy is led by the Department of Defense (DOD).

 
U.S. international counternarcotics strategy for interdiction of
cocaine traffic changed in 1993.  The focus shifted from law
enforcement and drug seizures in the Caribbean and Mexico transit
zones, to stopping drugs in the source countries of Bolivia,
Colombia, and Peru before shipments reach the transit zones.  The
principal responsibility for the source-country focus is led
jointly by Department of State, DEA, USCG, and USCS.  Those
source countries account for most of the estimated 780 tons of
cocaine produced annually in South America.

On the policy front, the Office of National Drug Control Policy
(ONDCP) coordinates the international and domestic programs and
policies of all U.S. Government agencies engaged in drug control
activities.  ONDCP is also responsible for developing an annual
national drug control strategy and budget.



9

Intelligence For Targeting Shipments.  Intelligence is key to
interdiction success.  In particular, it is essential to the
aspect of maritime surveillance which attempts to accurately
identify a particular container being used to smuggle illegal
drugs.  Intelligence for tipping-off and directing interdiction
operations is regarded by DOD as the only effective means to
segregate most maritime drug smuggling targets from normal
maritime commerce.  DOD officials have explained that without
predictive intelligence, the detection and monitoring of ships is
impossible, given the thousands of vessels of various types found
daily in the Caribbean sea lanes.

Investigations involving the use of freight containers for
smuggling cocaine depend heavily on explicit intelligence
provided by informants.  Labor intensive searches of containers
based on random selection is less productive than inspections
prompted by explicit intelligence.  Predictive, operational

intelligence of a quality that provides explicit information
usable at the tactical level can increase the probability of
container inspections resulting in drug seizures and arrests. 

Transporting narcotics shipments among commercial maritime
cargoes tends to obfuscate and deceive the criteria used to
Αsort≅ or initially identify suspected smuggling attempts from
legitimate maritime traffic.  Profiles or inferential reporting,
as primary discriminating tools, decrease in value when applied
to commercial maritime traffic; although they have proven
effective against non-commercial vessels.  These circumstances
necessitate the increased use of explicit, predictive
intelligence for selecting containers for inspection in the
eastern Caribbean maritime transit route.  Higher rates of
cocaine seizure and criminal apprehension would be expected.

It is probable that cocaine smugglers will continue to convert
larger percentages of their illicit cargoes to commercial
maritime freight containers.  Various intelligence sources that
can provide information pertaining to specific shipments enroute,
particularly human agents, should be developed to increase
interdiction results.  Findings from inquiries by the U.S.
General Accounting Office support the conclusion that increased
expenditures to improve the production and coordination of
actionable intelligence in the transit zones would be cost
effective.

Container Inspections.  Selecting containers for inspection in
port can be daunting.  Containers in port may be stacked among
hundreds of identical units awaiting shipment.  With more than
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seven million containers moving around the world in maritime and
intermodal trades at any given time, with an average of 2.5
consignments per container, smugglers face a statistically low
risk of detection. 

High-energy x-ray scanning technologies have demonstrated in
tests to be effective for drug detection when used for passive
screening of fully loaded containers.  The level of scanning
energy required in this application may be 70 times greater than
that of a typical airport-passenger x-ray scanner, and cost as
much as $15 million per unit.  Throughput rates of up to 25
loaded containers per hour have been achieved in tests.  Labor
intensive manual searches of containers could require four people
up to eight hours to unload, search, and reload a single 40-foot
container.

Documentation Inspections.  During the transportation phase, the
documentation is the principal source of information about the
contents of a specific consignment of containerized cargo. 
Information pertaining to the movement of the ship or container
carrying the shipment is less important.  The U.S. Customs

Service uses dynamic profiles of known smuggling patterns and
methods and analyzes all documentation to identify suspicious
cargo before it arrives in port.

Documentation such as the letter of credit, bill of lading, and
cargo manifest detail information about a transaction.  Important
indicators include: the terms of sale, ownership or
responsibility for a containerized consignment of goods, its
quantity, delivery date, country of origin and destination,
special routing instructions, and the timing of each process. 

Intelligence derived from cargo documentation is, therefore,
essential to recognizing patterns in the shipping cycle that may
be spurious, and can provide indications of smuggling which
facilitate selection of suspect containers for inspection.  It
can be used to determine and verify information that includes the
exporter and importer, forwarding agent, customs house broker,
consignee=s agent, transport operators, and their reputations.
Combined with explicit intelligence, information derived from
cargo documentation applied in transit zone ports to target
containers for inspection, can significantly improve interdiction
results.

COMMENT: Drug traffickers respond quickly to interdiction
operations by adjusting their delivery routes and methods of
transport.  The eastward shift in the maritime pattern through
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the Caribbean Sea transit zone is a recent example.  It would
follow, that in the Mexico transit zone, increases in overland
interdiction results will motivate drug traffickers to reconsider
their shipping methods and reconfigure routes. 

In that event, additional percentages of cocaine shipments would
likely be diverted from the overland route -- and from the South
American source points of shipment -- to the lower-risk maritime
transport through the Gulf of Mexico and eastern Caribbean
transit routes.  If concealment of cocaine in containerized
commercial maritime shipments continues to be the least risky
method, then even more tonnage should be expected via that mode
of transport. 

The opportunities to exploit commercial maritime container trades
in the Caribbean by cocaine smugglers must be constricted until
their use of commercial maritime transport is no longer a viable
option.  Increased seizure rates for cocaine smuggled in
containers would deter illicit use of commercial maritime
transport and displace subsequent cocaine smuggling attempts into
non-commercial vessels.  Consequently, more maritime smuggling
events would be exposed to the interdiction tactics which have
proven effective against non-commercial maritime transportation.

_____

GLOBAL -  Business and Government Cooperation Increasing To Stem
          Maritime Cargo Crimes In International Trade

Vulnerabilities in shipping international freight containers are
being exploited by transnational organized crime groups to commit
a variety of cargo related crimes.  Companies involved in
intermodal transportation and at all levels of the shipping cycle
are often made unwitting accomplices in cargo related crimes,
such as shipments of illegal narcotics and stolen goods, customs
and shipping frauds, and money laundering.  Victimized firms are
sustaining significant financial losses, erosion of operating
integrity, and diminished corporate reputation.

Speaking on the importance of improved commercial port and vessel
security, A. J. Herberger, Administrator, Maritime
Administration, addressed the annual meeting of the
Transportation Research Board in January 1997.  Herberger=s
presentation included remarks on the importance of international
cooperation to improve security and alleviate crime in maritime
commerce. He said that,
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ΑIf we are to establish more secure trade corridors in
global maritime commerce, we need a fully-integrated
international effort that orchestrates an alliance of
national governments with the maritime industry.  We
strongly urge all countries to commit themselves to a policy
of substantially improving the security of their ports and
trade corridors.  That commitment not only will benefit
their own respective systems but also enhance the entire
maritime transportation system worldwide.  We must
incorporate maritime transportation security right from the
beginning as an integral part of all our bilateral and
multilateral trade negotiations.  And we must begin to take
all of these steps today if we are to have a more secure
maritime transportation system for tomorrow.≅

International Cooperation and Standards.  Even though ports,
carriers, and shippers compete with each other, coordination on
security is a matter of mutual self-interest benefiting the
entire international maritime transportation system.  Eric Ellen,
Executive Director, Commercial Crime Bureau (a department of the
International Chamber of Commerce), has stressed the importance
of the highest degree of inter-port liaison among port security
departments.  Ellen favors establishment of regional port
security liaison committees, independent of any outside national
or commercial influence, which would set standards and
rationalize resources.  He has expressed to the Caribbean
Shipping Association that such a committee within the Caribbean
would be particularly appropriate.

For the European Community Transit System, Ellen has recommended
that standards be enacted to enable verification of the financial
integrity and business ethics of firms.  All organizations
involved in the issuance of customs and transport documentation,
for example, would be required to meet standards of due diligence
and include shippers, freight forwarders, transport operators,
and guarantors.  Those firms meeting the standards would qualify
for information exchanged among the membership and with
governmental authorities.

The global freight forwarding association, FIATA, is particularly
concerned about organized crime=s affect on European Union trade
and with emerging democracies or governments with weak
institutional practices and limited resources.  FIATA is
particularly concerned about emerging organized crime groups in
Eastern Europe and the newly independent states of the former
Soviet Union.  In a response to this threat, FIATA has
established cooperative relationships with the International
Criminal Police Organization (INTERPOL) to address its concerns
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pertaining to cargo related crimes. 

Conscientious efforts by international maritime trade
associations have made progress in reducing their vulnerabilities
to cargo crimes.  For example, the Houston based Maritime
Security Council (MSC), has advised its members to organize
trading and shipping practices to aid in uncovering any attempts
to use facilities for fraudulent purposes.  Thomas Fitzhugh III,
Executive Director, MSC, has said that Αshippers should
cooperate with carriers and be responsible for the integrity of
the loading process.≅  Member firms are urged to develop and
implement well documented security programs specifically designed
to address the risks confronted in their trade routes and avoid
firms whose integrity is in question.  MSC has also stressed the
importance of intelligence exchange with law enforcement so that
criminal methods of operation can be made known and used to
reduce vulnerabilities. 

Intelligence Exchange.  The continued expansion of international
organized crime necessitates that companies conducting business
overseas make more of an effort to know with whom they are
dealing.  Intelligence pertaining to the reputation and
creditworthiness of prospective clients, joint ventures and
investments, employees, and suppliers is essential.  With it,
honest firms can make decisions that avoid engaging in
transactions with individuals and companies which may be fronts
for organized criminal enterprises.  Organized crime groups
increasingly use front companies to facilitate money laundering,
trafficking in stolen goods, and the smuggling of weapons,
narcotics, and illegal immigrants.  The fraudulent interaction of
these front companies with the legitimate commercial sector often
causes unsuspecting firms to incur various forms of financial
loss, legal jeopardy, and risk for their personnel.

Preventing sophisticated cargo crimes requires time and expertise
to investigate the involved parties.  For example, freight
forwarders, attempting alone to authenticate the legitimacy of a
consignor can incur the adverse affect of protracted processing
time and result in inconclusive findings.  The cooperative
exchange of intelligence among the maritime shipping industry and
governments, relevant to their mutual security interests is a
cost effective measure for countering organized criminal
activities.

The marine operations division of Revenue Canada has initiated a
contraband enforcement program in the Port of Vancouver.  It
consists of intensified analysis of inbound containerized cargo
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documentation, coupled with risk analysis methodology.  The
program was developed and conducted as a cooperative relationship
with the shipping community and is funded in part by direct-cost
inspection fees.  Revenue Canada is attempting to balance the
shipper=s need for seamless intermodal transportation and the
country=s international competitive position with efforts to
control the influx of narcotic smuggling.

Intelligence collection is at the core of the Revenue Canada
initiative and includes police, customs officials worldwide, and
international organizations such as INTERPOL to identify
high-risk shipments, shippers, and vessel operators.  In
addition, the Royal Canadian Mounted Police=s Coastal Watch
Program regards an international partnership of the utmost
importance to enhance intelligence sharing and enforcement
efforts.

The U.S. Customs Service (USCS) has established a business-led
alliance called the Business Anti-Smuggling Coalition (BASC).  It
is intended to significantly deter the use of legitimate
commercial shipments as narcotic smuggling conveyances by
examining the entire process of manufacturing, packaging, and
shipping merchandise to the U.S. from foreign countries.  It also
addresses the growing problem of internal conspiracies at cargo
handling and intermodal freight interchange points. 

BASC is complementary to the USCS Sea Carrier Initiative Program
which emphasizes deterring narcotic smuggling onboard commercial
ocean carriers.  Like that program, BASC is voluntary and without
Customs-imposed mandates, relying instead on the international
commercial industry to set standards.

In the United Kingdom, the British Ports Association and Her
Majesty=s Customs and Excise recently formalized cooperation to
protect against offenses involving the use of port,
transportation, and cargo handling facilities.  The two
organizations believe that the cooperation between port operators
and customs can significantly assist in the gathering of
information applicable to countering customs offenses, such as
drug smuggling.

Intelligence for Port Security.  Ports function as intermodal
interchange hubs which link the trade corridors of maritime
commerce with inland markets.  Port security, therefore, is a
logical focal point for practicing intelligence exchanges for
countering cargo related crimes.  The cooperative partnering of
the maritime industry and government authorities is needed for 
intelligence-sharing to be effectively applied against the
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various security threats to international maritime commerce. 

The security departments of port authorities, shipping companies,
and ocean carriers can derive enormous mutual benefit from
assistance arrangements with each other and law enforcement. 
They are in a position to identify unusual situations which may
be indications of drug smuggling or other crimes exploiting cargo
and the shipping cycle.  Commercial information provided to
police and customs authorities, beyond that required by law or
regulation, may provide useful intelligence for preventing or
investigating criminal conspiracies involving freight transport.
 Proprietary maritime trade information in the possession of port
authorities and other firms should, of course, be shared within
the context of confidential exchange agreements. 

Internal Conspiracies.  Organized criminal groups are
increasingly successful at infiltrating companies to effect
internal conspiracies that facilitate their criminal enterprises.
 The maritime industry sector being targeted includes steamship
companies, warehouse operators, stevedoring firms and longshore
unions, exporters, importers, freight forwarders, port
authorities, and intermodal transporters.  Compromising employees
into acts of commission through bribery, extortion, or other
means is often used to induce their collusion. 

In addition to commercial employees, police, customs authorities
and other government officials in various positions engaged with
maritime trade are also targets of attempted corruption. 
Official corruption may entail acts of omission, such as the
failure to perform required duties.

U.S. Foreign Trade.  Foreign trade is important to the U.S.
economy and its competitiveness in international markets. 
Foreign trade accounts for about 25% of U.S. gross domestic
product (GDP).  During the 1990s, overall export growth has
accounted for one-third of the increase in GDP.  Total exports
over the last five years have reached nearly 12% of GDP averaging
8.5% of sales for U.S. companies.  The threat posed by
transnational organized crime to the competitiveness of U.S.
firms engaged in international maritime trade is reason for
concern. 

U.S. Government Assistance Against Crime.  The U.S. Department of
State (DOS), through its Overseas Security Advisory Council
(OSAC)interacts with industry on overseas security problems of
mutual concern.  Over 1,400 private-sector organizations
participate in OSAC=s activities and receive information and
guidance to defend against security threats such as terrorism,
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economic espionage, and organized crime.  U.S. firms voluntarily
submit accounts to OSAC pertaining to security or crime incidents
affecting their own or other U.S. overseas operations.

COMMENT:  The global commercial competitiveness of U.S. maritime
transportation and shipping companies is a component of national
economic security and strategic industrial position.  The
financial losses attributed to the operations of transnational
organized crime groups pose an economic threat to U.S. companies
overseas and the development potential of the markets in which
they compete.  Small and medium-sized businesses are particularly
disadvantaged in international markets where the threat of
organized criminal exploitation may necessitate robust corporate
security capabilities. 

U.S. Government assistance to U.S. companies engaged in foreign
trade is needed to deter and counter the operations of
transnational organized crime groups targeting commercial
operations.  Such assistance enables U.S. firms to concentrate on
their mercantile objectives and provides a more level playing
field in those regions where the effort is applied.

_____
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POLICY - U.S. DOT Publishes Port Security: A National Planning
         Guide To Assist Commercial Industry

Port Security: A National Planning Guide was produced and
published by the U.S. Department of Transportation (DOT) in
January 1997.  This joint effort of the Office of Intelligence
and Security, Maritime Administration, and U.S. Coast Guard,
conveys the United States Government=s policy perspective on port
security to the commercial maritime industry.  The planning guide
provides an overview of the essential aspects of port security
and identifies many of the challenges facing a port.  It is
intended to provide governments and the commercial maritime
industry with a common basis upon which to establish port
security standards and the outcomes expected from meeting those
standards. 

Port Security: A National Planning Guide is the first document in
a series that will include technical manuals on maritime
security.  These technical manuals will be produced through
cooperative efforts of the U.S. Government and the commercial
maritime industry.  The planning guide and subsequent technical
manuals are intended to be used by port directors, the directors
of port security, and the officers of port security departments
in fulfilling their responsibilities toward the development of an
effective port security program.

The technical manuals will be sufficiently detailed to serve as
Αhow to≅ manuals for planning and conducting the daily
operations of port security.  These manuals will include outcome
based goals and measures of effectiveness.  This can enhance the
ability of port security managers to execute their risk
management responsibilities and to document the impact and
effectiveness of the security measures implemented at the port. 
The technical manuals are planned for completion in mid-1998 and
are expected to address such topics as:

     Fundamentals of Port Security

     * Developing and Implementing a Security Plan
     * Security Survey and Risk Assessment
     * Roles/Responsibilities/Legal Authorities of Port Agencies
    
     Port Security Operations

     * Physical Security and Access Control
     * Security Workforce Management
     * Intelligence
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     Threats and Issues Facing Port Security
    
     * Maritime Terrorism    
     * Drug Smuggling
     * Stowaways and Alien Smuggling
     * Piracy and Sea Robbery
     * Cargo Security and Hazardous Materials
     * Information Security

* Bomb Threat Management

   
Port Security: A National Planning Guide and its subsequent
technical manuals are intended to be dynamic and, therefore,
flexible enough to be revised so that they may remain current and
useful.  The technical manuals will provide guidance and
processes which can be selected, combined, and adopted to meet
the unique needs of a given port.  In this way, consistent port
security objectives can be maintained, enabling government and
the commercial maritime industry to achieve them regardless of
changes in circumstances and technology.

COMMENT:  Port Security: A National Planning Guide was produced
under the direction of the U.S. Secretary of Transportation's
Office of Intelligence and Security (OIS).  Production of the
document was cochaired by the U.S. Maritime Administration
(MARAD) and the U.S. Coast Guard (USCG).   In developing this
guide, input and contributions were sought and received from the
commercial maritime industry and other federal agencies.

Inquiries to obtain copies of Port Security: A National Planning
Guide should be directed to the Deputy Associate Director of
Maritime Policy, Office of Intelligence and Security, Room 10401,
U.S. Department of Transportation, 400 Seventh Street-Washington,
D.C. 20590, or by telephone at (202) 366-6538.

_____



19

* REFERENCES *

CARIBBEAN - INCREASED DRUG SMUGGLING VIA LESSER ANTILLES        
              THREATENS GROWING MARITIME CONTAINER TRADE

Office of Intelligence and Security, U.S. Department of
Transportation.

Office of Transportation Policy (Maritime and Land Transport),
U.S. Department of State.

Office of the U.S. Interdiction Coordinator.

Response Operations Division, U.S. Coast Guard.

Bureau for International Narcotics and Law Enforcement Affairs,
U.S. Department of State.

ΑSurvey: Caribbean Nations Experience Healthy Growth≅, Journal
of Commerce, 28 Jan 1997; C. James.

ΑCaribbean Drug Fight Still Weak≅, Lloyd=s List, 24 Jan 1997;
D. Renwick.

ΑIllegal Drug Trafficking - A Monkey On the Back Of the
Industrialized World≅, Journal of Commerce, 2 Jan 1997;
A. Gottschalk.

ΑIts Your Move - The Logistics Of Trade With Mexico≅, Inbound
Logistics, Jan 1997; W.F. Hay.

ΑSecurity Of Ports and Harbors≅, INTERSEC - The Journal of
International Security, Vol. 7, No. 1, Jan 1997; C. Austen.

Port Security: A National Planning Guide, U.S. Department of
Transportation, Jan 1997.

ΑCustoms Considering Cross-Training≅, Journal of Commerce,
20 Dec 1996.

ΑEntrepreneurial Spirit Prescribed As Remedy For the East
Caribbean≅, Journal of Commerce, 16 Dec 1996.

ΑTrade Officials Get Progress Report≅, Journal of Commerce,
12 Dec 1996.



20

ΑDrug Pursuit Rules Sought - Emergency CariCom Meeting To
Consider U.S. Request≅, Journal of Commerce, 11 Dec 1996.

ΑHamburg Scanners Exposing Criminals≅, Journal of Commerce,
6 Dec 1996; R. Koenig.

ΑCustoms Establishes Business Anti-Smuggling Coalition≅,
Maritime Security Council Newsletter, Dec 1996; T. Fitzhugh III.

ΑAs World Ambassador≅, U.S. Naval Institute Proceedings,
Dec 1996,; LT J. Carlson, USCG.

Unified Command Plan: Atlantic and Southern Command Participation
In 1995 Review, NSIAD-97-41BR, Dec 1996, U.S. General Accounting
Office.

Presentation by Jeff Bischoff, Coordinator for Counternarcotics,
Bureau of Inter-American Affairs, U.S. Department of State,
before the Caribbean/Latin American Business Forum, 28 Oct 1996,
sponsored by Caribbean/Latin American Action and the U.S.
Department of Agriculture Trade and Investment Program.

ΑRum Sort Of Banking - Drug Traffickers and Con Artists Vie In
the Crowded Waters Offshore≅, U.S. News & World Report,
28 Oct 1996; L. Robinson and D. Pasternak.

ΑRussian Crime Finds Haven In Caribbean≅, Washington Post,
7 Oct 1996; D. Farah.

ΑDual View Container X-Ray≅, Port Development International,
Oct 1996.

ΑFocus On U.S. Drug Policy: In Washington, Maintaining
Pressure≅, Foreign Service Journal, Oct 1996; H. Shlaudeman and
W.K. Thompson.

Caribbean Geonarcotics, Caribbean Security On the Eve Of the 21st
Century, McNair Paper 54, Institute For National Strategic
Studies, U.S. National Defense University, Oct 1996; I. Griffith.

Guidelines For Protecting U.S. Business Information Overseas,
(Pub. 10303), Overseas Security Advisory Council, Bureau of
Diplomatic Security, U.S. Department of State; Oct 1996.

ΑCaribbean Key To U.S. Drug Trade≅, Washington Post, 23 Sep
1996; D. Farah.



21

ΑCountry-Specific Documents Satisfy A Requirement Of Buyer=s
Government≅, Journal of Commerce, 18 Sep 1996; F. Reynolds.

Drug Control: Observations On Counternarcotics Activities In
Mexico, [testimony before Congressional committee], NSIAD-96-239,
12 Sep 1996, U.S. General Accounting Office.

ΑFamiliarity With Customs Correspondences Can Help Importers
Avoid Legal SNAFUs≅, Journal of Commerce, 11 Sep 1996;
D. Fischer.

ΑThe Competitive Edge: Creating A Business Intelligence Function
Entails A Lot More Than Just Gathering Facts≅, Marketing Tools,
Sep 1996; R. Piirto Heath.

Customs Service Drug Interdiction Efforts, GGD-96-189BR,
Sep 1996, U.S. General Accounting Office.

Terrorism and Drug Trafficking: Technologies For Detecting
Explosives and Narcotics, NSIAD/RCED-96-252, Sep 1996, U.S.
General Accounting Office.

Whither the Caribbean? - Joining A World Of Trading Blocs≅, The
IDB, Vol. 23, No. 8, Aug 1996; W. Dookeran.

ΑCompetitive Intelligence: What You Don=t Know Will Hurt You≅, 
Marketing Tools, Jul/Aug 1996; R. Piirto Heath.

ΑBuried Treasure - Demand Has Sparked A Wave Of New
Transshipment Investment Around the Caribbean≅, Port Development
International - Transshipment Supplement, Jul/Aug 1996; D.
Challinor.

ΑCaribbean Ports Expand≅, Journal of Commerce, 8 Jul 1996;
C. James.

ΑCountering High-Tech Drug Smugglers≅, U.S. Naval Institute
Proceedings, Jul 1996; LT C. Tomney, USN, and LT J. DiRenzo III,
USCG.

ΑThe Need For A Coordinated Response To Global Crime≅, Preparing
For The 21st Century: An Appraisal Of U.S. Intelligence, Report
of the Commission On the Roles and Capabilities of the United
States Intelligence Community, Mar 1996 [excerpt in Trends In
Organized Crime, Vol. 1, No. 4, Summer 1996].



22

ΑAn Appeal For A Banana Peace - General Suggests U.S. Trade
Fight May Undercut Caribbean Drug Battle≅, Washington Post, 6 Jun
1996; T. Lippman.

ΑColombia - DEA Tougher On Exports Used For Illegal Narcotics≅,
Jane=s Intelligence Review & Sentinel Pointer, Jun 1996;
W. Perry and M. May.

ΑThe Need For Port Alliances≅, Ports and Harbors, Jun 1996;
E. Frankel.

Drug Control: Counternarcotics Efforts In Mexico, NSIAD-96-163,
Jun 1996, U.S. General Accounting Office.

ΑU.S. Alarm Over Seaborne Drug Smuggling Rise≅, Lloyd=s List,
27 May 1996; J. Glass.

Drug Control: Observations On U.S. Interdiction In the Caribbean,
[testimony before Congressional committee], NSIAD-96-171,
23 May 1996, U.S. General Accounting Office.

ΑThat Letter Of Credit≅, Journal of Commerce, 22 May 1996;
J. Maggs.

ΑBigger Anti-Drug Budgets Sought≅, Washington Post, 1 May 1996;
J. McGee.

ΑSafe Passage - Latin American Seaports Begin Dismantling Snags
To Free Trade≅, Latin Trade, Apr 1996; T. Coone, I. Katz,
C. James, and M. Mesa.

Drug Control: U.S. Interdiction efforts In the Caribbean Decline,
NSIAD-96-119, Apr 1996, U.S. General Accounting Office.

ΑAntigua and Barbuda Combat Drug Trafficking≅, Americas,
Mar/Apr 1996.

ΑTrafficking Of Drugs In Caribbean Still Thriving≅, Lloyd=s
List, 19 Mar 1996; D. Renwick.

ΑCaribbean Hubbub≅, Containerization International, Mar 1996;
J. Crichton.



23

ΑRegional Focus - Caribbean: The Mouse That Roared≅,
Containerization International, Mar 1996; F. Phillips.

Terrorism and Drug Trafficking: Threats and Roles Of Explosives
and Narcotics Detection Technology, NSIAD/RCED-96-76BR, Mar 1996,
U.S. General Accounting Office.

International Narcotics Control Strategy Report, Bureau for
International Narcotics and Law Enforcement Affairs, U.S.
Department of State; Mar 1996.

ΑSqueeze By Caribbean Nations Deters Drug Money Launderers≅,
Lloyd=s List, 19 Feb 1996; D. Renwick.

ΑTop 20 Container Ports≅, Port Development International,
Jan/Feb 1996.

ΑSearching Locked Containers Incident To Arrest≅, FBI Law
Enforcement Bulletin, Jan 1996; E. Hendrie.

ΑA Commercial Approach To Maritime Intelligence≅, (video, 4
modules), Jan 1996, Civil Maritime Analysis Department, U.S.
Office of Naval Intelligence; CAPT E. Robinson, USN.

Documentation, Guidelines For Cargo Security & Loss Control,
4th edition, National Cargo Security Council, 1996.

Seaports of the Americas, The American Association of Port
Authorities, 1996.

Presentation by Peter Johnson, Executive Director of
Caribbean/Latin American Action, before the Inter-American
Council, 12 Oct 1995.

Detecting and Monitoring Transport Of Illegal Drugs, United
States Security Strategy For the Americas, Office of
International Security Affairs, U.S. Department of Defense,
Sep 1995.

Drug War: Observations On U.S. International Drug Control
Efforts, NSIAD-95-194, 1 Aug 1995, U.S. General Accounting
Office.

ΑInter-American System - Toward Economic Integration≅, Americas,
Jul/Aug 1995; M. Robert.



24

ΑGore Vows Defeat Of Drug Cartels≅, Washington Post, 26 Jul
1995; C. Aldinger.

ΑCareful Planning Essential For Exporters= Overseas Safety≅,
Journal of Commerce, 26 May 1995; H. Samuel.

ΑMexico: Large Drug Threat to Government Seen≅, Daily Report -
Latin America, FBIS-LAT-95-102, 26 May 1995, U.S. Foreign
Broadcast Information Service.

ΑDrug Lords= Influence Pervading Mexico≅, Washington Post,
4 Apr 1995; D. Farah.

ΑNeighborly Commerce - Latin America Is Its Own Fastest Growing
Customer≅, The IDB, Vol. 22, No. 3, Mar 1995.

Containerization International Yearbook, Emap Business
Communications, Ltd., 1995.

The World Fact Book, U.S. Central Intelligence Agency, 1995.

ΑInter-American Affairs: Customs Conference Opens In Bermuda≅,
Daily Report - Latin America, FBIS-LAT-94-231, 1 Dec 1994, U.S.
Foreign Broadcast Information Service.

ΑThe Colombianization of Mexico≅, World Press Review, Dec 1994,
[originally published in El Financiero, Mexico City; J. Villamil
Rodriguez]

ΑEastern Caribbean Nations= Summit Previewed≅, Daily Report -
Latin America, FBIS-LAT-94-227, 25 Nov 1994, U.S. Foreign
Broadcast Information Service.

ΑMartinique, Guadeloupe, French Guiana Form Association≅, Daily
Report - Latin America, FBIS-LAT-94-214, 4 Nov 1994, U.S. Foreign
Broadcast Information Service.

ΑAnti-Drug Effort Takes New Twist≅, U.S. Naval Institute
Proceedings, Nov 1994; CAPT. V. Thomas, USN (Ret.).

ΑDrugs, Democracy and Instability In A Microstate≅, North-South,
The Magazine Of the Americas, Vol. 4, No. 1, Jul/Aug 1994;
C. Griffin.



25

ΑThe Caribbean Connection - JTF4: Tons Of Success In Drug
Interdiction≅, Sea Power, May 1994; V. Thomas.

ΑAn Ex-Spook=s View: If You Want Intelligence, Open A Book≅,
Washington Post, 2 Mar 1994; J. Mintz.

Drug Trafficking and Drug Abuse: Guidelines For Owners and
Masters On Prevention, Detection and Recognition, International
Chamber of Shipping, 1994.

Deadweight - Owning the Ocean Freighter, Palm Island Press, 1994;
Capt. M. Hardberger.

The Drug Trade In the Caribbean: Policy Options, A. Maingot, Drug
Trafficking In the Americas, University of Miami: North-South
Center, 1994; B. Bagley and W. Walker III, Editors.

Thieves= World - the Threat Of the New Global Network Of
Organized Crime, Simon & Shuster, 1994; C. Sterling.

Illicit Narcotics: Recent Efforts To Control Chemical Diversion
and Money Laundering, NSIAD-94-34, Dec 1993, U.S. General
Accounting Office.

Drug Control: Expanded Military Surveillance Not Justified By
Measurable Goals Or Results [testimony before Congressional
committee], NSIAD-94-14, 5 Oct 1993, U.S. General Accounting
Office.

Drug Control: Heavy Investment In Military Surveillance Is Not
Paying Off, NSIAD-93-220, Sep 1993, U.S. General Accounting
Office.

Drugs: International Efforts To Attack A Global Problem,
NSIAD-93-165, Jun 1993, U.S. General Accounting Office.

ΑNAFTA and the Caribbean≅, U.S/Latin Trade, Feb 1993; P.
Johnson.

Investigative Techniques, Financial Investigations: A Financial
Approach To Detecting and Resolving Crimes (Pub. 1714), Assistant
Commissioner For Criminal Investigation, Internal Revenue
Service, U.S. Department of the Treasury, 1993.

The Future Of the Organization Of American States, The Twentieth
Century Fund Press, 1993; V. Vaky and H. Munoz.



26

ΑCariCom Agrees To Trade Policy Reform Study≅, Daily Report -
Latin America, FBIS-LAT-92-208, 27 Oct 1992, U.S. Foreign
Broadcast Information Service.

Drug Control: Inadequate Guidance Results in Duplicate
Intelligence Production Efforts, NSIAD-92-153, Apr 1992, U.S.
General Accounting Office.

ΑU.S. Coast Guard Zeal On Drug Searches Is Irritating Owners≅,
Fairplay, 19 Mar 1992; S. Wade.

The Drug War: Counternarcotics Programs In Colombia and Peru,
T-NSIAD-92-9 [testimony before Congressional committee],
20 Feb 1992, U.S. General Accounting Office.

ΑDrug Smugglers Seen Renewing Ship Focus≅, Journal of Commerce,
17 Jul 1991; J. Plume.

ΑCaribbean Container Trade Prospects≅, Caribbean Shipping,
May 1990; D. Robinson.

Model Regulation To Control Chemical Precursors and Chemical
Substances, Machines and Materials, Inter-American Drug Abuse
Control Commission, Organization of American States, Apr 1990.

ΑSecurity Matters: Concealment Methods≅, Caribbean Shipping,
Feb 1990; JNEC.

Structural Changes In Ports and the Competitiveness Of Latin
American and Caribbean Foreign Trade, Transportation and
Communications Division, United Nations Economic Commission For
Latin America and the Caribbean, Oct 1990.

ΑDOD and Its Role In the War Against Drugs≅, Defense 89,
Nov/Dec 1989, U.S. Department of Defense; D. Cheney.

ΑCSA=s Security Committee Discusses MSC Membership≅, Caribbean
Shipping, Nov 1989.

ΑRegional Port Security Strategy Needed≅, Caribbean Shipping,
Nov 1989; E. Ellen.

Drug Control: Status Of Plan To Use Federal Research and
Development Facilities, NSIAD-90-07BR, Oct 1989, U.S. General
Accounting Office.



27

ΑThe Fight Against Drugs: Strategy For Interdiction and
Prevention≅, Safe Seas, Vol. 9, No. 7, 1989, Sea-Land Corporate
Security; H. Brentari.

The Fight Against the Drug Traffic In Colombia, Office of the
President of the Republic, Government of Colombia, Apr 1989.

Islands Of the Commonwealth Caribbean: A Regional Study, Federal
Research Division, U.S. Library of Congress, 1989; S. Meditz and
D. Hanratty, Editors.

Sea Carrier Security Manual, (Pub. 546), U.S. Customs Service,
1989.

ΑU.S. Customs Combat Containerized Drug Smuggling≅, The Dock &
Harbour Authority, Jun 1988.

ΑWar At Sea: Drug Interdiction In the Caribbean≅, Journal of
Defense and Diplomacy, Jun 1988; J. Meason.

ΑDrug Smuggling In the Caribbean≅, Caribbean Shipping, May 1988.

Container Strategy - Cutting Into the Drug Trade, U.S. Customs
Service, 1987.

The Importance Of Proper Documents, Building An Import/Export
Business, John Wiley & Sons, Inc., 1987; K. Weiss.

ΑNew Regional Shipping Association≅, Caribbean Shipping,
Nov 1985.

How To Export To the United States Market: A Guide For the Small
Latin American Business, Organization of American States, 1978.

Probability and Certainty, Strategic Intelligence Production,
Frederick A. Praeger Publishers, 1957; W. Platt.

_____

GLOBAL -  Business and Government Cooperation Increasing To Stem
          Maritime Cargo Crimes In International Trade

Office of Transportation Policy (Maritime and Land Transport),
U.S. Department of State.



28

Office of Intelligence and Security, U.S. Department of
Transportation.

Bureau for International Narcotics and Law Enforcement Affairs,
U.S. Department of State.

Business Anti-Smuggling Coalition, U.S. Customs Service.

Jim Moody & Associates, L.L.C.

ΑDrug Kingpins Inject Themselves In Business To Launder
Ill-Gotten Gains≅, Journal of Commerce, 30 Jan 1997;
J. Zarocostas.

ΑThe ABCs Of FSCs - Foreign Sales Corporations: When You Need A
Tax Break Today≅, Journal of Commerce, 29 Jan 1997;
P. Tirschwell.

ΑCustoms= Agenda: Automation, Compliance≅, Journal of Commerce,
27 Jan 1997; B. Mongelluzzo.

ΑU.S. Lowers the Ax On Money Launderers, Seizes Drug Money
Enroute To Colombia≅, Journal of Commerce, 29 Jan 1997; G. Platt.

ΑCustoms To Study Split Shipment≅, Journal of Commerce,
24 Jan 1997; P. Tirschwell.

ΑMaritime Transportation Security - The Time Is Now≅,
presentation by VADM A. J. Herberger, USN (Ret.), Administrator,
Maritime Administration, U.S. Department of Transportation;
before the Transportation Research Board Annual Meeting session
Transportation Security: A Systemic Approach, 15 Jan 1997.

Port Security: A National Planning Guide, U.S. Department of
Transportation, Jan 1997.

ΑLines Plan Crackdown On Cargo Tricksters - New Inspection
Program Immanent To Combat Rampant Misidentification≅, Journal of
Commerce, 24 Dec 1996; P. Tirschwell.

ΑCustoms Establishes Business Anti-Smuggling Coalition≅,
Maritime Security Council Newsletter, Dec 1996; T. Fitzhugh III.

ΑWar Footing: U.S. Gets Tough On Container Crime≅, Fairplay,
21 Nov 1996.



29

ΑCustoms and Malpractice - Eric Ellen Looks At the Growing
Problem Facing EU Revenue Officers Over Security Of Goods In
Transit Through the European Union≅, Lloyd=s List, 19 Nov 1996;
E. Ellen.

Overseas Security Advisory Council Electronic Bulletin Board -
Transnational Crime Data, U.S. Department of State, 15 Nov 1996.

ΑCustoms Mounts Effort To Foil Export Offenders≅, Journal of
Commerce, 12 Nov 1996; B. Mongelluzzo.

Foreign Affairs: Perspective On Foreign Affairs Programs and
Structures, NSIAD-97-6, Nov 1996, U.S. General Accounting Office.

ΑThey Snoop To Conquer - As Rivalry Gets Even More Ferocious,
Corporate America Is Turning To Competitive Intelligence≅,
Business Week, 28 Oct 1996; S. Crock, G. Smith, J. Weber,
R. Melcher, and L. Himelstein.

ΑSeamless Customs: Intelligence Gathering and Risk Management
Are Canada Customs= Keys To Finding Contraband≅, Traffic World,
28 Oct 1996; L. Quigley.

Presentation of Stuart Eizenstat, U.S. Undersecretary of
Commerce, before the World Affairs Council of Washington, D.C.
Annual Dinner, 10 Oct 1996, World Affairs Council News and Views,
Fall 1996; M. Gotschall.

ΑVenezuela Tackles Customs Corruption≅, Journal of Commerce,
9 Oct 1996; K. Hall.

ΑForwarding Group Looks To INTERPOL To Fight Smuggling≅, Journal
of Commerce, 7 Oct 1996; K. Hall.

ΑSworn By, Sworn At, That Packing List Is Invaluable If Cargo Is
Damaged Or Lost≅, Journal of Commerce, 2 Oct 1996; F. Reynolds.

Caribbean Geonarcotics, Caribbean Security On the Eve Of the 21st
Century [McNair Paper 54], Institute for National Strategic
Studies, U.S. National Defense University, Oct 1996; I. Griffith.

ΑSetting Analytical Priorities In U.S. Intelligence≅,
International Journal of Intelligence and Counterintelligence,
Vol. 9, No. 3, Fall 1996; M. Turner.



30

Anti-Crime Training and Technical Assistance Program (ACTTA),
Office of International Criminal Justice, U.S. Department of
State, Jun 1995 [excerpt in Trends In Organized Crime,
Vol. 2, No. 1, Fall 1996].

ΑLaw Enforcement and Intelligence In The Last Years Of the
Twentieth Century≅, P. Heymann, American Bar Association National
Security Law Report, Vol. 18, No. 1, Winter 1996 [excerpt in
Trends In Organized Crime, Vol. 2, No. 1, Fall 1996].

ΑThe Reverse Pipeline - Returning Used Materials and Packaging
To Original Manufacturers Is A Big and Growing Business≅, Traffic
World, 30 Sep 1996; A. Saccomano.

ΑCertificate Of Origin Document Can Save Exporter Time and
Money≅, Journal of Commerce, 4 Sep 1996; F. Reynolds.

Customs Service Drug Interdiction Efforts, GGD-96-189BR,
Sep 1996, U.S. General Accounting Office.

Federal Law Enforcement: Investigative Authority and Personnel At
13 Agencies, GGD-96-154, Sep 1996, U.S. General Accounting
Office.

ΑPlan Commercial Invoices With Care To Eliminate Headaches Along
The Way≅, Journal of Commerce, 21 Aug 1996; F. Reynolds.

ΑColombia Chief Vows Customs Cleanup≅, Journal of Commerce,
12 Jul 1996.

IC21: Intelligence Community In The 21st Century, Staff Study,
U.S. House of Representatives Permanent Select Committee On
Intelligence, 104th Congress, Apr 1996 [excerpt in Trends In
Organized Crime, Vol. 1, No. 4, Summer 1996].

ΑCommerce Department Releases New Report: Metropolitan Export
Numbers Reveal Importance Of Trade To Cities, States≅, Business
America, Jun 1996.

ΑMoving Toward A Paperless Environment≅, Traffic World,
20 May 1996; A. Zuckerman.

Presentation of Sir John Kerr, British Ambassador to the United
States, before the World Affairs Council of Washington, D.C.,
16 May 1996.



31

Customs Service Modernization: Strategic Information Management
Must Be Improved For National Automation Program To Succeed,
AIMD-96-57, May 1996, U.S. General Accounting Office.

Open Source Collection, Intelligence Threat Handbook,
U.S. Interagency OPSEC Support Staff (IOSS), May 1996.

ΑThe Uneasy Relationship Between Intelligence and Private
Industry≅, International Journal of Intelligence and
Counterintelligence, Vol. 9, No. 1, Spring 1996; A. Hulnick.

ΑCompanies Need To Keep Import Traffic Managers Informed≅,
Journal of Commerce, 8 Mar 1996; D. Fischer.

ΑA Commercial Approach To Maritime Intelligence≅, (video, 4
modules), Jan 1996, Civil Maritime Analysis Department, U.S.
Office of Naval Intelligence; CAPT E. Robinson, USN.

Business Anti-Smuggling Coalition - Fact Sheet, U.S. Customs
Service, 1996; A. Gina.

In From The Cold: Task Force Report On The Future Of U.S.
Intelligence, Twentieth Century Fund, 1996; S. Bosworth.

ΑContemporary Port Security Operations≅, K. Petersen,
International Perspectives On Maritime Security, Maritime
Security Council and U.S. Department of Transportation, 1996; T.
Fitzhugh III, Editor.

ΑIntelligence Support To Maritime Security: Renewing the
Effort≅, A. Danis, International Perspectives On Maritime
Security, Maritime Security Council and U.S. Department of
Transportation, 1996; T. Fitzhugh III, Editor.

Why the U.S. Government Must Get Involved In Competitive
Intelligence, Competitive Intelligence, Simon & Schuster, 1996;
L. Kahaner.

ΑThe Drug Threat From Eastern Europe≅, Jane=s Intelligence
Review, Vol. 7, No. 11, Nov 1995; M. Galeotti.

Conducting Operations Security Surveys, Operations Security
Program Manager=s Handbook, U.S. Interagency OPSEC Support Staff
(IOSS), [prepared for IOSS under contract by Booz Allen &
Hamilton, Inc.], Nov 1995.



32

ΑDocument review and Concealment Techniques≅, T. Smith, USCS,
First Inter-American Course On Port Security, 21 Oct-10 Nov 1995,
Port of Miami; K.G. Hawkes and E. Martin, Editors.

ΑClearing Customs Quickly and Painlessly≅, Inbound Logistics,
Oct 1995; J. Morgan.

ΑPutting Spark Back Into Customs Clearance≅, Traffic World,
25 Sep 1995; A. Saccomano.

ΑSmall-Business Exporters Get A Boost From Bill≅, Business Week,
9 Sep 1995; A. Borrus.

ΑGlobal Crime Calls For Global Partnerships≅, FBI Law
Enforcement Bulletin, Sep 1995; J. Bunnell.

ΑInter-American System - Toward Economic Integration≅, Americas,
Jul/Aug 1995; M. Robert.

U.S. Government Support To Private Industry, Annual Report To
Congress On Foreign Economic Collection and Industrial Espionage,
U.S. Office of the President, Jul 1995.

ΑAnti-Drugs Alliance Between Her Majesty=s Customs and Excise,
British Ports Association≅, Ports and Harbors, Jun 1995.

ΑPeddlers In Pinstripes - At The New State Department, Trade Is
Taking Center Stage≅, Business Week, 1 May 1995, A. Borrus,
E. Schine, and S. Moshavi.

Appropriate Modalities and Guidelines For the Prevention and
Control Of Organized Transnational Crime At the Regional and
International Levels, United Nations World Ministerial Conference
On Organized Transnational Crime, Naples, Italy, 21-23 Nov 1994
[excerpt in Trends In Organized Crime, Vol. 1, No. 2, Winter
1995].

The Feasibility Of Elaborating International Instruments,
Including Conventions, Against Organized Transnational Crime, 
United Nations World Ministerial Conference On Organized
Transnational Crime, Naples, Italy, 21-23 Nov 1994
[excerpt in Trends In Organized Crime, Vol. 1, No. 2, Winter
1995].



33

ΑCommercial Services Give U.S. Exporters a Leading Edge In World
Markets≅, 1995 U.S. and Foreign Commercial Service Executive
Summary, International Trade Administration, U.S. Department of
Commerce.

Smuggling Into Canada, F.N. Gallop, RCMP, International
Association of Airport and Seaport Police - Yearbook, 1995.

International Intelligence: Research Strategies and Sources, The
New Competitor Intelligence, John Wiley & Sons, Inc., 1995;
L. Fuld.

Conspiracy Among The Many: The Mafia In Legitimate Industries,
D. Gambetta and P. Reuter, The Economics Of Organized Crime,
Cambridge University Press, 1995; G. Fiorentini and S. Peltzman,
Editors.

ΑFBI Expands Training Of Police From Abroad≅, Washington Post,
14 Dec 1994; W. Pincus.

ΑSmuggling: Shippers Beware!≅, Distribution, Sep 1994.

ΑOSCINT [Open Source Intelligence] and the Private Information
Sector≅, International Journal of Intelligence and
Counterintelligence, Vol. 7, No. 4, Winter 1994; G.M. McGill.

ΑThe Role Of Capital Markets Intelligence In Corporate
Management≅,  International Journal of Intelligence and
Counterintelligence, Vol. 7, No. 4, Winter 1994; J. Burke.

ΑU.S. Business Competitiveness and the Intelligence Community≅,
International Journal of Intelligence and Counterintelligence,
Vol. 7, No. 3, Fall 1994; J. Evans.

Identifying Suspicious Chemical Processing Equipment
Transactions, Office of Export Enforcement, U.S. Department of
Commerce, Mar 1994.

International Cooperation and the War On Drugs, F. Cepeda Ulloa,
Drug Trafficking In the Americas, University of Miami North-South
Center, 1994; B. Bagley and W. Walker III, Editors.

The Ocean Bill Of Lading, The Business Of Shipping, Cornell
Maritime Press, 1994; L. Kendall and J. Buckley.



34

ΑCombine Strategy and Intelligence≅, U.S. Naval Institute
Proceedings, Jun 1993; T. Hone.

Drugs: International Efforts To Attack A Global Problem,
NSIAD-93-165, Jun 1993, U.S. General Accounting Office.

Drug Control: Coordination Of Intelligence Activities,
GGD-93-83BR, Apr 1993, U.S. General Accounting Office.

ΑAny Port In A Storm: The Worldwide Threat To Port Security≅,  
S. Menefee, Ports At Risk, International Maritime Bureau, 1993,
E. Ellen, Editor.

ΑContainer Security≅, K. Luck, Ports At Risk, International
Maritime Bureau, 1993, E. Ellen, Editor.

ΑCriminal Intelligence In Port Security≅, P. Unsinger, T. Rosa,
and M. Miller, Ports At Risk, International Maritime Bureau,
1993, E. Ellen, Editor.

ΑThe Role Of Customs, Narcotics and Liaison With Police,
D. Jordan, Ports At Risk, International Maritime Bureau, 1993,
E. Ellen, Editor.

Financial Institutions As Sources Of Information, Financial
Investigations: A Financial Approach To Detecting and Resolving
Crimes (Pub. 1714), Assistant Commissioner For Criminal
Investigation, Internal Revenue Service, U.S. Department of the
Treasury, 1993.

International Law and the International Economy, An Introduction
To International Law, Little, Brown and Company, 1993; M. Janis.

Transporting Goods Internationally, Breaking Into The Trade
Game - A Small Business Guide To Exporting, AT&T and the Office
of International Trade, U.S. Small Business Administration, 1993.

ΑProper Forwarder Selection Makes Exporting Easier≅, Journal of
Commerce, 13 Nov 1992; H. Samuel.

ΑCreativity Combines Exporters, Freight Forwarders Into Team≅,
Journal of Commerce, 23 Oct 1992; H. Samuel.

Watch Out For Illegal Export Schemes, Office of Export
Enforcement, U.S. Department of Commerce, Sep 1992.



35

ΑBill Of Lading Instruction Can Protect The Shipper≅, Journal of
Commerce, 7 Aug 1992; H. Samuel.

ΑTrade Information Center: The U.S. Trade Promotion Coordinating
Committee≅, Business America, 29 Jun 1992.

ΑIntelligence For A New World Order≅, Foreign Affairs,
Vol. 70, No. 4, Fall 1991; S. Turner.

ΑHow Business Uses Intelligence≅, Journal of Commerce,
2 Aug 1991; J. Prescott.

Trade and Economic Data: Many Federal Agencies Collect and
Disseminate Information, NSIAD-91-173, May 1991, U.S. General
Accounting Office.

ΑPolitical Changes Improve Public Information Access: CIA Public
Affairs Efforts Recognize The Necessity Of Sharing Information≅,
Signal, Sep 1990; A. Hulnick.

ΑPort Security - Measures, Systems and Documentation
Procedures≅,
Caribbean Shipping, Aug 1990; J. Ulett.

Avoiding Risk, Import/Export: How To Get Started In International
Trade, Liberty Hall Press, 1990; C. Nelson.

ΑCSA=s Security Committee Discusses Maritime Security Council
Membership≅, Caribbean Shipping, Nov 1989.

ΑRegional Port Security Strategy Needed≅, Caribbean Shipping,
Nov 1989; E. Ellen.

Guidelines On Co-Operation Between Customs Administrations and
Port Aimed At the Prevention Of Drug Smuggling, Customs
Co-Operation Council, for the International Association of Ports
and Harbors, Nov 1989.

Sea Carrier Security Manual, (Pub. 546), U.S. Customs Service,
1989.

ΑU.S. Customs Combat Containerized Drug Smuggling≅, The Dock &
Harbour Authority, Jun 1988.



36

Container Strategy - Cutting Into the Drug Trade, U.S. Customs
Service, 1987.

Operations Involved In Exporting Your Goods, How To Export To the
United States Market: A Guide For the Small Latin American
Business, Organization of American States, 1978.

_____

POLICY - U.S. DOT Publishes Port Security: A National Planning
         Guide To Assist Commercial Industry

Office of Intelligence and Security, U.S. Department of
Transportation.

Office of Response Operations, Headquarters, U.S. Coast Guard.

Office of Transportation Policy (Maritime and Land Transport),
U.S. Department of State.

_____


