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| NTRODUCTI ON

The Maritime Security Report is an unclassified quarterly
publication prepared to informthe comercial maritine industry,
senior Maritinme Adm nistration officials, the Secretary of
Transportation's Ofice of Intelligence and Security, and the
Federal Ad Hoc Working Group On Maritine Security Awareness.

The report focuses on international crimnal activity and
security issues which could pose a threat to U S. conmerci al
maritime interests and the novenent of U. S. civilian cargoes in
foreign trade.

The gl obal nature of U S. trade neans that U. S -flag ocean
carriers call ports in nearly every country, and cargoes owned by
U S interests may be enbarked on ocean vessels of any flag or in
any port worldwide. U S. commercial maritine interests,
therefore, can be jeopardi zed worl dwi de by a broad range of
crimnal activities, adversely affecting their conpetitiveness.

The Maritinme Security Report is intended to increase awareness of
the scope and severity of economc crine affecting U S. nmaritine
comerce. The Maritinme Adm nistration expects increased
awareness to contribute toward deterring crimnal exploitation of
the maritine transportation system its users and providers.

The Maritime Security Report is produced under the authorization
of Margaret D. Blum Associate Adm nistrator for Port,

I nternodal , and Environnental Activities. The information
contained in the report is based on our research and anal ysis of
recent, significant devel opnents, and is conpiled from commerci al
sources and U. S. Governnent reports.

Pl ease direct any questions and comrents on the information in
this report to Thomas Morelli, Coordinator, Maritine Intelligence
& Security, or John Pisani, Drector, Ofice of Ports and
Donestic Shipping, Maritime Adm nistration, U S. Departnment of
Transportation, 400 Seventh Street, SW Wshington, DC 20590, or
t el ephone (202) 366-5473/fax (202) 366-6988.
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A Note to Readers

The content of this issue of the Maritime Security Report is a

departure fromthe report=s usual situational and geographic
format. The articles report on publications, training courses,
and policy devel opnents which contribute to deterring
opportunities for crimnal exploitation of the maritinme
transportation system its users and providers. In that way, the
report continues its usual focus on international crimnal
activity and security issues which could pose a threat to U. S
commercial maritinme interests and the novenent of U S. civilian
cargoes in foreign trade.



EXECUTI VE SUMVARY

ANTI - TERRORI SM - U. S. Coast Cuard |ssues Passenger Vessel and
Term nal Security Inspection Regul ations

The U. S. Coast Guard has published ASecurity for Passenger

Vessel s and Passenger Termnals@ an InterimRule pertaining to
security regul ations and inspection procedures for passenger

vessels and termnals. Also published is Navigation and Vessel
| nspection G rcular 3-96 which provides guidance regarding the
i npl enmentation of the InterimRule. The InterimRule includes:

* Requiring subm ssion of vessel and term nal security plans
to the Coast CGuard for exam nation,

* I ncorporating, by reference, of International Maritinme
Organi zati on neasures into the Interim Rul e,

* Defining the roles and responsibilities of the vessel and
termnal security officers.

PUBLI CATI ON - Federal /I ndustry Partnership Produces
| nternati onal Perspectives On Maritinme Security

A cooperative effort by the commercial maritinme industry and U. S
Government agencies has resulted in the publication of a
conpendi um of papers on maritinme security. Entitled

I nternational Perspectives On Maritime Security, the book is the
product of a joint project by the Maritine Security Council (an

i ndustry trade associ ation based in Houston), the U S. Departnent
of Transportation (DOT), the U S. Maritime Adm nistration
(MARAD), and the U. S. Coast Guard (USCG. Topics of papers
contained in the book include:

Port security operations,

Det ecting containerized cargo intrusion by satellite,
Cargo theft nethods of operation,

I nternational cruise ship security and maritinme terrorism
Intelligence support to maritinme security.

*  F ¥ X F

PUBLI CATION - First Inter-American Course On Port Security,
Proceedings O OAS/ Port of M am Course

The Port of Mam and the Organization of Anmerican States (OAS)
have published the First Inter-American Course on Port Security
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in both English and Spanish. The publication will be made

avai lable to the comercial maritine industry and governnent free
of charge. It is a conpilation of transcribed proceedi ngs from
the training course which was conducted by the Port of M am
Security Division, in cooperation with the OAS, during the

period of Cctober 21-Novenber 10, 1995. The training course was
attended by port security officials fromthroughout Latin Anmerica
and the Cari bbean. The publication contains a conprehensive
range of topics including:

* How to set up a seaport security program

* Consi derations pertaining to i n-house security forces
versus contract security services,

* I nmportance of ensuring active participation by security

managenent when pl anni ng seaport operations,

Essential nmeasures for controlling access to the seaport,

Patrolling port facilities,

Trai ni ng procedures, and

El enents of a successful safety programand its

rel ationship to seaport security.

b R

PCLI CY - MARAD/ USCG Draft Maritime Port Security: A National
Pl anni ng Gui de To Assist Comercial |ndustry

Maritime Port Security: A National Planning Guide is in the
process of being produced by agencies of the U S. Departnment of
Transportation (DOT) for the purpose of conveying the United

States Governnent=s policy perspective on port security to the

international maritime industry. It wll provide an overview of
the essential aspects of port security and identify many of the
chal l enges facing a port. It is also intended to provide

governments and the international conmmercial maritinme industry
with a common basis upon which to establish port security
standards and the outcones expected from neeting those standards.

This planning guide is intended to be the first docunent in a
series to be produced through cooperative efforts of the U S
Governnent and the comercial maritinme industry. The guide and
subsequent technical manuals are intended to be usable by port
directors, the directors of port security, and the officers of
port security departnents in fulfilling their responsibilities
toward the devel opnent of an effective port security program
Publ i cation and dissem nation to the commercial maritinme industry
as a DOT policy report are planned for |ate 1996.



ANTI - TERRORI SM - U. S. Coast Cuard |ssues Passenger Vessel and
Term nal Security Inspection Regul ations

The U. S. Coast Guard published its InterimRule entitled

ASecurity for Passenger Vessels and Passenger Termnals, @in the
Federal Register on July 18, 1996. The Interim Rule requires

t hat passenger vessel and term nal operators conply with the
requi renents to be published by Cctober 16, 1996. Sone of the
key el enents of the Interim Rule include:

- Requiring subm ssion of vessel and term nal security plans
to the Coast Cuard for exam nation,

- Incorporation, by reference, of International Mritine
Organi zati on neasures into the InterimRul e,

- Defining the roles and responsibilities of the vessel and
termnal security officers.

I n August 1996, the Coast Guard al so published a Navigation and
Vessel Inspection G rcular (NVIC 3-96) which provides

i npl ement ati on gui dance of security regul ations and i nspection
procedures for passenger vessels and termnals set forth in the
InterimRule. In NVIC 3-96, guidance is provided for processing
Term nal and Vessel Security Plans, assessing the adequacy of

t hose plans, and establishing annual reporting requirenents,

i ncident reporting, and threat dissem nation procedures.

Background. The new InterimRule and NVIC 3-96 are initiatives

intended to reduce the cruise industry=s vulnerability to
terrorismincidents such as the one involving the Italian cruise
liner, ACH LLE LAURO. In 1985, an Anerican citizen was killed by
terrorists during the seizure of that cruise liner. As a result,
the vulnerability of passenger termnals and ships to acts of
terrorismhas been a significant concern for the internationa
comunity.

Subsequently, in 1986, the International Maritinme O ganization
(I MO devel oped and published Measures To Prevent Unl awful Acts
Agai nst Passengers and Crew On Board Ships (I MO Crcul ar 443).

| MO Circular 443 set forth non-binding gui dance for the
establ i shment of effective passenger ship and term nal security
and was i ntended for passenger ships engaged on international
voyages of 24 hours or nore and the termnals that serve them
However, due to the voluntary nature of these guidelines, no
enforcenent authority existed.



COMMVENT: Navi gation and Vessel Inspection Crcular 3-96 is

avai lable fromthe U S. Governnent Printing Ofice in hard copy,
or fromthe U S. Coast Guard on the Internet at the foll ow ng
address: (wwmw. dot. gov/ doti nfo/uscg/ hg/ nnc/ nnc/ nvi ¢/ nvi ¢396. pdf).



PUBLI CATI ON - Federal /I ndustry Partnership Produces
| nternational Perspectives On Maritinme Security

A cooperative effort by the comercial maritine industry and U S
Government agencies has resulted in the publication of a
conpendi um of papers on maritinme security. Entitled

I nternational Perspectives On Maritime Security, the book is the
product of a joint project by the Maritine Security Council (an

i ndustry trade associ ation based in Houston), the U S. Departnent
of Transportation (DOT), the U S. Maritime Adm nistration
(MARAD), and the U.S. Coast CGuard (USCG) .

An internationally recognized group of authors from governnent
and industry has contributed papers to International Perspectives
On Maritime Security. The topics of papers contained in the book
i ncl ude:

- Maritinme interdiction of alien snuggling,

- Custody of stowaways aboard ship,

- Extraterritorial jurisdiction of U S. immgration |aws,
- Detecting containerized cargo intrusion by satellite,
- Security contingency planning,

- Ship and seaport security surveys vis-a-vis the | M)
- Effects of maritine crine on society,

- Systematic risk anal ysis,

- Port security operations,

- Gvil litigation avoidance by ship and port firns,

- Cargo theft data base for reducing vulnerability,

- Cargo theft nethods of operation,

- Cooperative efforts in maritime security,

- Piracy,

- International cruise ship security,

- Legal framework for maritinme security,

- Intelligence support to maritine security,

- Maritine terrorism

I nternational Perspectives On Maritime Security addresses
conprehensively the issue of maritinme security and its inpact on
the maritinme industry. It provides a collection of papers about
maritime security issues that present descriptive information
recommendations for solutions, and insight into defensive
measures that can be taken. It serves as a tutorial docunent for
the maritinme industry and international trade community, their
associ ated security professionals, governnment policy makers, and
consul tants and academ cs involved with maritinme security.



COWENT: The Federal /i ndustry cooperative effort which produced
I nternational Perspectives On Maritine Security was chaired by
Thomas Fitzhugh 111, Executive Director of the Maritime Security

Council. The U S. Departnent of Transportation=s cosponsorship
was represented by the Secretary of Transportation=s Ofice of
Intelligence and Security, MARAD=s Coordi nator for Maritinme

Intelligence and Security, and the Port Security Branch of USCG=s
O fice of Response Operations. Together, they fornmed the core of
a steering commttee which called for papers, reviewed, and
selected themw th the assistance of participants fromindustry
and several Federal agencies and conpil ed the conpendi um for
publ i cati on.

I nternational Perspectives On Maritine Security has been produced
entirely as a commercial publication at no cost to the U. S.
Governnment. The book is available fromthe Maritine Security
Council, 700 Louisiana Street, Suite 4600, Houston, Texas 77002-
2732. Inquiries my be nmade by tel ephone to (713) 228-8642 and
by fax to (713) 228-8645. The book is priced at $15.00 per copy
for orders of 10 or nore.

PUBLI CATION - First Inter-American Course On Port Security,
Proceedings O OAS/ Port of Mam Course

The Port of Mam has published the First Inter-American Course
on Port Security. The publication is available to the comerci al
maritime industry and governnent free of charge. The publication
is a conpilation of transcribed proceedings fromthe training
course by the sane nane which was conducted by the Port of M am
Security Division, in cooperation with the O ganization of
Anmerican States (QAS), during the period of October 21-Novenber
10, 1995. The training course was cofunded by the QOAS and the
Port of Mam , and was conducted for the benefit of port
officials fromthroughout Latin Anmeri ca.

Security topics covered in the published proceedi ngs include:

- Devel opnment and Benefits of the Security Survey,
- Contingency Planning and Crisis Managenent,

- International Narcotics Investigations,

- Illicit D version of Chem cals,

- Cargo Theft Investigations,

- Gimnal Intelligence Collection,

- Organized Crine At Seaports,

- Seaport Police/Security Corruption,



- Security Aspects of Seaport Labor Di sputes,
- Stowaways and Port/Vessel Security,

- Piracy in Latin American Harbors,

- Explosives In the Maritinme Environnent,

- Technol ogy Sol utions For Seaport Security,
- MO Guidelines for Seaports and Vessel s,

- Prosecution of Major Cases At Seaports.

Cont ai ned within those topics are discussions on, for exanple:
how to set up a seaport security program the considerations
pertaining to in-house security forces versus contract security
services; the inportance of ensuring active participation by
security managenent when pl anni ng seaport operations; essential
measures for controlling access to the seaport; patrolling port
facilities; training procedures; and the elenents of a successful
safety programand its relationship to seaport security.

Internationally recogni zed experts in the maritine security
field, fromboth the conmercial sector and governnent, presented
the course material. The training course and subsequent
publ i shed proceedi ngs cover a broad range of security, safety,
and hazardous materials issues faced by maritinme port security
prof essionals. They are addressed from both adm nistrative and
operational perspectives. The content of material in the
proceedi ngs is focused toward practical application in a working
environment as well as providing background on particul ar issues.
Both are inportant to fornmulating solutions to problens.

Background. A resolution to develop the First Inter-Anmerican
Course on Port Security and its proceedi ngs was enacted in
Decenber 1994 at a neeting of the OAS Permanent Techni ca

Committee on Ports (PTCP). The PTCP=s Port Training Conmttee,
chaired by John Pisani, Director of the U S. Mritine

Adm ni stration=s Ofice of Ports and Donestic Shipping, |led the

effort to devel op and organi ze the course. The Port of Mam =s
Security Division also worked with QOAS officials regarding the
pl anni ng, coordi nation, and financing of the course. To
facilitate the training program the Director of the Port of
Mam , Carnmen Lunetta, established the Maritinme Security
Institute for the Anericas at the Port of Mam.

COMMENT: Wth the publication of the First Inter-American Course
on Port Security, in both English and Spanish, the OAS and the
Port of Mam have contributed to the enhancenent of seaport
security throughout the Caribbean Basin and Latin America. The
publication will enable the ports of OAS nenber states to train
and expand the know edge of their port security staffs on the

5



i ssue of security at seaports. It fills a critical need for
publ i shed i nformati on and practical advice for use by all the
seaports of the Anericas.



PCLI CY - MARAD/ USCG Draft Maritime Port Security: A National
Pl anni ng Gui de To Assist Comercial |ndustry

Maritime Port Security: A National Planning Guide is in the
process of being produced by agencies of the U S. Departnment of
Transportation (DOT) for the purpose of conveying the United

States Governnent=s policy perspective on port security to the
international maritinme community. A draft docunent is under
review by a team conposed of participants fromvarious Federal
agencies and the comrercial maritinme industry. Maritinme Port
Security: A National Planning Guide is planned for publication
and release as a DOT policy report to the comercial maritinme
industry in |ate 1996.

Thi s pl anni ng gui de provides an overview of the essential aspects
of port security and identifies many of the challenges facing a
port. It will also provide governnents and the international
commercial maritinme industry wwth a common basis upon which to
establish port security standards and the outcones expected from
nmeeti ng those standards.

This planning guide is intended to be the first docunent in a
series to be produced through cooperative efforts of the U S
Governnent and the comercial maritinme industry. The guide and
subsequent technical manuals are intended for use by port
directors, the directors of port security, and the officers of
port security departnents in fulfilling their responsibilities
toward the devel opnent of an effective port security program

The subsequent technical manuals wll be sufficiently detailed to

serve as Ahow to@manual s for planning and conducting the daily
operations of port security. These manuals will include outcone
based goals and neasures of effectiveness. This can enhance the
ability of port security managers to execute their risk
managenent responsibilities and to docunent the inpact and
effectiveness of the security neasures inplenented at the port.
These manual s are expected to address such topics as:

- Devel oping and I nplenmenting A Security Pl an,
- Security Surveys and Ri sk Assessnent,

- Physical Security and Access Control,

- Information Security,

- Personnel Security,

- Maritine Terrorism

- Drug Snuggl i ng,

- Stowaways and Alien Snuggling,

- Harbor Piracy,

- Cargo Security and Hazardous Materials,
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- Intelligence.

This guide and its subsequent technical manuals are intended to
be dynam c and, therefore, flexible enough to be revised so that

they may remain current and useful. The manuals w Il provide
gui dance and processes which can be sel ected, conbined, and
adopted to neet the unique needs of a given port. In this way,

consi stent port security objectives can be nuaintained, enabling
government and the comercial maritine industry to achi eve them
regardl ess of changes in circunmstances and technol ogy.

COMMVENT: Maritinme Port Security: A National Planning Guide is
bei ng produced under the direction of the U S. Secretary of
Transportation's Ofice of Intelligence and Security (AYS).
Coordination with other Federal agencies for release as a policy
docunent is in process as well as review by the comerci al

i ndustry for concurrence on its practicability. Production of
the docunent is cochaired by the U S. Maritinme Adm nistration
(MARAD) and the U S. Coast CGuard (USCG. Contributions to the
pl anni ng guide, its review, and concurrence on its contents are
bei ng made by nenbers of the Project Team

Response to OAS Request For Assistance. The Organization of
Anmerican States' (OAS) Pernmanent Technical Commttee On Ports,
Port Training Commttee, chaired by John Pisani of the United
States, requested that the U S. Maritime Adm nistration ( MARAD)
produce a docunment on port security which could be nmade avail abl e
for its I X Inter-American Port and Harbor Conference, held in
Asunci on, Paraguay, Septenber 23-27, 1996. This gui de was

devel oped, and was presented at the QAS conference by M. Pisani

U S DOl=s OS, MARAD, and USCG intend that this guide provide
governnents of QAS nenber countries and their commercial maritine
i ndustries with a common basis upon which to establish port
security standards and the outcones expected from neeting those
standards. The guide nade available to the OAS serves as the
core docunment for the Maritinme Port Security: A National Planning
Guide currently under devel opnent. The application of this guide
by the OAS provides an international basis for its use and may
enhance the applicability of the national policy docunent to
ports around the worl d.
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