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Executive Summ~ 
-- 

Purpose Terrorist acts in the L-nited States have thus far been too few to raise 
serious public concern, but the nation faces the dilemma of maintaining 
an effective level of protection without curtailing civil liberties. Con- 
cerned that security measures imposed without thorough study and 
planning may lead to measures that could be unintentionally repressive 
of civil liberties, the Subcommittee on Civil and Constitutional Rights of 
the House Committee on the Judiciary asked GAO to describe what was 
being done to protect against terrorism in two selected domestic infra- 
structure components-the federal courts and mass transit systems. 
GAO'S study framework consisted of six elements: the roles and responsi- 
bilities of units and individuals involved; their perceptions of terrorism 
threats; the existence and quality of risk assessments; risk-reduction 
selection factors such as concern for civil liberties; implemented risk- 
reduction strategies; and evaluations of performance, effectiveness, and 
intrusiveness. Since GAO sampled only seven sites, used a case-study 
design. and focused on protective measures, the findings cannot be gen- 
eralized to all federal courts or mass transit systems or to the totality of 
U.S. antiterrorism activities. (See pp. 17-23.) 

Background Terrorism is the threat or the use of violence to frighten people and gov- 
ernments into some ulterior political act. Targets include individuals. 
symbolic structures, political events. and various components of the 
nation’s infrastructure, such as transportation systems, government 
buildings, and energy facilities. A planned antiterrorism approach could 
help prevent incidents or reduce losses, while ensuring the preservation 
of civil liberties. However, little is known about the antiterrorism plan- 
ning and organizational responses of most U.S. organizations. (See pp. 
lo-li.) 

Results in Brief Court officials indicated heightened awareness of threats to security 
because of high-risk trials involving organized crime. drugs, and terror- 
ist groups. The court districts G.40 visited have programs to protect 
against high-risk and more general threats. Their programs include 
threat assessments. security surveys and plans, and security measures 
for various threat levels. M’hen selecting risk-reduction strategies. most 
court officials seriously sought to preserve the openness of the court 
process and to protect the civil liberties of the general public, but the 
protection of the participants in judicial activities was paramount in 
high-risk situations. (See chapter 2.) 
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Transit officials had no direct experience of terrorist incidents per- 
ceived the likelihood of incidents to be remote, and had no antiterrorism 
programs. The transit officials GAO talked to described terrorism as a 
rare emergency event much like natural disasters, for which they do 
have plans for response and recovery. They also had crime prevention 
and safety programs to protect people. property. and system operations 
as well as possible, given the open nature of transit facilities and opera- 
tions. Transit officials expressed little awareness about the intrusive- 
ness of their protective strategies vis-a-vis the civil liberties of the 
general public. (See chapter 3.) 

Due t.o the lack of evaluations by both court and transit officials, it is 
difficult to determine how effective the current strategies are in regard 
to the threats they were designed to protect against, and what remains 
to be done to cope with terrorism threats in a manner that also pre- 
serves civil liberties. (See p. 84.) 

Principal Findings 

Federal Courts The U.S. Marshals Service (LXMS), with assistance from other executive 
and judicial agencies, safeguards federal court facilities and personnel. 
IWIS programs were implemented in the district courts, where some 
resource and coordination problems were identified. Court officials 
expressed concerns of various kinds about the possibility of terrorism 
given the types, frequency, and duration of the high-risk trials that they 
conduct. (See pp. 24-32.) 

The risk-assessment process established by IISMS was implemented dif- 
ferently in the seven court districts GAO reviewed. Actual threats were 
formally assessed. Assessments of criticality were not explicitly con- 
ducted, but the vulnerable aspects of court facilities were identified. The 
courts had emergency response procedures, but placed more emphasis 
on prevention. (See pp. 32-42.) 

Court officials emphasized the selection of risk-reduction strategies that 
would not negatively affect the openness of the judicial process. They 
stressed the need for facilities designed for security, emphasized the use 
of qualified security personnel, and considered the cost and technical 
quality of the equipment selected. The seven court districts had imple- 
mented most of a standard security package IWS provides and had 
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enhanced their security measures for threatening situations. (See pp. 42- 
52.) 

GAO did not find evaluations of the overall effectiveness or potential 
intrusiveness of the court security systems. Some technical performance 
tests and special security surveys had been conducted. including assess- 
ments of the adequacy of selected security measures against particular 
threats. (See pp. 52-.54.) 

Mass Transit Systems Local transit authorities are responsible for the safety and security of 
their transit systems. The Urban Mass Transit Administration (I~IT.A) 

has begun a technical assistance project on terrorism prevention and 
response strategies. Civil liberty issues, however. are not addressed. 
Local transit officials considered the threat of a terrorist attack to be 
minimal, and regarded their systems as only secondary targets. GAO 

found only one risk assessment that was specifically related to terror- 
ism. However. transit officials pointed out numerous critical and vulner- 
able areas in their systems. (See pp. 5.7-66.) 

Transit officials considered the prevention of accidents and common 
crimes more important than terrorism prevention. Officials stressed law 
enforcement for the protection of the public and basic security technolo- 
gies for protecting transit property. Cost, safety. and practicality were 
mentioned as important factors in selecting strategies against criminal 
threats, but no formal selection process was described. An emergency 
preparedness structure had been established in each system for 
responding to crime and other emergencies, a structure that might be 
useful in responding to a terrorist incident. The issue of intrusiveness 
had been considered at two transit systems. not for the public but only 
as it related to labor union objections. (See pp. 66-73.) 

Transit officials had generally not tested the performance. effectiveness. 
or intrusiveness of their security systems. A few surveys and studies 
had been conducted in response to specific security problems. Drills and 
exercises for responding to emergencies (especially fires) had been con- 
ducted, but civil liberties had not been addressed. (See pp. 73-74.) 

Overall Planning and 
Evaluation 

G-40 found no one executive agency responsible for providing technical 
information and expertise to federal agencies regarding the planning. 
coordination, and evaluation of domestic antiterrorism strategies. GAO 

found neither uniform. systematic. and comprehensive planning efforts 
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nor sufficient attention being given to evaluating the effectiveness of 
current activities. (See pp. 84-8.5.) 

Matter for 
Congressional 
Consideration 

Congressional committees that are concerned about the need for careful 
planning against the threat of domestic terrorism and about the preser- 
vation of civil liberties may want to request that agencies provide infor- 
mation on the strategies they have developed to prevent and respond to 
terrorist acts. Of special interest would be the extent to which agencies 
have evaluated the effectiveness and intrusiveness of existing preven- 
tive measures, not only for threats in general but also for terrorism 
threats. (See p. 85.) 

Agency Comments In commenting on a draft of this report, the Department of Transporta- 
tion found the information generally accurate and the findings reason- 
able. The Administrative Office of the United States Courts remarked on 
the report’s comprehensiveness and usefulness and supported the need 
for a realistic, formal evaluation process by indicating plans to take 
action in this area. The Department of Justice (Do-J) made a number of 
comments that were helpful, and changes to the draft were made where 
appropriate. The General Services Administration (GSA) and DOJ con- 
tended that coordination problems were minimal. However, GAO found 
evidence of longstanding problems, such as the unresolved issue of 
which agency will provide perimeter security. Both GSA and DOJ also 
pointed to the lack of serious breaches of security as evidence that the 
present procedures are effective. GAO notes that a lack of incidents alone 
is not sufficient evidence to conclude that a system’s performance is 
effective. Further evidence is needed before such a cause-effect relation- 
ship can be established. The letters from the four agencies and GAO's 

comments are printed in appendixes III-VI. 
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Chapter 1 

Introduction 

Terrorism and the fear it creates present a challenge to an open, demo- 
cratic society that is devoted to protecting its citizens while preserving 
their freedoms. Because of their concern that responses to the threat of 
terrorism should be planned with careful attention to the potential 
effects on the civil liberties of our citizens. the Subcommittee on Civil 
and Constitutional Rights of the House of Representatives’ Committee 
on the Judiciary asked GAO to provide information on current efforts in 
two parts of the nation’s infrastructure to protect against terrorist 
actions. (See appendix I for the letter requesting this study.) 

Specific definitions of terrorism vary, but a common feature among 
them is the use of violence for political aims. For example, according to 
the Federal Bureau of Investigation (FBI), 

“Terrorism is the unlawful use of force or violence against persons or property to 
intimidate or coerce a government. the civilian population. or any segment thereof. 
in furtherance of political or social objectives.“’ 

Jenkins defines terrorism in a broader context as 

“violence or the threat of violence calculated to gain widespread attention by its 
inherent drama and to create an atmosphere of fear and alarm, which in turn causes 
people to exaggerate the strength of the terrorists and the importance of their 
cause. Terrorism is violence for effect, not necessarily for the physical effect on the 
actual target or victim of the violence. which may be of secondary effect to the ter- 
rorists. but rather it is violence for the psychological effect of the people 
watching.“’ 

Wilkinson defines terrorism simply as the use of coercive intimidation to 
achieve political goals. I 

Distinctions between acts of terrorism and other kinds of criminal acts 
or warfare are not always clear or easy to make and, as a result. terms 
such as “terrorist,” ” guerrilla,” and “insurgent” are frequently used to 
describe the same thing. Fromkin’s distinction is helpful in that it distin- 
guishes terrorism from other criminal acts as “a strategy that aims to 

rral Hurrau of Investipatmn. FHI Anaiysls of Terronst hwdents and Tt~rronst Hclatrd .4(.tlvltw\ m 
thtx I.mted States I!%% ( Wa.+meton. L1.c‘. 19X5 I, nretace 

‘Hnan \I. Jenkms. “Intemattonal Terronsm~ Trends and Potentlahtws.” m I’.S Congress. Senate 
(imumttee on Governmental .4ffalrs. An .4ct to Combat Intrmatlcmal Trrrorism. Rty~~rt to ,4cc~om- 
pany S 2236 Senatr Report No %,-SK?+. 95th C‘ong 2nd wess ( Washmgton. U c‘. 1 S. C;overnment 
Prmtinp Uif~w. 19781. pp 133-11-I 

‘Paul NXkmson. Terronsm and the Liberal State. 2nd ed London: .Macmillan. 198tj L p .51 
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achieve its ultimate objectives not through violence but through ter- 
ror.“’ For example, when a violent criminal kills a government official, 
the end he has in mind is typically limited to the person of his victim. A 
terrorist, however, kills a government official for a reason that extends 
beyond his victim, that is. to create a climate of fear in which the origi- 
nal violence has only an instrumental role. Thus. it is the fear generated 
by violence rather than the violence itself that achieves the objective. 

Terrorism in the U.S. FBI statistics on domestic terrorism indicate that the annual number of 
incidents has generally declined during the 1980’s. Between 1980 and 
1982 there were 122 domestic terrorist incidents. From a high of 31 inci- 
dents in 1982, the number declined to 31 in 1983. 13 in 1984, and 7 in 
1985. In 1986. 17 incidents were recorded, 9 of which were bombings or 
attempted bombings in Puerto Rico. Seven incidents were documented in 
1987 and none so far in 1988: A number of groups with a known his- 
tory of terrorism still exist in this country, but the arrests and convic- 
tions of several key members have been followed by a decline in 
activity. The arrests of members of the United Freedom Front (a leftist 
group responsible for a series of bombings in the Northeast) and of the 
Puerto Rican Armed Forces for National Liberation (known as F.4LS), a 
separatist group that claimed responsibility for several bombings in the 
1970’s, and the subsequent decline in the activity of these groups, are 
examples of this trend. 

Although the United States is often perceived as being relatively free of 
domestic terrorist incidents, data collected by the Rand Corporation and 
Risks International indicate that this has not always been the case. Until 
the late 1970’s, the [Jnited States actually experienced a greater number 
of terrorist incidents annually than all but a handful of other countries. 
What differentiates the United States from other countries. however, is 
that terrorist incidents in this country have tended to be far less severe 
than those experienced in other parts of the world. In addition, attacks 
by foreign groups (transnational terrorism) have occurred only rarely in 
this country, and the majority of incidents have been bombings of prop- 
erty rather than of people. Finally, terrorist incidents in the United 

‘David Fromkin. “The Terronst Mind.” The hew York Tlmeb. .lurw 28. 19X7. p 22 

‘FIII statlstxs. however. are not nrcessarlly comprehensl\ t’ To by counted as a terrorist mc.ldcnt b> 
the FBI. the sltuatwn must mvolvr two or mow persons who are engaged m an rnterpnht’ mwlwng 
vwlent or criminal acts wmmittrd m the pursuit of political or sc~~al goals I’smg th14 cntenon. the 
FBI excludes certam incidents that other analysts mtght defme as terrnnsm. such as thr bombing of 
abortton dimc~. Despite these omwwn~. many analysts agree that the FBI statistics do ac,curatrl! 
reflect a decrease m terrorist uwdents m thr I.mted States 
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States have tended to be overshadowed. partly because ordinary crimi- 
nal activity is so prevalent. 

The possible reasons for the current low level of terrorist activity in the 
United States are varied. Terrorism experts frequently mention that the 
arrest, prosecution and imprisonment of key members of terrorist 
groups for related criminal activity have kept major terrorist incidents 
from occurring. Several historical characteristics of American society 
have been identified as further possible contributing factors. For exam- 
ple, ethnic-based separatist movements have not been prominent in the 
United States. and domestic ideological splits have not led to the forma- 
tion of broad-based extremist groups of the left or right. The opportuni- 
ties for economic and political participation in the United States for 
virtually everyone also appear to inhibit the kind of frustration that 
leads to the nihilistic terrorism seen elsewhere. The American political 
system seems thus far to have been able to assimilate many different 
forms of dissension. The United States gives explicit constitutional pro- 
tection to the freedoms of speech and assembly and provides a mecha- 
nism for peaceful change, thereby reducing the need for terrorist acts as 
a means of political protest. Another factor explaining the rarity of ter- 
rorist acts carried out by foreign groups on 1’3 soil is the perception 
that it is easier to attack L-S. interests overseas. In addition, interna- 
tional terrorist groups may be wary of V.S. reaction to terrorist inci- 
dents directed against domestic targets. 

The threat of terrorism in the United States thus appears to be minimal 
on the basis of recent domestic evidence. What has raised leLrels of con- 
cern about terrorism in the United States. however. is the potential for 
transnational terrorism. This concern is related to several factors: the 
large number of attacks against L1.S. interests abroad: the continuing 
presence of the United States in Middle East and Latin American affairs: 
the statements by officials of the Iranian government containing threats 
to carry terrorist attacks to VS. shores: the evidence that a portion of 
terrorism is state-sponsored and thus better funded and organized: and 
finally the possibility that terrorists may become attracted to an open 
society like that of the [-nited States as a result of encountering more 
effective European efforts at fighting terrorism. The director of the FHI 
recently testified before Congress that the potential for significant ter- 
rorist violence against Americans by both foreign and domestic groups 
continues to be quite real both at home and abroad. 
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In the United States. potential targets of terrorism are not difficult to 
identify. Symbolic structures. such as government buildings and monu- 
ments, and politically significant contemporary events, such as a bicen- 
tennial celebration. are obvious targets. In addition, various parts of our 
society’s technological infrastructure are vulnerable and thus could also 
become prime targets of terrorism. Transportation. energy, telecommu- 
nications, and other systems provide essential support to the economic. 
social, and political structure of the nation. Terrorist attacks could seri- 
ously disrupt these systems, and therefore measures to protect these 
infrastructure facilities against potential disruptions should be 
considered. 

R .esponses to Terrorism Terrorism is not a problem for which a solution can readily be found; 
rather, steps can be taken either to reduce the possibility that the prob- 
lem will occur or. if it does occur, to reduce its consequences. Respond- 
ing to terrorism is not a simple task. Terrorists have several advantages. 
such as the ability to choose among a broad range of targets. the selec- 
tion of the time of attack, and the determination of the method of 
attack. In addition, terrorists are usually highly motivated, are often 
well-trained, and tend to have little regard for the consequences of their 
actions. These factors make it difficult for government institutions to 
determine what to protect and how to provide protection. 

In order to respond to the threat of terrorism, governments such as that 
of the United States have developed a diverse set of objectives and 
activities. We found it conceptually useful to distinguish four levels of 
objectives and activities in the tT.S. response to terrorism. (See table 
1.1.) The first two levels include objectives and activities to prevent ter- 
rorist incidents from occurring (often referred to as antiterrorism 
efforts); the last two focus on activities to respond to incidents that 
have occurred (often referred to as counterterrorism efforts).’ In prac- 
tice. however, the activities involved in the four levels are interrelated 
and. at times. overlap. For example, on the first level. one set of activi- 
ties that attempts to address the sources of terrorism is the enacting of 
laws and policies designed to make domestic I-. S. targets unattractiL7e to 

“The terms antltcrrorism and counterterrorlsm wvre frrquentl!- used to dlstmgulsh bet~vwn thtws 
ryJW of preventlon and respons(~ efforts but IV? found no agrcvmtxnt on the precisr LI.W of thr tn’o 
terms Thr Department of Defenw’~ Jcnnt Chefs of Staff offtar a formal defirutlon of both terms. 
antnerrorism applies to dt~frn\i!.e mcasuws used to redrlcc the \-ulnerabihty of mdlvlduals and prop- 
erty tcl terrorism. colintrrrc’rrt,rlhm 1s dcfmcd as offtanslvr measures takrtn to prevent, deter. and 
respond to terronsm 
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terrorists. However, some of these policies may be the same ones imple- 
mented after a terrorist incident occurs. which would place them on the 
fourth level of our conceptual scheme. 

Table 1.1: Obiectives and Activities Associated With Four Levels of a Resoonse to Terrorisma 
Level of response Objective Activity 

1 Addresslng sources To thwart terronst lncldents before they occur 
of terrorism 

Natlonal and International deterrent pokles and laws monltorlng of 
suspected terrortst groups preemptive measures, including arrests 
for other criminal acts 

2 Cooing with terrorist To prevent and deter and to provide a safe Plans for preventjon mitlgatlon. and response securrty measures to 
threa!s and secure environment with mlnlmal deter detect. delay communicate and respond, lntelllgence for 

Intrusiveness early warnino, oubk education 

3 Managing a terrorist To mlnlmlze casualttes and loss of property. 
lncldent - to enhance ablllty to capture terrorists 

4 Recovering from a To restore operations calm fears. and 
terrorist lncldent maintarn public confidence In government 

Procedures for a crisis response negotiation use of Incident and 
counterterrorist forces. public lnformatton preservtng evidence 

Resume operations lnvestlgate and prosecute terrorists modify 
prevention and response plans retallatlon (polltlcal. economic 
mllltary) 

aGAO ltmlted tts study to level 2 of this four-level response to terrorism 

Antiterrorism Programs Although all four levels are important in a comprehensive approach to 
combating terrorism, the focus of this report is limited to the second 
level-those activities undertaken to cope with terrorist threats. As 
noted earlier. activities at this level are often considered to be “antiter- 
rorism” efforts, and antiterrorism is a term we will use in this report. 

Although antiterrorism programs have been developed in a few infra- 
structure areas such as airports and nuclear energy facilities, very little 
is known at the present time about what antiterrorism policies. plans, or 
programs, if any, are used by most other infrastructure organizations. 
Numerous articles and books have appeared in recent years on the 
nature of terrorism: What causes it: what its effects are; and how gov- 
ernments should respond to it. However, only limited empirical informa- 
tion has been produced about what institutions have done to protect 
their people and facilities against terrorism. 

The approach we have taken in our review of antiterrorism efforts 
starts from the principle that institutions need a planned, structured 
program to protect their people and facilities against terrorism. There 
are many benefits of a planned program. Chief among these are: the 
increased possibility of prevention and deterrence of terrorist incidents: 
the likelihood of increased effectiveness of response if an incident 
occurs; the ability to build-in safeguards and restraints to maximize the 
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preservation of civil liberties: and the opportunity to organize and coor- 
dinate activities among a host of different actors and agencies. Lack of 
planning increases the likelihood that actions taken by authorities after 
an incident occurs will involve unnecessary disruption, lessened effec- 
tiveness, and potentially greater damage to civil liberties. 

An organized program for coping with terrorist threats can be viewed as 
similar to, and perhaps would be included within, programs for coping 
with other threats, such as common crimes. Such an antiterrorism pro- 
gram, like other anti-crime programs. would be based on a perception of 
likely terrorist threats and would involve assigning responsibilities to 
appropriate offices and individuals. In addition, a series of logically 
linked efforts would be required in order to develop specific plans and 
procedures. To initially determine how much protection is needed would 
involve an assessment of risk. This assessment would begin with a care- 
ful analysis of the nature and seriousness of the threat and would also 
involve analyses of critical and vulnerable targets. Appropriate security 
or emergency preparedness measures to counter unacceptable risks 
could then be identified. Measures for the particular environment would 
then be selected, developed. and implemented, considering such factors 
as effectiveness, cost, and effect on civil liberties. These measures might 
include not only preventive ones but also preparations for responding if 
an incident occurs. The latter efforts may indirectly have deterrent 
effects and, if implemented, should at least reduce losses from a terror- 
ist incident. Once these measures are in place. their effectiveness could 
be evaluated. (A more detailed discussion of these elements of an 
antiterrorism program is provided in appendix II.) 

Civil Liberty 
Considerations in 
Antiterrorism Programs 

Terrorism poses a threat to civil liberties both from those performing 
terrorist acts and from those acting to protect or react against terrorism. 
Terrorists exploit democratic rights and often aim to disrupt the govern- 
mental and societal systems that guarantee those rights. Such basic 
democratic rights as those of due process, free association. freedom of 
movement. and privacy can be threatened and even violated by steps 
taken against terrorist movements. One costly aspect of terrorism, 
besides the destruction of physical property and loss of life. is-as ter- 
rorists intend-the weakening of the social and political foundations of 
our democratic society. 

According to some experts, the challenge to democracies is to maintain 
the delicate balance of protecting citizens from terrorist action and the 
fear it causes while at the same time protecting both the collective and 
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the individual civil liberties that together ensure the continuation of a 
democratic society. It is essential for public confidence and cooperation 
that democratic governments be seen as employing only those securit) 
measures necessary to protect the lives and property of their citizens 
from terrorist attack. However. it is also important that programs to 
prevent terrorism be examined closely to see what their effects are on 
civil and constitutional rights. Physical security measures, for example. 
may affect civil liberties such as those of free access and privacy. Erect- 
ing barriers around buildings or checking the identification of those 
entering buildings may limit public access to and use of buildings. 
Increased security checks and greater police surveillance and search- 
and-seizure powers may lead to infringements of the individual’s right 
to privacy. The use of closed circuit television cameras to monitor 
employees within a building. and of electronic detection devices to 
search those entering a building. are examples of security measures that 
may violate the individual’s right to privacy. 

Some experts point out that in addition to their possible immediate and 
direct effects on civil liberties, highly visible security measures adopted 
in response to terrorist threats or incidents can, ironically, intensify the 
climate of fear and intimidation and, at the same time, lead the public to 
a false sense of security if the measures are not truly effective. Obvious 
and obtrusive security measures also can demonstrate both the power of 
the terrorists to attack at any time and at any place. and the difficulties 
the government and its security forces face in attempting to protect 
every likely target all of the time against every type of terrorist attack. 
Further, terrorists often seek to force the government into undertaking 
costly security measures that by their inconvenience and their disrup- 
tion of daily life and commerce serve to alienate the public. Excessive 
antiterrorist measures may also leave the terrorists with a feeling of 
having achieved some measure of victory. In a broader sense, security 
measures that restrict access to and use of public areas could curtail the 
openness of our institutions, leading to reductions in our ability to 
accommodate group protest and divergent political and social views- 
an ability, some analysts suggest. that may have contributed to the cur- 
rent low incidence of domestic terrorism in the L’nited States. 

How much security is enough, and to what extent the various securit) 
measures are considered intrusive. are questions that are not easily 
answered in objective terms. The answers depend, to a great extent. on 
the context at any specific time-that is. on the current perception of 
the threat of terrorism and the level of fear and alarm that this percep- 
tion generates. as well as on people’s expectations of living in a social 
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environment that is protective of individual liberties. Some analysts 
point out that what the public regards as an infringement of civil liber- 
ties in the absence of specific terrorist incidents. or at least of a percep- 
tion of a threat of such incidents, may be demanded as a protection in 
the presence or even fear of terrorist activity. For example, Department 
of State officials have stated that video monitors in the reception areas 
of overseas embassies were carefully concealed as recently as ten years 
ago to avoid affronting the citizens of the host country. Today, the occu- 
pants of those reception areas are uncomfortable unless the cameras are 
readily visible as evidence that the embassy is interested in ensuring 
their safety. The challenge to democratic societies is to take necessary 
precautions while at the same time preventing the enormous erosion of 
civil liberties that could be made to seem rational in a climate of fear 
generated by terrorist incidents or even threats. 

In summary, in an open society like that of the United States, the ad hoc 
imposition of security measures may result in an unnecessary level of 
intrusiveness or some other infringement of individual liberties. Planned 
measures by contrast. can be designed to ensure an effective level of 
protection without destroying democratic freedoms in the process. 

Objectives, Scope and 
Methodology 

Concerned that responses to the threat of terrorism should be effective 
while at the same time preserving the civil liberties of our citizens, the 
Subcommittee on Civil and Constitutional Rights of the House Commit- 
tee on the Judiciary requested that GAO provide information on current 
efforts to protect against domestic terrorist actions. In particular, the 
Subcommittee is aware of the possibility that an ad hoc response to ter- 
rorism could be overly repressive of the civil liberties of the general 
public. The Subcommittee also believes that a way to preclude such 
overreaction might be to have previously developed plans in place that 
deal with the issue of intrusiveness in a more careful way than would be 
possible in time of crisis. (See appendix I for the letter requesting this 
study.) 

Because intrusiveness is a relative concept and therefore difficult to 
objectively measure, and because there is a lack of available information 
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about existing efforts to protect infrastructure facilities against the 
threat of terrorism, it was decided, after consultation with the Subcom- 
mittee staff, that we would conduct an exploratory study that would 
describe antiterrorism programs currently in place at a sample of sites, 
focusing on two components of the nation’s infrastructure-federal 
court buildings and mass transit systems. Six study questions were 
developed to guide our data collection. These questions are presented in 
table 1.2 and described in greater detail in appendix II. 

Table 1.2: Antiterrorism Program 
Elements and Six Study Questions Element Question 

Roles and responslblllttes 

Perceptions of terrorism 
threats 

Risk assessments 

Who IS responsible for antlterrorlsm pollctes and for their 
implementatton? 

What IS the current perceptjon of the nature and level of the 
threat of domestic terrorism among those responsible for 
countenng this threat7 

What processes. methods. or procedures are used to 
assess the risk of terrortsm-tncluding assessments of the 
threat, the crlticalrty of facilities and operations. and their 
overall vulnerabllltles7 

SelectIon factors 

Risk-reduction strategies 

Evaluations 

What factors-such as costs. safety impacts on CIVII 
Ilbertles. or on the environment-are considered when 
selecting antiterrorlsm strategies? 

What risk-reduction strategies are being used? (Strategies 
Include structural. design and space use aspects of 
facllltles policies and procedures: and security measures 
lnvolvlng personnel systems, and equipment ) 

How are the rmplemented risk-reduction strategies 
evaluated concerning their technical performance 
operational effectiveness and possible tntrusiveness on CIVII 
Ilbertles7 

Scope Prior to selecting two components from our nation’s infrastructure for 
our case studies, we considered a number of different components, 
including public (federal) buildings. ports and ships, airports, railroads. 
mass transit. electric power. water resources, pipelines and storage facil- 
ities, and telecommunications. In consultation with Subcommittee staff. 
we chose federal buildings and mass transit systems because both have 
traditionally maintained open access to the public.’ These two compo- 
nents were also chosen because they are quite different in their overall 
operations. the number and level of government agencies involved in 
their management, and security programs in place. 
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We later narrowed the scope of our work from public buildings to fed- 
eral court facilities for our first case study. Many experts view the 
United States court system as a potential target of terrorism on account 
of both a general threat related to the symbolic nature of the courts as 
reflective of democracy in our society, and a more specific threat related 
to the role of the courts in trying alleged terrorists. 

If a terrorist group wanted to make a statement about the “system” in 
this country, the courts present a very visible target due to their impor- 
tant and highly symbolic role. Further, the courts are a logical target of 
terrorism, as they have been in Europe and South America. on account 
of the desire of terrorist groups to obtain the release of their members 
either before or after sentencing. In recent years, a number of domestic 
terrorist group members have been brought to trial! found guilty, and 
sentenced to significant prison terms. These terrorists or their sympa- 
thizers may plan to disrupt trial proceedings or plan retaliatory attacks 
against those courts in which they were convicted. Threats against jury 
members, judges. witnesses, or attorneys are not uncommon in such tri- 
als. Terrorism trials can also lead to increased risk for other targets. 
Terrorists affiliated with those standing trial may initiate terrorist inci- 
dents elsewhere in the hope of asserting some influence over trial out- 
comes or government policies toward terrorism. 

The recent legislation expanding the extraterritorial jurisdiction of 
ITnited States courts over criminal acts committed against Americans 
abroad. while important for bringing terrorists to justice, may also 
increase the threat of terrorism directed against the courts and other 
domestic targets. Although no international terrorist has yet been extra- 
dited, court officials indicated that several extradition requests are cur- 
rently pending. The Lebanese terrorist Fawiz Younis. though not the 
subject of a extradition proceeding, was nonetheless seized abroad and 
brought to the United States to stand trial. 

In our second case study, we narrowed our focus to urban rapid rail 
systems. These systems can be viewed as a possible target of terrorism 
for a variety of reasons: They carry large numbers of people within con- 
centrated areas and timeframes: they are designed to provide easy 
access for users and are therefore highly vulnerable; they are networks 
which cover extensive geographic areas using bridges tunnels. track 
and roadways; rapid-rail security systems that would effectivel? 
address threats such as terrorism are often not practical; and any major 
disruptions to service could have serious economic effects on some local 
communities. If the objective of terrorism is to compel action on behalf 
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of some identified political cause through fear achieved by violence or 
its threat. then an attack on a rapid-rail mass-transit system could con- 
ceivably generate the desired level of public panic. \%‘hile rapid rail sys- 
tems in this country thus far have not been subjected to terrorist attack. 
their security. safety. and emergency preparedness are manifestly 
important issues. 

In summary, we chose federal court facilities and urban rapid rail sys- 
tems for this study because they are different in their functions man- 
agement, and operations and thus can provide some variation in regard 
to our six evaluation questions, but also because they are similar in 
being both highly vulnerable to terrorist attack and also difficult to pro- 
tect without inconveniencing the public and threatening their civil 
liberties. 

Methodology In order to gain an understanding of programs for combating terrorism. 
we first reviewed the literature on terrorism. focusing on domestic ter- 
rorism issues. (A selected bibliography is included at the end of this 
report.) Next, in addition to interviewing experts on terrorism and 
related issues, we met with representatives of those federal executive 
departments and agencies with some role concerning terrorism issues, 
such as staff of the National Security Council that had worked on the 
Vice President’s Task Force on Combatting Terrorism. Office of Manage- 
ment and Budget, Federal Emergency Management Agency, FBI. and the 
Interdepartmental Group on Terrorism at the Departments of State. 
Defense and Energy. We also talked with officials from several depart- 
ments and agencies that have responsibility for different infrastructure 
components to obtain information about their mandates for dealing with 
security in general and terrorism in particular. These officials included 
representatives from the Departments of Transportation, Justice and 
Treasury, the General Services Administration. and the Nuclear Regula- 
tory Commission. In addition, we visited research, development, and test 
and evaluation divisions of the Departments of Defense and Energy to 
obtain information on security technologies and practices. Finally. we 
convened an advisory panel to extend our knolvledge of terrorist 
threats, antiterrorism issues, protection strategies, law enforcement and 
physical security system technologies and practices, and civil liberty 
and constitutional rights issues. We also worked with the Committee on 
the Protection of Federal Facilities Against Terrorism of the Building 
Research Board of the National Research Council who were developing 
guidance for federal agencies to improve the security of persons, build- 
ings and information against terrorist attacks. Their report. entitled 
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Protection of Federal Office Buildings Against Terrorism. was published 
in April 1988: 

To answer the evaluation questions related to elements of an antiterror- 
ism program. we chose a case study approach. Our case study method 
was designed to collect descriptive information illustrative of the 
antiterrorism practices being used in a judgmentally selected sample of 
federal court facilities and urban rapid-rail mass-transit systems. In 
addition to examining specific policies or programs addressing terror- 
ism. we also focused our study on a broad range of activities related to 
security, safety. and emergency preparedness that might have some 
application to the prevention of or response to terrorism. Strategies to 
address situations such as bomb threats or hostage taking by criminal 
elements are examples of activities that might be applicable to antiter- 
rorism efforts. 

Our data came from semistructured interviews that included the use of 
open-ended interview guides, available documents, and on-site observa- 
tions. We did not conduct a sample survey or employ other means of 
structured data collection. We gathered information from appropriate 
federal executive-agency officials and experts on terrorism issues and 
related security practices. Our principal data-collection effort. however, 
focused on gathering extensive information from representatives of our 
two infrastructure components: federal court facilities and urban rapid- 
rail mass-transit systems. To obtain information about these compo- 
nents. we visited seven cities in the spring of 198’7. The federal court 
facilities and mass transit systems in these cities provided variation 
across a number of factors, including geographic location. workload of 
the court and size of transit system. age of court facilities and transit 
systems. experience with and awareness of terrorism-related issues. spe- 
cial characteristics of protection practices, and organizations with 
responsibility for the security of federal court facilities and transit 
systems. 

For help in answering the evaluation questions. we developed interview 
guides for collecting information from federal judicial and mass transit 
officials. The guides were used to obtain information about perceptions 
of terrorist threats. efforts taken to identify risks, strategies either con- 
sidered or considered and implemented to reduce risks, evaluations of 
these strategies in response to complaints from the public and employ- 
ees regarding the alleged intrusi17eness of security technologies and 
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practices, and overall roles in and responsibilities for antiterrorism 
plans and programs. 

At the federal court facilities. we interviewed the chief judge for the 
district court, judges for other courts (such as appeals and bankruptcy). 
the United States marshal and his staff, the United States attorney. and 
other members of the court family such as the clerk of the courts and 
the circuit executive. In addition? we interviewed the ~s.4 regional repre- 
sentatives. local law-enforcement officials, and the FBI whenever possi- 
ble. At the mass transit systems, we primarily interviewed either the 
executive director or representatives from management (or both), and 
those individuals responsible for security, safety, and operations. If 
appropriate, we also talked with staff from legal counsel, public rela- 
tions, and county or regional transit-authority offices. 

In addition to our interviews, we requested and reviewed available doc- 
umentation of annual reports: plans, policies and procedures; and risk 
assessments. security surveys, drills and evaluations. At the federal 
court facilities, we visited such areas as courtrooms and judicial cham- 
bers, the U.S. marshals’ command center, prisoner transportation and 
holding areas, and other buildings that housed court facilities. We also 
toured the mass transit systems’ operations, including such areas as the 
control center and selected stations and rail lines. 

We analyzed the data for the federal court facilities and mass transit 
systems separately, using the summaries of interviews, documents, and 
observations aggregated for each site. We also used information 
obtained from interviews with appropriate federal agency officials and 
experts as well as from our literature review. 

Our findings regarding antiterrorism practices in federal court facilities 
and mass transit systems are presented in chapters 2 and 3 respectively, 
and similarities and differences between the two case studies are dis- 
cussed in chapter 4. For security reasons, we do not identify particular 
facilities or systems. 

Strengths and Limitations Growing concern about the threat of terrorism has led to a proliferation 
of Our Review of written material on various aspects of terrorism, but relatively little 

has been written specifically about domestic antiterrorism practices. 
Our collection of information about such practices in two diverse compo- 
nents of our nation’s infrastructure should be useful to those involved in 
developing programs to deal with terrorist threats. In areas where little 
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has been done to plan for terrorism. our information may be helpful in 
raising levels of awareness of and consideration given to the possibilit!, 
of terrorist threats. The identification of existing practices may also pro- 
vide other institutions with strategies for improving their antiterrorism 
efforts. In addition, the identification of existing gaps in antiterrorist 
programs can indicate where government efforts may be needed. 

Our data collection about specific antiterrorism practices. however, was 
limited to the federal courts and rapid rail systems in the seven cities 
that we visited. These sites were judgmentally selected and are not rep- 
resentative of all federal courts or rapid rail systems. Federal courts dif- 
fer according to their number of judges, the number and types of cases 
tried, and the types of buildings they occupy. Transit systems vary in 
regard to their size, organization, operations, and public use. In view of 
differences like these, it would be improper to generalize on the basis of 
our sample of sites about current practices at other federal courts or 
transit systems. Furthermore. due to our focus on protective measures 
within these two components, it, would also be improper to generalize to 
the totality of C’.S. antiterrorism activities. 

We collected most of our information through interviews with various 
federal court and transit system officials. Our study’s accuracy and the 
completeness of its data, therefore, depended largely upon the availabil- 
ity. cooperation, and recall of those key officials. Furthermore, an 
assessment of the quality of the antiterrorism efforts described by these 
officials was not within the scope of this study. Our objective was to 
document the types of measures, if any, undertaken in selected federal 
court facilities and mass transit systems to cope with the threat of ter- 
rorism, and to provide this information to the Subcommittee in the form 
of a report. 
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Terrorist incidents involving the courts have occurred in several foreign 
countries and have had an influence on their judicial processes. How- 
ever, although the court system in the United States has been the target 
of a small number of terrorist incidents. terrorism has not yet had a 
major impact on our judicial process. We visited a sample of seven fed- 
eral court districts to discover what steps were being taken to protect 
judicial officials, facilities, and operations against possible terrorist 
attack. This chapter presents our findings as they relate to the six eval- 
uation questions contained in table 1.2. In addition to the information 
gathered at our sample sites, we include information obtained from 
experts on either the federal courts or antiterrorism strategies (or both) 
and from available literature. 

Roles and 
Responsibilities 

Evaluation question 1 was who is responsible for antiterrorism policies 
and for their implementation? Responsibility for protecting the federal 
courts, which includes securing them against terrorist attack. involves a 
number of federal judicial and executive agencies. The agency with prin- 
cipal responsibility for the protection and security of federal judicial 
facilities is the L-54. Marshals Service (I’SMS) of the Department of Jus- 
tice (DOJ). Other departments, agencies. and individuals that assist the 
LXMS in fulfilling this protective function are shown in table 2.1. Gener- 
ally, these agencies set policies at a national level that subsequently are 
implemented within judicial districts that experience differing threats 
and security problems 

Table 2.1: Principal Departments, 
Agencies, and Individuals Involved in 
Federal Court Security” 

Branch of government 

Federal executwe brancn 

Federal judlclal branch 

Executive and ludlclal 
branches combined 

Department, agency, or individual 

Department of Justlce 
U S attorney general 
U S Marshals Serwce 

Court Security Dtvwon 
Threat Analysis DIVISION 

U S Attorneys Office 
Justlce Management Dwtston 

General Services Admlntstratton 
Federal Bureau of lnvestlgatlon 

Judlclal Conference 
Admln~strawve Office of the U S Courts 
Federal district judges 

U S dlstrlc: marshals 
Court-dlstrlct securitv com-nlttees 

.Ev!trles sucP as local Ia:\ enforcement aGenc es anrj other :enar!s r muitluse Dd id'-Qs A’iere c3~1r’: 
are located also QaVe a rzle in cs ,‘I sew fr 

Thss d~asior has cwn-ar, resporsitlii. for the pr3tec:N?- ana securlly o! feoeral zo~r:s 
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Federal Roles and 
Responsibilities 

The LWS security role for the federal judiciary dates back to the ,Judici- 
ary Act of September 24. l’i89 (1 Stat. 73). which established both a 
decentralized judicial system and the position of I-.S. marshal to serve 
this system. Under the act, I:.S. marshals were appointed by the Presi- 
dent to attend sessions of the federal courts and execute all processes 
and orders directed to them. Marshals were authorized to command all 
assistance necessary to execute their duties. 

In 1861. Congress enacted legislation which placed marshals under the 
‘*general superintendence and direction” of the attorney general. also a 
presidential appointee, and left unchanged the original requirement that 
marshals attend sessions of court when so directed by the judiciary. In 
1870. Congress established the Department of Justice, designating the 
attorney general as its head. In 1969, the attorney general established 
the Marshals Service as a bureau within the Department of #Justice. 

Under the current structure. the President appoints, subject to Senate 
confirmation, one marshal for each of the 91 judicial districts and 3 ter- 
ritorial district courts, except in the territorial district court of the I‘ir- 
gin Islands where the marshal is appointed by the attorney general. The 
attorney general appoints the director of the Marshals Service. who has 
the authority to allocate resources for and set the priorities of the Mar- 
shals Service. Marshals. however. are still required to carry out the 
orders of the judiciary. including attending court sessions when so 
directed. 

Within the IWW. the Court Security Division is responsible for develop- 
ing security programs. Judicial security is managed through four secur- 
ity program elements: 

l Judicial Facility Security Program, which provides security systems and 
equipment and court security officers: 

l Courtroom Security Program. which provides deputy marshals for 
security in court proceedings and for other duties such as handling 
juries: 

l Personal Security Program. which provides personal security for mem- 
bers of the federal judiciary. trial participants. and other officials lvhosc 
welfare and safety are threatened during the course of performing theii 
official duties: and 

l Technical Assistance Program. which provides assistance to court dis- 
tricts in conducting security surveys and determining security require- 
ments .L\ physical security inspection program is also included in this 
function. 
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A separate unit. the Threat Analysis Division, maintains a threat data 
base and conducts threat assessments for the various divisions and 
offices of the Marshals Service. 

Providing judicial security is one of the responsibilities assigned to the 
Marshals Service. Other major program responsibilities include witness 
security, investigation and apprehension of fugitives and the handling 
of federal prisoners. To reduce the competition for available funds 
appropriations for the Judicial Facility Security Program are made 
through the Judicial Branch and the Administrative Office of the I-nited 
States Courts (AOLW). Since fiscal year 1984, these funds have been 
transferred to the L~SMS Court Security Division for allocation to the 
court districts. AO~W has oversight responsibility for monitoring the 
program’s effectiveness and use of appropriated court security funds. 

The YSMS has responsibility for the protection of court proceedings, 
court officials, and court areas occupied by the judiciary, such as court- 
rooms, judges’ chambers, and other office areas used by members of the 
judiciary. This could include areas such as adjacent corridors, lobbies, 
and even parking areas. The General Services Administration (GSA) is 
responsible for providing general building and perimeter security. The 
level and type of protection to be provided is determined by GSA. During 
unusual situations, such as sensitive trials. GSA will provide additional 
security, on a reimbursable basis. to the I’SMS. 

The U.S. attorneys, as part of the Department of Justice. are responsible 
for the protection of their offices. The Executive Office for I’S Attor- 
neys and the Justice Management Division. in conjunction with GSA who 
owns or leases their space. assist the U.S. attorneys in providing ade- 
quate security for their facilities. 

The FBI has no direct role in court security but supports the IWS by 
investigating threats against court officials and providing intelligence 
information. The FBI is also the lead federal law enforcement agency for 
response to non-aviation-related domestic terrorist incidents. As such. it 
is responsible for preventing. interdicting, and investigating the criminal 
activities of domestic and international terrorist groups and individuals. 

Judicial District Initiatives Coordination between those agencies responsible for providing security 
and the members of the court being protected is accomplished through 
court-security committees in each judicial district. The membership on 
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the court security committees differed in the districts we visited; how- 
ever. it usually included the ITS. marshal. the I’S. district court chief 
judge, the U.S. attorney, the clerk of the court. and a GSA representative. 
Some committees also included other judges from I-S. district. appeals 
and bankruptcy courts and circuit-court executives. Court security 
committees were chaired by either the district court chief judge or his 
designee, or the U.S. marshal. All these committees met on an as-needed 
basis, which in most districts averaged about once or twice a year. 

According to the 16~s and confirmed by our interviews with court per- 
sonnel in seven districts. the purpose of the court-security committee is 
to provide a forum for members of the court to identify and discuss 
security needs and also to provide some input into the development of 
ways to respond to problem areas. The range of items generally dis- 
cussed by the court-security committees included proposals for security 
resources, plans for security improvements, and security problems 
brought to the committee’s attention either by its members or by other 
court employees. Annually, the district marshal prepares and submits a 
security budget plan to the committee for approval before forwarding it 
to USMS headquarters for review and to ~01~ and the Judicial Confer- 
ence for budget considerations. 

In addition to the roles and responsibilities of the IS~IS, GSA and xot%c. 
individual district judges may, and on occasion do, dictate changes in 
security arrangements through the use of court orders. We found, for 
example. that in one district we visited, responsibility for perimeter 
security had been transferred from GSA to the L'SMS by a court order 
signed by all the federal judges in that district. The reason for this 
action was concern by the district judges that security was insufficient 
to address the threat related to an upcoming high-risk trial. In other dis- 
tricts. court orders had been issued requiring the presence of marshals 
in the courtroom or dictating the use of specific security technology. 

Concerns About Roles and The designated judicial branch funding and the establishment of most of 
Responsibilities the district-court security committees cited in our review were based on 

recommendations contained in a 1982 report by the Attorney General’s 
Task Force on Court Security. The Task Force was appointed in 1981 by 
the attorney general because budget reductions. funding uncertainties 
and reductions-in-force, as well as an existing fragmentation of responsi- 
bility for court security between the I’SMS and GSA. had caused concerns 
about the provision of security for the judiciary. At the time, these con- 
cerns were associated with a court environment in which the number of 
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judges and the number of complex and sensitive cases had grown. These 
factors contributed to a heightened concern about the adequacy of 
existing security arrangements. 

Based on their examination of the court security requirements. the Task 
Force developed a number of recommendations for protecting the fed- 
eral judiciary and maintaining the integrity of the federal judicial pro- 
cess. Their 1982 report provided basic policy guidance. endorsed by the 
attorney general and the Chief Justice. for the implementation of cur- 
rent security plans and procedures. This guidance was formally reiter- 
ated in 1984 in memorandums of understanding between the INIS and 
AOI'SC. and again in 198’7 between the ISIS;, .~ol~sc’. and GSA. 

Although these memorandums of understanding established guidelines 
and procedures to implement security recommendations, the court offi- 
cials we interviewed indicated that many of the same issues addressed 
in 1982 exist today, even though improvements had occurred. Responsi- 
bility and resources for. and the adequacy of, perimeter security were 
still at issue. Court officials in most of the districts we visited expressed 
concern over the level of perimeter security that GSA had provided. As a 
result of this situation. the IWS had assumed a greater role in the provi- 
sion of perimeter security in some court facilities. In two of the district 
court facilities we visited, for example. GSA had almost totally relin- 
quished its responsibility for building security. In several of the court 
districts we visited, GSA officials expressed concerns about the negative 
perceptions of court officials regarding the security GSA provided. In one 
district, a GSA official emphasized that he perceived his agency’s role as 
one of performing management functions rather than providing direct 
services. In another district, GSA officials indicated that, according to 
their assessments. the existing levels of security appeared to be ade- 
quate but that security could be enhanced if tenant agencies would 
cover the cost increases. 

Many of the court officials we interviewed emphasized that they relied 
on the experience and expertise of their district’s VS. marshal for secur- 
ity matters. These officials supported the efforts of the Marshals Service 
and felt that the marshals were doing a good job. In a fekv districts. how- 
ever. officials expressed some concern about the adequacy of existing 
antiterrorism security arrangements. These officials suggested the need 
for other sources of information and expertise on terrorism prevention 
measures. In one district, court officials expressed concern about the 
ability of government agencies, which lack experience and expertise 
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with terrorism, to develop adequate plans and programs to pre\.ent 
terrorism. 

Another area of concern involved the role of the FHI as the lead federal 
agency for responding to domestic terrorist incidents. In one court dis- 
trict, federal and local agencies. including the FBI. participated in a com- 
mand-post exercise. which simulated a court-related terrorist incident. 
in order to identify coordination issues. At the conclusion of this exer- 
cise. officials from both court security and other federal and local law 
enforcement agencies challenged the FBI'S lead agency role. -4 court 
security official in the district involved stated that the YS. marshal has 
statutory authority over other law enforcement officials for the protec- 
tion of the judiciary. According to this official, this authority would 
extend to any terrorist incident involving a threat against a court facil- 
ity or member of the judiciary. Officials from the federal legislative 
branch who participated in the security exercise also questioned the FBI 
claim to lead-agency status in the case of an incident that occurs in a 
legislative office building, stating that the FBI'S lead-agency designation 
only applied to executive-branch agencies. (Local law enforcement offi- 
cials asserted that the FBI lead-agency role only applied to federal 
agencies.) 

Federal court security involves several executive and judicial branch 
agencies at the federal level and court participants and U.S. marshals at 
the district level. The principal policies and programs to protect the 
courts are provided by the I‘SMS. Other agencies and participants have 
responsibilities for the security of particular court components. program 
oversight, and the implementation of security measures. The ability of 
all of the participants to provide the necessary resources and to coordi- 
nate efforts in planning for and responding to a terrorist incident was a 
concern raised by several court officials we interviewed, and this same 
concern surfaced during a major antiterrorist exercise conducted in one 
district. While improvements in coordination have been made, problems 
remain-in particular those involving GSA’S role in providing perimeter 
security. 

Perceptions of the 
Threat of Domestic 
Terrorism 

Evaluation question 2 was what is the current perception of the nature 
and level of the threat of domestic terrorism among those responsible 
for countering this threat‘? While court officials in our study indicated 
an awareness of the general threat of terrorism in this country, they 
showed greater concern about threats more directly related to their 
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court districts. Their awareness of the general threat of domestic terror- 
ism had been heightened by recent terrorist incidents directed against 
American interests overseas and courts in other countries. Court offi- 
cials expressed concern about the possibility of these incidents occurring 
in the lJnited States but characterized the threat as moderate. If interna- 
tional terrorism were to invade this country, the courts would be a likel) 
target according to the court officials we interviewed. The symbolic 
nature of the courts was mentioned frequently as a reason for this likeli- 
hood. In several districts, other facilities were also suggested as like11 
targets. These included government buildings, corporate headquarters, 
and other visible infrastructure facilities (such as bridges, monuments, 
and transportation facilities). Courts, however, were most often viewed 
as the potential primary target of domestic terrorism. 

Perceptions of Potential 
Threat Sources 

The threat of terrorism was viewed by court officials in our study as 
part of their overall concern with the high-risk trials that are conducted 
periodically in many court districts. Trials involving groups such as ter- 
rorists. crime syndicates, motorcycle gangs, and drug distribution orga- 
nizations were often considered likely targets of terrorist threats by the 
officials we interviewed. These groups pose a threat to the courts for a 
number of reasons: They are generally charged with serious and often 
violent crimes, they have considerable resources at their disposal that 
could be used to obtain their release through nonlegal means, and theg 
have a history of making threats against the court system. In addition. 
trials involving these groups are often highly visible and generate a good 
deal of attention in the media. These factors contributed to a heightened 
level of awareness on the part of court officials of the possibility of ter- 
rorist threats. 

The court-district officials at our study sites varied in their responses 
according to their differing perceptions of the seriousness of the threats 
against their courts. These responses were associated with the number 
of high-risk trials held in the court districts and with threats emanating 
from the local community. (See table 2.2.) Five of the seven court dis- 
tricts in our review had completed high-risk trials in recent years or 
lvere in the process of conducting such trials. In these districts, concerns 
about the threat of terrorism were heightened by specific cases, many of 
which involved terrorist groups. Officials in one district were particu- 
larly concerned about the possibility of having to try estradited. state- 
supported terrorists. In a sixth court district, officials described a threat 
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climate that was broader in context and more constant than a case-spe- 
cific threat. In this district. there was a perception of a long-term terror- 
ist threat directed against the entire court district, rather than a short- 
term one related to a specific case. Here. officials indicated that. because 
of the large number of high-risk trials being conducted in the district. 
there had been a continuous threat in effect for the last few years. The 
seventh court district in our study had a very limited hist.ory of high- 
risk trials. Officials from this district perceived the threat of terrorism 
to be minimal. 

Table 2.2: Characteristics of District Court Threats 
Site Experience with high-risk trials Local community environment 
1 Terrortsm trial In progress, generatlng a high level of concern Some remnants of support for leftist terrorist organlzatlons 

2 A moderate number of important terronst trials held In recent Concern about actlvlty of gangs with llnkages to terrorist 
years organlzatlons 

3 Several drug-traffIckIng trials. creating a threat of terrorism 
against the entlre court 

Immigrant populatron opposed to certarn foretgn 
governments, that has resorted to violent acts In the past 

4 Several lengthy multiple-defendant trials lnvolvtng organized 
crtme terrortsts. and drug traffickers 

Concentration of terrorist groups known to be active tn the 
area 

5, Very lImIted number of high-risk trials tn past Family and church-orlented community. not supportive of 
terrorism _______ 

s Perlodlc high-risk trials held In past Community tolerance of dlssentlng polItIcal views reducing 
potential for terrorism 

Periodic high-risk trials and concern about possible terronst 
extradltlon trials In the future 

Threat of protests agatnst government 

Several interviewees in the court districts we visited described the ter- 
rorism threat more broadly in terms of the local community environ- 
ment. Officials in one district noted their community’s history of gangs 
that have participated in terrorist related activities. such as maintaining 
bomb factories and safehouses. In recent years, at least one of these 
groups had attempted to align itself with an international terrorist 
organization. Officials in this district thought that their experience with 
terrorist trials would probably continue, given the continued existence 
of gangs supportive of terrorism. In another district. officials described 
their family and church oriented community as less supportive of ter- 
rorists, in their view perhaps one reason why they had not yet expe- 
rienced terrorist trials. 

In addition to their concerns about high-risk trials, officials that \ve 
talked with expressed a general concern about other threats lvhich 
could lead to disruptions or violence in the courts. Of particular concern 
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to them was the potential threat posed by disgruntled litigants in vari- 
ous civil or criminal cases. The 19i9 assassination of a federal judge in 
Texas highlights the threat posed by such litigants, especially those 
involved in drug-related cases. Several examples were provided by court 
officials of alleged assassination contracts directed against members of 
the court or litigants appearing in court and aimed at harming Lvitnesses 
or court officials. Court officials also suggested that a threat was posed 
by unbalanced individuals who are not involved in any court case but 
who might have some grudge against government institutions or the 
court system. In one district. for example, officials described an incident 
in which an individual who was dissatisfied with the ability of a federal 
program office to resolve a benefit dispute broke windows and 
threatened to start a fire in the courthouse. Several officials also men- 
tioned public demonstrations as a potential threat to the courts. Protes- 
ters have demonstrated at government buildings against controversial 
court decisions and various federal government policies. These demon- 
strations were viewed as having the potential to become disruptive and 
thus destructive of building activities and facilities. 

Summary Court officials expressed concern about a broad range of threats to the 
courts. Some officials felt that courts, due to their symbolic nature, 
kvould be likely targets if terrorism were to increase in this country, but 
they characterized such a threat as moderately low. Actual threats 
directed against members of the judiciary by disgruntled trial litigants 
or convicted felons and anticipated threats related to high-risk trials 
involving organized crime, drug traffickers, and terrorist groups were 
highlighted by interviewees. Concerns about such threats varied across 
the districts we reviewed and were associated with the incidence of 
high-risk trials and other threat experience. One district that had con- 
ducted a series of high-risk trials characterized the threat as constant. 
serious, and directed toward the whole court district rather than to\vard 
a specific case. In the other districts. there was a heightened awareness 
associated with periodic high-risk situations. 

Risk Assessments Evaluation question 3 was what processes. methods. or procedures are 
used to assess the risk of terrorism. including assessments of the threat. 
the criticality of facilities and operations, and their overall vulnerabili- 
ties? Of the multiple organizations involved in providing court security. 
only the YSMS and the WA regularly conducted formal risk assessments. 
The IWS had undertaken efforts to implement the recommendations 
made by the 1982 I’S, -4ttorney General’s Task Force on Court Security. 
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The Task Force encouraged a comprehensive and systematic approach 
to court security based upon a systems approach and risk-management 
principles. They recommended institutionalizing security-risk manage- 
ment, which was defined as 

“the anticipation. recognttlon and appraisal of a secunty risk. and the inltiatlon of 
appropriate actlon to remove or reduce that security risk. It assumes that various 
levels of anticipated risk and actual threat environments can be measured and 
defined. Risk management also pro\.ldes for resource,justlficatlon and allocatlon on 
the basis of an assessment of the projected or actual need for court securit) 
services.“’ 

The following sections describe the I’SMS risk-assessment initiatives and 
those of other agencies. 

Security Assessments 

I ?3IS Based on the recommendations of the 1982 Attorney General’s Task 
Force, the L-23. marshals were to conduct uniform. comprehensive secur- 
ity surveys of all federal judicial facilities in their districts and develop 
written security plans, including detailed instructions and procedures 
for meeting court security needs at various levels of anticipated risks 
and actual threats of terrorism. The Task Force said that these plans 
should attempt to balance the public’s right of access to a public build- 
ing-in this case a judicial facility-with the need to protect all partici- 
pants involved in the judicial process and to maintain the integrity of 
that process. 

The YSMS had developed procedures for conducting court security 
surveys. Standard forms were provided to V.S. marshals that addressed 
a number of topics for inclusion in a survey. General information on 
characteristics of the building. occupants, and the immediate neighbor- 
hood was required. In addition, specific information on court facilities- 
such as a description of building access points, size and type of security- 
guard force. and inventory of existing security equipment-was solic- 
ited. A determination of areas vulnerable to intrusion or disruption was 
also to be made, for itemization in a survey. The survey also was to look 
at selected court facility components, such as courtrooms and judges’ 
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chambers, to identify whether security systems were in use and operat- 
ing properly and to determine vulnerabilities. such as access points. 

We found that security surveys were conducted by district deputy mar- 
shals or by IXMS Court Security Division inspectors. who spend most of 
their time in the field providing technical assistance to the districts. The 
EMS was unable to provide security surveys for all of the seven court 
districts in our survey. However, based on the four surveys that we 
reviewed, the surveys appeared to have similar features. although there 
was some difference in the amount of detail provided on building char- 
acteristics and vulnerabilities. This was due in part to the differing 
security considerations and physical configurations of the various court 
facilities. 

Special surveys were conducted in several of the districts we visited in 
response to scheduled high-risk trials or other increased-threat situa- 
tions. These special surveys, in contrast to the regular court security 
surveys, focused on the identification of vulnerabilities and the ade- 
quacy of existing security measures against specific kinds of threats 
that varied across studies. These surveys variously addressed strategies 
for countering prison escapes, armed assaults. and vehicle-bomb attacks. 
In two of the court districts we reviewed, outside consultants and fed- 
eral-agency security personnel assisted in conducting these assessments. 

GSA had developed a process to assess risks using three interrelated com- 
ponents. The first component involved the assignment of levels of criti- 
cality, ranging from one to three, based on the sensitivity of the tenant 
agency’s function (such as importance to national security). degree of 
public contact. and value of the property. Second. GSA regional staff 
were required to conduct security surveys to identify physical securit>- 
hazards or deficiencies in a facility. The survey included an inventory of 
building and tenant characteristics. This information was also used to 
help determine the criticality levels previously noted as well as to com- 
plete the third component, a computer-generated “risk-assessment 
matrix.” This latter assessment included additional threat information. 
such as the incidence of crime in the building and immediate neighbor- 
hood. bomb threats that had occurred. demonstrations conducted. and 
specifically terrorist incidents that had taken place. The matrix \vas 
developed with an algorithm which assigned various weights to the dif- 
ferent categories of information. These weightings were then calculated. 
and an overall risk level was produced. GSA used this risk matrix as a 
tool to determine adequate levels of security and physical protection for 
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each building and leased space. including both a standard protection 
level and special protection measures that could be provided on a reim- 
bursable basis. 

We found that while these methods had been established by GS.-\ head- 
quarters, their use by regional officials varied. GSA security surveys 
were readily available for our review in three of the seven federal court 
facilities we visited. The three surveys included the general types of 
information outlined in GSA guidelines and also appeared to take account 
of the sorts of threat specifically associated with the courts. Two of the 
surveys concluded that existing court-facility security systems were 
inadequate in view of the criticality of the tenant agencies’ activities. 
The third survey stated that the present court security system would 
suffice but that improvements should be implemented when funding 
became available. 

According to the GSA officials we interviewed. the risk-matrix system 
had only been implemented within the last year and therefore had been 
applied to only a limited number of federal court buildings. GSA officials 
in one district indicated that the risk matrix should not be viewed as a 
comprehensive method of determining risk because the risk levels pro- 
vided by the matrix were directly related to the quality and quantity of 
information used as input. The threat information that was used in this 
district, for example, was limited exclusively to incidents that had 
occurred. They did not include any consideration of potential future 
threats. 

Emergency preparedness plans for responding to emergencies such as 
bomb threats, fires, or natural disasters were also available in the court 
districts we reviewed. These plans were developed through GSA-Organ- 

ized building-occupant committees. The largest tenant agency in a build- 
ing usually was designated as lead agency for organizing and 
implementing an emergency plan. Plans included procedures for notify- 
ing authorities in case of emergencies, conducting building searches, and 
evacuating personnel. 

Executive Office of U.S. 
Attorneys, Justice Management 
Division 

Prior to the mid-1980s. a security-compliance form was used regularly 
to review the adequacies and deficiencies of security programs in J-25. 
attorneys’ offices as well as other Department of CJustice facilities. This 
lengthy form required data on perimeter, building and internal security. 
and on safeguards for information (for example. tax, grand jury. and 
personal records), automated data processing. and safety and health. 
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Lacking the resources to continue this regular assessment. the .Justice 
Management Division presently conducts security sur\.eys only when 
requested. We reviewed reports on facilities in three districts that we 
visited. The studies had been requested because of concerns about the 
adequacy of security in relation to perceived threats to personnel and to 
information related to organized crime. international drug trafficking 
and terrorism cases. The studies focused on and made recommendations 
for changes in physical security systems. the guard services, and office 
operations, as well as procedures for monitoring building access and 
safeguarding information. 

Threat Information The LSMS and court officials we interviewed distinguished between an 
“actual threat environment” that was quite specific and an “anticipated 
security risk environment” that was more general. An actual threat 
existed when a bona fide written or verbal threat had been made whose 
aim was either to cause injury to a federal judge, a I’S magistrate. or 
other trial participant; or to lessen the integrity of the judicial process in 
a particular trial or judicial proceeding through intimidation of the 
threatened party. Anticipated security risks included the potential for 
violence. an estimate based mainly on factors specific to cases being 
tried. 

Actual Threats The main activities and decisions to be undertaken in response to an 
actual threat to a judicial official are diagrammed in figure 2.1 on pages 
38 and 39. Generally. threats were initially investigated by the U.S. mar- 
shal in the court district of the target. The U.S. marshal could authorize 
a Z-hour protective detail and forward the information to the I~S~IS 
headquarters’ Court Security Division and Threat i2nalysis Division 
(TAD), which was established in 1983 to conduct assessments of the 
validity of threats received against members of the federal courts. The 
TAD assessed the intent of the individuals who made the threat. and 
what their capabilities were, and then produced some estimate of the 
danger posed to those who were the target of the threat. This assess- 
ment was based on information collected from the district that was the 
source of the threat, background information on the past history of the 
individual or group responsible for the threat, and current threat infor- 
mation supplied by other federal investigative agencies, such as the FBI. 
Central Intelligence Agency. and Bureau of ,4lcohol. Tobacco and Fire- 
arms. Because the threat could change ovrer time. subsequent reassess- 
ments were made, depending on the nature and seriousness of the 
threat. 

Page 36 GAO PEMD-W22 Domestic Antiterrorism Efforts at Selected Sites 



Chapter 2 
Antiterrorism Practices in the Federal Courts 

TAD categorized threats as low, medium. or high but did not make rec- 
ommendations on how the L’SMS should respond to the threat. (The L’SMS 
has attempted to provide TAD with independence from I%MS divisions in 
order to limit the influence of resource allocation issues on threat analy- 
sis.) Based on the information provided by the C’S marshal and T-4D. 
the Court Security Division then decided whether to continue a protec- 
tive detail or provide other security protection. They also determined 
when the threat had been reduced to the point that the protective detail 
should be removed. Our court district interviewees indicated that while 
this process worked fairly well. there were disagreements at times about 
the seriousness of the threat and the necessity for protective details. 

Having been supplied information obtained from a number of law 
enforcement investigative agencies, TAD officials then distinguished 
between intelligence for threat analysis and intelligence for investiga- 
tions for prosecution. While the latter was useful for threat analysis, it 
typically had not been shared by investigative agencies because such 
disclosure might interfere with the development of a case. With increas- 
ing experience, TAD had planned to develop its own data base of threat 
information to expedite its analyses. 

According to data provided by the Marshals Service, actual threats 
against members of the federal judiciary have increased in recent years. 
During fiscal years 1983 and 1984. there were 271 recorded threats. 
while in 1985 and 1986 there were 447 identified threats. Of the threats 
received in fiscal year 1986, about 7.5 percent were directed against dis- 
trict judges. and the remainder were against U.S. attorneys, magistrates, 
and other members of the judiciary. The majority of these threats in 
1986 originated with individuals. (About 30 percent of the authors of 
these threats were serving time in prison, while another 40 percent were 
classified as nonprisoners.) Terrorist-related threats accounted for 2 
percent of the total. while organized crime and drug cartels were respon- 
sible for 4 percent. 
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Figure 2.1: USMS Threat Response 
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Anticipated Threats The 1982 Attorney General’s Task Force on Court Security recom- 
mended that the determination of an “anticipated security risk environ- 
ment” (threat) include the consideration of case-specific factors. such as 
type of trial, subject matter of the case. stage of proceeding. and identity 
and number of participants. Using these factors. the Task Force furthel 
defined an indicator system for identifying four levels of an anticipated- 
risk environment to guide the court districts in determining appropriate 
security measures. The lowest level pertained to civil proceedings or 
criminal pre-trial proceedings where there are no indications of poten- 
tial disruption or violence (or both); the highest risk level included crim- 
inal trials and other proceedings where it is determined that a high 
potential for disruption or violence (or both) exists. 

In the court districts we visited. interviewees described threats using the 
case-specific factors outlined by the task force. We did not find. how- 
ever. a formalized process for the gathering and analysis of this threat 
information. Most court districts relied on informal, ad hoc communica- 
tion on the assumption that high-risk cases had such visibilit]. that the) 
would be well-known. In addition to sharing information during the dis- 
trict’s court security committee meetings. the VS. marshal and his staff 
also maintained liaison relationships with local law enforcement organi- 
zations. In some cities. terrorism task forces had been established in 
response to the need for joint investigatix.e activities among the FRI. 
state police, and local law enforcement organizations. While their focus 
was on investigation for prosecution, these task forces were also a 
source of threat information. 

One court district in our review had initiated special procedures fol 
sharing threat information. In this district. the marshal had developed a 
form which was circulated between the clerk of courts, 1-S. attorney 
and chief judge to assist in the flow of information about serious-threat 
cases and enable the IMIS to better meet the demands for securit\- per- 
sonnel. This district had also recently developed a computerized pris- 
oner-management system so that information was available to those 
transporting prisoners about a prisoner’s potential for violence and the 
likelihood of an escape attempt. 

Identification of Critical 
and Vulnerable Elements 

The court officials in our study sites identified the critical elements in 
the federal court environment as the indi\-iduals. facilities. and informa- 
tion or materials used in carrying out the judicial process. Officials WI- 
sidered these categories of elements to be interrelated rather than 
mutually exclusive. In terms of personnel. critical elements included the 
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judges, prosecuting attorneys. witnesses. and juries. The loss of any of 
these individuals. all of whom are directly involved in the judicial pro- 
cess, could lead to a disruption of ongoing trials. The assassination of a 
judge, for example, could result in a mistrial or, at the least. a delay in 
concluding a trial. If, as suggested by officials in one district. a judge 
was presiding over a lengthy trial and it appeared that a guilty verdict 
was imminent. a defendant could gain additional time and freedom if the 
judge were removed from the case. 

The facilities in the court environment that were considered critical 
included those areas where the judicial process formally operated 
(courtrooms), where critical individuals worked (judges’ chambers. VS. 
attorney offices, and jury rooms). and where prisoners were held and 
transported. Similarly, critical information or material included evi- 
dence and records that might be essential for developing or presenting a 
case. In addition, information pertaining to the identification of infor- 
mants was also viewed as sensitive. (See table 2.3 for a list of court 
elements.) 

Table 2.3: Elements of the Court 
Environment That Are Either Critical or 
Vulnerable, or Both 

Element 
Personnel 

Facllltles 

Type 
Judges. U S attorneys clerks court executives probation 
staff. juries witnesses. public .-.__ 
Judges chambers courtrooms U S attorney offices 
prisoner holding areas garage area clerks offlces court 
executive offlces probation offlces other judiclai ofhces 
Marshals Service offices 

InformatIon Evidence dlsposltlons. records court fees 

The vulnerabilities in the court environment were discussed by court 
officials in relation to protecting the critical entities discussed above. 
Vulnerabilities associated with various access points to the court facili- 
ties were of concern to most of the officials in the districts we visited. 
Public entrances as well as restricted ones for deliveries or parking were 
viewed as vulnerable points. This was of particular concern in buildings 
that housed multiple agencies. Some officials identified the lack of pro- 
cedures to monitor custodial and maintenance staff within court build- 
ings as another vulnerability. In addition. the failure to adhere to 
security precautions on the part of some court personnel \vas a concern 
to members of the Marshals Service. Examples of this failure> included 
distributing keys to nonauthorized personnel. leaving doors unlocked. 
and failing to use CCTI’ monitors. 

Page 11 GAO PEMD-W-22 Domestic Antiterrorism Efforts at Selected Sites 



Chapter 2 
Antiterrorism Practices in the Federal Courts 

Summary In response to the relatively high level of concern on the part of federal 
court officials over threats. including terrorist ones, the I‘SMS had devel- 
oped a planning process for assessing various threats identifying vul- 
nerabilities. and determining security needs. Security surveys that 
inventoried building characteristics and existing security measures and 
identified court areas vulnerable to intrusion or disruption. were con- 
ducted at the district level. In addition, special surveys which focused 
on the potentially more serious threat posed by high-risk trial situations 
were completed in several of the districts in our review. GSA also had 
developed a facility risk-assessment process which included assigning 
levels of criticality to federal buildings, conducting security surveys, 
and utilizing a computer-based risk matrix to determine security 
requirements. We found, however, that there was variation in the imple- 
mentation of this process among the districts we visited. 

Actual and anticipated threats against the courts were assessed by the 
IXMS Threat Analysis Division when requested. The Threat Analysis 
Division assessed the individuals or groups who initiated threats in 
terms of their capabilities and motivations and then provided an esti- 
mate of the danger posed to those who were the target of the threat. The 
elements of the court environment that were considered critical by the 
court officials we interviewed included the individuals, facilities, and 
information directly involved in carrying out the judicial process. 

Selection Factors Evaluation question 4 was what factors-such as costs, safety. impacts 
on civil liberties, or on the environment-are considered when selecting 
antiterrorism strategies’? Headquarters staff of the Marshals Service. 
Court Security Division, played a central role in the selection of the 
types of security devices and technologies used and the number of 
security personnel allocated to the various court districts. The district 
court officials in our review provided some input into the selection pro- 
cess as well as retained decision-making authority regarding the security 
measures actually used in their districts. The building entry-control 
screening systems that were used at many of the court facilities in our 
review, were selected by the Marshals Service. Hovvever, the district 
court, through either the marshal or the court-security committee. con- 
figured the systems to address site-related security concerns. 

W’e found that recommendations or proposals for security measures 
were part of the Marshals Service risk-assessment process. When secur- 
ity surveys of court facilities were conducted. strategies for reducing 
risks were often included. Court Security Division officials and district 
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court officials considered a number of factors in selecting risk-reduction 
strategies. These factors were not necessarily developed systematically 
into a formal assessment. but the court officials we interviewed indi- 
cated that they were taken into consideration and sometimes discussed 
in security survey documents or during court security committee meet- 
ings. The key factors discussed by these officials included civY1 liberties. 
practicality, costs, and technical quality. Officials pointed out that these 
factors are interrelated, and they did not ascribe any rank order to 
them. 

Civil Liberties A number of court officials in the districts we visited emphasized that 
difficulties existed in providing security to federal judicial facilities. Of 
major concern was how to provide security to safeguard the functional 
integrity of the judicial process while preserving the open nature of our 
court system. The interviewed court officials pointed out that security 
systems must provide protection without affecting too significantly the 
conduct of the courts. Too much security could disrupt trial proceedings 
or possibly influence juries who are deliberating a case. Too little secur- 
ity could place court members, jurors, witnesses, court employees, or the 
public at risk. 

The need to preserve the court system as an open, democratic institution 
was strongly advocated, even if this meant that security risks were 
increased. Security measures that might create the appearance of an 
“armed camp” or that could possibly have a negative impact on judicial 
proceedings, were of concern to court officials. The added security. for 
example, that surrounds a high-risk trial could give juries a biased 
impression that might influence their deliberations and possibly even 
result in a mistrial. Security measures could also damage the defend- 
ants’ right to be presumed innocent until proven guilty and perhaps 
even impede the defendants’ right to prepare their own defense. 

Court officials, sensitive to these concerns, had attempted to provide 
security measures that were low-key and unobtrusive while, at the same 
time, equal to any perceived threat. Keeping security low-key involved 
such things as requiring court security officers and deputy marshals to 
wear business garb rather than law enforcement uniforms, limiting the 
use of CC-TV monitoring systems in areas where lawyer-defendant discus- 
sions might take place, and taking steps to ensure that prisoners are seg- 
regated from other trial participants and spectators. This latter point 
has involved clearing corridors before escorting prisoners into a court- 
room and removing prisoners’ handcuffs before seating them in front of 
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juries. Court officials in one district indicated that the effort to keep 
juries and the public from any contact with prisoners had at times led to 
delays in conducting court trials because of the time and trouble 
involved in escorting prisoners to courtrooms. restrooms. and areas 
where lawyer-client meetings were held. 

Court officials in some districts in our study indicated a reluctance to 
implement a high level of security which might give the impression that 
the court has “given in” to a threat situation. This view was particularI> 
important in relation to terrorism because one major objective of terror- 
ism is to expose weaknesses in a governmental system and, through 
intimidation, cause changes in existing policies. One example of this con- 
cern that we encountered in two of the court districts included in our 
review, was the idea of conducting high-risk terrorism trials in a high11 
secure location. such as a military base. Court officials in these districts 
were opposed to the use of a military base for holding trials largely 
because of the negative effect maximum security might have on the tri- 
als. These officials felt that the presence of military personnel and other 
security measures associated with a military base might compromise a 
juror’s objective view of a trial defendant. 

Practicality Practical issues were mentioned by court officials we interviewed con- 
cerning both the selection and the implementation of security strategies. 
Many problems in providing adequate security for the courts we visited 
stemmed from the fact that a majority of these facilities were not ini- 
tially designed to meet the threats currently facing the courts. At the 
time these facilities were constructed. security threats against the courts 
were not perceived to be an important issue. These court facilities were 
therefore designed to provide a functional space for carrying out the 
activities of the judiciary. including an emphasis on providing access to 
the public. Current efforts to retrofit buildings with security devices 
often has been made difficult by architectural impediments and resource 
constraints. 

The location of many court functions in multi-tenant buildings contain- 
ing other federal government agencies or. in some cases. nongovernment 
offices also had posed some difficulties concerning the provision of 
security in the court districts we visited. The presence of other federal 
agencies increased the public traffic in these buildings and thus made it 
more difficult to implement access-control measures to protect court 
activities. In some buildings. access control \vas particularly problematic 
because court facilities were scattered throughout the building rather 
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than concentrated in a particular section. In one district building in our 
study, for example. court facilities were located on ten different le\.els 
between the second and twentieth floors. Interviewees pointed out that 
even when it was feasible to integrate security measures into such build- 
ings, there was still the possibility that such measures might adversel) 
affect the operations of other building tenants. In three of the court dis- 
tricts we visited, some of the court functions were located in facilities 
which contained only court-related activities. Interviewees indicated 
that these buildings were often easier to secure. but in some cases there 
were security constraints due to the historical significance of a building 
or its neighborhood location. In addition, structural problems. such as 
the presence of asbestos. were found to be a limiting factor in the imple- 
mentation of security measures. 

We noted other instances of space-use and structural problems in the 
districts we reviewed. We found. for example, that some court districts’ 
proposals to reconfigure existing court facilities or to install screening 
systems to improve access-control capabilities were considered from the 
perspective of their potential effect on building operations or other 
building-tenant activities. In at least two court districts in our study. 
major plans to redesign court facilities were proposed as a means to 
improve security. These plans involved the reconfiguration of various 
court facilities, including offices, courtrooms, and prisoner holding 
areas. These plans were judged impractical from the perspectives of cost 
and level of impact on building actiL7ities. In another proposal for secur- 
ity upgrading of a court building, consideration was given to the instal- 
lation of a screening system on the upper floors of a building where 
court facilities were located. This proposal was determined to be imprac- 
tical by the court-security inspectors who conducted the survey due to a 
lack of space for the screening equipment. an anticipated disruption of 
the offices near the screening system, a need to reprogram existing ele- 
vator service in the building, and the inability of the screening system to 
limit access to lower floors of the building. 

In view of these problems, court officials in several districts and head- 
quarters offices advocated better security planning in the selection. sit- 
ing and construction or renovation of court buildings. In court districts 
where there is a greater threat to security, officials suggested that, 
where possible. buildings be used that are dedicated entirely to judicial 
activities and are designed with a focus on security. Where multi-tenant 
buildings are used, these officials suggested that greater attention. espe- 
cially on the part of GSA, should be given to space-use policies and to the 
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coordination of court security needs with the needs of other building 
occupants. 

CC ets The level of security in the various district courts is constrained by 
budget resources according to court security officials in the Marshals 
Service and in the court districts we visited. These officials felt that the 
number of court security officers and deputy marshals available was 
inadequate to counter the level of threat that was perceived to exist. 
Also, the standard package of security devices recommended by the 
Attorney General’s Task Force for use in the courtrooms and judges’ 
chambers (duress alarms, entry control, bullet-resistant benches) has 
not been allocated to all court districts. As a result of their limited secur- 
ity resources. officials considered cost an important factor in the selec- 
tion of security strategies. Officials of the Marshals Service, Court 
Security Division, for example, indicated that one strategy being consid- 
ered in the procurement of security devices is the development of inter- 
agency procurement agreements. Such agreements, involving the 
procurement of larger amounts of security equipment through inter- 
agency contracts, could be more cost effective according to officials at 
the Marshals Service. 

,4t the court-district level, court officials stated that they had little con- 
trol over budget resources. Their requests for security personnel and 
devices were submitted to the Marshals Service to be reviewed and inte- 
grated with other court-district requests into a national budget request 
forwarded to the Congress for appropriation through the Administra- 
tive Office of the U.S. Courts (.~o~xc). Officials in many of the court dis- 
tricts in our study indicated that cost was often the reason given by the 
Marshals Service when certain requests for security were denied. 

Technical Quality The Marshals Service reported that their physical security specialists 
reviewed the technical aspects of various security devices and equip- 
ment under consideration for use in court protection. These staff did not 
have a formal testing program but conducted informal assessments of 
existing commercial security products and relied to some degree on the 
experience of other agencies with the security products under rev&v. 
The Department of State. Department of Defense, and other federal la\$ 
enforcement agencies were mentioned as agencies where useful security- 
equipment test and evaluation information had been obtained. The %lar- 
shals Service did not conduct formal testing of security equipment. but 
in some cases equipment had been distributed to selected court districts 
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for a trial run. A new type of magnetometer. for example. was infor- 
mally tested by three court districts in this way. 

While we found no systematic process in place for the selection of secur- 
ity risk-reduction strategies. I’SMS and district court officials noted that 
they did consider such factors as civil liberties and intrusiveness. practi- 
cality, costs, and technical quality. We further found that the INIS had 
chief responsibility for selecting security equipment and allocating 
resources to the court districts. where court members and the district 
marshal implemented security measures to meet district needs. Of major 
concern to court officials we interviewed was the maintenance of a bal- 
ance between the provision of security and the open nature of the court 
system. These court officials advocated the use of security measures 
that would provide adequate protection without negatively affecting the 
conduct of the courts. However, when the risks appeared great. 
enhanced security measures were chosen to protect the participants in 
judicial activities. The issue of practicality was raised with regard to the 
possible effect of security measures on building operations and activi- 
ties. The provision of security in buildings not originally designed with 
today’s security issues in mind and where multi-tenant agencies resided 
was problematic according to interviewees. Court officials at the IWS 

noted that costs were an important factor in determining the amount 
and type of security equipment to be purchased. They also pointed out 
that information on the technical quality of security equipment was 
often obtained from other federal agencies or through assessments by 
the I’SMS. 

Risk-Reduction 
Strategies 

Evaluation question 5 was what risk-reduction strategies are being 
used? (Strategies include structural. design and space use aspects of 
facilities: policies and procedures; and security measures involving per- 
sonnel. systems. and equipment.)’ Different levels of security were 
implemented in the district courts we reviewed to address threats whose 
sources ranged from infrequent high-risk or politically sensitive trials to 
the more common cases involving litigants in civil proceedings. Officials 
described certain standard security measures used in court facilities for 
low to moderate level threats and enhanced measures for high-level 
threat situations like terrorism trials. Security measures used in the 
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courts included a combination of physical securit). dci.ices and technolo- 
gies, personnel. procedures and operations. and design-related features. 
We found some variation in the level and application of security at the 
court facilities in our review. This variation reflected differences in 
actual and anticipated threats and site characteristics such as the loca- 
tion and configuration of court facilities. In some cases, variation ma)- 
also have reflected differences in district needs or requests for securit) 
measures. resource availability, and implementation efforts. In addition. 
in some districts enhanced security measures originally installed for 
high-risk trials had been retained because of concerns about other 
threats. 

Standard Security 
Measures 

. 

. 

. 

. 

. 

. 

The following are examples of standard security measures utilized in 
many of the court districts included in our review: 

security personnel stationed at entrances or at various other locations in 
the court building; 
x-ray machines and magnetometers for screening building visitors: 
CCTV systems to monitor building entrances. corridors. and prisoner cell- 
block areas; 
duress alarms and CCTV entry-control packages for judges’ chambers: 
duress alarms in courtrooms, clerks’ offices. and other court locations: 
locks and alarms on building perimeter doors. windows. and gates: 
bullet-resistant material applied to court benches: 
emergency lighting in courtrooms and light switches protected from 
public access; 
vaults for safeguarding sensitive trial information: 
card entry-control devices for garage entrances and access control sys- 
tems for cell-block areas: and 
elevators and entrances dedicated to the exclusive use of judges or for 
prisoner transport. 

The following are examples of enhanced security measures being used 
for high-risk situations in some of the court districts under review: 

screening at building entrances. with secondary screening set up at 
courtroom entrances: 
an increased presence of security personnel in the court building and 
courtroom, including arrangements for support from outside law 
enforcement agencies; 
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l personal protection provided to key court members in response to spe- 

cific threats: 
l physical searches of courtrooms or other critical areas for weapons or 

explosive devices: 
l use of special high-security courtrooms; 
. restrictions on courtroom seating through the use of “small” courtrooms 

or by requiring visitors to show identification and sign in: and 
l the use of sequestered or anonymous juries. 

In addition, the officials we interviewed mentioned the following as 
examples of security measures that had been considered for high-risk 
situations: 

9 barriers, including concrete planters and hydraulic vehicle ramps: 
l armor coating on building windows: 
* moving trials to high-security facilities. such as military bases: and 
l closing the courthouse to all but those who are directly involved in a 

high-risk trial. 

Security Personnel Deputy marshals and court security officers provided a security pres- 
ence in federal court facilities. Their role was to protect against possible 
threats and to respond if incidents occurred. Court security officers 
were deputized with law enforcement authority within the court facili- 
ties. Their duties included operating and monitoring entry-control 
screening systems, patrolling building areas, and guarding various court 
activities. Court security officers were hired through competitive con- 
tract and were required to have graduated from an accredited police 
academy and to have prior law enforcement experience. They also 
received additional training at federal law enforcement training centers. 
Deputy marshals had a broader range of responsibilities related to court 
security and other federal law enforcement activities. In regard to court 
security. marshals had been used to perform the duties prescribed for 
court security officers in addition to providing personal protection for 
court members, transportation of prisoners, and security assessments of 
court facilities. Deputy marshals had receiL7ed formal law enforcement 
training at federal centers. 

The court districts in our review relied on security support from local as 
well as federal law enforcement agencies. This support had been used 
for perimeter protection at court facilities during high-risk trials. pris- 
oner transport, and to provide personal protection for court members 
under threat. Deputy marshals from other districts around the countr) 

Page 49 GAO PEMD-W22 Domestic Antiterrorism Efforts at Selected Sites 



Chapter 2 
Antiterrorism Practices in the Federal Courts 

had also been temporarily reassigned to high-risk trials. Court officials 
indicated that tactical-response teams from local or other federal law 
enforcement agencies would be used for bomb disposal and possibly hos- 
tage situations. Most of the districts in our review had experienced 
intermittent bomb threats, and on at least one occasion a hostage situa- 
tion involving a disgruntled litigant had taken place. 

In each of the district court facilities we visited, the Marshals Service 
maintained an operations center for administrative work, prisoner hold- 
ing, and for monitoring security activities throughout the court facili- 
ties. CCTV. alarm. and communication systems were typically monitored 
and controlled from these centers, and any necessary security response 
efforts were coordinated from here. In three of the court districts in our 
sample. L%MS security personnel were on duty in the court facility at all 
times. In other districts. security personnel were active only during the 
normal working hours. If there was a security incident during evening or 
weekend hours, law enforcement personnel from GSA, if available. or 
local law enforcement agencies were called upon for assistance. 

GSA provided a small number of contract guards and maintained building 
perimeter alarms that were linked to local or regional GSA control centers 
or to the Marshals Service operations center in five of the court facilities 
in our review. In one of the other two court facilities that we visited, the 
Marshals Service had taken over full security monitoring and guard 
responsibilities. In the seventh court facility, GS.;\ did not provide an 
operational perimeter alarm system or guard services because of a per- 
ception that the existing threat was minimal. 

GSA officials that we interviewed pointed out that their budgets had been 
so reduced in recent years that they did not now possess the 1aM 
enforcement resources to provide a timely response to incidents at the 
federal buildings within their jurisdiction. At the time when we visited 
the seven court districts, GSA maintained only a small security-response 
force to cover federal buildings in areas often of several hundred square 
miles. GSA officials noted that they had developed a greater reliance on 
local municipal law enforcement agencies in responding to incidents in 
federal buildings. GSA officials indicated that the perimeter building 
alarms that are located in many federal buildings annunciate to oh.\ con- 
trol centers that are sometimes located far away in other cities or even 
other states. Where such great distances were involved. c;s:\ officials 
stated that after an alarm signal was received they would contact the 
municipal law enforcement agencies with whom they have cooperati1.e 
agreements and request a response. 
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Access Control Screening systems were used as a basic strategy by the I*SMS to control 
access to the court facilities we reviewed. We found that six of the seven 
court facilities had installed magnetometers and x-ray devices either at 
main building entrances or within buildings at main entry points to the 
court itself. In the seventh district. the Marshals Service had recom- 
mended using a screening system, but court officials had opposed its 
regular use because of their recollection of disruptions to building activi- 
ties when a similar screening system had been used in the mid 1970’s. Of 
the six district courts that used screening systems, five screened only 
building visitors and the other one screened all persons entering the 
building! both visitors and court employees. In the latter district, court 
officials perceived a relatively high level of threat associated with vari- 
ous drug-trafficking trials. Concern over this threat led to secur ity 
efforts aimed at addressing a possible “insider” threat as well as any 
threat from outside sources. Court security officers in this district set 
the screening equipment to higher levels of sensitivity and also used 
informal threat profiles as guides in screening for individuals who might 
pose a threat to the court. In the other courts that employed screening 
systems, court employees and government workers with official identifi- 
cation were exempted from screening. 

In some cases, access control measures in the court facilities we 
reviewed also were integrated with building design features and opera- 
tional procedures. Where screening systems were in place, for example, 
other building entrances were often closed in order to limit the number 
of access points. In two of the court facilities, we found that court 
offices had been moved to different locations within the building to 
reduce the amount of public traffic around critical areas. For instance. 
clerks’ offices, which receive a high volume of traffic, were relocated to 
lower floors within the court buildings, and judges’ chambers were 
moved to upper floors where traffic was typically lighter. Similarly. 
hours of operation were limited in a few of the court buildings in our 
review to those times when entry-control screening systems were in 
operation. 

Card-entry systems were used to limit access to underground garage 
areas and to restrict building use during off hours. District-court offi- 
cials pointed out that the magnetometer and X-ray screening systems 
did not cover those personnel who entered the building through the 
garage entrances. Other perimeter access points, such as delivery 
entrances, were protected by guard stations or CCT\ monitoring ior 
both). CCT\. monitoring was also employed around the main entrances of 
most of the facilities we visited. 
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Within the court buildings. separate elevators for prisoner transport and 
for judges were features of the more recently constructed court facilities 
we visited. These elevators usually operated by key control and were 
equipped with duress alarms. In the older court facilities. public eleva- 
tors were used to transport prisoners and judicial officials. except in 
high-risk situations when elevator use was temporarily limited to pris- 
oner-transport purposes. In one court district, a proximity-access card 
system was being installed to control access to selected areas within the 
building. such as the prisoner elevator. cell block area. and the Marshals 
Service operations control center. 

Summary Different levels of security were implemented in the courts to deal with 
situations that ranged from high-risk trials to more common civil and 
criminal proceedings. We encountered both standard and enhanced 
security measures in these court districts. Although we noted some vari- 
ation in the use of security strategies, security personnel played a major 
role in guarding court facilities and their employees and in the manage- 
ment and operation of security systems. Access-control screening SJ-s- 
terns, alarms and CCTY monitoring were used extensively in the court 
facilities we visited. Design elements and operational procedures also 
contributed to overall security programs. 

Evaluations Evaluation question 6 was how are the implemented risk- reduction 
strategies evaluated concerning their technical performance, operational 
effectiveness, and possible intrusiveness on civil liberties’? 

Formal Evaluation Formal evaluations, to determine if overall court-security systems were 
effective against the threats they were designed to protect against, were 
not conducted in the court districts we visited. We found some fragmen- 
tar?; examples of evaluations of existing security measures that were 
integrated into some of the court-security survey assessments and the 
court-security inspections conducted by the Marshals Ser\*ice. These 
efforts mainly addressed issues related to assessing the performance of 
security equipment and personnel. In addition. NY found that some court 
districts in our review also conducted periodic technical performance 
tests of security equipment to determine kvhether equipment was opera- 
tional or in need of repair or replacement. 
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I nforl ma1 Evaluation 

As part of its technical assistance program, the Marshals Service 
recently established a court-security inspection program in order to con- 
duct physical inspections of court facilities. The intent was to conduct 
these inspections on a regular basis. However, because of a lack of avail- 
able resources to carry them out, only a limited number of court-security 
inspections had been conducted and subsequently documented as writ- 
ten reports. There were no inspection reports available for review in the 
districts we visited. 

One of the intended purposes of court-security surveys-particularl:. 
those surveys conducted for high-risk situations-was to determine the 
effectiveness of existing security measures. In some of the special high- 
risk security assessments, testing of existing measures was undertaken. 
This included checking various locations to see if there were areas that 
CCTV systems did not cover or measuring the time needed to gain access 
through locked doors. For example. we found one security survey in 
which a number of cipher locks were tested to see if access could be 
gained within a set time. 

Officials from a majority of the court districts included in our review 
indicated that security personnel did conduct testing of certain securit] 
equipment and measures. In three districts. regular weekly or biweekly 
testing of alarms. locks. cCT~' cameras, and screening system equipment 
was conducted, according to the officials we interviewed. In the other 
districts, similar testing was conducted but on an irregular basis. The 
testing that was conducted at these court facilities consisted of security 
staff checking to see whether doors were properly locked and setting off 
alarms to determine whether security equipment was functioning and, 
in some cases, testing the sensitivity of screening equipment to see 
whether certain objects could be detected. In one court facility, security 
personnel had used concealed weapons to test the detection capabilities 
of a screening system and the alertness of those monitoring the 
machines. Several court officials also indicated that an additional infor- 
mal testing situation that had occurred from time to time in many court 
facilities was the accidental activation of duress alarms by individuals 
who were unfamiliar with their use. Since all activated alarms must be 
responded to. court officials viewed these incidents as one uay of test- 
ing emergency-response procedures. 

As previously mentioned. court officials at one of our study sites had 
recently participated in a terrorism-related command post exercise. This 
exercise in\.ol\.ed se\,eral different federal and local law enforcement 
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agencies and was intended to focus on certain issues of coordination that 
would be involved in responding to a terrorist incident. The scenario 
was directly related to a current court concern, the extradition of inter- 
national terrorists to the Lynited States to stand trial. The exercise 
involved several concurrent terrorist incidents instigated in an attempt 
to influence trial proceedings. 

As discussed earlier in this chapter, civil liberties were viewed by court 
officials as an important consideration in the selection of risk-reduction 
strategies. Civil liberties, however, were not addressed in the evaluation 
efforts we reviewed. For example, the Marshals Service had made no 
effort to record instances of intrusiveness caused by security strategies. 
Court officials that we interviewed indicated that they were aware of 
only a few incidents that involved concerns about civil liberties on the 
part of the public or court employees. They recalled a few complaints 
about the intrusiveness of security measures that were generally related 
to the installation of screening systems in court-occupied buildings. 
These complaints tended to originate with defense attorneys who 
viewed such systems either as an inconvenience or as a threat to lawyer- 
client confidentiality. The majority of court officials interviewed in our 
review felt that security measures! such as screening systems, had been 
generally accepted by the public and by court employees. 

Summary Formal evaluations of overall court-security effectiveness were not con- 
ducted in the court districts in our survey. Some assessment was 
included in the court security-survey process and arrived at through 
informal tests by district security personnel. These efforts focused on 
whether security equipment was working and, in the special surveys for 
high-risk situations, on the effectiveness of security measures to protect 
against identified threats. While we found intrusiveness and civil liber- 
ties to be concerns in the selection of risk-reduction strategies, we did 
not find these factors included in any evaluation efforts. The court offi- 
cials we talked with felt that, although some complaints had been made 
early on, the public had generally come to accept the use of security 
measures in the court environment. 
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Mass Transit Antiterrorism Practices 

While rapid rail systems in this country have not thus far experienced 
terrorist incidents, they could become targets like their counterparts in 
other countries. To answer our six evaluation questions about practices 
implemented to prevent terrorism (listed in table 1.2). we collected 
information from eight large domestic urban-rail systems located in the 
seven cities we visited. As we did in the previous chapter on federal 
court antiterrorism practices, we present our information together with 
information supplied by experts knowledgeable in the area and that 
found in the available literature. 

Roles and 
Responsibilities 

Evaluation question 1 was who is responsible for antiterrorism policies 
and for their implementation? The answer to this question is that roles 
and responsibilities for the regulation, oversight, and management of 
mass transit systems are shared by federal and local public and private 
agencies. 

Federal Roles and 
Responsibilities 

Federal government involvement in mass transportation is formally 
structured by the Urban Mass Transportation Act of 1964. The purpose 
of the act is to provide assistance to communities for the development of 
improved mass transportation capabilities. Through a series of pro- 
grams operated by the Urban Mass Transportation Administration 
(UMTA), financial aid is allocated to communities for the purchase of 
transit equipment, and for operating expenses, planning, engineering, 
and designing of transit systems. In addition, the agency sponsors 
research and development, demonstration projects, and technical studies 
that assist in the development and operation of mass transportation 
systems. 

UMT.4 functions principally as a “grants” agency and not as a regulatory 
agency dictating how local mass transit systems must operate. The 
agency has no direct federal government responsibility for operating 
mass transit systems-which are typically owned by local intergovern- 
mental agencies, quasi-governmental transportation authorities or pri- 
vate companies. Through its role as manager of federal-assistance grant 
programs, 131TA4 has some discretionary authority in awarding grants 
and thus can indirectly influence how funds are used by transit 
recipients. 

The Office of Safety (OS), recently established as an independently func- 
tioning unit of L'MT.4, provides guidance, research support, and training 
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assistance on transit safety and security matters. This office reports 
directly to the administrator of I’MTA4. Officials in this office, having no 
direct responsibility for the safety and security of transit systems. vie\\ 
their role as largely one of promoting safety and security awareness 
within the transit industry. In the past, they prepared guidelines and 
sponsored research studies on various aspects of transit safety. security. 
and emergency preparedness. OS has used research centers. such as the 
Transportation Systems Center in Cambridge, Massachusetts. to develop 
emergency preparedness guidelines for rail transit systems. to evaluate 
transit fire-safety measures, and to survey transit security problems 
and countermeasures. In addition. training programs in rail and bus 
safety and security are supported by OS through the Transportation 
Safety Institute in Oklahoma City. One of the security training programs 
includes a four-hour segment on terrorism prevention-and-response 
strategies and another half-day segment on explosives-incident 
management. 

There are no policies or programs at I*MTPI with the specific objective of 
preventing or responding to terrorism. In 1986. however, oss began a 
project through the Transportation Systems Center to assess the threat 
of domestic terrorism and how it might affect mass transit systems. The 
purpose of this effort, which is currently in progress. is to learn more 
about terrorism prevention-and-response capabilities and to disseminate 
this information to transit system officials in order to raise their level of 
awareness concerning terrorism. One component of the project involves 
the collection of information on past terrorist incidents, the characteris- 
tics and motives of terrorist groups, and the strategies used by other 
government agencies for the prevention of and response to terrorism. 
Civil liberties issues. however, have not been included. ,4 second 
planned component of the project is a series of regional workshops to 
disseminate this information to local transit authorities.: 

In addition to the mass transit terrorism study. the Transportation S\-s- 
terns Center recently conducted security-related studies and projects for 
other federal agencies. such as the Department of Defense and Depart- 
ment of State. These activities included the management of a physical 
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security test and evaluation program. analysis and design of access-con- 
trol security systems, and the evaluation of telecommunications security 
measures. Officials at the Transportation Systems Center indicated that 
an important reason for conducting this work was to develop a core of 
expertise in security systems work that would be available, should the 
need arise, for transportation agencies as well as other government 
agencies concerned about terrorism or other security matters. To date. 
however, the center has not had a formal role as a clearinghouse for 
disseminating technical information on security systems to local mass- 
transit systems or to other government agencies. 

Local Transit System 
Initiatives 

At the local transit-system level. we found that response to the threat of 
terrorism was not identified as a separate initiative by transit officials. s 
As a result, specific roles and responsibilities in addressing terrorism 
were not delineated within these transit organizations. However. roles 
and responsibilities for security, safety, and emergency preparedness 
activities were assigned to various organizational units within the sys- 
tems. All of the transit systems we reviewed relied on municipal fire 
departments for emergency services and local law-enforcement agencies 
for backup assistance or tactical-response support. 

The transit industry, through the American Public Transit Association. 
has developed its own system to monitor the safety and security of 
transit systems. Review boards composed of transit system officials 
have met on a regular basis to discuss transit safety and security issues 
and to share information on existing prevention and response practices. 
In addition, peer reviews of selected transit systems have been con- 
ducted periodically either to provide input for the planning of a new 
system or to assess a transit system’s response to an emergency inci- 
dent. Terrorism itself has not been a specific focus of this organization’s 
effort. AFTA officials have been more concerned with basic security 
issues related to transit crime. 

‘An offw of spectal planrung that addresses terronsm ISSWS has been functlonmg for several year\ 
at one study site This office was estabhshed m response ro concerns regardrng twronst mc~rdems at 
and threats to the numerous facilities fmcluding major au-pot-z. pcu-t tcrmmals. bus fac~llltles. hell- 
ports. tunnels. a bndge. and a large building. m additwn to the rapld rail system that wa\ thr, t’ocu~ of 
our study) operated by the parent organization. The rapld rail component was mcluded III nsk a!sses~- 
ments conducted by the office of special plannmg 
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Concerns About Roles and Transit officials interviewed in our study did not perceive a need for 
Responsibilities greater LMTA involvement in antiterrorism efforts. They indicated that 

they would rather see an increase in federal support for conventional 
safety and security problem-solving efforts. According to these officials. 
CJMTA'S oversight of safety and security and its technical and training 
assistance to transit systems have been reduced in recent years due to 
federal budget reductions. A restoration of federal support for these 
traditional activities was advocated by these interviewees. 

Transit officials at two sites in our review expressed an interest in the 
establishment of some focal point that could provide expertise on terror- 
ism prevention-and-response planning. They felt that there would be a 
need for information about the implementation of effective measures 
against terrorism if the threat of terrorism increased, but they did not 
specify where such a focal point should be located in order to be most 
helpful to them. 

Summary Although CMTA does not currently have policies and programs to address 
terrorism, UMTA officials have recently shown an awareness of the ter- 
rorist threat and have initiated a project to learn more about the subject. 
In addition, some technical expertise on security systems has been 
developed through federal-agency contracts with the Transportation 
Systems Center. Local transit-system officials that we interviewed had 
not previously shown much concern about terrorism and therefore had 
not identified roles and responsibilities for addressing terrorism plan- 
ning. Although the transit system authorities were officially responsible 
for the safety and security of transit patrons, employees. property, and 
operations, they coordinated with municipal agencies for emergency- 
response assistance. Some transit officials believed that it would be use- 
ful to establish a focal point from which they could obtain expertise and 
technical assistance on antiterrorism planning and responses. 

Perceptions of 
Terrorist and Otl 
Threats 

ler 
Evaluation question 2 was what is the current perception of the nature 
and level of the threat of domestic terrorism among those responsible 
for countering this threat? The transit officials at our study sites per- 
ceived the current threat of terrorism against 1’2% mass transit systems 
to be minimal, due largely to the lack of incidents or threats against 
domestic transit systems in the past. Transit officials from several of the 
systems we visited viewed their transit systems as possible secondary 
targets of terrorism, and certain government buildings corporate head- 
quarters, monuments, electric power plants, airports, bridges, or tunnels 
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as primary targets. This view was based on the perception of the offi- 
cials that their transit systems had less visibility and recognition than 
these other facilities. At one transit system, however, officials viewed 
their system as a possible target if terrorism were to increase because 
other primary targets in the area had recently added protective secur- 
ity, thus making a facility without much security, such as a transit sys- 
tem, a more attractive “soft” target. Transit officials from two of the 
systems in our review also felt that their transit systems would not be a 
likely target because the systems had such a low ridership that any dis- 
ruption to service would produce only a small effect on transportation in 
the community. 

Perception of Terrorist 
Threat 

The transit officials we talked with tended to view terrorism as similar 
to other types of rare emergency events, such as a natural disaster, over 
which they have little or no control but for which they must be pre- 
pared because the consequences could be so great. They also viewed ter- 
rorism as a lower priority than other basic safety and security issues, 
such as the protection of transit riders from criminal acts and the avoid- 
ance of transit accidents. The types of threats of common concern to the 
transit officials we interviewed are listed in table 3.1. Except for bomb 
threats or bombings, terrorist acts per se were not mentioned as common 
concerns. Transit officials, however, at times described some of these 
common threats as similar to those that might be instigated by terrorists 
(as noted in the table footnote). These officials indicated that their 
crime-prevention plans and their response! safety, and emergency 
preparedness procedures for other threats would probably also be used 
for terrorist incidents because no plans and procedures had been devel- 
oped specifically for the latter. 
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Table 3.1: Types of Threats of Concern to 
Transit Officials Threat categories Particular threats 

Transrt crimes Vandalism graffiti 
Fare evasion 
Theft from system 
Vagrancy trespassng _----.- -~. -.__ 

General crimes Plckpockettng 
Robbery of patrons 
Assault’ 
Rape 
Homlcldez 
Arson” 
Ktdnapplng” 
Bomb threats or bombings” 
Auto theft ____ 

Natural disasters Floods 
Earthquake- 
High-veloclty winds 
Snow and Ice 
Llghtntng 

Accident9 Fire 
Derailment 
Train colllslon 
Death or Injury on right-of-way 
Gas leak or toxic spill 
Exploston 
Power failure 
Structural collapse 

“The transit offlclals we IntervIewed described these events as belrg smllar lr terms of straregies and 
consequences-although not in terms of motwes-to terrorist incldenls such as assassinations 1~01s 
crlmlnate shootings hostage and barncade situations hllackings chemical or bIological Doisontngs 
and sabotage 

Perception of Crime and 
Accident Threats 

Criminal acts were considered a major priority by officials at all the 
transit systems we visited. Officials were concerned not only with the 
incidence of crime but also with how the public’s perception of transit 
crime affected transit ridership. The type and level of crime that con- 
cerned officials varied across the transit systems in our study. In three 
of the transit systems, for example, officials described numerous types 
of crimes as problematic. Grouped together by these officials were 
crimes against transit property (such as graffiti, vandalism, and fare 
evasion) and crimes against transit riders (such as pickpocketing. rob- 
bery. assault. and homicide). Officials from two of these transit systems 
indicated that the incidence of these crimes on their systems reflected 
the generally high crime rates in the urban areas where their transit 
systems operated. Officials from the third system maintained that the 
incidence of crime was lower on their system than in the local urban 
area. but that the public perceived that crime was a problem on the q-s- 
tem. In the other five transit systems in our study, transit officials were 
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concerned about a narrower range of crimes. In these systems-that 
were largely commuter-oriented in their service-crimes such as 
pickpocketing. fare evasion, and thefts at transit station parking lots 
were considered problems. 

Accidents such as fires. train derailments, or injuries on the right-of- 
way. and natural disasters such as floods, were identified by the transit 
officials in our study as being serious threats that could have a major 
impact on transit riders, property, and operations. Several of the transit 
system officials pointed out that train fires or accidents occurring in dif- 
ficult to reach locations. such as in a tunnel or on a bridge. were threats 
of particular concern. 

Summar>; We found that the transit officials in our study perceived the threat of 
terrorism directed against their systems to be minimal, primarily 
because there had been no history of such events. These officials felt 
that if terrorism were to increase in the United States, transit systems 
for the most part would be viewed as secondary targets in comparison to 
more visible government buildings and other infrastructure facilities. 
Officials were concerned largely with problems of transit crime and 
tended to equate terrorism with rare emergency incidents such as acci- 
dents and natural disasters. 

Risk Assessments Evaluation question 3 was what processes, methods, or procedures are 
used to assess the risk of terrorism. including assessments of the threat. 
the criticality of facilities and operations. and their overall 
vulnerabilities’? 

Formal Risk Assessments Seven transit systems in our review did not conduct risk assessments 
with regard to terrorism. Only one transit system had conducted a for- 
mal assessment that looked at the threat of terrorism, determined what 
components within the system it was most important to protect, identi- 
fied various vulnerabilities of the system. and recommended measures 
for guarding against possible incidents. The approach used in con- 
ducting this assessment was to study the characteristics of past terrorist 
incidents against nontransit targets and then apply this knowledge to 
the development of different attack scenarios against the transit system. 
As part of the assessment, the system facilities were also surveyed in 
order to identify existing security measures and their adequacy against 
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a terrorist attack. This survey involved a review of equipment and of 
system-design characteristics. 

While they did not have a formal risk-assessment process for terrorism. 
we found there was evidence of some risk-assessment activities among 
the other transit systems we reviewed that focused on crime-related 
safety and security concerns. In five of these transit systems, security 
surveys of selected facilities-such as rail stations, rail maintenance 
yards, and revenue-collection operations-were conducted. The purpose 
of these surveys, according to transit officials we interviewed, was to 
inventory existing safety and security measures and to determine where 
maintenance and replacement of equipment might be needed or possible 
improvements made. Transit officials indicated that these surveys were 
completed intermittently as time and resources permitted. 

Security assessments were also conducted as part of the overall design- 
planning process which preceded the construction of four of the newer 
transit systems in our study. Assessments focused on strategies for 
deterring crime, detecting criminal activity, and avoiding injuries or 
losses in the transit system through the integration of architectural fea- 
tures. security devices and technologies, and operational procedures, In 
the other, older transit systems in our review, officials indicated that 
security was not a consideration at the time these systems were built. 
but that security considerations were included in the design of recent 
rehabilitation and system-expansion projects. 

All the transit systems included in our study had formal plans and pro- 
cedures for responding to emergency situations. Emergency response 
plans were tailored to individual systems and to the personnel responsi- 
ble for carrying out the plans, but all tended to address situations that 
posed a major risk to the safety of one or more of the following: persons, 
property, and system operations. These plans, for the most part, 
included the types of response activities listed in the IMTA emergency 
preparedness guidelines for rail transit systems. The 131~~4 guidelines 
recommend that transit systems prepare procedures for 

” l reporting the emergency; 
*’ l evaluating and establishing the parameters of the emergency; 
** . notifying emergency response organization personnel: 
” l dispatching emergency response personnel and equipment to the 
emergency site; 
” l coordinating the activities of all emergency response personnel: 
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*’ l protecting passengers, personnel, and equipment at the emergency 
site; 
” l evacuating passengers: 
” l keeping passengers, employees, emergency response personnel. and 
other agencies informed; and 
“ l restoring the normal operations of the transit system.“’ 

Some transit systems had developed special equipment or technical aids 
for emergency response efforts. A few of the transit systems, for exam- 
ple, had designed emergency response vehicles that could be utilized in 
fighting fires, evacuating transit riders, or transporting rescue teams. In 
addition, a couple of systems had created computer-based emergency- 
response information systems to provide transit managers with informa- 
tion that might be needed in responding to an emergency situation. 

Tl nreat Information Local transit system officials indicated that they have not received 
information concerning terrorist threats on a formal or regular basis. 
This lack of information can largely be attributed to the relatively low 
incidence of domestic terrorism and the lack of threats against transit 
systems. Officials at only one transit system said that they had received 
information regarding a specific potential terrorist threat. According to 
these transit officials, federal intelligence sources had obtained informa- 
tion about an international terrorist threat against a I1.S. transit system 
called “metro.” Since this “metro” system was not specifically identi- 
fied, a number of transit systems around the country were informed of 
the potential threat. 

The transit police officials we interviewed stressed that they had main- 
tained contact with other municipal and federal law enforcement agen- 
cies in the course of regular crime prevention activities. This interaction 
had occurred through work on joint investigations and joint planning 
efforts for special events, and through interagency groups such as pro- 
fessional law enforcement associations that met to discuss crime-related 
issues. Transit officials felt that if an actual threat were identified by 
another law enforcement agency. the intelligence information would be 
shared in a timely manner with officials at the transit systems. Officials 
at one transit system, however, expressed some concern over the fact 
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that federal law enforcement agencies such as the FBI 1~av.e not tradition- 
ally been very cooperative with local agencies concerning the sharing of 
intelligence information. These officials felt that information would 
probably be shared, but only at the discretion of the federal agency and 
based on its judgment of the requesting official’s need to knot{.. 

Identification of 
1.ulnerabilities 

The critical and vulnerable components of transit systems as described 
by officials in our study are summarized in table 3.2. Officials identified 
these components on the basis of familiarity with their transit systems 
rather than as a result of any structured assessment. There was little 
differentiation by transit officials concerning what was viewed as criti- 
cal or vulnerable. or both. Criticality was discussed in terms of two ele- 
ments: the level of impact on people (either the public or employees) and 
on the system itself. 

Table 3.2: Risk Assessment of Transit 
System Component9 Criticality or level of 

impact 
Transit components People System Vulnerability 

Stations High’ Hqh 
_____~_ .~ -. ~~~-~~~~ --~~ 

Rail 

Track Low Higt- 

Cars Htgh! LOW High 

Maintenance yards LOM Medlurr Mealum 

Swltchlng statlons Low Medium Medium _ - ~~ __~- 
Electnc power ..___ _____~~~~ ~~~~~. ~~ ~~ ~~-~ ~.-~~~ ~~ 

Source for system Medium High Medrum 

Substations Low Medium Medium 

Command control center Low- High Low 

Revenue collectton facilities LOW Medium LOU 

Bridges. tunnels Medium Medtum Medium 

Fans vents and emerqency hatches Low Medium Medium 

dThese ratings are based on our assessment of the informatlov collectea from Iniervietis wth :rarslt 
offOals avatlable literature and observattons during ste vlslts 

“Depends on what time of day lnctden! occurs Greater tm(jact *%oJd be erperlenced clurlng rust- nob.: 
than non-rush hours 

-Depends on the locatior In the system where an InWent OCCJE An Incider’ a! a c!osso+Ser z’ nair 
function would have greater Impact than one at ar outlwg statfor or track sem;mer Also 3epe125 3’ 
the alternatives avaIlable such as !edLndancies rerou+lng capabliitles and other factors 

‘Affects employees orl! 
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Transit officials identified rail stations and rail cars as the areas where 
transit patrons are concentrated within the system and therefore where 
the greatest potential for personal injury would exist if an incident such 
as a bombing took place. Depending on the timing and location of an 
incident, the level of effect could also be high if certain other compo- 
nents were the target. A bombing of a tunnel or bridge. for example. 
could cause a high level impact if a train full of riders happened to be 
caught in that section of the system when the incident occurred. 

When disruption to the system was considered by the transit officials 
we interviewed, they identified the primary sources of electric power to 
the system and the central command control center as critical elements. 
The electric power source was considered critical because of the transit 
systems’ dependence on electricity for operating the trains. The central 
control facility was considered critical by transit officials we inter- 
viewed because that is where train traffic is controlled, track power is 
monitored, communications to train and station operat,ors and to the 
public are carried out. and where any response to emergency problems 
typically would be coordinated. Various backup capabilities were 
designed into the systems, but they are not usually automated or cen- 
trally located. Track switching. for example, could be carried out on the 
system. but in order to do so it would be necessary to manually activate 
the switches at various track locations. Another critical component men- 
tioned by transit officials was those centrally located stations or track 
segments that, if damaged, would limit traffic on other sections of the 
system. However, the degree to which such a component was considered 
critical depended on the particular transit system’s ability to reroute 
traffic. 

With respect to vulnerabilities, officials considered factors such as 
access to and the lack of protection for various transit elements. Offi- 
cials at our study sites considered transit systems to be highly vulnera- 
ble to damage or disruption from a terrorist attack. This view was based 
on the fact that transit systems are extensive networks that cover large 
geographic areas, transport large volumes of people within concentrated 
timeframes and, for the most part, have not been designed to protect 
against terrorist threats. Transit systems are closed in the sense that 
access to them is gained by purchasing a ticket: however. they are also 
designed to allow for easy access and use by the public. Thus, if a terror- 
ist wanted to attack a transit system. it would not be difficult to gain 
access to the system and select a target from among numerous alterna- 
tives. Particular components identified by transit officials as vulnerable 
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were rail stations, track areas, and rail cars. The fare collection and cen- 
tral control facilities were considered less vulnerable targets because 
they had been secured. Some transit components were also considered to 
have differing criticality and vulnerability factors. Rail tracks. for 
example, had a high vulnerability rating but low criticality with respect 
to the potential for impact on the public. 

Summary Transit officials at all but one of the transit systems in our study had 
not conducted formal risk assessments that addressed the terrorism 
threat. Some examples of risk-assessment efforts that focused on other 
criminal threats were evident, however. These included various security 
surveys of selected transit facilities and security assessments of newer 
transit systems to integrate crime prevention considerations into design 
plans. In addition, plans for responding to emergency incidents were 
available at all the systems we visited. 

Selection Factors 

For the most part, local transit officials had not established a structured 
process for identifying components of their transit systems that would 
be considered critical or vulnerable, or both, in relation to terrorist 
attack. However, these officials did provide information on those com- 
ponents of their systems that they considered critical and particularly 
vulnerable. Officials characterized transit systems in general as highly 
vulnerable to terrorist attack. This view was based on the fact that 
transit systems are extensive. unprotected networks within which large 
numbers of people are concentrated. 

Evaluation question 4 was what factors-such as costs safety, impacts 
on civil liberties or on the environment-are considered when selecting 
antiterrorism strategies? Transit officials at the systems we reviewed 
noted that strategies specifically designed to prevent terrorism have not 
received much consideration in security planning due to the fact that 
transit officials have felt relatively little concern about the threat of ter- 
rorism. These officials pointed out, however. that even if the threat of 
terrorism were to increase, it would still be difficult costly. and perhaps 
impractical to implement certain preventive measures. Any attempt to 
screen transit passengers to detect explosive devices or Lveapons. foi 
example. would very likely be too disruptive of normal operations. Simi- 
larly. the level of security that would be needed to protect against an 
armed terrorist assault probably would exceed the resources or capabili- 
ties of transit systems according to the officials we interviewed. One 
official described the problem in this way: The purpose of a terrorist 
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attack might be to strangle the transit system. but it is possible that the 
security measures implemented to prevent such attacks would achieve 
the same purpose. 

Cost and Applicability We did not find evidence of a structured selection process at transit sys- 
tems for choosing among alternate risk-reduction strategies for security 
against crime. The costs of risk-reduction measures. their possible 
impact on safety, and their practicality in relation to system operations 
were factors most often mentioned as considerations in the selection of 
security measures. Requests for security equipment or resources usually 
competed with the requests of other transit system components in the 
budget process. Several transit officials we talked with thought that 
security was viewed as less important than other activities more directly 
involved in transit operations. The cost and effectiveness of any pro- 
posed activity were important, according to officials we interviewed. 
because reductions in federal mass transit grants, along with rising 
operating expenses, had imposed general restrictions on spending for 
transit systems. 

Transit officials identified different sources from which they had 
obtained information on security measures and technologies. In many 
cases, they relied on the experience of other transit systems and the 
expertise of professional security contractors. Officials provided exam- 
ples of instances when they had contacted other transit systems to learn 
about a particular security technology, such as CCTL.. or had requested 
information on strategies for dealing with particular criminal threats. 
Transit officials pointed out that security information was often shared 
through contacts made at meetings of the American Public Transit Asso- 
ciation, other professional associations (such as the American Society 
for Industrial Security), and through informal contacts among transit 
officials. In addition, at four of the transit systems we visited. officials 
stated that they had some staff who were specifically knowledgeable 
about various security technologies. 

Concern for Civil Liberties The use of CCTV provides an example of a technology--either in use or 
considered for use in all of the transit systems we visited--that poten- 
tially intrudes on civil liberties. Factors mentioned by transit officials as 
contributing to their decisions to use CCT\~ systems for security included 
practicality, cost, and maintenance considerations; consideration of the 
effects of (‘CTV use on civil liberties played a minor role in their 
decisions. 
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In five of the transit systems where CCTI. was used, officials advocated 
its use because they felt CCTY increased monitoring capabilities and pro- 
vided some deterrence against crime by its very presence. In three other 
transit systems CCTI. was considered for security but was either not 
used or only used on a limited basis due to a lack of clear lines of sight 
and problems in integrating CCTV equipment into the existing transit-sta- 
tion setup. At one of the transit systems. officials were also concerned 
about vandalism and the adequacy of response capabilities as they were 
associated with the use of a CCTV system. 

We found that the possible impact of security measures on the civil and 
constitutional rights of transit patrons or employees was not a major 
factor in the selection of risk-reduction strategies. At two transit sys- 
tems in our study, there was mention of concerns on the part of transit 
employee unions over the use of security technologies that were consid- 
ered intrusive. In these cases. the unions had objected to the use of CCT\- 

to monitor transit workers on the job. According to transit officials, 
these concerns had some influence on the placement of CC‘TV cameras in 
transit stations. This attention to union concerns, however. was distinct 
from any awareness regarding the civil liberties of the public. We did 
not find this latter concern to be an important selection consideration 
for any of the transit systems in our study. 

Summary The officials in the mass transit systems we examined had not imple- 
mented any specific antiterrorism strategies and also had not developed 
a structured process for selecting risk-reduction strategies applicable to 
terrorism or crime threats. But factors such as cost, safety, and practi- 
cality of proposed security measures received some consideration by 
decision makers. However, the civil and constitutional rights of transit 
patrons and employees received only minor attention from those 
involved in the selection of security measures. 

Risk-Reduction 
Strategies 

Evaluation question .5 was what risk-reduction strategies are being 
used’? (Strategies include structural, design and space use aspects of 
facilities; policies and procedures; and security measures involving per- 
sonnel. systems, and equipment.) In the transit systems we reviewed. 
risk-reduction strategies consisted of law enforcement activities, physi- 
cal security devices and technologies and system-design-related compo- 
nents. We found little variation in the general strategies being used 
across the sites in our study. Some variation, however. was evident in 
the extent of use of security measures and the placement of security 
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devices in the different transit systems. The transit officials we talked 
to indicated that it was not practical to provide a high level of security 
protection for all elements of their transit systems. Implemented secur- 
ity measures focused on components viewed as critical and those where 
security problems may have been identified during risk assessment or 
planning. 

Law Enforcement Law enforcement services at our study sites were provided through dif- 
ferent organizational arrangements. Five of the transit systems had 
their own in-house transit police force, two had a designated transit 
police unit provided by the municipal police department. and one system 
had both. Six transit systems also used contract guards to supplement 
transit police units. Guards were used at one system to monitor rail sta- 
tions and at the other systems for property protection and revenue-col- 
lection purposes. 

The transit police forces we observed operated in a fashion similar to 
that of regular municipal police forces. Officers received both basic law 
enforcement training and special transit police training to familiarize 
them with the transit environment and transit security problems. 
Transit officials believed that a uniformed police presence in stations 
and on trains was very important and acted to some degree as a deter- 
rent to crime. Regular patrols by police officers were carried out in all 
the systems we visited and often were supplemented by plainclothes 
details. 

The transit police officials we talked with had established plans and 
procedures for several types of incidents. including serious situations 
like bomb threats or hostage takings. These officials indicated that if 
serious incidents occurred, they would generally depend on support 
from tactical-response units (bomb disposal squads and “SVAT” teams) 

called in from local law enforcement agencies or. in some cases, from 
nearby military bases. One of the transit systems in our study had its 
own “SWAT“ team. Officials at this system thought that it was important 
to have such a team available because its members were more highly 
trained than a normal “SMT” unit in tactical-response measures 
designed for use on a transit system. This training included techniques 
for approaching trains undetected. gaining access to barricaded trains. 
and using ueapons effectively in a transit environment. 

All of the transit systems \ve reviewed had been targets of bomb threats. 
According to officials we talked to, the number of bomb threats that had 
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occurred in the past ranged from a few per year at three of the systems, 
to a dozen or more per year in the other systems. Transit officials indi- 
cated that all threats were taken seriously but that response actions 
were generally undertaken only when there was sufficiently detailed 
information about the bomb threat. This detail tended to include infor- 
mation on the time and location of the intended bombing. Transit offi- 
cials emphasized that there were no absolute rules to follow in 
formulating response decisions; rather, it was often a matter of judging 
whether to take no action or to respond by conducting searches, closing 
stations, rerouting trains, or evacuating trains and stations. 

Physical Security 
Measures 

Some examples of the security equipment and technologies in use on the 
various transit systems we visited are provided in table 3.3. Several of 
these devices (such as fences, gates, lighting, and locks) are fairly stand- 
ard in the security and safety field and were used extensively in the 
transit systems in our study. Other devices (such as CCTV. intrusion- 
detection alarms, and access-control measures) were not in widespread 
use in the transit systems we reviewed. 

Table 3.3: Examples of Security Measures Used at Transit Systems in Our Review 
General category Type of measure Particular measure 
Law enforcement acttvltles Police patrols Uniformed 

(Routine and special) Plainclothes 
Canine units _____ 

Physical security equipment Closed circuit television Constant monltorlng video recording capabIlity alarm- 
activated monitored safety zones 

Intrusion-detection alarms Electra-mechanical 
Microwave 
Ultrasonic 

Access control for non-public areas Employee ID badges, magnetic-card key, employee stgn-in 
procedures. fences and gates locks. vaults 

Communrcations Radto: public address system emergency station and rail car 
phones. tratn-approach annunciator system, silent alarms 

System and design-related 
components 

Design 

Redundancy 

Open-We stations. unobstructed views. barriers. elevated 
guideways. lighttng 

Excess train capacity spare parts 

Materials Vandal-reslstant stations and raii cars bullet-reslstant statlon 
booths 
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Transit officials emphasized that there traditionally has been a strong 
overlap between the areas of safety and security on transit systems. A 
key distinction between the two areas is that security relates to inten- 
tional threats or acts while safety relates to accidental events. One illus- 
tration of the overlap between safety and security functions is the use 
of CCTI’ transit station monitoring in the transit systems we visited. CCTi 
provided station operators or viewers in a command control center with 
the capability to monitor potential criminal acts against transit patrons 
or property. At the same time, CCTV also enhanced safety by providing a 
better means for assessing crowd size and activity and for monitoring 
safety violations. 

We found that transit systems used CCT\’ within transit stations to moni- 
tor platform areas, fare collection machines or ticket booths, and station 
access points. Transit officials in these systems considered CCTV to be an 
important means of preventing station-related crimes such as fare eva- 
sion, vandalism, robbery. and assault. Officials emphasized, however. 
that CCTV systems must always be linked with an adequate response- 
force capability in order to be effective in crime prevention. In one 
transit system, CCTV was relied upon almost exclusively in selected sta- 
tions where there were no transit employees assigned to operate the sta- 
tions. At these stations, transit police officials had established “safety 
zones,” monitored by CCTV cameras, where patrons could stand while 
waiting for a train. 

Other examples of security measures used in the transit stations in our 
study were enhanced lighting, gates to block off closed station entrances 
and to keep unauthorized persons from entering track right-of-ways, 
fences or barriers around station perimeters, and alarms on fare card 
machines, ticket booths, and emergency exits. In some stations, operator 
ticket booths were hardened with bullet-proof material and equipped 
with silent alarms for use in emergencies. Public address systems were 
standard equipment in most transit system stations as were radiotele- 
phones for use by transit employees. 

Enhanced security measures were evident at the fare collection facilities 
and the command control centers of the transit systems we reviewed. In 
both transit components, entry-control measures were used to confine 
access to authorized personnel. In several transit systems, these meas- 
ures included formal sign-in procedures and the use of card key or com- 
bination access locks. In the fare-collection facilities measures to protect 
against theft included CCTV to monitor access points and employees han- 
dling revenues. vaults to store collected revenue, and alarms on access 
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points to detect attempted break-ins. In several systems, fare-collection 
employees were also required to wear pocketless uniforms or work with 
a partner to discourage misappropriation of revenue. 

System-Design-Related 
Components 

A number of the transit systems we reviewed had examples of design- 
related elements that helped to reduce the vulnerability of the system to 
damage or disruptions. (See table 3.3.) Redundancy and excess capacity 
were built into most of the systems in our study to allow for the continu- 
ation of train service if some segment of a system network was dis- 
rupted. Types of redundancy included train rerouting capabilities and 
the use of bus “bridges” to bypass breakdowns that might occur on the 
system due to train malfunctions. power outages, or maintenance work 
on a rail line. The ability of a system to overcome such problems 
depended in part on the size of the system and the linkages among 
existing rail lines. In fact, officials at one transit system believed that 
their system was so extensive that it would be very difficult to shut 
down completely. The ready availability of a supply of spare parts also 
contributed to a transit system’s ability to more rapidly restore dis- 
rupted service. 

The use of damage-resistant materials in the construction of transit 
facilities was also considered an important risk-reduction element. 
Transit officials that we talked with pointed out that transit stations 
and other system components were not initially designed to protect 
against bombing incidents. In most transit systems, however. certain 
components (such as underground stations and tunnels) were designed 
with a high degree of structural support. In some systems, these compo- 
nents were designed to withstand natural disasters such as earthquakes 
and floods. Concern about crime prevention also has influenced the 
design of several newer transit stations and train cars that feature unob- 
structed views and uncluttered spaces. Transit officials felt that these 
design features eliminated many locations where bombs could be 
hidden. 

Summary A combination of security personnel, equipment and technologies. and 
design features were used by the transit systems we reviewed to address 
criminal threats and emergency situations. Law enforcement services 
were provided by in-house transit police forces or by municipal transit 
police units. Standard security devices such as fences, gates. and light- 
ing were found on all systems: the use of alarms, CCT\‘. and entry-control 
measures was less lvidespread. Transit officials also noted that it was 
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not practical to attempt to protect all elements of a transit system. In 
critical areas of the system and in areas where particular security prob- 
lems had been identified. enhanced security measures were used. 

Evaluations Evaluation question 6 was how are the implemented risk- reduction 
strategies evaluated concerning their technical performance. operational 
effectiveness, and possible intrusiveness on civil liberties‘? The transit 
systems that we reviewed did not have structured evaluation plans or 
programs to test existing risk reduction strategies. Technical perform- 
ance tests were rarely conducted to determine if security devices were 
working properly. and operational effectiveness tests were not routinely 
completed to determine if existing security measures provided the pro- 
tection that they were designed to provide. Some examples of evaluation 
studies and exercises were described by the transit officials we inter- 
viewed. but these either addressed particular security areas that were 
identified as problematic or were conducted in response to some major 
incident on the system, such as an accident. In one transit system. for 
example, a consultant team with experience in corporate security was 
brought in to review the fare-collection process. At another transit sys- 
tem, a study was conducted to assess the effectiveness of existing law 
enforcement protection on the system and to determine whether alter- 
nate strategies were needed. A major tunnel fire on one system and a 
snow emergency on another were the subjects of studies to assess the 
adequacy of emergency-response efforts. 

Emergency Response 
Testing 

Transit officials at all the systems in our study indicated that they had 
conducted regular emergency preparedness drills and exercises for 
reacting to incidents such as fires and transit accidents. These exercises 
were viewed by transit officials as an important means of testing emer- 
gency preparedness plans and procedures. training employees and sup- 
port agencies. and improving interagency coordination efforts. In 
several systems, “worst case” accident scenarios were included in these 
exercises. Exercises were usually conducted during off hours when 
transit system operations would not be adversely affected. 

CVe found only a few examples of exercises involving terrorism related 
threats. The one transit system that had its own "SWT" team conducted 
periodic exercises involving terrorism-type scenarios such as train hos- 
tage rescues. Another transit system had participated in a terrorism- 
response exercise involving sev.eral local and federal law enforcement 
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agencies. This “command post” exercise was organized to test coordina- 
tion efforts among agency participants. While these exercises served as 
a means of evaluating emergency-response capabilities. they did not 
include an assessment of measures designed to prevent unwanted 
occurrences. 

The related issues of the possible intrusiveness of risk-reduction strate- 
gies and their impact on civil liberties were not addressed by any transit 
system evaluation effort. Transit officials were not particularly con- 
cerned about intrusiveness, in part because they had not received any 
complaints from the public about this issue. Most of the complaints 
received, either through letters or phone calls, involved requests by 
patrons for more security on transit systems. 

Summary Evaluations of risk-reduction strategies were not performed in any rou- 
tine fashion by the transit systems in our study. We found some exam- 
ples of security studies that were conducted to address specific security 
problems (such as protection of fare-collection facilities) and a few stud- 
ies that followed major incidents (such as accidents on the system). 
Emergency-response drills and exercises were conducted in all the 
transit systems we studied. These exercises were viewed by transit offi- 
cials as an important means of testing existing plans and procedures for 
reacting to major incidents. However, we found no effort either to deter- 
mine systematically the effectiveness of risk-reduction strategies or to 
explore the possible effect of those strategies on civil liberties. 

Page 74 GAO ‘PEMD-W22 Domestic Antiterrorism Efforts at Selected Sites 



Summm Observations and Matter for 
Congressional Consideration 

In this chapter, we examine our two case studies in relation to each 
other in order to compare and synthesize our findings. These two case 
studies-federal courts and mass transit systems-were selected 
because of their differences with respect to operations, government 
involvement, security threats, and public use. In view of these differ- 
ences, it is not surprising that we also found differences in the level and 
type of antiterrorism practices in place. In the courts we reviewed, offi- 
cials had an awareness of terrorism and other high-risk threats. These 
concerns had led to the development of a process for assessing risks and 
planning risk-reduction strategies, and to the use of more stringent 
security measures in the court facilities we visited. In contrast, we found 
that transit system officials had minimal experience with terrorist- 
related incidents, had little sense of an imminent terrorist threat. and 
had not established a structured planning process nor implemented risk- 
reduction strategies that specifically addressed terrorism. The major 
similarities and differences that we identified in the antiterrorism prac- 
tices at the federal court and mass transit facilities in our review are 
summarized in Table 4.1 and are highlighted in the following sections of 
this chapter. 
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Table 4.1: Antiterrorism Proaram Elements and Their Implementation 

Program element 
Pole and responslbllrtres 

Federal 

Local 

General observatrons 

Perceptrons of terrorism 
threats 

Specific terrorism 
threats 

implementation 
courts Transit systems 

USMS has major role but other federal agencies from No dtrect federal responsibility for security UMTA 
both the executive and fudrcral branches share provides oversrght and technical assrstance 
responsrbrlrty for security policy at the national level __-. 
lmplementatron responslbllrty at district level Involves Local transrt authoritres have pnmary responsrbrltt:d ior 
several agencies and varrous court members safety, security and emergency preparedness --__~ .- ..~___ 
Specrfrc policres and programs exist to address No major polrcres or programs to address terrorism but 
security threats. rncludtng terrorism LJFSTA technrcal assrstance broject planned 

Some Issues addressed but coordlnatron. resources. 
and rmplementatton problems remain rncludrng 
conflrcts between USMS and GSA over perimeter 
securrty 

Moderate awareness of threats based on history of Little awareness of exrstrng threats based on mrnlmal 
actual threats against courts generally expenence wrth threats ____. 
Experience with high-risk trials varted across drstncts 

Terrorrsm In relatron to Ongoing concerns with other threats rncludrng hrgh- Treatment of terrorrsm as rare emergency event srmtlar 
other security Issues rusk trials. disgruntled Irtrgants. and demonstrattons to accrdents and disasters 

Risk assessments 

Terrorism rusk Threat valtdrty assessed by TAD specral surveys Only one transit system had performed a terrorrsm 
assessments performed for high-risk srtuatrons Including terrorrst assessment 

threats ___ 
fielated assessments Regular security surveys conducted by drstrrcts Other acttvrtres conducted to address cnme securrty 

surveys of selected transit facrlrtres ana security 
systems design planning .~ _____-~ 

Emergency response plans developed Emergency response plans developed ~~ ~~~-___..-- 
General observattons Formal USMS and GSA processes for assessrng threat Yo structured process for assessment of threats 

and plannrng security measures but rmplementatron crrtrcalrtres or vulnerabrlrtres Informal ad hoc sharing 
varied across drstncts of threat information and knowledge of crrtrcal and 

vulnerable elements _____ 
Selection factors Centralized selection through USMS some national 

~~~~________~.~ 
No federal guidance no identified structured selec!ron 

guidance and standards but also some drscretron In process at local transit authorrtres 
implementatron at the drstnct level 

___~_~.. ~-~~~~ 

Issues considered 

General observatrons 

Securrty competes with other operatronal components 
in local budgetary process -___ __-. 

Increasing threat level warranted standardrzed basic Threats drd not warrant addltional measures 
security and enhanced securrty for hrgh-risk trials 

CIW lrbertres practrcallty costs. and technrcal quality Costs and safety considered In selection of crrme 
considered Important reduction strategres 

Concern with marntalnrng a secure environment Securrty seconaary to maln operations recognltror 
wlthout unduly affecting the operations conduct and that antlterrorrsm measures drfflcult to Implement in 
integrrty of the judrcral process ‘ranst envlronmen: wrthout major effec! on operations 

rconttnued 
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Implementation 
Program element courts Transit systems .__. ~~~~ 
P s; -reaclc:ion strategies --- 

Staqdard basic Standard security package for low to moderate level lntegratlon of security personnel eautpment ana 
measures threat design features for crime preventlop 

Reliance on secunty personnel equipment and Greater emphasis on emergency preparatlops to 
technologies and design features respond to and recover from lncldents 

Enhance0 measures Ennanced security for htgh-risk situations AdditIonal measures employed forspecIal events ________. 
Gelera: observations Protective measures stressed but secunty remains Emergency preparedness stresseu protective 

problematic due to lack of coordination among measures difficult to implement in a network system 
agencies and to open nature of the courts ______.____~___.~~ -~-~~~ - ~~ 

E,.aluat,ons 

Effect’veness 

Performance 

C,VI! llbertles 

_-___________~..-~ ~ 
Security Inspectton program developed but not Exercises and drills conducted to test emergency 
Implemented on regular basts response plans but not preventive measures ~~~ ~~~____~ 
Some testing of security equipment by district court No examples of security system tests ldentlfled some 
personnel examples of studies to address spectflc security 

problems __~- 
No assessment of Impact on CIVII llbertles No assessment of Impact on CIVII llbertles 

General observations Effectiveness of current security unknown due to lack Effectiveness of current secunty unknown due to lack 
of evaluation of evaluation 

Roles and 
Responsibilities 

There is a direct federal responsibility for the safety and security of the 
federal judicial system. A history of various threats against the courts 
has raised levels of awareness towards security among agency adminis- 
trators. resulting in the development of policies and programs to address 
a broad range of threats, including terrorism. Although the I%% has the 
principal responsibility for the protection of federal court facilities and 
their employees, other agencies of the executive and judicial branches of 
government assist in providing security. Due to the location of courts 
Lvithin federal buildings, GSA has responsibility for perimeter security 
and for the building in general. At the local district-court level. further 
responsibilities for implementing security provisions are delegated to 
the marshal and to various members of the court. 

Since the transit systems that we visited are owned and operated bl 
regional or local quasi-public agencies. roles and responsibilities for 
security, safety, and emergency preparedness reside chiefly with the 
transit systems themselves. We found that transit system officials gen- 
erally had not defined any specific plans or programs for terrorism pre- 
vention or response within their organizations. but that the\. had done 
so for transit crime. accidents, and other emergency situations. At the 
federal level, LXTA has traditionally provided some financial and techni- 
cal assistance to local transit authorities, but the agency has not estab- 
lished policies or programs to address terrorism. A growing awareness 
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of the threat of terrorism by officials in L'MTA'S Office of Safety, how- 
ever, has led to a recently initiated transit terrorism planning project 
that may provide local transit system managers with basic information 
on strategies for the prevention of and response to terrorism. 

The numerous agencies and individuals involved in providing security to 
the federal courts have raised concerns about the coordination of roles 
and responsibilities and the allocation of resources. While interviewees 
noted that improvements have been made with respect to the coordina- 
tion of the agencies involved, conflict still remains, particularly about 
the issue of perimeter-security responsibility. In the transit systems we 
reviewed, coordination appeared to be less of a problem, but this may be 
due to the fact that transit systems are largely autonomous organiza- 
tions. Transit systems had developed agreements with municipal agen- 
cies for law enforcement and emergency-response assistance. Several 
transit systems relied on these outside agencies for day-to-day security, 
and all transit systems required their assistance in responding to fires 
and accidents when they occurred. As a result of frequent contact 
between transit systems and outside security agencies, certain coordina- 
tion problems may have been overcome or minimized. However. the 
transit systems we visited had not been faced with the high-risk situa- 
tions found in many of the court districts we visited, and therefore these 
systems had not needed to rely on outside agencies for special assis- 
tance, a relationship in which coordination problems can arise. 

Threat Perceptions The court officials that we interviewed in our study considered the 
threat of terrorism to be one of several serious threats against the 
courts. These officials expressed concerns about high-risk trials involv- 
ing terrorist groups, organized crime figures, and drug traffickers. In 
addition, they also included threats from disgruntled litigants involved 
in civil or criminal trials, threats from individuals who might target 
courts because of some unrelated grudge against government institu- 
tions, and threats posed by public demonstrations in the category of 
serious threats. Neighborhood crime and emergency events such as nat- 
ural disasters, although of some concern. were threats of less impor- 
tance to most of the court officials we interviewed. Court officials’ 
perceptions of threats were associated with the actual threat situations 
that had occurred in their districts. For example, one court district had a 
high number of ongoing high-risk trials and characterized the threat of 
terrorism as a continuous one against the entire district court. while 
other districts had occasional high-risk trials that posed only a periodic 
threat to certain court members. 

Page 78 GAO ‘PEMD-8822 Domestic Antiterrorism Efforts at Selected Sites 



Chapter 4 
Summary Observations and Matter for 
Congressional Consideration 

We found that transit officials at the eight mass transit systems in our 
review had a general awareness of terrorism but that they viewed the 
threat of terrorism against transit systems as minimal. This perception 
was largely based on the relative lack of terrorist threats or incidents 
directed against transit systems in the past. Transit officials tended to 
lump terrorism together with other types of emergency situations and 
expressed a much higher level of concern about transit crime in their 
systems. Crimes against transit patrons (such as robberies or assaults) 
and crimes against transit property (such as fare evasion or vandalism ) 
were generally considered serious problems by transit officials, along 
with emergency events such as fires, accidents, and natural disasters. 

Risk Assessments In the courts, we found a structured planning process, although one that 
was not uniformly implemented across the court districts we visited. 
The 1982 Attorney General’s Task Force on Court Security identified a 
number of security problems, which led to the establishment of several 
L:SMS court-security planning activities. These included a special threat- 
assessment group to validate court district threats, a court security-sur- 
vey program to inventory building features and identify court areas vul- 
nerable to intrusion or disruption, and the development of written plans 
for meeting security needs. For high-risk situations, additional security 
surveys were conducted with greater attention focused on potential vul- 
nerabilities and the adequacy of existing security measures. GSA also has 
a process in place for assessing risks to federal buildings. The compo- 
nents of this process include the assignment of criticality rankings to 
federal buildings based on occupant functions and property value. 
security surveys to identify vulnerabilities. and a computer-based risk- 
assessment matrix to determine security needs. 

We found only one example of a transit system risk assessment thar 
focused on terrorism. In the other transit systems in our review. we 
identified a limited number of examples of risk assessment activities 
related to other threats, such as crime. These included security surveys 
of various transit facilities and security-systems studies completed for 
the design of certain transit systems or system extensions. Transit offi- 
cials indicated that threat information has typically been exchanged on 
an ad hoc basis through informal contacts with law enforcement agen- 
cies and that the identification of critical and vulnerable transit system 
components has been determined largely through transit officials’ famil- 
iarity with their systems rather than by any formal assessment process. 
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Although transit system officials generally did not consider the threat of 
terrorism in their planning. certain of the planning activities we identi- 
fied may have some application to antiterrorism strategies. The transit 
systems we reviewed, for example, have established a structure for 
responding to emergency incidents. Emergency-response plans ha1.e 
been developed, coordination with various municipal agencies has been 
set up. and drills are conducted regularly to practice existing plans and 
procedures. These activities are similar to the kinds of strategies that 
would be employed in responding to certain types of terrorist incidents. 
A train fire, for instance, that results from a mechanical failure. or one 
that results from a terrorist bomb explosion, and a bomb threat from a 
disgruntled employee versus one from someone claiming to represent a 
terrorist group, are types of emergencies that would require a similar 
kind of immediate response, regardless of the fact that the causes of the 
incidents are different. (However. those attempting to effective11 
resolve a terrorist incident may need to devote more attention to the 
question of motives.) 

A focus on emergency-response planning may be a reasonable approach 
given the open nature of transit networks and transit officials’ current 
perception of the terrorist threat as minimal. Further efforts to imple- 
ment preventive security measures may be unwarranted unless the level 
of threat increases. However, the lack of risk assessments focused spe- 
cifically on terrorism makes it difficult to know what different levels or 
types of security measures are needed for different threat levels. Once 
risk assessments are conducted, transit organizations may find that 
existing measures are enough or that only minor modifications are 
needed to enhance security. The ongoing effort by I-MT.\ to provide infor- 
mation about terrorism prevention and response to local transit authori- 
ties may result in more risk assessments and further efforts to address 
identified risks. 

In the district courts. we also found emergency response plans. but there 
appeared to be a greater emphasis by officials in this sector on the 
development of plans and measures to prevent incidents. While the dis- 
trict courts had not developed strategies specifically designed to prevent 
terrorist incidents. officials did recognize different levels of threat. 
including high-risk situations such as terrorism trials. The planning 
activities for these high-risk situations appeared to be similar to the 
planning that would be conducted in an antiterrorism program: what 
may perhaps be needed is additional consideration of terrorist motives 
and methods. 
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Selection Factors In the courts, security was viewed as an important function by officials 
we interviewed. Of special concern to court officials was providing a 
secure court environment without affecting the operations. conduct, or 
integrity of the judicial process. Court officials pointed out that due to 
the open nature of thexourt system, where the right of public access 
must be maintained. it has been difficult to implement a high level of 
security protection. In addition, because court facilities were not origi- 
nally designed to address current security threats and because man) 
courts are located in multi-tenant buildings, there have been problems in 
achieving improvements in security. 

The L'SMS has played a central role in the selection of security measures 
and technologies and in the allocation of security resources to the dis- 
tricts. At the district level, court members have some input in the selec- 
tion process for security measures to address their site-specific security 
problems. As was true in the case of the transit systems, the court sys- 
tem’s budget process was found to be an important factor in determining 
what level and type of security could be used. even though funds were 
specifically earmarked for court security by the judicial branch of the 
federal government. In addition to cost, the practicality and technical 
quality of security measures also were considered important by program 
managers. In order to make determinations about technical quality, IXIS 
staff have conducted informal assessments of security equipment and 
have also relied on test and evaluation information supplied by other 
federal agencies. 

Transit officials indicated that strategies to protect a transit network 
specifically against terrorism have not received much consideration 
because of the lack of a serious threat climate. Officials pointed out that 
even if the threat of terrorism were to increase, they did not know what 
kinds of preventive measures could be implemented without seriously 
affecting normal transit-system operations. 

We also found that the transit systems in our review did not have a 
formal set of procedures for selecting preventive security strategies to 
address more common threats. Security-staff proposals for equipment or 
resources typically competed with other transit system functions in the 
budget process. Transit officials we interviewed frequently considered 
security secondary in importance to the activities that directly support 
transit operations. Trade-off factors considered when crime-reduction 
strategies were being selected most often included cost and safety. In 
several transit systems in our review, safety officials reviewed security 

Page 8 1 GAO PEED8822 Domestic Antiterrorism Efforts at Selected Sites 



Chapter 4 
Summ~ Observations and Matter for 
Congressional Consideration 

proposals to identify potential safety problems. In contrast to this con- 
cern for the physical safety of transit system riders, the civil and consti- 
tutional rights of the public received only limited consideration in the 
security-system selection process. 

Risk-Reduction 
Strategies 

In the courts, we found a standard set of security measures in use to 
address low to moderate level threats and various enhanced security 
measures for serious threat situations. As in the transit systems, secur- 
ity measures in the court facilities in our review included a combination 
of security personnel, equipment and technologies. and design-related 
features. In the court districts we visited. there appeared to be some 
differences in the level and use of security measures. These differences 
may have reflected variations in actual and anticipated threats, site con- 
figurations, resource availability, and willingness or method of 
implementation. 

All the court districts in our review used deputy marshals and court 
security officers with special qualifications for guard and patrol duties 
and for general protective services. Some examples of security equip- 
ment we were shown were locks, alarms. CCTV, and card entry-control 
devices. In addition, access-control systems consisting of magnetometers 
and X-ray machines were used in six of the seven court facilities to 
screen building visitors. Examples of enhanced security measures for 
high-risk situations included the use of dual screening systems at both 
building and courtroom entrances, greater numbers of security person- 
nel, personal protective details for members of the court, and physical 
searches of court facilities. 

The transit systems in our review used a combination of law enforce- 
ment personnel, security equipment and technologies, and design-related 
features to respond to transit crime threats. The basic strategies in use 
were fairly similar across the systems we visited, but we found some 
variation in the application of security measures to different transit sys- 
tem elements. Where security problems were recognized as part of plan- 
ning or transit components were viewed as critical to operations, 
enhanced security measures were used by transit officials. Law enforce- 
ment services were provided either by in-house transit police forces or. 
as we found in a few systems, transit units from municipal police forces. 
Municipal law enforcement agencies also provided backup assistance to 
transit systems for crime prevention and response as well as tactical- 
response support for high-risk incidents such as bomb threats. Securit!, 
equipment such as fences, locks, and lighting was used extensively in 
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the transit systems we reviewed, and equipment such as CCTV, intrusion- 
detection alarms, and entry-control devices was found in most systems 
but was employed less extensively. A limited number of design-related 
elements (such as track redundancies, stocking of spare parts. and unob- 
structed transit station views) were also identified as being applicable to 
security issues. 

Evaluations We found that formal evaluations of performance and effectiveness 
were not routinely conducted in the court districts we reviewed. The 
LSMS has established a court-facility security inspection program, but it 
had not been implemented in the districts we visited. Some security 
assessments were conducted as part of the security planning process, 
particularly for high-risk situations. In the special security surveys con- 
ducted for high-risk threats, we found a small number of cases where 
security measures had been tested to determine vuinerabilities. Court 
officials in several of the districts in our review also indicated that 
security personnel informally test security equipment to determine if 
equipment was functioning properly or in need of maintenance. We did 
not find the issues of intrusiveness in particular or civil liberties in gen- 
eral to be the focus of any evaluation efforts in the courts. 

The transit systems that we reviewed also did not have plans or pro- 
grams to routinely test the performance or effectiveness of existing pre- 
ventive measures. We found some examples of studies conducted to 
assess selected security strategies. such as fare-collection protective 
measures. These studies were conducted on an as-needed basis in 
response to identified security problems. Transit systems did have pro- 
grams of exercises and drills to test emergency preparedness plans and 
procedures. In a few cases, these exercises involved terrorism-related 
threat scenarios. We did not find any evidence of evaluations of the pos- 
sible connection between security measures and intrusiveness or other 
infringements of civil liberties. 

In both the courts and transit systems, the lack of evaluation of the per- 
formance and effectiveness of security measures makes it difficult to 
know how well certain measures work in deterring or protecting against 
identified threats. Where evaluation activities kvere conducted, they 
tended to be responses to identified security or emergency-response 
problems. ,4 more systematic evaluation approach would provide empir- 
ical information that could in turn be used to strengthen the securit? 
planning process. 
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Conclusions This exploratory study has provided descriptive information on the 
antiterrorism security practices found in two components of the nation’s 
infrastructure. At the present time, very little is known about what 
antiterrorism efforts have been developed by other infrastructure orga- 
nizations. Therefore, in this study. we have developed a framekvork for 
conducting an assessment that could be used to examine other infra- 
structure components. 

Based on our review of two infrastructure components in seven cities. it 
is clear that antiterrorist security is still at a relatively low leL7el of 
development, particularly in mass transit systems but to a lesser degree 
in court districts too. Although they expressed some concern about the 
current potential threat of domestic terrorism. transit officials have not 
undertaken a concerted effort to develop risk assessment and planning 
strategies that specifically address the prevention of or response to ter- 
rorist incidents. District-court officials have taken some actions in these 
areas. However, the paucity of studies and evaluations of existing 
antiterrorist security measures means that the effectiveness of the cur- 
rent systems and practices is virtually unknown. Overall. the lack of 
such evaluative information regarding transit systems and court dis- 
tricts makes it nearly impossible to determine what can and should be 
done to improve our current antiterrorism strategies and responses. and 
especially how to do so in the manner that is least intrusive on civil 
liberties. 

Although not a major focus of this study, concerns about the availability 
of expertise and technical assistance for planning domestic antiterror- 
ism strategies were sometimes raised by officials we interviewed. The 
responsibility for coping with the threat of domestic terrorism is shared 
not only by multiple federal agencies but also by numerous state, local. 
and private sector organizations. Several federal organizations have 
been established to coordinate policies and programs to combat terror- 
ism, but their efforts have been focused mainly on international terror- 
ism and response and investigative measures. Information regarding 
protective measures neither has been made available in a coordinated 
manner nor has been effectively dispersed among agencies that have 
responsibility for the safety and protection of people and facilities 
within the United States. 

We did not find any one executive agency responsible for providing 
technical information and expertise to federal agencies regarding the 
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planning. coordination. and evaluation of domestic antiterrorism strate- 
gies. Consequently, we found neither uniform. systematic, and compre- 
hensive planning efforts nor sufficient attention being given to 
evaluating the effectiveness of current activities. Furthermore. we 
found no thorough study of the impact on civil liberties of these antiter- 
rorism strategies. 

Matter for 
Congressional 
Consideration 

Congressional committees that are concerned about the need for careful 
planning against the threat of domestic terrorism and about the preser- 
vation of civil liberties may want to request that agencies provide infor- 
mation on the strategies they have developed to prevent and respond to 
terrorist acts. Of special interest would be the extent to which agencies 
have evaluated the effectiveness and intrusiveness of existing preven- 
tive measures, not only for threats in general but also for terrorism 
threats in particular. Until such evaluations of the effectiveness of 
existing security strategies are conducted, it is difficult to know whether 
those strategies are more or less protective than necessary. As part of 
the evaluations. consideration should be given to different threat levels 
so that knowledge is gained about how protective strategies can be 
effective and flexible in addressing different terrorist threats. while at 
the same time adhering to a consistent standard of minimal intrusive- 
ness on the civil liberties of the public and employees. Congressional 
committees might also want to ensure that the antiterrorism programs 
that are developed are compatible with the mission and operations of 
their institutions or facilities, are integrated with related functions such 
as safety and emergency preparedness, and are coordinated with appro- 
priate law enforcement agencies. 

Agency Comments and DCIT, AOLX, GSA. and ~0.1 commented on a draft of this report; their com- 

Our Response 
ments appear in appendixes III, IV, V. and VI respectively. Overall. DOT. 
.W~SC. and ~s.1 were in substantial agreement with our findings. DOT 
found the report accurate and the findings reasonable, and .~OL‘SC 
remarked on its comprehensiveness and usefulness. DOT also highlighted 
the report’s role in training and in disseminating information. which we 
agree is important in raising levels of awareness about antiterrorism 
measures among local transit agencies. DOJ made a number of comments 
that were helpful. and changes were made where appropriate. 

Regarding coordination among the agencies involved in court security;. 
AOI‘W and GSA concurred with our observations that there are problems 
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in this area, primarily at the local and regional levels. However, GS~\ fur- 
ther noted that disagreements were rare and quickly resolved. DO.J 
stated: “There is no problem....” We found, however, examples of points 
of contention, some of which had been longstanding ones, in each of the 
seven court districts we visited. Problem areas included the responsibil- 
ity for perimeter security, the type of security provided in parking 
areas, and the level of security available after normal work hours. 
Although these 7 districts were not a representative sample of the 94 
federal districts. the fact that all 7 had problems suggests to us that 
coordination issues need reexamination. 

AOI'SC, GSA, and DOJ also commented on our findings concerning the lack 
of routine evaluation procedures. AOISC agreed that more can be done in 
this area and indicated their intention to work with I3MS to develop a 
realistic, formal evaluation process. GSA and DOJ. however. said that the 
lack of any serious or life-threatening breaches of security indicates that 
established procedures are working. Since the lack of security breaches 
might be due to any of a number of reasons-for example. the rarity of 
domestic terrorist incidents-we disagree that the lack of breaches is a 
proof of effectiveness. Instead, we believe that the systematic evalua- 
tion approach that we mention in our report is needed to determine 
effectiveness. 
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Congressional Request Letter 

Wik #ojou~It of Bcpttsmtatibts 
dommitttt on Or 3ubiciarp 
Iasl)ington. 36 205154216 

&tlrpfmw: 202-225-3951 

June 19, 1986 

Charles A. Bowsher 
Comptroller General of the 

unlted States 
General Accounting Off ice 

441 G Street, N.W. 
Washlngton, D.C. 20548 

Dear Mr. Bowsher: 

The Subcommittee on Clvll and Constltutl?na! RlJhts has 
conducted hearings in recent years on a number of aspects ,>f 
federal counterterrorism measures. The Subcownlttee has been 
concerned to ensure that responses to the threat of terrorist 
activltles against targets wlthln the United States are both 
adequate and consistent with constitutional prlnclples. 4s 
terrorist lncldents involving American Interests II, E~,relf;n 
countries have increased dtirlng the last several years, qany 
experts have come to belleve that It 1s only a Tatter 3f time 
before such incidents occur in this country as well. Potential 
targets include various components of the natlon’s 
Infrastructure: electric power plants, roadways and brl.jjes, 
ships and sea ports, federal bulldlngs, alrp?rts, comIuri1catihr 
facilities, oil and gas plpellnes, etc. Counterterrorlsm 
measures should appropriately safeguard these components an1 AI 
the same time preserve lndlvldual civil and constltutlcnal 
rights. 

The Subcommittee 1s interested in inf,>rnatlon on h,lw fe?@rai 
agencies have responded to the threat ?f :3mest1c terr5r1st 
actlons against the natlon’s lnfrastructur?. 4 rjescrlptlon ot 
the security systems used and the level of lntruslveness they 
impose on Eederal employees ant? the puhllc, as well ?ii an 
assessment of the extent tn which the ett”ctlveqess -F sue! 
systems have been teste.3, wou!<! be m-)St ~sefsl t- tht- 
SLbcommlttee. Members ‘,f t-he Subc?mmltt+c staff ihavE ~;--‘JG~G-! 
our Interests in this refdar? with staff from vour ?r~~:taq 
Evaluation and Yethodol;)7y ?~vislon, wk,-- ~n!1,:3t~.! t?at :‘.<, 
co1 lect ion and analysis Yf the lnf?rmatl?? 3h,JP c“:qr-rter-r’rI-- 
systems may be feaslbic. i; 1 v e n t k, P n i; 71e r -, J i 17:r?5rCi:-till*’ 
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Charles A. Bowsher 
June 19, 1986 
Page 2 

components and agencies involved, however, it will be necessary 
to limit the review to selected components. 

This letter is to request that this work be done for the 
Subcommittee. By the Fall of this year, I hope that GAO staff 
will be able to brief us on characteristics of security systems 
used to protect selected infrastructure components and also their 
plans for the remaining work to be done on the evaluations of the 
security systems. At that time we could also decide on the type 
of report that would be most useful to the Congress. The 
Subcommittee staff will, of course, be available to assist in 
establishing criteria for selecting the infrastructure components 
to be reviewed and other assistance as appropriate. 

Thank you Ear your cooperation in responding to this 
request. 

Sincerely, 

Don Edwards 
Chairman 
Subcommittee on Civil and 

Constitutional Rights 

DE:)db 
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This appendix describes the six issues that we consider to be most 
important in planning antiterrorism programs: (1) assigning roles and 
responsibilities: (2) perceiving and understanding terrorism threats; (3) 
assessing risks: (4) selecting alternative strategies for reducing risks; ( .5) 
implementing risk-reduction policies and protective measures: and (6) 
evaluating their performance, effectiveness and intrusiveness. Overall. 
the objective of an antiterrorism program (as outlined in table II. 1) is to 
ensure the protection of people and facilities through the employment of 
security strategies that are appropriate, adequate. and as little intrusive 
as possible. 

Table 11.1: Components of an 
Antiterrorism Program Program components Implementation issues and actions 

1 Roles and responslblllties Internal planning, lmplementatlon and evaluation 
External coordlnatlon 

2 Perceptions of terrorism 
threats 

3 Risk assessments 

4 Selection factors 

General domestlc terrorist threats 
Speclftc terrortst threats 

Sources of potential threats 
History and likely course of action 
Mottvatlon. capabllltles, and attributes 

Vulnerablllty of what IS to be protected 
Attractiveness (cnticality or value) 
Site characterlstlcs (accesslblllty) 
Consequences to be avoided 

Costs. practicality, and safety 
Technical and operatlonal effectiveness 
lntruslveness on CIW liberties 

5 Risk-reduction strategies Intelligence monitoring 
Physical security protectron 
Mltlgatlon 

6 Evaluations Techntcal performance 
Operational effecttveness 
Assessment of Intrusiveness 

Roles and 
Responsibilities 

Antiterrorism programs. like other programs designed to deal with risks, 
are considered in the context of the mission and operations of their par- 
ticular institution or facility and are usually integrated with related 
functions, such as security against other threats. safety. and emergency 
preparedness. While each organization must deal specifically with its 
own risks, the responsibilities for coping with a domestic terrorist-threat 
environment generally are shared not only by multiple federal agencies 
but also numerous state, local, and private sector organizations. 
Assigning roles and responsibilities to officials within an organization 
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can facilitate not only the internal planning, implementation. and evalu- 
ation of protective strategies, but also the external coordination with 
other key organizations. 

Perceptions of 
Terrorism Threats 

How key agency officials view the threat of terrorism determines in 
part, the efforts they will make to prevent such incidents or to respond 
should an incident occur. Their perceptions concerning domestic terror- 
ism in general are usually based on general media accounts of interna- 
tional, national and local events, whereas their perceptions of their 
specific organizations are usually based on their own experiences and 
those of their counterparts in similar organizations. 

Risk Assessments A necessary starting point in antiterrorism planning is an assessment of 
risk specifically in regard to terrorist threats. Terms such as risk, vul- 
nerability, criticality, and threat analyses or assessments, and site or 
security surveys, are sometimes used with different meanings and, at 
times, even interchangeably. We consider risk assessment to be a pro- 
cess for estimating the possibility of loss or injury from a dangerous ele- 
ment or factor, in this case a terrorist attack. It includes analyses of 
both threats and vulnerabilities, as shown in the third section of table 
11.1. 

Threat Assessments In considering the magnitude of the potential threat, the primary factors 
considered include (1) the historical pattern of terrorism against such 
institutions (including its facilities, activities, and people); and (2) the 
probability of occurrence based on the existence, activities. and capabili- 
ties of militant organizations with hostile intentions toward the govern- 
ment in general or toward identifiable institutions or officials. Even 
when no historical evidence exists that a given type of institution has 
been previously targeted, one cannot assume that a threat does not 
exist. A new or existing terrorist group that is opposed to a particular 
institution may choose to attack it. although they had not done so previ- 
ously. Also, any institution can be a target of a terrorist group that has 
an undifferentiated hostility toward our government or society. A ter- 
rorist group may attack merely because a facility is conspicuous physi- 
cally or symbolically, or is the most readily accessible target. In 
addition, a terrorist may attack one facility but have an equal spinoff 
effect on a neighboring facility. Furthermore, an institution may be 
involved in contemporary events or political incidents that could 
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increase the likelihood of its becoming a terrorist target literally 
overnight. 

Threat assessments also typically include a study of the capabilities and 
intentions of potential adversaries. Knowledge of the operational meth- 
ods and the technical skills and equipment used by potential adversaries 
is important. This knowledge is essential in order that an effective 
security strategy can be selected and designed. Terrorist tactics have 
been described in various ways. Generally, terrorists attempt to instill 
fear by killing or injuring personnel, damaging property or disrupting 
operations. and stealing or destroying information or materials. A ter- 
rorist group typically includes individuals who are highly dedicated and 
disciplined, and who are politically and ideologically motivated. Typical 
weapons used by terrorists include handguns, rifles, automatic weapons, 
and explosive devices. Tools and equipment for entry include simple 
tools for barrier penetration, false credentials and communication equip- 
ment. The terrorist is commonly trained in weapons tactics, explosives 
manufacture, forgery, codes, and security. 

Pertinent information and intelligence for assessing a specific threat 
include factors unique to the institution or facility as well as generic 
information. Since possession of this information may be divided 
between the specific institution and various federal. state. or local law 
enforcement or intelligence agencies, information-sharing and coordina- 
tion are important for timely and complete threat assessments. 

Vulnerability Assessments A vulnerability is any weakness that a terrorist could take advantage of 
in carrying out a threat. A terrorism vulnerability assessment. there- 
fore, includes a review of the susceptibility of the facilities operations. 
and people of an institution to possible damage, disruption or theft 
resulting from terrorist activity. Assessments are conducted to identify 
the critical vulnerabilities that terrorists could easily exploit. In order to 
complete an assessment, information is needed on the physical charac- 
teristics of the facility. its environment, its operations, and its personnel. 
Analysis involv7es determining criticality: that is. those elements that 
have considerable importance based on monetary v-alue. historical sig- 
nificance, operations, or public opinion. Analysis also focuses on accessi- 
bility. which includes an overview of existing security measures and 
their effectiveness and of deficiencies in the areas of access. detection. 
and response time. 
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Risk assessments bring this information about vulnerabilities together 
with data about the potential level of threat to be countered. Risk 
assessments can range from simple general descriptions of a facility to 
computer-generated models using path analysis. However. most 
attempts to determine risks include interviews with key personnel. 
inspections and field observations of the facility and its surrounding 
environment, review of documents, and field testing of hardware and 
electronic systems. More complex assessments may include such tech- 
niques as computer models that compare time from detection to adver- 
sary success along defined paths or logic trees, and security 
management questionnaires that focus on the ability of physical protec- 
tion systems to deal with a range of adversary tactics. 

The logical conclusions of risk analyses are recommendations (or mat- 
ters for consideration) for corrective actions to eliminate or minimize 
systemic vulnerabilities. These actions can include both changing a facil- 
ity or its components and the implementation of safeguards to provide a 
more secure operating environment. Recommendations may also be 
made for the development of plans and procedures for responding to 
emergency situations. In certain infrastructure components where cor- 
rective actions may not be a feasible or effective means of protecting 
against terrorism. greater emphasis may be placed on emergency 
preparedness plans. 

Selection Factors While the level of protection is primarily a function of what is to be 
protected from what kind of threat and the degree of security desired, 
there are several tradeoffs to consider in selecting among the different 
preventive measures. These factors include estimated costs, practicality. 
safety, technical performance. operational effectiveness, and the possi- 
ble effect of a particular security system on civil liberties and on the 
surrounding environment, 

Procurement in general usually involves considerations of cost and per- 
formance. However, as a result of the proliferation of the quantity and 
variety of technologies with potential application to physical security 
requirements. it is important to assess the effectiveness and suitability 
of the equipment and systems for specific applications. 

It is also important that security measures do not present unnecessary 
risks to facility employees or to the public. Security measures to limit 
access. for example. could conflict with procedures for evacuation in the 
event of an emergency. Antiterrorism measures designed to delay or 
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incapacitate terrorist attackers may also have an impact on the safety 
of individuals. For example, aircraft cabins can be equipped to fill with 
instantaneously incapacitating gas that may have the side effect of 
causing injury or perhaps even death to elderly or sick people aboard. 

An important concern evolving from the increased use of antiterrorism 
measures is their potential impact on the civil liberties of citizens. 
Democracies must maintain the delicate balance of protecting citizens 
from terrorist action while at the same time protecting both the collec- 
tive and individual civil liberties that ensure the continuation of a demo- 
cratic society. Such basic democratic rights as those to privacy, due 
process, free association. and freedom of movement can be compromised 
by steps taken against terrorist movements. Antiterrorism programs 
must be examined closely to see what their costs are in terms of possible 
infringements of civil and constitutional rights. 

Risk-Reduction 
Strategies 

Risk-reduction strategies against terrorism can be considered preventive 
measures and can be divided into the categories of intelligence monitor- 
ing, physical security protection, and mitigation efforts. 

The purpose of the intelligence role is the gathering of information so 
that planned terrorist attacks can be identified and thwarted. Knowl- 
edge of terrorist intentions and capabilities, if obtained prior to a 
planned incident, provides the opportunity to protect the target itself 
against attack and perhaps to apprehend the terrorist attackers. Intelli- 
gence gathering in the United States has been the subject of some debate 
in recent years due to concerns over infringements of individuals’ civil 
and constitutional rights. Guidelines have now been established to pro- 
vide individuals with some level of protection against unwarranted gov- 
ernmental intelligence activities. 

The objective of physical security as a risk-reduction strategy is to pro- 
tect key personnel, sensitive information, and critical materials or facili- 
ties. A number of design features and a diverse set of security measures. 
relying on both technology and techniques. are available for protecting 
against a broad spectrum of potential threats. 

There are a number of design considerations in facility planning and 
construction that can enhance security. Facility planning involves such 
concerns as the layout of public and restricted points of entry and 
access areas, communications and utility services, and illumination 
needs. Critical aspects of facility construction include natural terrain 
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features and adjacent environment, siting and setback distances, archi- 
tectural and structural design features. and selection of building materi- 
als and construction options for walls, roof and ceilings, floors. doors. 
and windows. 

In recent years, the use of physical security systems to protect against 
terrorism and other potential acts of violence has increased. Barriers. 
fences, metal detectors, and contract guard services are becoming com- 
mon features around many government and industry facilities. A 
number of security technologies have been developed or are in the pro- 
cess of development to aid in the protection effort. These include explo- 
sives-detection devices for screening passengers. packages, and vehicles; 
entry-control devices using biometric identification characteristics: 
infrared and microwave intrusion-detection systems; and ballistic-resis- 
tant materials. 

Most physical security experts emphasize the use of a systems approach 
to security that combines technological devices and human resources. 
People are ultimately responsible for security; mechanical and electronic 
devices can supplement but never replace security awareness and physi- 
cal guarding. ho matter how sophisticated, reliable, and sensitive elec- 
tronic devices are; they are only as effective as the responding human 
being makes them. 

As noted earlier, physical security may not always be a feasible or effec- 
tive means of protecting against terrorism, especially for components 
that have large and diffuse distribution networks. For example. it might 
be too costly to provide physical security for all segments of an oil pipe- 
line network. In such cases. mitigation strategies designed to make a 
facility or system more resilient to disruption could be appropriate risk- 
reduction strategies. Developing the capability to continue operation of 
the infrastructure or to restore the infrastructure to normal operation 
once a disruption has occurred are particularly applicable to network 
systems such as electric power, pipelines. and rail transportation. Some 
level of redundancy built into the electric power system, for example, 
could allow for the continued provision of power in the event that cer- 
tain parts of the system were damaged. In addition, stockpiles of critical 
spare parts could be used to restore electric power service in the e\.ent 
of system disruption. Finally, emergency preparedness planning. train- 
ing, and exercises to develop better capabilities for dealing with poten- 
tial disruptions to infrastructure systems can augment these mitigation 
strategies. 
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Evaluations Once decisions about the proper mix of intelligence. physical security. 
and mitigating strategies to be used have been made and the necessary. 
resources have been allocated. equipment is installed and tested. and 
procedures are developed and implemented. When the equipment is 
tested after installation, performance assessments should include verifi- 
cation of measures of effectiveness (for example, probability of detec- 
tion and false and nuisance alarm rates), operation. maintainability. and 
vulnerability to compromise, defeat or tampering. Once the security sys- 
tem is in operation, ongoing issues of technical performance, operational 
effectiveness, and intrusiveness need to be evaluated. 

Questions typically addressed in assessing technical performance 
include: 

l Does the equipment allow for proper operator (human factor) 
considerations’? 

l To what extent does the detection system reduce false and nuisance 
alarms? 

l Are the integration of hardware elements and the integration of soft- 
ware with hardware feasible for entry-control-system equipment? 

l Does the control and display equipment provide adequate back-up capa- 
bility during maintenance downtime or repair’? 

l Does the backup-power subsystem meet the required quality, charging, 
and storage-life standards‘? 

Evaluations of operational effectiveness include questions such as: 

l Does the physical security system provide security personnel with ade- 
quate time to respond to intruder threats? 

l Is the equipment designed to provide safe operation and ease of mainte- 
nance by agency technicians? 

l Is the system segmented in such a way that equipment can undergo 
maintenance without deactivating the entire system’? 

Assessments of intrusiveness address such questions as: 

l Does the physical security system unduly restrict or inconvenience pub- 
lic access? Are the security measures, especially those that involve 
searches and other invasions of privacy, reasonable given the current 
risk? 

l Is the information gathered more personal or intimate than warranted*? 
Is that information safeguarded and used only for official purposes’? 

Page 96 GAO PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites 



Comments From the General 
Services Administration 

General Services Admlnlstratlon 
Public Buildings Serwce 
Washington DC 20405 

Dear ?!r. Foael: 

This letter is lr, resosnse tc yol;r request of January 29, 
198Z. for- comments on the Pr’3~rarr EvalJatlon and Yethodology 
Divlsiorl, General Rccountlnq Offlce (GAO) draft report entitled 
“Domestic Terrorism: Prevention Efforts in Selected Federal 
Courts and ‘lass Transit Systems.” 

The United States Marshals Service fUSXS) sectirlty Program 
for the Federal iddlsiary has always been of prime rmpcrtance to 
the General Services Adalcistration (GSA). We have endeavored tc 
respond t> the procrrarr 1;. an effective and efficient manner 
hlth:n our statute respcnslklllty and res3uIces. 

GSA’s com.mltment tJ coi;rt security 1s well dscumented, as 
exepnllfled by the “Yerooraridur of Agreement” that GSA entered 
1ntc 1” 1071 and renewed as recently as February 19~5~. The 
s!anatorles t; the aoreemen:, the L‘SYS, the Admlfiistrative Cffice 
3f the C.S. :o;r:s and G&i, have a2reed t3 t+-,eir 
resoonsibi litles, ‘both 1’3nlstical afid fina?zial, and are carrying 
cotit t’lelr responslS;llttes 1n an effective ai.ld cooperative 
manner. There have been a Ceh cases of dlsaqreemenc at tfle local 
level, but, 17 those rare ir.stances, the nrc’blems were quickly 
teso:ved. 

SSA is constantly aware 2f the potential for terrorlstlc 
threats or acts aoaicst the facilltles that house the U.S. 
To,drt_s, ar.d works closely ulth tie threat analysis arouF cf :he 
USYS in all potential t?-.reat matters lnvolvlnq these facilities. 
Recent examples of this coo!,erative ef fcrt 1s the all~catlor. by 
GSA of increased see-rity reso-Ices for trials in Hartford, 
Connectlsut, and Fort Smith, 4rkansas. In Hartford t‘ne trial 
involved a Puerto Rican .natlo.zallst arcclr known as the 
“?lac:heterxs,” and ln Fort Smith the trial lr.volves a far rloht 
-rouy known as the “lryan Yatlons.” 

The draft report refers tj the lack of evaldatlon procedures 
In L3etermlnina the performance and effestlveness ;f court. 
security. GSA and the LSP’.S periodically sondzzt phvslcal 
seclrit), s.2rvel.s af the faci.llt:es housiw cc~rts and the 
.prJsedure 1s reoeated before trials lnvol\,lr..z -r:zs1;hl ~,~bl~z 
interest. T;-.e eva luit 122 crazed-re for the cerforrance and 
effretlven2ss 3f zocrt securlt>. iles lrz -he fact thaz, for 
sr,ecl-Ai trials and d3y-ts-+a:%, zyer%tlocs, there has n:t beer. any 
sert’cus 13r :~fe t.Yreater.l.7: i:re3c!-.es zf security since beir.c 
established. Tills wo’x:,? ir..i:;ate that the estat,l;shed procedures 
i : e K’ 3 r k 1 n J . 
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As with any program, success can be measured by results. 
The results in the court security program have been very 
successful. This can be attributed to the cooperation of many 
Government aqencles worklnq together to ensure that the Federal 
Judiciary can perform Its constitutional functions free from 
duress and latimidation. 

Sincerely, 

- DUNCAN LENT HOWARD 
Commissioner 

Vr. Richard L. Fosel 
AssIstant ComDtroller General 
General Accountlna Offlce 
Washington, DC 2054P 
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. Is information collection limited to “public” rather than “private” areas 
and to persons specifically under surveillance? 

. Are individuals made aware of the surveillance of their movements. 
actions, and communications? 

. Does the security system project an image that clashes with the demo- 
cratic nature of our institutions? 

l ,4re enhanced security measures reversible so that they can be removed 
or lessened if and when a particular threat diminishes’? 

These and other critical issues should be defined in advance, as should 
plans for regular evaluation. There are different assessment methods 
that can be used alone or in combination when assessing a specific facil- 
ity-protection system. In some cases, these methods are used as part of 
risk assessments. However. regardless of when the assessments are 
done, their findings are important for making informed decisions about 
future security needs. 

Assessing the technical performance of security equipment usually 
involves checking the security equipment to ensure that it is functioning 
properly. Operational effectiveness testing involves methods such as 
adversary simulation, also known as “black-hatting,” that uses a mock 
adversary team to attempt to defeat a physical protection system. This 
type of testing is often done by technical experts-either on paper or in 
the form of a physical exercise-and it helps to uncover unconventional 
scenarios and incorporate insights from a variety of backgrounds. How- 
ever, this method of testing offers no assurance of comprehensiveness, 
and the results may be arguable because they depend on the individual 
skills of the team. 

In field testing, another form of operational testing,the human element 
is brought directly into play, and the actual physical protection system 
is subjected to small-force engagements. This is a realistic evaluation 
technique, and the results are easily interpreted. HoweLTer, system-level 
tests can become so complex that sound test-design controls are some- 
times lacking. 

Evaluation of intrusiveness involves a review of both how the security 
equipment is used and of the scope and use of the information collected. 
Procedural rules regarding the use of the equipment and information 
should be explicit, and adherence to these procedures should be assessed 
periodically. In addition. records of formal complaints and litigation by 
the public and employees concerning the intrusiveness of security meas- 
ures should be maintained and reviewed. 
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Xmendix III 

Comments From the U.S. Department 
of Transportation 

Mr. J. Dexter Peach 
Assistant Comptroller General 
Resources, Community, and Economic 

Development Division 
U.S. General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Peach: 

The Department of Transportation has reviewed the U.S. General 
Accounting Office draft report entitled, “Domestic Terrorism: 
Prevention Efforts in Selected Federal Courts and Mass Transit 
Systems,. dated January 25, 1988. The information presented 
appears to be accurate and the findings reasonable, therefore 
we find nothing objectionable in the draft report. 

As the report states, we have begun a demonstration project to 
learn more about terrorism prevention and response strategies, 
in addition to providing training, through our Transportation 
Safety Institute, to transit personnel covering facilities 
protection, explosives incidents, and management. We are also 
proposing to conduct regional seminars on transit security that 
will focus on external security threats, surveillance 
techniques, and anti-terrorism tactics. 

Thank you for the opportunity to review this report. 
have any questions concerning our reply, please call 

If you 

Bob Matthews on 366-5151. 

Sincerely, 

Jon H. Seymour 
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Comments From the Administrative Office of 
the United States Courts 

ADIMINISTRATI\'E OFFICE OF THE 
USITEDSTATESCOURTS 

MASHINGTVY DC 20544 

February 23, 1988 

Mr. Richard L. Fogel 
Assistant Comptroller General 
General Accounting Office 
General Government Division 
Washington, DC 20548 

Dear Mr. Fogel: 

I respond to your letter of January 29, 1988. requesting 
my comments on your draft proposed report, Domestic Terrorism: 
Prevention Efforts in Selected Federal Courts and Mass Transit 
Systems, to the Chairman, Subcommittee on Civil and 
Constitutional Rights, Committee on the Judiciary of the House 
of Representatives. 

Copies of the report have been distributed to the chief 
judges of the seven district courts included in your review, 
with the request that they provide me with any comments they 
want to have incorporated in my response. To date I have 
received none. When they are received I shall send them to 
you. 

I am impressed by the comprehensiveness of the study and 
encouraged by the progress of the court security program since 
its inception in 1983. While we are still somewhat short of 
where we would like to be, I look upon your findings as a 
positive statement that the courts and the United States 
Marshals Service have carried out a national program of sig- 
nificant importance. 

Your study focused on six issues: (1) the current roles 
and responsibilities for antiterrorism policies for the 
judiciary: (2) planners' and policy makers' perception of 
domestic terrorism threats: (3) existing risk assessment 
activities to identify the criticality and vulnerability of 
assets ; (4) factors considered in selecting antiterrorism 
strategies; (5) strategies in use; and (6) evaluation of 
effectiveness. 

The findings in the first five areas are generally 
positive. I shall comment on several reported shortcomings. I 
agree there may be a need for improved coordination between the 

, 
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Appendix IS 
Comments From the Administrative Office of 
the United States Courts 

Mr. Ricahrd Fogel 
Page Two 

agencies involved in the security program in some of the dis- 
tricts, particularly with respect to the role of the General 
Services Administration in perimeter security protection. OUK 
experience indicates that the principal problem is regional 
interpretation of national policy within the General Services 
Administration. The Director of the Law Enforcement Dlvlslon 
of that agency has been very cooperative and helpful in 
resolving those differences when called to his attention. 

While your review found some variation in the use of 
security strategies, that is not perceived as a major problem. 
Some level of variation between districts is inherent In the 
security program. Each district court security committee has 
the responsibility to identify security problems. and the 
manner in which the resources will be deployed or utilized. 
Given the unique, independent nature of the judiciary T am 
encouraged that you found the level of uniformity you report. 

With regard to the sixth issue addressed by the study. 
evaluations of effectiveness, you comment on the lack of any 
routine, formal evaluation process which tests the effectlve- 
ness or potential intrusiveness of existing security systems. 
While you make no recommendation in the report. I agree with 
the comment “a more systematic evaluation approach would 
provide empirical information which could in turn be used to 
strengthen the planning process." I shall instruct my Offlct 
of Court Security to work with the United States Marshals 
Service to develop a realistic, formal evaluation process. 

Since the General Accounting Office undertook this review 
the Judicial Conference of the United States has established a 
Committee on Court Security consisting of nine federal judicial 
officers. The committee is responsible for overseeing all 
court security matters, including provision of security 
services, and for making recommendations for changes where 
deemed advisable. Your report will be a valuable resource to 
the committee members as they undertake their review of the 
security program and formulate strategies for the future. 

I appreciate the opportunity to review and comment on your 
report. 

Sincerely. 

L. Ralph Mecham 
Dlrector 
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Appendix \ 
Comments From the General 
Serv-ices Administration 

The following are GAO's comments on the General Seri-ices -Adminis- 
tration’s letter dated February 16. 1988. 

GAO Comments 1. Although we visited only seven court districts-and thus not a repre- 
sentative sample of the 94 federal districts-we found examples of 
points of contention, some of which had been of longstanding duration. 
in each district visited. Since some of these coordination problems i SLICII 

as the type of security provided in parking areas and the lelrel of secur- 
ity and response to problems occurring after normal work hours 1 appar- 
ently were not “quickly resolved,” we believe that they need to be 
addressed. 

2. We disagree with the conclusion that the lack of any serious or life- 
threatening breaches of security indicates that established procedures 
are working. Further evidence that other reasons or conditions did not 
contribute to the lack of security breaches is needed before such a 
cause-effect relationship can be established. We believe that the more 
systematic evaluation-approach we mention in the report is needed to 
draw conclusions about program effectiveness. 
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U.S. Department of Justin 
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Appendix \I 
Comments From the I..S. Department 
of Justice 

\.-:. c3ces '5 17 

- 3 - 

cautions that any over-simpllflcation o f the terrorism threat may 
alsc have a negative effect on the ability to respond to or 
Interdict a terrorist event. It must be remembered that 
terrorists are crlmlnals and should be treated as such. Any 
emergency response plan currently in existence on the lccal, 
State, or Federal ievel for use in a criminal act shculd also 
cover the actions of terrorists. To put SpeClal emphasis on 
cour.terterrorlsm plannlnq ar.d response plans, separate from any 
other anti-crrme plans and responses because of fear of intrusive 
actions by law enforcement, may be adding an artificial framework 
that may not be Justified. 

cl\,;; Liberties - 

On ?aqe 1-4 the report speculates on reasons for "the lack of a 
high level of terrorist activltl'" in the Ur.lted States. It 
observes that "[tlhe U.S. political system seems thus far to have 
beer able to asslmllate man) different forms of dissension." We 
belleve that =hls statement cculd be more explicit and note that 
the United States, havlnq been founded by dissenters, gives 
expllclt ccnstitutiopal protection to freedoK of speech and 
assen;bly and provides a mechanism fcr peaceful change. This 
constitutional protectlon ma; have reduced the need for terrorist 
acts as h means of corruclcatlor.. 

Cr. ~bces l-13 a:,d l-14, the dlscusslon of civil liberties assumes 
that whether security methods are considered intrusive "depends 
0,. 1rAdlvlduals ' perceptron of the threat" at any qlven time. In 
fact, our systeir of civil rights is not based on such sublectlve 
~nd;vldual iudqments, but on a relatively oblectlve system based 
or. 1eqa; authol--lty, such c-c the Fourth Amer.dment's protection 
aqalnsc "unreasonable searches and seizures." 

Noreovel, the report states that "the use of security measures 
EbOst always imposes some level of intrusiveness or so*e 
reciuctlon In lndivldual ilbeltles." This assertion 1s not 
documented. NO methods are described which are aiieqed to 
vloiatt civil liberties. hie sLqqest it miqht be better to say 
that such measures must be examined to ensure that they do not 
vlo?ate indlvluual liberties or to deiete the ser.tence entirely. 

There are speclflc references to the JustIce Eana9emer.t Dlvlslon 
and court security OK Faqes 2-24 and 2-25. These have beer. 
exdliined and fourd to be accurate. 

hc belrelVc that the dlscusslon of the civil liberties issue would 
be n;ore .<aluable 1f expdnded. This study was requested by the 
Subcwrittee cn Clvll and Cor,stitutional Rights oi the House 
Judlc;;ry Commrtree. cnderstandably, GAG gave specific attention 
to tht civil liberties issue. Thus, the ztud) r,otes that "the 
c1v:l 6T.C constrtutioEa1 rights of tracslt patr0r.s and err,Floyees 
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See comment 5 

%G:L pace 4 

See comment ’ 

PLoit pase 24 

see c omment 6 

lot page 26 

See xnneit 7 

tom oages 28~29 

received only minor attention with reqard to the selection of 
security measures." Similar statements are made concerning the 
courts. (p. 3-25; see also pages 3-36, 4-14, 4-16, and 4-i;). 
It appears, however, that the measures discussed in the study did 
not, in fact, seriously raise civil liberties issues and that 
point should be made explicit. For example, no complaints about 
intrusiveness were received from transit patrons (p. 3-35). 
Without some expanded discussion of the cavil liberties issue, 
this study may be interpreted as concluding that civil liberties 
have been ignored or violated, which is something the court 
system, in particular, is not likely to have dcne. 

Specific Comments of the USMS on Federal Court Secui-ity 

Page i-10, para 1. The USMS is in the final phase of developing 
Drocedures to test the overali effectiveness and rjottrtial 
intrusiveness of security systems instciiled to protect the 
Federal ludiciary. Implementation of these testing procedures is 
expected to commence nationwide by the fourth quarter OI FY 1908. 

Page 2-1, para 2. There is only one agency with respcnsibrlity 
for protectinq the Federal courts in qeneral and specifica;l> 
from attack. Whether such an attack would come from 
international or domestic terrorists, drug syndicates, or common 
criminals is irrelevant. While support may come at times fror. 

other agencies, lust as with other criminal justice m,atttrs, it 
is incorrect to say that other agencies share rtsP,onsibility in 
]udicial security. The USMS has exclusive ]urisdiction ;P 
protecting the Federal courts from intimidation, irrespective of 
its source. 

The responsibility of the General Services Administration (GS,A) 
for general building and perimeter security is coinciccntal to 
the Judicial process takina place in a Federal bui1d~r.a. 
However, due to budget constraints beyond its control, GSA has 
largely abdicated this responsibility. Consequently, whert 
possible, the USMS has expanded its Iudicial securit. roie tc tht 
perimeter of court facilities and beyond. 

Page 2-7, para 1. The FBI has no direct role in ;udicia! 
security. The FBI plays a support role in investiaatirg tt,reats 
against Judicial officers and providino :ctelligencc information. 

Page 2-10, para 2. Developing erfective anti-terrorism sccuritl- 
Plans is contingent uDon develooinc an cxrertist in 
anti-terrorism and evaluatinq the responslLenes5 of tht- F:ans tc 
potential terrorism threats. The Threat Analysis Ci'.,isicr LC 
currently undertakino a coordinated eftoit w?thin the LSb:S to 
aevelop this expertise and improve terrorism prevention mc;tLri‘s. 
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Page 2-36, para 1. The factors used by the USMC in determining 
risk reduction strateoies are intearated svstematicallv into a 
formal assessmelit process. However, implementation of security 
recommendations \'ary among court facilities. Security 1s custor 
tailored for each faciiity to meet its specific needs and 
assessed thrrat level. 

Page 2-43, ptira 2. In addition to using formal tests and 
evaluations performed bv other acencies, the USMS contracts for 
It: own testing of security items. Under an interagency 
aoreerrent with the Department of Transportation's Research and 
Special Procrams Administration, the USMS has ccntracted fcr the 
formal testing of ::-ray machines and walk-through metal 
detectcrs. 

. . 
In auaition, special evaluation teams have been 

dispatched to inspect installed items of security equipment in 
court facilities. Finally, under a national contract awarded in 
September 1967, the LSls.S has inpiemented a quality assurance 
program, to ensue--r the adeq,uac} and effectiveness of security 
sy~st~~rns in all Fcceral ccurt facilities. 

Page 4--, para 1. There 15 no problem of coordination between 
the VSMS , which is responsible for judicial security, and GSA, 
which is responsible icr general building and perimeter security,. 
ic,ther, tht trc‘biem is nnc oi ir.adequate rescurcei for GSA to 
rc1se aer,cl-al tulld1r.c sfCUrl+" 
Noncttl;iess, 

- 1 to ar. adequate level. 
ti:c L'S%S reccrtiy reached an informal agreement with 

the Dii-eC,tor G: 
pel lr,,etpr sec~l. .yy c Federa 

1 Piotrctive Service for adiitional 
1 . ;I;arcs tit selected hlgb risk locations. Ur.der 

tn;: di:rcerrPnt, t!.c accit1;i.i.: ccst will ue shared equally 
'-r twcr>r. t b,c twc acjt::i;cs. 

PdLjC , p 4-X al-3 1. Evaluations 0: the effectiveness of security, 
i', stems art: br 1r.g perrormed continuously. Efiectivenesc i5 _ _ 
l.casured 0;; ?I-.F cne hand by the iargc numbers cf ;Lltgal weapons, 
-ontr;ttilid, and other prohibittd items detected upon entering a 
c C'U r t fac1l;t:, , ar.6 on the ether hand by the effectiveness of 
;udici.i; sc,curit> 1r. tc:~.Ts of k.!.<.t has not happened. It 1s 
::it~,rall>, dilricult tcl qcartify e\.er.ts that dc not occur. But, 
1: O:LC' percci\e$ the terrorist threat as real and implements 
anti-tt.rrorism me>burec, one has tc assume the measures are 
ei~tctl'.'c whfr tl,c till-tat ~ut's not materialize. 

kls, that I-SMS 15 dL;,tioping 3 i crmal assessment methodology for 
L~C' ‘It the hashington, D.C., Federal courthouse. This facility 
1s likc,l:, tc 'be tne sit? icr most trrais involvrna terrorist 
activity :omritti2 outside tht Unitrd States. As the result cf 
upclr,;~ing the security for this facility-, the !:Sl%' assessment 
r.i t hcG:c 1 c‘::’ _ I= teeny tc::tcZ and riflr.ed, arc c:l: serve as rl 
I.i‘i:CI cc: 1x::;: s e c ” I I : ‘. J~~c.>:’ f’-.tc at all FCC:CZ~; court 
:<.L.L: ItI. c. 
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We appreciate the opportunity to comment on the report while 1: 
6raft forrr. Overall, we belleve our commer.ts are cor.structlve 
ane will add to the vaiue of the report. ShoKlci you ha.:e ar.y 
questlons c0ncerr.lr.c our respbcse, please fee: free tc ccntact 
rce . 

Sincerely, !1 

Harry H. Fllcklnqer 
Assistant ;ittcrnev Ger.era, 

for Adminlstratioc 
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Appendix 17 
Comments From the VS. Department 
of Justice 

The following are GAO’S comments on the Department of .Justice’s letter 
received March 2.5. 1988. 

GAO Comments 1. The draft report stated that the 1~1s had the chief responsibility for 
federal court security, and we have clarified this point in the noted 
paragraph. 

2. The statements about the role of the FBI were made by a court official 
and other governmental and local agency officials at a meeting conclud- 
ing an exercise. We are simply reporting the different perceptions as 
they were presented by the participants. In view of the concerns raised. 
it appears that additional clarification, communication. and coordination 
are needed to resolve these differences. The Department of Justice’s let- 
ter provides some clarification concerning the roles of the I‘SVS and the 
FBI. 

3. In conducting our study. we did not make assumptions about the 
domestic terrorist threat but rather recorded the perceptions of the fed- 
eral court and transit officials we interviewed. We presented this infor- 
mation in chapters 2 and 3 of our report without making judgements as 
to the accuracy of these perceptions. However. in the appendix on 
antiterrorism programs. we did present a description of a “typical” ter- 
rorist that we compiled from information provided by terrorism experts. 
This general description was meant to be helpful to the general reader of 
the report and to organizations that have not yet considered terrorism 
threats. We did not intend that this description should substitute for the 
thorough threat analysis that is an important part of the risk-assess- 
ment process undertaken in any antiterrorism planning effort. 

Furthermore, we did not mean to imply that antiterrorism planning 
should be separate from planning efforts addressing other security 
issues, but rather that terrorism-related risks be addressed explicitly 
and in a structured manner. In this way. plans to protect against and 
respond to terrorist acts can be efficiently integrated with other aspects 
of an organization’s operations and, at the same time. such issues as 
intrusion on civil liberties can be considered. 

4. We have revised and expanded our discussion of civil liberties in 
chapter 1. incorporating many of the constructive points made by the 
Department of Justice into this section. 
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of Justice 

.5. We noted the lack of evaluation as a concern. and therefore are 
pleased that the I*S.~IS is finalizing a set of procedures to test the overall 
effectiveness and gauge the intrusiveness of security systems used in 
federal court facilities. 

6. This information has been included in the expanded discussion of the 
FBI'S roles and responsibilities in chapter 2. 

7. In view of the concerns of several court officials about 1~1s know- 
ledge of terrorism-prevention meaLl!res, we are pleased that the INIS is 
developing greater expertise in this area. 

8. This information was not provided by the time our interviews were 
completed in the summer of 1987. These efforts should help to fill the 
gaps in evaluation that we noted in the report. 

9. The inadequacy of the resources available to GSPI for providing gen- 
eral and perimeter security may have been the basis for some of the 
coordination problems described by the court officials interviewed in 
this study. The informal agreement recently reached between the C’SMS 
and GM headquarter’s staff regarding additional perimeter security 
guards at selected high-risk locations should address some of the con- 
cerns raised by the court officials in several of the districts we visited. 

10. The lack of incidents alone is not sufficient evidence to conclude that 
the antiterrorism measures are effective. Further evidence is needed 
before such a cause-effect relationship can be established. We hope that 
the formal assessment methodology described in the Department of Jus- 
tice letter is designed to provide this evaluative data. 
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