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NATIONAL VISUAL ANALYTICS CENTER

The National Visual Analytics Center, established in 2004 by the De-
partment of Homeland Security, will play a pivotal role in countering
future terrorist attacks in the U.S. and around the globe.

The Center, led by Pacific Northwest National Laboratory (PNNL),
will develop a national agenda to define the directions and priorities
for future research and development (R&D) programs focused on
visual analytics tools. A blue ribbon panel composed of leaders from
academia, industry and government will set the national agenda on
visual analytics.
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Visual analytics tools, which are capable of creating images from
complex multidimensional data, will enable analysts to effectively
fuse and analyze the enormous, dynamic and complex information
streams containing structured and unstructured text documents,
measurements, images and video data. Analysts can use these high-
impact, practical tools to more effectively identify signs of terrorist
attacks in their earliest stages and ultimately thwart terrorist plots
before they occur. (Continued on page 3)

Charles McQueary, Under Secretary for the Science & Technology
Directorate of the Department of Homeland Security, announces that
Pacific Northwest National Laboratory will lead the newly created
National Visual Analytics Center. PNNL Director Len Peters joined
him in making the announcement in mid-May.

wide range of international contacts in many countries and NE
staff travel to many nations to pursue the offices broad nuclear
technology agenda.

A LEADERSHIP MESSAGE

William Magwood, Director, Office of
Nuclear Energy, Science, and Technol-
ogy The briefing and debriefing program conducted by the Office of
Counterintelligence provides essential support to NE's mission.
This program is geared to maintaining interactions with NE
travelers going to a select number of foreign countries as well as
interacting with NE hosts of foreign visitors from specific coun-
tries. The information related by NE personnel is combined
with information acquired by counterintelligence offices across
the DOE complex.

DOE’s Nuclear Energy, Science and
Technology (NE) program promotes se-
cure, competitive and environmentally
responsible nuclear technologies to serve
the present and future energy needs of
the United States and the world. With
the significant energy and environmental challenges facing the
nation in this new century, the benefits of clean and safe nu-
clear energy are increasingly apparent.

Collectively, this information provides an overarching view of
issues that are of counterintelligence concern that could be re-
lated to a specific DOE program, office, or laboratory. Thus, if

A key mission of DOE’s nuclear energy research and develop- there are concerns related to NE, I am advised of them by coun-

ment program is to strengthen that basic technology and,
through some of the most advanced civilian technology re-
search being conducted today, chart the way toward introduc-
tion of the next generation of nuclear power plants.

The Office of Nuclear Energy, Science and Technology also has
responsibilities for space and defense nuclear power systems,
advanced nuclear research and development, isotope produc-
tion and distribution, nuclear facilities management, and nu-
clear fuel security.

In most of NE’s activities, considerable effort has been made in
cooperating with the international community. NE has a very

terintelligence officials.

I encourage all DOE em-
ployees to realize that their
interactions with the Office
of Counterintelligence
could result in the final
piece of information that
identifies a significant
problem DOE officials
must confront in order to
protect the Department of
Energy.
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TAKING ACTION AGAINST
FOREIGN TRAVEL LAP TOP

TAMPERING INCIDENTS
By Jenna McCarthy,
Office of Counterintelligence

Official foreign travel is utilized now
more than ever to advance the De-
partment of Energy’s program objec-
tives and mission. International in-
teraction and cooperation contrib-
utes to many of our scientific break-
throughs and technological ad-
vances. However, this increased in-
teraction also means greater risk of
foreign intelligence collection activi-
ties. Lab scientists are prime targets
for foreign intelligence services seek-
ing to obtain sensitive information
and proprietary knowledge.

In some instances, DOE/NNSA trav-
elers can be targeted by foreign
agents and lose sensitive/proprietary
information and not even realize that
they have been victimized. How-
ever, increasingly DOE/NNSA trav-
elers have experienced or seen evi-
dence of blatant targeting activities,
and in response, are actively work-
ing to protect themselves and their
colleagues against future attempts.

Dr. Joan B. Woodard, executive vice
president of Sandia National Labora-
tories in Albuquerque, New Mexico
recently shared an example of such
vigilance, exemplified by one of her
lab colleagues.

A Sandia colleague approached the
local Office of Counterintelligence
and shared his concern that giga-
bytes of sensitive data were leaked to
foreign security services through im-
proper handling of laptops on his
visit to a sensitive foreign country.
This individual (who has requested
to remain unnamed) attended a
counterintelligence pre-brief for his

trip abroad and was made aware in
advance of his trip that security po-
lice in this sensitive country could be
expected to tamper with laptops.

This individual made his trip to this
particular sensitive foreign country
with a small DOE/NNSA lab delega-
tion. As they arrived for the visit,
security officials asked them to sign
a notice saying that electronic de-
vices were not allowed (and must be
checked at the hotel). The delegation
checked three laptops in the hotel
safe -- with the foreign security offi-
cials keeping the key.
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The individual received his laptop
back upon leaving the facility, but
the screw securing the hard drive
immediately fell out. While there are
benign interpretations, this is just
what would happen if the security
officials had removed the hard drive
for data copying and reinstalled it
carelessly. The individual reported
this to Sandia counterintelligence
upon return.  Fortunately, this re-
sulted in no data loss for the individ-
ual because he had prepared a
"travel laptop" with a fresh operating
system and only the files he intended
to disclose to the sensitive foreign
country representatives.

However, this led him to discretely
ask other Tri-Labs visitors to this
country if they were taking a laptop
to this site and what protections
were in place. He found that his col-

leagues had taken unprotected lap-
tops (equivalent to Sandia Restricted
Network laptops). Based on his small
sample, he estimated that 50% of Tri-
Labs visitors have laptops with sen-
sitive (albeit unclassified) data. He
reported that he suspected this
would amount to up to five hard
drives per week being made avail-
able to this foreign intelligence ser-
vice.

The idea that “there are countries
where the Government can legally
copy hard drives is so strange that
people do not know how to react,”
he said. “Instead, they shake their
head, pack their laptop, and go any-
way,” he told Woodard.

He wanted to do something in re-
sponse, so he took action.

“This individual recommended that
Sandia officially endorse "travel lap-
tops,” recounts Woodard. “In addi-
tion, he agreed to share this story
with others as a "champion" to raise
awareness on this issue.”

“Since my colleague brought this to
our attention, concensus has been
reached that we should change the
Corporate Process Requirement's
(CPR) to require that travelers to sen-
sitive foreign countries use a laptop
drawn from and returned to a cen-
trally managed pool that can be in-
spected after each trip and which
will never be connected to the Sandia
said Woodard.  “Our

Chief Information Officer, Melissa

network,”

Murphy, agreed to take the action on
getting the CPR changed.”

“This incident is a real example of
what to many was only considered
“a theoretical” concern,” said
Woodard. “One case at a time, we
hope to have everyone achieve the
right level of vigilance.”
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National Visual Analytics Center
(Continued from page 1)

The Center will provide the strategic
direction, scientific leadership, educa-
tion and coordination needed to dis-
cover, develop and implement innova-
tive visual information analysis meth-
ods. In support of the Department of
Homeland Security’s missions, the Cen-
ter will emphasize the following activi-
ties:

¢ R&D: conduct R&D in visual ana-
lytics technologies with an empha-
sis on proactive, predictive analysis
to provide early warning of poten-
tial terrorist activities.

¢ Education: provide educational and
hands-on opportunities for learning
about the analytical environment to
the next generation of scientists and
engineers, and engage with univer-
sity faculties in areas including cur-
riculum development.

¢ Evaluation and implementation:
establish test beds to evaluate new
methods and support the adoption
of new tools and methods in an

effort to speed the transfer of new
technologies to analysts.

¢ Integration: coordinate R&D pro-
grams across funding agencies and
research institutions to effectively
execute the national R&D agenda
for visual analytics.

PNNL is nationally and internationally
recognized for scientific leadership and
has a long history of high-impact con-
tributions in information visualization

How TO PREPARE FOR FOREIGN TRAVEL

and analysis for homeland security,
intelligence and defense. The Center
will capitalize on research conducted
over the past 10 years by PNNL that
has focused on providing innovative
visual analytics tools to the intelligence
community.

PNNL has extensive experience with
the analytical challenges of the intel-
ligence community. Its researchers
have worked alongside analysts to
bring fundamentally new analytical
capabilities into their working environ-
ment. Interaction with analysts is criti-
cal not only to help them learn the me-
chanics of operating the new tools but
also to help them adjust their analytical
process to take maximum advantage of
their new capabilities.

PNNL also has developed innovative
tools such as the ARCH Model for
Analysis and Information Discovery,
an adaptive, flexible information acqui-
sition and analysis method that cou-
ples human analysts with a knowledge
management system in an interactive
dialogue. The ARCH model provides

(Continued on page 4)

So, what can you do to prepare for foreign travel? When traveling to sensitive foreign countries, all employees are re-
quired to complete a pre- and post-trip briefing. The specific actions that must be taken before and after traveling to

sensitive foreign countries include:

¢ Schedule a pre-travel counterintelligence briefing with local Office of Counterintelligence offices before leaving.
¢ Participate in a debriefing with local counterintelligence officers (CIOs) upon your return from travel.

Pre-travel briefings are necessary because they provide the traveler the latest information concerning the threats posed
in the foreign location. In addition they inform individuals how to guard against and what to expect when traveling to
sensitive foreign countries. Also they educate DOE employees on specific methods that foreign intelligence services use

to obtain information, which include:

¢ Elicitation — An effort in which seemingly normal conversation is contrived to extract information about individu-

als, their work, and their colleagues.

¢ Eavesdropping — Gathering information in social environments by listening in on a private conversation.

¢ Bag Operations — Efforts to steal, photograph, or photocopy documents, magnetic media, and laptop computers.
This could occur in one’s hotel room, in an airport, in a conference room, or in any other situation where the oppor-
tunity presents itself and materials are vulnerable.

¢ Electronic Interpretation — Use of devices to electronically monitor an individual’s use of modern telecommunica-
tions, office, hotel, portable telephones, faxes and computers.

¢ Technical Eavesdropping — Use of audio and visual devices, usually concealed in hotel rooms, restaurants, offices,

cars and airplanes.

The post-travel debriefings also allow the Office of Counterintelligence to learn from lab plant employee’s experiences
while on travel, and use that information to enhance the effectiveness of future pre-briefings. Together they are neces-
sary and effective remedies to advance our national security interests as well as our individual safety and security.




THE PAST—]JULIUS AND ETHYL ROSENBERG

Julius and Ethel [Greenglass] Rosenberg became the
first American civilians executed for spying. The
Rosenbergs were convicted under the Espionage Act
of 1917 for “Conspiracy to Commit Espionage.” De-
spite worldwide appeals for clemency, shortly after
8:00PM, on June 19, 1953, they were put to death in
the electric chair. They left behind two young sons,
Michael and Robert.

President Eisenhower twice denied executive clem-
ency. Conviction was based mainly on the testimony
of David and Ruth Greenglass, Ethel’s brother and sister-in-law. The govern-
ment had arrested David and charged him with spying for the Soviet Union
during the development of the atomic bomb by making secret sketches and
drawings when he worked at Los Alamos. David originally said he was re-
cruited to get information by Julius Rosenberg; however, he recently admitted
that he lied about some of his testimony.

THE PRESENT — SPECIALIST RYAN ANDERSON

The military conducted an Article 32 hearing on May 12, 2004,
to determine if a National Guardsman should be court-
martialed on charges that he tried to assist al-Qaida and join the
organization so he could conduct terrorist attacks. Spc. Ryan G.
Anderson, a Muslim convert and member of the Washington
National Guard, was arrested in February 2004 and charged
with four counts of attempting to provide information to the
terrorist network. The information allegedly involved U.S.
troop movements and tactics. A fifth count disclosed in the
B May 12 hearing alleged that Anderson told undercover military
personnel: “I wish to desert from the US Army. I wish to defect
from the United States. I wish to join al-Qa’ida, train its mem-
bers and conduct terrorist attacks.” At his arraignment on June
25, 2004, Anderson did not enter a plea or say whether he
wanted to be tried by a jury or a judge. His court martial is set
for August 16, 2004.

National Visual Analytics Center
(Continued from page 3)
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an ideal framework for a visual analytics environment because
it supports the unique needs of the analyst from information
acquisition through discovery and analysis.

Education and training are critical to preparing individuals to
serve national needs in multiple agencies, roles and functions.
The Center will concentrate on developing meaningful educa-
tional activities and providing hands-on experiences to stu-
dents. Students will have the opportunity to learn about the
analytical environment through simulated decision-making and
the use of threat data scenarios. They also will have the oppor-
tunity to work directly with NVAC scientists as interns and in
classroom and laboratory settings.

The NVAC is seeking collaborators for R&D projects and inte-

grated demonstrations. The Center will operate through
partnerships with national, regional and local govern-
ments, academia, national laboratories and industry. To
achieve the goals of a sustained flow of advanced, high-
impact technologies and talents, the national Center will
establish and collaborate with regional visual analytics
centers that will provide a regional focus and presence.
Key areas of collaboration will include research technol-
ogy development, curriculum development, training re-
search faculty and staff, faculty and student exchanges,
education, and test and evaluation. A call for regional cen-
ters will be announced in late 2004 or early 2005.

For more information, contact Jim Thomas, Director
NVAC, PNNL at jim.thomas@pnl.gov.
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