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Foreword

When we unvelled the fird National Money Laundering Strategy last year, we sent a clear Sgnd that
our gpproach toward this vita issue had changed fundamentaly. The 1999 Strategy was premised on
the idea that money laundering threstened not only the United States by facilitating drug trafficking,
organized crime, international terrorism, and other crimes, but that it also posed athreat in and of itsdlf, by
tainting our financid indtitutions and undermining confidence in parts of the internationd financid system.
The 1999 Strategy therefore outlined a comprehensive, integrated gpproach to combating money
laundering, a home and around the world, through both law enforcement and banking supervison, with
government policies and public-private partnerships.

The National Money Laundering Strategy for 2000 provides a clear, detailed plan for government
action thisyear. The Strategy builds on last year's strong foundation by announcing the conclusions of
severd high-priority interagency policy reviews and by providing aroad map for future inititives. The
2000 Strategy dso contains over Sxty separate action items designed to combat money laundering on a
broad range of fronts. These action items include efforts to strengthen domestic enforcement, to enhance
measures taken by banks and other financia ingtitutions, to build stronger partnerships with state and local
governments, to bolster international cooperation, and to work with the Congress to give the Treasury
and Justice Departments critica new tools to combat international money launderers and the foreign
jurisdictions that offer them no-questions-asked banking services.

We are committed to ensuring that the action itemsin the 2000 Strategy are implemented with vigor and
dispatch. Therefore, every action item now includes a designation of the government officewho is
accountable for its implementation and for meeting specified goas and milestones. Implementation will be
overseen by the Money Laundering Steering Committee, co-chaired by Deputy Secretary of the Treasury
Stuart Eizengtat and Deputy Attorney Generd Eric Holder.

In his State of the Union last month, President Clinton spoke of the need to go after the one thing
criminas vaue mogt -- their money. The National Money Laundering Strategy of 2000 is our blueprint
for doing just thet.

Lawrence H. Summers Janet Reno
Secretary of the Treasury Attorney Genera
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Glossary of Abbreviations

AFMLS . ................. Asset Forfeiture and Money Laundering Section, Department of Justice
APEC .. Asia Pacific Economic Cooperation
APG Asa Pacific Group on Money Laundering
ATF . Bureau of Alcohol, Tobacco and Firearms, Department of the Treasury
BIA . Bureau of Justice Assistance, Department of Justice
B Bank Secrecy Act
BMPE . Black Market Peso Exchange
C-FIC .. Financial Crime-Free Communities Support Program
CFTC Commodity Futures Trading Commission
CHFI . Committee on Hemispheric Financid Issues
CMIR Currency or Monetary Instrument Report
CTR o e Currency Transaction Report
DEA Drug Enforcement Administration, Department of Justice
EOQOUSA...................... Executive Office of United States Attorneys, Department of Justice
FATE o Financial Action Task Force on Money Laundering
FBAR Foreign Bank Account Report
FBl Federal Bureau of Investigation, Department of Justice
FDIC . Federd Deposit Insurance Corporation
= o Federa Reserve Board
FINCEN .................... Financia Crimes Enforcement Network, Department of the Treasury
FIU o e finendd intdligence unit
O o Financid Stability Forum
Gl . Gulf Cooperation Council
GTO L Geographic Targeting Order
HIDT A High Intensity Drug Trafficking Area
HIFCA ..................... High Intensity Money Laundering and Related Financid Crime Area
IEEPA . . International Emergency Economic Powers Act
ILEA . Internationa Law Enforcement Academy
INCSR ... International Narcotics Control Strategy Report
I internationd financid inditution
INL ... Bureau for Internationd Narcotics and Law Enforcement Affairs,
Department of State
IRSCl ............ Internal Revenue Service -- Crimind Investigations, Department of the Treasury
IME International Monetary Fund
ML CA Money Laundering Control Act of 1986
MLCC ....... ... Money Laundering Coordination Center, U.S. Customs Service,
Department of the Treasury
MLSA . Money Laundering Suppression Act of 1994



MOU memorandum of understanding

M OB . e money Sservices business
NCCT S L non-cooperative countries or territories
NCUA Nationd Credit Union Administration
OAS Organization of American States
OCC......oiiiiiiii Office of the Comptroller of the Currency, Department of the Treasury
OCDETF ... Organized Crime Drug Enforcement Task Force
OECD ... Organization for Economic Cooperation and Devel opment
OFAC ... . Office of Foreign Assats Control, Department of the Treasury
OF C offshore financia center
OGBS . . Offshore Group of Banking Supervisors
OdP . Office of Justice Programs, Department of Justice
ONDCP . Office of Nationa Drug Control Policy
OTS .o Office of Thrift Supervison, Department of the Treasury
PDD 42 . . . Presdentid Decison Directive 42
SAR L Suspicious Activity Report
SARC Suspicious Activity Report for Casinos
SAR-S ... Suspicious Activity Report for Securities Brokers and Dedlers
SEC Securities and Exchange Commission
SOD .. Specid Operations Divison, Department of Justice
USPIS . United States Postal Inspection Service



Executive Summary

Last September, the Administration released its first National Money Laundering Strategy, awide-
ranging plan that set forth severa dozen action items designed to advance four broad goals: strengthening
domestic enforcement; enhancing the engagement of banks and other financid inditutions; providing more
effective assstance to Sate and loca counter money laundering efforts; and bolstering internationa
cooperation.

Money laundering -- the process of introducing the proceeds of crime into the legitimate stream of
financia commerce by masking their origin -- isagloba phenomenon of enormous reach. Money
laundering may look like a clever game, but thereis adark, often bloody redlity &t its core. The same
technology that alows legitimate capita to travel around the world in seconds is now routingly put to use
by sophisticated money launderers. While no hard numbers exist on the amount of worldwide money
laundering, former IMF Managing Director Miche Camdessus has estimated the globa volume at
between two and five per cent of the world's gross domestic product — some $600 billion even at the low
end of the range.

The fight againgt money laundering is crucid for three basic reasons. Firdt, counter-money laundering
efforts dlow usto pursue those who commit the underlying crimes that produce dirty money in the first
place -- whether drug dealing, fraud, corruption, or other forms of organized crime. Second, money
laundering facilitates foreign corruption, undermining U.S. efforts to promote democretic politica
indtitutions and stable vibrant economies abroad. Findly, counter-money laundering efforts help us
defend the integrity of our financid system and ingtitutions againg the corrupting influence of ill-gotten
gans.

Now, some six months later, we are issuing the National Money Laundering Strategy for 2000, which
complements and expands upon last year’ s document. It reports on the conclusions of studies and
initiatives cdled for in the 1999 Strategy, discusses our objectives for this coming year, and setsforth a
broad array of action items organized in a consolidated, government-wide plan. The 2000 Strategy dso
sets goals and milestones to be achieved dong the way.

In particular, the 2000 Strategy:

(1) designatesthefirst four High Risk Money Laundering and Financial Crime Areas
(HIFCAS) and launchesthe C-FIC state and local grant program;

2 proposes legidation providing the Secretary of the Treasury with new discretionary
authoritiesto crack down on foreign jurisdictions, ingtitutions or classes of transactions
found to pose a serious money laundering threat;
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(4)

()
(6)

(7)

callsfor the passage of legidation submitted last year giving prosecutorsand
investigator simportant new toolsto combat money laundering, including by designating
foreign corruption asa money laundering predicate offense;

announces a final rule on applying suspicious activity reporting (SAR) requirementsto
money ser vice businesses, and announces a plan to issuethisyear final SAR rulesfor
casinos and proposed SAR rulesfor brokersand dealersin securities;

articulates a new method for identifying countriesthat pose seriousthreats,

details Administration plansfor issuing guidance to financial institutionsto apply
enhanced scrutiny to certain high-risk accounts; and

callsfor two important studies on the appropriate role of “gatekeepers’ to the global
financial system, such aslawyers and accountants.

The key items of the Srategy, arranged by God, are asfollows:

Goal 1:

Strengthening Domestic Enforcement to Disrupt the Flow of Illicit Money

. Oversee specidly-designed counter-money laundering effortsin newly designated High
Risk Money Laundering and Financial Crime Areas (HIFCAS). Three geographical
areas -- New Y ork/Northern New Jersey, Los Angeles, and San Juan -- and one money
laundering system, bulk cash smuggling across the Southwest border, have been
designated.

. Cdll for enactment of money laundering legidation that would give prosecutors and
investigators important new tools, including the expansion of the list of predicate offenses
to include numerous foreign crimes -- including public corruption -- and cregting a new
crimind offense of bulk cash smuggling.

. Enhance interagency coordination of money laundering investigations against mgor
money laundering systems such as the bulk cash movement of currency between the
United States and Mexico, and the Black Market Peso Exchange System.

. Enhance the capacity of the Justice Department’s Specid Operations Divison to
contribute to financia investigations in narcotics cases.

C Make the Customs Service's Money Laundering Coordination Center (MLCC) fully
operationd with the participation of al relevant law enforcement agencies, and enhance



Goal 2:

Goal 3:

the MLCC' s coordination of investigative efforts againg the Black Market Peso
Exchange System.

Enhance the money laundering focus of counter-drug task forces.

Under the guidance of the Office of Management and Budget, undertake a thorough
review of resources devoted to anti-money laundering efforts.

Enhancing Regulatory and Cooperative Public-Private Efforts to Prevent Money
Laundering

Deveop guidance for financid indtitutions to subject high-risk accounts and transactions
to enhanced scrutiny.  Such guidance will be the product of consultations with the
financid services indudtry, privacy advocates, the law enforcement community and the
Congress.

Update federal bank supervisory agencies examination procedures to ensure that they
are risk-focused, with increased emphasis on identifying those indtitutions that are most
susceptible to money laundering.

Educate money services businesses about their obligations under new rules requiring them
to register and report suspicious activity.

Issue afina rule for the reporting of suspicious activity by casnos and card clubs.
Propose rules for the reporting of suspicious activity by brokers and dedersin securities.
Expand the flow to banks of information based on SARs and other BSA reports, and on
the utility of these reports to law enforcement.

Identify issues raised by the use of professiondss, including accountants, auditors and
lawyers, by money launderers and other financid criminds, and develop
recommendations to address these issues.

Recommend modifications to existing counter-money laundering laws and regulations, as
necessary, to enhance the protection of persona information obtained to carry out these

counter-money laundering programs.

Strengthening Partnerships With State and Local Governmentsto Fight Money
Laundering Throughout the United States



Goal 4:

Accept gpplications and award grants under the C-FIC program.

Promote the use of FINCEN’ s Gateway Program as a vehicle for two-way information
exchange and joint Sate-federd financid analyds projects.

Reach out to state and local authorities broadly for contributions to the National Money
Laundering Strategy.

Strengthening I nternational Cooperation to Disrupt the Global Flow of Illicit
Money

Propose legidation giving the Secretary of the Treasury discretionary authority to teke
cdibrated action againg international money laundering threets, including by prohibiting
U.S. financid inditutions from maintaining correspondent accounts with designated
foreign financid inditutions or jurisdictions.

Identify jurisdictions that pose a money laundering threet to the United States, both
through an interna evauation process and participating in the work of the Financia
Action Task Force to identify financid crime havens.

Use our available authorities to take appropriate action with respect to identified financia
crime havens, including issuance of bank advisories when gppropriate.

Support efforts, including that of the OECD, to identify tax havens.

Work toward universa implementation of the FATF 40 Recommendations, and promote
the development of FATF-style regiond bodies.

Deveop initiatives to address the problem of foreign government officils who
sysematicaly divert public assets to their persond use.

Provide training and technical assstance to nations making efforts to implement counter-
money laundering measures.

Urge theinternationa financia indtitutions to explore mechanisms to encourage and
support countries, in the context of financial sector reform programs, to adopt anti-money
laundering policies and measures.



Background

Money laundering is rdatively smple to describe, but difficult to investigate and prosecute. In particular,
someone who conducts a financid transaction with knowledge that the funds or property involved in the
transaction are the proceeds of crime, and who intends to further that crime, or to concedl or disguise
those proceeds, is laundering money.! The funds to be laundered can be generated by awide variety of
crimind activity -- from narcotics trafficking and extortion, to fraud and corruption -- because most
crimes are committed for profit, and the profits must be laundered to be used. These crimina proceeds
can originate anywhere in the world and take many forms,

In enacting the Money Laundering and Financial Crimes Strategy Act of 1998, Congress recognized the
need to address the threat of money laundering comprehensively.  Combating money laundering is
important for three reasons:

. Firgt, money laundering isa crucia adjunct to the underlying crime that generate the
money, whether drugs, fraud or other forms of crime.

. Second, money laundering helps foreign corrupt officias disguise misappropriated public
assets -- often assets provided by the United States to improve the lives of their
countries’ citizens.

. Third, counter-money laundering helps us defend the integrity of our financid system and
inditutions againgt the corrupting influence of ill-gotten gains.

Money L aundering as an Adjunct to Underlying Crimes

Money laundering provides the fue that allows drug traffickers, arms dedlers, terrorists, and others to
conduct their criminal business. In his 1995 remarks to the United Nations on the Occasion of the 50"
Anniversary of its Creation, President Clinton said:

Crimind enterprises are moving vast sums of ill-gotten gains through the internationd
financid system with absolute impunity. We must not alow them to wash the blood off
profits from the sde of drugs, from terror, or from organized crime.

1 The Money Laundering and Financial Crinmes Strategy Act of
1998, Pub. L. 105-310 (October 30, 1998) (the “1998 Strategy Act”),
which calls for a national noney | aundering strategy, describes
“money | aundering and related financial crinmes” as “the novenent of
illicit cash or cash equival ent proceeds into, out of, or through the
United States, or into, out of, or through United States financial
institutions.” See 31 U.S.C. 5340(2)(A).
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These thoughts have been echoed by Secretary Summers, who has said: “The attack on money
laundering is an essentid front in the war on narcotics and the broader fight againgt organized crime
worldwide. Money laundering may look like a polite form of white collar crime, but it is the companion
of brutality, deceit and corruption.”

The importance of money laundering to criminas creates opportunities for law enforcement to detect
crime, asit forces crimindsto interact with the commercid and financid sectors. Asinvestigators “follow
the money” they find useful hooks with which to catch those who commit the underlying crimes.

Enforcement experts divide the process of money laundering into three stages.

1 Placement. Placement means putting theillicit fundsinto the financid sysem. Inthe
case of currency paid for illega narcotics, the need is obvious. Currency is anonymous,
but it is difficult to handle, hard to hide, takes time to move, and aitracts attention. If a
crime generates non-currency proceeds (for example, the proceeds of a fraudulent stock
sde or public corruption), placement occurs when the proceeds first come under the
crimind’s control.

2. Layering. The launderer’sjob is not finished when money is placed. Large amounts of
unexplained vaue tend to attract atention. Funds must be moved and broken up to hide
their true origin and to suggest alegitimate source. This processis cdled “layering.”
Through layering, the launderer can move funds from one nation, financid inditution, or
form through two or three othersin a matter of moments, given the speed at which
transactions can now be conducted via high-speed computer networks.

3. Integration. Once funds are layered sufficiently, they can be put to use by the criminas
who have control over them. The funds are now no longer being moved smply to
obscure their origin and true ownership but to finance the crimind’s activities.

This movement of money through the financid system leaves atral. If that trail can be uncovered, it
identifies those who ddliberately, through willful blindness or through negligence, facilitate and finance
crime. Thetrall can dso lead back to the drug deders, ams traffickers, swindlers, or others whose
crimes generated the money.

Today, more than ever before, money laundering is a world-wide phenomenon and an internationd
chdlenge. We do not have a precise estimate of the amount of money laundered each year in the United
States or internationdly, though efforts are underway to improve our ability to make such a measurement.
It is, however, possible to get arough picture of the problem. Former IMF Managing Director Michel
Camdessus has estimated that the volume of cross-border money laundering is between 2 and 5 percent
of the world's gross domestic product. Even at the lower end of that range, the amount of the proceeds
from narcatics trafficking, arms trafficking, bank and securities fraud, counterfeiting, and other smilar



crimes laundered worldwide each year anounts to dmost $600 billion. In light of American financid
inditutions prominent role in the internationd financid system, a substantid portion of that $600 billion is
likely laundered through the United States. And even afraction of that amount, reinvested year after
year, generates amassve war chest of crimind capital.

Money Laundering’' s Relation to Foreign Corruption

As noted above, money laundering often enables corrupt foreign officias to sysematicaly divert public
assets to their persond use, which in turn undermines U.S. efforts to promote democratic political
indtitutions and stable, vibrant economies abroad. The relationship between money laundering and
corruption was recognized a the G-8 Ministerid Conference on Combating Transnationa Organized
Crime, held in Moscow in October, 1999, when Attorney General Reno and other Justice Ministers
Issued a Communique stating thet the fight against money laundering “will help ensure an environment
which promotes officid integrity and isintolerant of corruption.”

Money L aundering as a Corrupting I nfluence on Financial Systems and | nstitutions

Money laundering taints our financid inditutions, and, if unchecked, can undermine public trust in their
integrity. Presdent Clinton underscored this point in announcing Presdentid Decison Directive 42
(PDD-42) when he stated that much of the problem posed by international organized crime “ stems from
the corrosive effect on markets and governments of their largeillegd funds” Inan age of repidly
advancing technology and globdization, the uncontrolled laundering of large sums can disturb financid
dability.

It isthe god of the United States to ensure that criminals and their laundered money can find no safe
haven anywhere and to destroy crimina organizations by taking the profit out of crime. The increased
threet from internationa organized crime, coupled with the globdization of our economy and the
explosion of communications technology, requires our anti-money laundering efforts to be muilti-
dimensond. Andthey are. At thefederd leved, our nation's efforts to combat money laundering involve
the coordinated work of abroad array of federal agencies implementing the Money Laundering Control
Act? and the Bank Secrecy Act.®> The Treasury and Justice Departments lead the law enforcement effort,
while the federa financid regulatory agencies -- the Federd Reserve Board, the Office of the
Comptroller of the Currency, the Federal Deposit Insurance Corporation, the Office of Thrift

2 Pub. L. 99-570, Title XIlIl (October 27, 1986), as anended,
codified at 18 U. S.C. 1956 and 1957.

3 Pub. L. 91-508 (Cctober 26, 1970), as anended, codified at
12 U.S.C. 1829b, 12 U S.C. 1951-59, and 31 U. S. C. 5311-5330.



Supervision, the Nationd Credit Union Adminigiration, and the Securities and Exchange Commission --
are respongible for the examination of the financid inditutions within their respective jurisdictions to ensure
that those ingtitutions have crested effective internd systems to detect potentid money laundering.

A detailed description of the laws and regulations that these agencies enforce, and the complimentary
efforts of the state and loca governments in the counter-money laundering effort, appears at Appendix 1.

Asthe volume of goods, services, and funds crossing our borders grows, government must fight not only
the crimes againgt ordinary citizens from which dirty money derives, but dso the threats posed by the
laundering of those funds -- threats to trade, the integrity of financid inditutions, and, ultimately, to
nationa security. This second National Money Laundering Strategy details our efforts to do just that.



Goal 1. Strengthening Domestic Enfor cement
To Disrupt the Flow of Illicit Money

The 1999 Strategy identifies asitsfirst god the intengfication of enforcement efforts to disrupt the flow of
illicit money in the United States, and severd important steps have been taken in the months since the
1999 Srategy’ s rdease. Mogt sgnificantly, the first High Intengty Money Laundering and Related
Financid Crime Areas (HIFCAS) are being announced in this Srategy, and efforts are underway to
establish action teams in each of these areas to target money launderers for prosecution. Anti-money
laundering enforcement efforts, however, have not been limited soldly to HIFCAs. Secretary of the
Treasury Summers and Attorney Genera Reno have issued ajoint memorandum to U.S. Attorney’s
Offices and federd law enforcement field offices throughout the country, communicating the importance
of money laundering enforcement and emphasizing necessary stepsto be taken. Additiondly, we have
commenced discussions with relevant industry leaders to combat the Colombian Black Market Peso
Exchange (BMPE), and have enhanced the capabilities of the Justice Department’s Speciad Operations
Divison (SOD) and the Customs Service's Money Laundering Coordination Center (MLCC) to target
money launderers more effectively.

Much work, however, remains to be done, and strengthening federa enforcement of the money
laundering laws remains the first god of the 2000 Strategy. In the coming year, HIFCA action teams will
become operationa and begin intensive efforts against money laundering in their respective aress. Inthe
meantime, the HIFCA Working Group in Washington will monitor the action teams' progress, and will
begin the process of new HIFCA designations for 2001, including the establishment of aforma
application process for sate and local governments and law enforcement. Additiondly, continued
progress will be made in enhancing the efficiency and effectiveness of anti-money laundering enforcement,
including more effective use of Suspicious Activity Reports (SARS) and other Bank Secrecy Act (BSA)
informetion.

In sum, the Action Items below represent a continued concerted federd effort to identify money
launderers and money laundering areas within the United States, and to take aggressive enforcement
action againg them.

Objective 1:  Concentrate Resourcesin High-Risk Areas

A centerpiece of the 1999 Strategy’ s federd enforcement initiatives, HIFCAswill concentrate law
enforcement efforts a the federd, date, and local leve to combat money laundering in high-intensity
money laundering zones, whether based on drug trafficking or other crimes. The designation of HIFCAS
isrequired by satute The statute mandating HIFCAs sets forth an extended list of factors that must be

4 Designation of HIFCAs as part of the National Strategy is required by the 1998 Strategy Act.
See 31 U.S.C. 5341(b)(8) and 5342(b).



consdered in designating a HIFCA. These factors encompass three general categories of information:
1. demographic and generd economic data;
2. patterns of BSA filings and related information; and

3. descriptive information identifying trends and patternsin money laundering activity and the
level of law enforcement response to money laundering in the region.

It isnot arequirement that HIFCA's be defined geographically. They can aso be created to address
money laundering in an industry, sector, or afinancid ingtitution or group of financid inditutions.

DESIGNATIONSFOR THE YEAR 2000

Upon the issuance of the 1999 Strategy, the Treasury and Justice Departments led a process to identify
and designate the first HIFCAs. As part of this process, the two Departments convened the HIFCA
Working Group to collect and analyze dl relevant information. The HIFCA Working Group, co-chaired
by the Justice Department Crimina Divison and the Financiad Crimes Enforcement Network (FinCEN),
included representatives from the U.S. Customs Service, the Internal Revenue Service-Crimina
Investigations (IRS-CI), the U.S. Secret Service, the Federd Bureau of Investigation (FBI), the Drug
Enforcement Administration (DEA), the U.S. Postd Inspection Service (USPIS), the Executive Office for
United States Attorneys (EOUSA), the Executive Office for the Organized Crime and Drug Enforcement
Task Forces, and the Office of Nationa Drug Control Policy (ONDCP).

The HIFCA Working Group collected from each participating agency information concerning the nature
and extent of money laundering activity in regions throughout the country, the number of investigations and
prosecutions in the regions, the location of exigting task forces addressng money laundering and financid
crime, the law enforcement resources available in these regions and other information that would help
identify HIFCA candidates® Thisinformation was combined with an andysis of BSA dataand
demographic information.

Based on the recommendation of the Working Group, we are designating the following areas asthe first

5 The HIFCA Working Group regarded a high concentration of money laundering law
enforcement activity in a geographic area as a factor supporting a HIFCA designation because (i) a
primary purpose of the HIFCA program is to coordinate and enhance the focus of the anti-money
laundering activities of ongoing task forces and federal, state, and local law enforcement investigations,
and (ii) it indicates aloca recognition of a money laundering problem and a commitment to combat that
problem.
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HIFCASs:
1. New York/Northern New Jersey Region
A. Demographic/Economic Information

The New Y ork/Northern New Jersey region is the most populous urbanized areain the country. Itis
aso the world' s leading financia center, serving as headquarters for the New Y ork Stock Exchange and
44 of the fifty mgor banks. This region isthe home of three mgor arports, including JFK Airport, which
is ranked fifth in the country for cargo and sixteenth for passenger traffic. Also located in the region isthe
Port of New Y ork/New Jersey, the largest port complex on the East Coast of North America

B. BSA Filings

The New Y ork metropolitan arealeads the nation in the number of SARs. Infisca years 1998 and
1999, more than 14,000 SARs, with an aggregate reported dollar amount in excess of

$33 hillion, werefiled in thisarea. In addition, in fisca years 1998 and 1999 the State of New Y ork had
the second highest number of Currency Transaction Report (CTR) filingsin the country, with the amount
of money reported in the CTRs being the highest for any state. The New Y ork metropolitan area had the
third-highest number of inbound Currency or Monetary Instrument Report (CMIR) filings and the
second-highest number of outbound CMIR filings. In both cases, New Y ork has the highest dollar
amounts reported in the CMIR filings.

C. Law Enforcement Activity

Asaresult of being amgor financia center, the New Y ork/Northern New Jersey areais dready the
focus of substantia law enforcement activity targeted against money laundering. Additionaly, New Y ork
isthe primary digtribution center in the Northeast for cocaine and heroin. All law enforcement agencies
are investigating magjor casesin this area; undercover investigations, in particular, indicate agreet deal of
money laundering activity. The United States Attorneys Officesin this region (Southern Didtrict of New
York, Eastern Didtrict of New Y ork and Didtrict of New Jersey) filed money laundering charges
(violations of 18 U.S.C. 1956 and 1957) againgt 190 defendantsin 83 casesin fiscal year 1998.

Additionally, the New Y ork/Northern New Jersey area has been designated as a High Intensty Drug
Trafficking Area (HIDTA), and participates in the El Dorado Task Force, an initiative congsting of 195

federal, Sate, and local law enforcement personnel that seeks to identify, disrupt, and dismantle narcotics
money laundering sysems.

2. LosAngelesMetropolitan Area

1



A. Demographic/Economic Information

Los Angelesisthe second largest city in the United States and islocated only 150 miles from the
Mexican border. Los Angeles hasthe largest number of financid inditutions in the country and isdso the
largest manufacturing center in the country. The segport of Los Angelesis one of the busiest on the West
Coast and condtitutes the largest container port in the United States.

B. BSAFilings

Los Angelesisadso amgor financid center, as demongtrated by the number of large filings under the
BSA. Infiscal years 1998 and 1999, Los Angeles had the second highest number of SAR filings (5171),
with the aggregate amount in excess of $7 hillion. Alsoin fiscal years 1998 and 1999, Los Angeles had
the highest number of outbound CMIRs and the second highest number of inbound CMIRs in the
country. Finaly, Cdifornia had the highest number of CTR filingsin the country in fisca years 1998 and
1999.

C. Law Enforcement Activity

Federad, state and locdl law enforcement resources are highly concentrated on money laundering and
financia crimein the Los Angelesarea. An Organized Crime Drug Enforcement Task Force (OCDETF)
Digtrict Coordination Group islocated in Los Angdles. It has been desgnated asaHIDTA and has
severd HIDTA-funded task forces concentrating on drug money laundering, including the Southern
Cdifornia Drug Task Force.

In addition, Los Angeles has severd task forces investigating non-drug financid crimes, including hedth
care and telemarketing fraud. The FBI, IRS-CI, and the Customs Service each investigate alarge
number of magor non-drug casesin the Los Angeles area which have money laundering components.

Investigative activity in fiscd year 1998 resulted in money laundering charges being filed againgt 197
defendantsin 32 cases brought by the United States Attorney’ s Office for the Centrd Didtrict of
Cdifornia. The large number of money laundering and financid crime investigations and prosecutions in
this digtrict has resulted in the need for enhanced communication among agencies and coordination of
efforts. Otherwise, the large number of cases will continue to result in high investigative and prosecutive
thresholds, which unfortunately has resulted in alarge number of potential cases that cannot be addressed
by law enforcement at thistime.



3. San Juan, Puerto Rico
A. Demographic/Economic Information

Puerto Rico’ s location in the Caribbean and its status with respect to the United States makes the idand
of great drategic importance with respect to drug trafficking, money laundering and financid crimes. The
Caribbean region has become afocd point for both drug and non-drug money laundering. The
proliferation of offshore financia crime havens in the Caribbean in the past decade have made thisa
region of great concern to the United States.

Puerto Rico is the Caribbean’s most industrialy devel oped idand and is the transportation center of the
Caribbean. The port of San Juan isthe most active port of entry in the Caribbean and isthe closest
United States entry point for South American drug traffickers.

B. BSAFilings

In fiscal years 1998 and 1999, San Juan ranked ninth in the country for the volume of currency reflected
on inbound CMIRs and eighth for volume of currency reflected on outbound CMIRs. Although banksin
Puerto Rico filed 566 SARs totaling $627.7 million during fiscal years 1998 and 1999, San Juan banks
filed only 45 SARs for $2.4 million. The gpparent discrepancy between the large volume of reported
currency flowing into and out of Puerto Rico, and the relatively smal number and value of reported
suspicious activitiesin Puerto Rico' s financid center, will be a primary focus of the HIFCA action team.
Further, San Juan ranks below only New Y ork/New Jersey and Los Angeles for suspicious posta
money order activity identified by USPIS.

C. Law Enforcement Activity

Puerto Rico has been the location of severd mgor law enforcement anti-money laundering operations
over the past five years, and has a high concentration of federd anti-money laundering law enforcement
activity. San Juan has an OCDETF Didtrict Coordination Group, has been designated asaHIDTA, and
has aHIDTA-funded Money Laundering Initiative in place which includes the Drug Smuggling/Money
Laundering Interdiction Task Force.

4. Cross-Border Currency Smuggling/Movement in Texasg/Arizonato and from
Mexico

This HIFCA designation focuses not smply on a geographic region, but on the system through which
large volumes of currency (largely derived from drug trafficking) is smuggled or moved across the border
between the United States and Mexico. As domestic money laundering enforcement improves, money
launderers resort more frequently to the physica remova of the currency in bulk. This phenomenonis
especidly sgnificant with respect to Mexico due to the ever-larger role that Mexican drug traffickers have
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carved out in the transportation of drugsinto the United States. In fact, at this time the mgority of
Customs currency seizures for fiscal year 2000 have occurred aong the Southwest border.®

Action Item 1.1.1: The Departmentsof the Treasury and Justice will over see specially-
designed counter-money laundering effortsin each newly designated HIFCA.

L ead: "Assistant Secretary for Enforcement, Department of the Treasury.
Assgant Attorney Generd, Crimind Division, Department of Judtice.

Goal for 2000: Initiate joint federd, state, and loca anti-money laundering efforts led by
newly created or designated money laundering action teams.

Milestones: During thisyear, the HIFCAswill establish or identify action teams. By
December, the HIFCA Working Group will report to the Money Laundering Steering
Committee on the overal progress made in the first four designated HIFCAS.

As noted above, the HIFCA program isintended to concentrate law enforcement efforts at the federd,
date, and locd leve to combat money laundering in designated high-intensity money laundering zones. In
order to implement this god, a money laundering action team will be created or identified within each
HIFCA to spearhead a coordinated federa, sate, and loca anti-money laundering effort. Each action
team will:

C be composed of al relevant federa, state, and local enforcement authorities, prosecutors, and
financid regulators,

C focus on tracing funds to the HIFCA from other areas, and from the HIFCA to other areas, so
that related investigations can be undertaken;

C focus on collaborative investigative techniques, both within the HIFCA and between the HIFCA
and other aress,

6 The HIFCA Working Group recognizes that the movement of bulk cash is an area of concern
along the whole of the Southwest Border, including the District of New Mexico and the Southern District
of Cdifornia. Information currently available to the working group indicates that the areas at greatest
risk from the movement of such cash currently exist in Texas and Arizona. Clearly, the HIFCA will need
the support of adjacent jurisdictions, especially if, as we anticipate, increased efforts in the HIFCA areas
lead to adiversion of theillicit cash to other jurisdictions.

7 Each Action Item within the Strategy identifies one or more “lead” officials. Leadership
designations do not confer substantive authority and do not signify alimitation on participation by other
relevant agencies.
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C ensure a more systematic exchange of information on money laundering between HIFCA
participants, and

C include an asset forfeiture component as part of itswork.

In targeting identified money laundering mechanisms in its chosen areq, each action team will draw
together dl avalable relevant information, including SAR information, for combined andyss.

During the course of the year, the HIFCA Working Group will work with the newly-designated HIFCAs
to formulate a reporting and eva uation system so that the impact of the HIFCAs can be evauated. By
December, the HIFCA Working Group will report to the Money Laundering Steering Committee on the
progress in the HIFCAs in thefirst year. The report will include a discussion of the extent of the
involvement of state and locd law enforcement agenciesin the HIFCAS.

In order to concentrate law enforcement efforts on combating money laundering in HIFCAS, there must
be a dedication of financia resources by the Departments of the Treasury and Justice. It istoo soon to
determine how the Departments should alocate counter-money laundering resourcesin these newly-
designated HIFCAs. However, the Departments of the Treasury and Justice will develop aflexible plan
to determine how best to dlocate anti-money laundering resources as HIFCAs become operationd. This
issue will be addressed by the HIFCA Working Group, who will include in their December report to the
Money Laundering Steering Committee a discussion of what resources have been and are planned to be
alocated by law enforcement to ensure that HIFCAS receive high-priority alocations.

Action Item 1.1.2: The Treasury Department in consultation with the Department of
Justice will continue the process of evaluating and designating HIFCASs.

Lead: Asssant Secretary for Enforcement, Department of the Treasury.
Assgant Attorney Generd, Crimind Division, Department of Judtice.

Goal for 2000: Designate additiona HIFCAS as appropriate.

Milestones: By August, the Treasury Department will post on FInCEN’ s website the
process by which locdities can apply for HIFCA designation. An outreach effort to
publicize the program to law enforcement and other officias will follow, and additiona
desgnations will be made as gppropriate. An overdl status report will be included in the
2001 Srrategy.

The HIFCAs designated in the 2000 Strategy represent a new and innovative gpproach to money

laundering enforcement. It will therefore be necessary to dlow each of these HIFCAs to develop over
the course of the year S0 that we can assess how the action teams operate prior to future designations.
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Future HIFCAs will be sdlected from applications received from prospective areas, or from candidates
proposed on the initiative of the Secretary of the Treasury or the Attorney Genera. The procedures for
requesting a HIFCA designation will be developed within the next sx months, and will be posted on the
FinCEN website ( www.treas.gov/fincen/ ). Though the specific procedures have not yet been findized,
a prospective applicant should expect to be required to submit an gpplication to FINCEN that includes the
following:

C adescription of the proposed area or system to be designated,

C the focus and plan for the counter-money laundering projects that the designation will support,
and

C the reasons such adesignation is gppropriate, taking into account the relevant statutory standards.

Measurement of the risk of money laundering activity in the area should be based both on locd analyss
and information and on relevant trend analysis. IRS-CI is now testing a pilot program designed to foster
collection and analyss of such information. Agents assgned to this pilot program will be engeged in the
collection, andys's, and dissemination of intelligence for field operations. Thisinformation will be utilized
for trend reporting purposes and will be available to various law enforcement and regulatory agencies.
The gatigtical information may aso be used in the identification of money laundering risks in the HIFCA
process.

Applications will be reviewed by the HIFCA Working Group, overseen by the Assistant Secretary of the
Treasury for Enforcement and the Assistant Attorney Generd, Crimind Division, and the find selections
will be made by the Secretary of the Treasury, in consultation with the Attorney Generd. Additionaly,
the HIFCA program will be publicized with state and local officias through an outreach effort.

Objective2: Communicate Money Laundering Prioritiesto Federal Law Enforcement in the
Field

The consequences of money laundering often far exceed the dollar value of specific money laundering
violations. Money laundering investigations and prosecutions, including those money laundering
operations that do not include large dollar amounts, serve to disrupt theillicit financid system that
supports organized crimina activity, and safeguard the integrity of the financiad system. Moreover, money
laundering investigations can provide important derivative information to law enforcement, regulatory, and
financia policy makers. It istherefore imperative for the Departments of the Treasury and Justice to
communicate and emphasize to their investigative agents and prosecutors the importance of aggressvely
pursuing money laundering cases.

The 1999 Strategy contains severd Action Items caling for the Departments of the Treasury and Justice
to communicate various priorities to the fidd in the form of joint memoranda. These have been combined
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into asingle memorandum that was recently issued. It cdlsfor:

. investigative and prosecutive thresholds to be made more flexible to alow for cases involving
lower dollar amounts to be pursued if they offer the possibility of sgnificant impact on aparticular
money laundering system;

. every federd didtrict to congder establishing an interagency team to review SARs and coordinate
follow-up investigetions,

. agents and prosecutors to ensure that they debrief witnesses and informants for information
concerning money laundering methods and techniques;

. law enforcement to use, when gppropriate, eectronic survelllance in money laundering
investigations,
. emphasizing multi-district money laundering investigations, coordinated, when gppropriate,

through the Justice Department’ s Special Operations Division (SOD) or the Customs Service's
Money Laundering Coordination Center (MLCC);

. U.S. Attorneys and law enforcement agency heads to ensure that agents and prosecutors are
provided with adequate and regular training in financid investigations, financia analyss, and
money laundering trends and techniques; and

. incorporating an asset forfeiture consderations at the inception of money laundering casesin
order to help dismantle crimind organizations.

Action Item 1.2.1: The Departmentsof the Treasury and Justice will track
implementation by investigators and prosecutor s of the joint memorandum.

Lead: Assgant Secretary for Enforcement, Department of the Treasury.
Assgant Attorney Generd, Crimind Divison, Department of Jugtice.

Goal for 2000: Enhance the focus of federa field resources on money laundering
investigations and prosecutions.

Milestones: The Assgtant Secretary and the Assistant Attorney Genera will track the
fidd implementation of the joint memorandum’ s recommendations and report progress to
the Money Laundering Steering Committee by November. Recommendations for further
gepswill beincluded in the 2001 Strategy.
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The Departments of the Treasury and Justice will continue to monitor their law enforcement agencies and
prosecutors offices to ensure that the recommendations in the joint memorandum are incorporated into
their operations. By November, the Assstant Secretary and the Assistant Attorney General will make a
progress report to the Money Laundering Steering Committee, dong with recommendations on further
actions that should be taken.

Objective 3:  Seek Legisation Enhancing Money Laundering Enforcement

The United States has powerful statutory tools available to combat money laundering. However, as
noted in the 1999 Strategy, loopholes and missing pieces remain in our counter-money laundering
dructure. This objective discusses legidative provisons that address the enforcement of the money
laundering laws, while Action Item 4.1.1 discusses legidative provisons that address internationa money
laundering.

Action Item 1.3.1: The Administration will seek enactment of the Money Laundering
Act of 2000 (formerly the Money Laundering Act of 1999), legidation with power ful
provisions addressing domestic money laundering enfor cement.

Lead: Assgant Attorney Generd, Office of Legidative Affars, Department of Justice.
Goal for 2000: Enactment of the Money Laundering Act of 2000.

The 1999 Strategy aticulated the Adminigtration’ s intention to submit legidation amed a enhancing the
ability of law enforcement to investigate and prosecute domestic money laundering.  This commitment
was fulfilled on November 10, 1999, when the Administration submitted to Congress the Money
Laundering Act of 1999. The Adminigtration has continued to seek enactment of this legidation -- now
the Money Laundering Act of 2000 -- and Assistant Attorney Generd Robinson testified in support of it
on February 10" before the House Judiciary Committee’' s Subcommittee on Crime. The Money
Laundering Act of 2000 includes the following important provisons addressing crimind money laundering
enforcement:

. Expanding the BSA to creste anew crimina offense of bulk cash smuggling in amounts exceeding
$10,000, and authorizing the imposition of afull range of crimina sanctions when the offenseis
discovered. Thisprovison will help prevent the flow of illicit cash proceeds out of the United
States.

. Making it a crimind offense for a currency courier to trangport more than $10,000 of currency in
interstate commerce, knowing that it is unlawfully derived.

. Closng alegd loophole by making it clear that the federal money laundering statutes gpply to
both parts of aparale transaction when only one part involves crimina proceeds. (For example,
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if alaunderer moves drug money from Account A to Account B, and then replenishes Account A
with the same amount of funds from Account C, the second transaction would also condtitute
money laundering.)

Expanding the list of money laundering predicates to include numerous foreign crimes -- including
arms trafficking, public corruption, fraud, providing material support to designated foreign
terrorist organizations, and crimes of violence -- that are not currently covered by the money
laundering Satute. At present, for example, aforeign public officia who accepts bribes or
embezzles money and then launders the proceeds through a U.S. bank is not subject toaU.S.
money laundering prosecution. The new provision will dose that loophole, which severdly limits
the ability of the United States to investigate and prosecute the laundering of foreign crimind
proceeds through financid inditutionsin the United States.

Extending the civil pendty provison of the money laundering Satute to give U.S. didrict courts
jurisdiction over foreign banks that violate U.S. money laundering law, provided that the foreign
bank maintains an account in the United States and that the bank receives gppropriate service of
process.

Making it illegd to launder crimindly derived proceeds through foreign banks. This provison
would, for example, make it illegd for aperson in the United States to send criminal proceeds
abroad and launder them in a Mexican bank.

Giving federa prosecutors greater access to foreign business records located in bank secrecy
jurisdictions by providing sanctions when individuas in certain circumstances hide behind such
foreign laws.

Action Item 1.3.2: The Administration will seek legidative authority for the Customs
Service to sear ch outbound mail.

Lead: Assstant Commissioner for Congressond Affairs, U.S. Customs Service,
Department of the Treasury.

Goal for 2000: Enactment of legidation providing the Customs Service the same
legidative authority to search outbound mail that it currently has to search inbound mall.

Currently, the Customs Service has the authority to conduct border searches without warrants in virtualy
every dtuation in which merchandise crossesthe U.S. border. This authority extends to the searching of:
(i) individuds entering and exiting the country; (ii) luggage entering and exiting the country; (iii)
international mail entering and exiting the country that is sent through private carriers;, and (iv) internationd
mail entering the country that is sent through the U.S. mail. Outbound internationd letter-class mail is
virtudly the only means by which merchandise can be trangported across the U.S. border without being
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subject to Customs ingpection (unless awarrant is obtained). This unnecessary limitation of Customs
authority its efforts to deal comprehensively with the smuggling of currency out of the United States.

The Customs Service has long identified outbound internationd letter-class mail as ardatively safe and
inexpensve means for criminas to transport currency out of the United States. Under Postd Service
regulations, aletter-class mail parcel can weigh up to four pounds when mailed internationdly (other than
to Canada), and up to 60 pounds when mailed to Canada. A single four-pound letter-class parcel can
accommodate approximately $180,000 in $100 hills.

To address this loophole, the Adminigiration will continue to support legidation that would permit the
Customs Service to search outbound international |etter-class mail in cases where there is reasonable
cause to suspect that the parcel contains monetary instruments, wegpons of mass destruction, drugs, or
merchandise mailed in violation of certain specified satutes. Such a provison would smply make
Customs outbound authority pardld with its inbound authority. Customs would continue to be required
to obtain a search warrant to inspect any domestic mail, or to read any correspondence contained in any
internationa or domestic mail parcel.

Objective 4: Examine the relationship between money laundering and tax evasion.
Action Item 1.4.1: The Departments of the Treasury and Justice will study whether it

would be advisableto expand thelist of money laundering predicatesto include tax
offenses.

Lead: Asssant Secretary for Tax Policy, Department of the Treasury.
Assgant Attorney Generd, Crimind Divison, Department of Jugtice.
Assgant Attorney Generd, Tax Divison, Department of Justice.

Goal for 2000: Develop recommendations on the advisability of expanding the list of
money laundering predicates to include al or a specified subset of acts that congtitute tax
crimes.

Milestones: By May, astudy group will be convened that will report its findings to the
Money Laundering Steering Committee by November.

Tax evason isasariousfinancia crime, and in some casesis closaly related to money laundering. Y et tax
evason differs from money laundering in that tax offenses may involve legitimate income, while money
laundering, by its very nature, dmaost dways involves the movement of the proceeds of illegd activity.
However, to determine whether it would be advisable to expand the list of money laundering predicates
to include tax offenses, numerous issues need to be considered. Consequently, a study group will be
assembled to analyze this issue and the results of this study will be reported to the Steering Committee.



Objective 5:  Enhance I nter-agency Coordination of Money Laundering I nvestigations

The 1999 Strategy acknowledges that the increasing globalization and sophigtication of underground
financid markets have hindered the effectiveness of money laundering investigations limited to angle
agenciesor locations. Asaresult, the 1999 Strategy calsfor federd, state, and locd authorities to
develop an increasingly sophigticated capacity to track the implications of individud investigations and
relate investigative efforts to one another. The Action Items below reaffirm that commitment.

Action Item 1.5.1: The Justice Department will continue to enhance the capacity of the
Special Operations Divison (SOD) to contribute to financial investigationsin nar cotics
cases.

Lead: Assgant Attorney Generd, Crimina Divison, Department of Justice.

Goal for 2000: Thefinancid component of SOD will begin to identify and attack the
financid underpinnings of mgor drug trafficking and drug didtributing organizations and to
coordinate multi-district cases againgt the financia operations of mgor drug traffickers.

Milestones: By November, the Assistant Attorney Generd will report progressto the
Money Laundering Steering Committee.

The SOD isajoint nationa coordinating and support entity initidly comprised of agents, anadydts, and
prosecutors from the DEA, the FBI, the U.S. Customs Service, and the Crimina Divison of the
Department of Judtice. Itsmission isto coordinate and support regiond and nationd-level crimina
investigations and prosecutions of mgor crimina drug-trafficking organizations threatening the United
States. Thismisson isroutingly performed across both investigative agency and jurisdictiona boundaries.
Where gppropriate, sate and local investigative and prosecutive authorities are fully integrated into SOD-
coordinated drug enforcement operations. The SOD coordination process has repesatedly demonstrated
its effectiveness againgt the mgjor drug trafficking and distribution networks.

In 1999, the origind SOD approach was expanded to include afinancia component that brings together
dl avallable information to identify and target the financid infrastructure of SOD targets, assgsin
coordinating investigations and prosecutions, and assstsin seizing and forfeiting the proceeds, assets, and
ingdrumentdities of these mgor drug trafficking organizations. The new component has been expanded to
include IRS-CI. During the next year, the Department of Justice will continue to enhance the capacity of
SOD to identify and attack the financia underpinnings of mgor drug trafficking and drug digtributing
organizations, and will begin coordinating multi-district cases againg the financid operations of these
organizations.

Action Item 1.5.2: The Customs Service will make the Money Laundering Coordination
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Center (MLCC) fully operational with the participation of all relevant law enfor cement
agencies.

Lead: Assstant Commissoner for Investigations, U.S. Customs Service, Department of
the Treasury.

Goal for 2000: Full federa law enforcement participation in the MLCC.

Milestones: By April, the DEA, IRS, FBI and OFAC will participate in the MLCC,
and the deconfliction center will be available to dl participating operations. The
participation of the Postal Ingpection Service will dso be sought. By June, the MLCC
will establish aworking group of member agencies to review and enhance the procedures
and protocols of the program.

The MLCC was created by the Customs Service, with assstance from FInCEN, in 1997. It servesasa
repogitory for dl intelligence information gathered through undercover money laundering investigations
and functions as the coordination and deconfliction center for both domestic and internationa undercover
money laundering operations.

Regarding coordination, the ML CC tracks information on subjects, businesses, financid indtitutions, and
accounts involved in money laundering investigations. MLCC' s data base a so incorporates trade data
and import, export, and financid intelligence through the use of the Customs Service's Numericaly
Integrated Profiling System (NIPS) and the Macro-Andysis Targeting System (MATYS). Investigators
can use MLCC, for example, to determine whether a particular individual and corporation have been
linked together in a previous undercover investigation. In addition, links between MLCC and FinCEN
promise to increase further the availability and qudity of information for detailed field and long-term
andysis of money laundering patterns and operations.

MLCC aso provides a deconfliction mechanism to ensure that different undercover operations are not
crossing paths and investigating each other. Thisfunction is critica to enhance the safety of agentswho
pose as money launderers in sting operations because relevant enforcement agencies can be dert to the
presence of undercover agents operating in the area. The MLCC' s recently established deconfliction
center is operationa and accessible through software provided to Customs field offices. It has dso been
meade available to the SOD.



Action Item 1.5.3: The Department of Justice will enhance the money laundering focus
of counter-drug task for ces.

Lead: Assgant Attorney Generd, Crimina Divison, Department of Justice.

Goal for 2000: Enhance the ability of the OCDETF Program to capture and andyze
information on the money laundering aspects of its investigations.

Milestones: By November, the Assstant Attorney Generd will report to the Money
Laundering Steering Committee the results of amid-year review of effectiveness of the
revised OCDETF forms in capturing information on the money laundering aspects of its
investigations. Additiondly, the Department of Justice will include amoney laundering
presentation in three OCDETF Regionad Conferences.

The 1999 Strategy cdled for the impact of HIDTAs and OCDETFs on money laundering to be
enhanced by calling attention to potentid money laundering mechanisms or leads uncovered in the course
of narcotics investigations a part of the agenda of every HIDTA and OCDETF effort.

Both the HIDTA and OCDETF programs have responded to this call.

In particular, the Department of Justice’ s OCDETF Program -- which has produced many of law
enforcement’ s most successful investigations of narcotics money laundering -- in the past year has taken
seps to ensure that the money laundering focus of its task forces is encouraged, and that information
concerning the money laundering focus of these interagency investigations is captured and andlyzed. The
Department of Justice has revised the OCDETF case initiation and prosecution forms to capture more
information about the nature of the money laundering organizations and methods utilized to launder drug
proceeds both domestically and abroad. This additional information provides trend analysis and
feedback to the field to ensure that the task forces are addressing the money laundering aspects of drug
trafficking organizations. In addition, money laundering presentations will be included on the agendas of
OCDETF regiond conferencesin order to inform federd agents and Assstant United States Attorneys
about current initiatives and to dress the importance of the financid dement of drug trafficking
organizations.

Additiondly, the HIDTASs have responded to the Strategy by restructuring existing enforcement initiatives
to emphasize money laundering, and introducing new ones. The counter-money laundering efforts of
relevant OCDETFs, HIDTAS, and HIFCA action teamswill continue to be appropriately coordinated.



Action Item 1.5.4: The Treasury Department will evaluate areas or financial sectors
wher e use of Geographic Targeting Orders (GTOs) may be appropriate.

Lead: Assgant Secretary for Enforcement, Department of the Treasury.

Goal for 2000: Evauate the appropriate use of GTOs, especidly in the context of the
newly-designated HIFCAs.

Milestones: By November, action teamswill report to HIFCA Working Group on
whether GTOs would be appropriate within their respective HIFCAs. The HIFCA
Working Group will then report these results to the Secretary of the Treasury.

GTOs can beissued by the Secretary of the Treasury to ater the reporting and recordkeeping
requirements imposed on financid inditutions for 60 day periods. (See 18 U.S.C. 5326). In practice,
orders substantialy reducing thresholds (from $10,000 to $750) for reporting of cash payments by
money transmisson customers sending funds from the United States to Colombia and the Dominican
Republic played a 9gnificant role in the El Dorado Task Force investigation of money tranamittersin New
York, New Jersey, and Puerto Rico.

GTOs can be especialy useful tools for addressing and coordinating problems in severad areas of the
country smultaneoudy, including efforts by HIFCAsin gppropriate circumstances. For example, the
New Y ork and New Jersey efforts involved three United States Attorneys Offices and federa judicia
digricts in one case, and four in another. I1n addition, investigators outsde of the GTO areas can be
derted to look for the displacement of money from those areas and to follow up on the leads so created.

Objective 6:  Identify and Target Major Money Laundering Systems

Underground financia markets provide criminals an opportunity to conced their proceeds, and ultimately
to mingle them into the legitimate economy or to move them out of the country. The 1999 Strategy
identified the Black Market Peso Exchange (BMPE) as one such important underground financia market
and cdled for extensve action againgt it.

The BMPE isthe primary money laundering system used by Colombian narcotics traffickersin
repatriating perhagps as much as $5 billion annualy to Colombia. Thisis how it works:

First, a Colombian drug cartel arranges the shipment of drugs to the United States. The drugs are sold in
the U.S. for U.S. currency which is then sold to a Colombian black market peso broker's agent in the
United States. The U.S. currency is sold at a discount because the broker and his agent must assume the
risk of evading the BSA reporting requirements when later placing the U.S. dollarsinto the U.S. financid
system.
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Oncethe dollars are ddlivered to the U.S.-based agent of the peso broker, the peso broker in Colombia
deposits the agreed upon equivaent in Colombian pesos into the cartdl's account in Colombia. At this
point, the cartel has laundered its money because it has successfully converted its drug dollars into pesos,
and the Colombian broker and his agent now assume the risk for integrating the laundered drug dollars
into the U.S. banking system. Thisis usualy accomplished through a variety of surreptitious transactions.
Having introduced the dollars into the U.S. banking system, the Colombian black market peso broker
now has access to a pool of laundered U.S. dollars to sdll to Colombian importers. These importers then
use the dollars to purchase goods, either from the U.S. or from other markets, which are transported to
Colombia, often via smuggling, in order to avoid Colombian laws and customs duties.

The BMPE Working Group -- overseen by the Treasury Under Secretary for Enforcement -- brings
together federd enforcement, banking, and other agencies in an effort to dismantle the BMPE system.
The BMPE Working Group continues to develop comprehensive and integrated plans to attack the peso
exchange system from severd directions smultaneoudy. In addition, the BMPE Working Group's multi-
agency representatives work to ensure that al available investigetive, regulatory, and trade policy tools
are brought to bear on this effort.

Action Item 1.6.1: The Department of Treasury will intensify and expand effortsto
increase the business community's education and awar eness of the Black M arket Peso
Exchange System.

Lead: Deputy Assstant Secretary for Enforcement Policy, Department of the Treasury.
Chief, Asset Forfeiture and Money Laundering Section, Department of Justice.

Goal for 2000: Develop a Business-Government Outreach program to engage the
business community in the attack on the BMPE.

Milestones: By April, the Attorney General, Deputy Secretary and Deputy Attorney
Generd will meet with senior officids of companies whose products are vulnerable to the
BMPE sysem. Additiondly by April, the Departments of the Treasury and Justice will
identify mgjor trade associations whose membership includes companies whose products
are vulnerable to the BMPE system, and schedule presentations on the BMPE at their
annuad mestings. By June, the Customs Service's Money Laundering Coordination
Center, utilizing trade and investigative data, will develop a program to identify U.S.
exporters that continue to be manipulated by the BMPE system, and will focus outreach
and education. By July, the BMPE Working Group will develop and implement a
Business-Government Partnership Program designed to promote the business
community's education and awareness of the BMPE system and to jointly develop
programs that will insulate their companies from this money laundering system.

Essentid to the continued operation of the BMPE is the peso brokers ability to have drug proceeds
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deposited in the U.S. financid system and to use these proceeds to pay for U.S. trade goods that are then
smuggled into Colombia. To dismantle the BMPE, we must reach out to the business community,
particularly those sectors of industry whose products are vulnerable to this system, and engage themin

our attack on the BMPE. We mugt intengify our efforts to educate the business community on the
operation of the BMPE system and to make them aware of BMPE activity.

The creation of a business-government partnership isacritica piece of our strategy to disrupt the BMPE.
The importance of this partnership will be emphasized when the Attorney Generd, Deputy Secretary and
Deputy Attorney General meet in April with senior officids of companies whose products are vulnerable
to the BMPE system. The purpose of the meeting will be to explain how the BMPE operates, outline
efforts to diminate it, and solicit views on public-private partnership efforts that might be taken to combat
this form of money laundering. Moving forward, we will continue to solicit the business community's
thoughts and suggestions on domestic and international measures that government and industry might
undertake to combat the BMPE.

Action Item 1.6.2: Law Enforcement Agencies, working in conjunction with the Money
L aundering Coordination Center, will continue to identify the methods used for
placement of peso exchange fundsinto the financial system.

Lead: Assstant Commissoner for Investigations, U.S. Customs Service, Department of
the Treasury.

Goal for 2000: Develop a procedure for conducting strategic intelligence to identify
emerging trendsin the BMPE placement system.

Milestones: The U.S. Customs Service's Money Laundering Coordination Center
(MLCC), will (i) by April conduct strategic andyss of operationd and financia
intelligence to identify the most common methods for placement of narcotics proceeds
into the financid system, (i) by May, complete an andysis of SARs and other BSA
information that document aleged BMPE violations, and (jii) by Augus,, identify the
geographic areas of businesses and individuds that receive the bulk of BMPE dollars.

The peso broker must arrange for the placement of street currency into the financid system or for its bulk
shipment out of the United States. Customs, FINCEN, USPIS, IRS-Cl and other members of the BMPE
Working Group will continue to andyze operationd intelligence, posta money order data, SARs, and
other BSA information in an effort to identify transaction patterns of money laundering organizations. The
BMPE Working Group members will continue their outreach to dert both the business and banking
industry of emerging trends in the BMPE and emerging money laundering systems.

Action Item 1.6.3: The Money Laundering Coordination Center will enhance
coordination of investigative efforts against the peso exchange system.

26



Lead: Assstant Commissoner for Investigations, U.S. Customs Service, Department of
the Treasury.

Goal for 2000: Expand interagency coordination of BMPE.

Milestones: By August, the BMPE Working Group will establish interagency protocols
for developing and forwarding potentid BMPE investigative leads.

The Money Laundering Coordination Center will continue to collect and coordinate intelligence from
operations involving peso exchange targets. As an outgrowth of the BMPE Working Group, the USPIS
and Treasury Department’ s Office of Foreign Assets Control (OFAC) are now working in partnership
with the MLCC to more reedily identify and more fully exploit BMPE targets.

Action Item 1.6.4: The Administration will promote continued cooper ation with the
Governments of Colombia, Aruba, Panama, and Venezuela.

Lead: Deputy Assgtant Secretary for Enforcement Policy, Department of the Treasury.

Goal for 2000: Establishment of an Internationa BMPE Task Force of experts from
Colombia, Aruba, Panama, Venezuda, and the United States that will examine the
BMPE, as amoney laundering system, with a view toward reporting its findings and
recommending policy options to senior government officias from the respective
jurisdictions.

Milestones: The first meeting of the Task Force should occur by June, with follow-on
mestings in three to four month intervals. By October, the BMPE Task Force should be
fully operationd.

The U.S. Interagency BMPE Working Group brings together federd enforcement, banking, and related
agenciesin an effort to attack the peso exchange system. It oversees a comprehensive program to
redtrict the peso exchange system from severa directions at once and to ensure that al available
investigative, regulatory, and trade policy tools are used in that effort. This comprehensive program
includes sgnificant internationd initiatives, including close cooperation with Colombia. Cooperation
between the U.S. and Colombiais critical to U.S. counter-narcotics policy and our strategy to combat
narcotics-related money laundering. The importance of this bilaterd relationship was demongtrated on
January 10, 2000, President Clinton announced a $1.28 hillion emergency aid program for Colombia

The International BMPE Task Force will enhance the cooperation between the governments of
Colombia, Aruba, Panamaand the U.S. in combating the BMPE. The Task Force as proposed
establishes another concrete step that dl of the governments most directly affected by the BMPE can
take to broaden communication and cooperation, including enhanced support for law enforcement efforts.

27



The Task Force would comprise a Senior Officids Group and an Experts Working Group. The Senior
Officias Group would include senior levd officias appointed by each participating country and will give
overd| policy direction. The Experts Working Group would include no more than six banking, law
enforcement, financid, trade, academic, or commercia experts from each jurisdiction, meet at least four
times, and report findings and recommendations to the Senior Officials Group no later than October 1,
2001.

Objective 7:  Enhance the Collection, Analysis, and Sharing of I nformation to Target Money
Launderers

The 1999 Strategy notes that reports by financid ingtitutions of gpparently suspicious conduct -- SARS -
- are acritically important tool in targeting money launderers and money laundering systems. Increased
attention is being pad to reviewing these reports and maximizing their usefulness to law enforcemen.

Action Item 1.7.1: The Departmentsof the Treasury and Justice will ensure that their
bureaus provide feedback to FINCEN on the use of SARs and other BSA information.

Lead: Under Secretary for Enforcement, Department of the Treasury.
Assgant Attorney Generd, Crimind Divison, Department of Jugtice.

Goal for 2000: Inditute aregular process to ensure that the federd law enforcement
users of SARs and other BSA information provide feedback to FINCEN on the use of the
informetion.

Milestones: By September, the Under Secretary and the Assistant Attorney Generd
will report to Money Laundering Steering Committee on (i) how each law enforcement
bureau provides feedback to FINCEN on the use of SAR and other BSA information, (ii)
any problems or issues the bureaus have had in this area, and (iii) methods to resolve any
identified problems.

The 1999 Strategy acknowledged that an andysis of investigative agencies various uses of SARswould
result in an increase in the usefulness of SARS to law enforcement, and the overal effectiveness of the
SAR system. This feedback would aso help FINCEN and bank supervisory agencies to provide better
SAR reporting in the future. However, such an andysisis possible only if dl agencies who have accessto
reports provide FINCEN with timely information about the way the reports are used and the results
achieved from their use. Asdirected by the Under Secretary of Enforcement in July 1999, the Treasury
Department’ s law enforcement bureaus will implement procedures to capture concrete information about
SAR usage. The milestones detailed above will ensure that law enforcement bureaus are providing the
requested SAR information to FINCEN in aroutine and effective manner.
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Action Item 1.7.2: The Departments of the Treasury and Justice will review available
technologiesto determine the utility of developing a uniform procedur e for conducting
document exploitation.

Lead: Assgant Attorney Generd, Crimina Divison, Department of Justice.

Goal for 2000: Deveop an interagency consensus on the feasibility and utility of uniform
procedures for conducting document exploitation.

Milestones: By May, the Department of Justice will convene aworking group to
examine this issue and will report to the Money Laundering Steering Committee by
November.

Law enforcement agencies have developed different gpproaches for handling, reviewing, and extracting
information from the large amounts of documents involved in afinancid crimeinvestigation. The
Departments of Justice and the Treasury will review available technologies and determine whether, among
other things, it would be useful to a procedure to standardize financial spread sheets with data fields for
money laundering and asset forfeiture issues, and whether it would be beneficia to make the system
uniformly available to law enforcement agencies and U.S. Attorneys.

Objective 8:  Intensify Training

No single training course can prepare afederd agent or prosecutor to deal with money laundering and
other financid crimes effectively in arapidly changing environment. Thus, the 1999 Strategy cdled for
financid invedtigative training of law enforcement agents and prosecutors to be enhanced. This mandate
has been implemented in two ways. First, the Departments of the Treasury and Justice have
communicated to their field agents and prosecutors the importance of continued money laundering and
financid investigative training. Second, the Departments of Treasury and Justice will continue to hold
nationa and regiona money laundering conferences to focus attention on money laundering and to
provide aforum for the exchange of information and experiences anong law enforcement agents,
prosecutors, and policy makers.

Action Item 1.8.1: The Departments of the Treasury and Justice will continueto
sponsor national and regional money laundering confer ences.

Lead: Assgant Secretary for Enforcement, Department of the Treasury.
Assgant Attorney Generd, Crimind Divison, Department of Judtice.

Goal for 2000: Provide aforum for federal prosecutors and investigators from around

29



the country who are engaged in counter-money laundering effort to exchange ideas and
experiences, and to discuss money laundering trends and enforcement strategies.

Milestones: By November, the Departments of the Treasury and Justice will hold a
nationa money laundering conference.

By November, the Department of Justice, together with the Treasury Department, will convene a nationa
money laundering conference of investigators and prosecutors to discuss new money laundering trends
and enforcement Strategies. Two years ago, the Treasury and Justice Departments began conducting a
series of national conferences to foster the exchange of ideas among investigators and prosecutors
engaged in counter-money laundering efforts. These conferences will continue on aregular basis, and will
focus on emerging issues affecting, for example enhancing the use and andlysis of SARs. Each law
enforcement agency will be offered the opportunity to actively participate in the development and
organization of these conferences.

Objective9:  Continueto | mprove the Efficiency and Effectiveness of Resource Management
Related to Anti-Money Laundering Efforts.

Various anti-money laundering programs and initiatives are being pursued by departments and agencies
throughout the executive branch. But the government as awhole has never undertaken a comprehensive
review of its dlocation of resourcesin thisarea. In order to deploy our resources most effectively, we
must have a comprehensive knowledge of the level of resources devoted to these programs and
initigtives. Working with the Departments of the Treasury and Justice, the Office of Management of the
Budget (OMB) has initiated areview of money laundering programs and resources across the federa
government. The preliminary results are attached at Appendix 6.

Action Item 1.9.1: Under the guidance of OM B, the interagency community will
undertake a thorough review of resour ces devoted to anti-money laundering efforts.

Lead: Assgant Secretary for Management, Department of the Treasury.
Assgant Attorney Generd for Administration, Department of Justice.

Goal for 2000: Complete afirst comprehensive budget review to identify the resources
devoted to anti-money laundering programs. Begin a process to ensure that resources
are gppropriately and effectively dlocated.

Milestones: During the Spring and Summer, OMB and the Money Laundering Steering
Committee will identify adminigtration priorities and relevant information regarding money
laundering to be used in the formulation of the fisca year 2002 President’ s Budget.



The President’ s 2001 budget includes a separate appropriations request in the amount of $15 million for
the implementation of critical components of the National Money Laundering Strategy. The Treasury
Department will administer the dlocation of these resources to enable, among other things, enhanced
drategic andysis and support for HIFCAS, multi-disciplinary task forces for high profile investigations,
funding for the C-FIC grant program, increased dectronic submission of BSA filings, and leadership and
direction for internationa enforcement policy.

The drategic review of current resources alocated to anti-money laundering programs will provide
additiond information about what we are spending, whereit is spent, and if we are spending it as
effectively as possible. The primary purpose of this exerciseis to inform the decison-making across the
inter-agency community in the context of the 2002 budget build. Coupled with the solicitation of
comments from law enforcement and HICFA action teams, appropriate changes can then be built into the
2001 Strategy. The plan will consider and draw upon, as appropriate, dl potential sources of funding.
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Goal 2: Enhancing Regulatory and Cooper ative Public-Private
Effortsto Prevent Money Laundering

An effective regulatory regime and close cooperation between the public and private sectors are essentia
to our counter-money laundering efforts. The 1999 Strategy recognizes that efforts to fight money
laundering rest on denying money launderers easy access to the legitimate financid sysem. This, inturn,
depends on the eimination of overly gtrict bank secrecy, promotion of standardized recordkeeping
practices, reporting of large currency and potentidly crimind transactions, and internd and externd audit
and examination. Such efforts cannot succeed without the cooperation of financid inditutions such as
banks, securities dedlers, and money services businesses.

Striking the proper balance among the various, and at times competing, interests is a difficult and delicate
task. We mugt take into account the public’ sinterest in both privacy and in asound financid system,
society’ sinterest in security from the crimina conduct that money laundering supports, and the financid
community’ sinterest that regulations and guidance be reasonable and cogt-effective. For that reason, the
1999 Strategy cdled for three working groups to be established to examine issues in the following aress.
(i) guidance for financid indtitutions on high-risk customers and transactions, (i) bank examination
procedures relating to the prevention and detection of money laundering, and (iii) privacy. The 2000
Strategy reports on the activities of these working groups, and describes the steps that they recommend
for the future.

As promised in the 1999 Strategy, the Treasury Department has now issued, in conjunction with this
year's Srategy, thefind rule for the reporting of suspicious activity by money service busnesses.
Additiondly, the 2000 Strategy outlines an ambitious set of goas for the upcoming year. These gods
include issuing find rules for the reporting of suspicious activity by casnos, aswell asaproposed rule on
suspicious activity reporting by brokers and dedlersin securities. Additionaly, aworking group has been
established to encourage continued and expanded cooperation between financia regulators and law
enforcement on money laundering issues. The government will dso seek a diaogue with legd and
financid professond associaions to enlist these important market professonds in the fight against money
laundering.

Objective 1: Enhancethe Defenses of U.S. Financial I nstitutions Against Abuse by Criminal
Organizations

The 1999 Strategy identifies as a Sgnificant money laundering threat the movement of crimind funds
generated e sewhere into the United States through eectronic transmittals. These dectronic transmittals
often move in larger amounts than currency deposits, and are more easily disguised as legitimeate
internationd trade or investment transactions. In response to thisthresat, the 1999 Strategy established
two working groups to examine if bank examination procedures relating to money laundering need to be
improved, and how banks themselves could give enhanced scrutiny to transactions or patterns of
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transactions that pose a heightened risk of concern of potentidly illicit activity. These working groups
have completed their reviews, the results and recommendations of which are discussed in this section.

Action Item 2.1.1: The Departmentsof the Treasury and Justice, and the federal bank
regulators, will work closely with the financial servicesindustry to develop guidance for
financial ingtitutionsto conduct enhanced scrutiny of those customers and their
transactionsthat pose a heightened risk of money laundering and other financial crimes.

Lead: Deputy Secretary, Department of the Treasury.

Goal for 2000: In consultation with the financia services indudtry, issue guidance for
financid indtitutions to conduct enhanced scrutiny of those customers and their
transactions that pose a heightened risk of the possibility of illicit activities, including
money laundering, & or through their financid inditution.

Milestones: An outreach program will seek the views of the banking and financia
sarvicesindudry (including locd, regiond, nationd, and internationd inditutions and
organizations), privacy advocates, the law enforcement community, and Members of
Congress. Theseviewswill help shape the find guiddines.

The 1999 Strategy cdled upon the Departments of the Treasury and Justice to convene a high-level
working group of federa bank regulators and law enforcement officids to examine what guidance would
be appropriate to enhance financid indtitution scrutiny of potentialy high-risk transactions or patterns of
transactions. The working group concluded that the most appropriate means to address the issue of
enhanced scrutiny by financid indtitutions of certain customers and their transactions would be to work
with the financid servicesindustry to develop guidance or sound practices for enhanced scrutiny that
financid inditutions (both bank and non-bank) could incorporate within thelr existing anti-money
laundering and suspicious activity reporting regimes. The working group rejected the possibility of
developing new regulations or seeking new laws.

In developing the guidance, we will explore how financid inditutions should identify those categories of
customers that the financid inditution has reason to believe pose a heightened risk of the possibility of
illicit activities, incdluding money laundering, & or through the financid indtitution, and should gpply an
enhanced level of scrutiny for those customers. Current levels of scrutiny would continue to gpply to the
maority of cusomers.

We anticipate that the guidance will dsoinclude “red flags’ that financid inditutions should be aware of,
such asthe size, velocity and location of the transaction, as well as other factors that are being devel oped
in connection with the Strategy’ s review of correspondent banking and determinations of “financid
crimes havens” The guidance will dso likely include discussons of such things as private banking and
payable through accounts.



As part of the development of the enhanced scrutiny guidance, a multi-faceted outreach program will be
implemented that will provide necessary information to the financia services industry and the public asto
the need for such guidance, as well as provide for aforum in which the industry and public can provide
comments and help shape the guidance. The program will include discussons with the banking and
financid services indudtry (indluding locd, regiond, nationd, and internationd inditutions) privecy
advocates, the law enforcement community, and Members of Congress.

Action Item 2.1.2: Thefederal bank supervisory agencieswill implement the results of
their 180-day review of existing bank examination proceduresrelating to the prevention
and detection of money laundering at financial organizations.

Lead: Deputy Comptroller, Community & Consumer Policy Divison, OCC,
Department of the Treasury.

Goal for 2000: Ensure that anti-money laundering supervison is risk-focused, with
increased emphadis on identifying those ingtitutions or practices that are most susceptible
to money laundering.

Milestones: Each federd bank supervisory agency will continue to review existing
examination procedures and, where necessary, revise, develop and implement new
examination procedures consistent with the goa identified above. By November, each
federal bank supervisory agency will prepare areport of the actions taken with regard to
the review of examination procedures and the OCC will prepare a summary report for
the Money Laundering Steering Committee.

Asdirected in the 1999 Strategy, the OCC chaired aworking group of federal bank supervisory
agencies to review existing bank examination procedures relating to the prevention and detection of
money laundering a financid indtitutions. This review was focused primarily on the effectiveness of the
revised examination procedures that were developed in accordance with the Money Laundering
Suppression Act of 1994 (MLSA). The MLSA requires federd banking agencies to review and enhance
their procedures to better evaluate banks programs to identify money laundering schemesinvolving
depository inditutions.

In genera, the working group concluded that athough the revised procedures were working well, they
could be improved by ensuring that each agency’ s pproach to anti-money laundering supervision isrisk-
focused, with a particular emphasis on identifying those indtitutions or practices that are most susceptible
to money laundering. Toward that god, each banking agency ether has or is developing procedures to
address high-risk areas such as private banking, payable through accounts, and wire transfer activity.
Additiondly, each agency either has or is developing procedures to address new trends, such as
electronic banking and foreign correspondent accounts. The following are examples of anticipated
actions.



. The OCC will complete and implement an updated Comptroller’ s Handbook for Bank
Examiners that will include a new requirement to perform transactiona testing of high-risk
accounts at every bank examination.

. The OCC will implement a program to target for examination those indtitutions that are
consdered most vulnerable to money laundering.

. FDIC hasissued revised BSA/Anti-Money Laundering risk-focused examination procedures that
incorporate enhanced guidance to bank examiners on high-risk activities. These procedures will
be amended in 2000 to include guidance on foreign correspondent accounts. The FDIC and
OCC continue to develop interagency anti-money laundering training modules, which will be
completed in 2000.

. The Federd Reserve will implement new procedures that will, among other things, concentrate on
ensuring that banks implement effective operating systems and procedures to manage operationd,
legal and reputationa risks as they pertain to BSA/Anti-Money Laundering efforts; provide
guidance on gppropriate levels of enhanced scrutiny for high-risk customers and services, and
increase emphasis on maintaining systems to detect and investigate suspicious activity throughout
every busness sector of abanking organization.

. OTS will assess the efficacy of its recently revised risk-focused BSA examination procedures,
and will implement enhancements developed by bench-marking with other agencies.

Objective2:  Assurethat All Types of Financial Institutions Are Subject to Effective Bank
Secrecy Act Requirements

The 1999 Strategy identifies as aweaknessin our anti-money laundering regulatory regime the fact that
depository inditutions are subject to more stringent BSA requirements than other types of financia
ingitutions. For example, only inditutions under the jurisdiction of the federd bank supervisory agencies
arerequired to file SARS. In response, the 1999 Strategy cals upon Treasury to issue find rules
requiring suspicious activity reporting by money services businesses and casinos, and to work with the
SEC in proposing rules for suspicious activity reporting by brokers and dealersin securities. The action
items below reflect the progress that has been made in this area, and reaffirm our commitment to
accomplish each task by the end of this year.

Action Item 2.2.1: The Treasury Department will begin the processto ensure that
money services businesses (M SBs) are educated about their obligations under the new
rulerequiring their registration and thereporting of suspicious activity.

Lead: Director, FiNCEN, Department of the Treasury.



Goal for 2000: Continue the outreach effort to identify and educate the industry on the
registration and suspicious activity reporting requirements. Additiondly, establish an
MSB program office within the Office of Regulatory Compliance and Enforcement at
FinCEN.

Milestones: By mid-year acontract will be in place for an outreach effort that, dthough
primarily focused on M SB regigtration, will be the soringboard for identification and
education of the MSB industry on thefiling of SARSs.

With the publication of this year's Srategy, FnCEN isissuing afind rule requiring suspicious activity
reporting by MSBs, which transfer funds, or issue, sell or redeem money orders or travelers checks. In
addition, in March FINCEN will publish guidance in the Federd Regidter that is designed to assst the
affected industry in complying with the rule. Since August 20, 1999, when FINCEN issued afind rule
cdling for the regigtration of M SBs with the Department of the Treasury, FINCEN has met with
representatives of the money services business industry, state regulators and law enforcement expertsin
money laundering investigations and prosecutions to begin the outreach effort and to solicit input on
guidance to accompany the SAR rule and forms. Issuance of the fina rule for suspicious activity
reporting by MSBswill sgnificantly expand the ability of law enforcement to focus its anti-money
laundering efforts onillicit financid activity occurring through non-bank financia inditutions. In addition,
the rule will assg in leveling the playing field in SAR reporting for those indtitutions thet provide financia
sarvices to the public.

Through the Office of Public Education at the Treasury Department, a contractor will be engaged to assst
in identifying and educating the MSB community about the registration and reporting requirements. The
contractor will work with the Treasury Department to ensure, among other things, that educationa
materias produced are the most effective and will assst the industry in complying with the new rules. The
new regigration and reporting rules will become effective a the end of 2001. By that time, through this
outreach effort, we expect to have identified and educated this extensive industry on its responsibilities
under therules. At the same time, within the Office of Regulatory Compliance and Enforcement at
FinCEN, aunit dedicated to continuing the education effort and to working with the industry to ensure
compliance with the MSB rules will be established. Working in conjunction with its partners a the IRS,
this unit will be respongible for ongoing outreach to the industry to maximize compliance.

Action Item 2.2.2: The Treasury Department will issueafinal rulefor thereporting of
suspicious activity by casinos and card clubs.

Lead: Director, FINCEN, Department of the Treasury.

Goal for 2000: Issuethe find rule and arevised form for suspicious activity reporting.
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In addition, revise acasno industry compliance guide for SAR reporting. Oncetherule
and form areissued, FINCEN will engage in a comprehensve outreach program with the
casino and card club industries and with their state regulators.

Milestones: Thefind rule will beissued by August, and will be followed by guidance to
theindudtry. It isanticipated thet the rule will go into effect the following year. The
proposed find form and ingtructions will be revised by October, and commentswill be
solicited through OMB notices. Also, revised guidance will be published and distributed
before the fina rule becomes effective.

On May 18, 1998, FinCEN published a proposed rule that would require casinos and card clubs subject
to the BSA to report suspicious transactions.  The proposed standards for reporting were similar to
those in effect for banks, but with alowered threshold of $3,000. A new form was developed --
Suspicious Activity Report for Casinos (SARC) -- and is currently utilized by Nevada casinos, which are
dready subject to a state requirement to file SARCs with FINCEN. Also, FinCEN prepared and
distributed a report for the casino industry and its regulators, which discusses areas within a casino tha
are particularly vulnerable to money laundering abuse and provides a series of specific examples of
transactions that may condtitute suspicious activity. FINCEN conducted four regiona hearings during the
comment period.

FINnCEN has now completed its review of the comments filed and the transcripts of the public hearings
and isdrefting afind SAR rule, which will be published by August, and will take effect the following year.
FINCEN will dso revise the SARC guidance report and SARC form at the time the find rule becomes
effective. Oncetheruleisfinalized, FINCEN will undertake a concerted outreach effort with the casino
and card club industries and their state regulators to assist federd authorities in ensuring compliance with
these new requirements.

Action Item 2.2.3: The Treasury Department will work with the SEC to proposerules
for thereporting of suspicious activity by brokersand dealersin securities.

Lead: Director, FinCEN, Department of the Treasury.

Goal for 2000: Issue aproposed rule and draft form for suspicious activity reporting by
securities brokers and deders (SAR-S), and compliance guidance for the industry.
Additionally, continue the process of educating the industry about the need to develop
systems to guard against and detect money laundering abuse by its customers.

Milestones: By the end of the year, FINCEN will issue the proposed rule, draft SAR-S
form, and industry compliance guidance.

For the past several years, FINCEN has been working with federal and state securities regulators and law
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enforcement, salf-regulatory organizations and representatives from the securities industry to devise an
effective and practica system to both detect and report suspicious transactions conducted by brokers and
deders. Specid rules and systems need to be gpplied to the securities industry to ensure conformity with
the exigting examination and enforcement programs of securities regulators in recognition of the fact that
the securities indudtry is generdly not utilized in the money laundering " placement” stage because of near-
universa policies againgt accepting currency for transactions. However, the services and products
provided by the securities industry, including the efficient transfer of funds between accounts and to other
financid inditutions, the ability to conduct internationa transactions, and the liquidity of securities, provide
opportunities for money launderers to obscure and moveiillicit funds.

Implementation of a SAR regime for the securities industry is an extenson of FINCEN's broader effort to
devise a comprehensive system of suspicious activity reporting for al significant providers of financid
sarvices. FNCEN, in conaultation with the SEC and the industry’ s sdlf-regulatory organizations, intends
to issue a proposed rule requiring SAR reporting for the securities industry, together with a draft SAR-S
reporting form and compliance guidance by the end of the year. Theresfter, it will hold &t least three
regiond hearings to provide an opportunity for the industry to comment directly on the proposals.

Action Item 2.2.4: ThelRSwill enhance the resources devoted to conducting BSA
examinations of M SBs and casinos.

Lead: Assgant Commissioner for Examinations, IRS, Department of the Treasury.

Goal for 2000: Determine whether IRS efforts are adequate to meet its responsibilities
of ensuring MSB and casino compliance with the BSA.

Milestones: The Treasury Department will hold ameeting with the IRS by Augugt to
review the IRS program. Based on this meeting, by November the IRS will identify for
the Money Laundering Steering Committee priorities and concerns, and make

recommendations on whether additiona resources need to be devoted to the program.

The Secretary of the Treasury has delegated the responsihility to the IRS to examine certain nonbank
finandid inditutions (e.g., casinos and money sarvices businesses) for compliance with BSA.8 Just asthe
federd financid agencies do for banks, thrifts and credit unions, the IRS performs essentid regulatory
oversght of these inditutions, including identifying inditutions that are subject to BSA requirements,
educating them regarding their BSA obligations, and conducting BSA compliance examinations.
Therefore, it is necessary that the IRS ensure that it is adequately meeting these counter-money laundering
respongibilities, especidly given the new and future suspicious activity reporting requirements of the MSB
and casino industries, respectively.

8 See, 31 CFR Part103.46(b)(8) and Treasury Directive 15.41.
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Action Item 2.2.5: The Treasury Department will examine money laundering
vulnerabilities of financial services providersnot otherwise addressed in the Strategy --
such astheinsuranceindudtry, travel agencies, and pawn brokers-- and recommend, as
appropriate, application of BSA requirements.

Lead: Director, FiINCEN, Department of the Treasury.

Goal for 2000: Initiate areview of financid service providers defined under the BSA to
identify priorities for extending BSA requirements -- including suspicious activity reporting
-- or taking other appropriate regulatory actions.

Milestones: By the end of the year, astudy group will examine actud and potentia
abuses of financid industry sectors not otherwise addressed in this Strategy. 1t will
report its findings, including recommendations regarding the extension of BSA
requirements to additiona financid sectors, to the Money Laundering Steering
Committee.

The BSA definesarange of financid inditutions and industries that may be vulnerable to money
laundering. Examples include the insurance industry, the travel industry, and pawn brokers, none of
which have been subject to the full range of BSA requirements, particularly suspicious activity reporting
requirements. With the recent enactment of the Gramm-Leach-Bliley Act, it is now gppropriate to
examine the entire range of financia service providers subject to the BSA to condder the extent to which
money laundering vulnerabilities might be addressed through the expansion of suspicious activity reporting
or other BSA requirements.

Objective 3:  Continue to Strengthen Counter-Money Laundering Efforts of Federal and
State Financial Regulators

The perspectives of law enforcement and regulatory officids are often different. Complementary
approaches to counter-money laundering efforts require enhanced coordination between enforcement and
regulatory officids. Recognizing thisfact, the Treasury Department’ s Assistant Secretaries for
Enforcement and for Financid Indtitutions are co-chairing aworking group of law enforcement and
regulatory officids. The Action Items below represent the god's this group seeks to achieve in the coming
year.

Action Item 2.3.1: The Departments of the Treasury and Justice and the federal
financial regulatorswill issue a joint memorandum identifying measuresto improvethe
sharing of information between law enfor cement and regulatory authorities.

Lead: Assgant Secretary for Enforcement and Assistant Secretary for Financial
Ingtitutions, Department of the Treasury.
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Goal for 2000: Identify measures for the enhanced sharing of information between law
enforcement and regulatory authorities.

Milestones: By the end of the year, the Departments of the Treasury and Justice, and
the federd financid regulators, will issue ajoint memorandum identifying measures on
enhanced information sharing.

The need for enhanced and coordinated information sharing between regulatory and enforcement officids
can be as greet as the need for information sharing among enforcement officids themselves. Bank
regulatory agencies require banks to file SARs and must continue to ensure that information uncovered
during bank examinations relating to potentia crimes or suspicious activity will be shared with law
enforcement, where gppropriate. Similarly, enforcement officids must be willing to share sengtive
information with regulators so that the ingtitutions and investors can be protected. Of course, al such
information sharing must be done in such away as to protect the confidentidity of persond data

Complementary approaches to counter-money laundering efforts require enhanced coordination between
enforcement and regulatory officids. A joint memorandum outlining steps to increase information sharing
would serve as auseful modd for further steps at both the federd and state levels. Thejoint
memorandum should reflect appropriate consderation of the Ten Key Principles for the Improvement of
International Cooperation Regarding Financiad Crime and Regulatory Abuse endorsed by the G-7 Heads
of State in June 1999. These principles are attached at Appendix 4.

Action Item 2.3.2: The Departments of the Treasury and Justice and the federal
financial regulatorswill begin regular meetings of senior law enforcement and regulatory
officials to discuss counter-money laundering effortsin each regulatory district
throughout the nation.

Lead: Assgant Secretary for Enforcement and Assistant Secretary for Financial
Ingtitutions, Department of the Treasury.

Goal for 2000: Expand the number of regulatory districts where enforcement and
regulatory officials meet regularly to exchange information about devel oping cases and
discuss the possible uses of civil regulatory or crimind enforcement authority.

Milestones: By November, the Assstant Secretaries for Enforcement and for Financial
Ingtitutions, in conjunction with the Fed, will report to the Money Laundering Steering
Committee on progress made in expanding the number of regulatory districts where
enforcement and regulatory officias meet regularly, and discuss steps to be taken
regarding any remaining regulatory districts where such meetings are not taking place.

Regular meetings between enforcement and regulatory officids are important. They can produce a
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vauable exchange of information about developing cases and the possible use of civil regulatory or
crimina enforcement authority to dedl with aspects of the money laundering problem in particular aress.

Such mestings dready occur in agood part of the nation, and they will be encouraged in dl regulatory
digtricts.

Action Item 2.3.3: The Departments of the Treasury and Justice and the federal

financial regulatorswill expand training opportunitiesfor federal financial investigators
and bank examiners.

Lead: Assgant Secretary for Enforcement and Assistant Secretary for Financia
Ingtitutions, Department of the Treasury.

Goal for 2000: Conduct training of federd financid investigators and bank examiners.
Milestones: By May, the Assstant Secretaries for Enforcement and for Financia

Indtitutions will identify existing training programs for federd financid investigators and
bank examiners. By the end of the year, at least two training sessons will be conducted.
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Investigators need to increase their understanding of the methods and operating redities of financia
indtitutions, and about what is and what is not practica in terms of screening or identifying transactions or
customers. At the same time, regulators must understand more about the obstacles investigators face and
the ways in which regulatory powers can be brought to bear to dleviate those obstacles. Enhanced
training opportunities concerning counter-money laundering techniques and programs can provide a
productive way to stimulate such cross-disciplinary thinking.

Objective 4:  Increase Usefulness of Reported | nformation to Reporting I nstitutions

The 1999 Strategy recognizes that the existing reporting requirements impose cogts on financia
indtitutions, and that the government must therefore focus its reporting requirements to collect only
information thet is particularly useful for fighting finencia crime. The 1999 Strategy aso calsfor an
increased public sector-private sector dialogue about the use enforcement agencies make of reported
information and how the government’ s andlysis of reported information could be made more useful not
only to law enforcement, but to the financid indudtry itsdlf.

Action Item 2.4.1: FinCEN will continue to expand the flow to banks of information
based on SARs and other BSA reports, and on the utility of these reportsto law
enforcement.

Lead: Director, FinCEN, Department of the Treasury.

Goal for 2000: Enhance the amount and the quality of information based on BSA
reports that is shared with the banking community.

Milestones: By October, the Treasury Department will design a system to improve
identification of law enforcement uses of SAR information, and will share thisinformation
with the banking community through FinCEN.

In June 1999, FiNCEN began formally addressing the issue of feedback with respect to the banking, law
enforcement and regulatory communities, and specificaly with regard to improving mutua feedback with
the banking community on SARs. Since that time, FNCEN has identified priority feedback issuesin the
following areas. (i) andytic feedback on money laundering trends, patterns and methodologies, (ii) utility
and usage of SARs by law enforcement, and (iii) banking industry compliance.  FINCEN is developing a
plan and implementation strategy to address these issues, and a progress report will be provided at each
regular meeting. In addition, the Treasury Department’ s Under Secretary for Enforcement has ingtructed
FNCEN, the Customs Service, and the Secret Service, and requested |RS participation, to develop and
implement a system to identify how SAR information is used by Treasury law enforcement. The Judtice
Department will contribute to thiswork.



Objective 5:  Work in Partnership with Associations of Legal and Financial Professionalsto
Ensure that Money Launderers are Denied Accessto the Financial System.

Because of the role they play asthe * gatekeepers’ to the domestic and internationa financia system,
professonds -- epecidly lawyers, accountants and auditors -- are uniquely positioned elther to facilitate
money laundering or, on the other hand, to deter and detect the crime. The importance of vigorous
enforcement efforts that apply to money launderers -- including corrupt professonas who design and
maintain the systems through which the money launderers operate -- is addressed esewhere in this
Strategy. However, the legd and financid professionas whose services are used by money launderers
are often not knowingly engaged in the schemes. That is, they are not corrupt professonals but insteed
are unwitting facilitators of money laundering schemes.

The effort to combat money laundering could be greatly enhanced if professionds take steps to ensure
that they, and the businesses they serve, are not unwittingly complicit in money laundering. The
government is committed to an ongoing effort to work with professonas who operate in the financid
system to put systemsin place to detect and prevent money laundering, and to ensure that the individuas
who stand at the gate to the domestic and internationd financid systems have the knowledge and training
to identify and assist in protecting both their inditutions and the public from money laundering.

Action Item 2.5.1: A study group consisting of the Departments of the Treasury and
Justice, FINCEN, the SEC, and the federal bank regulatorswill examine how best to
utilize accountants and auditorsin the detection and deterrence of money laundering.

Lead: Director, FiINCEN, Department of the Treasury.

Goal for 2000: Heighten auditor awareness of possble money laundering and develop
additiond guidance, training, and educationa materials that address money laundering
vulnerabilities. In addition, continue to monitor various measures undertaken by the
accounting profession from other countries to determine their applicability to the U.S.
experience.

Milestones: By September, the Director of FInNCEN will report to the Money
Laundering Steering Committee on progress to devel op further approaches to money
laundering that can be integrated into the work of both internal and externa accounting
professondls.

A study group was established by the Treasury Department two years ago to enhance knowledge about
money laundering, encourage the issuance of guidance on money laundering vulnerabilities, and promote
effective internd controls. The study group continues to improve the baseline level of knowledge among
awide assortment of accounting professonals, including management accountants, interna auditors,

externd auditors, and government accountants, through education and training. It has aready developed
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and published materids for the accounting professon that highlight the risks of money laundering activity
invariousindudries. For example, as aresult of the study group’s efforts, Audit Risk Alerts issued for
auditors of the banking, securities brokerage, investment company, and insurance industries, included
segments on money laundering. The study group will consder additional audit derts.

Going forward, the study group will develop further gpproaches to money laundering that can be
integrated into the work of both interna and externd accounting professonds. For example, the sudy
group is assessing how existing accounting literature, including statements on auditing standards
concerning illega acts by clients, interna controls and fraud (SAS 54, SAS 78 and SAS 82), can further
itswork in thisarea. The study group will continue its work with the AICPA, as wdll as with other
relevant accounting organizations. In addition, the group is working with the Financial Action Task Force
on Money Laundering (FATF), which recently discussed the issue a the February 2000 meseting of its
Financial Services Forum.

Action Item 2.5.2: Review the professional responsibilities of lawyers and accountants
with regard to money laundering and make recommendations -- ranging from enhanced
professional education, standardsor rules, to legidation -- as might be needed.

Lead: Chief, Asset Forfeiture and Money Laundering Section, Department of Justice.

Goal for 2000: Determine what, if any, enhanced professiond education, standards,
rules, or legidation, is needed for lawyers and accountants.

Milestones: By June, an interagency working group will propose preliminary
recommendations to the Money Laundering Steering Committee. These
recommendations could range from enhanced education, standards, and rulesto
legidation. During the next few months, the working group will develop and refine the
recommendations, and continue to meet with associations of lawyers and accountants.
Meetings have dready been held or scheduled with representatives from the American
Law Indtitute, the American Inditute of Certified Public Accountants, and the American
Bar Associaion. Find recommendations will be issued by December.

The 2000 Strategy remains committed to the discusson of the relaionship between legitimate
professond activity and unlawful participation by professonasin money laundering. As noted in the
1999 Strategy, it is not dways easy to distinguish between conduct thet is crimina and conduct that
amounts to either an honest effort to represent a client aggressively or to asmple failure to perform
adequate due diligence. Lega rules properly insulate professiona

consultations from overly broad scrutiny and creste a zone of safety within which professonds can advise
ther clients. But those rules should not create a cover for crimina conduct.



The importance of examining thisissue has recently been endorsed internationaly. In October 1999, the
G-8 Judtice and Interior Ministers met in Moscow to discuss combating transnationa organized crime.
The resulting “Maoscow Communique’ caled for, among other things, countries to consder various means
to address money laundering by the professiona "gatekeepers' of the internationd financia system, e.g.,
lawyers, accountants, auditors, and company formation agents.

Objective 6: Ensurethat Regulatory Effortsto Prevent Money Laundering Are Responsive to
the Continuing Development of New Technologies

Action Item 2.6.1: The Departments of the Treasury and Justice and the federal
financial regulatorswill continue outreach to the private sector to ensurethat anti-
money laundering safeguar ds respond to new technologies.

Lead: Director, FINCEN, Department of the Treasury.

Goal for 2000: Monitor new technologies, financid services, and commercia
developments -- particularly regarding the Internet and smart-cards -- and work with the
private sector to encourage the implementation of anti-money laundering safeguardsin
new technologies.

Milestones: FNCEN will continue to prepare an interna government monthly entitled
"CyberNotes' which reports on sgnificant commercid, lega or regulatory developments
affecting financia services utilizing emerging technologies. Additiondly, by June, HnCEN
will publish for generd audiences a comprehensive survey of developments affecting
stored vaue products, Internet banking operations and Internet gaming activities.

The development of new technologies -- such as eectronic cash, eectronic purses, Internet- or smart-
card-based dectronic payment systems, and Internet banking -- isincreasing the ability of individuasto
rgpidly transfer large sums of money, and could pose potentid money laundering problems.
Consequently, bank regulatory and law enforcement agencies are monitoring -- both domestically and
internationaly -- new legal and technologica developmentsin these fidds, and law enforcement and
regulatory enforcement measures taken with respect to these businesses. In the coming year, the
Departments of the Treasury and Justice and the federd financid regulators will continue thiswork, and
will seek to expand their outreach and partnership with the private sector by meeting with developers and
providers of stored vaue, Internet banking, and Internet casino products to identify, understand, and
mitigate any problems before they arise.

Action Item 2.6.2: The Departments of the Treasury and Justice and the feder al
financial regulatorswill examine existing legal authorities with respect to stored value
cardsto determine whether current law isadequate in addressing their potential usein
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money laundering.

Lead: Genera Counsd, Department of the Treasury.
Chief, Asst Forfeiture and Money Laundering Section, Department of Justice.

Goal for 2000: Review how current statutory and regulatory counter-money laundering
authorities apply to stored value cards, and develop recommendations as to whether
current law needs to be amended to address their potentia use in money laundering
schemes.

Milestones: By November, an interagency working group will report its findings to the
Money Laundering Steering Committee.

Stored vaue cards offer money launderers a potentidly new and efficient means of transporting large
sums of money in smdl, easly concedled cards. Asthe use of stored vaue cards becomes more
prevaent, it isimportant to understand how this new technology fits into current statutory and regulatory
schemes, and to ensure that it does not open loopholes for money launderers to exploit.

Objective 7:  Understand Implications of Counter-Money Laundering Programs for Personal
Privacy

The 1999 Strategy recognizes the importance of protecting the persond privacy of our citizens from
unwarranted intrusons. The fight against money laundering should not -- and need not -- compromise
persond privacy. Indeed, persond financid security is enhanced by safeguarding the integrity of the
financid system and reducing the opportunities for abuse, manipulation, and corruption by money
launderers. Following the publication of the 1999 Strategy, aworking group on privacy policy and
money laundering began a detailed examination of the steps currently taken to ensure the security and
confidentidity of collected BSA information This examination isintended to result in a comprehensive
review of steps that might be taken to improve the protection of persona financid information without
compromising the effectiveness of our anti-money laundering efforts. In addition, the President has
pledged to seek new financid privacy legidation this year to go beyond the protections included in the
Gramm-Leach-Bliley Act, including the provison of meaningful choice for individuas on how their
information is shared within financid holding companies.

Action Item 2.7.1: The Treasury Department’ s working group on personal privacy and
money laundering will continue itsreview of counter-money laundering and privacy
policies, and will recommend modifications to existing counter-money laundering laws
and regulations, as necessary, to enhance the protection of personal information
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obtained to carry out these counter-money laundering programs.
Lead: Generad Counsdl, Department of the Treasury.

Goal for 2000: Examine the need to enhance the protection provided to persona
financid information that banks and other entities provide to the government to comply
with the BSA, and that is shared among federd, state and locd law enforcement
agencies.

Milestones: By May, the working group will complete its detailed description of the
exidting legd protections for persond information provided to the government pursuant to
the BSA. Theworking group will then conduct thorough outreach with privacy
advocates, representatives of the financia servicesindustry, law enforcement officids,
Members of Congress, and others to better understand whether the current money
laundering privacy protections should be modified. By November, the working group will
make recommendations to the Secretary of the Treasury for regulatory and/or legidative
action, as appropriate, to enhance the protection of persond financid information.

The 1999 Strategy established an interagency working group to conduct a 180-day review on the

rel ationship between counter-money laundering and privacy policies. The working group has focused
principaly on preparing a comprehensive description of the existing privacy protections for persond
financid information obtained by the government as part of its counter-money laundering efforts. The
working group plans to complete its descriptive study by May and will then use its paper asthe basis for
an intengve study of the need for enhanced privacy protections of persond information. The working
group will meet with privacy advocates, representatives of the financia services industry, law enforcement
officias, Members of Congress and others interested persons to better understand whether the system for
protecting the privacy of persond information collected as part of our anti-money laundering efforts
should be modified. The working group will present its conclusions and recommendetions, if any, for
regulatory and/or legidative action to the Secretary of the Treasury by November.



Goal 3: Strengthening Partnerships With State and L ocal Gover nments
to Fight Money Laundering Throughout the United States

The 1999 Strategy identifies the growing interest and importance of state and local governmentsin
money laundering prevention, detection, and enforcement. Increasingly, state and local governments have
recognized that theillega and often violent acts financed by money laundering are at the heart of ther
traditional law enforcement concerns.

Locd enforcement and regulatory officias -- working with federd officidsin their areas -- are
well-positioned to recognize potential money laundering activity and to adjust enforcement and regulatory
effortsto local conditions. For this reason, both Congress and the 1999 Strategy cdled for the
establishment of afederd grant program to provide seed capita for emerging state and local
counter-money laundering enforcement efforts. In response, the Departments of the Treasury and Justice
have made significant progressin the development of the Financia Crime-Free Communities Support
Program (C-FIC). The Departments of the Treasury and Justice have executed a Memorandum of
Understanding (MOU) to govern the administration of the C-FIC program, and in the upcoming year will
solicit gpplications from digible candidates and begin dispersng funds on a competitive basisto digible
gate and local recipients. 1n 2000, the Departments of the Treasury and Justice will aso continue to
encourage state and locd efforts through training, information exchange, and technica assstance. Findly,
the Departments of the Treasury and Justice will conduct a campaign to reach out to state and local
partners for input on the Strategy to ensure consstency between federd, state and loca priorities and
programs.

Objective 1:  Provide Seed Capital for State and Local Counter-Money Laundering
Enforcement Efforts

Action Item 3.1.1: The Departmentsof the Treasury and Justice will accept applications
and award grantsunder the C-FIC program.

Lead: Deputy Assstant Secretary for Enforcement Policy,
Department of Treasury.
Director, Bureau of Justice Assistance and Office of Justice Programs,
Department of Justice.

Goalsfor 2000: Award over $2.5 million in C-FIC grant funds to digible candidates.

Milestones: The Treasury and Justice Departments will solicit gpplications and assemble
peer review panels to evauate the gpplications. Based on the results of this competitive
gpplication process, the Treasury Department expectsto award the initid C-FIC grant
monies by the end of September.
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The C-FIC program was authorized by Congressin 1998, and Congress appropriated $2.9 million in
fiscal year 2000 for the commencement of the program. C-FIC will provide technica assistance and
training, information on best practices, and grants to support state and local law enforcement efforts to
detect and prevent money laundering and related financid crimes, whether related to narcotics or other
underlying offenses.

The Treasury Department, in coordination with the Justice Department, will operate the C-FIC program
on a comptitive basis. Location within a HIFCA will be consdered afavorable factor for aC-FIC
candidate, as HIFCAs are areas that have been formaly designated as areas of serious money laundering
concern that merit an increased focus of federd, Sate, and local efforts. Thus, while state and locdl
programs within HIFCAs may be particularly gppropriate grant candidates, any quaifying state or loca
law enforcement agency or prosecutor s office may compete for and be digible to receive a C-FIC grant.

C-FIC grants are to be used as seed money for state and local programs that seek to address money
laundering systems within their areas. Thus, for example, grant funds could be used to build or expand a
financid intelligence capacity at the state or locd leve, or to purchase computer hardware and software
for usein financid investigative analysis. Funds could adso be used to train state and local law
enforcement officersto detect indicia of money laundering or to train and hire auditors to monitor the
money flows and recordkeeping of certain types of businesses, such as money tranamitters.

C-FIC s success should not be judged smply by the amount of money it avardsin grants. By making
available information and anaytic resources, and providing training for state and loca officers, the
program can reduce the need for state and local agencies to reproduce the infrastructure, or
independently acquire the knowledge, necessary to investigate financid crime.

Thus, for example, a state police intelligence center could use grant funds to commission a study of cash
flows or reated indicia of possble money laundering in the Sate.

Eligibility. Any state or loca law enforcement agency or prosecutor s officeis eligible to receive a C-
FIC grant. The applicant may propose collaborating with other agencies, but the gpplicant will be
accountable for monitoring how dl grant funds are spent.

C-FIC Contact Person for Fiscal Year 2000. The Department of the Treasury’s C-FIC Coordinator
for fiscal year 2000 can answer generd questions about the C-FIC program and can be reached at (202)
622-0300. Questions regarding the status of specific applications should be directed to the Department
of Justice Response Center at 1-800-421-6770 or (202) 307-1480. The Response Center is open
Monday through Friday, 9 am. to 5 p.m.

Applications. The Treasury Department and BJA will develop the application package for the C-FIC
program. Thisinformation will be published in an gppropriate publication (such as the Federd Regidter)
and will be posted on the BJA website (www.ojp.usdoj.gov/BJA/).




Criteriafor C-FIC Grant Awards. Thefallowing criteriawill be consgdered in the selection of the
initid C-FIC grant awardees. Asthe C-FIC program evolves, e ements of these criteriamay change and
additiond criteriamay be deemed appropriate by the Secretary of the Treasury. Materid changesto the
grant criteria or their weighting will be made public in accordance with applicable law.

Criterion One: Demondtration of Problem or Threzt.

A grant applicant should demondirate thet it is focusing on a sgnificant money laundering problem or risk,
in amanner congstent with the National Money Laundering Strategy. Each gpplication will be
required to include a preliminary threat assessment that identifies the most significant money laundering
risks the applicant is proposing to address using C-F C grant funds.

Criterion Two: Inter-agency Collaboration.

A grant gpplicant should demonstrate how it plans to collaborate with other law enforcement agencies or
prosecutor’ s offices to combat money laundering. For example, an gpplication could outline how the
applicant proposes to coordinate its activities with any relevant HIDTA and OCDETF efforts, and
indicate whether the applicant is prepared to refer appropriate cases to these groups.

Additionaly, applicants within a HIFCA should specify how they will coordinate with the HIFCA action
team. State and local programs within HIFCASs are particularly appropriate grant candidates, and will
receive some preference in the award process.

Criterion Three: Focus on Money Laundering as Such.
C-FIC grants should help state and local law enforcement officials and prosecutors understand,
investigate, disrupt, and prosecute those involved in money laundering systems. The grants should not be
used to fund investigative efforts focused primarily on the predicate crimes that generate launderable
proceeds.

Criterion Four: Effectiveness and Performance Measures.
Each gpplicant should submit an andysis of how it will target the problem that it seeks to address, and
how it will measure its success. Effectiveness need not be measured in terms of immediate arrests or cash
seizures, dthough such gatistics may be relevant.

Criterion Five Laging Effect.

C-FIC gpplicants should describe how the use of the C-FIC award funds can result in progress being
made againg money laundering activity that will continue after the grant award period has expired.
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Criterion Sx: Collaboration with Regulators and Experts.

Applicants should demongtrate how the design and contemplated operation of their programs invites
participation by relevant regulatory officids and integrates knowledge from gppropriate academic or
research disciplines.

Criterion Seven: Monitoring Expenditures.

Applicantswill be required to describe how they will monitor grant expenditures. The description should
include statements of the experience of the gpplicable managers in overseeing program funds.

Criterion Eight: Proposed Budget.

Each application will be required to include a proposed budget showing in detail how any award will be
used.

Grant Awards and Conditions. C-FIC grant awards will be made by the Secretary of the Treasury, in
consultation with the Attorney Generd. In generd, a C-FIC award in fisca year 2000 will not exceed
$300,000.°

Accountability. Each successful applicant will be required to establish a system to measure and report
the results of the use of the grant funds. The reporting system should include biennid surveys to measure
progress and effectiveness. As part of its reporting obligations, the grant recipient will aso be required to
assess the level of cooperation between it and the federal, Sate, and local law enforcement agencies and
regulators involved in fighting money laundering and related financid crimes,

Administration of the C-FIC Program. The Treasury Department, in consultation with the Justice
Department, will set C-FIC program policies and oversee the selection of grant awardees. BJA and the
Office of Justice Programs (OJP) will administer the C-FIC program pursuant to their MOU with the
Department of the Treasury. BJA and OJP will disburse the grant funds and maintain and operate dl
necessary data and reporting systems for grant gpplications and disbursements, and oversee the audit of
grant awardees.

Objective 2:  Promote the Free Flow of Relevant | nformation Between State and Federal

9 Federal law requires that any recipient of a C-FIC grant agree to return C-FIC monies
awarded to the extent that monies are received by the grantee via asset forfeiture as aresult of efforts
funded by the grant. 31 U.S.C. 5352(c)(2).
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Enforcement Efforts

The 1999 Strategy identifies FINCEN’ s Gateway Program as a key tool for enhancing the access of date
and locdl law enforcement to the valuable BSA information maintained by the federa government. The
Action Item in this section represents our continued commitment to expanding the Gateway Program, and
ensuring that state and local law enforcement have the maximum appropriate access to the information
they need to fight money laundering.

Action Item 3.2.1: The Departmentsof the Treasury and Justice will reach out to state
and local authorities broadly for contributionsto the National Money Laundering
Strategy, to ensurethat federal priorities are consistent with and complementary to state
and local strategies.

Lead: Assgant Secretary for Enforcement, Department of the Treasury.
Assgant Attorney Generd, Crimind Divison, Department of Judtice.

Goal for 2000: Sdlicit input on the National Money Laundering Strategy from state
and loca regulatory and enforcement agencies.

Milestones: The Department of the Treasury and Justice will reach out to state and
locd officids to discuss the National Money Laundering Strategy. By November, the
Assdant Secretary and Assstant Attorney Generad will report to the Money Laundering
Steering Committee the results of the outreach.

Expanded state and loca participation in the development of the Strategy is required for it to be truly
“national.” To date, though there have been consultations, there has been no systematic outreach to Sate
and locd authorities. In the coming year, the Departments of the Treasury and Justice will ingtitute an
outreach effort to ensure that the contribution of state and loca money laundering authorities to the
Strategy is maximized.

Action Item 3.2.2: The Department of the Treasury will promote the use of FINCEN's
Gateway Program asa vehicle for two-way information exchange and joint state-federal
financial analysis projects.

Lead: Director, FinCEN, Department of the Treasury.

Goal for 2000: Enhance the current Gateway access processes by developing and
implementing a new memorandum of understanding between FINCEN and appropriate
date officids. Additiondly, begin the trangtion of current Gateway users to the new
Secure Web System, ingtitutionalize the training program, and sponsor a State
Coordinators Conference.



Milestones: By June, FiINCEN, in concert with state representatives from New Jersey,
will establish anew training program and process that will be used to enhance the utility of
the data made available via Gateway. In addition, the FINCEN Office of Chief Counsel
will complete the MOU between FINCEN and Gateway users. During the Summer,
FINCEN will host the State Coordinators Conference.

Federd, state, and locd law enforcement officids are beginning to redlize the importance of following the
money and in particular utilizing the financia data available through FINCEN. The Gateway program
originaly permitted a centra coordinator in each state to access FiNCEN databases. However, demand
for accessto Gateway data has vastly increased, both among state and federd law enforcement.
Bringing the state and federd users together under Gateway affords the investigators the opportunity not
only to get direct, online access to FINCEN data, but also to be networked with other federa, state and
local authorities through an “dert” program. In September 1999, FNCEN hosted a meeting with state
law enforcement and regulatory representatives to assess their needs, and it was determined that
Gateway users sought a secure web system for data access and communication. FINCEN has acted
upon this need, and the preliminary technologicd links between FINCEN and the IRS Detroit Computing
Center that will allow for secure data access and retrieval, consstent with proper confidentiality practices,
have been ingtdled and are being tested.

Objective 3:  Encourage Comprehensive State Counter-Money Laundering and Related
Legislation

Action Item 3.3.1: The Departmentsof the Treasury and Justice will provide technical
assistance for enhanced state laws against money laundering.

Lead: Assgant Attorney Generd, Crimina Divison, Department of Justice.

Goal for 2000: Convey to Sate authorities the federd government’ sinterest in helping
states to enhance laws against money laundering, and respond to requests from state
authorities seeking assistance.

Milestones: By June, the Justice Department will issue aletter to governors
encouraging reviews and enhancements, where necessary, of sate anti-money laundering
laws. By November, the Assstant Attorney Generd will report to the Money Laundering
Steering Committee on the extent of ass stance required and on plans to meet this need.

At last count, seventeen states have gill not made money laundering a state crime, and some date laws
against money laundering have serious gaps to cover. These weaknesses should be speedily closed.
State money laundering statutes are essentid if states are to be full partnersin the



nationa counter-money laundering effort, and the federa government will make its resources available to
facilitate that partnership.

The Department of Judtice will issue aletter to the governors of the fifty states encouraging them to review
their gate' s laws againg money laundering and offering assstance in enhancing date anti-money
laundering datutes. To facilitate this review, experts a the Departments of the Treasury and Justice will
asS g dates that are congdering enacting or revising statutes deding with money laundering or financia
reporting and recordkeeping. Assistance can take the form of producing information about the patterns
of money laundering encountered in astate, or providing drafting or related advice about the terms of the
necessary satutes themsdaves or related legd issues. The Administration also will encourage statesto
enact legidation licenang and regulating appropriate money services businesses and those engaged in the
business of trangporting currency.

Objective 4:  Support Enhanced Training for State and Local | nvestigators and Prosecutors

Action Item 3.4.1: The Departmentsof the Treasury and Justice will completerevision
of amodd curriculum for afinancial investigations cour sefor state and local law

enfor cement agencies, hold “Train the Trainer” national conferences, and distributethe
curriculum.

Lead: Assgant Attorney Generd, Crimina Divison, Department of Justice.
Goal for 2000: Revise and digtribute amodd curriculum.

Milestones: By June, the Department of Justice will findize and distribute the new
curriculum.

Training in financid investigationsis no less essentid for Sate and local enforcement professionas than for
their federal counterparts. Indeed, organizations such as the National Association of Attorneys Genera
and the National Didrict Attorneys Association have in the past produced some of the most
comprehensive money laundering training and resource materials available. To help meet the needs of
date and locd law enforcement agencies for up to date training materias, a new investigations training
curriculum will be digtributed in the summer of 2000 which includes Training Coordinator Guides,
Instructor Guides, and Participant Guides, as wdll as supplementary graphic presentations and videos.






Goal 4. Strengthening International Cooperation to
Disrupt the Global Flow of Illicit Money

Financid crime havens and underground financia markets around the world are a critical part of agloba
system for hiding crimindly earned profits. For this reason, efforts to counter internationd financid crime
have been placed squarely on the nationa security agendas of the United States and its dlies. The 1999
Strategy articulated an aggressive international agenda designed to improve internationa cooperation
through diplomatic efforts, policy development, regulatory oversight, practical enforcement, and the
provison of training and technicd assstance. The United States has been and will continue working
closdy with itsinternationa partnersin bilaterd and in the multilateral contexts to effect pogtive changein
the area of money laundering.

A number of important steps have been taken since the 1999 Strategy was released. Interagency
working groups have reviewed correspondent banking relationships with certain types of indtitutions, and
outlined a concrete agendato involve the internationd financid inditutions more actively in the fight againgt
money laundering. At the same time, the FATF has made significant progress by welcoming new
observer members, fostering the cregtion of regiona sister organizations, and beginning the process of
identifying non-cooperative jurisdictions. Negotiations toward a United Nations Convention against
Transnationa Organized Crime continue to show promise. The G-8 judtice ministers issued an important
communique covering financia crimeissues. And practica law enforcement and regulatory cooperation
continues, but with an intengfied sense of urgency, in the face of the explosion of globalized financid
SErvices.

In many important respects, this year's Strategy is a continuation of last year’ s efforts. But this year
promises to be auspiciousinitsownright. FATF is expected to issue areport on non-cooperative
jurigdictions, the OECD will issue areport on its Harmful Tax Competition project, and the Financid
Stability Forum is expected to issue a report that will address, among other things, the effects of offshore
financid centers on globd financid sability. Thus, we will have a unique opportunity to explore the nature
of the ties between the distinct but related realms of money laundering, taxation, and prudential oversight
of financid inditutions. Redl progress can be made in policy discussons to articul ate these connections
and to persuade the international community of the need for continuing cooperation among officiads
involved in these various activities.

Even more important, events over the past five months have demonstrated the need for new legidation to
ded with internationa money laundering issues. Asdescribed in Action Item 4.1.1, the Treasury
Department needs additional tools to ensure that appropriate steps can be taken with respect to money
laundering havens. And these tools are needed now, o that the United States can respond effectively to
emerging threats, and participate actively in multilatera fora Severd Members of Congress have
proposed legidation on these issues aswell. We look forward to working closely with interested
Members to pass a strong hill this year.
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Objective 1:  Seek Legislation Enhancing the Government’s Ability to Protect U.S.
Institutions and the U.S. Financial System from International Money
Laundering.

The United States dready has powerful statutory tools to combat money laundering. Loopholes and
missing pieces, however, remain in our counter-money laundering structure. In the next year, the
Adminigtration will be supporting at least two hills to enhance our ability to combat money laundering —
one would give the Secretary of the Treasury powerful new authority to protect the U.S. financid system
from international money laundering and financid crime havens, and the other would provide law
enforcement with enhanced weapons to combat money laundering at home and abroad.

Action Item 4.1.1: The Administration will seek enactment of the I nter national Counter -
Money Laundering Act of 2000.

Lead: Assgant Secretary for Legidative Affairs, Department of the Treasury.
Goal for 2000: Enactment of the Internationa Counter-Money Laundering Act of 2000.

The authority of the Secretary of the Treasury to protect the U.S. financid system from being abused by
money launderers operating through internationa financia crime havensis not as robust asit could be.
Currently, there is abroad gap between two tools currently avallable -- informationd advisoriesto U.S.
banks about specific jurisdictions or transactions, which encourage additiona scrutiny, and Internationa
Emergency Economic Powers Act (IEEPA) sanctions, which block transactions with designated entities
inajurisdiction. New gap-filling authorities are needed to give the Secretary the discretion to take
targeted, narrowly tailored and proportiona action againgt those jurisdictions, foreign financid ingtitutions,
or types of transactions that pose particular money laundering threets. These new discretionary
authoritieswill dlow the Secretary -- in consultation with the Secretary of State, the Attorney Generd
and the Federa Reserve -- to address jurisdictions, financid ingtitutions, and/or types of transactions that
are of primary money laundering concern to the United States by:

. Requiring U.S. financid indtitutions to maintain records and/or report on aggregate transactions,
or each transaction, with such ajurisdiction or indtitution, or regarding such atransaction;

. Requiring U.S. financid indtitutions to ascertain the red-party-in-interest of accounts opened or

maintained in the U.S. by aforeign person (except for publicly traded foreign corporations or
trusts) involving such ajurisdiction, inditution or transaction;

. Requiring U.S. financid inditutions to ascertain the identities of persons who are permitted to use
such an indtitution’ s payable-through or correspondent account with a U.S. financid inditution;
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. Prohibiting or imposing conditions on U.S. financid inditutions correspondent accounts with such
afinandd indtitution or foreign jurisdiction.

Objective 2:  Apply increasing pressure on jurisdictions where lax controls invite money
laundering.

A consensus has devel oped over recent years -- both within the United States and throughout the world -
- that financid crime havens pose an internationd threat that must be addressed. However, agreeing on
the rlevant factors for evauating countries, and then gpplying these factors has proven to be a difficult
and complex task. The year 2000 has the potentid to be awatershed year, asit will mark the
culmination of numerous identification and evauation processes, both multilateraly and within the United
States. Consequently, 2000 will present the opportunity for significant internationd action againgt
financid crime havens.

Significant internationa action, however, will require more than smply evauation and identification. Once
financid crime havens have been identified, gppropriate countermeasures must be implemented. In this
regard, the United States prefers to take multilatera action in support of multilateral determinations,
though we reserve the right to act unilaterally when necessary to protect our financid system or other
nationd interests. Unfortunately, the United States has only limited tools to employ againgt financia crime
havens, and therefore the Administration has requested that Congress enact the International Counter-
Money Laundering Act of 2000 in order to provide it with afull range of countermeasures. (See Action
Iltem4.1.1). Inany case, the United States will assemble dl the tools available to it, and take appropriate
action in response to the threat posed by financia crime havens.

This Objective is divided into two broad Action Items, which arein turn broken down into Sub-Action
Items. Thefirgt Action Item discusses ongoing efforts to identify financid crime havens, beginning with
U.S. efforts and proceeding on to multilatera efforts. The second Action Item discusses potential
countermeasures that can be taken againg identified havens, this time beginning with preferred multilaterd
action and proceeding on potentia U.S. unilatera action.

Action Item 4.2.1: ldentify jurisdictionsthat pose a money laundering threat to the
United States.

Sub-Action Item 4.2.1.a: The United Stateswill complete an internal evaluation of
financial crime havens.

Lead: Under Secretary for Enforcement, Department of the Treasury.

Goal for 2000: Implement a new methodology to evaluate and categorize jurisdictions
into groups of increasing concern, based on the nature of the jurisdiction’ s financid crime
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problem and the degree to which it has taken congtructive steps -- or iswilling to take
such steps -- to address the problem.

Milestones: By May, the interagency working group formed to conduct the 90-day
review of correspondent banking relaionships will identify priority jurisdictions for U.S.
attention, and outline specific strategies with respect to each of them. The working group
will report to the Money Laundering Steering Committee on results and actions taken.

The 1999 Strategy called for the formation of an interagency working group to explore whether
measures should be adopted to redtrict financid indtitutionsin the United States from opening or
maintaining correspondent banking accounts for foreign banks that are organized in jurisdictionsin which
they do not offer banking services to residents and which are not subject to adequate supervison by
home country authorities. The examination of correspondent banking will continue as discussed in Action
Item 4.7.3. However, the Money Laundering Steering Committee has directed the working group to
identify havens and money laundering threats to the United States.

The working group has devised a process that will measure countries againg the following factors:

Does the jurisdiction have a money laundering problem that the United States considers
important? This determination takes into account the findings made in the money laundering
section of the State Department’ s annud International Narcotics Control Strategy Report
(INCSR).

Isthe jurisdiction primarily asource of crimind funds, or isit primarily a destination/trangit point
for such funds? Thisdigtinction isintended to facilitate targeted gpplication of different
countermeasures to different types of problems. (See Action Item 4.2.2 for further discussion).

Does the jurisdiction have an adequate anti-money laundering regime? This determination will be
based on the jurisdiction’s laws and implementation, including law enforcement and regulatory
cooperation with the U.S., with specific reference to the FATF 40 Recommendations (See
Appendix 2), and the FATF 25 criteriafor determining non-cooperative countries and territories
(See Appendix 3).

If the jurisdiction does not have an adequate anti-money laundering regime, are its laws and/or its
implementation of anti-money laundering laws being improved?

If the jurisdiction’s laws and/or implementation of laws are not improving, isthis primarily dueto a
lack of political will, or isit reasonable to expect an improvement during the period under review?

In addition, the andysis will take into account the interplay between tax evasion -- a serious crime
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initsownright -- and money laundering. It isclear that many of the same factors that make a
jurisdiction attractive as atax haven make it attractive as amoney laundering haven.

Sub-Action Item 4.2.1.b: Support the on-going efforts of FATF to identify non-
cooper ative jurisdictions based upon itstwenty-five criteria.

Lead: Under Secretary for Enforcement, Department of the Treasury.

Goal for 2000: Completion by June of the FATF Ad Hoc Group on Non-Cooperétive
Countries or Territories (NCCTs) project to identify, review, and name non-cooperative
jurisdictions.

Milestones: By May, the U.S. will participate in multilateral groups that will research
and andyze the laws, regulations and practices of jurisdictions thought by FATF members
to be potentialy non-cooperative. A report is to be completed on each of the high
priority jurisdictions and submitted to the June 2000 FATF Plenary, whereit is expected
that FATF will identify and name specific non-cooperative jurisdictions. In October,
FATF will begin asecond round of analysis.

Over the past year, FATF s Ad Hoc Group on NCCTs has finaized its criteria for identifying non-
cooperative jurisdictions, and has now begun the actua eva uation process in direct consultations with the
juridictionsin question..’° The United States will actively participate in this process by serving on
regiond review groups that will apply the FATF criteriato individud jurisdictions. Once this processis
complete in June, FATF will announce the jurisdiction labeled as non-cooperative, and begin to consder
appropriate countermeasures.

Sub-Action Item 4.2.1.c: Support efforts of the Financial Stability Forum (FSF) and
regional forain urging countriesand jurisdictionsto adopt and adhereto inter national
anti-money laundering standards.

Lead: Senior Deputy Assstant Secretary, International Monetary and Financid Policy,
Office of Internationa Affairs, Department of the Treasury.

Goal for 2000: Finadize work of the FSF to develop procedures for ng the
compliance of Offshore Financid Centers (OFCs) with internationd standards on
financid regulaion and supervison, and the exchange of information.

10 The criteria are included at Appendix 3. FATF papers describing the criteria and the process
used by FATF to review particular jurisdictions are posted on FATF s website at
www.oecd.org/fatf/pdf/INCCT -en.pdf .
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Milestones: By April, the OFC Working Group's conclusons will be reported to the
FSF.

The FSF, created pursuant to a G-7 initiative in April 1999, set up an OFC working group comprised of
officids of indudtrid and emerging market economies, internationa organizations, and internationa
regulatory and supervisory groupings to review the role of OFCsin the internationd financid sysem. The
working group’swork plan is focused on encouraging OFCs to adopt and implement international
regulatory sandards. The working group is devel oping recommendations on mechanisms for ng
compliance in the implementation of the tandards, and ensuring appropriate incentives to enhance such
compliance. Theworking group’s efforts aso take into account the FATF 40 Recommendations (see,
Appendix 2) and the G-7 Ten Key Principles on Information Exchange for the Improvement of
International Cooperation Regarding Financiad Crime and Regulatory Abuse (see, Appendix 4), which
include sandards relevant to financid fraud and money laundering. The United Staesis actively
participating in the FSF, and will work to ensure thet its efforts are consistent and coordinated with other
relevant internationa efforts.

In complementary efforts, the Committee on Hemispheric Financid Issues (CHFl) and the Asia Pecific
Economic Cooperation (APEC) have provided palitical impetus to enhance financid regulation and
supervison in their regions. Ther statements have specificaly referred to anti-money laundering
initiatives.

Sub-Action Item 4.2.1.d: Support multilateral effortsto identify tax havens.

Lead: Asssant Secretary for Tax Policy, Department of the Treasury.

Goal for 2000: Publication by the OECD of alist of jurisdictions classfied as “tax
havens’ under the criteria established by the OECD, and arapid and successful
conclusion of the OECD’ swork on bank secrecy.

Milestones: The U.S. and its OECD colleagues have completed a technica review of
jurisdictions that may be classified as tax havens under the criteria provided for in the
OECD Report on Harmful Tax Competition, and alist of “tax havens’ is expected to be
published after recelving gpprova from the OECD Council in June. The Committee on
Fiscd Affairsis currently considering areport on access to bank information for tax
purposes. The U.S. will remain an active participant in the discussions on this report.
The Committee is expected to make afind decision on the report in March.

Although tax evasion and money laundering are digtinct crimes, they share many common characterigtics,
including the use of practices designed to conced financial assets and transactions from the appropriate
government authorities. Money launderers are often guilty of tax fraud or other fisca crimes, and they will
generdly seek to avoid scrutiny of their activities by tax authorities to minimize thelr risk of prosecution for
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tax evason. Moreover, many of the features that make ajurisdiction atractive as atax haven -- e.g.
excessive bank secrecy, lack of trangparency, and alack of effective exchange of information -- are
precisaly the features that attract money launderers. Thus, many potentiad countermeasures are applicable
to both. Indeed, with respect to countries that are both tax and money laundering havens, coordination of
countermeasures may enhance effectivenessin both aress.

Action Item 4.2.2: Take appropriate action with respect to identified financial crime
havens.

As noted above, the U.S. will take appropriate action againgt financia crime havens in support of the
multilaterd efforts discussed in Action Item 4.2.1, while reserving the right to act unilateraly when
necessary. However, before discussing countermeasures, it is necessary to understand the different types
of internationd financia crime threats to the United States. Generdlly, these threats can be categorized as
follows

. Deve oped economic and financia centers by their very nature afford criminals the opportunity to
engage in money laundering on alarge scae, and therefore in this sense pose money laundering
“threats’ to the United States. However, for the most part, economicaly and financialy
developed countries are committed to ongoing processes to combat money laundering. These
countries are our dliesin the fight againg internationa money laundering, and the only appropriate
action for us to take with respect to these countries is continued cooperation.

. Many jurisdictions struggle with domestic crime and corruption problems that make them a
source of illegaly earned proceeds that are laundered throughout the world, including in the
United States. These jurisdictions often face continuing problems of political will and capacity in
dedling with what are, a root, domestic problems of crime and corruption. They can be
characterized as “source’ jurisdictions for crimina proceeds that are laundered internationdly,
though are often not “destination” jurisdictions where the proceeds are actudly laundered and
sheltered. These jurisdictions must address their underlying problems of crime and corruption, in
addition to indtituting effective counter-money laundering regimes.

. Many jurisdictions neither adequately participate in internationa efforts to combat money
laundering and financid crime nor generate Sgnificant criminal proceeds as aresult of domegtic
crime and corruption. Rather, these jurisdictions tend to be characterized by underregulated
offshore financid services and excessive bank secrecy, and thusthey act as financid crime havens
by intentiondly attracting the proceeds of crime committed elsewhere. Such jurisdictions have
ether deliberately not embraced internationd efforts to combet financid crime or have
irresponsibly undertaken steps to diversify their economies without putting in place the necessary
regulatory safeguards.

Mindful of these congderations, the U.S. will seek to employ the fullest range of avalable
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countermeasures, each appropriately targeted to the specific jurisdiction and circumstance in question.

Sub-Action Item 4.2.2.a: The U.S. will take appropriate action in support of multilateral
efforts.

Lead: Deputy Secretary, Department of the Treasury.

Goal for 2000: Implement countermeasuresin support of and coordination with FATF,
the FSF, and the OECD Harmful Tax Competition initiative, aswell as FATF regiond-
style bodies.

Milestones: The United States will review the results of the FATF, the FSF, and the
OECD initiatives and will support their efforts to implement coordinated
countermeasures. By its September plenary, FATF should have discussed a plan to
implement appropriate countermeasures with respect to non-cooperative jurisdictions.

By the July G-7 economic summit in Okinawa, FATF, the FSF, and the OECD will dl have released
reports and begun the process of identifying possible countermeasures. At the summit and within the
respective multilaterd efforts, the Treasury Department, in close consultation with the Departments of
State and Judtice, will support the application of strong multilateral countermeasures to identified
juridictions. In particular, the United States will advocate within FATF and other international forathat a
broad range of appropriate countermeasures be identified and applied.

Sub-Action Item 4.2.2.: Promote adoption of supervisory and regulatory actions -- such
asincreased regulatory reporting, increased external and internal audits, differentiated
risk treatment -- in response to specified jurisdictions that fail to make progressin
implementing effective inter national standardsreating to money laundering.

Lead: Senior Deputy Assstant Secretary for Internationa Monetary and Financid
Policy, Office of Internationa Affairs, Department of the Treasury.

Goal for 2000: Increase focus on and discussion of further actions that can be taken by
Supervisory authorities with respect to identified problem jurisdictions.

Milestones: As appropriate and as part of the bank regulation and supervision process,
bank regulatory agencies will consider additiona supervisory and regulatory remedies for
operations or exposure of U.S. banksin specified jurisdictions.

In November and December 1999, an interagency subgroup convened to work on severa action items

relating to internationa financia issues, including supervisory and regulaiory actions. After extengve
review of the gpplication of differentiated risk-weights on bank lending to entitiesin offshore jurisdictions,
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various members of the subgroup noted that offshore lending has generally not been a source of primary
concern within the regulatory community. Lending generdly represents a smdler portion of offshore
affiliate business, when compared to other types of activities pursued offshore; and since much of this
lending may be interbank or with affiliates in non-offshore jurisdiction, the risk-weighting framework
would not apply. Deposit activities, trust and private banking programs, insurance and reinsurance are
activities not covered by the risk weighting framework of the Basdl Capital Accord. Unilateral imposition
by the US of such risk weighting rules would have sgnificant competitive implications for US financia
indtitutions vis-avis other Basd member indtitutions operating offshore.

Overdl, the Treasury Department and the U.S. financid supervisory authorities continue to strongly
advocate effortsin various internationda fora to encourage offshore centers to strengthen financid
supervison and prudentia supervision. We continue to work in multilateral bodies such asthe Basdl
Committee on Banking Supervision to promote the concept of additional supervisory actions that can be
taken when banking supervisors encounter difficultiesin obtaining information needed for supervision of
their ingtitutions across borders, including within offshore jurisdictions. Appropriate supervisory actions
will be consdered and the various sets of incentives being developed by the internationd financia
community will be reviewed. The U.S. banking supervisory authorities will continue to play an activerole
in theseinitiatives.

Sub-Action Item 4.2.2.c. Issue bank advisories when appropriate.

Lead: Under Secretary for Enforcement, Department of the Treasury.

Goal for 2000: Identify jurisdictions with inadequate counter-money laundering regimes
that should be targeted with the issuance of bank advisories.

Milestones: By July, the United States will identify countries that are the potentia
subject of advisories.

Pursuant to its authority under the BSA, the Treasury Department may issue bank advisoriesto U.S.
financid inditutions. These advisories -- which are issued only after close consultation with the
Departments of State and Judtice -- inform U.S. financid indtitutions of sgnificant U.S. government
concern regarding particular classes of transactions, and recommend that financid indtitutions give
enhanced scrutiny to such transactions. For example, in April 1999, after negotiation failed to produce
meaningful improvement in the counter-money laundering regime of Antigua and Barbuda, the Treasury
Department issued an advisory derting U.S. financid ingtitutions to give enhanced scrutiny to dl financid
transactions routed into or out of that country. The advisory prompted Antigua and Barbuda to
implement improvementsto its financid supervisory regime.

As our experience with Antigua and Barbuda demongtrates, advisories are a va uable tool with respect to
foreign jurisdictions with inadequate counter-money laundering regimes. Preferably, they can beissued in
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support of multilateral determinations or initiatives, but they can dso beissued unilateraly in order to
safeguard U.S. financid indtitutions. Asdiscussed in Action Item 4.2.1, in the coming year the United
Saeswill beinvolved in both multilaterd and unilaterd efforts to identify money laundering havens, and
the issuance of advisories will often be an appropriate response to countries so identified.

Sub-Action Item 4.2.2.d: Implement the Foreign Nar cotics Kingpin Designation Act and
consider using | EEPA power sto target nar cotics-related money launderersin other
appropriate circumstances.

Lead: Director, Office of Foreign Assets Control, Department of the Treasury.

Goal for 2000: Implement the Foreign Narcotics Kingpin Designation Act (“Kingpin
Act”) againg sgnificant foreign narcotics traffickers and their organizations and operatives
worldwide and, where appropriate, continue to consider invoking the powers of IEEPA.

Milestones: By June 1, 2000, and every June 1 theresfter, the Kingpin Act requires the
President to report to Congress those foreign persons that are determined to be
sgnificant foreign narcatics traffickers appropriate for sanctions and to impose the
Kingpin Act’s IEEPA-like sanctions againgt them.

The U.S. now has at its disposal two powerful economic sanctions tools againgt significant foreign
narcotics traffickers, the entities they own or control, and those persons acting for them or supporting
their narcotics trafficking activities. In addition to IEEPA, which is awegpon that the Presdent has used
for the past five years againgt Colombian drug cartels, the U.S. dso will now use the new Foreign
Narcotics Kingpin Designation Act againgt Sgnificant foreign narcotics traffickers on aglobd bass. Both
the Kingpin Act and IEEPA prohibit U.S. persons from engaging in transactions, trade and services
involving foreign narcotics kingpins and derivative desgnees.

The Kingpin Act was signed into law on December 3, 1999. Following the approach being used against
Colombian drug cartels under IEEPA, the Kingpin Act is directed at sgnificant foreign narcotics
traffickers and their organizations and operatives throughout the world but is not aimed at foreign
countries. The Kingpin Act requires that the Departments of Treasury, Justice, State and Defense, and
the CIA coordinate to develop alist of recommended kingpins for presidentia designation by June 1 each
year. Despite the annual June 1 deadline, the statute provides for kingpin designations at other times as
well. Therefore, the coordination and designation process will be ongoing permanently throughout the
yedr.

The long-term effectiveness of the Kingpin Act, aswell as of any IEEPA program, will depend heavily on
the Treasury Department’ s authority to make derivative desgnations of entities and individuass.

The predicate for the Kingpin Act was the imposition in 1995 of IEEPA sanctions againgt narcotics
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traffickers centered in Colombia. Thisis a powerful on-going program againgt Colombian drug cartels.
Asrequired by PDD-42, IEEPA sanctions have been employed to bar U.S. persons from having any
trade or financid transactions with individuas and businesses owned or controlled by or acting for
sgnificant foreign narcotics traffickers centered in Colombia (Executive Order 12978, October 21,
1995). In addition, the Order blocks the assets of such individuas and businesses subject to U.S.
jurisdiction. These actions not only prevent U.S. persons from being unwitting aiders and abettors, and
potentid victims, of narcotics traffickers, but aso protect the integrity of our financid indtitutions and deny
criminas the ability to operate as legitimate businesses.

Objective 3:  Continue to Work with Countriesto Adopt and Adhereto I nternational Money
Laundering Standards

United States international counter-money laundering efforts are not limited to taking action against non-
cooperative jurisdictions. Indeed, to promote international cooperation, the U.S. will continue to support
the articulation, universa implementation, and where appropriate, enhancement of international money
laundering Sandards. This support takes the form both of active participation in the development and
implementation of these standards and in assstance to jurisdictions seeking to bring themsdvesinto
compliance.

Action Item 4.3.1: Work toward universal implementation of the FATF 40
Recommendations.

Lead: Under Secretary for Enforcement, Department of the Treasury.
Goal for 2000: The United States will maintain its leadership role in the FATF and
exising FATFstyle regiond bodies. It will seek expanson of membership to additiona

appropriate governments, and support FATF outreach efforts to encourage
implementation of the FATF 40 Recommendations by non-member jurisdictions.
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Milestones: An interagency working group will andyze available information on
potential candidates for FATF membership and determine -- in advance of the June
meeting of the FATF -- appropriate nominations to be made based on FATF criteriafor
new membership. New FATF observer members -- Argenting, Brazil, and Mexico --
will complete the necessary steps to meet dl the requirements to become full members of
FATF by the end of the year. The U.S. will encourage the FATF to (i) complete the first
round of mutual eva uations of Gulf Cooperation Council states by the end of the year,
and (ii) conduct at least three high level missons or seminarsto raise avareness and
encourage expanded implementation of the 40 Recommendations by non-members.

More than ten years after its creation, the FATF remains the premier multilateral body devoted to
countering money laundering. Membership of the FATF comprises 26 industridized nations and two
regiona organizations™ A mgjor component of the FATF s work involves ongoing peer review of each
member’s nationa counter-money laundering measures by one another, based on the FATF 40
Recommendations. (See Appendix 2). Members of the FATF have made significant advancesin
articulating the measures necessary to combat money laundering effectively, as outlined in the 40
Recommendations, and in implementing those measures domesticaly.

The FATF isextending its message. One aspect of this effort is expansion of the FATF s membership.
Last year, the FATF welcomed Argenting, Brazil, and Mexico as observers and, this year, it will conduct
a peer review of those countries money laundering controls. The Gulf Cooperation Council (GCC) isa
member of FATF, athough GCC member satesare not. Last year, for the first time, five GCC member
dates (Bahrain, Kuwait, Oman, Qatar, and United Arab Emirates) agreed to undergo FATF-style mutua
evauations. These evauations are anticipated to be completed during 2000.

Action Item 4.3.2: Promotethe development of FATF-styleregional bodies.

Lead: Under Secretary for Enforcement, Department of the Treasury.

Goal for 2000: Consolidation of recently created FATF-style regiona bodies, and
establishment of such bodies where they do not yet exist, such asin South America.

Milestones: The United States will encourage the Asa Pacific Group on Money
Laundering (APG) to develop amutua evauation program by the end of theyear. The
U.S. will continue to provide qudified examinersto mutud evauation programs of the

1 Origindly, the FATF consisted of 15 members, and the European Commission. Currently, the
member countries of the FATF are: Austraia, Austria, Belgium, Canada, Denmark, Finland, France,
Germany, Greece, Hong Kong (Chind), Iceland, Ireland, Itay, Japan, Luxembourg, the Netherlands, New
Zedland, Norway, Portugal, Singapore, Spain, Sweden, Switzerland, Turkey, the United Kingdom, and the
United States. The European Union and the Gulf Cooperation Council are aso members.
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other regiond bodies, as well as the Offshore Group of Banking Supervisors (OGBS).
The U.S. will encourage the two newly created FATF-style bodies in Africato become
operationd by the end of the year. The U.S. will encourage Argentina and Brazil to
edtablish a FATF-style body in South Americaaso by the end of the year.

FATF-style regiona bodies -- which endorse the 40 Recommendations and have established a process
of mutua evauation -- dready exist in the Caribbean and part of Latin America, aswell asin Centrd and
Eastern Europe. In addition, the OGBS, though not aregiona body, has endorsed the FATF 40
Recommendations (see Appendix 2) and has embarked upon a process of peer review to assess its
members implementation of these standards.

Severd other regiona counter-money laundering groups have been established and are in varying stages
of development. Last year at its annua mesting, the APG agreed in principle to establish a mutua
evauation process for its members based on the FATF 40 Recommendations. These developments are
encouraging, dthough overdl progress has been dow. In Africa, two new regiona anti-money laundering
bodies were established last year. In November 1999, representatives of seven nations signed the
Eastern and Southern Africa Anti-Money Laundering Group’s Memorandum of Understanding™. In
December 1999, the Groupe Intergouvernementa D’ Action Contre le Blanchiment de L’ Argent en
Afrique was officidly formed by 15 countries of Western Africa, from Mauritaniato Nigeria. And most
recently, the Finance Minigters of Argentina and Brazil have pledged to creste a FATFstyle body in
South America However, none of these groups has yet become operationd.

Additiondly, in early 1999, the Organization of American States (OAS) adopted the Commitment of
Mar del Plata, which prescribes numerous OAS and FATF endorsed anti-money laundering measures
designed to assst OAS member states in impeding the financing of terrorist organizations.

Action Item 4.3.3: Negotiate strong anti-money laundering provisionsin the pending
United Nations Convention against Transnational Organized Crime.

Lead: Assgant Secretary, Bureau for Internationa Narcotics and Law Enforcement
Affairs, Department of State.

2 The dgnatories to the MOU included Maawi, Mauritius, Mozambique, Namibia, Seychelles,
Tanzania, and Uganda.
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Goal for 2000: Induson of strong anti-money laundering provisons within the
Convention, including a requirement for governments to criminaize non-drug-related
money laundering and to ingtitute comprehengve anti-money laundering regulatory
regimes.

Milestones: The U.S. seeks to complete negotiations of the Convention by the end of
the year.

The United Nations has not concluded a convention that addresses money laundering since the 1988
Vienna Convention. The Vienna Convention requires signetories to crimindize drug money laundering,
but does not address regulatory controls. The current negotiation of a Convention againgt Transnationd
Organized Crime presents an opportunity for the international community to require nations to crimindize
the laundering of proceeds of serious, organized crime and to adopt a range of regulatory measures to
protect financia indtitutions from abuse by launderers. The United States will continue to seek anti-money
laundering provisons that will maintain the integrity of the existing internationd standards. Successful
conclusion of the Convention, with a specific commitment by al State Parties to develop anti-money
laundering regulatory and supervisory regimes based on the FATF 40 Recommendations (see Appendix
2), would represent an important advance in the effort to ensure globa adoption and implementation of
comprehensive money laundering controls.

Action Item 4.3.4: The United Stateswill continueto urgethe international financial
ingtitutions (I Fl s) to explore mechanismsto encourage and support countries, in the
context of financial sector reform programs, to adopt anti-money laundering policiesand
measur es.

Lead: Senior Deputy Assgtant Secretary, International Monetary and Financid Policy,
Office of Internationa Affairs, Department of the Treasury.

Goal for 2000: Include assessment of adherence to money laundering standards where
appropriate as amore routine part of financia sector reform programs, assessments, and
reviews, and include anti-money laundering issuesin IF training and technica assstance
programs. Focus G-7 discussion of anti-money laundering efforts by IFIs. Follow
through on the U.S. request that the IMF, working together with the other IFls, study the
meagnitude of money laundering and its macroeconomic impact, anayzing in particular the
effects of money laundering flows on various economies.

Milestones: The United States will discuss with IFIs palicy, program design and

assessment, as well as enhanced potential engagement, relating to technica assstance
focused on anti-money laundering.
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The IMF, the World Bank, and the regiond development banks are increasingly sendtive to the problems
of international money laundering. In recent years they have provided structurd reform assstance to help
selected countries strengthen their banking supervisory capacity, improve corporate governance and
trangparency, and adopt financia sector reforms. In 1999, the United States and the IFl's shared views
on anti-money laundering policies, programs and progress. The United States supports proposasto
further engage the IFIs in efforts to deter money laundering as part of the multilaterd effort. In addition,
the United States will discuss with our G-7 partner countries how best the IFIs might promote the
adoption of anti-money laundering measures in the context of financia sector program design and
assstance, where appropriate (i.e., in those cases where money laundering is identified as a particular
vulnerability or risk). The United States will convey the importance of multilatera and bilaterd, aswell as
individua country, anti-money laundering measures a the Economic Summits, the meetings of G-7
Finance Minigters and Central Bank Governors, and the annual meetings of the IMF and World Bank.

Many of the IFls have extensve technica assstance programsin the area of financia sector reformsin
bank supervision and regulation, legdl and commercid law, and other financia system infrastructure.
Discussion with the IMF and World Bank have indicated their willingness to work with the US (and other
member countries) to identify how to better focus on money laundering in the context of financia sector
reform programs.

Action Item 4.3.5: Enhancetheprovison of training and assistance to nations making
efforts to implement counter-money laundering measures.

Lead: Asssant Secretary, Bureau for International Narcotics and Law Enforcement
Affairs, Department of State.

Goalsfor 2000: Provide acomprehensive and coordinated program of training and
technical assstance to countries seeking to implement comprehensive internationaly-
recognized money laundering counter-measures. Expand the use of multilatera
organizations and Internationa Law Enforcement Academies (ILEAS).

Milestones: At the September annud meeting of internationd organizations and donor
countries involved in providing such assstance, U.S. representatives will share
information about our ongoing programs, and take into consideration information recelved
from other participants in formulating the coming year’ s priorities. Additiondly, by
November, the Assistant Secretary will report to the Money Laundering Steering
Committee on the status of international money laundering training and assistance.

The United States is committed to offering training and technica assstance to nations seeking to
implement comprehendve internationaly-recognized money laundering controls. Programs of the
Departments of State, Justice, the Treasury, and the federd financia regulators al provide such
assgance. These efforts must continue to be supported if they are to succeed.
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The State Department coordinates requests from U.S. embassies and other sources for avariety of
training, including law enforcement, financia services supervison and prosecutorid training asthey reate
to anti-money laundering programs. These requests are coordinated with the agencies responsible for
delivering ass stance and with other donor states and internationa organizations. During 1999, the United
States funded over 70 financid crime and money laundering courses and seminarsin 40 countries. We
will endeavor to ensure that resources are appropriately alocated and coordinated through the various
international organizations through which the United States provides much of its internationd training.

Additiondly, the U.S. this year intends to create a training curriculum for countries facing the problem of
internationa terrorist financing. This curriculum -- targeted to foreign investigators, prosecutors and
judges -- will be based on exigting anti-money laundering training programs, but will concentrate
specificaly on terrorist financing.

Action Item 4.3.6: Support and expand member ship of the Egmont Group of financial
intelligence units.

Lead: Director, FnCEN, Department of the Treasury.
Goal for 2000: Expanded membership and participation in the Egmont Group.

Milestones: FINCEN expectsto assst four new units to become operationd by the end
of 2000. FinCEN will reach out to new Egmont Group members and eleven priority
countries to encourage the introduction of anti-money laundering legidation, and support
the development of financid intelligence unitsin these countries. FINCEN will expand by
ten percent the number of investigative information exchanges via the financid intelligence
unit network congstent with the Egmont Group principles. FINCEN will complete
upgrades of the Egmont Secure Website to further support information exchanges and
other communications between and among FIU members of the Egmont Group.

One of the mogt important developmentsin the implementation of internationa counter-money laundering
standards has been the successful cooperation between and among financid intelligence units (FIUS).
These agencies are creeted to receive their own domestic suspicious activity reports (required under their
respective internd laws), analyze financia information related to law enforcement activity, disseminate
information to domestic enforcement agencies, and exchange information internationaly.

Currently, 48 financid intelligence units participate in the Egmont Group. As an active participant,
FINCEN coordinated atota of 217 information exchangesin 1999. It isimperative to encourage the
continued and expanded use of this network for case development and investigations by domestic law
enforcement. FIUs can play a critica role in ongoing investigations and in the effective implementation of
anti-money laundering measures. The U.S. law enforcement community should take every opportunity to
exploit the information available from other FIUs to support U.S. investigations.
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Objective 4:  Advance the I nternational Fight Against Corruption.

The proceeds of corruption must, like other ill-gotten gains, be laundered if they are to be secured and
enjoyed. Moreover, money laundering itsdf represents a corrupting influence on financid systems and
inditutions. Over the past severd years, the U.S. has been involved in a number of initiatives amed a
semming the tide of corruption, including the negatiation of the OECD’s convention againgt commercia
bribery of foreign public officids, the Inter-American Convention Againgt Corruption, the Group of
Nations Againgt Corruption (GRECO) of the Council of Europe, the U.N. Ad Hoc Committee which is
negotiating anti-money laundering articles in the U.N. Transnationd Organized Crime Convention, and a
growing number of globa and regiond anticorruption actions. There has been considerable progress
meade in the fight againgt corruption, most notably through the Vice-Presdent’s First Globa Forum on
Fighting Corruption which was held in Washington last year. The Second Globa Forum will be co-
hosted by the Netherlands and the United States, and is scheduled for May, 2001. U.S. involvement on
arange of internationd efforts is expected to degpen and grow.

The Action Items listed below addressing corruption are designed to complement the efforts dready
underway in the United States.

Action Item 4.4.1: Expand thelist of money laundering predicates under U.S. law to
include numerous foreign crimes, including public corruption, not currently covered by
the money laundering statute.

Lead: Assgant Attorney Generd, Office of Legidative Affairs, Department of Justice.
Goal for 2000: Enact legidation the Money Laundering Act of 2000.

Asnoted in Action Item 1.3.1, the Administration seeks enactment of the the Money Laundering Act of
2000, which seeks to enhance the ability of law enforcement to investigate and prosecute money
laundering. Thislegidation includes an important tool to the fight againgt corruption. Loopholes now exist
in our money laundering statutes that would alow foreign public officias accepting bribesto use U.S.
banks to launder proceeds. The new provison will close that loophole, which severdly limits the ability of
the United States to investigate and prosecute the laundering of the proceeds of foreign corruption
through financid inditutionsin the United States.

Action Item 4.4.2: Urge other nationsto make public corruption a predicate offense
under their own anti-money laundering statutes.

Lead: Under Secretary for Enforcement, Department of the Treasury.
Assgtant Secretary for International Narcotics and Law Enforcement,
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Department of State.
Assgant Attorney Generd, Crimind Division, Department of Judtice.

Goal for 2000: Increase the number of countries that have public corruption as a
predicate offense in ther anti-money laundering statutes.

Milestones: The United States will push to include on the agenda of the next FATF
presidency the study of bribery as a predicate offense, and will raise the issue in other
international negotiations related to corruption.

As part of the battle againg public corruption, the international community has begun to address the
importance of money laundering contrals to the effective implementation of anti-corruption measures. For
example, an OECD working group has reported that it considers bribery a serious offense for the
purposes of money laundering legidation and has asked the FATF to review the issue with its
membership. The United States will work to ensure that thisissue is addressed by the FATF within the
next Presidency.

An OAS working group on probity and public ethics has aso begun to consder measures to enhance the
effectiveness of the Inter-American Convention Againg Corruption, which the United States Sgned in
1996 and which is now awaiting Senate rdification. Provisonsto crimindize public acts of corruption in
the context of organized crime are being negotiated in the U.N. Convention Againg Transnational
Organized Crime. Additiondly, the U.S. participated in the Council of Europe s Crimind Law
Convention on Corruption, which provides that parties make corruption offenses predicates for their anti-
money laundering statutes. The United States will seek to ensure that current or future internationa
negotiations involving public corruption will provisons for governments to make public corruption
offenses money laundering predicates.

Action Item 4.4.3: The Treasury Department, working in cooperation with the
Departments of State and Justice, will coordinate an interagency effort to examine the
problem of foreign gover nment officials who make use of theinternational financial
system to convert public assetsto their personal use.

Lead: Assstant Secretary for Internationa Affairs, Department of the Treasury.

Goal for 2000: Enhance our understanding of the impact on national economies of large-
scae officia corruption and of exigting lega authorities that can be used to address this
issue. Using this knowledge, devise gppropriate policy initiatives to combat this activity.
Milestones: In March, the Assstant Secretary of the Treasury for International Affairs
will coordinate an interagency Foreign Officia Corruption Working Group to address this
issue, in coordination with and drawing in part on the findings of the subgroup discussed
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below. The Working Group will devise appropriate policy initiatives, and report its
preliminary results to the Money Laundering Steering Committee in June.

Corrupt government officials who systematicaly divert public assetsto their persona use undermine U.S.
efforts to promote durable democratic politica ingtitutions and stable, vibrant economies abroad. The
destabilizing impact can be particularly greet, and the vulnerability of government inditutions to corrupt
officids activities, can be especidly substantid, in countries with emerging democratic systems and
developing or trandtiona economies. Often, corrupt officias rely on international money laundering to
asss the clandestine diversion of public assets.

The Assgtant Secretary of the Treasury for Internationa Affairs, in cooperation and coordination with the
Departments of Justice and State, will coordinate the Working Group to devise appropriate policy
initigtives. This effort will be based in part on the findings of the subgroup described below that will be
convened in March.

Sub-Action Item 4.4.3.a: The Departments of the Treasury, State, and Justice will
review thetools and methodologies available to identify, trace and seize stolen assets of
other countries (in particular how theinternational financial system isused to launder
these assets) and make recommendations, as necessary, for enhancements or additional
authorities.

Lead: Assgant Attorney Generd, Department of Justice
Generd Counsel, Department of the Treasury.
Legd Adviser, Department of State.

Goal for 2000: Enhance our understanding of the available legd authorities and
investigative tools that can be used in this area, and develop recommendations, as
necessary, for enhancements or additiond authorities.

Milestones: By June, the subgroup will report its findings to the Foreign Officid
Corruption Working Group.

In order to develop gppropriate policy initiativesin this complex areg, it is necessary first for athorough

andysis be completed of exigting relevant lega authorities and options, and of potentia avenues for
enhancement.
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Objective5:  Develop and Support Additional Multilateral Effortsto Facilitate | nformation
Sharing.

Action Item 4.5.1: Urgethe G-7 nationsto consider an initiative to harmonizerules
relating to international fundstransfers so that the originators of the transferswill be
identified.

Lead: Director, Division of Bank Operations and Payment Systems, Federd Reserve
Board.
Under Secretary for Enforcement, Department of the Treasury.

Goal for 2000: Include in areport from the G-7 Finance Ministers to the Heads of
State a recommendation to harmonize the rules to identify the originators of international
funds transfers within the G-7 and for the G-7 to encourage other nations to do the same.

Milestones: In February, the U.S. presented to an informa working group of G-7
delegates to the FATF, a paper on the harmonization of rules regarding international
fundstransfers. This paper will be discussed by the group and sent to the G-7 Deputies
to be incorporated into afina report from the Finance Ministers to the Heads by the
Okinawa Summit.

Each G-7 country should have rules that require internationa funds transfer messages to include the
identity of the originator. Harmonized rules of this sort would add great effect to each jurisdiction’s own
rules on funds transfers and would limit further the ability to dodge detection through cross-border funds
trandfers. Such agep is essentid to permit effective detection of international money laundering activities.

To fadilitate the harmonization of these rules, G-7 countries should engage their financid inditutionsin a
dialogue about steps needed to ensure that their record-keeping requirements take account of and alow
for legitimate concerns regarding privacy, commerce, and the security of information being provided.
That dialogue must be degpened and intensfied. As payments systems of al types are developing ever
more rgpidly, and as a premium isincreasingly placed on the efficiency and speed of payments systems,
these developments ought not to provide arespite from the need by al financid inditutions to be vigilant
toward those who would attempt to secrete funds derived from illega sources.

Action Item 4.5.2: Expand law enfor cement infor mation exchange and judicial
cooper ation channels.

Lead: Legd Advisor, Department of State.
Assgant Attorney Generd, Crimind Divison, Department of Judtice.
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Goal for 2000: Create new mutua legal assstance tregties (MLATS), tax information
exchange agreements, and other sharing agreements. Work to expand financid
regulators ability to use MLATSs for law enforcement purposes.

Milestones: Conduct amid-year review of progressin creating new agreements.

The Departments of the Treasury, Judtice, and State will continue to identify priority countries where
MLATS, extradition treaties, or FIU memoranda of understanding concerning information exchange
should be negotiated or enhanced to support money laundering investigations, prosecutions, and
forfeitures. During the summer of 2000, the Departments of the Treasury, Justice, and State will review
progress in creating new mutud lega assstance treeties, tax information exchange agreements, and other
sharing agreements. These agreements are essential components of money laundering investigations,
prosecutions, and forfeitures.

U.S. financid regulators can in certain countries use existing MLATS between the U.S. and foreign
governments to obtain evidence for use in their investigations and enforcement actions. In certain
instances, however, financid regulators are not able to use an existing MLAT, ether because the language
of the agreement does not contemplate use other than by criminal authorities or, because the agreement is
narrowly interpreted by the foreign authority. Work to expand financid regulators use of MLATs will

a so be pursued.

Additiondly, tax adminigtrators around the world are recognizing the need to obtain greater accessto
information with respect to accounts and activities of taxpayersin foreign jurisdictions. Thisis rdevant to
money laundering, asit is often the case that the same bank secrecy regimes that safeguard tax evaders
a0 sarve to safeguard money launderers. Consequently, the extent to which ajurisdiction becomes less
atractive as atax haven will often make it less attractive as a money laundering haven. For severd years,
the Treasury Department has had a firm policy of refusing to enter into new tax treaty rdationships with
countries that are unwilling to engage in information exchange. As aresult of this policy, the United States
has succeeded in convincing some countries to modify their laws and practicesto dlow U.S. tax
authorities access to financia information, even though such countries had not previoudy engaged in
information exchange with other countries on tax metters.

Action Item 4.5.3: Create an interagency team from FinCEN, the Federal Reserve
Board, Treasury, Justice and other appropriate agencies, to promote under standing of
mechanisms and processes associated with the movement of criminal proceeds into,
through and out of the United States and among other at-risk nations.

Lead: Director, FiNCEN, Department of the Treasury.

Goal for 2000: Implement a multilatera framework to encourage the sudy and
exchange of information about illicit currency movements based on joint andyses of
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avalable financid transaction data and investigative information.

Milestones: By September, the interagency team will develop an action plan. By the
end of the year, the various members of the interagency team will seek to implement the
action plan through various internationd fora

FNCEN will lead an interagency effort to create an action plan to develop information about illicit
currency movements using exigting information exchange arrangements. The action plan will be keyed to
research and analysi's based both on SAR reporting and ongoing or after-action money laundering
investigative activity. The interagency team will then coordinate outreach to the internationa community.
Examples could include FiNCEN outreach to the Egmont Group, Fed outreach among appropriate
Centra Bank authorities, Treasury Department outreach in FATF, and Justice Department outreach
among appropriate liaison channds such as Interpol. Every effort will be made to achieve actud
exchange of rdevant information beginning in 2001. FINCEN will be responsible for building amode or
models of illicit currency flows based in part or entirdly on the resulting information as soon as sufficient
data has been collected.

Objective 6: I mprove Coordination and Effectiveness of International Enforcement Efforts.
Action Item 4.6.1: The Departmentsof the Treasury, State, and Justice will work

together to enhance information sharing on known or suspected alien money launderers
to facilitate the denial or revocation of visas held by such persons.

Lead: Assgant Attorney Generd, Crimina Divison, Department of Justice.

Goal for 2000: Increased information exchange to ensure that the names of known or
suspected money launderers are entered into the visa lookout system, and the
establishment of a centralized process for collecting and passing of future names.
Additiondly, the Adminigtration will seek new legidation enabling the State Department to
deny or revoke visas held by diens engaged in money laundering.

Milestones: By the end of the first quarter of 2000, the Departments of Justice and
State will implement an agreement on the modadlities for passng to the State Department
names and biographic data of known or suspected money launderers to ensure that the
names are entered into the visalookout system.

Money laundering isanationd security threst. Under existing law, dienswho knowingly engage in the
laundering of drug proceeds are indligible for United States visas. To asss in the enforcement of these
visalaws, law enforcement agencies regularly share information on drug traffickers and drug money
launderers with State Department consular offices abroad, both through existing information exchange
systems and on an ad hoc basis. In late 1999, the Departments of Justice and State held preliminary
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meetings to enhance information sharing on drug money launderers. These efforts will lead to additiond
entries in relevant lookout systems to help ensure that such individuas do not obtain U.S. visas.
Moreover, new proposed legidation would further enable consular officers to deny or revoke the visas of
money launderers, regardiess of whether the laundering involved drug proceeds.

Objective 7:  Build Knowledge and Understanding

There are agreat many issues concerning money laundering and its broader economic effects about which
we need much better knowledge.

Action Item 4.7.1: Continueto advance thework on estimating the magnitude of money
laundering.

Lead: Director, FiNCEN, Department of the Treasury.

Goal for 2000: Award a contract to one or more firms to develop a methodology for
estimating the magnitude of money laundering. The methodology will address both
domestic U.S. and international aspects of the magnitude of money laundering.
Additiondly, continue to work with the international community to address long-term
problems associated with globa crimina proceeds data collection, harmonization and
money laundering modding.

Milestones: A contract for development of a methodology will be awarded by July.
Also by duly, FInCEN, in its capacity as chair of the FATF Ad Hoc Working Group on
Estimating the Magnitude of Money Laundering, will continue to coordinate FATF efforts
to develop an estimate of drug money laundering in FATF member nations.

Because money laundering by its nature defies detection, it is extremey difficult to measure progressin
this area without being able to quantify with some degree of precison the amount of money laundering
(and the proceeds of crimethat are laundered). Existing estimates -- such as that referred to in the
background section of this document -- unfortunately lack a strong scientific basis. In order to meet the
long-standing concerns of the Congress and the Office of Management and Budget, FinCEN hastaken a
leading role in the related efforts to measure both the domestic and internationa magnitude of money
laundering. Internationally, FINCEN has chaired the FATF Ad Hoc Working Group on Estimating the
Magnitude of Money Laundering snce 1998. Domesticdly, in fisca year 1999 and fiscal year 2000 a
total of $1 million was dlocated for FINCEN to develop a methodology for estimating the magnitude of
U.S. domestic money laundering. An additional $500,000 isincluded in FINCEN'’sfisca year 2001
budget request.

During fiscd year 1999, FinCEN organized and chaired two interagency committees -- Economic Policy
and Law Enforcement -- to identify avallable data and recommend a strategy for estimating the magnitude
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of money laundering. Because of the lack of useful data on the proceeds of crimes other than drug
trafficking, the committees recommended that a private contractor be engaged to propose a methodol ogy
to address the dataissue as wdll as to produce a magnitude estimate. The process of identifying a private
firm capable of ddivering auseful estimate began in August 1999, with find selection to be completed by
duly.

Action Item 4.7.2: The Departments of the Treasury and Justice, and the federal
financial regulators, will assess the implicationsfor money laundering of the increasing
availability through the Internet of financial services offered to U.S. persons by foreign
financial service providers.

Lead: Chief, Asset Forfeiture and Money Laundering Section, Department of Justice.

Goal for 2000: Assess the scope of the money laundering problem related to the
enhanced access through the Internet of U.S. persons to offshore financid services
providers.

Milestones: The Departments of Justice will leed an interagency study group that will
examine how offshore financid inditutions are usng the Internet to offer money laundering
sarvices, and the extent to which this practice has facilitated money laundering by persons
in the United States. By December,, the study group will report its findings to the Money
Laundering Steering Committee.

The explosive growth of the Internet over the last decade, and especidly its use as the principa vehicle
for ee.commerce, has given rise to a number of public policy issues. Among theseissuesis the use of the
Internet by certain offshore financid service providers to offer money laundering servicesto persons
within the United States. Soliciting comments and perspective from law enforcement, regulators, the
banking and financia services industry as well as e-commerce corporations and entrepreneurs will offer a
sense of the actud extent of the problem. Thiswill provide abasis for developing an appropriate policy
that addresses the problem without inhibiting the demonstrated benefits and further commercid potentia
of the Internet.



Action Item 4.7.3: Continue to examine the nature of correspondent banking accounts
and other international financial mechanisms, such as payable through accounts, private
banking, and wire transfers, and deter mine the nature and extent of their susceptibility
to abuse by money launderers.

Lead: Under Secretary for Enforcement, Department of the Treasury.

Goal for 2000: To have an enhanced understanding of correspondent banking accounts
and other internationd financid mechanisms (such as payable through accounts, wire
transfers, private banking, and trade in precious metas) and how they can be abused by
money launderers, and to consider steps that could be taken to reduce such abuse.

Milestones: By July, a study group (previoudy the 90 Day Working Group on
Correspondent Banking) will consult with private sector representatives to discuss
correspondent bank accounts and other internationd financial mechanisms.

Correspondent banking relationships and other internationd financid mechaniams such as payable through
accounts, private banking, and wire transfers are important features of the internationa banking system.
But these mechaniams are dso potentid vehicles for money laundering. They should continued to be
examined, and ways of addressing potentid abuses without unduly disrupting legitimate economic activity
should be identified.
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Appendix 1: Federal Money Laundering Laws and Enfor cement

l. Money Laundering Laws and Regulations

Thetwo principd lega foundations for the federa government’s current counter-money laundering efforts
are the Money Laundering Control Act of 1986 and the Bank Secrecy Act of 1970, dong with the
regulations issued by the Secretary of the Treasury to implement these laws.

Money Laundering Control Act

In 1986, Congress enacted the Money Laundering Control Act (MLCA), which established money
laundering as an independent federd offense, punishable by prison sentences of up to 20 years. The
intent of the MLCA is

[t]o create a Federd offense againgt money laundering; to authorize forfeiture of the
profits earned by launderers; to encourage financid ingtitutions to come forward with
information about money launderers without fear of civil liability; to provide Federd lawv
enforcement agencies with additiond tools to investigate money laundering; and to
enhance the penalties under existing law in order to further deter the growth of money
laundering. ™

The provisons of the MLCA crimindizing money laundering are codified at 18 U.S.C. 1956 and 1957.
Section 1956
Section 1956 includes three different types of money laundering offenses.

Section 1956(a)(1). This subsection makesit unlawful to knowingly engage in afinancid transaction with
the proceeds of a specified unlawful activity'® under the following four circumstances:

. Intent to promote specified unlawful activity. Section 1956(a)(1)(A)(i) prohibits conducting a

13 Pub. L. 99-570, Title |, Subtitle H, Sections 1351-67, 100 Stat. 3207-18 through 3207-39
(1986).

14 Pub. L. 91-508, Titles | and |1, 84 Stat. 1114 (1970).

15'S. Rep. No. 433, 99th Cong., 2d Sess. 1 (1986).

16 The term “specified unlawful activity” includes a broad
range of crimnal offenses, including narcotics trafficking, fraud,
violent crimes, terrorism and other offenses typical of organized
crime. These predicate offenses are listed at 18 U S.C. 1956(c) (7).

83



financid transaction involving illegal proceeds with the intent to promote specified unlawful
activity. Such transactions include the reinvestment of the proceeds of crimeinto acrimind
organization.

Intent to violate certain tax laws Section 1956(a)(1)(A)(ii) prohibits conducting a financid
transaction involving illegal proceeds with the intent to engage in conduct condtituting a violation of
sections 7201 or 7206 of the Internal Revenue Code.'’

Concealment of criminal proceeds. Section 1956(a)(1)(B)(i) makes it an offense to conduct a
financia transaction “knowing that the transaction was designed in whole or in part . . . to concedl
or disguise the nature, the location, the source, the ownership, or the control of the proceeds of
specified unlawful activity.” This prong of the Satute addresses activity that is most commonly
associated with money laundering, for example, using drug proceeds to purchase stock in the
name of athird party, or purchasing and midtitling automohbiles to conced the fact that the true
owner of the vehicleisadrug deder.

Avoidance of Reporting Requirements Section 1956(a)(1)(B)(ii) makes it an offenseto
conduct afinancia transaction in order to avoid a state or federal reporting requirement. For
example, such conduct would include intentiondly structuring bank deposits in numerous $9,000
increments in order to avoid the BSA’ s requirement that banks report currency transactions of
more than $10,000.

Section 1956(a)(2). This subsection involves the international movement of illicit proceeds into, out of,
or through the United States. 1t makes it unlawful to transport, tranamit, or transfer a monetary instrument
or fundsinto or out of the United States:

with the intent to promote the carrying on of specified unlawful activity; or

where the defendant knows that the funds represent the proceeds of some form of unlawful
activity and that the trangportation or transfer is designed to concedl or disguise the nature,
location, source, ownership, or control of the proceeds of specified unlawful activity or to avoid a
transaction reporting requirement.

Section 1956(a)(3). This subsection enables law enforcement to conduct undercover “sting” operations.
It makesit unlawful to engagein afinancia transaction with property represented to be proceeds of
specified unlawful activity. The fundsin section 1956(a)(3) cases are not actudly derived from ared
crime; they are funds provided to money launderers by undercover law enforcement agents.

17 Under Section 7201, the willful attenpt to defeat of evade

tax paynents is a felony. Section 7206 makes fal se and fraudul ent
statements in tax returns and rel ated docunents a felony.
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Section 1957

This section makes it unlawful to knowingly conduct a monetary transaction in criminaly derived property
in an amount greater than $10,000, which, in fact congtitutes proceeds of a specified unlawful activity.
Such monetary transactions must be conducted by, through, or to afinancid inditution. However, for the
purposes of this section, financid indtitutions include not only banks, but also other entities such as
currency exchangers, securities brokers, insurance companies, dedersin precious metals, rea estate
brokers, casnos, and car, boat, or airplane deders. In other words, this section makesit unlawful in
many circumstances to spend large sums of known crimina proceeds.'®

Bank Secrecy Act

Congress enacted the BSA to counteract the use of financid indtitutions by criminasto launder the
proceeds of their illicit activity.™® It authorizes the Secretary of the Treasury to issue regulations requiring
financia indtitutions to keep certain records and file certain reports, and to implement anti-money
laundering programs and compliance procedures. Thetitle of the Act ismideading, asthe BSA’smain
purpose isto limit, rather than to enhance, secrecy regarding certain financid transactions. A willful
violation of the BSA may result in acrimind fine of up to $500,000 or aten-year term of imprisonment,
or both. A violation of the BSA dso may result in acivil pendties.

Two mgjor satutes amending the BSA were enacted during the 1990s.

. The Annunzio-Wylie Money Laundering Act added severd significant provisonsto the BSA. %
The most important of those provisons for the first time authorized the Secretary of the Treasury
to require bank and non-bank financia indtitutions to report suspicious transactions? It dso
dlowed for the promulgation of rules requiring anti-money laundering programs at financia
indtitutions, added a BSA civil pendty for negligence, and crested aBSA Advisory Group of
government and private-sector experts. Annunzio-Wylie aso amended the MLCA to make the

18 There are three important distinctions between section 1957 and section 1956. First, section
1957 has a $10,000 threshold requirement for each transaction. There is no threshold requirement for
section 1956. Second, section 1957 simply requires that a monetary transaction occur with proceeds
known to be of criminal origin. Unlike section 1956, there is no requirement that the transaction occur
with the intent to promote a specified unlawful activity or to conceal the origin of the proceeds. Third,
unlike section 1956, section 1957 requires that the transaction be conducted through a financia ingtitution.

19 See n. 14.

20 pyb. L. 102-550, Title XV of the Housing and Community Development Act of 1992, 106 Stat.
3672, 4044-4074 (1992).

21 Federal bank supervisory agencies had been requiring financiad institutions to report suspicious
transactions to law enforcement and regulatory authorities since 1985.
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operation of an illegd money tranamitting businesses a crime (this provison is codified at 18
U.S.C. 1960), and added provisions to the federal banking laws that required agenciesto
consder the revoceation of the charter of any depository ingitution convicted of money laundering.

. The Money Laundering Suppression Act (MLSA) expanded upon the policies set forth in
Annunzio-Wylie?? The most noteworthy provisions of the MLSA required the designation of a
single agency asthe recipient of Suspicious Activity Reports, expanded the authority to require
the reporting of cross-border transportation of certain negotiable instruments, and required
registration with the Treasury Department of certain non-bank financid inditutions, such as money
transmitters and check-cashiers.

Suspicious activity reporting requirements

Beginning in 1985, the federa bank supervisory agencies required financid inditutions that they
supervised to report actud or potentia violations of law and suspicious transactions to federd law
enforcement authorities and the supervisory agencies on what was then referred to as the Crimind
Referrd. 1n 1987, after Congress criminaized money laundering, the bank supervisory

agencies added a requirement that financia ingtitutions report known or suspected instances of money
laundering and know or suspected violations of the BSA. In 1996, asthe result of a desire by the bank
supervisory agencies to smplify the process of reporting suspicious transactions, a new Suspicious
Activity Report system was initiated that dlowed dl reporting

entities to use the same form and submit the form to one location. Moreover, asthe result of legidation
authorizing the Secretary of the Treasury to require the reporting of suspicious activity by bank and
non-bank financia inditutions, the Treasury Department, through FINCEN, became a participant in the
SAR program and aso took on the respongbility of being the database manager for the SAR system.
Each of the banking agencies and FInCEN issued new

or revised regulations to conform the regulatory requirements with the new SAR form. To avoid
confuson for financid inditution filers, the agencies have made it clear that completing a SAR in
accordance with the SAR indructions will condtitute compliance with al of the agencies suspicious activity
reporting requirements, including those contained within the Bank Secrecy Act (31 CFR 103.21).

BSA reporting requirements

The BSA authorizes the Secretary of the Treasury to promulgate rules requiring financid inditutionsto file
certain reports of financia transactions. Financid indtitutions covered by these rules must file suspicious
activity reports, currency transaction reports, reports of cross-border currency transportation, and
reports relating to foreign bank and securities accounts. Compliance by banks with the regulators
reporting requirements congtitutes compliance with the suspicious activity reporting required by the BSA

2 pyb. L. 103-325, Title IV of the Riegle Community Development and Regulatory Improvement
Act of 1994 (1994).



regulations.

Banks are required to file, in accordance with 31 CFR 103.21, reports of suspicious transactions
conducted or attempted at their branches, and involving or aggregating to at least $5,000. A bank must
file a Suspicious Activity Report (SAR) if it knows, suspects, or has reason to suspect that a transaction
or series of transactionsinvolvesillegdly-derived funds, is designed to evade BSA requirements, or has
no business or gpparent lawful purpose. Banks are specificaly prohibited from notifying any person
involved in atransaction reported as suspicious that a SAR has been filed. Banks enjoy a safe harbor
from civil ligbility for any disclosure contained in a SAR.

The currency transaction reporting rules at 31 CFR 103.22 require afinancia indtitutior?® to filea
currency transaction report (CTR) for each deposit, withdrawal, currency exchange, or other payment or
transfer conducted by or through the financia ingtitution in an amount exceeding $10,000. This
requirement aso applies to casinos, which must file reports of currency transactions involving more than
$10,000, as well asthe Postd Service which must file reports of cash purchases of posta money orders
and other money services products worth more than $10,000. Multiple transactions occurring in asingle
business day must be aggregated for purposes of reaching the $10,000 threshold if the financia ingtitution
knows that the transactions are conducted by or on behaf of the same person. In accordance with
exemption procedures issued by the Secretary of the Treasury, banks may exempt transactions with
certain customers from the requirement to fileaCTR.

A CMIR must be filed, in accordance with 31 CFR 103.23, by al persons physically transporting
currency or monetary instruments in amounts exceeding $10,000 across the U.S. border, and by dl
persons receiving a cross-border shipment of currency or monetary instruments in excess of $10,000 for
which aCMIR has not beenfiled. Failureto file such areport can lead to saizure of the funds attempted

23 Under the BSA, the Secretary of the Treasury has the authority to define the term “financial
ingtitution” very broadly. At present, however, the implementing regulations restrict the scope of this term
(for purposes of the BSA) to mean each agent, agency, branch, or office within the United States of any
person doing business as a bank, a broker or dealer in securities, a money services business (defined to
include a check-casher, a currency exchanger, an issuer, seller, or redeemer of travelers checks, money
orders or stored value, a money transmitter, and the U.S. Postal Service), a telegraph company, a casino,
acard club, and a person subject to supervision by any state or federal bank supervisory authority.

24 The Secretary of the Treasury may, pursuant to 31 CFR 103. 26,
| ower an applicable reporting or recordkeeping dollar threshold when
i ssuing a geographic targeting order (GTO. To issue a GIO, the
Secretary nust determ ne that reasonabl e grounds exist for concluding
that additional recordkeeping and reporting requirenents are
necessary to carry out the purposes and prevent evasions of the BSA
A GTO may be issued with regard to a specific financial institution
or group of financial institutions within a geographic area.
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to be transported.

A foreign bank account report (FBAR) must be filed, in accordance with 31 CFR 103.24, by U.S.
resdents and citizens, aswell as personsin and doing businessin the U.S,, regarding accounts maintained
with foreign banks or securities brokers or dedlers. Such reports must be filed with the Commissioner of
the Interna Revenue Service for each year during which the foreign account is maintained.

BSA recordkeeping requirements

The BSA a0 authorizes the Secretary of the Treasury to promulgate rules requiring financid inditutions
to maintain certain records pertaining to financia transactions. In some instances, records must be
maintained in conjunction with the filing of areport. There are additiona recordkeeping requirements not
atached to the duty to file areport. Examples of such independent recordkeeping requirements include
the monetary instrument identification or “log” requirement and the funds transfer rules, described below.
Financid ingtitutions must keep a copy of required records for five years, and the copy must be filed or
stored in such away asto be ble within a reasonable time, in accordance with 31 CFR 103.38.

The log requirement, found a 31 CFR 103.29, requires financid indtitutions to maintain records of the
sale of bank checks or drafts, cashiers checks, money orders, and travelers' checks purchased with
currency in amounts of $3,000 - $10,000, inclusive. In complying with this requirement, financia
ingtitutions must obtain and record identifying information with repect to the purchaser and the instrument
purchased.

Financia ingtitutions must keep records with respect to most classes of customer transactions. One
important class of recordkeeping requirements relates to funds transfers of $3,000 or more, as provided
by 31 CFR 103.33. The exact nature of the funds transfer recordkeeping requirement varies depending
upon the role the financid ingtitution plays in the transaction stream, but generaly requires financid
indtitutions to maintain a copy of the payment order, payment instructions received, and, in certain
crecumgtances, information relating to the originator, beneficiary, and intervening financid inditutions.

. Money Laundering Enforcement and Compliance

The responghility for enforcing our crimind money laundering laws, and ensuring compliance with the
BSA’s recordkeeping and reporting requirements, is shared among severd federd agencies.

Law Enforcement

The Department of the Treasury and the Department of Justice are the key federa agencies responsible
for enforcing the crimina prohibitions of money laundering found in 18 U.S.C. 1956 & 1957.
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The Department of the Treasury

The Secretary of the Treasury, through the Under Secretary (Enforcement), oversees the money
laundering enforcement efforts of the Treasury. Treasury bureaus involved in enforcing the counter-
money laundering laws include the Financid Crimes Enforcement Network (FinCEN), Internal Revenue
Service-Crimind Investigative Divison (IRS-CI), the United States Customs Service (Customs), the
United States Secret Service (USSS), and the Bureau of Alcohol, Tobacco and Firearms (ATF).

. FINCEN establishes, oversees and implements policies to prevent and detect money laundering.
HNCEN links law enforcement, financid and regulatory communities into a sngle information-
sharing network. Using BSA information reported by banks and other financid indtitutions,
FINCEN serves asthe nation’s central clearinghouse for broad-based intelligence and information
sharing on money laundering that helpsilluminate the financid trail for investigators to follow as
they track criminds and their assets. FINCEN dso provides tacticd intelligence and andytic
support to law enforcement. 1t combines information reported under the BSA with other
government and public information thet is provided to the law enforcement community in the form
of intelligence reports. These reports assst law enforcement in building investigations and
planning new grategies to combat money laundering.

. The IRS-Cl invedtigates crimina and civil money laundering and currency reporting violations
under the crimina and financia codes of Titles 18 and 31, and has primary investigative
jurisdiction for money laundering crimes involving banks and other financid inditutions. It shares
investigative jurisdiction with severd other federd law enforcement agencies of crimind money
laundering violations. This authority is often shared with the federd |aw enforcement agency with
the investigative authority over the predicate crime, if such crime is outside the investigative
juridiction of IRS-CI.

. Cugstoms primary anti-money laundering role isto conduct illegal drug and currency interdiction
a U.S. borders. Customs aso enforces the reporting of currency and monetary instruments
brought into or removed from the United States, as required by the BSA. Customs has a broad
grant of authority to conduct internationd financid crime and money laundering investigations and
initiatives within its role as a border enforcement agency. Thisjurisdiction istriggered by the
illegal movement of crimina funds, services, or merchandise across nationd borders. Customs
enforcement efforts focus on internationa crimina organizations whaose corrupt influence often
affect trade, economic, and financial systems on agloba basis. In addition, Customs operates the
Money Laundering Coordination Center, which serves as a depository for dl intelligence
information gathered through undercover money laundering investigations and functions as the
coordination and deconfliction center for both domestic and international undercover money
laundering operations.



The Secret Service and ATF both investigate money laundering cases as part of thelr traditiona
law enforcement functions. The jurisdiction of the Secret Service includes computer crimes,
counterfeiting and many crimesinvolving the misuse of nationa banks and federdly chartered
thrift indtitutions.

The Department of Justice

The Attorney Generd, asthe chief law enforcement officer of the United States, is responsible for the
enforcement of dl federd law. Through the Deputy Attorney Generd and the Assigtant Attorney Generd
for the Crimina Division, and in conjunction with the 94 United States’ Attorneys, the Attorney Genera
oversees prosecutions for money laundering offenses. The Assat Forfeiture and Money Laundering
section (AFMLS) of the Crimind Division, the Specia Operations Divison (SOD), and the Federa
Bureau of Investigation (FBI) and the Drug Enforcement Agency (DEA) are the principad Justice
Department components engaged in the investigation and prosecution of money laundering.

AFMLS isthe Department of Justice’ sfocal point for money laundering and asset forfeiture
matters. The Section devises and implements DOJ policy initiativesin the domestic and
internationa arenas with particular emphasisin the work of the Financid Action Task Force and
related matters, and in negotiating internationa forfeiture sharing agreements. Working closdy
with law enforcement agencies and the United States Attorneys, AFMLS participates and aids in
the coordination of domestic and international multi-district investigations and prosecutions. The
Section implements DOJ money laundering and asset forfeiture guidelines and provides legd
advice and training to the United States Attorney’ s Offices and investigative agencies.

The FBI has investigetive authority over more than 200 violations of federa law, including money
laundering offenses, whether the laundering is related to drug trafficking, terrorism, bank fraud or
espionage. The FBI has sole or concurrent jurisdiction in 133 of the 164 “ specified unlawful
activities’ that form predicate crimes for money laundering prosecutions. The FBI gathers and
andyzes intdligence data to identify and target the mgjor international and domestic money
laundering organizations. In addition, long-term complex undercover money laundering
operations are conducted to target the crimind money launderer as well as the underlying crimina
activity. The FBI consders money laundering as aprincipa as wdl as an ancillary violation thet is
pursued in dl FBI investigations.

The Justice Department’ s Specia Operations Divison isajoint nationa coordinating and support
entity initialy comprised of agents and analysts from the DEA, the FBI, the U.S. Customs
Service, and prosecutors from the Justice Department’s Criminal Divison. SOD coordinates and
supports regiona and nationa-leve crimina investigations and prosecutions againgt mgor crimina
drug-trafficking organizations. Where appropriate, state and locdl investigative and prosecutive
authorities are fully integrated into SOD-coordinated drug enforcement operations. SOD’s
financid component, which includes IRS-Cl, assembles dl available information to identify and

0



target the financid infrastructure of SOD targets, assstsin coordinating investigations and
prosecutions, and assigts in saizing and forfeiting the proceeds, assets, and instrumentalities of
these mgor drug trafficking organizations.

. The DEA isa specidized bureau of the Department of Justice whose sole missonisthe
enforcement of the U.S. drug trafficking laws. DEA places emphasis on the financial aspects of
drug trafficking and works closdly with federd, sate, loca and county law enforcement agencies
in money laundering investigations.

Department of State

The Department of State is responsible for the day-to-day liaison with foreign governments on policy
matters, including money laundering. Primary responsbility for money laundering mattersis vested in the
Department’ s Bureau for International Narcotics and Law Enforcement Affairs (INL), which participates
in anti-money laundering initiativesin a variety of ways, induding publishing an annud report on
international money laundering, helping to coordinate with other agencies intdligence and training and
technica assstance on money laundering, and providing considerable funding for internationd anti-money
laundering training. A prime focus of INL’straining program is a multi-agency approach to addressing
internationd financid crime, law enforcement devel opment, organized crime fighting, and counternarcotics
training. Supported by and in cooperation with INL, the Justice Department, Treasury Department
components (i.e., FNCEN and the Office of the Comptroller of the Currency), the Board of Governors of
the Federd Reserve, and non-governmental organizations offered law enforcement and crimind justice
programs worldwide.

United States Postal Service

The Pogtd Inspection Serviceisthe investigative arm of the U.S. Podtd Service. It hasinvestigative
jurisdiction for money laundering in connection with Posta related predicate offences, such as mail fraud.
The Pogtd Ingpection Service d o investigates money laundering involving the cash purchase of postd
money orders, which are often used by money launderersto transport vaue out of the country.

Office of National Drug Control Policy

The Office of Nationd Drug Control Policy (ONDCP) designates High Intensity Drug Trafficking Areas
(HIDTAS) for the purpose of reducing illegd drug trafficking and drug-related crimes and violence in
designated high trafficking areas. A significant portion of HIDTA-related efforts is targeted at the
laundering of the proceeds of narcotics trafficking. In 1998, Congress reauthorized this ONDCP
authority, which is codified at 21 U.S.C. 1706.
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Regulatory Compliance

The recordkeeping and reporting requirements of the BSA are a critical component of the counter-money
laundering regime. Ensuring that financia indtitutions and other covered persons and entities comply with
these regulatory requirementsis the responsibility of a broad range of executive branch and independent
agencies including the federd banking regulators, the Securities and Exchange Commission, and the
Internal Revenue Service' s Examination Divison. In addition, other agencies, including the Commodity
Futures Trading Commission, assg in this process through the sharing of information and other
cooperative efforts.

Federal Banking Regulators

The periodic compliance examinations conducted by the federal banking agencies and regulators -- i.e.,
the Office of the Compitroller of the Currency; the Office of Thrift Supervision; the Board of Governors of
the Federd Reserve System; the Federa Deposit Insurance Corporation; and the Nationa Credit Union
Adminidration -- condtitute a very significant deterrent to money laundering. These regulators ensure that
ingtitutions that they supervise have in place adequate anti-money laundering internd controls and
procedures that include, among other things, procedures to ensure compliance with the reporting and
recordkeeping provisions of the BSA and procedures to detect and report suspicious activity. If, inthe
course of a compliance review, afederd banking regulator detects a suspicious transaction that involves
potential money laundering, it ensures that a SAR isfiled with FINCEN, ether by the bank or by the
agency itsdf. In addition, when aregulator determines that a bank has failed to comply with the reporting
requirements of the BSA, it may refer the case to FINCEN for possible civil pendties. The regulators may
aso pursue adminigrative enforcement action under the authority provided by 12 U.S.C. 1818.

The Securities and Exchange Commission

The Securities and Exchange Commission (SEC) regulates the U.S. securities markets and market
participants, and enforces U.S. securities laws. The SEC aso has the statutory responsibility to establish
accounting, auditing and independence standards, and to oversee the accounting profession to assure that
public company financid statements are prepared and audited utilizing the highest quaity accounting,
auditing and independence standards. The SEC' s chief responsbility with respect to money laundering is
to assure compliance with the BSA’ s reporting, recordkegping, and record retention obligations by
securities brokers and dedlers. The SEC investigates and prosecutes securities fraud, whichisa
predicate offense of money laundering. In monitoring for and taking action againgt securities fraud, the
SEC complements the work of crimina law enforcement authoritiesin their efforts to combat money
laundering.

Inter nal Revenue Service

The Internad Revenue Service' s Examination Divison (IRS-Exam) has regulatory authority for civil
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compliance with the BSA for many non-bank financid ingtitutions (NBFI) such as currency deders or
exchangers, check-cashers, issuers and sellers or redeemers of traveler’ s checks/money orders or smilar
monetary ingruments, licensed tranamitters of funds, telegraph companies, certain casinos and
agents/agencies/branches or offices within the United States of banks organized under foreign law. IRS-
Exam conducts on-ste BSA compliance exams to ensure that NBFIs are in compliance with the
reporting, recordkeeping and compliance program requirements of the BSA, and is also responsible for
examining and monitoring compliance with the currency reporting requirement on trades and businesses

Commodity Futures Trading Commission

The Commodity Futures Trading Commission (CFTC) is charged with the adminigtration and
enforcement of the federd futures and optionslaws. Although money laundering is not a violaion of the
laws enforced by the CFTC, it may be accomplished through acts that separately violate these laws —
such as wash sales, accommodation trades, fictitious transactions and the filing of false reports—and
therefore could result in a CFTC enforcement action.

1.  Stateand Local Counter-Money Laundering Efforts
The range of activities undertaken at the state and locd level to combat money laundering is extensive.

On the enforcement side, 33 tates have laws making money laundering a crime. Many of these state
laws incorporate, to avarying degree, smilar or parallel aspects of federa counter-money laundering
laws, including lengthy prison sentences for money laundering (often in the range of 10 to 20 years) and
sgnificant crimind fines (e.q., three times the vaue of the property involved in the transaction). In recent
years, there has been an increased focus on investigations involving money laundering and its predicate
offenses. Severd dates have prosecution units that focus on state money laundering prosecutions. These
units are composed of adiverse gaff including attorneys, investigators, accountants, anaysts and
computer specidists who have sgnificant expertise in financid investigation techniques and laws rdaing to
money laundering/asset forfeiture. In addition, there are law enforcement task forcesin many parts of the
country that combine the resources of federd, state and local agenciesin combating money laundering
and related predicate offences.

Saes are ds0 actively engaged in the regulation and supervision of financid indtitutions. Enforcement
agenciesin al 50 dtates participate in FINCEN'’ s Project Gateway, which alows authorized users in sate
law enforcement agencies direct, on-line accessto all BSA reports. This program alows states to access
individua BSA reports filed anywhere in the country, rather than limiting access to thosefiled in one
particular state. Moreover, severa states have enacted currency transaction reporting requirements for
bank and non-bank financia indtitutions that mirror the BSA as a means of callecting data, while severd
other states receive copies of federa CTRsfiled by indtitutionsin their state. And state banking agencies,
which share annua BSA compliance audit responsibilities with federal banking regulators for Seate-
chartered banks, review such bank’ s counter-money laundering efforts.
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Appendix 2:
The Forty Recommendations of the
Financial Action Task Force on Money Laundering

I ntroduction

1. The Financia Action Task Force on Money Laundering (FATF) is an inter-governmenta body
whose purpose is the development and promotion of policies to combat money laundering -- the
processing of crimina proceedsin order to disguise their illegd origin. These policies aim to prevent such
proceeds from being utilised in future crimind activities and from affecting legitimate economic activities.

2. The FATF currently consists of 26 countries®™ and two internationa organisations?®. Its
membership includes the major financial centre countries of Europe, North Americaand Asa Itisa
multi-disciplinary body - asis essentid in deding with money laundering - bringing together the
policy-making power of legd, financia and law enforcement experts.

3. This need to cover dl relevant aspects of the fight againgt money laundering is reflected in the
scope of the forty FATF Recommendations -- the measures which the Task Force have agreed to
implement and which dl countries are encouraged to adopt. The Recommendations were originaly
drawn up in 1990. 1n 1996 the forty Recommendations were revised to take into account the experience
gained over the last six years and to reflect the changes which have occurred in the money laundering
problem.?

25 Ref erence in this docunent to "countries" should be taken to apply
equally to "territories" or "jurisdictions". The twenty six FATF nenber
countries and governnents are: Australia, Austria, Belgium Canada, Denmark,

Fi nl and, France, Germany, G eece, Hong Kong, lceland, Ireland, Italy, Japan,
Luxenbour g, the Kingdom of the Netherlands, New Zeal and, Norway, Portugal,

Si ngapore, Spain, Sweden, Switzerland, Turkey, United Kingdom and the United
St ates

26 The two international organisations are: the European Conmi ssion and the
Gul f Cooperation Council.

27 During the period 1990 to 1995, the FATF also elaborated various Interpretative Notes which are designed
to clarify the application of specific Recommendations. Some of these Interpretative Notes have been updated in the
Stocktaking Review to reflect changes in the Recommendations.
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4. These forty Recommendations set out the basic framework for anti-money laundering efforts and
they are designed to be of universal application. They cover the crimind justice system and law
enforcement; the financid system and its regulation, and internationa cooperation.

5. It was recognised from the outset of the FATF that countries have diverse legal and financid
systems and so al cannot take identical measures. The Recommendations are therefore the principles for
action in thisfied, for countries to implement according to their particular circumstances and congtitutiond
frameworks alowing countries a measure of flexibility rather than prescribing every detail. The measures
are not particularly complex or difficult, provided there is the politica will to act. Nor do they
compromise the freedom to engage in legitimate transactions or threaten economic development.

6. FATF countries are clearly committed to accept the discipline of being subjected to multilatera
survelllance and peer review. All member countries have their implementation of the forty
Recommendations monitored through a two-pronged approach: an annua sdlf-assessment exercise and
the more detailed mutua evauation process under which each member country is subject to an on-site
examination. In addition, the FATF carries out cross-country reviews of measures taken to implement
particular Recommendations.

7.These measures are essentia for the crestion of an effective anti-money laundering framework.
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THE FORTY RECOMMENDATIONS OF THE FINANCIAL ACTION TASK FORCE ON
MONEY LAUNDERING

GENERAL FRAMEWORK OF THE RECOMMENDATIONS

Each country should take immediate steps to ratify and to implement fully, the 1988 United Nations
Convention againg Illicit Traffic in Narcotic Drugs and Psychotropic Substances (the Vienna
Convention).

Financid inditution secrecy laws should be conceived so as not to inhibit implementation of these
recommendations.

An effective money laundering enforcement program should include increased multilateral co-
operation and mutua lega assistance in money laundering investigations and prosecutions and
extradition in money laundering cases, where possible.

ROLE OF NATIONAL LEGAL SYSTEMSIN COMBATING MONEY LAUNDERING

Scope of the Criminal Offence of Money Laundering

Each country should take such measures as may be necessary, including legidative ones, to enable it
to crimindise money laundering as st forth in the Vienna Convention.  Each country should extend
the offence of drug money laundering to one based on serious offences. Each country would
determine which serious crimes would be designated as money laundering predicate offences.

As provided in the Vienna Convention, the offence of money laundering should gpply at least to
knowing money laundering activity, including the concept that knowledge may be inferred from
objective factual circumstances.

Where possible, corporations themsalves - not only their employees - should be subject to crimina
ligbility.

Provisional M easur es and Confiscation

Countries should adopt measures smilar to those set forth in the Vienna Convention, as may be
necessary, including legidative ones, to enable their competent authorities to confiscate property
laundered, proceeds from, ingrumentalities used in or intended for usein the commisson of any
money laundering offence, or property of corresponding vaue, without preudicing the rights of bona
fide third parties.



10.

Such measures should include the authority to : 1) identify, trace and evauate property which is
subject to confiscation; 2) carry out provisional measures, such as freezing and seizing, to prevent
any dedling, transfer or disposa of such property; and 3) take any appropriate investigative
measures.

In addition to confiscation and crimina sanctions, countries also should consider monetary and civil
pendties, and/or proceedings including civil proceedings, to void contracts entered into by parties,
where parties knew or should have known that as a result of the contract, the State would be
prejudiced in its ability to recover financid clams, e.g. through confiscation or collection of fines and
pendties.

ROLE OF THE FINANCIAL SYSTEM IN COMBATINGMONEY LAUNDERING

Recommendations 10 to 29 should gpply not only to banks, but aso to non-bank financial
indtitutions.  Even for those non-bank financid indtitutions which are not subject to aforma
prudentiad supervisory regimein al countries, for example bureaLix de change, governments should
ensure that these indtitutions are subject to the same anti-money laundering laws or regulaions as al
other financid ingtitutions and that these laws or regulations are implemented effectively.

The appropriate nationa authorities should consider gpplying Recommendations 10 to 21 and 23 to
the conduct of financid activities as acommercid undertaking by businesses or professons which
are not financid indtitutions, where such conduct is dlowed or not prohibited. Financid activities
include, but are not limited to, those listed in the attached annex. It isleft to each country to decide
whether gpecid Stuations should be defined where the gpplication of anti-money laundering
measures is not necessary, for example, when afinancid activity is carried out on an occasiona or
limited basis.

Customer Identification and Record-keeping Rules

Financid inditutions should not keep anonymous accounts or accounts in obvioudy fictitious names:
they should be required (by law, by regulations, by agreements between supervisory authorities and
financid inditutions or by sdlf-regulatory agreements among financid ingtitutions) to identify, on the
basis of an officid or other reigble identifying document, and record the identity of their clients,
ether occasond or usud, when establishing business rdations or conducting transactions (in
particular opening of accounts or passbooks, entering into fiduciary transactions, renting of safe
deposit boxes, performing large cash transactions).

In order to fulfill identification requirements concerning legd entities, financid ingtitutions should,
when necessary, take measures.
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11.

12.

13.

14.

15.

(i) to verify thelega existence and Structure of the customer by obtaining either from a public
register or from the customer or both, proof of incorporation, including information concerning the
customer’s name, legal form, address, directors and provisions regulating the power to bind the
entity.

(ii) to verify that any person purporting to act on behaf of the customer is so authorised and identify
that person.

Financid ingtitutions should take reasonable measures to obtain information about the true identity of
the persons on whose behalf an account is opened or a transaction conducted if there are any doubts
as to whether these clients or customers are acting on their own behdf, for example, in the case of
domiciliary companies (i.e. indtitutions, corporations, foundations, trusts, etc. that do not conduct any
commercid or manufacturing business or any other form of commercia operation in the country
where their registered office is located).

Financid indtitutions should maintain, for a least five years, al necessary records on transactions,
both domedtic or internationd, to enable them to comply swiftly with information requests from the
competent authorities. Such records must be sufficient to permit recongtruction of individua
transactions (including the amounts and types of currency involved if any) so asto provide, if
necessary, evidence for prosecution of crimina behaviour.

Financia indtitutions should keep records on customer identification (e.g. copies or records of officia
Identification documents like passports, identity cards, driving licenses or Smilar documents),
account files and business correspondence for at least five years after the account is closed.

These documents should be available to domestic competent authorities in the context of relevant
crimina prosecutions and investigations.

Countries should pay specid attention to money laundering threats inherent in new or developing
technologies that might favour anonymity, and take measures, if needed, to prevent their usein
money laundering schemes.

Increased Diligence of Financial | nstitutions

Financid indtitutions should pay specid atention to dl complex, unusud large transactions, and dl

unusua patterns of transactions, which have no gpparent economic or visble lavful purpose. The
background and purpose of such transactions should, as far as possible, be examined, the findings
established in writing, and be available to help supervisors, auditors and law enforcement agencies.

If financid inditutions suspect that funds stem from a crimind activity, they should be required to
report promptly their suspicions to the competent authorities.
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16.

17.

18.

19.

20.

21.

Financid inditutions, their directors, officers and employees should be protected by legd provisons
from crimind or civil liahility for breach of any redriction on disclosure of information imposed by
contract or by any legidative, regulatory or adminigtrative provison, if they report their suspicionsin
good faith to the competent authorities, even if they did not know precisely what the underlying
crimina activity was, and regardiess of whether illegd activity actualy occurred.

Financia inditutions, their directors, officers and employees, should not, or, where appropriate,
should not be dlowed to, warn their customers when information relating to them is being reported
to the competent authorities.

Financid indtitutions reporting their suspicions should comply with ingtructions from the competent
authorities.

Financid indtitutions should develop programs againgt money laundering. These programs should
indude, asaminimum :

(Ixx)  the development of interna policies, procedures and controls, including the designation of
compliance officers a management level, and adequate screening procedures to ensure high
standards when hiring employees,

(Ixxi)  an ongoing employee training programme;

(Ixxii)  anaudit function to test the system.

M easuresto Cope with the Problem of Countrieswith No or Insufficient Anti-M oney
L aundering M easures

Financid indtitutions should ensure that the principles mentioned above are aso applied to branches
and maority owned subsdiaries located abroad, especialy in countries which do not or
insufficiently apply these Recommendetions, to the extent that loca applicable laws and regulations
permit. When locd applicable laws and regulations prohibit this implementation, competent
authorities in the country of the mother ingtitution should be informed by the financid indtitutions that
they cannot gpply these Recommendations.

Financid inditutions should give specid attention to business relations and transactions with persons,
indluding companies and financid ingtitutions, from countries which do not or insufficiently gpply
these Recommendations. Whenever these transactions have no gpparent economic or visble lawful
purpose, their background and purpose should, as far as possible, be examined, the findings
established in writing, and be available to help supervisors, auditors and law enforcement agencies.



22.

23.

24,

25.

26.

27.

28.

29.

Other Measuresto Avoid Money L aundering

Countries should consider implementing feasible measures to detect or monitor the physica cross-
border transportation of cash and bearer negotiable instruments, subject to strict safeguards to
ensure proper use of information and without impeding in any way the freedom of capita
movements.

Countries should congder the feasibility and utility of a system where banks and other financid
ingtitutions and intermediaries would report dl domestic and internationd currency transactions
above afixed amount, to anationa central agency with a computerised data base, available to
competent authorities for use in money laundering cases, subject to gtrict safeguards to ensure
proper use of the information.

Countries should further encourage in genera the development of modern and secure techniques of
money management, including increased use of checks, payment cards, direct deposit of sdary
checks, and book entry recording of securities, as a means to encourage the replacement of cash
transfers.

Countries should take notice of the potentia for abuse of shell corporations by money launderers
and should consider whether additiona measures are required to prevent unlawful use of such

entities.

Implementation, and Role of Regulatory and other Administrative Authorities

The competent authorities supervising banks or other financid inditutions or intermediaries, or other
competent authorities, should ensure that the supervised indtitutions have adequate programs to
guard against money laundering. These authorities should co-operate and lend expertise
spontaneoudy or on request with other domestic judicid or law enforcement authorities in money
laundering investigations and prosecutions.

Competent authorities should be designated to ensure an effective implementation of dl these
Recommendations, through adminigtrative supervison and regulation, in other professons dealing
with cash as defined by each country.

The competent authorities should establish guiddines which will assg financid inditutionsin
detecting suspicious patterns of behaviour by their cusomers. It is understood that such guidelines
must develop over time, and will never be exhaudtive. It is further understood that such guiddines
will primarily serve as an educationd tool for financid inditutions personnel.

The competent authorities regulating or supervising financid inditutions should take the necessary
lega or regulatory measures to guard againg control or acquisition of a Sgnificant participation in
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30.

31.

32.

33.

34.

financid indtitutions by criminds or their confederates.

STRENGTHENING OF INTERNATIONAL CO-OPERATION

Administrative Co-oper ation

Exchange of general information

Nationa adminigtrations should consder recording, at least in the aggregate, internationa flows of
cash in whatever currency, so that estimates can be made of cash flows and reflows from various
sources abroad, when this is combined with central bank information. Such information should be
made available to the International Monetary Fund and the Bank for International Settlementsto
facilitate internationd studies.

Internationa competent authorities, perhaps Interpol and the World Customs Organisation, should
be given respongbility for gathering and disseminating information to competent authorities about the
latest developments in money laundering and money laundering techniques. Centrd banks and bank
regulators could do the same on their network. National authorities in various spheres, in
conaultation with trade associations, could then disseminate this to financid ingtitutions in individud
countries.

Exchange of information relating to suspicious transactions

Each country should make efforts to improve a spontaneous or "upon request” internationa
information exchange relaing to suspicious transactions, persons and corporations involved in those
transactions between competent authorities. Strict safeguards should be established to ensure that
this exchange of information is congstent with nationa and internationd provisions on privecy and
data protection.

Other forms of Co-operation

Basis and means for co-operation in confiscation, mutual assistance and extradition

Countries should try to ensure, on abilateral or multilateral bass, that different knowledge standards
in nationa definitions - i.e. different sandards concerning the intentiona eement of the infraction - do
not affect the ability or willingness of countries to provide each other with mutua legd assstance.

Internationa co-operation should be supported by a network of bilatera and multilatera agreements

and arrangements based on generally shared lega concepts with the aim of providing practica
measures to affect the widest possible range of mutua assistance.
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35.

36.

37.

38.

39.

40.

Countries should be encouraged to ratify and implement relevant internationa conventions on money
laundering such as the 1990 Council of Europe Convention on Laundering, Search, Seizure and
Confiscation of the Proceeds from Crime.

Focus of improved mutual assistance on money laundering issues

Co-operdive investigations among countries appropriate competent authorities should be
encouraged. One valid and effective investigative technique in this respect is controlled ddivery
related to assets known or suspected to be the proceeds of crime. Countries are encouraged to
support this technique, where possible.

There should be procedures for mutud assstance in criminal matters regarding the use of
compulsory measures including the production of records by financid ingtitutions and other persons,
the search of persons and premises, seizure and obtaining of evidence for use in money laundering
investigations and prosecutions and in related actions in foreign jurisdictions.

There should be authority to take expeditious action in response to requests by foreign countries to
identify, freeze, seize and confiscate proceeds or other property of corresponding value to such
proceeds, based on money laundering or the crimes underlying the laundering activity. There should
a0 be arrangements for coordinating seizure and confiscation proceedings which may include the
sharing of confiscated assets.

To avoid conflicts of jurisdiction, consderation should be given to devising and gpplying mechanisms
for determining the best venue for prosecution of defendantsin the interests of judtice in cases thet are
subject to prosecution in more than one country. Similarly, there should be arrangements for
coordinating saizure and confiscation proceedings which may include the sharing of confiscated
assets.

Countries should have procedures in place to extradite, where possible, individuals charged with a
money laundering offence or related offences. With respect to its nationa legd system, each country
should recognise money laundering as an extraditable offence. Subject to their legd frameworks,
countries may consder amplifying extradition by alowing direct transmisson of extradition requests
between appropriate minigtries, extraditing persons based only on warrants of arrests or judgements,
extraditing their nationds, and/or introducing asmplified extradition of consenting persons who
waive forma extradition proceedings.
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Annex to Recommendation 9: List of Financial Activities undertaken by business or
professons which are not financial institutions

Acceptance of deposits and other repayable funds from the public.
Lending.
Financd lessng.
Money transmission services.
. Issuing and managing means of payment (e.g. credit and debit cards, cheques, traveller's
cheques and bankers drafts...).
6. Financid guarantees and commitments.
7. Trading for account of customers (spot, forward, swaps, futures, options...) in:
(@ money market instruments (cheques, bills, CDs, etc.) ;
(b) foreign exchange;
(c) exchange, interest rate and index instruments
(d) trandferable securities;
(e) commodity futures trading.
8. Participation in securities issues and the provison of financid servicesrdated to such  issues.
9. Individua and callective portfolio management.
10.  Safekeeping and adminigtration of cash or liquid securities on behaf of clients.
11. Lifeinsurance and other invesment related insurance.

12. Money changing.

a ks owbdE

L Induding inter dia

- consumer credit

- mortgage credit

- factoring, with or without recourse

- finance of commercid transactions (including forfaiting)
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Appendix 3:

The Twenty-Five FATF Criteria For Determining Non-Cooper ative
Countriesand Territories

A. L oopholesin financial regulations

(i) No or inadequate regulations and supervision of financial institutions

1 Absence or ineffective regulations and supervison for dl financid inditutions in a given country or
territory, onshore or offshore, on an equivaent basis with respect to international standards applicable to
money laundering.

(i) Inadequate licensing and creation rules for financial ingtitutions, including assessing the
backgrounds of their managers and beneficial owners

2. Possihility for individuas or legd entities to operate afinancid inditution without authorisation or
regidration or with very rudimentary requirements for authorisation or registration.

3. Absence of measures to guard againgt holding of management functions and control or acquisition
of asgnificant invesment in financid indtitutions by criminas or their confederates.

(iii) Inadequate customer identification requirements for financial institutions
4, Existence of anonymous accounts or accounts in obvioudy fictitious names.

5. Lack of effective laws, regulations, agreements between supervisory authorities and financia
inditutions or slf-regulatory agreements among financid inditutions on identification by the financid
inditution of the client and beneficid owner of an account:

- noobligation to verify the identity of the client;

- no requirement to identify the beneficia owners where there are doubts as to whether the client is
acting on his own behdf;

- noobligation to renew identification of the client or the beneficia owner when doubts gppear asto
thelir identity in the course of business rdaionships,

- norequirement for financid ingtitutions to develop ongoing anti-money laundering training
programmes.

6. Lack of alegd or regulatory obligation for financia ingtitutions or agreements between
supervisory authorities and financid inditutions or saf-agreements among financid ingtitutions to record
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and keep, for areasonable and sufficient time (five years), documents connected with the identity of their
clients, aswell as records on nationa and internationa transactions.

7. Legd or practicd obstaclesto access by adminidtrative and judicid authorities to information with
respect to the identity of the holders or beneficia owners and information connected with the transactions
recorded.

(iv) Excessive secrecy provisions regarding financial institutions

8. Secrecy provisons which can beinvoked againg, but not lifted by competent adminidtrative
authorities in the context of enquiries concerning money laundering.

9. Secrecy provisons which can be invoked againgt, but not lifted by judicid authoritiesin crimind
investigations related to money laundering.

(v) Lack of efficient suspicious transactions reporting system

10.  Absence of an efficient mandatory system for reporting suspicious or unusud transactionsto a
competent authority, provided that such a system ams to detect and prosecute money laundering.

11. Lack of monitoring and crimind or adminigtrative sanctionsin respect to the obligation to report
suspicious or unusua transactions.

B. Obstacles raised by other regulatory requirements

() Inadegquate commercial law requirements for registration of business and legal entities

12. Inadequate means for identifying, recording and making available rlevant information related to
legd and busness entities (name, lega form, address, identity of directors, provisons regulating the
power to bind the entity).

(i) Lack of identification of the beneficial owner(s) of legal and business entities

13. Obstadles to identification by financid inditutions of the beneficid owner(s) and directorg/officers
of acompany or beneficiaries of lega or business entities.

14. Regulaory or other sysemswhich dlow financia indtitutions to carry out financid business where

the beneficid owners of transactionsis unknown, or is represented by an intermediary who refuses to
divulge that information, without informing the competent authorities.
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C. Obstaclesto inter national co-oper ation

() Obstacles to international co-operation by administrative authorities
15. Laws or regulations prohibiting internationd exchange of information between adminidrative anti-
money laundering authorities or not granting clear gateway's or subjecting exchange of informetion to
unduly restrictive conditions.

16. Prohibiting relevant adminigrative authorities to conduct investigations or enquiries on behdf or
for account of their foreign counterparts.

17.  Obvious unwillingnessto respond congtructively to requests (e.g. failure to take the appropriate
measures in due course, long delays in responding).

18. Redtrictive practices in internationa co-operation against money laundering between supervisory
authorities or between FIUs for the analysis and investigation of suspicious transactions, especidly on the
grounds that such transactions may relate to tax metters.

(i) Obstaclesto international co-operation by judicial authorities
19. Falure to criminaise laundering of the proceeds from serious crimes.
20. Laws or regulaions prohibiting internationa exchange of information between judicid authorities
(notably specific reservations to the anti-money laundering provisons of internationa agreements) or

placing highly regtrictive conditions on the exchange of information.

21. Obvious unwillingness to respond congtructively to mutua legd assstance requedts (e.g. falure to
take the gppropriate measures in due course, long delays in responding).

22. Refusal to provide judicid co-operation in cases involving offences recognised as such by the
requested jurisdiction especidly on the grounds that tax matters are involved.

D. | nadequate resour ces for_preventing and detecting money laundering activities

() Lack of resourcesin public and private sectors

23. Fallure to provide the adminigtrative and judicid authorities with the necessary financid, human or
technical resources to exercise their functions or to conduct their investigations.

24, Inadequate or corrupt professiona staff in either governmentd, judicia or supervisory authorities
or among those respongble for anti-money laundering compliance in the financid services indudtry.
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(i) Absence of a financial intelligence unit or of an equivalent mechanism

25. Lack of acentraised unit (i.e,, afinancid inteligence unit) or of an equivaent mechanism for the
collection, andysis and dissemination of suspicious transactions information to competent authorities.
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Appendix 4:

The G-7'sTen Key Principlesfor the Improvement of I nternational
Cooperation Regarding Financial Crime and Regulatory Abuse

The Denver Summit remitted countries to take steps to improve internationa co-operation between law
enforcement authorities and financid regulators on casesinvolving serious financid crime and regulatory
abuse. In making these improvements, and seeking to improve spontaneous and “upon request”
internationd information exchange in thisfield, countries should adhereto the key principles set out
below.

While remaining consstent with fundamenta nationdl and internationd legd principles and
essentia nationd interests, countries should:

Q) ensure that their laws and systems provide for the maximum cooperation domesticaly
between financid regulators and law enforcement authorities in both directions. In particular, when
financid regulators identify suspected financid crime activity in supervised inditutions or financid
markets, they should share this information with law enforcement authorities or, if applicable, the nationd
Fnancid Intelligence Unit;

2 ensure that there are clear definitions of the role, duty, and obligations of dl the nationa
authoritiesinvolved in tackling illicit financid activity;

(3) provide ble and transparent channelsfor cooperation and exchange of information
on financid crime and regulatory abuse at the internationd level, including effective and efficient gateways
for the provison of information. Instruments such as Memoranda of Understanding and Mutud Legd
Assigtance Tregties can be very vauable in setting out the framework for co-operation but their absence
should not preclude the exchange of information;

4 at the internationa leve, either introduce or expand direct exchange of information between
law enforcement authorities and financid regulators or ensure that the quaity of nationa cooperation
between law enforcement authorities and financia regulators permits afast and efficient indirect exchange
of information;

(5) ensure that law enforcement authorities and financid regulators are able to supply
information at the internationd level spontaneoudy aswell asin response to requests and actively
encourage this where it would support further action againgt financid crime and regulatory abuse;

(6) provide that their laws and systems enable foreign financia regulators and law enforcement
authorities with whom information on financid crimes or regulatory abuseis shared
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to use the information for the full range of their responghilities subject to any necessary limitations
established at the outset;

(7) provide that foreign financia regulators and law enforcement authorities with whom
information on financid crimes or regulatory abuse is shared are permitted, with prior consent, to passthe
information on for regulatory or law enforcement purposes to other such authorities in that jurisdiction.
Proper account should be taken of established channdls of co-operation, such as mutud legd assstance
datutes and treaties, judicia co-operation, Memoranda of Understanding, or informa arrangements,

(8) provide that their law enforcement authorities and financid regulators maintain the
confidentidity of information recelved from aforeign authority within the framework of key principles 6
and 7, using the information only for the purposes sated in the origina request, or as otherwise agreed,
and observing any limitations impaosed on its supply. Where an authority wishes to use the information for
purposes other than those originaly stated or as otherwise previoudy agreed, it will seek the prior
consent of the foreign authority;

9) ensurethat the arrangements for supplying information within regulatory and law
enforcement cooperation framework are asfast , effective and transparent as possible. Where
information cannot be shared, parties should as gppropriate discuss the reasons with one another;

(10)  keepther laws and procedures reaing to internationa cooperation on financia crimes and

regulatory abuse under review to ensure that, where circumstances change and improvements can be
made, an appropriate response can be implemented as quickly as possible.
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Appendix 5:
Goals, Objectives and Action Items of the
2000 National Money Laundering Strategy

Goal 1 Strengthening Domestic Enfor cement To Disrupt the Flow of Illicit M oney
Objective 1:  Concentrate Resources in High-Risk Areas

Action Item 1.1.1: The Departments of the Treasury and Justice will oversee specialy-designed
counter-money laundering efforts in each newly designated HIFCA.

Action Item 1.1.2: The Treasury Department in consultation with the Department of Justice will
continue the process of evauating and designating HIFCAS.

Objective2:  Communicate Money Laundering Priorities to Federal Law Enforcement in the
Field

Action Item 1.2.1: The Departments of the Treasury and Justice will track implementation by
investigators and prosecutors of the joint memorandum.

Objective 3:  Seek Legislation Enhancing Money Laundering Enforcement

Action Item 1.3.1: The Administration will seek enactment of the Money Laundering Act of 2000
(formerly the Money Laundering Act of 1999), legidation with powerful provisons addressing
domestic money laundering enforcement.

Action Item 1.3.2: The Adminigtration will seek legidative authority for the Customs Sarviceto
search outbound mail.

Objective 4:  Examine the Relationship between Money Laundering and Tax Evasion.

Action Item 1.4.1: The Departments of the Treasury and Justice will study whether it would be
advisable to expand the list of money laundering predicates to include tax offenses.

Objective 5:  Enhance Inter-agency Coordination of Money Laundering Investigations

Action Item 1.5.1: The Justice Department will continue to enhance the capacity of the Specid
Operations Divison (SOD) to contribute to financia investigations in narcotics cases.
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Action Item 1.5.2: The Customs Service will make the Money Laundering Coordination Center
(MLCC) fully operationd with the participation of dl relevant law enforcement agencies.

Action Item 1.5.3: The Department of Justice will enhance the money laundering focus of counter-
drug task forces.

Action Item 1.5.4: The Treasury Department will evaluate areas or financia sectors where use of
Geographic Targeting Orders (GTOs) may be appropriate.

Objective 6:  Identify and Target Major Money Laundering Systems

Action Item 1.6.1: The Department of Treasury will intengfy and expand efforts to increase the
business community's education and awareness of the Black Market Peso Exchange System.

Action Item 1.6.2: Law Enforcement Agencies, working in conjunction with the Money Laundering
Coordination Center, will continue to identify the methods used for placement of peso exchange funds
into the financid system.

Action Item 1.6.3: The Money Laundering Coordination Center will enhance coordination of
investigative efforts againg the peso exchange system.

Action Item 1.6.4: The Administration will promote continued cooperation with the Governments of
Colombia, Aruba, Panama, and Venezudla.

Objective 7:  Enhance the Collection, Analysis, and Sharing of Information to Target Money
Launderers

Action Item 1.7.1: The Departments of the Treasury and Justice will ensure that their bureaus
provide feedback to FINCEN on the use of SARs and other BSA information.

Action Item 1.7.2: The Departments of the Treasury and Justice will review available technologies to
determine the utility of developing a uniform procedure for conducting document exploitation.

Objective 8:  Intensify Training

Action Item 1.8.1: The Departments of the Treasury and Justice will continue to sponsor nationd and
regional money laundering conferences.
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Objective 9:  Continue to Improve the Efficiency and Effectiveness of Resource Management
Related to Anti-Money Laundering Efforts.

Action Item 1.9.1: Under the guidance of OMB, the interagency community will undertake a
thorough review of resources devoted to anti-money laundering efforts.

Goal 2 Enhancing Regulatory and Cooper ative Public-Private Effortsto Prevent Money
Laundering

Objective 1:  Enhance the Defenses of U.S. Financial Institutions Against Abuse by Criminal
Organizations

Action Item 2.1.1: The Departments of the Treasury and Justice, and the federd bank regulators, will
work closdy with the financid services industry to develop guidance for financid inditutions to
conduct enhanced scrutiny of those customers and their transactions that pose a heightened risk of
money laundering and other financia crimes.

Action Item 2.1.2: The federd bank supervisory agencies will implement the results of their 180-day
review of existing bank examination procedures relating to the prevention and detection of money
laundering & financia organizations.

Objective2:  Assurethat All Types of Financial Institutions Are Subject to Effective Bank
Secrecy Act Requirements

Action Item 2.2.1: The Treasury Department will begin the process to ensure that money services
businesses (M SBs) are educated about their obligations under the new rule requiring their registration
and the reporting of suspicious activity.

Action Item 2.2.2: The Treasury Department will issue afind rule for the reporting of suspicious
activity by casinos and card clubs.

Action Item 2.2.3: The Treasury Department will work with the SEC to propose rules for the
reporting of suspicious activity by brokers and dedlersin securities.

Action Item 2.2.4: The IRS will enhance the resources devoted to conducting BSA examinations of
MSBs and casinos.

Action Item 2.2.5: The Treasury Department will examine the money laundering vulnerabilities of the
financid services provider industries not addressed in the Strategy -- such as the insurance industry,
travel agencies, and pawn brokers -- and recommend, as appropriate, application of BSA
requirements.

112



Objective 3:  Continue to Srengthen Counter-Money Laundering Efforts of Federal and State
Financial Regulators

Action Item 2.3.1: The Departments of the Treasury and Justice and the federd financia regulators
will issue ajoint memorandum identifying mesasures for the enhanced sharing of information between
law enforcement and regulatory authorities.

Action Item 2.3.2: The Departments of the Treasury and Justice and the federd financia regulators
will begin regular meetings of senior law enforcement and regulatory officias to discuss counter-
money laundering efforts in each regulatory didrict throughout the nation.

Action Item 2.3.3: The Departments of the Treasury and Justice and the federd financia regulators
will expand training opportunities for federd financia investigators and bank examiners

Objective 4:  Increase Usefulness of Reported Information to Reporting Institutions

Action Item 2.4.1: FnCEN will continue to expand the flow to banks of information based on SARS
and other BSA reports, and on the utility of these reports to law enforcement.

Objective 5:  Work in Partnership with Associations of Legal and Financial Professionalsto
Ensure that Money Launderers are Denied Access to the Financial System.

Action Item 2.5.1: A study group conssting of the Departments of the Treasury and Justice, FinCEN,
the SEC, the federd bank regulators will examine how best to utilize accountants and auditors in the
detection and deterrence of money laundering.

Action Item 2.5.2: Review the professiona responsibilities of lawyers and accountants with regard to
money laundering and make recommendations -- ranging from enhanced professiond educetion,
standards or rules, to legidation -- as might be needed.

Objective 6:  Ensure that Regulatory Effortsto Prevent Money Laundering Are Responsive to the
Continuing Development of New Technologies

Action Item 2.6.1: The Departments of the Treasury and Judtice and the federd financia regulators
will continue outreach to the private sector to ensure that anti-money laundering safeguards respond
to new technologies.

Action Item 2.6.2: The Departments of the Treasury and Justice, and the federa financid regulators,
will examine existing legd authorities with respect to stored vaue cards to determine whether current
law is adequate in addressing their potentia use in money laundering.
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Objective 7:  Understand Implications of Counter-Money Laundering Programs for Personal
Privacy

Action Item 2.7.1: The Treasury Department’ s working group on persona privacy and money
laundering will continue its review of counter-money laundering and privecy policies, and will
recommend modifications to existing counter-money laundering laws and regulations, as necessary, to

enhance the protection of persond information obtained to carry out these counter-money laundering
programs.

Goal 3: Strengthening Partner ships With State and L ocal Gover nmentsto Fight Money
Laundering Throughout the United States

Objective 1:  Provide Seed Capital for State and Local Counter-Money Laundering Enforcement
Efforts

Action Item 3.1.1: The Departments of the Treasury and Justice will accept gpplications and award
grants under the C-FIC program.

Objective 2:  Promote the Free Flow of Relevant Information Between Sate and Federal
Enforcement Efforts

Action Item 3.2.1: The Departments of the Treasury and Justice will reach out to state and local
authorities broadly for contributions to the National Money Laundering Strategy, to ensure that
federa priorities are consstent with and complementary to state and local Strategies.

Action Item 3.2.2: The Department of the Treasury will promote the use of FiINCEN's Gateway

Program as a vehicle for two-way information exchange and joint sate-federd financid analyss
projects.

Objective 3:  Encourage Comprehensive State Counter-Money Laundering and Related
Legidlation

Action Item 3.3.1: The Departments of the Treasury and Justice will provide technical assstance for
enhanced Sate laws againg money laundering.

Objective 4:  Support Enhanced Training for State and Local Investigators and Prosecutors

Action Item 3.4.1: The Departments of the Treasury and Justice will complete revision of amodel
curriculum for afinancid investigations course for state and local law enforcement agencies, hold
“Trainthe Trainer” nationa conferences, and distribute the curriculum.
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Goal 4: Strengthening I nternational Cooper ation to Disrupt the Global Flow of Illicit Money

Objective 1:  Seek Legislation Enhancing the Government’s Ability to Protect U.S. Institutions
and the U.S. Financial System from International Money Laundering.

Action Item 4.1.1: The Adminigtration will seek enactment of the International Counter-Money
Laundering Act of 2000.

Objective 2:  Apply increasing pressure on jurisdictions where lax controls invite money
laundering.

Action Item 4.2.1: Identify jurisdictions that pose a money laundering threet to the United States.

Sub-Action Item 4.2.1.a0 The United States will complete an interna evauation of financid
crime havens.

Sub-Action Item 4.2.1.b: Support the on-going efforts of FATF to identify non-cooperative
jurisdictions based upon its twenty-five criteria

Sub-Action Item 4.2.1.c: Support efforts of the Financia Stability Forum (FSF) and
regiond forain urging countries and jurisdictions to adopt and adhere to internationd anti-
money laundering standards.

Sub-Action Item 4.2.1.d: Support multilatera efforts to identify tax havens.

Action Item 4.2.2: Take gppropriate action with respect to identified financid crime havens.

Sub-Action Item 4.2.2.ac The U.S. will take gppropriate action in support of multilateral
efforts.

Sub-Action Item 4.2.2.b: Promote adoption of supervisory and regulatory actions -- such
as increased regulatory reporting, increased externa and internd audits, differentiated risk
treatment -- in response to specified jurisdictions that fail to make progress in implementing
effective internationa standards relating to money laundering.

Sub-Action Item 4.2.2.c. 1ssue bank advisories when appropriate.

Sub-Action Item 4.2.2.d: Implement the Foreign Narcotics Kingpin Designation Act and
condder usng |EEPA powersto target narcotics-related money launderersin other
appropriate circumstances.
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Objective 3:  Continue to Work with Countries to Adopt and Adhere to International Money
Laundering Standards

Action Item 4.3.1: Work toward universal implementation of the FATF 40 Recommendations.

Action Item 4.3.2: Promote the development of FATF-style regional bodies.

Action Item 4.3.3: Negotiate strong anti-money laundering provisons in the pending United Nations
Convention againg Transnationd Organized Crime.

Action Item 4.3.4: The United States will continue to urge the internationd financid inditutions (IFl9)
to explore mechanisms to encourage and support countries, in the context of financia sector reform
programs, to adopt anti-money laundering policies and measures.

Action Item 4.3.5: Enhance the provison of training and assstance to nations making efforts to
implement counter-money laundering measures.

Action Item 4.3.6: Support and expand membership of the Egmont Group of financid intelligence
units

Objective 4:  Advance the International Fight Against Corruption.

Action Item 4.4.1: Expand the list of money laundering predicates under U.S. law to include
numerous foreign crimes, including public corruption, not currently covered by the money laundering
Statute.

Action Item 4.4.2: Urge other nations to make public corruption a predicate offense under their own
anti-money laundering statutes.

Action Item 4.4.3: The Treasury Department, working in cooperation with the Departments of State
and Judtice, will coordinate an interagency effort to examine the problem of foreign government
officias who make use of the internationa financid system to convert public assetsto their persona
use.

Sub-Action Item 4.4.3.a The Departments of the Treasury, State, and Justice will review
the tools and methodologies available to identify, trace and seize stolen assets of other
countries (in particular how the internationa financid system is used to launder these assets)
and make recommendations, as hecessary, for enhancements or additiond authorities.

116



Objective5:  Develop and Support Additional Multilateral Efforts to Facilitate Information
Sharing.

Action Item 4.5.1: Urge the G-7 nations to congider an initiative to harmonize rules relaing to
internationd funds trandfers so that the originators of the transfers will be identified.

Action Item 4.5.2: Expand law enforcement information exchange and judicid cooperation channels.

Action Item 4.5.3: Creste an interagency team from FINnCEN, the Federal Reserve Board, Treasury,
Justice and other appropriate agencies, to promote understanding of mechanisms and processes
associated with the movement of crimina proceeds into, through and out of the United States and
among other a-risk nations.

Objective 6:  Improve Coordination and Effectiveness of International Enforcement Efforts.

Action Item 4.6.1: The Departments of the Treasury, State, and Justice will work together to
enhance information sharing on known or suspected dien money launderers to facilitate the denid or
revoceation of visas held by such persons.

Objective 7:  Build Knowledge and Understanding

Action Item 4.7.1: Continue to advance the work on estimating the magnitude of money laundering.

Action Item 4.7.2: The Departments of the Treasury and Justice, and the federa financid regulators,
will assess the implications for money laundering of the increasing availability through the Internet of
financia services offered to U.S. persons by foreign financid service providers.

Action Item 4.7.3: Continue to examine the nature of correspondent banking accounts and other
internationd financid mechanisms, such as payable through accounts, private banking, and wire
transfers, and determine the nature and extent of their susceptibility to abuse by money launderers.
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Consultations

Officids of the following agencies were consulted in the drafting of the Nationd Money Laundering
Strategy:

Commodity Futures Trading Commission
Department of Justice
-- Asset Forfeiture and Money Laundering Section
-- Crimind Divison
-- Tax Divison
Department of State
Drug Enforcement Adminigtration
Federal Bureau of Investigation
Federal Deposit Insurance Corporation
Federal Reserve Board
Financia Crimes Enforcement Network
Internal Revenue Service
Nationa Security Council
Nationa Credit Union Administration
Office of the Comptroller of the Currency
Office of Nationad Drug Control Policy
Office of Thrift Supervison
United States Customs Service
United States Pogtal |nspection Service
United States Secret Service
United States Securities and Exchange Commission



