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PURPCSE

To define the responsibility for requesting and adm ni stering
conpany certifications, data requests and data handling for

Uncl assified Technical Data (UTD) disclosing Mlitary Critical
Technol ogy (MCT), obtained as a result of Certification under the
U. S. - Canada Joint Certification Program

GENERAL

In 1985, the United States and Canada signed a Menorandum of
Under standi ng (MOU) that established the U S.-Canada Joi nt
Certification Program As stated in the MOU s “Joint Terns of
Reference for the Joint Certification Prograni, the program was
established “to certify contractors of each country for access, on
an equally favourable basis, to unclassified technical data

di sclosing critical technology”. This information is controlled
in the U S. by DoD Directive 5230.25 and, in Canada, by the
Techni cal Data Control Regulations (TDCR). Under each Nations’

| aws, the U. S. Departnment of Defense and Canada’ s Departnent of
Nat i onal Defence may w thhold such technical data from public

di scl osure.

To nmeet the provisions of the U S. Departnment of Defense Directive
5230. 25 and the Canadi an Departnment of National Defence Technica
Data Control Regul ations, so that (conpany nane) may have access
to certain sensitive information necessary for our business
operations, the procedures outlined in this docunent nust be
fol I owed.

Use and di sclosure of unclassified technical data obtained by
(conpany nanme) under these procedures nust be restricted to the
purpose identified to the governnment agency when the data rel ease
was requested. If additional uses are identified after receipt of
the data, prior approval nust be obtained fromthe appropriate
governnment agency by (conpany nane) using the Supplenmentary Data
Request procedures identified in this docunent.



* NOTE *

Enpl oyees are advised that illicit use or disclosure of this data
especi ally unaut hori zed export, may result in crimnal prosecution
of the individual (s) responsible, including officers of the
conpany. As well, serious penalties for the conpany may result,
such as revocation of certifications and exclusion fromthe export
process.

PROCEDURES

1.0 Certification Procedures

Certification, as required, shall be sought for each of (conpany
name) “scope of activities”, i.e., current and planned products
and services, which fall within the definition of mlitary
critical technology. Each physically separate facility or

di vision shall apply separately for certification.

Certification subm ssion requests shall be conpleted by the
Custodi an (Technical Data Librarian/Facility Security
Officer/Project Adm nistrator) using form DD 2345 Mlitary
Critical Technical Data Agreenent, and shall be signed by the
(Vice-President Contracts and Pricing/Del egated Conpany O ficial)
prior to submttal to the U. S -Canada Joint Certification Ofice
in Battle Creek, M chigan.

Additional certifications nmay be required to permt (conpany nhane)
to obtain unclassified technical data for a proposal or a
contract. As soon as such a need beconmes apparent, the Custodi an
shoul d be advised of the new “scope of activity” requirenent so
that the Custodian can determne if an anmendnent to the existing
certification is required in the area identified as “Description
Of Rel evant Business Activity” on the form DD 2345.

The Custodi an shall be responsible for adm nistering and

mai ntai ning a record of both submtted and approved certifications
and their respective scopes of activity. The Custodian shall also
be responsible for requesting renewal of those certifications that
are required at the end of the five year period.

2.0 Data Request Procedures

As the need arises for (conpany nane) to obtain unclassified
techni cal data for a proposal or contract, the Custodian shall be
advi sed of the data required and the purpose(s) for which the data
wi Il be used.



The Custodi an shall conplete the appropriate Data Request and
submt it to the governnent agency which owns or controls the data
required. As a mninmum the Data Request should include the
foll ow ng:

- A copy of the conpanies DD 2345;
- Detailed information on the data required;
- A statenent of the intended data use.

The request should be made on conpany | etterhead.

The Custodi an shall be responsible for maintaining a record of
both submtted and approved requests for unclassified technical
dat a.

Dat a Requests are reviewed by the governnment agency which owns or
controls the unclassified technical data. Rel ease approvals nay
be acconpani ed by additional controls or neasures specified by the
government agency to safeguard the data. Such additional controls
or nmeasures shall be inplemented by (conpany nane), and may be
subject to audit by the governnment agency which demanded them or,
by the governnment |ndustrial Security Program officials.

3.0 Supplenentary Data Requests

Shoul d addi tional business uses be discovered for specific

uncl assified technical data, after release to (conpany nane),
enpl oyees shall advise the Custodian so that a Suppl enmentary Data
Request can be submtted to the governnent agency which owns or
controls the data. Enployees shall not use the unclassified
techni cal data for any other purpose other than that for which the
data were released to (conpany nane).

4.0 Data Rel ease Procedures

The Custodi an shall receive the unclassified technical data when
it is released by the governnent agency. Receipt shall be
recorded and restrictive markings shall be checked and recorded by
t he Custodian prior to release of the data to the division of
proj ect which has the primary need for the data.

If the unclassified technical data has not been marked as such by
t he governnent agency prior to release to (conmpany nane), the

Custodi an shall mark the data appropriately on receipt.



The Custodi an shall release the data to the appropriate division’s
or project’s data handling facility (e.g., Engineering Data
Records, Program Data Bank, System Adm nistrator). Any additional
controls or restrictions inposed by the rel easi ng agency shall be
hi ghli ghted by the Custodian to the division or project receiving
t he dat a.

*WARNI NG*

Techni cal Data received through the Joint Certification
Program cannot be rel eased to any enpl oyee of the conpany
who is not a Canadian or U.S. Citizen or an officially
desi gnat ed Per manent Resi dent of Canada or an |ntending
Citizen of the United States.

5.0 Data Handling Responsibility

The receiving division or project is responsible for

i npl ementati on and mai ntenance of the controls and neasures
appropriate to safeguarding the specific data, as well as any
addi tional controls and measures inposed by the rel easing agency.

Each enpl oyee who uses the unclassified technical data, received
t hrough this program is responsible for its care while inits
i mmedi ate charge, and for its safe return when use is finished.

6.0 Use and Disclosure of Unclassified Technical Data

Empl oyees shall use unclassified technical data only for the

pur pose for which it was released to (conpany nanme). Such purpose
is recorded on the Data Request. |If additional uses for the data
are identified after recei pt by (conpany nane), a Supplenentary
Dat a Request nust be made and agency approval granted prior to any
such additional use of the data.

Uncl assified technical data shall be disclosed by (conpany nane)
only for the purpose specified in the Data Request. Such

di scl osures woul d include, for exanple, proposals or contractually
-deliverable data. No disclosure of unclassified technical data
is permtted other than for the reasons identified to the
government agency in the Data Request.

Casual requests for unclassified technical data from conpanies or
i ndi vidual s shall be denied. (Conpany nanme) may direct such
conpani es or individuals to the government agency whi ch owns or
controls the data and/or to the U S.-Canada Joint Certification
O fice.



*WARNI NG*

Vi ol ators of Export Control Laws are subject to crimna
prosecution.

7.0 Disposal of Unclassified Technical Data

Di sposal of unclassified technical data is the responsibility of
the division or project that had primary need for the data.

Di sposal methods may include, for exanple, return to the
gover nment agency or shredding by (conpany nane). Disposa
conditions will vary depending on its sensitivity. Enployees
shoul d contact the Custodian for guidance regarding di sposal
requirements for the specific data invol ved.



