OFFICE OF THE SECRETARY OF DEFENSE
1950 DEFENSE PENTAGON
WASHINGTON, DC 20301-1950

ADMINISTRATION & November 9, 2001

MANAGEMENT

Ref: 01-CORR-101

MEMORANDUM FOR DOD FOIA OFFICES

SUBJECT:  Withholding of Personally Identifying Information Under the Freedom of
Information Act (FOIA)

The President has declared a national emergency by reason of the terrorist attacks on the
United States. In the attached memorandum, the Deputy Secretary of Defense emphasizes the
responsibilities all DoD personnel have towards operations security and the increased risks to US
military and civilian personnel, DoD operational capabilities, facilities and resources. All
Department of Defense personnel should have a heightened security awareness concerning their
day-to-day duties and recognition that the increased security posture will remain a fact of life for

an indefinite period of time.

This change in our security posture has implications for the Defense Department’s
policies implementing the Freedom of Information Act (FOIA). Presently all DoD components
withhold, under 5 USC § 552(b)(3), the personally identifying information (name, rank, duty
address, official title, and information regarding the person’s pay) of military and civilian
personnel who are assigned overseas, on board ship, or to sensitive or routinely deployable units.
Names and other information regarding DoD personnel who did not meet these criteria have
been routinely released when requested under the FOIA. Now, since DoD personnel are at
increased risk regardless of their duties or assignment to such a unit, release of names and other
personal information must be more carefully scrutinized and limited.

I have therefore determined this policy requires revision. Effective immediately,
personally identifying information (to include lists of e-mail addresses) in the categories listed
below must be carefully considered and the interests supporting withholding of the information
given more serious weight in the analysis. This information may be found to be exempt under 5
USC § 552(b)(6) because of the heightened interest in the personal privacy of DoD personnel
that is concurrent with the increased security awareness demanded in times of national

emergency.

» Lists of personally identifying information of DoD personnei: All DoD components shall
ordinarily withhold lists of names and other personally identifying information of
personnel currently or recently assigned within a particular component, unit, organization
or office with the Department of Defense in response to requests under the FOIA. This is
to include active duty military personnel, civilian employees, contractors, members of the
National Guard and Reserves, military dependents, and Coast Guard personnel when the
Coast Guard is operating as a service in the Navy. If a particular request does not raise




security or privacy concems, names may be released as, for example, a list of attendees at
a meeting held more than 25 years ago. Particular care shall be taken prior to any
decision to release a list of names in any electronic format.

» Verification of status of named individuals: DoD components may determine that release
of personal identifying information about an individual is appropriate only if the release
would not raise security or privacy concerns and has been routinely released to the

public.

¢ Names in documents that don’t fall into any of the preceding categones: Ordinarily
names of DoD personnel, other than lists of names, mentioned in documents that are
releasable under the FOIA should not be withheld, but in special circumstances where the
release of a particular name would raise substantial security or privacy concerns, such a

name may be withheld.

When processing a FOIA request, a DoD component may determine that exemption
(b)(6) does not fully protect the component’s or an individual’s interests. In this case, please
contact Mr. Jim Hogan, Directorate of Freedom of Information and Security Review, at (703)

697-4026, or DSN 227-4026.

This policy does not preclude a DoD component’s discretionary release of names and
duty information of personnel who, by the nature of their position and duties, frequently interact
with the public, such as flag/general officers, public affairs officers, or other personnel
designated as official command spokespersons.

L too o
D. O. Cooke
Director
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SUBJECT: Operations Security Throughout the Department of Defense

On 14 September the President declared a national emergency by reason of terrorist
attacks and the continuing and immediate threat of further attacks on the United States. As
this Department assists wide-ranging efforts to defeat international terrorism, it is clear that
US military and civilian service lives, DOD operational capabilities, facilities and resources,
and the secunty of information critical to the natlonal security will remain at risk for an

indefinite period.

1t is therefore vital that Defense Department cmp]oyecs as well as persons in other
organizations that support DOD, exercise great caution in discussing information related to
DOD work, regardless of tbeir duties. Do not conduct any work-related conversations in
common areas, public places, while commuting, or over unsecured electronic circuits.
Classified information may be discussed only in authorized spaces and with persons having a
specific need to know and the proper security clearance. Unclassified information may
likewise require protection because it can often be compiled to reveal sensitive conclusions.
Much of the information we use to conduct DOD’s operations must be withheld from public
release because of its sensitivity. If in doubt, do not rc]case or discuss official information

except with other DoD personnel.

All major components in this Department to include the Office of the Secretary of
Defense, the Military Departments, the Joint Staff, the Combatant Commands, the Defense
Agencnes the DOD Field Activities and all other orgmnzanonal entities within the DOD will
review the Operations Security (OPSEC) Program, described in DOD Directive 5205.2, and
ensure that their policies, procedures and personnel are in compliance. We must ensure that
we deny our adversaries the information essential for them to plan, prepare or conduct
further terrorist or related hostile operations against the United States and this Department.
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