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Report to Congress on the Use of Administrative Subpoena
Authorities by Executive Branch Agencies and Entities,
Pursuant to P.L. 106-544, Section 7

|. EXECUTIVE SUMMARY

Section 7(a) of the Presidertial Threat Protection Act of 2000 (Presidertia Threat
Protection Act), enacted on December 19, 2000, requires the Attorney General, in conaultaion
with the Secretary of the Treasury, to conduct “astudy on the use of administrative subpoena
power by executive branch agencies or entities” and report the findings of that study “to the
Committees onthe Judiciary of the Senate and the House of Representatives.”* Section 7(b) of
the Presdentia Threat Protection Act requires the Attorney General and the Secretary of the
Treasury to present data regarding the frequency of issuance of administrative subpoenas
authorized by 18 U.S.C. §3486.

A. Summary of Report on Administrative SubpoenaAuthorities Held by Agencies under
Authorities Other Than 18 U.S.C. §3486

Asdirected in section 7(a) of the Presidentia Threat Protection Act, Section |l of this
report contains: “ (1) a description of the sources of adminigrative subpoena power and scope of
such subpoena power within executive agencies, (2) a description of agpplicable subpoena
enforcement mechanisms; (3) a description of any notification provisons and any other provisons
relating to safeguarding privacy interests; (4) a description of the gandards governing theissuance
of administrative subpoenas.” Section 1V presents the Attorney Generd’s recommendations
regarding “ necessary steps to ensure that administrative subpoena power is used and enforced
consistently and fairly by executive branch agencies.” 5 U.S.C. 8551 note, Pub.L. 106-544, §
7(a), Dec. 19, 2000, 114 Stat. 2719.

Definitions and Methodologies. For purposes of this report, “administrative subpoena’
authority has been defined to include dl powers, regardless of name, that Congress has granted to
federa agenciesto make an administrative or civil investigatory demand compelling document
production or testimony. Civil compulsory process authorities with provision for judicid
enforcement areincluded. Grand jury subpoenas, administrative law judge subpoenas, and
Investigative authorities requiring judicial approval are not withinthe scope of the report.
Appendices A, B, and C of this report contain the full responses submitted by executive branch
entities, as supplemented by legal research.

Findings Congress grants the subpoena power held by executive branch entities, and the

15 U.S.C. 8551 note, Pub.L. 106-544, § 7, 114 Stat. 2719 (2000).

4



scope and exercise of these authorities ae bound by gatute. As the single most significant source
of administrative subpoena power is granted by the Ingpector General Act of 1978, the Inspector
Genera subpoena authority is discussed in a separate, detailed Subsection 11.B. The study reveds
acomplex proliferation of widely varying subpoena pow ers authorized by Congress. Submissions
from executive branch entities and legal research identified approximately 335 existing
adminidrative subpoena authorities held by various executive branch entities under current law.

Some of these subpoena authorities ladk clear enforcement mechanisms. All federal
executive branch administrative subpoenas are enforced by the courts. Statutes granting
administrative sulpoena authorities, however, generally fall into three enforcement-type
categories: (1) statutes authorizing an agency official to apply directly to an appropriate U.S.
district court for enforcement assistance, (2) statutes requiring an agency officia to request the
Attorney General’s aid in applying to a U.S. district court for enforcemert assistance, and (3)
datutes containing no identified enfor cement mechanism.

Agencies are limited in their exercise of administrative subpoena authority by: (1) judicial
review of subpoenaorders prior to potential judicial enforcemert; (2) notice or nondisclosure
requiremerts imposed in an agency' s organic statutes; (3) privacy-protective constraints or notice
requirementsinterna to the satute authorizing the subpoena power; (4) generdly gpplicable
privacy-protective satutes, prohibiting certain disclosures and requiring notice under certain
circumgances, and (5) agency promulgated guidelines limiting or directing subpoena issuance.

Appendices A, B, and C of this report contain an individualized description of particular
administrative subpoena authorities held by the various agencies. T he gppendices contain
information related to: (1) sources of administrative subpoena authority and scope of such
subpoena aut hority, (2) applicable subpoena enforcement mechanisms, (3) notification provisons
and other provisons related to safeguarding privacy interests, and (4) standards governing
issuance of administrative subpoenas. The report itself also briefly discusses each of these four
topics. The information provided in the appendices is derived from submissions from individual
agencies in response to a survey issued by the Office of Legal Policy of the Department of Justice
as well as some independert legal research. Appendix A contans information rd ated to
authorities held by federal governmentd ertities other than the Departments of Justice or
Treasury. Appendix B contairs informaionrelated to authoritiesheld by the Department of
Justice. Appendix C contairns informaionrelated to authoritiesheld by the Department of
Treasury. Asmost entries in the Appendices were submitted by individual agencies, commissions,
and other governmertal entities they do not necessarily refled the view or recommendation of
the Attorney Generd or Secretary of the Treasury.

Recommendations. The Department of Justice notes that despite inconsistencies in the
formulaion of the many authorizing gatutes judidal involvement in enforcement ensures a good
degree of fairness—especialy where enfor cement actions must be initiated and coor dinated by the
Department of Justice. As administrative subpoena authorities are created by separate statutes,
which differ intheir purpose and content, and no consistent patter ns emerge from a study of these
authorities, making any recommendations generdly applicable to these various authorities would
be neither prudent nor practicd. Asvarious agencies refered to suggestions regarding author ity-
specific changes, the Department of Justice looks forward to working with Congress and other
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agencies inthe future to evaluate these potential changes.

B. Summary of Report on Justice Department and Treasury Subpoena A uthorities Held
Pursuant to 18 U.S.C. 83486

Section 7(b) of the Presidentia Threat Protection Act requiresthe Attorney Generd and
the Secretary of the Treasury to “report in January of eachyear to the Committee on the Judiciary
of the Senate and the House of Represertatives on the number of administrative subpoenas i ssued
by them under [18 U.S.C. 83486] and the identity of the agency or component of the Department
of Justice or the Department of Treasury issuing the subpoena and imposing the charges.” 5
U.S.C. 8551 note, Pub.L. 106-544, § 7, 114 Stat. 2719 (2000). The reporting requiremert of
section 7(b) terminates in Decamber of 2003, “3 years after the date of the enactment,” which
occurred on December 19, 2000. Pub.L. 106-544, 87(b)(2), 114 Sat. 2719 (2000). Section 11l
of thisreport contains adescription of the authorities provided under 18 U.S.C. 8§3486(a), aswedl
as data regarding the frequency of use during Calendar Year 2001. Frequency data for subpoenas
issued under 18 U.S.C. 83486 is aso included in tabular form in Take 1infra.

[l. ADMINISTRATIVE SUBPOENA AUTHORITIESHELD BY AGENCIES UNDER AUTHORITIES
OTHER THAN 18 U.S.C. §3486
A. General Subpoena AuthoritiesHeld by the Various Agencies

1. Description of the Sources of Administrative SubpoenaPower and the Scope of Such
Subpoena Authority.

As administrative agencies are established through statute, a statute must also authorize
their issuance of adminigrative subpoenas.? Administrative subpoena aut horities allow executive
branch agencies to issue a compul sory request for documerts or testimony without prior approval
from agrand jury, court, or other judicial entity. Without sufficient invedigatory powers,
including some authority to issue administrative subpoena requests, federal governmental entities
would be unable to fulfill their statutorily imposed responsibility to implement regulatory or fiscal
policies® Congress has granted someform of administrative subpoena authority to most federal
agencies, with many agencies holding severd such authorities. The authority most commonly
used, theauthority provided to all Inspectors Generd, is discussed in detail in Qubsection 11.B
infra. Whilethe Ingpector Generd authority ismainly used in crimina investigations, specific
administrat ive subpoena aut horities may be exercised in civil or crimina investigations. While
federal authorizing statutes generally grant subpoena authorities directly to a particular agency
head, a few statutory aut horities authorize the President to exer cise a subpoena authority, and the
President has generally delegated that authority to a specific agency head through Executive

2See BERNARD SCHWARTZ, ADMINISTRATIVELAW §3.8, at 125 (3d ed. 1991).

3See Graham Hughes “Administrative Sulpoenas and the Grand Jury. Converging Streams o Criminal
and Civil Compulsory Process,” 47 VAND. L. REv. 573, 584 (1994).
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Order.* Most adminigrative subpoenaauthorities have been redd egated by the entity head to
subordinate officials within the entity. Some statutes granting administrative subpoena authorities,
however, limit or forbid ddegation of the authority to lower-ranking officids within the agency.®
In someingtances, the decision to issue a subpoenais made unilaterally by an agency officid;® in
other ingances, the issuance of a subpoenarequires the vote, approval, or resolution of multiple
individuals.’

The Supreme Court has construed administrative subpoena authorities broadly® and has
consistently allowed expansion of the scope of administrative investigative authorities, including
subpoena authorities, in recognition of the principle that overbearing limtation of these authorities
would leave administrative entities unable to execute their respective statutory responsibilities.’
While an agency’ s exercise of administrative subpoena authority is not subject to prior judicial
approval, a subpoena issuance is suljed to judcial review upon arecipient’ s motionto modify or
guash the subpoena or upon an agency’s initiation of a judicial enforcemert action.

Fedeal courtssubjed the exerdse of administrative subpoena authority to a

“See, e.g., Exec. Order No. 12,580, Section 2(j), 52 Fed. Reg. 2923 ( Jan. 29, 1987) (delegating to heads
of Executive departments and agenci es the authority original ly delegated by Congress to the Executivein Section
104(e) of the Comprehensive Environmental Response, Compensation, and Liability Ad (CERCLA), 42 U.S.C.
89604(89).

>The Consumer Product Safety Commission, for instance, may delegate any of its functions except the
subpaena power of 15 U.S.C. 8076(b)(3), see 82076(b)(9), toany dficer a employee df the Commission.

® See, e.g., Appendix A, Department of Energy (DOE) authority under the Federa Energy Administration
Act of 1974. A DOE dficia “may dgn, issue, and serve subpoenas of persons and documents.” 10 C.F.R. 88
205.8(a), 205.8(b).

"See, e.g., 11 C.FR. §111.12 (requiring that Federal Election Commission members authorize the
Chairman or Vice Chairman of the Commissi on to i ssue specific subpoenas, whet her subpoenas duces tecum or
those requiring); 16 C.F.R. § 2.7(d) (stating that Federa Trade Commission or one of its members may issue a
subpoena upon a resolution by the Commission).

8 Seethefollowi ng cases far the proposition that the government need only show that the subpoena was
issued for alawfully authorized purpose and sought information relevant to the agency's inquiry: United States v.
LaSalle Nat'l Bank, 437 U.S. 298, 313 (1978); United States v. Powell, 379 U.S. 48, 57 (1964); Oklahoma Press
Publishing Co. v. Walling, 327 U.S. 186, 209 (1946).

9See Endicott Johnson Corp. v. Perkins, 317 U.S. 501 (1943); Oklahoma Press Publishing Co. v. Walling,
327 U.S 186 (1946); United States v. Morton Salt Co., 338 U.S. 632 (1950). See also the following cases,
demonstrating the lower federal caurts' favarable treatment of a federal agency’ s investigative authorities prior to
the Supreme Court decisionslisted above Fleming v. Montgomery Ward & Co., 114 F.2d 384, 388 (7th Cir.)
(rejedting probable cause requirement for investigations by Wage and Hour Division of Department of Labor), cert.
denied, 311 U.S. 690 (1940); Bartlett Frazier Co. v. Hyde, 65 F.2d 350, 351-52 (7th Cir.) (holding that disclosures
sought by the Department of Agriculture under itsinvestigatory powers wer e reasonabl y necessary for protecti on of
publicand therefare not vidative o the Fourth Amendment), cert. denied, 290 U.S. 654 (1933); United States v.
First Nat'l Bank, 295 F. 142, 143 (S.D. Ala. 1924) (holding that the privacy protections of the Faurth Amendment
were na applicable wherea third-party recordkeeper sought to invdke such protections in an effort tobar
production of information relating to legitimate IRS invegigation), aff'd per curiam, 267 U.S 576 (1925).
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reasonableness andys's, not the more stringent Fourth Amendment “probable cause” analyss
gpplied in stuations involving search and seizure and issuance of awarrant. 1n United Statesv.
Powell,* the Court articulated the deferentid standard for judicial review of administrative
enforcement actions in afour-factor evauation of “good faith” issuance, requiring that: (1) the
invedigation is conducted pursuant to alegitimate purpose, (2) the information requested under
the subpoenaisrdevant to that purpose, (3) the agency doesnot already havethe informationit is
seeking with the subpoena, and (4) the agency hasfollowed the necessary administrative seps in
issuing the subpoena.** The federal courts have construed the Powell factors broadly, allowing
greater flexibility for government action.

While federal agencies are dependent upon the courtsto enfor ce administr ative subpoena
requests, U.S. district courts must enforce an agency’ s subpoena authority unless the evidence
sought by the subpoenais “plainly incompetent or irrelevant to any lawful pur pose of the
[requesting official] in the discharge” of his or her statutory duties.> The Supreme Court noted in
Oklahoma Press Publishing Company v. Walling® that “[ t] he very purpose of the subpoena. . . is
to discover and proaure evidence, not to prove a pending charge or complant, but uponwhich to
makeoneif. . . the facts thus discovered should jugify doingso.”** In other words, afederal
court may not condition enforcement of an agency’ s subpoena upon a showing of probable cause
because the agency may be using the very subpoena a quedionto make aninitial determination
as to whether such probable cause does, in fact, exist. The Supreme Court has stated in United
Saesv. Morton Salt™ that, in evaluating the appropriateness of an administrative subpoena
request, a court must smply determine that “the inquiry is within the authority of the agency, the
demand is not too indefinite and the information sought isreasonably relevant.”*® The courts are
generdly deferentid to the agency’s determination that the infor mation sought is “reasonably

19 While Powell invaved an IRS subpoena, a subsaquent caseclarified that theanalysis goplied in Powell
isrelevant to all administrative subpoena authorities. See Seaurities and ExchangeCom'n. v. Frry T. O’ Brien,
Inc., 467 U.S. 735, 741-42 (1984).

11379 U.S. 48 (1964). Some courts have excluded the last two Powell factors, holding that later decisons
of the Supreme Court sometimes exclude such requirements and that adhering strictly to all four facdors may
unacceptably restrict agency action. See, e.g., United Statesv. Bell, 564 F.2d 953, 959 (Temp. Emer. Ct. App.
1977) (stating that the last two requirements are too restrictive); United States v. Security State Bank & Trust, 473
F.2d 638, 641 (5th Cir. 1973 (stating that thegovernmental entity needs only the two primary requirements).
Other courts however, haveapplied less deferential scrutiny in analyzing whether an agency has used its subpoena
authority appropriatdy. See, e.g., Sunshine Gas Co. v. United States Department of Energy, 524 F.Supp. 834,
838 (N.D. Tex. 1981) (stating that “the agency's order should only be affirmed if a rational basis exists, but such
must be supplied by the agency, not the court”).

2Endicott Johnson Corp. v. Perkins, 317 U.S. 501, 509 (1943).
13327 U.S. 186 (1946).

4. at 201.

15338 U.S. 632, 51 (1950).

1814, at 651.



relevant,” noting that acourt must “defer to theagency’ s gppraisal of rdevancy in comedion
with an investigative subpoena as long asit is not ‘obviously wrong.’”*’

The Supreme Court hasdeclined to egablish universdly goplicable standards of
reasonakl eness for evd uaing the scope of adminidrative subpoena issuance, leaving roomfor
lower courtsto tailor their anaysisto the unique circumstances of a particular investigation. The
Court has provided some guidance, however, stating that lower courts should require at minimum
that an agency’s “ specification of the documents to be produced [is] adequate, but not excessive,
for the purposes of the relevant inquiry” and that the agency use “particularity in ‘describing the
place to be searched, and the persons or things to be seized.’” '8

In addition to challenges based on the Fourth Amendment, the Supreme Court has
recognized severa potential grounds for challenge or modification of an administrative subpoena
authority incertain instances. These grounds include, but are not limited to, the: (1) privilege
againg sdf incrimination, (2) free exercise of reigion, (3) freedom of asociation, (4) atorney-
client privilege.®

2. Description of A pplicable Subpoena Enfor cement M echanisms.

Congresshasconggently required that agencies and departments seek enforcement of
administrative subpoenas through afederd district court. Federd courtshave generdly
recognized that “[b] ifurcation of the power, on the one hand of the agency to issue subpoenas and
on theother hand of the courtsto enforce them, isan inherent protection agai nst abuse of
subpoera power.”?

Statutes granting adminigrative ubpoenaauthorities generally fdl into three enforcement-
related categories: (1) datutes authorizing an agency official to apply directly to an appropriae

YUnited Statesv. Hunton & Williams, 952 F. Supp. 843, 854 (3d Cir. 1995). The Third Circuit in this
instance noted that the “reasonableness’ inquiry in such cases does not carrespond with, and is moredefeential
than, the Administrative Procedures Act “arbitrary and capricious’ standard of review for agency adion. 1d.

80klahoma Press Publishi ng Co. v. Walling, 327 U.S. 186, 208 (1946).

95ee Graham Hughes “Administrative Sulpoenas and the Grand Jury: Converging Streams of Civil and
Criminal Compulsory Process,” 47 VAND. L. REv. 573, 589 (1994).

2United Statesv. Security State Bank and Trust, 473 F.2d 638, 641 (5th Cir. 1973). The SupremeCourt,
however, has not specifically issued aruling as to whether the constraints of due process preclude federal agencies
from possessing the power to enforce their own subpoenas. Federal courts have generally held that due process
doesprecludefederal agenciesfrom enforcing such subpoenas, however. See Shasta Mineras & Chem. Co. v.
SEC, 328 F.2d 285, 286 (10" Cir. 1964). The Court hasstated in I nterstate Commerce Commission v. Brimson,
154 U.S. 447, 484 (1894), that “the power to impose fine or imprisonment in order to compel the performance of a
legal duty imposed by the United Statescan only be exerted, under the law of the land, by a competent judicial
tribunal having jurisdiction in the premises,” 1d. a 484; however, as Congress has not tested the outer limits of
I nter state Commerce Commission v. Brimson by conferring direct administrative subpoena enforcement authority
on afederd agency, the Court has not had occasion to specificaly address the constitutionality of a conferral of
such enforcement authority.



U.S. district court for enforcement assistance,* (2) statutes requiring an agency official to request
the Attorney General’s aid in applying to a U.S. district court for enforcemert assistance,”” and
(3) statutes containing no stated enforcement mechanism.? Where an agency requests the
assistance of the Attorney General through a United States Attorney’ s office to seek enfor cement
of an administrative subpoena in federal district court, the United States Attorney’s office plays a
role that is more than ministerial, exercising discretion in determining whether to seek
enforcemert by a court. In evaluating such requests, the United States Attorney’ s office evaluates
the subpoena issued by the agency to determine whether the scope of the request isin keeping
with the agency’s stat utory authority and the agency has followed proper proceduresin issuing
the subpoena.®* In short, the United States Attorney’s office evaluates the subpoena reques to
determine w hether the requirements of Powell and Oklahoma Press (good faith and

reasonabl eness) have been satisfied.

When afederal court actsin regard to an agency' s enforcement petition, whether
presented by the agency directly or through a United States Attorney, “the district court'sroleis
not that of a mere rubber stamp, but of an independent reviewing authority called upon to insure
the integrity of the proceeding.”* Federal courts have noted that “[t]he system of judicial
enforcement is designed to provide a meaningful day in court for one resisting an administrative

2L Consi der, for instance, the Secretary of Labor, who is authorized to petition directly for enforcement of
an ERISA Title | subpoena. See, e.g., Dole v. Milonas, 889 F.2d 885, 888 (9" Cir. 1989) (noting that the FTC Act
provisions cadified at 15 U.S.C. § 49 areincarporated into ERISA a 29 U.S.C. § 1134(c), thereby autharizing the
Secretary of Labor to petition far enforcement of an ERISA Title | subpcenain district court). The Federal Election
Commi ssion issimilarly authorized under 2 U.S.C. 8§437d(b) to petition adistrict court directly for enforcement of
certain administrative subpoenas (authorizi ng the Federal Election Commission to petiti on the appropriate U.S.
district court to issue an order reguiring compliance with subpoena request authorized by 2 U.S.C. §437d(a)(1)-(4)
and to punish any failure to obey such order).

“See, e.g., U.S Department of Agriaulture “Procedures Related to Administrative Hearings under the
Program Fraud Civil Remedies Act of 1986" (PFCRA), 7 C.F.R. 88§ 1.304, 1.319, 1.322, 1.323, 1.328 (authorized
by 31 U.S.C. §3804(a)).

3 See, e.g., Foreign Shipping Practices Act, 46 App. 46 U.S.C. 1710a (authority to mak e infor mati on
requests, but no enforcement authority, judidal or otherwise is mentioned in the statute); See also Federal
Maritime Commission’s related submission and recommendation in Appendix A.

24See UNITED STATESATTORNEYS MANUAL (USAM), 4-6.210 C. This sedion of the USAM statesthat
“[m]ost routine subpoena enforcement adtions are handled by the USAOsand are authorized by the Director in
charge of Areal.” The USAM goes on to date that:

[a] Branch attor ney will review the referral and proposed pl eadings, and then prepare a

memorandum from the assigant director to the director, recommending whether the suit should

befiled. If the subpoena enfarcement action is approved by the director, the Branch attorney will

write the agency and the United Stat es Attor ney, stating whether the suit has been authorized or

not, and if so, that it is ddegated to theUnited StatesAttorney. In casesin which suit is

authorized, areferral adknowledgment farm will alsobe sent to the United States Attorney, as

wel | asacopy of papersrece ved from the agency.

Wearly v. FTC, 616 F.2d 662, 665 (3¢ Cir. 1980).
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subpoeng,"? and that “the court has the power to condition enforcement upon observance of
safeguards to the respondert's valid interests.”?” The burden of proof imposed on achdlenger to
an adminigtrative subpoenais steep, however. A chalenge based on an agency’sfailureto satisfy
one of the four factors estallishing “ good faith” under Powell,”# for instance, will only be
successful upon a showing of “ingitutionaized bad faith,” not mere bad faith on the part of a
particular individual issuing the sulbpoena.?® A district court’s order requiring compliance with an
administrative subpoena or refusing to quash a subpoena request is immediaely appealable,
however, as such an order is generally treated as a final judgment under 28 U.S.C. §1291.%

Most statutes authorizing administrative subpoena enforcement infederal district court
authorize the court to impose contenpt sanctionsupon a red pient who continuesto refuseto
comply even after acourt order of compliance. Certain gautesauthorizing enforcement by a
federal district court also provide for specific penalty ranges or limitations for findings of criminal
or civil contempt of court based on noncompliance with a court order to comply with an
adminigrative subpoenareguest. In someinstances these pendties are particularly sringent.
Stat utes prescribing specific penalties for noncompliance with an administrative subpoena and
subsequent court order occasionally provide more severe penalties for “willful contempt,” as
compared to mere “contempt.”*  Other statutes authorizing district court enforcement action,

®United States v. Security State Bank and Trust, 473 F.2d 638, 642 (5th Cir. 1973).
'\Wearly, 616 F.2d at 665.

2United States v. Powell, 379 U.S. 48, 58 (1964). Federal courts have further expounded on the concept
of agency “bad faith,” gating that “bad fath” may be found in “circumgances involving the harassment o the
recipient of a subpoena’ or a “consciousattempt by the agency to pressure the redpient to sttle a ool lateral
dispute.” United States v. Markwoad, 48 F.3d 969, 978 (6™ Cir. 1995).

PUnited Statesv. LaSalle Nat'| Bank, 437 U.S. 298, 316 (1978).

30Cobbledi ck v. United States, 309 U.S. 323, 330 (1940) (recogni zing the immediat e reviewable nature of
adistrict court enforcement order). In contrast, grand jury enforcement ordersare not appealable immediately as
this would stall furthe court proaeedings. No further proceedings in the court are necessary, however, after a court
orders compliancewith an administrative subpoena. Id. at 329-30.

315ee 42 U.S.C. §9604(€) (authori zing the court to assess civil penalties of up to $25,000 for each day of
continued noncompl iance with subpoenaissued under CERCLA authority); 15 U.S.C. 850 (FTC statute,
incorporated by reference into several other agencies' subpoena authorities (See, e.g., 33 U.S.C. §944, Depatment
of Labor authority) authorizing punishment for noncompliance by “afine of not less than $1,000 nor more then
$5,000, or by imprisonment for not more than one year, or by both such fine and imprisonment”).

¥5ee, e.g., Department of Energy authority granted in 15 U.S.C. §772(e), with subsection (i),
incor porating by reference 8797(a), (b)(1) and (2) (including violation of subpoenarequirement among list of
various othe violations and presaibing disparate civil penalties based on “willful” or non-willfu failure to
comply); Department of Interior, 43 U.S.C. §8102-106 (stating that wilful refusal to comply with subpoena request
in public lands cases may bepunished as a misdemeanor); Federal Depasit Insurance Corporation, Federal Depasit
Insurance Act (FDI Act), 12 U.SC. §1818(n) (stating that any person who willfully failsor refuses to comply with
an FD IC subpoena may be subject to contempt proceedingsin federal district court and “sha | be guilty of a
misdemeanar and, upon convidion, shall be subject toa fineof not mare than $1,000 or toimprisonment far a
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either at the request of the agency itsdlf or through petition of the Attorney General, contain no
specific contempt penalty provisions® Under such gatutes, the U.S district courts are free to
apply pendeties for civil and crimnal contempt otherwise available at law where aparty refuses to
comply with a court’ sorder that the party subnit to an agency’s subpoena request.®*  In ill
other instances, it is unclear whether a particular statutory subpoena authority is accompanied by
a particular statutory penalty or penalty limitationto be imposed for contempt based on failure to
comply with a court’s order for compliance. The Department of Interior, for instance, holds a
specific subpoena authority under Section 1724 of the Royalty Simplification and Fairness Act
(RSFA) but has nat ye had occasion to litigate the quegtion as to whether a avil penalty
prescribed for aviolaionof the Federd Oil and Gas Management Act (FOGRMA), a statute
amended by the RSFA, is dso applicable as a penalty for contempt of court infailing to comply
with the court’ s order to submit to an RFSA subpoema.®®

Proceedingsin U.S. district court brought to compel compliance with an administrative
subpoena are summary proceedings. In general, the agency issuing a subpoenarequests the
court’ s assistance in enforcing the agency’ s previous subpoena order, or requests the Attorney

term of not more than one year or both”); Internal Revenue Serviceauthority granted in 26 U.S.C. §6420(€)(2),
6421(0)(2), 6427(j)(2), 7602, 7603, and 7604(b) (stating that a person failing to comply with a subpoena request
under these sedionsshall “upon mnviction thereof, be fined na morethan $1,000, a imprisoned not mare than 1
year, or both, together with costsof prosecution,” 26 U.S.C. §7210).

%3 See 26 U.S.C. §7604 (autharizing the Secretary to recquest a hearingin front of a U.S district court
judge a Commissianer for contempt proceedings based on noncompliance with an |.R.S. reguest for information).
This statute provides that the judge or commissi oner shall, “upon such hearing. . . have power to make such order
as he shall deem pragper, na inconsistent with thelaw for the punishment of contempts, to enfarce dbed enceto the
requirementsof the summons and to punish such person for his default or disobedience” Id.

34 Contempt may be either civil or criminal in nature. A federal court is authorized under 18 U.S.C. 8401
toinitiate a prosecution far contempt. Seeid. (stating that “[a] court of the United States shall have power to
punish by fine or imprisonment, at its discretion, such contempt of its authority, and none other, as-- . . . (3)
Disobedienceor resistance to its lawful writ, process, order, rule decreg or command” ). Unde current law, a
persan found guilty of crimind contempt may be subject to a fine nat to exceed thesum of $1,000, imprisonment
not exceeding aterm o six months, or both. 18 U.S.C. §402. In proceadingsfor crimind contempt wherethe
penalty authorized by statute makes this contempt something more than a petty offense, the defendant is entitled to
the right to atrial by jury under Articlelll, Section 2, and unde the Sixth Amendment o the Conditution. See
Propriety of Imprisonment under 18 U.S.C. 8401(3) for Contempt of Court Order Requiring Compliance with
Satute not Authorizing Imprisonment for its Violation, 41 A.L.R FeD. 900 (2000). In addition, federal courts
have alsoheld that a defendant is entitled to theassistance of counsd in any proceeding for criminal contempt.
See Holt v Virginia, 381 U.S.C. 131 (1965).

%section 1724 of the RSFA authorizes certain officialsin the U.S. Department of Interior to issue
administrativesubpcenas. 30 U.S.C. 81724(d)(2)(B). In a sepaate provision, RSFA amends the FOGRMA.
FOGRMA provides its own compulsary authorities and authorizesenforcement of thoseauthorities. 30 U.SC.
§1717. The Department of Interior noted inits submission to the Office of Legal Policy at the Depar tment of
Justice that the issue as to whether the FOGRMA enforcement provisi ons apply to situations of noncompliance
with RSFA subpoenas has nat been litigated. See Appendix A, U.S. Department of | nterior entry.
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General’ sintervention in petitioning the appropriate district court for enforcement assistance.*
The ddrid court generdly issues an order to the subpoena red pient to show causefor

nonenfor cement of the subpoena. If the recipient does not present sufficient reason that the
subpoena should not be enforced, including a showing of noncompliance with the Powell “good
fath’ factors, “abuse of the court’s process” or the “ unreasonableness’ of the agency s request,
the court will issue an order of compliance. While asubpoenarecipient may be entitled to some
opportunity for discovery and an evidentiary hearing prior to judicial enforcement of an
adminigrative subpoena, this ertitlement is not absolute®” and is dependent upon the recipient’s
presentation of a certain“threshold showing” of facts supporting the need for such hearing.® The
level of this threshold showing varies among the federal courts.* Should a hearing be provided,
the subpoena recipient may present a successful challenge by showing by a preponderance of the
evidence that the administrative agency did not act in “good faith” in issuing the subpoena, was
otherwise unreasonable in its subpoenarequest, or “abused the processes of the court” in seeking
enforcement.*

While the federal courts have generdly been somewhat deferentid to federa agenciesin
enforcing administrative sulpoenas, case law notes that the courts do not merely “rubber stamp”
an agency’s use of subpoenaauthority.** Several courts have noted that "[t] he system of judicial
enforcement is designed to provide a meaningful day in court for one resisting an adminigtrative
subpoerg,"* and that “[i]n thedischarge of that duty, the court has the power to condition
enforcement upon observance of safeguards to the respondent's valid interests.”® Asthe Supreme
Court noted in 1946 in Oklahoma Press Publishing Company v. Walling, however, the
respong hility of the federal courtsinadminigrative subpoenaenforcement proceedingsisto
remain “fully alive to the dud necessity of safeguarding adequately the puldic and the private
interest” involved in such situations.** Therefore, the lower federal courtshave been instructed to
balance the public’s interest in law enforcement, order, and basic farness with the persond or

%see Therese Maynard, “SEC v. Jerry T. O’ Brien, I nc.: Has the Supreme Court Overrul ed United States
v. Powell?” 18 Loy. L.A. L. ReV. 643, n. 112 (1985) (providing a description of the enforcement process).

3"See United States v. Kis, 658 F.2d 526, 539 n. 39 (7" Cir. 1981), cert. denied, 455 U.S. 1018 (1982)
(involving I.R.S. subpoena authority).

Beeid.

Fgeeid.

“Oseeid. at 540.

“\Wearly v. FTC, 616 F.2d 662, 665 (3d Cir. 1980).

42 United States v. Security State Bank and Trust, 473 F.2d 638, 642 (5th Cir. 1973).
4.

#40Oklahama Press Pub. Co. v. Walling, 327 U.S. 186, 202 (1946).
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corporaeinteres in absolute privacy.*

Asfederal agenciesare not currently authorized under statute to enfor ce adminidtrative
subpoena compliance directly, certain agencies have recognized that they are capable of taking
action separate and gpart froma U.S. district court’ senforcement action in anindirect efort to
enoourage conpliance The Federal Maritime Commission, for instance states that, in additionto
requesting the Attorney General’ s assistance in seeking judicid enforcement, the Commission
may: (1) suspend acommon carrier’ stariff or use of atariff for failure to supply information, 46
App. U.S.C. 81712(b)(2), (2) impose a peralty of up to $50,000 per shipmert for carriers
subsequently operating under a suspended tariff, 46 App. U.S.C. 81712(b)(3), and (3) request
that the Secretary of the Treasury refuse clearance to carriers in noncompliance with a subpoena
request, 46 App. U.S.C. §1712(b)(4). Shipping Act of 1984, 46 U.S.C. §13(b)(2)-(4).*

3. Decription of Any Notification Provisionsand Any OCther Provisons Rdaing to
Safequarding Privacy I nterests.

The privacy interests of administrative subpoena recipients are protected to some degree
by the maintenance of enforcement authority inthe judiciary and the gatutory ability of recipients
to motion a court to quash or modify a subpoena request.” See discussion of judicid review in
enforcemert proceedings in subsection 11.A.3.ainfra and section I1.A.2 supra. In addition,
agencies and departments are limited in exercising their administrative subpoena authorities by (1)
nondisclosure requirement s imposed in an agency’s organic statutes, (2) privacy-protective
congraintsinternal to the statute authorizing the subpoenapower, (3) generdly applicable
privacy-protective statutes, and (4) agency-promulgated guidelines limiting or directing subpoena
issuance. See discussion of various sautory/regulatory privacy-protective provisions in
subsection 11.A.3.b infra. Subsection 11.A.3.c infra discusses privacy-protective guideines and
directives established internally in agencies holding administrative subpoena authorities.

a Privacy-protective impact of maintaining administrative subpoena enfor cement
authority in judiciary.

While the privacy interests of an individua or entity are protected by maintaining
administrative subpoena enfor cement authority in the federal courts, the courts have conssently
held that the issuance of an administrative subpoena without a showing of probable cause does
not violate the Fourth Amendment.”® The federd courts have recognized that ashowing of

1d. at 203.

“6 Each of these actions meant to peripherally encour age compliance with a subpoena request are,
however, subjed to the disapproval o thePreddent for “ reasonsof the national defense or theforeign policy o the
United Sates.” See 46 App. U.S.C. 81712(b)(7).

4" See United Sates v. Security State Bank and Trust, 473 F.2d 638, 641 (5th Cir. 1973) (stating that
“[b]ifurcation of the power, on the one hand of the agency to issue subpoenas and on the other hand of the courts to
enforce them, is an inherent protection against abuse of subpoena power”).

“8See Donovan v. Lone Steg, Inc., 464 U.S. 408 (1984).
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probable cause is unnecessary in issuing and enforcing an administrative subpoena as the exercise
of suchauthority is dgnificartly lessintrusvethan a search and seizure carried out under a
warrant.*® After dl, statutes authorizing administrative subpoenas are generaly enfor ceable
through judicial process,® and the subject of the subpoenaisnot subject to the possible physical
invagon that a search and sizure may impose. In addition, as the Supreme Court has recognized,
the issuance of an administrative subpoena may not be subjected to a probable cause requirement
as the administrative subpoena is often issued for the very purpose of determining whether such
probable cause exists.

In place of a probakble cause requirement, the federal courts in enforcement proceedings
have imposed basic requirements as to the scope, necessity, and authority to issue an
administrative subpoenain addition to evauating the reasonableness of an adminidtrative
subpoena request. A recipient of an administrative subpoena may chd lenge theissuance or
enforcement of an administrative subpoenain court by presenting sufficient evidence that the
agency has not acted in accordance with the basc sandar ds of reasonableness as articulated in
Oklahoma Press Publishing Co. v. Walling,>* hasnot issued an adminigrative subpoena in “good
faith” demonstrated by afailureto satisfy factors articulated in United Statesv. Powell,*® or has
abused the judicial process in petitioning acourt for enforcement.> While a judicid challenge on
these groundsis only available to the subpoena recipient either (1) through a petition to quash a
subpoena or (2) in the course of chdlenging an administrative subpoena enforcement order, an
agency must corside the strictures of each of these possibe grounds for nonenforcement before
issuing an administrative subpoena. While the courts are deferentia in evaluating an agency’s
Issuance of an administrative ubpoena, a court does not merely “rubber stamp”
an agency’s exerci se of issuance authority.

In Oklahoma Press Publishing Co. v. Walling, 327 U.S. 186 (1946), the Supreme Court
discussed the necessity of balancing the importance of the public interest in the information being
requested with the importance of the irterest in personal or organizational privacy. See 327 U.S.
186, 202 (1946). The Court noted in Oklahoma Pressthat acourt should evaluate a challengeto

“9'In re Subpoena Duces Tecum, 228 F.3d 341, 348 (4™ Cir. 2000).

Fsee Appendices A, B, Cinfra. See also In re Subpoena Duces Tecum, 228 F.3d at 348; United Statesv.
Bell, 564 F.2d 953, 959 (Temp. Emer. Ct. App. 1977) (stati ng that “[b] ifurcation of the power, on the one hand of
the agency to issue subpoenas and on the other hand of the courts to enforce them, is an inherent protection against
abuse of subpoena powea™).

*10klahoma Press Publishing Co. v. Walling, 327 U.S. 186, 201 (1946).

e id. at 202.
35ee 379 U.S. 48, 57-58 (1964).

> See also Seaurities and Exchange Comm’n v. Wheeling-Pittsburgh Steel Corp., 648 F.2d 118, 124 at n.
9 (3d Cir. 1981) (stating that “*[b]ad faith’* connotes a conscious decision by an agency to pursue a groundless
alegation without hope of proving that allegation” while “abusing the court's process’ connotes vigorous
pursuance “ of a charge because of the influence o a powerful third party without conscicusly and oljectively
evaluating the charge”).
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an adminigrative subpoena by consdering whether: (1) theinvedtigationis for alawfully
authorized purpose, (2) the subpoena authority a issueiswithin the power of Congressto
command, and (3) the “documents sought are relevart to the incuiry.”> The Court also noted
that an administrative subpoena request must be “reasonald € in nature The Court declined to
strictly define the applicable reasonabl eness inquiry, however, stating that the inquiry in such
situations cannot be “reduced to formulg; for rdevancy, adequacy or excess in the breadth of
subpoena are matters variable in relation to the nature, purposes, and scope of the inquiry.” *°
The Court noted that reasonableness requires, in summary, “ specification of the documents to be
produced adequate, but not excessve, for the purposes of the rlevant inquiry,” including
“particularity in ‘ describing the place to be searched, and the persons or things to be seized.’”*’

b. Statutorily imposed privacy limitations or notice provisions.
(i) Nondisclosure requirements imposed in an agency’ sorganic statutes.

The organic statutes of certain agencies contain interna provisionsrestricting the
disclosure of particular information regularly accessed by the agency. The Federal Trade
Commission Act, for instance, contains grict nondisclosure requirements, protecting confidential
financid or commercia information.® A full description of the privacy-related provisions
contaned in the organic statutesof the federal agercies is beyond the scope of this report.

(i) Internal statutory constraints inthe subpoena-authorizing statute.
Certain of the gatutes authorizing exercise of administrative subpoenaauthority contain

internal privacy limitations.>® Other authorizng statutes cortaininternd notificaion
requirements.”®* Many of these internal statutory constraints are referenced in the attached

*50Oklahoma Press Publishing Co., 327 U.S at 209.

%6]d. at 208.
5d.

*Condder, for example, grict confidentiality protections provided unde the FTC Act 86(f), 15 U.S.C.
846 (protecting confidential financid or commercial information), 15 U.S.C. 8§ 57b-2, FTC Act 821 (protecting
information obtained pursuant to compulsary process o in lieu thered).

*See, e.g., EPA’s authority under the Safe Drinking Water Act (SDWA), P.L. 93-523 §1445(b)(1)
(SDWA 81445(d) forbidsthe publicdisdosure of information oltained under 81445 adminigrative subpoena
authority if the information would “dvulgetrade searets or secret processes”); Sedion 15 o the Occupational
Safey and Health Ad of 1970, 29 U.S.C. 8661(b), Rub.L. 91-596, 29 CFR §2200.57 (providing tha the
Occupationd Safety and Health Commi ssion may issue order s, wher e appr opriate, to protect the confidentia ity of
trade seaets).

e, e.g., 7 U.S.C. §2(h)(5)(C)(i) (providing administrative subpoena authority to the Commodity
Futures Trading Commission and requiring that the recipient of a subpoena must “promptly notify the foreign
person o, and transmit tothe foreign person, the subpoenain a manner reasonabl e under the ciraumstances or as
specified by the CFTC”).
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Appendices. A full description of each of these internal statutory constraints is beyond the scope
of thisreport.

(iii)  Generaly applicable privacy or notice statutes.

Many privacy-protective satutory schemes have been enacted to protect specific
categories of information, persond or organizational. These datutesare gpplicable, in certain
circumstances, to information oollected in response to adminigrative subpoena authorities.
Subsedions 11.A.3.b.(aa) through I1.A.3.b.(l) infra provide a brief description of several of these
privacy-protective provisions and their potential relation to administrative subpoena requests.

(aa) Privacy Act, 5 U.S.C. 8552a.

The Privacy Act regulates to some degree the sharing of information among federal
agencies and the disclosure of information to third parties. See5 U.S.C. § 552a. The Act was
intended, among other things to safeguard anindividual’s privacy by preventing the misuse of
federal records.

Subject to some exceptions including an exception for records released as part of an
authorized civil or crimind law enforcement investigation, federd agencies are required to obtan
an individual’s consent before rel easing protected recordsto another federal agency or other third
party.® 5U.S.C. 8552a(h). Records protected by the Act include, but are not limited to, those
containing spedific referenceto an individud’s “education, financia transactions, medicd history,
and criminal or employment history” and that contain the individua’s*“name, or the identifying
number, symbol, or other identifying particular assigned to the individual, such as afinger or voice
print or a photograph.” 5 U.S.C. 8552a(a)(4).

Agencies may share information protected by the Act if they do so through a*“routine
use,” an information sharing relationship disclosed through advance notice in the Federal Register
andto Congress and the Office of Management and Budge (OMB). By requiring the agencies to
provide Congress and OMB with advance notice of such information sharing, Congress and OMB
are able to evaluate “the probable or potential effect of such proposal[s] on the privacy or other
rights of individuals” 5 U.S.C. section 552a(r).

®1subsecti on (b) sets forth twel ve circumstances under which records concerning an indi vidual can be
disclosad without the individual's prior written consent. The law enfarcement exception states that

[n]o agency shdll disclose any record which i s contained in a system of records by any means of
communication to any person, or to another agency, except pursuant to awritten request by, or
with the prior written consent of, the individual to whom the record pertains, unless disclosure of
the record would be to anothe agency . .. far acivil or aiminal law enforeement activity if the
activity is authorized by law, and if the head of the agency or instrumentality has made awritten
request tothe agency which maintains the recard specifyingthe particuar portion desired and the
law enfarcement activity for which the record is sought.

5U.S.C. §552a(b)(7).
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(bb)  Freedom of Information Act, 5 U.S.C. 8552.

The Freedom of I nformation Act (FOIA) generdly requiresthe disclosure of certan
government information to the public at therequest of an individual or ertity. FOIA, however,
contains a nunber of exceptions allowing governmental entitiesto withhold information obtained
inresponseto an administrative subpoena under certan circumstances. Particular types of
information exermpted from FOIA’s general disclosure requirements include, but are not limited
to: (1) “trade secrets and commercia or financial information obtained from a per son and
privileged or corfidential,” (2) “personnd and medical files and similar filesthe disclosure of
which would constitute a clearly unwarranted invason of personal privacy;” and, (3) to acertan
extent, “records or information compiled for law erforcement purposes.”® In addition, agency
regulations sometimes cortain provisions dlowing parties to petition for confidential treatment of
information provided at the request of an agency in carrying out its statutory responsibilities.®®

(cc) Rignt to Finarcial Privacy Act (RFPA), 12 U.S.C. 83401 et seq. (customer
financial records)

The legidative history of the Right to Financial Privacy Act (RFPA) denotes that it was
intended to balance the privacy interests of customers of financial institutions with the public’'s
interest in effective and legitimate law enforcemert investigations.®* 12 U.S.C. §3402. RFPA
limits both the access/disclosure and the interagency transfer of a customer’s personal financial
information.

%2 aw enfor cement recor ds exem pted from the discl osure r equir ement s of FOIA include recor ds or
information that:

(A) could reasonably be expected to interfere with enforcement proceedings, (B) would deprive a
person of aright to afair trial or an impartial adjudication, (C) could reasonably beexpected to
constitute an unwarranted invasion of personal privacy, (D) could reasmably beexpected to

discl ose the identity of a confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a canfidential basis, and, in
the case of arecord or information compiled by criminal law enforcement authority in the course
of acriminal investi gation or by an agency conducting a lawful national security intelli gence
investigation, infarmation furnished by a confidential source, (E) would disd ose techniques and
procedures for law enforcement i nvesti gati ons or prosecutions, or would di sclose guiddi nes for
law enfarcement investigations or prosecutions if such disclosure could reasonably be expected to
risk circumvention of the law, or (F) coul d reasonabl y be expected to endanger thelife or
physical safety of any individual.

5 U.S.C. §552(b)(7).

83 Consider, for example, 17 C.FR. Part 145 (2002) (providing guidelinesas to the process an individual
must follow in requeging that the Cammodity Futures Trading Commission keep information submitted by the
individual confidential, nothwithstanding the general principles of disclosure promoted under FOIA).

®4See H.R. Rep. No. 95-1383, & 33, reprinted in 1978 U.S.C.C.A.N. 9273, 9305. See also the discussion

regardng thelegislative history surroundng RHPA in U.S on Behalf of Agency for Int’l. Development v. First
Nat’'| Bank of Maryland, 866 F.Supp. 884 (D.Md. 1994).
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RFPA prohihits any agency or department from obtaining (or any private "financial
institution" as defined in 12 U.S.C. § 3401(1) from disclosing) the financial records of afinancial
institution's "customer” as defined in 12 U.S.C. § 3401(5) without prior customer consent, except
where access is authorized by one of the express exceptions to the Act or is accomplished through
one of the five access mechanisms mandated by the Adt, including “administrative subpoena or
summons.” See 12 U.S.C. 8§ 3412 (regarding restrictions on interagency transfer of protected
information). Under 12 U.S.C. 83405, a government authority may obtain financial records
protected by RFPA pursuant to an adminigtrative subpoenaonly if: (1) thereisreasonto believe
that the records sought are relevant to a legitimate law enforcement inquiry and (2) acopy of the
subpoena or summons has been served upon the customer or mailed to his last known address on
or before the date onwhich the subpoena or summons was served on thefinancid institution
together with a notice stating with reasonable specificity the nature of the law enfor cement
inquiry. See12 U.S.C. §3405. The statute provides specific language for the agency to usein the
noticeit provides to the cugomer.® A finandal institutionisforbidden under RFPA from
releasing the financial records of a customer "until the Government authority seeking such records
certifies in writing to the financial inditution that it has complied with the applicable provisions'
of the Act, including the notice provision. 12 U.S.C. § 3403(b). Pursuant to 12 U.S.C. 834009,
however, a governmental entity may under certain enumerated circumstances seek acourt order
allowing delayed notification to the customer.®®

Federal agencies may be subject to civil penalties for violation of RFPA requirements,®’
and
federal agents or enmployees ae subject to disciplinary action for willful or intentional violation of
the Act,” thus providing incertive to protect the privacy of consumer finandal records requested
by an agency under its subpoena aut hority.

%An agency issuing an administrative subpoenato afinancia ingtitution must also notify the customer
whoserecordsit seeks. See 12 U.S.C. § 34052). RFPA naiceto theconsumer must indude (1) a copy o the
subpoena, including adescription of theinfarmation being requested; (2) the purpose of the subpoena, (3) the
customer’ s right tofile a mation to quash the sulbpoena. 1d. Together with thisnotice, the customer must also be
provided blank customer challenge mation and sworn statement forms. 1d.

6 A presiding judgeor magistrate judgemay so order if: (1) the investigation beng conducted iswithin
the lawful jurisdiction of the Government autharity seeking the financial recards, (2) thereis reason to bdievethat
the records being sought are relevant to alegi timate law enforcement i nqui ry, and (3) thereisreason to b ieve
that such noticewill result in: (@) endangering the lifeor physicd safety of any person, (b) flight from prosecution,
(c) destruction of or tampering with evidence, (d) intimidation of paential witnesses, or (e) atherwise seriously
jegpardizing an investigation or dfficial proceeding or unduly delayingatrial a ongang offidal praceading tothe
same extent as the drcumstances previausly listed. See 12 U.S.C. §3409.

6712 U.S.C. §3417(a).

%812 U.S.C. §3417(b).

The Act provides for customer challenges (motion to quash, application to enjoin) to government access
to financial records (see 12 U.S.C. §3410) and also provides for injuncti ve reli ef to enfor ce compliance with any of
its provisions (see 12 U.S.C. §8 3416, 3418). TheAct providesfor the assessment of money damagesagaing any

agency o department ar private financid institution obtaining o disdodng financial recards in violaion o the
Act's provisions, at a statutary minimum amount of $100 regardless of the volume of recordsinvol ved. See 12
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The customer receiving notice of an administrative subpoenarequest has ten days after the
receipt of that notice, or fourteen days after the notice was mailed to the consumer, to provide
consent or to challenge the government access to their recordsin U.S. district court. 12 U.S.C.
83410(a). In bringing an RFPRA challenge to a subpoena, however, the customer bearsthe
initial burden of proof.” In order for a customer to challenge a subpoena, he or she may meke a
procedural argument that the proper notice was not provided as required by the act or a
substantive argument that either the information sought by the agency was not “reasonably
described”™ or theagency did not have“reasonto believe that therecords sought are relevant to
alegitimate law enforcemert inquiry.” > Lower federal courts have gererally accorded agencies
wide latitude in imposing administrative subpoenas, however, and the two bases for substantive
chdlenge under RFPA rardy prove fruitful for challengersin court.”® Administrative subpoenas
issued in relation to inquiries not related to law enforcement inquiries are subject to the genera
requirement of RFPRA that customer consent must be gained prior to receipt/disclosure of the
subpoenaed information protected by the Act.

(dd) Trade Secrets Act, 18 U.S.C. 81905

While 18 U.S.C. 81905, aprovision of the Trade Secrets Act, does not place restrictions
on information requests, it isintended to prevent a federal employee from publicly divulging
particular information derived from “examination or investigation.” The provision statesin full
that:

Whoever, being an officer or employee of the United States or of any
department or agency thereof, any person acting on behdf of the Office of
Federal Housing Enterprise Oversight, or agent of the Department of
Justice as defined in the Antitrust Civil Process Act (15 U.S.C.
1311-1314), publishes, divulges, discloses, or makes known inany manner

U.S.C. § 3417(a)(1). Beyond this statutory minimum, both actual damages austained by the customer as the result
of adiscl osure, aswell as discreti onary punitive damages where avi olati on is found to have been "willful or
intentional," areallowed, together with casts and reasonable attorney fees See 12 U.S.C. § 3417(a)(2),(3),(4). See
also 12 U.S.C. § 3410(a) (di scussing time limitations on a party’s abil ity to seek injunction of intended
government access).

The governmental entity bears theinitial burden in a challenge presented during an enfarcement adion.
The government’sinitial burden in enforcement actions, however, islight, only requiring “a primafacie recita of
jurisdiction and statement of the basis for enforcement.” John W. Bagby, “Administrative Investigations:
Preserving a Reasonable Balance Between Agency Powers and Target Rights,” 23 AM. Bus. L. J. 319, 324 (1985).

12 U.S.C. § 3402.
7212 U.S.C. §§ 3405(2).

"3 See, e.g., United Statesv. Wilson, 571 F. Supp. 1417 (S.D.N.Y. 1983) (rejecting the chal lenge under
RFPA that records subpoenaed were not “reasonably described”); Pennington v. Donovan, 574 F. Supp. 708 (S.D.
Tex. 1983) (rejecting a chdlenge under RFPA that the agency did nat bdieve that the record subpoenaed were
“relevant to alegitimate law enforcement inquiry”).
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or to any extent not authorized by law any information coming to himin
the course of hisemployment or official dutiesor by reason of any
examination or investigation made by, or return, report or record made to
or filed with, such department or agency or officer or employee thereof,
which information concerns or relates to the trade secrets, processes,
operations, style of work, or apparatus, or to the idertity, confidential
statistical data, anourt or source of any income profits, losses, or
expenditures of any person, firm, partnership, corporation, or association;
or permits any income return or copy thereof or any book containing any
abstract or particulars thereof to be seen or examined by any person except
as provided by law; shall befined under this title, or imprisoned not more
than oneyear, or both; and shall beremoved from office or emp oymert.

Id.

The language of the statute clearly requires federal employees to protect certain personal
and businessinformation obtained under an issued administrative subpoena from public
dicloaure, and the consequences for a statutory viol ation—including fine, imprisonment, or
both—are dringent. 1d.

(ee) Limitationsin Regard to Subgance Abuseand Mental Hedth
Information—42 U.S.C. 8290dd-2, regulationsat 42 C.F.R. Part 2

The disclosure of medicd records of substance abuse patients obtained through
administrative sulbpoena compliance is grictly limited by operation of 42 U.S.C. §290dd-2, which
prohibits the disclosure of such medica records unless disclosure is specificaly permitted by the
statute, or by the implementing regulations, which may be found & 42 C.F.R. Pat 2. Sedion
290dd-2 of Title 42 of the United States Code requires that “records of the identity, diagnosis,
prognosis, or treatment of any patient which are maintained in connedion withthe peformance of
any program or activity relating to subgance abuse education, prevention, training, treatment,
rehabilitation, or research, which is conducted, regulated, or directly or indirectly assisted by any
department or agency of the United States shdl . . . be confidentia and be disclosed only for the
purposes and under the circumstances expressly authorized” by the statute. The statute authorizes
disclosureina limted number of circumstances Prohibitionson disclosure under the statute
continueto apply to a paient’s records, regardless of “whether or when the individual ceasesto
be a patient. 42 U.S.C. 8290dd-2(d).

An aency or depatment may disclose such informaionwiththe consent of the pa'son
who is thesubject of the records. 42U.S.C. §290dd-2(b)(1). Even with paient corsert,
however, the information may only be disclosed to (1) medical personnel to meet a*bona fide
medica emergency,” (2) “qualified personnel for the purpose of conducting scientific research,
management audits, financia audits, or program evauation, but such personne may not identify,
directly or indirectly, any individual patient in any report of suchresearch, audit, or evaluation, or
otherwise disclose patient identities inany manner,” or (3) “if authorized by an appropriate order
of a court of competert jurisdiction granted after goplication showing good cause therefor,
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induding the need to avert a substantial risk of death or serious bodily ham.”” The information
disclosed under the statute may not be used to initiate or subgantiate crimnal chargesagainst a
patient or to conduct any invegigation of the patient.

In criminal investigations, a specia court order must be obtained befor e the holder of the
substance abuse patient medical records may produce such records, eveninresponse to
compulsory process, whether a search warrant, grand jury subpoena, or a health care fraud
administrative subpoena.

A person violating these provisions is subjed to fine under Title 18 of the United States
Code. See42 U.S.C. §290dd-2(f). The Secretary of Health and Human Services has
promulgated extensive regulationsrelated to 42 U.S.C. §290dd-2 at 42 C.F.R. Part 2.

(ff) HHS Medical Privacy Regulations authorized under the Health Insurance
Portability and Accountability Act (HIPAA)

The Health Insurance Accountability and Portability Act (1996) required Congress to enact
privacy standardsin relation to patients’ health information by August 21, 1999. 42 U.S.C. 81320d-2
note (2000), Pub. L. 104-191, 8264(a)-(b), 110 Stat. 2033. HIPAA also authorized the Secreary
of Hedthand Human Servicesto promulgate rulesif Congressfailed to meet its datutory deadline.
42 U.S.C. 81320d-2 note (2000), Pub. L. 104-191, 88264. AsCongressfailed to meet its statutory
deadline, the Secretary of Health and Human Services (HHS) promulgated a regulation, which is
scheduled to take effect on April 14, 2003.”

Under thisregulation, no disclosure of patient health infor mation may be madeby healthcare
providersor other covered entities or their associat es unless the patient authorizes it, the disclosure
isrequired by law, or the disclosure is Pecifically permitted by the rule. A disclosure is considered
"required by law" whenthe disclosure "complies withand islimited to therelevant requirements of
suchlaw."” This broad provisonis limited by the caveatin§164.512(a)(2) tha "[a] covered entity
must meet the requirements described in paragraph (c), (€), or (f) of this section for uses or
disclosuresrequired bylaw." Therequirementsimposed inthose sections relate to disclosuresarising
from adult abuse and neglect or domestic violence (8164.512(c)), disclosures in judicial or
administrativeproceedings(8164.512(e) ), or disclosuresfor law enforcement purposes (8164.512(f).

To qualify as a disclosure for law enforcement purposes, the subject of the protected health
informationmug bethetarget or subjeda of the investigationandtheactivity or investigation may not
relate to: (a) the receipt of health care; (b) a claim for public benefits related to health; or (c)
qualificationfor or receipt of public benefitsor services where the subject’shedthisintegral tothe

"“The statutefurthe states that “[i1n assessing good cause the court shall weigh the public interest and the
need for disdoaure against the injury to the patient, to the physician-patient rdationship, and to the treatment
services.” 42 U.S.C. §290dd-2(b)(2)(C).

® 45 C.F.R. Parts 160, 164.

® 45 C.F.R. § 164.512(a)(1).
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clam for benefits or services.”” In such cases, a coveed entity may disclose protected health
informationto law enforcement pursuant to an administrative request only whenthe material sought
is (1) relevant and materid to alaw enforcemert inquiry, (2) the request islimited in scope in light
of the purpose for which it is sought, and (3) de-identified information could not be used by law
enforcement for the same purpose.”® However, law enforcement may still acquire records from
covered entities without meeting these three requirements through the use of a court order, a
subpoenaissued by ajudicid officer, or agrand jury subpoena.”

The regulationrecognizes that there may be occasions when law enfor cement organizations
perform hedth oversight ectivities, thereby increasng the need for access to protected health
information. Examples of this are occasons when the Department of Justice, Federd Bureau of
Investigations, or the Depatment of Hedth and Human Services, Office of I nspector Generd,
invedigateall egationsof fraudagainst the Medicareprogramor other government and privatehedth
careplans® These oversight activities, which are granted much broader access to protected health
information under the regulation, include audits, investigations, inspections, dvil, criminal, or
administrative proceedings or actions, and other activities necessary for oversight of: the nation's
hedth care system; government benefit programs for which health informaion is relevant to
bendficiary digibility; government regulatory programsfor which health informationisnecessary for
determining compliance with program standards; and entities subject to civil rights laws for which
hed thinformation isnecessary for determining compliance.®* Insuchoversight activities, the covered
entity is permitted to make a disclosure to an authorized oversight agency without the patient's
consert.

Entities subject to the requiremerts of the find rule include (1) health care providers, (2)
hedthplans, (3) health clearinghouses? and (4) business associ &es of these ertities who assist with
their performance, including lawyers and consultants.®

(9g) Electronic Communications Privacy Act (ECPA), 18 U.S.C. 82701 et seq.
(stored electronic communications and customer records)

" 45 CF.R. § 164.512(d)(2).

8 45 C.F.R. § 164.51(f)(1)(ii)(C).

™ 45 C.F.R. § 164.512(f)(1)(ii)(a), (B).

8 An oversight agency is defined in the regulation to include an agency authorized by lav to overseethe
health care sygdem (whether pubdic or private) a government programs in which health infarmation is necessary to
determine eligibility or compliance, or to enforce civil rights laws far which health informati on is relevant." 45
C.F.R. §164.501.

8L 45 C.F.R.§ 164.512(d)(1).

8 45 C.F.R §165.534. Most o theseentities must camply with the privacy standards by April 14, 2003.
Small health plans, however, need nat comply until April 14, 2004. 1d.

8 45 C.F.R. § 160.103.
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The provisions of the Electronic Communications Privacy Act (ECPA) limit the disdosure

of
certain“wireor electronic communications’ pertaining to asubscriber to or customersof a“ provider
of eectronic comnunication service or renotecomputing service.” 18 U.S.C. 82703 TheAct limits
aservice provider’s ability to disclose the contents of electronic communications that have been in
electronic storage for less than 180 days or in a remote computing service, unless sought under a
validwarrant. |d. Communicationsthat have been in ectronic storage for morethan 180 daysor
inaremote computing rvice, however, may be rd essed to agovernmental entity whenthe entity
seeks the communicationsunder a valid warrant without prior notice to the customer or subscriber
or with prior notice to the customer of subscriber by use of “an administrative subpoena authorized
by a Federal or State statute.” 1d.

Section 2703 of the ECPA requires that a governmental agency give prior notice to the
service's subscriber or customer if the agency issues a subpoena seeking disclosure of
communications cover ed by the Act. Section 2705 allowsthe agency or governmental entity to delay
notification of a subpoenato the subscriber/customer in some circumstances for ninety days upon
written certification by asupervisory officid that timely notice may have an “ adverseresult.” Under
the language of the statute, such “adverseresult[” may include: “(a) endangering the life or physical
safety of anindividud, (b) flight from prosecution, (c) destruction of or tampering with evidence, (d)
intimdaionof potential witnesses; or (€) otherwi se serioudy jeopardizing aninvegigationor unduly
delaying atrial.” 18U.S.C. 82705. Inaddition, the ECPA authorizesan agency to seek acourt order
prohibiting an electronic service provider from notifying a user of the exigence or compliance with
an adminigrativesubpoera. A courtisrequired to issuesuchan order “for such peiod asthe court
deems appropriate’ if thereisreason to believe that notification will cause any of the five “adverse
results’ listed above. 18 U.S.C. §2705(b).

(hh)  Far Credit Reporting Act (FCRA), 15 U.S.C. 81681 et seq. (consumer
reports).

The Fair Credit Reporting Act gererally limits permissible disclosures of consumer reports
by consumer reporting agendes. While consumer reporting agencies are authorized to disclose
consumer reports in response to grand jury subpoena requests or court order, consumer reporting
agenciesmay not disclose such reports inresponse to adminidrative subpoena requeds. Consumer
reporting agencies are, however, authorized to disclose such information to the Federd Bureau of
Investigation or other governmental agencies for counterterrorism purposes when “ presented with
awritten certification by such government agency that such information is necessary for the agency's
conduct or suchinvedigation, activityor analysis.” 15U.S.C. 81681u. A consumer reporting agency
may only “disclose the name, address former addresses, placesof enployment, or former places of
employment, to the Federal Bureau of Investigation when presented with a written request, signed
by the Director or the Director's designee in a position not lower than Deputy.” 15 U.S.C.
81681u(b). TheDirector, or the Director’ sdesignee, may only certify sucharequest of he or she has
“determined in writing that such information is sought for the conduct of an authorized invegigaion
to protect against international terrorism or clandestine intelligence activities, provided that such an
invegigaionof aUnited Statesperson is not conducted solely upon the basis of activities protected
by the fird amendment to the Congitution of the United States” 15 U.S.C. §1681u(b). Consumer
reporting agencies and their agents are prohibited fromdisclosing tothird partiesanyinformati onthat
would dert them to the fact that the FBI had requested such information. 15U.S.C. §1681u(d).
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(i) Protection of Cable Subsariber Privacy, 47 U.S.C. 8551.

The Cable Act requires prior subscriber consent for any disclosure of personally
identifiable irformationfroma calde provider except in theinstance of a court order for
production of the information. Exercise of adminigrative subpoenaauthority is nat sufficient to
judtify the release of certain persondly-identifiable information from a cable provider, including
the “ (i) extent of any viewing or other use by the subscriber of a cableservice or other service
provided by the cable operator, or (ii) the nature of any transaction made by the subscriber over
the cable system of the calde operaor.” 47 U.S.C. 8551(c)(2)(C)(i)-(ii).

() 26 U.S.C. 86103 (tax returninformation).

Disdosureof tax returninformationaccessed through administrative subpoenasislimited by
26 U.S.C. 86103. Section6103(b)(2) definestax return information to include, among other things,
a“taxpayer’ sidentity, the nature, source, or amount of hisincome, payments, receipts, deductions,
exemptions, credits, assets, liabilities, net worth, tax liability, tax withheld, deficiencies,
overassessments, or tax payments.” Section 6103(p)(4) requires an agency receiving tax return
information to establish and maintain adequate procedures to safeguard the confidentiality of
information disclosed. Disclosing non-taxpayer information in a mamer prohibited by 26 U.S.C.
86103 iscurrently afelony, punishableby fiveyearsimprisonment, a fine of fivethousand dollars, and
dismissal from employment. 26 U.S.C. 7213.

(kk)  Family Educational Rights and Privacy Act (FERPA), 20U.S.C.
§12329(b)(2)(B).

FERPA generally prohibits the dispersal of federa fundsto student educational egencies or
ingtitutions that have a policy or practiceof permitting the release of a student’ s educational records
or personally identifiable information contained therein to any individual, agency or organization
without the written consent of the student’s parents. 20 U.S.C. 81232¢g(b)(1). Entitiesresponding
to subpoena requests, however, are exempt from the general prohibition. 20 U.S.C.
81232g(b)(1)(J)(ii). The agency issuing the subpoena may, upon showing good cause, order the
disclosing educational entity not to disclose the “the existence or contents of the subpoena’ or “any
information furnished in response to the subpoena’ to the gudent or her parerts. Where “good
cause’ is not shown, entities disclosing information in response to a subpoenaare required to give
notice of the subpoena to parents and the student prior to the compliance date. 20 U.S.C.
§1232g9(b)(2)(B). Government agencies accessing “records which may be necessary in connection
with the audit and evaluation of Federally-supported education programs, or in connection with the
enforcement of the Federd legal requirementswhichrelateto such programs’ arerequired to protect
the information “in amanner which will not permit the personal identification of studentsand their
parentsby other than those officias, and such personally identifiabledatashall be destroyed when no
longer needed for such audit, evaluation, and enforcement of Federal legal requirements.” 20 U.S.C.
81232g(b)(3). In addition, 20 U.S.C. 81232g(b)(2)(B) and (4)(B) require that the information
submitted in response to a subpoena request be transferred to third partiesonly upon the condition
that the third party will not permit accessto any other party without the consent of the parentsor the
student.
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Federal courts have held that FERPA does not provide a private right of action against an
entity seeking educational records, however, as the statut eonly authorizes the Secretary of Education
or an adminstrative head of an education agency to take appropriate actionsto enforce the provisions
of FERPA.* 20 U.S.C. 81232(g)(f). In addition, at least one federal court has held that FERPA
prohibits the disclosure but not the act of accessing such records.®

@n Wrongful Disclosure of Video TapeRental or Sale Records, 18 U.S.C. 82710

Video tape service providers are prohibited from disclosng “persondly identifiable
informetion,” except in certain circumstances including the issuance of alaw enforcement warrant,
grand jury subpoena, or court order. 18 U.S.C. 82710(b)(2)(C). Permissible disclosure in other
crcumstances, induding, presumably, inresponse to an administrative subpoena request, is limited
to include only the names and addressesof subsaribers. Disclosure of such names and addresses may
only be provided if : “(i) the video tape service provider has provided the consumer with the
opportunity, in adear and conspicuous manner, to prohihbit such disdosure and (i) the disclosure
does not idertify the title, description, or subject matter of any video tapes or other audio visud
material. . ..” 18 U.S.C. 82710(b)(2)(D).

C. Intra-agency Regulations, Guidelines, and Directives

See Appendices A, B, and C for references to intra-agency regulations, guiddines and
directivesrelated to administrative subpoena issuance. Brief descriptions of such regulations and
guidelines are included in the appendices where provided by the agency holding the subpoena
authority.

4, Description of the Standards Governing the | ssuance of Administrative Subpoenas

Inaddition to being governed by statutory issuance standards, agenciesissuing administrative
subpoenas are aso governed by internal agency regulations and guidelines. M ost agencies holding
statutory administrative subpoenaauthorities have astructured system of issuancein place, requiring
pre-approva fromvarious agency officials asto the legality of issuance based on scope, necessity,
and other considerations.®® See Appendices A, B, and C (column entitled “standards governing the
issuance of administrative subpoenaauthorities’) for further description of internal agency standards
governing the issuance of adminidrative subpoenas under specific authorities.

84See Tarka v. Cunningham, 917 F.2d 890, 891 (5th Cir.1990); Fay v. South ColonieCent. Sch. Dist.,
802 F.2d 21, 33 (2d Cir.1986); Girardier v. Webster College, 563 F.2d 1267, 1276- 77 (8th Cir.1977); Girardier v.
Webster College, 563 F.2d 1267, 1277 (8th Cir.1977); Smith v. Duquesne Univ., 612 F.Supp. 72, 79-80
(W.D.Pa.1985) (applying Cort v. Ash), aff'd, 787 F.2d 583 (3d Cir.1986).

8gee Storck v. Suffolk County Department of Sccial Services, 12 F.Supp.2d. 392, 402 (S.D. NY 2000)
(rejecting Section 1983 action brought against county department of sccial services).

8 See, e.g., Appendix B, describing guidelines for FBI issuance of administr ative subpoenas authori zed
under 21 U.SC. 8876, Camprehensive Drug Abuse Prevention and Control Act of 1970, commonly called the
“Controlled Substances Act,” Pub. L. No. 91-513, Title 11, 84 Stat. 1242, 1236 (1970).
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B. Administrative Subpoena Authority Held By Inspectors General of theVarious
Agencies

On October 12, 1978, Congress enacted the Inspector General Act (IGA), 5U.S.C.App. 3,
creating an Office of Inspector General (Ol G) within several federal agencies. The Inspector General
Act has since been amended multiple times to create an Office of Inspector General within most
federal agencies and other entities. The Officesof Inspector General are authorized to conduct audits
and invedigations “to conduct and supervise audits and investigate relative to the programs and
oper ations of the establishmentslisted in section 11(2)."®" Ingpect orsGenerd areauthorized not only
to conduct invegigationswithin their respective agenciesbut al so to investigate situations of potential
fraudinvolving recipientsof federal funding. Inspectors General areintendedto functionindependent
of the agency head. They are appointed by the Preddent, sulject to the advice and consent of the
Senate, and removegble only by the President.®® The Ingoector General Act requires that Inspectors
Generd beappointed "without regard to political affiliation and solely on the basis of integrity and
demonstrated ability in accounting, auditing, financid anayss, law, management anaysis, public
administration, or investigations."

In order to fulfill their investigative responsihilities, Inspectors General are authorized to
exercise certain administrative subpoena authority. 5U.S.C. app. 3 86(a)(4).

1. Description of the Source of Inspector General Administr ative Subpoena Power and the
Scopeof Such Subpoena Authority.

Federal courts have generally stated that Inspectors Generd hold broad investigative
authority® to carry out their responsihilities of promoting efficiency and preventing fraud, waste,
abuse, and mismanagement in federal government programs. See Inspector General Act of 1978, §
1,5U.S.C. app. 3. Ingpectors Genaal are authori zed to exercise admini grative subpoenaauthority
to obtain information required for administrative, civil and criminal investigation.” See 5 U.S.CA.

85 U.S.C. App. 38§ 2 (1), 4(a)(1).

8ee, id. at § 3 (@. Thelnspectors General incertain "federal entities' are gppointed by thehead o the
agency. See, id. at 8 8G(c).

¥d. at § 3(a).

%see Burlington Northern R.R. Co. v. Office of Inspector General, 983 F.2d 631, 641 (5th Cir. 1993)
(citing Kurt W. Muellenberg & Harvey J. Volzer, “I nspector Genera Act of 1978, 53 Temp. L. Q. 473 (1985), for
the propostion that “the Ingpector General Act o 1978 gives Inspedors Genearal braad--na limited--investigaory
and subpoena powers’); See also United States v. Westinghouse Elec. Corp., 788 F.2d 164, 165 (3d Cir. 1986)
(stating that " Congress gave the Inspector General broad subpoena powe™").

'Federal courts haveupheld this principle in various drcumstances. See, e.g., United States v. Art
Metal-U.S.A., Inc, 484 F.Supp. 884, 886- 87 (D.N.J. 1980); See also U.S. v. Aero-Mayflower Transit Co., 646
F.Supp. 1467, 1471 (D.D.C. 1986) (stating that “ such agency communication with prosecutars is precisely the kind
of cogperation that an efficient government should encourage”).
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app. 3 86.% The Inspector General Act aut horizes coordination betw een the Inspector General and
other agencies. See5 U.S.C. app. 3 84(a)(4)(A), (B). An Inspector General is required by statute
to report to the Attorney Genera any discovery of groundsto believe that a violation of federal law
has occurred. 5U.S.C. app. 3 84(d). Inspector General administrative subpoena authority hes been
upheld by federal courtsevenin situationswher ethe | nspector Genera iscooperating with divisions
of the Justice Department exercisng crimina prosecutoria authority where there are reasonable
grounds to believeaviolation of federal criminal law has occurred.”® Federal courts have dso held
that an Inspedor General is authorized to continue using civil subpoena authority for civil and
administrative invedigative purposes even where he or she has referred a case to the Department of
Justice for prosecution.®

The Inspector General Act of 1978 authorizes “each I nspector Generd” to “require by
subpoenathe production of all information, documents, reports, answers, records, accounts, papers,
and other data and documentary evidence necessary in the performance of the functions assigned by
[the Act].” 5U.S.C. app. 3 86(a)(4). The Inspector General Act solely authorizes subpoenaduces
tecum, or documentary requests. In addition, the statute requires that “procedures other than
subpenas shdl be used by the I ngpector Generd to obtain documentsand i nformation from Federal
agencies.” 5 U.S.C. app. 3 86(a)(4).

2. Description of Applicable Subpoena Enforcement Mechanians for Subpoenas under the
Inspector General Act.®®

9Whil e the administrative subpoena authority held by Inspectors General is genera ly not limited by
senior officials in a parent agency, certain agency heads are authorized to inte'vene in the exercise of the authority
where issues o national security or other ensitiveinterestsare involved. See5 U.S.C. App. 3 88(b) (Secretary of
Defense), 5 U.S.C. App. 388D(a)(1)(Seaetary o Treasury), 5 U.SC. App. 3 88E(a)(1) (Attorney General).

%5ee 5 U.SC. 84(d); United States v. Aero Mayflower Transit Co., 831 F.2d 1142, 1144-46 (D.C. Cir.
1987). The Court in this case upheld the use of the adminisgtr ative subpoena aut hori ty even where the Inspector
Geneal of the Department of Defensewasin cooperation with the FBI and the Antitrust Divison o the
Department of Justice. The court stated that “so | ong as the | nspector Genera 's subpoenas seek information
relevant tothe dischargeof his duties, theexact degree of Justice Department guidance o influence seems
manifestly immaterial." Id. a 1146. In addition, Rule 6e does not precl ude United States Attorneys from
conducting joint investigationswith an Inspector Genera or from using in a grand jury investigation infor mati on
obtained by an | G investigation by the Department of Justi ce, even if the 1G serves as a source of i nfformation for
the Justice Department investigation. See 72 A.P.R. FLA. B.J. 34,37 (1988). Seealso United Statesv.
Educational Dev. Netwark Corp., 884 F.2d 737, 738-40, 741-43 (3d Cir. 1989), cert. denied, 494 U.S. 1078
(1990). 5 U.S.C. 8(a)(4) requires that “ procedures ather than subpoenas shall beused by the Inspector General to
obtain documents and information from federal agendes,” however.

%See United States v. Art Metal-U.SA., Inc., 484 F.Supp. 884, 886 (D.N.J. 1980).

%Sincethe U.S. Supreme Court's decision in Interstate Commerce Commission v. Brimson, 154 U.S. 447
(1894), federal courts have generally held that, asa matter of due process, federal agenciescanna begiven the
powe to enfarce their subpoenas. See Shasta Minerals & Chem. Co. v. SEC, 328 F.2d 285, 286 (10th Cir. 1964).
The U.S. Supreme Caurt has not madea spedfic rulingon thisissue. See 1 KENNETH CuLPDAVIS& RICHARD J.
PIERCE, ADMINISTRATIVELAW TREATISE § 4.2, at 143 (1994)) (hoting that "[i]t is hard to know whether the broad
holding [in Brimson] remains good law because Congress has not tested it”).
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Inspectors General may seek the enforcement of a sulpoena “by order of any appropriate
United States district court.” 5U.S.C. app. 386(a)(4). Inspector General subpoena enforcement
proceedings are prosecuted by the Department of Justice, at the request of the rdevant I nspector
Generd, as part of the Department’s responsibility to conduct litigation in which the U.S. is
interested. See 28 U.S.C. §88516-19. The Inspector General Act does not provide any specific
sanctions for failure to comply with an Inspector General’ s subpoena, so federal district courts are
free to exercise discretion in applying genera contempt sanctions for noncompliance with acourt
order enforcing an Inspector General subpoena. Federal courts have enforced Inspector General
administrative sulpoenas where 1) the subpoenaiswithin the statutory authority of the agency; 2)
the informati on sought is reasonably rdevant to the inquiry;* and 3) the demandis not unreasonably
broad or burdensome.*” Inaddition, federa courtshaveheld that an Inspector Genera administrative
subpoenais unenforceable f it isissuedin “bad faith” *® or if the petition for enforcement constitutes
an abuse of the court’s process.

3. Description of Any Notification Provisions and Any Other Provisions Relating to
Safequarding Privacy I nterests.

The Inspector General Act containsno internal privacy protectionsdirected specificaly at the
subpoena authority provided in theAct. The Inspector Generd Act itsdlf, however, doesforbid an
I nspector General to disclose an enmployee’ sidentity “ after recei pt of acomplairt or informationfrom
an employeg” except in circumstances wher e the “1 nspector Generd determines such disclosure is
unavoidal e during the course of the investigation.” 5 U.S.C. app. 387(b).*

% See United States v. Powell, 379 U.S. 48, 57-58 (1964); United States v. Marton Salt Co., 338 U.S. 632,
652 (1950).

See Pickel v. United States 746 F.2d 176, 185 (3dCir.1984); FEC v. Wheding Pittsburgh Steel Corp.,
648 F.2d 118, 125 (3d Cir.1981) (en banc).

% SECv. ESM Gov't Sec, Inc. 645 F.2d 310, 317 (5th Cir. 1981). The court in this case established a
three prong test to deter mine whether an administrative subpoena was issued i n bad faith: (1) whether the agency
intentionally or knowingly misled the subjed of the subpoena; (2) whether the subject was actually misled; and (3)
whether the subpoena was the result of improper access to the party's records. Id. at 317-18.

% Seealso Pub. L. No. 104-134, Sedtion 509, (h)-(i) (protecting certain information oktained by the
Office o the Inspector General at the Legal Services Carporation from further disclosure):

(h) Notwithstanding section 1006(b)(3) of the Legal Services Corporation Ad (42 U.S.C.
2996¢(b)(3)), financial records, time records, retainer agreements, client trust fund and eligbility
recor ds, and client names, for each recipient shall be made availabl e to any auditor or monitor of
the recipient, induding any Federal department or agency that isauditing or monitaring the
activitiesof the Carporation or of the recipient, and any independent auditar or maonitor receiving
Fedeal funds toconduct such auditing or monitoring, induding any auditar or monitor of the
Corporation, except for reports or records subject to the attorney-client privilege.

(i) The Legal Sevices Carporation shall not disclose any name or document
referred to in subsection (h), except to--

(1) aFederal, State, or local law enforcement official; or

(2) an official of an appropriate bar assodation for the purpose of enabling the official to
conduct an invedigation of aruleof professional conduct.

29



Inspector General subpoena authority is aso subject to the same general gautory privecy-
protective requirements goplicable to other agency subpoena authorities. These privacy-protective
statutes are liged and described suprain section 11.A.3, which discusses agency subpoenaauthorities
other than the authority provided under the Inspector General Act. Agency guidelinesimplementing
these privacy-prot ective st atut esare generally applicabletothel nspector General subpoena authority
aswdl asother subpoena aut horitiesexercised by anagency.’® The Right to Financial Privacy Act
of 1978 (RFPA), for instance, subjeds an agerncy to certain notification requirements when issuing
a subpoena subject to the RFPA. 12 U.S.C. 88§ 3405." RFPA dso limits an agency’s subpoena
authority, including the authority held by Inspectors Generd, by alowing agovernment authority to
accessfinancial recordsonly in situationswhere thereisreason to believe that the records sought are
relevant to alegitimate law enforcement inquiry.*® Individual agencies have promul gated I nspector
Generd policies specifically to comply with the requirements of the RFPA'™ and other privacy-
protective statutes.

4, Description of the Standards Governing the Issuance of Administrative Subpoenas

Federal courts have held that the enforcesbility of an Inspector General administrative
subpoena aut hority is subject to many of the limitations imposed on other administr ative subpoena
authorities, including the requirementsthat such a subpoena: (1) beissued for alawful purposewithin
the statutory authority of the Inspector General Act, (2) be reasonably relevant to that purpose, and
(3) not be unduly burdensome.’** | ngoectors General must carefully comply withthese requirements
inorder to ensurethat asubpoenawill be enforceable by afederal district court. In addition to these
generdly applicable requirements, the Offices of Inspector General in specific agencies have
established and published specific intra-agency policies governing requeds for and issuance of

100 gee, e.g., Appendix A for informati on regarding the I nspectors Generd at U.S. Department of
Agriculture (Inspedor General Directive, 1G-8551 (C2-C5)) and Department of Energy (Inspecor General
Directive, 1G-916, dated, June 24, 1986.).

101 The Right to Financial Privacy Act (RFPA) requires Inspectas General to provide, as notice, a copy
of an RFPA sulpoenatoa customer whose recards are bang requeded. See 12 U.S.C. 8§ 3405. The RFPA
prohikits afinancid institution from releasing financid recordswithaut cettification of compliance with the
requirements of RFPA. See 12 U.S.C. § 3403(b).

10214y, at § 3405. A copy of the subpoena must be served on the customer, and the customer must be given
the oppartunity to moveto quash thesubpecena. 1d. Under the RFPA, subsequent to 1986 amendment, a financid
institution or an officer or empl oyee thereof is not precl uded from noti fying a government authority that they

possess i nfformation that may be relevant to aviolaion o any statute or regulation. 1d. at § 3403(c).

103 g, e.g., Appendix A for informati on regarding Inspectors Generd at the U.S. Department of
Agriculture (Inspedor General Directive, 1G-8551 (C2-C5)) and Department of Energy (Inspector General
Directive, 1G-916, June 24, 1986).

104g00 Burlington Northern RR v. Office of Inspector General, R.R. Retirement Board, 983 F.2d 631, 637

(5™ Cir. 1993) (applying theprinciplesarticuatedin United Sates v. Morton Salt Co., 338 U.S. 632, 652 (1950),
etc., to a situation involving an administrative subpoenaissued by an Inspector General).
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Inspector General administrative subpoenas.'®

I1l. JusTiceE DEPARTMENT AND TREASURY SUBPOENA AUTHORITIES PURSUANT TO 18 U.S.C.
83486

A. Administrative Subpoenain InvestigationsRelatingto“ Any Act or Activity Involving
a Federal Health Care Offense”

Administrative subpoenas have proved an effective resource in the investigation and
prosecution of federal health care offenses. Inenacting HI PAA in 1996, Congress targeted health
care fraud as a mgor factor inthe exploding cost of federal health care programs, and created a
car efully balanced array of new criminal statutes, administrative sanctions, investigative toolsand a
fraud and abuse control program to bejointly promul gated by the Secretary of HHS and the Attorney
Generd. The administr ative subpoena authority for the Attorney General as enacted in 18 U.S.C.
83486 was akey element to this coordinated approach. Health carefraud administrative subpoenas
facilitateamore effici ent and expediti ouscoordinated approachto theinvestigation of federal criminal
health care fraud offerses. First, unlike grand jury subpoenas, the evidence produced in a crimirel
invedigaioninresponseto such a subpoena can be shared with att orneysin the Civil Division of the
Department of Justice. This enables the governmert to pursue paralel criminal and civil relief
simultaneously and to resolve these matters in a coordinated and timely fashion. The ealy global
resolutionof dl pending dvil andcriminal exposureiscond deredof great importance by manytarges
of health care fraud invedigations who find a benefit in a relatively swift resol ution which pemits
them to put the episode behind them and begin witha fresh start. Alp, the sharing of information
allowedwiththe use of adminigtrative subpoenas eliminatest he need of the government to ot herwise
serve two sets of subpoenas, one crimnal and one civil, in each hedlth care fraud investigation, and
amilarly avoids cost and expense which would otherwise be imposed if two sets of the same
documentshadto beproduced. Finally, thecivil investigation doesnot have to be suspended pending
resolution of the criminal case when information can be shared as the investigation proceeds.

1. Source and Scope of Subpoena Authority under 18 U.S.C. 83486(a).

As Congressestimaed in 1997 that the costsof fraud and abuse in healthcare amounted to
“as much as 10 percent of total hedlth care costs,” the legidative history of the Health Insurance
Portahility and Accountability Act of 1996 (HIPAA) suggests that Congress granted subpoena
authority tothe Attorney General ininvegigationsof healthcare fraud and abuse in order tofecilitate
enforcement of federd statutes and thereby to improvethe “avalability and afordakility of health
insurance in the United States.” See H.R.Rep. No. 104-496, at 1, 66-67, reprinted in 1996
U.S.C.C.A.N. at 1869. Section 248 of HIPAA authorizesthe Attorney General to issue subpoenas
requesting production of certain documents and testimony in investigations rd ating to “any act or
activity involving a federal hedlth care offense” See 18 U.S.C. 83486(a)(1)(A)(i)(1). Specificdly,
the Attorney General i sauthorized to comped production of: (1) “any recordsor other thingsr el evant
to the investigation and (2) testimony by the custodian of the things required to be produced

1%gee, e.g., FDIC OIG Policy 110.6 (May 1999).
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concerning the production and authenticity of those things.” 18 U.S.C. §3486(a)(1)(B)(i)-(ii).

In evaluating the scope of an administrative subpoena issued under 18 U.S.C.
83486(a)(1)(A)(i)(1), the federd courts apply the principle formulated by the Supreme Court in
Oklahoma Press, generally applicable to executive branch administrative subpoenas, that an
administrative subpoena must be “ reasonally relevant” to an agency’ s investigation at issue.'® The
permissible scope of an administrative subpoena is, however, "variable in relation to the nature,
purposes and scope of the inquiry."'*” In order to satisfy the genera reasonableness standard, the
agency isauing the subpoena, in this instance the Attorney Generd, must satisfy the court, in
accordance with the Powel'® factors, that: (1) “theinvedigaionwill be conducted pursuant to a
legitimatepurpose,” (2) “theinquiry may berelevanttothe purpose,” (3) “that theinfor mation sought
is not already within the [agency | possession,” and (4) “the administrative steps required by the
Code havebeenfollowed[.]"'® As noted in section I1.A.2 supra, however, the courtshavevariedin
their application of the lag two factors, with some courts suggesting that the Supreme Court has
obviated the requiremert of considering these latter factorsin decisions subsequent to Powell .**°

2. Applicable Subpoena Enfor cement M echanisms

In cases of refusd to comply with a subpoena, the Attorney Generd isaut horized to seek the
ad of a United States district court where the investigation is occurring or where the subpoenaed
peron resides. 18 U.S.C. §83486(c). Failure to obey a federal court’s order to comply with a
subpoena issued by the Attorney General under 18 U.S.C. 83486(a) may be punished as contempt
of court. 18 U.S.C. 83486(c). A district court’s order requiring compliance with an administrative
subpoena is generaly treated as a find judgment under 28 U.S.C. 81291, and, therefore, is
immediately appeal able.™**

3. Notification Provisions and Othea Provisons Rdaed to Safequarding Privacy | nterests

Subpoenasissued under 83486 in the course of investigations of Federal health care offenses
are subject to all other limitations placed on the production of evidence pursuant to compulsory
process. See Section I1.A.3 supra for adescription of privacy-protective statutes applicable to

191y re Administrative Subpoena John Doe, 253 F.3d 256 (6th Cir. 2001).
1970klahoma Press Publishing Co. v. Walling, 327 U.S. 186, 209 (1946).
1%ynited States v. Powell, 379 U.S. 48 (1964).

199 ¢, (evaluating §3486(a) health care offense subpoena authority and referring to standar ds established
in United States v. Powell, 379 U.S. 48, 57-58 (1964)).

106 e.g., United Statesv. Bell, 564 F.2d 953, 959 (Temp. Emea. Ct. App. 1977) (last two requirements
too redrictive); United States v. Security State Bank & Trust, 473 F.2d 638, 641 (5th Cir. 1973) (governmental
entity need only the two primary requirements).

Mlsee Cobbledick v. United States, 309 U.S. 323, 330 (1940) (recognizing the immediate reviewable
nature of a district court enforcement order).
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adminigrative subpoena authorities in appropriate circumstances.

In addition to extringc datutory limitations, 18 U.S.C. 83486 contains severd internd,
privacy-protective limitations. At any time before the return date specified for subpoenaed
information, for instance, the person or entity subpoenaed may petition for an order modifying or
guashing the summons or modifying any court nondisclosure order acquired by the government. See
18 U.S.C. 83486(a)(5). Federal courts have determined that the authority granted under 18 U.S.C.
§3486(a) is“reasonable” and therefore sufficiently protective of Fourth Amendment interests, asthe
statute requiresthat: (1) subpoenaed items must be “described” in the subpoena, (2) the red pient of
a subpoena isensured “a reasonale period of time within which to comply, and (3) the subpoena
“may not require production more than 500 miles from the place of srvice.”''? See 18 U.S.C. §
3486(a)(2), (3.

While section 3486 contains no requirement that patient s be notified of impending subpoena
of their healthrecords, the subsequent use and discl osure of information gathered through compliance
with such a subpoenais limited under the statute. Section 3486, for instance, proteds information
obtained under an administrative subpoena from disclosure “to any person for use in, any
adminigrative, civil or criminal action or investigation directed againgt the individual who is the
subject of the information unless the action or investigation arises out of and is directly rdaed to
receipt of health care or payment for health care or actioninvolving afraudulent damrelated to
health.” 18 U.S.C. 83486(¢e)(1). This prohibition on disclosure may only be overcome through a
court order issued after the court has determined that “good cause” has been shown by the party
seeking the disclosure. 18 U.S.C. 83486(e)(1). |In determinng whether “good cause” exists, the
court must “weigh the public interest and the need for disclosure against the injury to the patient, to
the physi cian-patient relationship, and to the treatment services” 18 U.S.C. §3486(€e)(2).

While the statute does not generaly prohibit a governmentd ertity from notifying a person
or entity of the disclosure of records under section 3486, a district court in whichthe subpoenais or
will be served may issue an ex parte order prohibiting a person or entity from disclosing to any other
person or entity (except in the course of oltainng legal advicefroman atorney) the existence of a
subpoena served under this sectionfor ninety days. Such an order may only beissued upon afinding
by the court that disclosure may result in: @) endangerment to the life or physical safety of any
person, b) flight to avoid prosecution, ¢) destructionof or tampering withevidence, or d) intimidaion
of potential witnesses. See 18 U.S.C. §83486(a)(6)(A)-(B). This ex parteorder of nondisclosure may
be extended for additional periods of up to ninety days only upon a showing that the conditions
recounted above Hill exist. See 18 U.S.C. 83486(8)(6)(C). If no case or proceading arises fromthe
production of the records or other things, pursuant to a 83486 subpoena, within areasonable time,
the person producing the records or thingsto the agency may make awritten demand that the agency
returntherecordsto that person, except where the materids providedwere only copies, not originals.
See 18 U.S.C. §3486(a)(8).

In addition, the privacy interests of the recipient of a 83486 subpoena, as with the privacy
interests of recipients of all other currently authorized administrative subpoenas, are protected in

1211y re Subpoena Duces Tecum, 228 F.3d 341, 349 (4™ Cir. 2000).
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that enforcement of the subpoenamay only be accomplished by afederd court, thus removing
final action fromthe issuer of the subpoena and providing an independent safeguard. In
evduating subpoenas issued under 18 U.S.C. §3486, federd courts have evaluated Fourth
Amendment concerns in amamner similar to all other current administrative subpoena authorities
in that they are subject to a general reasonabl eness standard, not a probable cause gandard.™
Federal courts have held that in order to satisfy the general reasonaldeness standard, the agency
issuing the subpoena, in thisinstance the Attorney General, must satisfy the court that: (1) “the
investigation will be conducted pursuant to alegitimate purpose,” (2) “the inquiry may be relevant
tothe purpose,” (3) “that the information sought is not aready within the Commissioner's
possesson,” and (4) “the administrative steps required by the Code have been followed[.]"*** The
impad and application of this gandard is discussed in Section I1.A.2 supra.

4. Standards Governing the | ssuance of Administrative Subpoenas

The Attorney General sgned Order 2468-2001 on June 28, 2001, delegating his authority
under 18 U.S.C. 83486 to issue administrative subpoenas to al United States Attorneys and the
Assigant Attorney Genera of the Criminal Division."™® The order also authorizes redelegation of
authority fromUnited States Attorneysto Assigant United States Attorneys asthe particular United
States Attorneys deem appropriate. Asthe Attorney General hasnot dd egated his authority to issue
administrative subpoenas rd aed to healthcare offenses under section 3486(a) to the Director of the
Federal Bureau of Investigation (FBI), the FBI relieson adistrict’s United States Attorney to issue
a subpoena on its behdf.

Attorney General guidelines rd aed toinvestigations, gpplicable to administrative subpoena
issuance, are contained in Attorney General Guidelineson General Crimes, Racketeering Enterprise
and Domestic Security/Terrorism Investigations (March 21, 1989). Regulationsinterna to the FBI
that are rlevant to administrative subpoenaarefound in the Manual of Investigative Operationsand
Guidelines (M10G), Part 11, 10-8,2(1), “Access to Transactiond |nformation: Telephone Toll
Records, Subscriber Listing Information.”

5. Freguency of use and usefulness of adminidrative subpoena authority pursuant to
83486(a)(1)(A)(I)(1).

During cadendar year 2001, United States Attorneys offices issued a total of 2,102
administrative subpoenas in investigations related to health care offenses pursuant to 18 U.S.C.
83486. TheAssistant Attorney General for the Criminal Division isalso authorizedtoissue subpoenas

M350e, e.g., In re Administrative Subpoena John Doe, 253 F.3d 256, 263-4 (6th Cir. 2001) (eval uating
§3486(a) health care offense subpoena authority and referring to standardsestablished in United States v. Powell,
379 U.S. 48, 57-58 (1964)).

1414, (evaluati ng §3486(a) heal th care offense subpoena authority and r eferring to standards establi shed
in United Sates v. Powell, 379 U.S. 48, 57-58 (1964)).

150rder 2486-2001 superceded an earlier order dated April 23, 1997 and issued by former Attor ney

General Jandg Reno. See United StatesAttorney’ sManual, 9-44.200. The new ddegation order ratified all
outstanding administrative subpoenas and any actions taken pursuant tothe previous dd egation order.
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under this authority but issued no such subpoenas during calendar year 2001.

Section 3486 subpoenas have been used to obtain bank/financial institution records, medical
records, cost reports, and other documentation typically requested in those invedigations. In
addition, the use of an administrative subpoena provides a mechanism for information sharing
between the FBI, HHS, and other law enforcement agencies as well as the Civil Divison of the
Department of Judice. Therefore, documents and records obtained under the administrative
subpoena can be utilized both in acivil invedigation and acriminal investigation ssemming from the
samefrauduent scheme. Should the statutory authority provided in 18 U.S.C. 83486 be revoked,
the use of agrand jury subpoenato obtain the same documentswould decrease the opportunity to
share information because of the protedive provisons of Fed. R. Crim. P. 6(e). Loss of this
information sharing capacity would hamper the eforts of the Attorney General to fulfill Congress
intent in providing the authority in HIPA A—to facilitate enforcement of federd datutes related to
hedthcarefraud and abuseand thereby improvethe "avail ability and affordability of health insurance
in the United States.” See H.R.Rep. No. 104-496, at 1, 66-67, reprinted in 1996 U.S.C.C.A.N. at
1869. A grand jury subpoena remains an optionin such investigations, however, and issometimes
utilized when confidentiality is important to the development of the case.

Section 3486 authority hasbeen used in notable health care fraud investigations conducted
by the FBI to obtain records and documentsinmajor U.S. cities from various entities, such as
hospitals, nursing homes and individual practitioners, including medical records, billing records,
and cost reports. Through subpoenaed documents, evidence has been found of fraudulent clams
and false statements such as “upcoding,” which is killing for a higher level of service than that
actudly provided; double billing for the same visit; billing for services not rendered; and providing
unnecessary Services.

The incriminating information obtained via an administrative subpoenain these
invedigations could have been obtained by grand jury subpoena. However, because an
administrative sulpoena can be obtained more quickly and its use avoids the Fed. R. Crim. P. 6(e)
secrecy problems, it is a more flexible investigative tool inhealth care fraud cases. For example,
information obtained by adminigrative subpoenain such investigations may be used not only for
crimind prosecution purposes, but also for negotiaing acivil settlement.

As Congressrecognized in authorizing subpoenaauthority for investigationsrelating to
health care fraud and abuse in 18 U.S.C. 3486(a), the Attorney General’ s allity to combat such
fraud and abuse without this subpoera authority would be hampered.

B. Administrative Subpoena for I nvestigations Rdating to Child Exploitation and
Abuse Investigations, 18 U.S.C. 3486(a)(1)(A)(@)(11), (a)(1)(C)

Theuseof adminigrative subpoenss, in lieu of grand jury subpoenas, has enhanced the ahility of the FBI t
online child exploitationoffenses in an expeditiousmamer. Section 3486 creaed a eedy mechanismto identify
electronic communication services or remote computing services. A timely method was needed because the infor
extremely perishable. Many private and commercid online service providers maintain records on Internet usage k
periods of time, sometimestwo days or less. Although an investigative agency can obtain grand jury subpoenas f
Attorney’ s Officein exigent circumstances onan expedited basis, more commonly, the agency’ s acquisition of gr:
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even weeks. Asaresult, the Internet service provider is often no longer ableto provide the needed infor mation.
authority to the United States Attorneys, the Assistant Attorney Generd for the Crimina Division, and the FBI he
invedigaive process necessary to obtaining informaion that idertifiessubjeds and victimzed children. In additio
investigative information can be particularly important in cases involving the abuse and exploitation of children. S
broader when the informationisobtained by adminigrative subpoena, as opposed to by grand jury subpoena, in v
disclosure of grand jury information under Rule 6 of the Federal Rules of Criminal Procedure.

1. Source and Scope of Subpoena Authority under 18 U.S.C. §3486(a).

The Attorney General or the Attorney General’ s desgnee is authorized under 18

U.S.C. 83486(a) to issue administrative subpoenas for alimited category of information in crimina investigations
por nography, sex abuse and transportation for illegal sexua activity offenses, where the victim was under eighteel
underlying investigation must relate to an act or activity involving aviolation of 18 U.S.C. 881201, 2241(c), 224-
2260, 2421, 2422, or 2423, when thevictimwas aminor who had not attained the age of eighteen years Sectior
information that a governmental entity may request from a provider of electronic communications service or remc
provider receiving a subpoena under section 3486 can be required to disclose only the subscriber or customer’s. (
long distance telephone toll billing records; (4) telephone number or other subscriber identity; (5) length of servic
customer or subscriber utilized, which may be relevant to an authorized law ernforcement inquiry. 18 U.S.C. 834¢
administrative subpoenasto obtain testimony is limited to requiring a custodian of recordsto give testimony conc
authentication of such records. 18 U.S.C. 83486(a)(1)(C)(ii). Administrative subpoenas issued under section 34
require production as soon as possible after service of the subpoena, but not lessthan twenty-four

hours after such issuance. 18 U.S.C. §3486(a)(9).

2. Applicable Subpoena Enfor cement M echanisms

The Attorney General has no authority to enforce an adminstrative subpoena issued under
18 U.S.C. 83486(a). The Attorney General is permitted to invoke the aid of any court of the United States withir
the investigation is carried on or of which the subpoenaed person is an inhabitart, or in which he carries on busine
compliance with the sulpoena. 18 U.S.C. §3486(c). Failure to comply with a court order may be punished
by the court as contempt. 18 U.SC. § 3486(0).

3. Notification Provisionsand Othea Provisons Rdaed to Safeqguarding Privacy | nterests

Title 18 U.S.C. 2703(c)(2) provides that a governmentd ertity receving records from aprovider of electr
remote computing service pursuant to an administrative subpoena requesting the name, address, local and long di.
telephone nunber or other subscriber number or idertity, and length and type of service does not have to provide
addition, 18 U.S.C. 83486(a)(6) dlows an ertity issuing asubpoena under 3486 authority to
obtain an ex parte order preventing the disclosure of the exisence of the summons for 90 days if
the court finds that: there is reason to believe that disclosuremay result in. (1) endangerment to
the life or physicd safety of any person; (2) flight to avoid prosecution; (3) destruction of or
tampering with evidence; or (4) intimidation of potential witnesses. Thisex parte order is
renewable for addtional 90 day period based on a finding that thereasonslisted above cortinue to
exist. 18 U.S.C. §3486(a)(6)(B) and (C).

A governmentd entity issuing a subpoenarequest under this section reated to child
exploitation and abuse investigations is suljed to the limtations placed on the production of
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evidence pursuant to compulsory process, including, but not limited to: (1) 5 U.S.C. 8552a
(Privacy Act) (disallowing disclosure without the prior written consent of the person to whom the
record pertains, unlesspermitted by one of twelve exceptions), with regulations found at 28
C.F.R. Part 16, Subpart D; (2) 5 U.S.C. 8552(b) (Freedom of Information Act exemptions),
Regulations at 28 C.F.R. Part 16, Subpart A; (3) 42 U.S.C. §2000aa-11(a), “Guidelines for
Federal officers and employees,” (relevant when documents are in the possession of third parties,
Regulations a 28 C.F.R. Part 59 (“Guideines on M ethods of Obtaining Documentary M aterials
Held by Third Parties’); (4) 20 U.SC. §1232g(b), Family Educaional Rights and Privacy Act of
1974 (FERPA) (the Buckley Amendment). Reguations are found at 34 C.ER. Part 99. See
Subsection I1.A.3 infra for afurther discussion of extrinsc privacy- protective stat utes and
regulations.

4. Standards Governing the I ssuance of Administrative Subpoenas

The Attorney General has del egated the administrative subpoena power to al United
States Attorneys, the Assstant Attorney General in charge of the Crimina Division, and the
Director of the Federal Bureau of Invedigation. See Attorney General Order No. 2421-2001,
April 5, 2001. The Attorney General’ s order al0 authorized redelegation to Assistant U.S.
Attorneys, Criminal Division tria attorneys, and FBI Specid Agentsin Charge (SACs), Assgtant
Special Agents in Charge (ASACs) and Senior Supervisory Resident Agents(SSRA). Pursuarnt to
the Attorney General’s order, the Director of the FBI redelegated his authority to all SACs,
ASACs and SSRAs on April 31, 2001.

Other intra-agency guidelines relevant to the issuance of administrative subpoenas under
18 U.S.C. 3486(a) include: (1) Attorney General Guidelines on Genera Crimes, Rack eteering
Enterprise and Domestic Security/Terrorism Investigation (March 21, 1989); (2) Internal FBI
regulations found in the Manual of Investigative Operations and Guidelines (MIOG), Part 11, 10-
8,2(1); (3) “Access to Transactiona | nformation: Telephone T oll Records, Subscriber Listing
Information;” MIOG, Part 1, 7-20; and (4) “ Administrative Subpoenas in Child Abuse and Child
Sexual Exploitation Cases’ (publication of section 7-20 ispending revision reflecting amendments
to 18 U.S.C. §3486(a) by Pub. L. No. 106-544).

5. Frequency of Use and Usefulness of Adminigrative SubpoenaAuthority Pursuant to
83486(a)(1)(A) (1) (1)

During calendar year 2001, the United States Attorneys offices issued seventy-one
adminigrative subpoenas and the FBI issued 1,802 administrative subpoenas under this authority.
The Assistant Attorney General in charge of the Criminal Division issued no such subpoenas.

The use of an adminidrative subpoenais an important tool for the investigation of child
pornography/child sexual exploitation investigations. In cases where childrenare at “highrisk”
and/or may be in imminent danger, the execution of an administrative subpoena dlows immediate
requests to be made to the appropriate entity. Furthermore, unlike grand jury materid whichis
protected under Fed. R. Crim. P. 6(e), infor mation gleaned from the service of an administrative
subpoena can be shared with other law enforcement entities without delay. Delay could literaly
mean the difference between life and death for a threatened child. Incontrast, the disclosure
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limitations placed on investigatorsusing grand jury subpoenas may not allow invedigatorsto
share information necessary to the location and apprehension of violent child sexual predators.

The Innocent Images National Initiativeis based on amulti-agency, multi-disdplinary

approach
to investigations. The majority of the investigations concerning child pornography/sex
exploitation of children are managed jointly with the assstance of stateand local authorities.
Without the FBI’ s ability to issue administrative subpoenas to service providersto obtan
information, such as the name, address, local and long distance telephone toll billing records,
telephone nunbers, and the length and types of services of aparticuar subscriber or custoner,
investigations of child abuse/sex exploitation offenses would be sgnificantly hindered and would
not be completed as quickly or as successfully.

C. Secr et Service Preddential Threat Protection Authority to Issue Subpoenaswhere
thereisan “Imminent” Threat to Secret Service Protecteg 18 U.S.C. 83486

@(D)(A)Xii)

1. Source and Scope of Subpoena Authority under 18 U.S.C. §3486(a)

Section 3486 (a)(1)(A)(ii) authorizes the Secretary of Treasury to issue an administrative
subpoena if the Director of the Secret Service determines that a threat against a Secret Service
protecteeis“imminent.” Such an administrative subpoena may compel: (1) the production of any
records or other things relevant to the investigation; and (2) testimony by the custodian of the
things required to be produced concerning the production and autherticity of those things. 18
U.S.C. 83486(a)(1)(B). Adminidrative subpoenas issued under section 3486 may require
production as soon aspossible after service of the subpoena, but not less than twenty-four hours
after such issuance. 18 U.S.C. §3486(a)(10).

2. Applicable Subpoena Enfor cement M echanisms

Subsection (10)(c) authorizes the Attorney Genreral to seek enforcement by requesting an
order fromthe gopropriae United States district court requiring a subpoenaed person or ertity to
appear. Failure to appear may reault in a contenpt order. 18 U.S.C. 83486 (a)(10)(c). A federal
court petitioned to order compliance with an administrative subpoenaissued under 18 U.S.C.
83486 (a)(1)(A)(ii) must review the subpoena under the same criterion applicable to al other
administrative subpoenas issued by federal agenciesin other circumstances.*

3. Notification Provisionsand Othe Provisons Rdaed to Safeguading Privacy I nterests

Subsection (a)(5) permitsthe recipient of an administrative subpoenato seek to modify
the scope of the adminigtr ative demand, or modify any a court nondisclosure order acquired by

1T hesefatorsinclude thefadtorsarticuatedin United States v. Powell, 379 U.S. 48, 57-58 (1964). In
addition, the court mug determinethat the sulbpoena was not isaued in “bad faith” or otherwise condituted an
“abuse of the court’ s process.” |d.
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the government. 18 U.S.C. 83486 (a)(5). Subpoenas issued under 83486 in the course of
invedigating an imminent threat against a Secret Service protectee are subject to all other
limitations placed on the produdion of evidence pursuant to compusory process. See Section
I1.A.3infra for afurther discusson of privacy-protective stat utes and regulations applicable to the
exercise of administrative subpoena authorities.

In evduating the scope of anadminidrative subpoenaissued under 18 U.S.C. 83486(a),
the federa courts apply the principle formulated by the Supreme Court in Oklahoma Press,
generally applicable to executive branch administrative subpoenas, that an adminidrative
subpoena mug be “reasonably relevant” to an agency’s investigation at issue*’ The permissble
scope of an administrative subpoenais, however, "variablein relation to the nature, purposes and
scope of the inquiry."™® In order to satisfy the general reasonableness sandard, the agency issuing
the subpoena, in this instance the department issuing the subpoena, in this instance the Secretary
of the Treasury, must satisfy the court tha: (1) “the investigation will be conduded pursuart to a
legtimate purpose,” (2) “the imquiry may be rdevant to the purpose,” (3) “that the information
sought is not already withinthe Commissioner's possession,” and (4) “the administrative steps
required by the Code have been followed[.]"*** While the specific “imminent threat” subpoena
authority provided under 18 U.S.C. 83486 (a) (1)(A)(ii) has not been exercised by the Department
of Treasury, and therefore has not been addressed directly in federal court, the general gandard
recounted above would presumably goply to an exercise of thisauthority.

4. Standards Governing the | ssuance of Administrative Subpoenas

In order to request issuance of a subpoena by the Secretary of the Treasury under 18
U.S.C. 83486(a)(1)(A)(ii), the Director of the Secret Service must determine that a threat against
a Secret Service protectee is “imminent.” The Director of the Secret Service may issue an
administrative sulpoena under this authority in “an investigation of animminent threat
congdituting an offense under 18 U..S.C. 8 871 or 879 or an imminent threat against a person
protected by the Secret Service under 18 U.S.C. 8 3056 (5) or (6).” See Treasury Directive 15-
58, November 15, 2001. U pon issuing a subpoena under 18 U.S.C. 83486(a) (1)(A)(ii), the
Director of the Secret Service mud notify the Attorney General of such issuance. Where a
finding of “imminence’ is not appropriate, the Secret Service does not seek an administrative
subpoena but proceeds, ingead, through the process of procuring a grand jury subpoena through
alocal United States Attorney’ soffice.

Treasury Directive 15-58 authorizes the Director of the Secret Serviceto redelegate this
authority “in writing, in whole or in part, to the Assistant Director, Office of Protective Research,
who may in turn redelegate in writing, in whole or in part, to the Senior Intelligence

I n re Administrative Subpoena John Doe, 253 F.3d 256 (6th Cir. 2001).

1180kl ahoma Press Publishing Co. v. Walling, 327 U.S. 186, 209 (1946).

91 re Administrative Subpoena John Doe, 253 F.3d 256, 263 (6th Cir. 2001) (evaluating §3486(a)
health care offense subpoena authority and referring to standardsestablished in United States v. Powell, 379 U.S.
48, 57-58 (1964)).
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Officer/Specia Agent in Charge, Intelligence Division.” |d.

5. Freguency of use and usefulness of administrative subpoena authority pursuant to 18
83486(a)(D)(A)(ii)

During calendar year 2001, the United States Secret Service (USSS) issued no
adminigtrative subpoenas under 18 U.S.C. 83486(a) (1)(A)(ii). On November 15, 2001, the
Secretary of Treasury issued Treasury Directive 15-58, properly dd egating the authority for
issuance of administrative subpoenas to the USSS. While delegaion isnow complete, the USSS
intends to use the authority only sparingly, in accordance with USSS understanding of Congress
intent upon granting such authority. The authority granted in 18 U.S.C. 83486(a)(1)(A)(ii) is
essential to the Secret Service' s protective function, providing expedited investigation procedures
in particularly threatening and dangeroussituations particularly where anindividual isen route to
exercise threats made against the President.

V. RECOMMENDATIONS REGARDING NECESSARY STEPSTO ENSURE THAT ADMINISTRATIVE
SUBPOENAS ARE USED AND ENFORCED CONSISTENTLY AND FAIRLY BY EXECUTIVE
BRANCH AGENCIES

The Department of Justice notesthat despite inconsistencies in the formulation of the

many
authorizing qatutes judidal involvement in enforcement ensures a good degree of
fairness-especialy where enforcement actions must be initiated and coordinated by the
Department of Justice. As administrative subpoena authorities are created by separate statutes
differing inpurpose and content, and no significant or conggent paternsemerge from astudy of
these authorities, making any recommendations generally applicable to these various authorities
would be neither prudent nor practicable. Asvarious agencies participating in the gudy referred
to suggediors regarding authority-specific changes, the Department of Jugtice looks forward to
working with Congress and other agencies in the future to evaluate these potential changes.

Tablel

Frequency Report, 18 U.S.C. 83486 Administrative Subpoenas

Authority | ssuing Entity Number of Subpoenas Issued
During Calendar Y ear 2001

18U.SC. Attorrey General Authority 2,102

§3486(a)(1)(A)()(1) Delegated to United States

(Federa Healthcare Offenses) | Attorneys
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18U.S.C. Attorney General Authority 0
§3486(a)(1)(A)(DH(2) Delegated to Assistant
(Federal Healthcare Offenses) | Attorney Generd for the
Criminal Division, United
States Department of Justice
18 U.S.C. Attorney General Authority 1,802
83486(a)(1)(A)()(11) Delegated to Director, FBI
(Federd Offense involving the
Sexua Exploitation or Abuse
of Children)
18 U.S.C. Attorrey General Authority 71
83486(a)(1)(A)(i)(I1) Delegated to United States
(Federal Offense involving the | Attorneys
Sexual Exploitation or Abuse
of Children)
18 U.S.C. Attorney General Authority 0
83486(a)(1)(A)(i)(11) Delegated to the Assistant
(Federal Offense involving the | Attorney Genera of the
Sexua Exploitation or Abuse | Criminal Divison
of Children)
18 U.S.C. 83486(a)(1)(A)(ii) | Secretary of the Treasury 0

(Immirent Threat against
Secret Service Protectee)

Authority Delegated to
Director of the Secret Service
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