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Normal Download Experience
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User Initiates Download
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Ads— Get a Deal On Wireless
Searching for = great
\b"\.l:ﬂy:t Li‘;i;';‘f: = Newss Service = 20 percent discount
st . = Waived activation fee of $35.
= Choice of reduced-rate calling plans.
= Free accessory combo pack
* Free Handset offer
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Security Warning Displayed

Security Warning

2 Internet news - Microsoft Internet Explorer

File Edit Yiew Fawvorites Tools  Help

Do pou want ta install and run "' Ticker Program'

Qe - O - %] & @0 JOsea signed an 11 712003 7:12 PM and distributed by:
Address |:§| hittp: fhoeaens not-a-real-wek-site-1 .camfexam;l
N S Adventure Wiorks
April 14, 2004 channel | Publizher authenticity werified by VenSign Clags 3 Code
Sigring 2007-4 Ca,
Ads—— Get a Deal
i Newe servics a3 Caution: Adventure Works asserts that thiz content iz
L BeoRe = . zafe. v ou should anly install/view this content if you trust
et - E Acventure Works to make that assertion.
. F
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e cool stock ticker!
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Some Common Tricks
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Program Name
More Than Just a Name

Security Warning

Do pou want ta install and run '[after accepting our
licenze agreementz] Program OneProgram Two, free
ad-zupported downloads that dizplay 1] useful
information, and [il] branded adz selected based on
webzites vou view? Click here to read our agreements.
Click ez to accept' zigned on 114 7i2003 7:12 PM and
diztributed by

Litweare Inc.

FPublizher authenticity verfied by VenSign Claz: 3 Code
Signing 2007-4 CA,

Caution: Litweare, Inc. aszerts that this content iz zafe.
“ou ghould only install/view thiz content iF you tust
Litwware, Inc. to make that azsertion.

(] Always trust content from Litweare, Inc.

| Mare Info |
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Pop-Under Exploit
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Do pow want o ingtall and run "'Program A" signed an
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Searching for 3 grest Lucerns Publizhing

bBuy? Take = look at MNewvres Service
what people are

=elling today. Publisher authenticity verified by YeriSign Class 3 Code

Signing 2007-4 Ca,
Browse ads ...

Caution: Lucerne Publizhing azserts that thiz content iz
zafe, v'ou ghould only inztallAview this content i pou toust
Lucerne Puklishing to make that azsertion.

Features
Al

Aricles
Cangratulations

Click here for
cool stock ticks

5

Announcements

Letters to the Editar
Photo Gallery [ Ahways tust content from Lucerne Publishing

Bug Bazh

[ Yes ] | No | [ Mare Infa

archive

|

Copyright 2002

@ > ‘;j Local inkranet

April 19, 2004 Microsoft Corporation



“Cancel” Means “Yes”

2 **|Jpdate*™ Privacy Protection **Update®® - Microsoft Internet Explorer

Eile Edit Wiew Favarites Toals  Help

. A " .I-h|_. N q .
OEack . IiLI ﬂ N, ! Search ‘E_{ Favorites ﬂr‘rﬂecha {E‘*

address ﬂj Hitp: iy not-a-real-web-site-3 comiexample kitm

System Update

Your computer may be recording many or all of your Internet Activites. Personal
privacy protection is possible with a Security Update. Download now and see what

vour computer has and iz recording to your hard drive. Common activities such as:

#* llehsites visited, pictures, videos and movies played, wehsite
cookies and cache. personal information. and much much more may
be actively recording on vour computer.

# Windows iz a copyright of Microszoft Corporation.

This Program and Microsoft are not affiliated.
# Presz the OKAY button to begin your Privacy Protection Update.

Press anywhere on this window to continue_

ﬂ Inkernet
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Faux Security Alert

(really just a picture)

-2 Adware, Spyware, Popups - They invade your privacy and harm your PC. Protect Yourselfl - M... |Z||E|

X

File Edit  Wiew Faworites Tools  Help :,
e Back ~ () |ﬂ @ A /:\J Search ‘i:{ Favoribes @' Media 6‘3 [_\ - :_\; - _J
Address |@ httpdhareey not-a-real-web-site-4 comiexample bl V| Go
e
Security Alert
WARNING: Your computer is being attacked
by Spyware and Adware!
Did you know that by simply eficking on a random popup
ad, your computer may have been infected with D
programs you never authorized?
Download today o get rid of it!
Does your pe¢ look like this ?
DETECTED 0S: Windows XP DETECTED BROWSER: Microsoft Internet Explorer
version 6.0
Chances of you having Adware/Spyware installed: 997
Scan my PC now for free!
)
< >
I@ B Internst
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Don’t Leave Your Front Door Open

April 19, 2004

Internet Options

General| Secunty | Privacy | Content | Connections | Programe | Advanced
Select a 'Web content zane to specify it secunty zettings.

2 O @

[nternet Local intranet  Trusted sites Restricted
gites

Local intranet

": Thiz zone contains al “Web sites that

5 are on your organization's intranet,

-

Security level far thiz zone
Muovve the glider to et the zecurity level for this zone,

Low
- Mirimal zafeguards and warning prompts are provided
- Most content iz downloaded and run without prompts
- All active content can run
- Appropriate for zites that pou absalutely st

’ Cusztam Level... ] ’ Default Lewvel l

[ k. H Cancel ” Apply

l
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Some XP SP2 Enhancements
that Help Address the Problem
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Pop-ups Increase Your Exposure

A - Microsoft Internet Explorer

File Edit View Favorites Tools Help i
- N = & ! . - 4 . | = P T
@Back > &) \ﬂ ig g - Search S 7 Favorites el‘\‘ledla Q“.‘ v Bl L J _& Ii i'i
Address @ hittpaieneny not-a-real-web-site-5.comfexample html w G0 Links
Health | Travel | Driving | Events | Recreation | Hame sarde Waor Toals | Store | Sign In s
2 Microsoft Internet Explorer L=,
FBEE nI"“En' o
Click Here
| H A T
# Notify! Free Trial
alerts by phane
Click here to claim your FREE $50 |
spring Ski Season is Coming - Go Skiing or Boarding!
w

&1 © Internet
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New Popup Blocker

Information Bar provides
Notice and Choice

&1 Microsalt bntarmet Ceplaror =]
B Yew Ppertes Jok el i

s blocked. To see this pop-up or additional options, click here... Show Blocked Pop-0p

PSRRI Alow Pop-ups from This Site...
Turn off Pop-up Blocker

?  Turn off Information Bar for Blocked Pop-ups
‘ : Pop-up Blocker Settings. ..
A"\J

] Information Bar Help
8 Fnter city or LS 7iomssswmroyssmermmrmsrremmer e

T

Right click to get
more options

rrrrrr

local

OR

Do 1T ) © reret
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New ActiveX Blocker

iﬁ] Internet Explorer Devwnload - Microsoft Internet Explorer ::#_:'_E;ﬁ

Fis Edt View Favortes Tooks Help
et - ¥] 2] @0 O seah 5l ravenes ) -~ T B 3
8] hetp: b v a e »

v| fhsexchwed - ) EShoblded ] 0O FEoptens 2
iKl'D!lebpn:Jecl pouE ecunly, [nlemet Explores slopped this ske naim ristalng soltwane on pour computer, Chck hens lor ophons

\WEWS

pril 14, 2004 channel | feedback
gl i ) To help protect your security, Intemet Explorer stopped this site from installing software on your computer. Click here for options...
buy? Take = look =t Hews Service = 20 percent discount

what people are

=zalling today. = Waived activation fee of §35.

= Choice of reduced-rate calling plans.
= Free accessory comba pack
= Free Handset offer

Browse ads ...

Toaures Click here for o Unless download

Sy was user initiated,

e install prompt is

e suppressed until user

s expresses interest
e Copyright 2002 —
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Improved Install Prompts

Cannot overload
= text fields

Security Warning

Do you want ta install and run after accepting our = -
licenze agreements] Program OneProgram Tvwo, free Internet Explorer - Security Warning
ad-zupported downloads that dizplay 1| useful
information, and [il branded ads selected bazed on Do you want to install this software?
webzites vou view? Click here to read our agreements. v
Click ez to accept' zsigned an 114 712003 7:12 Phi and Mame: (after accepting our license agreements) Program CnelP.
digtributed by D : ;
Publisher: Litware, Ine.

Litware, Inc. {3 Always install software from "Litware, Inc."

Publisher authenticity verified by VeriSign Class 3 Code O Never install software from "Litware, Inc."
Signing 2001-4 Ca, (%) Aisk me every time A
Cautior: Litware, Inc. aszerts that thiz content iz safe. @ Fewer options Install ] [ Don't Install

ou zhould anly installview this content if you trust
Litwsare, Inc. to make that azsertion,

9 This bype of file cen harm vour computer. Only install software From publishers
vou brust, How cdn I decide whak software bo install?

[ Always trust content from Litware, Inc.

[ ves | Ho [ Moemio | New

Can choose
“Never Install”
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New Add-on Manager

Manage Add-ons

might prevent some Web pages from working.

Show: | Add-onz currently loaded in Intermet Explarer [ |
MNarne of add-on Publisher Skatus
Enabled
ﬁl [EHIprobj Class Adverture Works Enabled
=
|| research Enabled
@ {53707962-6F74-2D53-2644 -, ., Enabled

< ¢ J

Select an add-on from the list abowve o performn the following actions:

Settings Ilpdate
To dizable an add-on, click it and

Active contral, click it and then " add-on
click Update Activex.

Learn mare about add-ons.

then click Disable. To update an Click here ta update this

V] e Add-onz are programs that extend the capabilities of your Web browszer. Some add-ons can interfere
% with the operation af your browser. 'ou can disable, enable, or update add-ons. Dizabling an add-on

Type

Browser Helper Object
Browser Extension
Browser Helper Object
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User can
Enable/Disable
ActiveX Controls
and Browser
Helper Objects
(e.g. Toolbars)

Neutralize unwanted
software
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