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Detection System

e QuickScan
Fast way of detecting the majority of malware

Registry keys

CLSIDs

Windows

Specific files/directories

Specialized routines for difficult cases

Understands how the malware works, so in many case
installation settings or passwords can be retrieved

e DeepScan
Examines each file on disk, analyzing:

4/27/2004

File Checksums (mathematically secure)
File properties (size, hidden attributes,...)
“Signatures” : Fragments of known malware inside
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Unified Scanning Engine

X-Cleaner - Deluxe Yersion . - -
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Cleaning Inoculate Shredder Pictures Expert Extra l" ﬂ SE LD EK%‘“ Z
‘what ta clean : Scan Exiras Support

~| easily integrated in any website

| Scan for Adware/Spyuware programs

| Protect |E Start Page
Clear Internet Explorer (&)
Delete Internet Explarer - Conkies
Delete Temporary Intemet Files [Cache)

st Windows Policies

| Check for "Messenger Service”
Clear A0L/Compusgerve - cache and cookies
Clear Metzcape [4+4] - cache and cookies
Clear Opera - cache and cookies
Clear ICH - cache and cookies
Clear ICQ 9% - Chat Log
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+ ActualMames

¥ ACKInstall
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+ adGoblin
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¥ BSpam
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| BrowserAid

+ BrowserToolbar

+ Bulla

v CZ.lop

| Clearsearch

+ ClearStream Accelerator
+ ClickTheButton

¥ ClientMan
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Direct access to

Name: Gator
Click for mare infarmation o this prograrm

to anonymously
report the
detection detalls
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User can choose

Detection Details: el

detailed online
background
information

[#] Anonymaously report this to detection server I Remave It H Ignore l |

“Keep or Kill” choice,

per product,
not per file
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Collaborative Detection

éwnload Updates
Send Reports >

Benefits:

 Quickly detect new variants

Central

Database

Analyze
Update
s Operators
\\f -
Submit New data | — | =/
Experts

e Focus on the most import threats
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Individual Support Elosa.

Is this item
Analyze
“good” or “bad” ? x < Udelte
Operators

e Via e-mail, trouble ticketing or live chat

v
N

/ e Operator updates “whitelists” and “blacklists” based on
new items found on the users machine

oLists all active applications
*“Judges” each item

*Can deactivate/kill them
«No local database - New data benefits all users at the same time
*Directly connected to central

detections database

Results visible in (near) real-time
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