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May 1, 2000

Donald S. Clark, Secretary of the Commission
Federal Trade Commission

600 Pennsylvania Ave, N.W.

Washington, D.C. 20580

RE: Request for Safe Harbor Seal Program Status by the Federal Trade
Commission (“FTC”) for the ESRB Privacy Online Principles and
Guidelines for Fair Information Practices under § 312.10 of the Children’s
Online Privacy Protection Rule.

Dear Secretary Clark:

Pursuant to the Children’s Online Privacy Protection Rule (“Final Rule”) announced in the
Federal Register on November 3, 1999 (16 C.F.R. Part 312), ESRB Privacy Online, a division of
the Entertainment Software Rating Board (“ESRB”), respectfully submits the following
application for approval as a safe harbor privacy seal program within the meaning of the Final
Rule §312.10 implementing the Children’s Online Privacy Protection Act (15 U.S.C. 6501 et

seq.).
The following application is divided into three (3) sections:

Section I provides: (i) accompanying commentary regarding ESRB, the establishment of the
ESRB Privacy Online Program and the general services the ESRB Privacy Online Program
offers (Section 1(4)); and, (ii) the full text of the ESRB Privacy Online Principles and Guidelines
for which approval is sought (Section I(B)).

Section II contains a provision comparison chart. As requested, this section provides a
comparative analysis of each provision of §§312.3 through 312.8 with the corresponding
provisions of the ESRB Privacy Online Principles and Guidelines.

Section III provides a statement explaining: (i) how the ESRB Privacy Online Principles and
Guidelines, including the applicable assessment mechanism, meet the requirements of the Final
Rule as requested in §312.10 (Section 11I(4)); and, (ii) how the assessment mechanism and




compliance incentives required under §§312.10 (b)(2) and (3) provide effective enforcement of
the requirements set forth in the Final Rule (Section I1I(B)).

ESRB Privacy Online is pleased to submit this application to the FTC. We look forward to
working with the FTC during your review process and can provide any additional information
that would be helpful to the Commission. We thank you in advance for your consideration.

Respectively submitted,

Marc E. Szafran
General Counse
ESRB Privacy Online
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SECTION I



SECTION I — COPY OF THE FULL TEXT OF THE ESRB PRIVACY ONLINE PRINCIPLES AND
GUIDELINES AND ACCOMPANYING COMMENTARY.

I(A) - Accompanying Commentary.

Introduction

The ESRB Privacy Online Program is an independent privacy seal program that assists
companies in protecting consumer personal information collected online. Our program helps
guard the rights of Web consumers, and the interests of Web publishers, and makes the Internet a
secure, reliable, and private place to share information and conduct business. From our
principles and guidelines for fair information practices, to our policy guidance and statement
creation team, to our Sentinel enforcement mechanisms, we offer the most comprehensive and
effective privacy seal provider service available today.

Background
ESRB Privacy Online is a division of the Entertainment Software Rating Board

(“ESRB™), an independent, self-regulatory entity that has developed a standardized rating system
for all entertainment software, including computer and video games. Established in 1994, today
the ESRB is the nation's leading, non-profit, entertainment software rating body for the
interactive entertainment software industry. As of February 2000, the ESRB has rated over
6,500 titles submitted by over 350 of the industry's leading publishers. Building on the
experience, knowledge, and success of ESRB and ESRBinteractive—another successful self-
regulatory body within the online industry—ESRB launched the ESRB Privacy Online Program
in June of 1999. As an independent, third party privacy seal provider, ESRB Privacy Online
seeks to ensure that consumers’ experiences online are as safe, private, reliable and secure as
possible.

ESRB Privacy Online Program Requirements

Participating companies must adhere to rigorous ESRB Privacy Online Program
requirements, including accepted Principles and Guidelines for Fair Information Practices
(“Principles and Guidelines”). The Principles and Guidelines regulate online information
collection and use practices by requiring participating companies to maintain a commitment to
consumer notice, consumer choice, data access, children’s privacy protection, and data integrity.
Compliance with the ESRB Privacy Online Program requires companies to display the ESRB
Privacy Online Certification Seal on their homepage, all main pages, and any information entry
points where a consumer could disclose their identity or personal information. This ensures that:

» Web users are given clear and simple notice of a site’s information practices;

* Web users have options regarding whether and how their personal information is used;
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» Web users have reasonable access to information about them collected online and have
the opportunity to correct any inaccuracies;

» Web users have assurances regarding the accuracy and security of personal information;
and.

» Parents of children 12 and under can decide whether their child’s information is
collected and how it can be used.

The ESRB Privacy Online Seal

Companies that meet ESRB Privacy Online’s high standards are awarded the prestigious
ESRB Privacy Online Certification Seal — a symbol of integrity and compliance. For the Web
consumer, this seal offers an assurance that the site has adopted an approved privacy policy, that
its stated privacy practices are being implemented as represented in their policy statement, and
that the site submits to ongoing, independent, third-party monitoring and oversight mechanisms.
Each Certification Seal includes a “click-to-confirm” option that automatically links a user to
ESRB Privacy Online’s Authentication Page. The Authentication Page provides consumers with
the ability to confirm that the site with which they are interacting is using a valid, certified ESRB
Privacy Online Certification Seal and that the company is a participant in good standing with our
program.

Policy Statement Creation

Because participating companies must implement and publish privacy statements that
inform consumers about its information practices, ESRB Privacy Online offers services to assist
companies in creating or modifying these critical documents. These services include: (i) an
online privacy statement composition program called the ESRB Privacy Statement Composer;
and, (ii) a Policy/Statement Creation Assistance Team.

If a participating company does not have a privacy statement, the Composer helps a
company create their first draft. This draft can subsequently be customized to meet a particular
business model and unique privacy practices. The Composer provides companies with the
framework for creating a compliant privacy statement that gives consumers notice regarding
information collection practices and demonstrates a meaningful commitment to protecting online
privacy.

Finally, with regard to drafting clear, complete and understandable privacy statements,
ESRB Privacy Online's services also include the provision of a team of legal and business
experts who are trained to help participating companies create compliant privacy policies and
statements. The team is available to work one-on-one with companies to ensure that privacy
policies and statements contain collection and use practices that adhere to all of ESRB's
requirements and that can meet the parameters of most existing business models.
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Sentinel Oversight, Monitoring and Enforcement Services

The Sentine! Program is ESRB Privacy Online’s enforcement and accountability
mechanism; the apparatus that verifies that participating companies comply with their published
information policies. The Sentinel Program is broken down into three distinct parts: The
Sentine] Consumer Online-Hotline, Sentinel Monitoring and Verification, and Sentinel Spot
Checks.

The Sentinel Consumer Online Hotline is a no-cost, online reporting system that allows
consumers to easily and anonymously report possibie privacy violations directly to ESRB
Privacy Online.

Sentinel Monitoring and Verification is the procedure by which specially trained ESRB
Privacy Online Web monitors review the information practices of a participating company,
verifying constant compliance with the Principles and Guidelines. The goal of these reviews is
to assure both the consumer and the participating company that a reliable safeguard exists to
ensure that the company’s privacy policy implementation is accurate, meaningful and effective.

Ensuring this effectiveness is also the purpose of the Sentinel Spot Checks, which consist
of periodic, randomly scheduled reviews of a participating company’s Web site. Spot Checks
involve unannounced audits of a company’s information practices by “seeding” fictitious
information and tracking the results. The Sentine] Program as a whole works hand-in-hand with
our alternative dispute resolution services, together offering truly efficient recourse for consumer
concerns.

Alternative Dispute Resolution Services

The ESRB Privacy Online Program also provides free alternative dispute resolution
("ADR") services to assist in resolving consumer complaints that cannot be adequately addressed
by the company itself. These services include mediation and arbitration administered by an
ESRB Privacy Online certified ADR Officer.

The ESRB Privacy Online Program also requires participating companies to create and
implement an internal dispute resolution system. This process must be designed to fairly and
expeditiously resolve privacy related issues and complaints raised by either consumers or ESRB
Privacy Online monitors. In addition, the ESRB Privacy Program requires participating
companies to submit to the above described ESRB mediation or arbitration of consumer
grievances when issues are not effectively addressed through a company's own internal
mechanisms. In some instances, ESRB Privacy Online, through its ADR Officer, may also play
an intermediary role as a neutral evaluator between the consumer and the participating company.




I(B) — Full text of the ESRB Privacy Online Principles and Guidelines for Fair
Information Practices.

ESRB Privacy Online provides these principles and guidelines regarding the online
protection of personal data for companies that participate in the ESRB Privacy Online Program.
These principles and guidelines serve as the basis upon which participating companies build their
own data protection policies.

1. Notice/Disclosure

Principle: Each participating company must implement and publish a “Privacy
Statement” that informs consumers about its information practices.

Implementation of Notice/Disclosure Principle:

This Privacy Statement must be written in a clear and understandable manner and must state: (1)
what personal identifying information may be collected, and by what means (e.g., directly or
passively); (2) who is collecting the data; (3) how the information may be used, including those
outside the company with whom it may be shared; (4) a statement of the organization’s
commitment to data security; (5) what choices are offered the consumer to customize collection
and use of their information; (6) what opportunities are offered for consumers to access their
personal identifying information; (7) how consumers can ask questions or file complaints; (8)
what steps the organization takes to ensure data quality; and, (9) the consequences, if any, of an
individual’s refusal to provide information.

Privacy statements must be complete and must not contain any unrelated, confusing, or
contradictory information.

Participating companies are required to provide a hypertext link on the first page of their Web
site and at any point on their Web site where personal data is requested.’

' At times, these guidelines distinguish between two classes of personal data, personal
identifying information and demographic data. Personal identifying information, which includes
name, e-mail address, phone number, home address, social security number, driver’s license
number, date of birth, etc., deserves a higher level of protection because it enables direct contact
with the data subject and because the data subject has a greater interest in controlling this
information. Demographic data, which may include age, gender, geographic area, hobbies,
interests, and favorites, only require protection if they can be linked to an identifiable individual.



Participating companies should teach consumers to make informed choices about how they allow
their personal data to be used as they participate in the electronic marketplace. Participating
companies may perform this consumer education themselves, through the trade association, or
industry public service campaigns, or through ESRB’s Privacy Online Program educational
services.

2. Choice

Principle: Participating companies must give consumers the choice to exercise
reasonable control over the collection and use of their personal data.

Implementation of Choice Principle:

Consumers must be provided with simple, easily understood and readily available mechanisms to
exercise choice over the collection and use of their personal data. Such mechanisms may include
opt-in, opt-out, or other equally effective approaches. An opt-in mechanism requires a
participating company to obtain authorization from the consumer before collecting personal data
from that consumer, or before using it in a particular manner. An opt-out mechanism offers the
consumer an opportunity to control certain uses of personal data collected by a participating
company.

The scope of choice that is reasonable, and the mechanism that is appropriate, may vary
according to the sensitivity of the data, whether the data is collected from a child?, the necessity
of the collection or use of personal data for completing a transaction initiated by the consumer,
whether the use contemplated for the data is a secondary use’ or third party distribution, the
burden created by offering choice, the requirements of state or other applicable law, and other
factors.

2 Where a participating company wishes to collect or use the personal data of a child, the
company must provide a reasonable mechanism for parents of the child to consent to the
collection and use of their child’s personal data or consent to the collection and use of their
child’s personal data without consenting to the disclosure of that data to third parties, or refuse to
permit further collection or use of their child’s data.

? Secondary use is use for purposes not directly related to the purpose for which the
information was collected.
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3. Limiting Data Collection and Retention

Principle: Participating companies must limit the collection and retention of personal
data to that which is needed for valid business reasons, and any such data
must be obtained by lawful and fair means.

Implementation of Limitation Principle:

Even if a participating company has a valid business reason to collect personal data from a
consumer, it must only collect that data which is needed for the valid business reason. Where the
consumer is a child, a participating company must only collect that data, which is needed for the
valid business, and such collection and use must be relevant to the Web site activity.
Participating companies must periodically reevaluate whether a valid business reason continues
to exist for collection or retention of certain personal data, and if the valid business reason ceases
to exist or ceases to require the collection or retention of certain personal data, participating
companies must limit their data collection and retention practices accordingly.

4. Data Integrity/Security

Principle: Participating companies creating, maintaining, using or disseminating
records of personal identifying information must take reasonable measures
to assure its reliability and should take reasonable precautions to protect it
from loss, misuse, or alteration.

Implementation of Data Integrity/Security Principle:

Reliable data means data that is accurate, complete, and timely. Reasonable measures to assure
the reliability of personal identifying information may include, among other things, using only
reputable sources of data, cross-referencing data against multiple sources, providing consumer
access to data for purposes of verification and correction, and destroying untimely data or
converting it to anonymous form.

Reasonable precautions to protect data may include, among other things, limiting access to such
data to those employees performing a legitimate business function; technical security measures,
such as encryption or passwords, to prevent unauthorized access; and the storage of data on
secure servers or computers inaccessible by modem.



Participating companies must take reasonable steps to assure that third parties to whom they
transfer such information are aware of these security practices, and that the third parties also take
reasonable precautions to protect transferred information participating companies must obtain
information, including name, address, tax identification number, telephone number and sampies
of material to be distributed. from third parties that buy, rent, or purchase personal data from the
participating company. Because participating companies cannot always control the activities of
third parties, participating companies must notify consumers that they cannot guarantee that third
parties will adhere to the same security standards.

5. Data Access

Principle: Consumers must have the opportunity for reasonable, appropriate access to
personal identifying information about them that a participating company
holds, and must be able to correct, amend, or request the removal of that
information when necessary.

Implementation of Access Principle:

When consumers are offered the opportunity to access the personal identifying information a
participating company holds about them, such access must be meaningful. To be meaningful,
access must encompass timely and inexpensive access to data, a simple means for contesting
inaccurate or incomplete data, a mechanism by which the data collector can verify the
information, the means by which corrections and/or consumer objections can be added to the
data file and sent to all data recipients, and the ability of a consumer to request the removal of
their personal identifying information from the data file.

The reasonableness and appropriateness of access and correction will depend on a variety of
factors. These factors include the burden (e.g., cost) that providing access will place on a
participating company; the nature of the information collected, including whether it is stored
online or offline; the number of locations in which it is stored; the nature of the enterprise; the
ways in which the information is to be used; preservation of information security; and whether
the data is collected from a child.

If a participating company collects data from a child, the company must provide the parents of
that child with the opportunity to review, correct and/or have deleted any and all information
(e.g., personal and demographic information) collected from the child, and to refuse to permit
further collection or use of the child’s information.
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6. Enforcement/Accountability

Principle: Participating companies must implement effective and affordable
mechanisms that ensure compliance with their information privacy policies
and provide appropriate means of recourse for consumers.

Implementation of Enforcement:

Participating companies must create and implement internal processes for ensuring that they
comply with the privacy practices they have adopted. Participating companies must train
personnel in a position to collect data from or about consumers to adhere to the stated privacy
practices. Participating companies must assign specific personnel the responsibility for
monitoring compliance with privacy practices participating companies must create a system of
incentives and/or sanctions to encourage adherence to privacy policies.

Participating companies must also provide verification that the assertions they make about their
privacy practices are true and that privacy practices have been implemented as represented. The
nature and the extent of verification depends upon the kind of personal data with which a
company deals -- companies collecting and using highly sensitive data may be held to a higher
standard of verification.* To this end, all participating companies must on a regular basis review
their record of compliance with privacy practices. However, where the data collected and used is
highly sensitive, verification may necessitate that the participating company hire an outside
auditor to review the compliance record.

Each participating company must also create and implement internal processes affording
consumers appropriate means of recourse for claimed failures by that participating company to
adhere to its stated privacy practices. Appropriate means of recourse include, at a minimum,
institutional mechanisms to ensure that consumers have a simple, effective way to have their
concerns addressed. For example, a participating company must appoint identifiable, accessible,
and responsive personnel to whom consumers can initially bring a grievance. Such personnel
must be given the authority to investigate the grievance and complete this investigation in a
timely manner. Such personnel must be required to submit a written response to the aggrieved
consumer that details the results of the investigation, and should be given incentives to respond
to consumers in a timely manner. If the participating company has not adhered to its privacy

* In this instance, the sensitivity of the data derives from the nature of the data in addition
to whether it can be tied to an identifiable person. For example, credit card information or other
financial information that can be tied to an individual would be considered highly sensitive,
while that individual’s name and address without any accompanying information would be
considered less sensitive.
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practices, consumers must be offered a remedy for the violation. Such a remedy must be
appropriate under the circumstances of the case and may include the righting of the wrong (e.g.
correction of any misinformation, cessation of further data collection from that consumer, or
destruction of improperly collected data) or compensation for any harm caused.

If the consumer is not satisfied with the resolution, participating companies must provide
consumers with a mechanism to appeal initial decisions to higher management levels. Lastly, if
the consumer is still unsatisfied regarding the resolution of a grievance, the consumer must be
referred to ESRB Privacy Online’s Alternative Dispute Resolution Officer.

7. Children

(a) Children Twelve and Under. With regard to the online collection of personal identifying
information from children 12 and under’, participating companies must comply with the
requirements contained in §§ 312.2 — 312.9 of the Final Rule (16 C.F.R. Part 312) implementing
the Children’s Online Privacy Protection Act (15 U.S.C. 6501 et seq.), including the adoption
and adherence to the following guidelines:

(D) a participating company must provide a clear and understandably written privacy
statement of its privacy policies with regard to children that is complete and contains no
unrelated, confusing, or contradictory materials. This privacy statement must include
notice of what information it collects from children, how it uses such information, and its
disclosure practices for such information. This notice must be prominent and readily
accessible to all Web users, including parents and children;

2) a participating company must obtain verifiable parental consent prior to any
collection, use, and/or disclosure of personal information from children, including
consent to any material change in the collection, use, and/or disclosure practices to which

3 It is often difficult to determine the age of a Web site visitor. In adopting these
Principles and Guidelines for children, ESRB Privacy Online recommends that participating
companies operating Web sites or online services directed to children assume their visitors are
twelve or under, unless they have actual knowledge that the visitor is older. Participating
companies operating Web sites or online services appealing mainly to adults may, on the other
hand, assume their visitors are adult, unless they have actual knowledge that a visitor is a child.
Participating companies operating “mixed appeal” Web sites, which are designed to appeal to
both adults and children, should ask the age of the visitor and then apply the appropriate data
collection and use practices. Though requests that Web visitors identify their own age may, in
certain cases, not yield totally accurate results, participating companies may rely on the age
given.
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the parent has previously consented. For example, where a participating company -
wishes to collect personal identifying information that would enable someone to contact a
child offline or where a participating company wishes to post or disclose personal
1dent1fy1ng information to third parties, the company must obtain prior verifiable parental
consent® (opt-in);

(3) a participating company must provide a reasonable means for a parent to review the
personal identifying information collected from a child and refuse to permit its further
use or maintenance;

(4) a participating company must not condition a child’s participation in a game, the offering
of a prize, or another activity on the child disclosing more personal information than is
reasonably necessary to participate in such activity;

%) a participating company must establish and maintain reasonable procedures to protect the
confidentiality, security, and integrity of personal information collected from children;
and,

(6) each time a participating company communicates with a child by e-mail, the participating
company must provide an easily activated mechanism that the child can activate to
prevent the forwarding/receipt of future e-mails.

(b) Children Over Twelve and Under Eighteen. If participating companies engage in
collection of personal identifying information from children over twelve and under eighteen
years of age ESRB Privacy Online recommends that participating companies provide parents
with notice’ of the collection of such information and an opportunity to remove the information
from the site’s database (opt-out).

% Mechanisms to obtain actual or verifiable parental consent must be reasonably
calculated, in light of the available technology, to ensure that the person providing consent is the
child’s parent. Acceptable mechanisms for obtaining actual or verifiable parental consent
include providing a consent form to be signed by the parent and returned to the participating
company by mail or fax; requiring a parent to use a credit card in connection with a transaction;
having a parent call a toll-free telephone number staffed by trained personnel; using a electronic
(digital) signature; and/or using e-mail accompanied by a PIN or password obtained through one
of the verification methods described above. Though none of these mechanisms for securing
parental consent are foolproof, they provide sufficiently high assurance that consent has been
provided by the parent.

A participating company should provide notice in a manner that is likely to be effective.
Notice by e-mail will be considered effective unless the participating company has reason to
believe otherwise.

13



SECTION I1I

14



"uaA1g a3e ay) uo Aja1 Aew saruedwos Suyedionred ‘syynsal ajeIndoe AJ[2)0) p[a14 10U ‘Sased UTRHISD UT ‘Aew a8e umo J1aty) £J1IUapI SI0NSIA gap 1BY) sisanbai

y3noy[,. "saonoerd asn pue uoroajod eyep aeridoidde ayy Ajdde wstp pue 10ysiA oy Jo ae sy yse pjnoOYs ‘UAIP[IYd pue s)npe yioq o) [eadde 03 pauSisap are

yorym ‘sais qap Jeadde paxtw,, Sunesado sorueduros Sunedronted PiIyo e s JOJSIA B Jey) 93pojaouy [enjor oARY oY) SSI[UN ) npE dIe SIONSIA JI3Y} SWNSSE

‘puey Jay3o oY) wo ‘Aewt synpe 03 Kjurew Sujeadde saoratas aurfuo Jo sayls qapn Sunerado ssrueduwos Sunedionied “Japlo S JolIsiA ay) Jey) a8pajmouy| [enjoe

aARY A31]) $S3JUN “I1PUN 10 SA]OM] 218 SIONSIA JISY) SWNSSE USIP[IYS 0} PIIOIIP SAIIAISS SUKUO JO s3I qapy Sunerado saruedwos Sunediomed jey) spuswiwiosas
autuQ AdeALI] YSH ‘UaIpjIyd Joj saurjopinn pue sojdrouriq asoy; Sundope uy “IosIA IS gap © Jo aSe 1)) SUIULIAIEP 0} JNOLIJIP USYO SI 1] .

Sundionand v aaaym ‘a)dunxa 40.] pajuasuod Asnolaa.d soy juaind ayj yorym

01 $221)o0.4d 3ANSOJISIP LO/PUD ‘dSN ‘UO11I2]]0D Y] Ul dUDYD [V1L2IDUL KUD O JUISUOD

Supnour ‘uaapjiyd wodf uonpuLiofur jpuos.iad fo 24nS0JoSIp 40/pUD ‘3N ‘UO122]]0D
dup oy aorad Juasuod pprusvd 21qoifiiea uwiqo ysnw Auvduiod Suyvdion.aod p (z)

ua.p)iy> pup spuapd Suipnyour ‘siasn qay Jjp 01 2191552250 Appa.d pup Juduiuold

a4 ISR 201]0U S ]  "UONDULIOJUL YoNS 40f S20110D.4d 24nS0)OSIP SIT pUD ‘UODULIOfUL

YONS SASN J1 MOY “UPJIYD 104 $102]]0D J1 HOIDULIOJUL JYM JO 201101 dpnjoul

isnu uawiaprs ovardd sty S|l L10101pAIU0D 40 ‘BUISnfiloo ‘Pajp]aiun ou

SUIDIUOD pup 3J21dw00 S 1Y} UAPJ1YD 0] pAvIaL yim $a10170d Aovarid sit fo juawainis
dovarid uapnrim Ajqopupis.iapun puv 4vajo v apraoad jsnu Kuvduioos Sunpdioniod v (r)

:saurpdpIn3 durmoj[oy ay) o) duaIdpe pue uondope ay) Suipnpoui ‘("bas

19 1059 "D°S'1 §1) PV uonadoI AdeALld dUHUQ S udIppy) oY) Sunuomdiduy (71¢ yreqd

WAD 91) Ay [euly dY) Jo 6°7I¢ — 7'71€ §§ ur pourenod syudwaxmbai ayy i Ajdwod
ysnwr sotneduiod Sunedonaed ._,_2:.: PUE 7] UIP[IYd Wol) uoneuwLiojul Sulyyuapr *JOULIIIU 27]) U0 UAAP[IYD Jnoqe pue wo.rj
[euosaad Jo uo1d3][0d duIjuo 3) 0) PAEaX YIIA\ “JIPU[) PUB IA[PMY, UAIP[IY)) (8) | uonevwroyul jeuosyad Jo 2ansopdsIp 10/pue ‘asn
‘HON}II[0 YY) YA UOIJIIUUO0D Ul sIddeLd

Py °L J0 s3de 3Adadap a0 arejun jo uonein3ay €TIE S

$321)0B.IJ UONBULIOJU] 18]
J10j saugpaping pue sajdurig a[ny uonNoIJ Jaquiny

autuQ Adealid QISH AdeALLg auifuQ S, udIpNIyY>d IO]IREIN
Jo uonoag surpuodsario)

"SANITATING ANV S3TdIONRId ININQ ADVARId G¥S3 FHL 40 SNOISIAOYd ONIANOdSIHHOD
JHL HLIM 8°Z L€ HONOYHL €721 €88 40 NOISINOUd HOV3 40 SISATYNY SAILVHVYLINOYD "LHVHD NOSIIVAINOD NOISIAOYd - || NOLLOAS



uared oy) Aq papraoid uaaq sey JUSSUOd Jey} dduRINSSe YSIY AJUaroIns

ap1aoid Koy Joo1djooy are 1uasuod [eyusted FULINDIS 10J SWSIURYIIW 3S3Y) JO SUOU Y3NOY [, "9A0QE P3GLIDSIP SPOYIAUI UONEOIJLISA 313 JO SUO ySnoxy psurelqo

promssed 10 NIJ & £q patuedwodoe [rew-6 Swisn Jo/pue ‘omeudis (jeiSip) ofuonos[e & Susn ‘[ouuosiad pauren Aq pajjels Jaquinu Suoydsys) 9813-[]0) B []ed

juated e SUIABY UOHOBSUR) © YA UOOOUUOD Ul PIed JIPaId & asn o} juated e Suwnbai ‘xej Jo [rew Aq Auedwos Sunedionted sy 03 pawmjal pue juared ays 4q

pausSis aq 0 WO Juasu0d & Furpiaoid apnjouT JuUasUod [ejusaled S[qeIFLIA JO [ENIOR FUTUTRIQO JO] SWSTURYIIUL o[qeidaooy -juared s pliyo oy st juasuod urpraoid
uosiad aip Jeys 2nsus o) ‘A30[ouyds) sjqe[reae ays Jo JYSI] UT ‘paje[no[es A[qRUOSEI] 3q ISNW JUISUOO [ejusled S]qRF1IGA 1O [ENJOE UTEIQO O) SWISTUBYIIN

SJID-2 24ninf f0 d1202.4/SUIPADMAOf 3Y] JUdAdAd 01 3IPANIID UDI PlIYD
a1 JY] WSIUDYOIUWL P2IDALJID AJ1SDI Ub ap1aod jsnu fupdwiod Suipdioljiod
a1y ‘1pw-a £q pyo v yim sappounuuod dupdwios Sunpdioniod v aulll Yova 9)

‘pup ‘Udppyd wof
Ppa192]102 uonpuLofis jpuosiod fo (14811 pup ‘A1andas ‘A pruapyfuod ayy joap04d
01 $24np2204d 2]qDUOSD .4 UIDIUIDIL PUD YSI]qDISD JSnul Aupdiod Suyodionnd v (c)

“‘Anangop yons up 2w dionavd 03 Aipssadau AJGpUOSDaL ST UDY] UODULIOfU]
puos.ad 240w Sursojosip pliyos ay1 10 (141100 Layj0UD 40 ‘2z14d D J0 Suraffo
atyy ‘2und v wy wonpdn.wd s, pyd  uoYIPUod Jou jsniu Aupdutod Sunyvodionivd v (r)

‘oupuajuIDIL A0 ISN
dau1nf )1 juuaad of asnfad pup pliyd v o4 padajjod uoyviuiofur Surdfyuapt jpuosiad
a1y} ma142.4 01 Jua.od v 40f SUDa 2]qD1OSPL D ap1aod jsnu Auvduiod Bunypdionand v ()

‘(u1-1do) 1zuasuos uaind 1orid

11qo 1snu Kupdwiod ayy ‘sanapd p.anyy oy uorpuriofur Jurdfijuapy jpuosiad as0josip
10 3s0d oy saysin dupduios Sunpdionand v a4aym 40 2ulffo piyo D JODJUOD 0] dUOUOS
a1qpia ppnom yj uoypiiofin Susfinuapr [puostad 102110 0y saysin Aupduiod

16



‘[enpIAIpUl S]qELHUSP! Ue 0}

pajuif aq ued A3t 31 uonosjoid onnbax A[uo ‘sayioae) pue ‘siselojul ‘sarqqoy ‘eare oryderSoas ‘ropuad ‘ade apnjour Aew yoiym ‘ejep orydesSowsq -uoneULIOjUL

s1y) 3urpjonuos ui jsa1aqul 1ajeald e sel 10afqns eyep iy asnesaq pue 102[qns BIep Sy YIIM J0RIUED JIAIIP SI]qeUS I1 asnedaq U01199101d JO [9A3] 19YSIY B SIAISIP

019 “Y1iq JO 3)ep ‘IIQUINY JSUIDI] S JAALIP “JoquInu AJLINDAS [B100S ‘SSaIppe awoy ‘Jequinu suoyd ‘SSaIppe [Iew-3 ‘Qued Sapnjaul Yolym ‘uoneuwiojut Surjnuspi
[euosiag "erep olydesSowap pue voneuLioju Jurdjnuapt [euosiad ‘ejep [euosiad Jo sasSE0 0M) U22M13q YSINSUNSIP SAUIPING 353 ‘SOUMN 1Y,

‘2op]djayoiu 2110419312 ay) U1 2jpdion.nd Ay} sp pasn aq 03 vIvp [pU0S4d 412Y] MOJID
Ad11 w0l 10D $2010140 patLIOfil ayDIL O} SIAUNSUOD YOD3] pInoys Saiupdiod Julididonao g

[ Paisanba. s1 pjop jpuosiad a1aym 118 qa g 412y7 uo yutod Aup v pup ans qa
A121) f0 23pd 15.01f 2141 10 yu1] 3x21.42dAY D ap1ao4d o) paainbad a4 sa1upduos Jurpdio g

“UONIDULIOfUT AL0JOIPDAIUOD
40 ‘Bu1snfit0d ‘pajpaun Aup uwiHod jou Isnut pup 212]dwoo aq jsniu SpuwaIvIS Aovatig

‘uonvu4ofi ap1aoad o) [psnfad s, [onpraipul up Jo ‘Auv 1 ‘saouanbasuos

a1 (6) ‘puv ‘Ajppnb pipp a.ansua 01 sayvy uoypzIUY3.10 ayy sdays wym (9) ‘snuvjduiod

a1f 10 suonsanb ysp upd si21NSUOI Moy (7) ‘uonpuiofur uidfiruap [puosiad 412y] SS200D

0} SL2UNSU0D A0f pa4afJo a4p sarunjioddo jpym (9) ‘uorpuLiofur 412y1 Jo asn pup 1o01122]]0
IZUUOISND O] JDUNSUHOD 1) PaLIJJO 24D 32101 IYM (C) ‘AJ14ND3S DIDP 01 JUIULIUUIOD

S, HOyDZINDBA0 21y) JO JUdWAIDIS D (p) ‘padvys aq Avut 11 woym ynum Qupdwoo ayy ap1sino asoy;
Buipnjour ‘pasn aq Avut wonvuLioful ayy moy (€) ‘vivp ayp Su11oajoo st oym (7) (djaarssod 10
Appoa.aip *3°3) suvawu oym Aq pup ‘pa122j)0o aq Avw uoypuiofur Surdfijuspr jpuostad jym (1)
J2IDIS JSALL PUD ADUUDIU 3]qQDPUD]SAIPUN PUD dD3D D Ul UDIJIIM 3G ISt JUDUIDID]S AODALA] STY |

:ajdouta g 24nsojos1(J/a310N Jo uoypyuaalduy

*sa0ndead wonvULIOJUI §)1 JNOQE SIIWNSUOD SWLIOJUY JBY) JUIUWI)E)S
Loeanrg,, v ysignd pue juswsjdur jsnw Luedwod Sunedppaed yoey pdung

AINSOPISI([/AMON [

pup
‘onoqe (v)(z) § uadppy) 22§ dNON vTie§

17



"Pa193][0d Sem UONBULIOYUT 3y} Yorym 10y asodmd atpy 0) pajejai Aoaxp jou sasodind 1o asn st asn A1epuodoss

"BJEP § P[IYD JI9Y) JO 3sN IO UO1I3[[00 Jaymny juwed 03 asnJal 10 ‘sariied pays 0} BIep Jeys Jo 3InSo[osip 3y}
0l m:::om:oo moyim eyep feuosiad s plIyo 11941 JO IsN pUE UONIS[[02 SY} 0] JUISU0D 10 ejep [euosiad s piIyo Ny} Jo 3N pue UONI[[0d BUf) 0} JUISUOD 0) PIIYd 3L}
Jo syuated Joj wstueydaw o[qeuoseal & opiaoid snu Kuedwos oY) ‘pjiyd € Jo erep feuosiad oy asn 1o 193]{00 03 saysim Auedwod Juredionted e a1oyM |,

'$.40100f 43110 pup ‘Mo] 2]qpo1yddp

12110 10 2j0}$ Jo Sjuatua.nbad aiyy ‘20104 Buiaffo Aq papa.o uspng ayy ‘UOHNQGLISID

Apaod pag) 40 _asn Aippuodas v s1 DIDP 2yl L0f pIDIAULIIUOD ISN dY] 42YIIYM UDUNSUOD

a1y1 Aq pajpijrui :o:ucwtch v Sunapdioo 1of vivp puosiad fo asn 10 u01102]100 Y1 fo AJ1sS209U
ay1 * pliy2 b wof pajoajjod s1 vjop aiyi Jay1aym ‘DIop 2y fo ANANISUAS 243 0] FUIP40IID

ALava Avut ‘apo14doaddp s1 joyy WSIUDYO 1) pUD ‘2]qQDUOSDA S1 1Y) 221040 Jo 2d0OS 2y ]

‘Auvdwoo uripdionind v Aq pa12a)j0o vipp
putos.ad Jo sasn uip1.4a9 1041109 01 Ajiunpioddo up L2unsuod ayy safJo wstuproaw mo-jdo uy
wtouup Ano1LApd v Ut J1 SuIsn 2.40f3q 40 ‘A2unsU0d 1oyl wo4f vIvp [puosiad 3uda]]0d 240f2q

LDUASUOD Y] WO uoDZLIOYINY UIDIQO 03 Aupdiuod Bunpdioniod v saunba. wstuvydau
ur-pdo uy sayovo.ddp aa1joaffa Ajppnba 4a1y30 40 mo-1do ‘ur-pdo apnjout Aowt swSIUDYIWU
Yong ‘DIop (pU0SA2d 413Y] JO ISN PUD UOIIIIJ]OD Y} 4240 2010YD ISI1D42XD O} SUISIUDYIU
a1qupap A1ppa.d pup poojsiapun Aj1spa ‘ajduas yum papiaodd aq jsnu SLIUNSUO))

:adiourag aoo0y?) Jo uonvyuawua|duty

‘g1ep [euos.aad J191)) JO IS PUE UOHII[0D ) JIA0 [0.1)U0D IrUOSEIL

IS1213X2 0) III0YI IY) SIWNSU0I JAIS Jsnm sdruedwod Supedniey dpdulg
aloyy g
pup
‘anoqe ‘()(z)(v) - 0)(L) §§ uaipiyD 228 JUISUOI [ByUdIE]

"SAD1ALDS JDUOIIDINPI WUDAB04 ]
aunu() Aovardg S, ST ydno.yy 10 ‘suivdiupd ao1a4as onyqnd Agsnpur 40 ‘UOIDIIOSSD
apD.1) 3iy) YSNO.LY) 'S24)2SWAY) HONDINPD LPUNSUOD SHf) uLiofiad Avw saupdiuod unpdiogiod

1R



'SPADPUDIS (1141225 UDS 2Y] 0F 242YpD 1M Sa13.0d pA1Y) DY) 223UuDADNS JoUUDD LoY] DY}
$401ms102 Afijou jsnu sarundwiod Sunppdidyand ‘saipad paiy} Jo say1a10D 2yl j041U0D SADMID
jouttvd satuvdwod Juypdioiand asnvaag Auvduos Sutipdionavd ayy wo.af vivp uosiad
asour.nd 10 ‘Jua4 ‘Anq yoyy sanaod p.ay wo.af ‘pamqrisip aq o3 jpridu fo sajduns pup
A2quuni 2uoydaja) Usquiny HOIYiIUP! XV] ‘SSaAPPY ‘duu SUipn]oul ‘UoOnDULIOfUI 11DIGO
s so1unduion unpdidn.and wonvuLioful patiafsuv.ay 19210.4d o1 suonnvoaid a]QpUOSDaL YD}

os)v san4vd p.yl i 1Y) puv ‘s2011o04d (1nO3S 251 JO PMD 34D UOHDULIOfUI YIRS LfSUD]
Aoy woym o) sannand p.a1y} 1oy} 2.4nssp o} sdajs 2)qpuosva. aypy 1snu sarupduwod Suyppdiongap g

‘wapout Aq 2]q18$2000Ul SAINALOD 40 $42443S 2.4n22S UO DIVP JO

2BD.10]S 21y puD !$5200D PIZILOYINDUN JUINIAA 0] ‘Spiomssod 40 uoydAioua sp yons ‘sanspawu
A11.ndas [po1uYd27 ‘uonounf ssauisnq appun13a) v Suruiofiad saadojduta asoyy oy vipp yons
01 §S200p Zupiuyy ‘s3utyy 42410 Suoup ‘apnjour Avw vivp 19230.4d 0] suoNPId 3]qLUOSDIY

uLIof snowduoup oy 11 3u11a4u02 40 vivp Ajauigun

Burdo.1sap pup U01102..103 puv UOIVIYi424 Jo sasodund 4of vIDp 01 SS200D darunsuod Suipraosd
'§204n0s ajdiyni 1511030 vIVP SUIOUDAf2.4-SSOAD ‘DIDP JO S204n05 2]qvInda.l Ajuo Suisn

‘s3unyy 1a110 Suowp ‘apnjout Avw uoyputiofur Surdfiuapr ppuostad fo A1j1qoiga. dyp 24nsso

01 $24nSVAU 2]qPUOSDIY “AJaui1) pup ‘212]dwI0D ‘3IVANID §1 IDY] DIDP SUDIW DIDP 2]qDI]IY

:a)d1ouraJ A1andaS/AL3aruy pipq Jo uoyvuawaduy
"UONBII)[E IO ‘ISNSI ‘SSO] W0y 31 133)0.1d 0)
swonnedud sjqeuoseal 3¥e) pnoys pue HIIGRIR.A §)I JINSSE 0) SAINSLI

3[qruosea. 3ye) Isnw uonewLIojul suldynuopl [euostad Jo sprodax
uneunuassip 1o suisn ‘Surmreyurew ‘uneasd satuedwod Sunedniiey ddoug

Lmaag/Aagauy vyed §
pup

‘aa0qp (¢)(v), puv (v)s §§ uaippry) sag

‘PI1Yd € £q papiaoad uoneuriojur
jeuos.aad ma143.1 0 Juaded Jo sy

971¢§

19



"UoNEBIIN[E L0 ‘dsasiu ‘ssof woaj ) 3d3j304d 0}

suonnedd.ad sjqeunosea. dye) pjnoys pue AJ[IGeIAI S}1 AINSSE 0) SAINSLIU

3](euosea.t e} )smu uonewIojur SmAynuapi [euossad jo spaodos
BupeunuassIp 1o guisn ‘guiurejurewr ‘guneard sstuedwod Junednieg :pdpunyg

LAumdag/uadaug eye v
pup

faaogqo “(S)(v)(1) ‘()L §§ uaapjry) 225

“HAAPJD WI0dY PIYII[[0d UonEULIoUI [EuosIad
Jo Kiadayur pue ‘£31andas ‘Qrenuapuo)

A13u1p.10000 s2017004d

UONU21.4 PUD 101]D3]]0D DIDP A13Y] 1] 3snu satupdiuod Sunpdioiand ‘vipp jpuos.dad uiplia0
Jo uonuaja. 10 011921102 Yy 2.41nba.1 01 S2SD2I 40 JS1X2 O] SISDII UOSDD.L SSUISNG PIIDA Y]

J1 pup ‘vipp |puos.tad U142 f0 UONUIIAL 40 HO1JDD]]0D 40f ISIX2 O] SINUIIUOD UOSDA.L SSUISNG
PIDA D adifjaym ajpnpada4 Ajpoiporiad jsnw sarupdiwod 3unpdionaod A1a1jop aj1sqam

211 O JUNA2]24 3q JSNIU 2SN PUD UOJII]]0D YINS PUD SSAUISNG P1IDA Y] 10f papaau

1 yo1ym piop vy 1231102 Aquo jsnut Aduvduiod Sunpdidniod v PiYyo v S1 L2UWNSUOD Y]
24214 UOSD2L SSIUISNG PIDA Y] AOf Papaau S YIIYm DIDP oY) 192110 AJUO SR J1 ‘4DUINSUOD
p wo.f pipp (puosiad 122102 03 HoSDa.4 SSauISNG p1ypa v soy Aupduiod Surpdioniod v fi uaag

rapdiourag uonpnu T Jo uoypuatuaduy

‘SUBIWI 11BJ pUR [njare] Aq pauie)qo 3q jsnu v)ep yons

Auv pue ‘Suosedd SSIUISng pijeA 10j PaPaIau si Yorgm ey} o} gjep [euos.aad
JO UONUIAI PUE WONPII[[0I 3} | ysnw satuedwod unedidnaeg duyg
UONU)IY puE UONIIN[0)) BIB([ SunIwyy ‘¢

pup

faa0qp “(p)(0)(,) puv (v), §§ uaippny) 225

‘uoryenLIojuy
euos.iad jo uonddfod uo uonedon.ed
S Py & Suraonipuod ysuregde uoniqryoiq




5

SPAOPUD]S AJLINDAS 21UDS a1f] 0] 242YpD |Jim Sa1dpd pawy) 1oy1 aa1upapnd jouund day1 oY)
suauunsuod fuyou ysnw sarwdiod Juppdioiad ‘sargavd paiyy fo $a11a1100 ay1 1041100 S{omp
1ou1n) sarupduod Junpdion.and asnvoag Aupdwood Sunpdioniod ayp wof viop jpuosiad
asoipo.and 140 Mo ‘Anq oyi sanawd panyy wodf ‘panqrisip aq oy priaiou fo sajdups puv
A2quunit 2uoyda]ay ‘A2quiny UODIYIUIPT XD] ‘SSaPPD ‘DU SUIPR]IUl ‘UODULIOUI UID]GO
1sntu sarundinod Suppdidnwd uonpuioful paiafsup.y 102104d 03 suo1npra4d 2)qpuOSDL 2YD]
0SD sa11.40d paigy ay1 oy} pup ‘Sa01300.4d (3141228 3SaY] O 3DMD 24D UOLDULIOfUL YINS fSUDA]
Ao1y) woym 03 sanavd paryi oy aanssp 0y sdajs 2jqpuosva. aypvy Jsnw saiupduiod Suripdidoavd

wapou Aq 21q1s2000u1 S42INAUI0D L0 $434438 241328 1O DIDP JO

a30.101S 21§] pUD $S200D paziioyinoun juaaasd o] ‘spiomssod 10 uonddLiona sp yons ‘sanspau
1141228 po1uydy ‘uonounf ssauisng appwinda) v unuiofiad saadojdiua asoyy o1 bip yons
01 82000 Zunnuiy ‘s3uyy 42y10 Suowp ‘apnjoul dvu pIp 193104d 07 suoyNDI4d 2]qLUOSDIY

‘w40 snowduoup oy 31 3u11434100 L0 PIVP A]1uLiun

Bur0.4182p pup ‘1011224400 pup HONPIIf1424 f0 sasod.nd 10f vipp 01 $S200D L21INSU0D JUIp1aod
‘$20.4n08 d)dniu 3P LIPP S11OU12f2.1-SS0.4D ‘DIVP fO S20.4M0S5 21qVINdL AJUO SUISN

‘s3uyy 42110 uowp ‘apnjory Avut uorpuLiofir Surfijuapr jpuossad fo A1]1qp11a.4 21] 24nSSD

0] $2.8021U 2]QPUOSDIY “AJa1u1) pup ‘212)d110D ‘2IDNIID S1 VY] DIDP SUDIUL DIDP 2]qD1]2Y

2pddurs g Aranoag/Gradajuy vip Jo uonvuawajduy




SECTION III

22



SECTION III — STATEMENT EXPLAINING: (i) HOW ESRB PRIVACY ONLINE PROGRAM
REQUIREMENTS, PRINCIPLES AND GUIDELINES FOR FAIR INFORMATION
PRACTICES, AND APPLICABLE ASSESSMENT MECHANISMS MEET THE
REQUIREMENTS OF THE FINAL RULE; AND, (ii) HOW THE ASSESSMENT
MECHANISM AND COMPLIANCE INCENTIVES MEET THE REQUIREMENTS OF THE
FINAL RULE.

III(A) - How ESRB Privacy Online Program requirements, Principles and Guidelines for
Fair Information Practices, and Applicable Assessment Mechanisms Meet the
Requirements of the Final Rule.

ESRB Privacy Online Principles and Guidelines and applicable assessment mechanisms
meet and exceed the requirements of the Final Rule as requested in §312.10. The Principles and
Guidelines themselves were drafted based on Federal Trade Commission endorsed Fair
Information Practices, the Children’s Online Privacy Protection Act, and the specific
requirements set forth under the Final Rule. Each provision contained in §§312.2 through 312.9
of the Final Rule can be matched with a corresponding provision within the ESRB Privacy
Online Principles and Guidelines (Please see Provision Comparison Chart, Section II, herein).
The scope and substance of the Principles and Guidelines were drafted to encompass the same,
or substantially similar, criteria delineated in the Final Rule and in generally accepted online fair
information practices. As a result, participating companies that follow our privacy program are
required to implement policies and procedures that provide the same—and in many cases
greater—protections for children and all Web users as those contained in the Final Rule. For
example:

Defined Terms. With regard to §312.2, in addition to the existing defined terms found in the
ESRB Privacy Online license agreement, the definitions of each term set forth in §312.2 of the
Final Rule are also contained in the Agreement. As a result, all participating companies are
required to interpret these terms in a manner consistent with the definitions of §312.2.

General Requirements. Under §312.3, the Final Rule sets forth five (5) general criteria to
ensure that no operator of a Web site or online service directed to children, or any operator that
has actual knowledge that it is collecting or maintaining personal information from a child,
collect this personal information in a manner that violates the Final Rule. Specifically, §312.3
states that an operator must:

(D) post a privacy statement on their Web site of what information the company

collects from children, how the company uses such information, and the
company’s disclosure practices for such information;
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(2) obtain verifiable parental consent prior to any collection, use, and/or disclosure of
personal information from children;

(3) provide a reasonable means for a parent to review the personal information
collected from a child and to refuse to permit its further use or maintenance;

4) not condition a child’s participation in a game, the offering of a prize, or another
activity on the child disclosing more personal information than is reasonably
necessary to participate in such activity; and,

(5) establish and maintain reasonable procedures to protect the confidentiality,
security, and integrity of personal information collected from children.

Under our program requirements and Principles and Guidelines, ESRB Privacy Online
requires that these exact same standards be met. In addition, ESRB Privacy Online also requires,
generally, that all participating companies comply with the following Principles:

e Notice/Disclosure - each participating company must implement and publish a complete
“Privacy Statement” that informs consumers, in a clear and understandably written
manner, about al// its information practices;

e Choice - participating companies must give consumers the choice to exercise reasonable
control over the collection and use of their personal data;

e Limiting Data Collection and Retention — participating companies must limit the
collection and retention of personal data to that which is needed for valid business
reasons, and any such data must be obtained by lawful and fair means;

e Data Integrity/Security - participating companies creating, maintaining, using or
disseminating records of personal identifying information must take reasonable measures
to assure its reliability and must take reasonable precautions to protect it from loss,
misuse, or alteration;

e Data Access - consumers must have the opportunity for reasonable, appropriate access to
personal identifying information about them that a participating company holds, and must
be able to correct, amend, or request the removal of that information when necessary;

e Enforcement/Accountability - participating companies must implement effective and

affordable mechanisms that ensure compliance with their information privacy policies
and provide appropriate means of recourse for consumers; and,

24



L

i

Y

e Children — participating companies must comply with the requirements contained in
§§ 312.2 - 312.9 of the Final Rule (16 C.F.R. Part 312) implementing the Children’s
Online Privacy Protection Act (15 U.S.C. 6501 et seq.).

As the Principles and Guidelines demonstrate (Please see Section I(B), Principles and
Guidelines, herein), the implementation of the Principles results in a more comprehensive scope
than summarized above, including strict requirements regarding standards, implementation and
the general administration of the Principles with regard to a company’s information collection
practices. In total, these Principles and Guidelines meet and exceed the requirements set forth in
§312.10. For example:

Notice. With regard to Notice, the ESRB Privacy Online Program meets the Final Rule’s
requirements by setting forth the same criteria as described in §312.4. In addition to these
requirements, the Principles and Guidelines require that participating companies publish a
privacy statement that states: (1) what personal identifying information may be collected, and by
what means (e.g., directly or passively); (2) who is collecting the data; (3) how the information
may be used, including those outside the company with whom it may be shared; (4) a statement
of the organization’s commitment to data security; (5) what choices are offered the consumer to
customize collection and use of their information; (6) what opportunities are offered for
consumers to access their personal identifying information; (7) how consumers can ask questions
or file complaints; (8) what steps the organization takes to ensure data quality; and (9) the
consequences, if any, of an individual’s refusal to provide information.

ESRB Privacy Online’s Notice Principle also requires that statements must be complete
and must not contain any unrelated, confusing, or contradictory information. Participating
companies are required to provide a hypertext link on the first page of their Web site and at any
point on their Web site where personal data is requested.'* The ESRB Privacy Online License
Agreement also contains provisions that regulate the placement, size, and operation of the link.
Specifically, under §2.4, the Agreement states:

3 At times, these guidelines distinguish between two classes of personal data, personal
identifying information and demographic data. Personal identifying information, which includes
name, e-mail address, phone number, home address, social security number, driver’s license
number, date of birth, etc., deserves a higher level of protection because it enables direct contact
with the data subject and because the data subject has a greater interest in controlling this
information. Demographic data, which may include age, gender, geographic area, hobbies,
interests, and favorites, only require protection if they can be linked to an identifiable individual.
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2.4

The Mark

(a) At Licensee'’s discretion, Licensee shall display either: (i) Version
1 of the Mark (“click-to-Privacy Statement” seal, see Exhibit A); or, (ii)
an alternative graphic supplied by ESRB Privacy Online (“alternative
graphic”), on the first page of its Web Site, Main Pages of its Web Site as
defined and designated by ESRB Privacy Online, and any other page
within Licensee’s Web Site where a User is requested to provide Personal
Identifying Information. Such placement shall be in a location, format,
and manner selected by Licensee in its reasonable discretion and
reasonably approved by ESRB Privacy Online. Licensee shall not alter or
cause or authorize the alteration of the Mark or of the alternative graphic
in any manner whatsoever without the express prior written permission of
ESRB Privacy Online and shall match the size of the Mark displayed upon
Licensee’s Web Site with the Mark on Exhibit A, or, in the event Licensee
displays the alternative graphic, then, Licensee shall match the size of
such alternative graphic to the exact dimensions specified by ESRB
Privacy Online, which dimensions shall in any event be no larger than the
Mark’s dimensions. The placement of such Mark or alternative graphic
shall be subject to ESRB Privacy Online’s reasonable approval. Such
Mark or alternative graphic shall be part of a graphical user interface
and shall activate a hyperlink that shall directly access Licensee’s Privacy
Statement.

(b) Licensee shall display Version 2 of the Mark (" click-to-confirm”’
seal, see Exhibit B) on the first page of its Privacy Statement in a location,
format and manner reasonably prescribed by ESRB Privacy Online.
Licensee shall not alter or cause or authorize the alteration of the Mark in
any manner whatsoever without the express, prior written permission of
ESRB Privacy Online and shall match the size of the Mark displayed upon
Licensee’s Web Site with the Mark on Exhibit B. The placement of such
Mark shall be subject to ESRB Privacy Online’s reasonable approval.
Such Mark shall be part of a graphical user interface, provided by ESRB
Privacy Online, and shall activate a hyperlink that shall directly access an
ESRB Privacy Online server for authentication purposes.

(c) Licensee shall provide ESRB Privacy Online, within ten (10)

business days of Web Site certification by ESRB Privacy Online, with the
URL(s) of the Version 1 Mark(s) or the alternative graphic and must
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provide ESRB Privacy Online with five (5) business days notice, as set
Jorth in Section 13.0, herein, prior to changing such URL(s).

(d) If Licensee engages another party to provide hosting services for
Licensee’s Web Site, Licensee is responsible for ensuring such party
displays, as the case may be, either Version 1 and 2 of the Mark or the
alternative graphic and Version 2 of the Mark as set forth in this
Agreement.

Under the Notice Principle, participating companies are also required to teach consumers
to make informed choices about how they allow their personal data to be used as they participate
in the electronic marketplace. Participating companies may perform this consumer education
themselves, through the trade association, or industry public service campaigns, or through
ESRB’s Privacy Online Program educational services.

Parental Consent. With regard to parental consent requirements, the ESRB Privacy Online
Program also meets and exceeds the requirements in the Final Rule. Participating companies
must comply with the requirements contained in §312.5 by obtaining verifiable parental consent
prior to any collection, use, and/or disclosure of personal information from children, including
consent to any material change in the collection, use, and/or disclosure practices to which the
parent has previously consented. Mechanisms to obtain actual or verifiable parental consent
must be reasonably calculated, in light of the available technology, to ensure that the person
providing consent is the child’s parent. Acceptable mechanisms for obtaining actual or verifiable
parental consent include providing a consent form to be signed by the parent and returned to the
participating company by mail or fax; requiring a parent to use a credit card in connection with a
transaction; having a parent call a toll-free telephone number staffed by trained personnel; using
a electronic (digital) signature; and/or using e-mail accompanied by a PIN or password obtained
through one of the verification methods described above. Though none of these mechanisms for
securing parental consent are foolproof, they provide sufficiently high assurance that consent has
been provided by the parent.

ESRB Privacy Online exceeds the requirements in §312.5 by requiring that participating
companies give all consumers the choice to exercise reasonable control over the collection and
use of their personal data. Consumers must be provided with simple, easily understood and
readily available mechanisms to exercise choice over the collection and use of their personal
data. Mechanisms may include opt-in, opt-out, or other equally effective approaches. An opt-in
mechanism requires participating company to obtain authorization from the consumer before
collecting personal data from that consumer, or before using it in a particular manner. An opt-
out mechanism offers the consumer an opportunity to control certain uses of personal data
collected by a participating company.
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The scope of choice that is reasonable, and the mechanism that is appropriate, may vary
according to the sensitivity of the data, whether the data is collected from a child"®, the necessity
of the collection or use of personal data for completing a transaction initiated by the consumer,
whether the use contemplated for the data is a secondary use or third party distribution, the
burden created by offering choice, the requirements of state or other applicable law, and other
relevant factors.

Right of Parent to Review Personal Information Provided by a Child. In addition to
requiring that the same criteria be met as contained in §312.6, ESRB Privacy Online also
requires that all consumers have the opportunity for reasonable, appropriate access to personal
identifying information about them that a participating company holds, and must be able to
correct or amend that information when necessary. As stated in the Principles and Guidelines
(Please see Principles and Guidelines, Access; Section I(B), herein), when consumers are
offered the opportunity to access the personal identifying information a participating company
holds about them, such access must be meaningful. To be meaningful, access must encompass
timely and inexpensive access to data, a simple means for contesting inaccurate or incomplete
data, a mechanism by which the data collector can verify the information, and the means by
which corrections and/or consumer objections can be added to the data file and sent to all data
recipients.

The reasonableness and appropriateness of access and correction will depend on a variety
of factors. These factors include the burden (e.g., cost) that providing access will place on a
participating company; the nature of the information collected, including whether it is stored
online or offline; the number of locations in which it is stored; the nature of the enterprise; the
ways in which the information is to be used; preservation of information security; and whether
the data is collected from a child.

If a participating company collects data from a child, the company must provide the
parents of that child with the opportunity to review, correct and/or have deleted any and all
information (e.g., personal and demographic information) collected from the child, and refuse to
permit further collection or use of the child’s information.

'* Where a participating company wishes to collect or use the personal data of a child,
the company must provide a reasonable mechanism for parents of the child to consent to the
collection and use of their child’s personal data or consent to the collection and use of their
child’s personal data without consenting to the disclosure of that data to third parties, or refuse to
permit further collection or use of their child’s data.
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Prohibition Against Conditioning a Child’s Participation on Collection of Personal
Information. ESRB Privacy Online again meets and exceeds the requirements of §312.7 by
matching the criteria set forth in the Final Rule and by requiring participating companies to limit
the collection and retention of personal data to that which is needed for valid business reasons,
and that any such data must be obtained by lawful and fair means.

In addition, even if a participating company has a valid business reason to collect
personal data from a consumer, it must only collect that data which is needed for the valid
business reason. Where the consumer is a child, a participating company must only collect that
data which is needed for the valid business reason and such collection and use must be relevant
to the Web site activity. Participating companies must periodically reevaluate whether a valid
business reason continues to exist for collection or retention of certain personal data, and if the
valid business reason ceases to exist or ceases to require the collection or retention of certain
personal data, participating companies must limit their data collection and retention practices
accordingly.

Confidentiality, Security, and Integrity of Personal Information Collected from Children.
ESRB Privacy Online meets and exceeds the requirements in §312.8 by requiring that
participating companies that create, maintain, use or disseminate records of personal identifying
information must also take reasonable measures to assure its reliability and take reasonable
precautions to protect it from loss, misuse, or alteration.

Reliable data means data that is accurate, complete, and timely. Reasonable measures to
assure the reliability of personal identifying information may include, among other things, using
only reputable sources of data, cross-referencing data against multiple sources, providing
consumer access to data for purposes of verification and correction, and destroying untimely data
or converting it to anonymous form.

Reasonable precautions to protect data may include, among other things, limiting access
to such data to those employees performing a legitimate business function; technical security
measures, such as encryption or passwords, to prevent unauthorized access; and the storage of
data on secure servers or computers inaccessible by modem.

Participating companies must take reasonable steps to assure that third parties to whom
they transfer such information are aware of these security practices, and that the third parties also
take reasonable precautions to protect transferred information Participating companies must
obtain information, including name, address, tax identification number, telephone number and
samples of material to be distributed, from third parties that buy, rent, or purchase personal data

29



¢

e

b

from the participating company. Because participating companies cannot always control the
activities of third parties, participating companies must notify consumers that they cannot
guarantee that third parties will adhere to the same security standards.

Assessment Mechanisms. ESRB Privacy Online assessment mechanisms also meet and exceed
the requirements of the Final Rule. Participating companies are required to create and
implement internal processes for ensuring that they comply with the privacy practices they have
adopted. Participating companies are also required to train personnel in a position to collect data
from or about consumers to adhere to the stated privacy practices. Participating companies assign
specific personnel the responsibility for monitoring compliance with privacy practices and are
also strongly encouraged to create a system of incentives and/or sanctions to encourage
adherence to privacy policies.

Participating companies are also required to provide verification that the assertions they
make about their privacy practices are true and that privacy practices have been implemented as
represented. The nature and the extent of verification depends upon the kind of personal data
with which a company deals—companies collecting and using highly sensitive data may be held
to a higher standard of verification. To this end, all participating companies are required to
review their record of compliance with privacy practices. However, where the data collected and
used is highly sensitive, verification may necessitate that the participating company hire an
outside auditor to review the compliance record.

Each participating company is also required to create and implement internal processes
that afford consumers appropriate means of recourse for claimed failures by that participating
company to adhere to its stated privacy practices. Appropriate means of recourse include, at a
minimum, institutional mechanisms to ensure that consumers have a simple, effective way to
have their concerns addressed. For example, a participating company is required to appoint
identifiable, accessible, and responsive personnel to whom consumers can initially bring a
grievance. Such personnel must be given the authority to investigate the grievance and complete
this investigation in a timely manner. Such personnel are required to submit a written response
to the aggrieved consumer that details the results of the investigation, and should be given
incentives to respond to consumers in a timely manner. If the participating company has not
adhered to its privacy practices, consumers must be offered a remedy for the violation. Such a
remedy should be appropriate under the circumstances of the case and may include the righting
of the wrong (e.g. correction of any misinformation, cessation of further data collection from that
consumer, or destruction of improperly collected data) or compensation for any harm caused.

If the consumer is not satisfied with the resolution, participating companies are required

to provide consumers with a mechanism to appeal initial decisions to higher management levels.
Lastly, if the consumer is still unsatisfied regarding the resolution of a grievance, the
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participating company is required to refer the consumer to ESRB Privacy Online’s Alternative
Dispute Resolution Officer.

In addition to these internal assessment mechanisms that meet the criteria set forth in the
Final Rule, the ESRB Privacy Online Program exceeds the criteria stated in the Final Rule,
through its own, independent enforcement and accountability mechanism: the Sentinel Program.
As described above in Section I(A), the Sentinel Program is divided into three distinct parts:

The Sentinel Consumer Online-Hotline, Sentinel Monitoring and Verification, and
Sentinel Spot Checks. The Sentinel Consumer Online Hotline is a no-cost, online reporting
system that allows consumers to easily and anonymously report possible privacy violations
directly to ESRB Privacy Online.

Sentinel Monitoring and Verification is the procedure by which specially trained ESRB
Privacy Online Web Monitors randomly review the information practices of a participating
company, verifying constant compliance with the Principles and Guidelines. The goal of these
reviews is to assure both the consumer and the participating company that a reliable safeguard
exists to ensure that the company’s privacy policy implementation is meaningful and effective.

Ensuring this effectiveness is also the purpose of the Sentinel Spot Checks, which consist
of periodic, randomly scheduled reviews of a participating company’s Web site. Spot Checks
involve unannounced audits of a participating company’s information practices by “seeding”
fictitious information and tracking the results. The Sentinel Program as a whole works hand-in-
hand with our alternative dispute resolution services, together offering the most meaningful,
effective recourse for consumer concerns available.

The Sentinel Program is discussed in more detail below in Section I1I(B), ESRB Privacy

Online’s statement of how its assessment mechanism and compliance incentives provide
effective enforcement under the Final Rule.
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III(B) — How the Assessment Mechanism and Compliance Incentives Required Under
§312.10(b)(2) and (3) Provide Effective Enforcement of the Requirements Set
Forth in the Final Rule.

Mandatory mechanism for the independent assessment of a subject operators’ compliance
with the guidelines. Under §312.10(b)(2), an effective, mandatory mechanism for the
independent assessment of a company’s compliance with the Principles and Guidelines is
required. The ESRB Privacy Online Program provides a number of effective assessment
mechanisms, all within the meaning of §312.10(b)(2). These assessment mechanisms are
conducted through the ESRB Sentinel Program; the oversight and enforcement arm of our seal
program and our tool for ensuring that participating companies comply with our program
requirements. The Sentinel Program provides effective enforcement in the following ways:

Sentinel On-Site Audits. Prior to certification, and at annual intervals thereafter, each
participating company must submit to an on-site audit. Each on-site audit is conducted by a staff
attorney who is trained in the area of privacy law. Through these on-site audits, ESRB Privacy
Online determines whether a company’s privacy statement is an accurate representation of its
internal and external information practices. The on-site audit also provides ESRB Privacy
Online with the opportunity to ensure that a company’s information practices meet all of our
program’s requirements and such requirements are maintained on a consistent basis. ESRB will
not grant or renew a certification without first conducting an on-site audit and certifying that a
company meets the program’s criteria. ESRB Privacy Online maintains a record of each
participating company’s on-site audit for a period of three (3) years.

Sentinel Monitoring and Verification. ESRB Privacy Online also conducts both random and
scheduled quarterly reviews of a participating company’s information practices. The goal of
these reviews is to provide effective ongoing enforcement and assure both the consumer and the
participating company that a reliable safeguard exists to verify that a company’s privacy policy
implementation is accurate, meaningful and effective. Monitoring reviews are unannounced and
consist of specially trained online monitors methodically moving through a participating
company’s Web site, Web page by Web page, URL by URL, ensuring that: (i) a functional link
to the participating company’s privacy statement is posted on its homepage. all main pages, and
at all information entry points; (ii) all personal information entry points include a date of birth
field that can determine if a user is twelve years old or under and then activate the information
entry point to not collect personal information and instead trigger a parental consent
mechanism'>; and, (iii) comply with all other ESRB Privacy Online Program requirements. Each
monitor is required to complete a comprehensive report that memorializes the reviewed

'* A participating company may collect the name or online contact information of a
parent or child to be used for the sole purpose of obtaining parental consent. In this case,
personal information cannot be used for any other purpose besides sending notice to a parent and
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company’s practices and must archive the site through an actual CD-ROM duplication. Both the
monitor’s report and the CD-ROM are maintained by ESRB Privacy Online for a period of three
(3) years.

Sentinel Spot Checks. ESRB Privacy Online also periodically conducts unannounced audits of
each company's privacy practices through planted "spot checks." Sentinel Spot Checks are
random, unannounced reviews of a participating company’s online information practices through
a process known as “seeding.” The seeding of a participating company’s database is done by a
Web monitor who submits fictitious consumer data at each information entry point. The Web
site’s response is then tracked and recorded to determine if the company’s collection and use
practices adheres to its privacy statement.

Consumer Online-Hotline. Another effective method for enforcement used by ESRB Privacy
Online is the Sentinel Consumer Online-Hotline. The Sentinel Consumer Online-Hotline is a no-
charge service that allows Web users who have a privacy grievance or who believe that a privacy
violation has taken place on a participating company’s Web site to directly report the
violation/grievance to ESRB Privacy Online. The reporting can be done swiftly and easily by
filling out the Sentinel Consumer Online-Hotline form and indicating on the form the alleged
privacy violation. ESRB Privacy Online responds immediately to all consumer concerns and/or
complaints (See Consumer Redress below).

Effective incentives for subject operators’ compliance with the guidelines. Under
§312.10(b)(3), ESRB Privacy Online must provide effective incentives for a participating
company’s compliance with its Principles and Guidelines. This performance standard is satisfied
by ESRB Privacy Online through the following ways:

Contractual Obligations. To participate in the ESRB Privacy Online Program and post a
Certification Seal, a company must first execute the ESRB Privacy Online License Agreement.
As part of this Agreement and as a material obligation, participating companies must agree to
comply at all times with the Principles and Guidelines. Failure to comply with any Principle and
Guideline would be interpreted by ESRB Privacy Online as a material breach of the Agreement
and constitute a trademark infringement and a dilution of the goodwill and reputation attaching
to our mark. As a result, this contractual arrangement serves as an effective incentive for
participating companies to comply with our Principles and Guidelines. In the event of such a
material breach, ESRB Privacy Online is prepared to pursue a number of remedies available at
law, including compensation in the form of payments to the United States Treasury.

asking for consent to collect the child’s information. Such information cannot be retained for a
period that exceeds thirty (30) days.
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Consumer Redress. ESRB Privacy Online also requires that each participating company
maintain an internal dispute resolution system that provides consumers with the ability to fairly
and expeditiously resolve privacy grievances and receive appropriate remedies. Specifically,
each participating company must create a simple, effective system that allows a Web user to
lodge a complaint against a participating company. Each company must appoint an identifiable,
accessible, and responsive individual who will serve as the participating company’s privacy
policy administrator. This privacy policy administrator must be given the authority to investigate
a Web user’s complaint and complete any necessary investigations in a timely manner. If the
privacy policy administrator determines that a complaint is valid and/or that the participating
company has not adhered to its information practices, the Web user should be offered a remedy.
Such remedy must be appropriate under the circumstances of the case and may include the
righting of the wrong (e.g., correction of any misinformation, cessation of further data collection
from that consumer, or destruction of improperly collected data) or compensation for any harm
caused.

If a Web user is still unsatisfied with the resolution of a complaint, or any other aspect of
the participating company's internal dispute resolution process, the complaint must be directed to
the ADR Officer at ESRB Privacy Online either at the Web user's own initiative or by company
referral. At this point, ESRB Privacy Online, under the auspices of its ADR Officer, will
implement its resolution processes, including investigations and compliance reviews. ESRB
Privacy Online sponsored mediation or arbitration services seek to resolve disputes or complaints
within a seven (7) to fourteen (14) day period.

Both ESRB Privacy Online and the participating company must maintain accurate
records of any complaints and response to such complaints for a period of three (3) years.

Commission Referral. If a participating company fails to take appropriate actions in response to
a valid complaint or an ESRB Privacy Online mandate, or in any way engages in a pattern of
violating ESRB Privacy Online requirement’s, ESRB Privacy Online may revoke the
participating company's Certification Seal, cancel the participating company's membership
status, require payments to the United States Treasury, and is prepared to refer such company to
appropriate governmental authorities, as well as pursue any other remedies available at law.
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