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5 FAM 900
INFORMATION TECHNOLOGY
(IT) ACQUISITION

S FAM 910
INFORMATION TECHNOLOGY (IT)
ACQUISITION POLICIES

(TL:IM-53; 07-27-2004)
(Office of Origin: IRM/APR/RG)

S FAM 911 SCOPE
(TL:IM-42; 09-26-2003)

a. This chapter discusses the policies and procedures for acquiring IT.
The acquisition of IT is a critical phase in the life-cycle process for planning,
budgeting and managing IT assets in the Department. The Department’s
planning processes, including IT, are discussed in 5 FAM 1000, /Information
Technology (IT) Planning.

b. The operation and management of installed IT assets, i.e., system
installation and maintenance, system security, training, and the Internet, are
discussed in 5 FAM 800, Information Systems Management. The
development and management of Departmental IT systems are contained
in 5 FAM 600, Information Technology Systems.

c. Program offices and Posts must use guidance in 6 FAM for overall,
generic acquisition policy. 5 FAM 900, Information Technology (IT)
Acquisition, contains unique IT acquisitions guidance. It supplements and
must be combined with 6 FAM guidance to ensure effective, efficient, and
economical IT acquisitions.

S FAM 912 AUTHORITIES

(TL:IM-42; 09-26-2003)
The authorities for these policies and procedures are:
(a) Public Law 100-235, Computer Security Act;

(b) Public Law 103-62, Government Performance and Results Act of
1993 (GPRA);

(c) Public Law 103-355, Federal Acquisition Streamlining Act (FASA);
(d) Public Law 104-13, Paperwork Reduction Act of 1995;
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(e) Public Law 104-106, Information Technology Management Reform
Act of 1996 (ITMRA)(Clinger-Cohen Act);

(f) Public Law 105-277 Div. A, Section 101(h), Title VI, Section 632 of
the Omnibus Appropriation and Authorization Act for FY 1999;

(g) Public Law 105-520, Workforce Investment Act of 1998;

(h) Public Law 106-398, sec. 821, Floyd D. Spence National Defense
Authorization Act for Fiscal Year 2001;

(i) Public Law 107-347, E-Government Act of 2002;

() 41 CFR Chapter 101, Federal Property Management Regulations;
(k) 41 CFR Chapter 102, Federal Management Regulation;

(j) 48 CFR Chapter 1, Federal Acquisition Regulation (FAR);

(k) 48 CFR Chapter 6, Department of State Acquisition Regulation
(DOSAR);

() E.O. 12845 (Requiring Agencies to Purchase Energy Efficient
Computer Equipment);

(m) E.O. 12931 (Federal Procurement Reform);

(n) E.O. 13011 (Federal Information Technology);

(o) E.O. 13101 (Greening the Government);

(p) E.O. 13103 (Computer Software Piracy);

(q) OMB Circular A-76, Performance of Commercial Activities;
(r) OMB Circular A-109, Major System Acquisitions;

(s) OMB Circular A-127, Financial Management Systems;

(t) OMB Circular A-130, Management of Information Resources;

(u) Capital Programming Guide, Version 1.0, Supplement to OMB
Circular A-11, Part 7: Planning Budgeting, Acquisition and Management
of Capital Assets;

(v) 36 CFR Part 1194, Architectural and Transportation Barriers
Compliance Board Electronic and Information Technology Accessibility
Standards.

S FAM 913 DEFINITIONS
(TL:IM-42; 09-26-2003)

a. CENTREX is a designation for “Central Exchange”, a telephone
system that uses the carrier’s network to provide the functionality of a PBX
without the user needing to purchase and manage one.

b. Competitive sourcing is the process of studying the cost of public
vs. private sector performance, with the ultimate goal being to ensure
efficient and effective Government. Competitive sourcing is not simply

5 FAM 910 Page 2 of 20



U.S. Department of State Foreign Affairs Manual Volume 5 - Information Management

outsourcing (contracting out), but rather the analysis of whether commercial
activities are best performed in-house or by contractors. The competitive
sourcing process could result in retaining a function within the Department
or outsourcing it, depending on which makes better business sense. OMB
Circular A-76 establishes Government-wide policy on competitive sourcing.

c. Electronic and Information Technology (EIT) for purposes of
providing accessibility includes information technology and any equipment
or interconnected system or subsystem of equipment, that is used in the
creation, conversion, or duplication of data or information. The term
electronic and information technology includes, but is not limited to,
telecommunications products (such as telephones), information kiosks and
transaction machines, World Wide Web sites, multimedia, and office
equipment such as copiers and fax machines. The term does not include
any equipment that contains embedded information technology that is used
as an integral part of the product, but the principal function of which is not
the acquisition, storage, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or
information. For example, HVAC (heating, ventilation, and air conditioning)
equipment such as thermostats or temperature control devices, and
medical equipment where information technology is integral to its operation,
is not information technology (36 CFR 1194.4).

d. Information Life Cycle means the stages through which
information passes, typically characterized as creation or collection,
processing, dissemination, use, storage, and disposition (OMB Circular A-
130).

e. Information Resources means information and related resources,
such as personnel, equipment, funds, and information technology (44
U.S.C. 3502 (6)).

f. Information System means a discrete set of information resources
organized for the collection, processing, maintenance, use, sharing,
dissemination, or disposition of information (44 U.S.C. 3502 (8)).

g. Information Technology (IT) means any equipment, or
interconnected system(s) or subsystem(s) of equipment, that is used in the
automatic acquisition, storage, manipulation, management, movement,
control, display, switching, interchange, transmission, or reception of data
or information by the agency.

(1) For purposes of this definition, equipment is used by an agency if
the equipment is used by the agency directly or is used by a contractor
under a contract with the agency that requires:

(a) its use; or

(b) to a significant extent, its use in the performance of a service or the
furnishing of a product.

(2) The term “information technology" includes computers, ancillary
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equipment, software, firmware and similar procedures, services (including
support services), and related resources.

(3) The term "information technology" does not include any equipment
that:

(a) is acquired by a contractor incidental to a contract; or

(b) contains imbedded information technology that is used as an
integral part of the product, but the principal function of which is not the
acquisition, storage, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or
information. For example, HVAC (heating, ventilation, and air conditioning)
equipment, such as thermostats or temperature control devices, and
medical equipment where information technology is integral to its operation,
is not information technology (FAR Subpart 2.1).

h. An Inherently Governmental Function is an activity that is so
intimately related to the public interest as to mandate performance by
government personnel. These activities require the exercise of substantial
discretion in applying government authority and/or in making decisions for
the government. Inherently governmental activities normally fall into two
categories: the exercise of sovereign government authority or the
establishment of procedures and processes related to the oversight of
monetary transactions or entittements. An inherently governmental activity
involves:

(1) binding the United States to take or not to take some action by
contract, policy, regulation, authorization, order, or otherwise;

(2) determining, protecting, and advancing economic, political,
territorial, property or other interests by military or diplomatic action, civil or
criminal judicial proceedings, contract management, or otherwise;

(3) significantly affecting the life, liberty, or property of private persons;
or

(4) exerting ultimate control over the acquisition, use, or disposition of
United States property (real or personal, tangible or intangible) including
establishing policies or procedures for the collection, control, or
disbursement of appropriated and other federal funds. (OMB Circular A-76,
Attachment A, page A-2, May 29, 2003).

i. Modular contracting is an acquisition strategy in which an
information system is acquired in successive, interoperable, increments or
modules (41 U.S.C. 434(b)).

j-  Undue burden, in the context of providing accessibility means
significant difficulty or expense. An agency shall consider all agency
resources available to the program or component for which the product is
being developed, procured, maintained, or used in determining whether an
action would result in an undue burden (36 CFR 1194.4).
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5 FAM 914 RESPONSIBILITIES
(TL:IM-42; 09-26-2003)
a. Program offices and posts must:

(1) Acquire, whenever possible, IT in accordance with the Department's
IT Strategic Plan, which is prepared under the guidance and direction of the
Department’s Chief Information Officer (CIO);

(2) Submit a Preliminary Forecast Plan (PFP) for IT hardware and
software equipment and service acquisitions over $100,000, following the
annual instructions from A/OPE, for potential IT acquisitions for the next two
fiscal years. 6 FAM 1224, Year-End Procurements: Policy contains
departmental policy on year-end procurement since it may affect the PFP.
Crash procurement and frantic year-end buying are inefficient and
uneconomical and must be kept to a minimum since they run counter to
adequate planning and budget and fiscal management;

(3) Support all IT acquisitions with the necessary documentation as
identified in Exhibit 916 (Matrix for the Review/Approval of Thresholds and
Documentation Requirements for all IT Resource Acquisitions) (See 6 FAM
210, Acquisition of Supplies and Services and FAR Part 7 for more
information on acquisition planning);

(4) Obtain approval of the program area’s Deputy Assistant Secretary,
or position ranked equivalent (see 1 FAM 021.3, Authorities), for all IT
resource acquisitions estimated to be valued between $10 million and less
than $30 million;

(5) Obtain the approval of the program area’s Assistant Secretary, or
position ranked equivalent (see 1 FAM 021.3, Authorities), for all IT
acquisitions valued at $30 million and above;

(6) Obtain approval of the Department’s CIO, in writing, for all IT
acquisitions with a value of $10 million or more per fiscal year, before
submitting the request to the Office of Acquisition Management
(A/LM/AQM);

(7) Ensure that when they procure EIT, the technology is accessible to
people with disabilities, unless an exception applies or an undue burden
would be imposed on the Department. (Contact the IRM Program for
Accessible Computer/Communication Technology (IMPACT) and A/OPE for
more information.);

(8) Use the Information Technology Investment Portfolio System (I-
TIPS) to enter data on all IT projects for review and approval and inclusion
in the IT Tactical Plan. The Electronic Government Program Board (E-
GovPB) uses the I-TIPS data to assist with departmental funding decisions.
The E-Gov Advisory, and the E-Gov Working Groups support the E-GovPB;
and

(9) Use 6 FAM 216, Acquisitions Abroad when posts need more
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information.

b. The Bureau of Information Resource Management’s (IRM) Chief
Information Officer (CIO) provides advice and other assistance to the
Secretary of State and other senior management personnel of the
Department to ensure that IT is acquired and information resources are
managed for the Department in a manner that implements the policies and
procedures of existing law and regulations.

c. The Bureau of Administration, Logistics Management's Office of
Acquisition Management (A/LM/AQM) is a centralized acquisition service
for the Department to ensure the Department’s compliance with all
applicable regulations, budgetary priorities and established standards within
the Department.

d. The Bureau of Administration, Office of the Procurement Executive
(A/JOPE) has Department-wide responsibility to issue acquisition policy,
provide advice and guidance to the Department’'s domestic and foreign
contracting offices and staff, and promote innovation. A/OPE is also
responsible for managing the implementation of electronic commerce in the
Department. (See 1 FAM 212.2, Office of the Procurement Executive for
additional acquisition responsibilities held by A/OPE.)

e. The Electronic Government Program Board (E-GovPB), which is
comprised of senior Department officials and chaired by the Under
Secretary for Management reviews all IT projects that are funded from the
Department’s IT Central Fund. The E-Gov Advisory Group provides a
business, technical, and investment evaluation of E-Gov/IT initiatives prior
to submission to the E-GovPB. (Contact the E-Gov Program Management
Office for more information.)

f. The Chief Financial Officer (CFO) [(Assistant Secretary for
Resource Management (RM)], working with the CIO and the E-GovPB,
must develop a full and accurate accounting of IT expenditures, related
expenses, and results outlined in the Paperwork Reduction Act (PRA) of
1995.

S FAM 915 GENERAL IT ACQUISITION
POLICIES

5 FAM 915.1 IT Planning Process
(TL:IM-42; 09-26-2003)

a. Decisions about which IT programs and projects in the Department
will be supported and how the needed assets will be obtained are made
during the IT planning processes. The acquisition phase can begin to
obtain the needed IT assets once funds have been approved and made
available. The responsible program office must validate that the decision(s)
made during the planning process on the direct purchase of the needed
asset or the need for development is still appropriate at the onset of an
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acquisition.

b. OMB Circular A-130 requires that federal agencies establish a multi-
year strategic planning process for acquiring and operating IT that meets
program and mission needs, reflects budget constraints and forms the basis
for its IT budget requests. IT acquisitions will be based upon the
Department’s IT Strategic Plan, which is the 5-year plan for meeting its IT
needs.

c. Bureaus are required to incorporate the capital planning and
investment process into acquisition planning using I-TIPS. [-TIPS, a web-
based application assists federal agencies in managing their IT
investments. Costs, risks, return on investments and maintaining the
appropriate mix of organizational and technical considerations are among I-
TIPS’ goals. (See 5 FAM 1000, Information Technology (IT) Planning for
additional information concerning the Department’s IT Capital Planning and
Investment Process.) (IRM/APR/IAP/PL can provide information on the E-
GovPB and its subgroups.)

5 FAM 915.2 IT Acquisition Risk Management
(TL:IM-42; 09-26-2003)

Program offices must identify and analyze risks in acquiring and
implementing IT system projects. This is an important consideration when
making IT investment decisions. Program offices should limit the amount of
development work, especially writing custom-code from scratch, and make
effective use of competition and financial incentives for vendors to minimize
the risks in IT acquisitions. Key elements of risk may be appropriate for
inclusion in the solicitation to obtain offeror recommendations on risk
mitigation and management.

5 FAM 915.3 IT Acquisition Reform Initiative — Past
Performance

(TL:IM-42; 09-26-2003)

This initiative requires that the past performance of contractors in
supplying similar supplies and services must be considered in the technical
evaluation for any IT acquisition competition. Program managers must offer
additional justification when they decide to use an offeror with past
performance problems. Past performance must be thoroughly addressed in
any IT solicitation to ensure that all offerors fully understand the role it will
play in the selection process.

5 FAM 915.4 Performance-Based Contracting
(TL:IM-42; 09-26-2003)

Performance-based service contracting (PBSC) is the preferred method
for acquiring services. (Public Law 106-398, section 821 (FAR, section
37.102(a)). The results and outcomes to be accomplished, rather than
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dictating to the contractor how to obtain them are described in PBSC.
PBSC is also known as solutions-based contracting or quality sourcing.
Performance-based contracting may be used for systems, hardware or
software. Since fiscal year 2001 all new IT service contracts must be
performance-based unless justified in writing and approved by A/OPE.
(See 5 FAM 614, Acquisition Reform Initiative and 5 FAM 624.2, Acquisition
Period.) The Departmental Competition Advocate in A/OPE will address
questions concerning PBSC. Contract performance must be measured
when program managers consider future work.

5 FAM 915.5 Modular Contracting for I'T
(TL:IM-53; 07-27-2004)

The Clinger-Cohen Act, Section 5202 (41 U.S.C. 434) requires federal
agencies to use modular contracting for acquisition of a “major system” of
IT, to the maximum extent practical. (See 6 FAM 200, Supplies
Equipment, and Nonpersonal Services for more information on “major
systems.”) Modular contracting is an alternative process that provides the
Department the opportunity to incrementally acquire a system. (See FAR
39.103 for more information on modular contracting.)

5 FAM 915.6 Major Systems Acquisition
(TL:IM-42; 09-26-2003)

The Department’s compliance with OMB Circular A-109, Major Systems
Acaquisition, requirements is satisfied through the IT Capital Planning process.
(See 5 FAM 1000, Information Technology (IT) Planning.) (See FAR Part 34
for additional policy and guidance concerning major system acquisitions
under OMB Circular A-109.)

5 FAM 915.7 Accessibility Requirements for People with
Disabilities
(TL:IM-42; 09-26-2003)

a. Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended
by the Workforce Investment Act of 1998 (Public Law 105-220), requires
Federal agencies to make EIT accessible to people with disabilities.
Section 508 requires that when the Department develops, procures,
maintains, or uses EIT, Federal employees with disabilities have access to
and use of information and data that is comparable to the access and use
by Federal employees who are not individuals with disabilities, unless an
undue burden would be imposed on the agency.

b. Section 508 also requires that individuals with disabilities, who are
members of the public seeking information or services from a Federal
agency, have access to and use of information and data that is comparable
to that provided to the public who are not individuals with disabilities, unless
an undue burden would be imposed on the agency.
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c. A/OPE developed Procurement Information Bulletin (PIB) No. 2001-
17 to give additional guidance for implementing section 508. The PIB
discusses requirements analyses for Section 508, compliant products and
services, undue burden and non-availability determinations and technical
accessibility standards evaluations. The CIO must approve undue burden
determinations. Contracting officers are provided more detailed guidance
on Indefinite Delivery Indefinite Quantity (IDIQ) requirements and the PIB
contains a sample solicitation provision and contract clause for section 508
compliance. Exceptions must be used in rare cases only since, as stated
earlier, the Department must still provide alternative means of access for
disabled people to use EIT. (Contact A/OPE for more information on PIB
No. 2001-17, and IMPACT for product compliance.)

5 FAM 915.8 Checklist for IT Acquisitions
(TL:IM-42; 09-26-2003)

Program offices managing IT acquisitions must refer to the checklist for
IT acquisitions contained in Exhibit 915 (IT Acquisitions Checklist). This
checklist reminds offices of questions that need to be answered and
documentation that needs to be done throughout the life cycle of an IT
acquisition.

5 FAM 915.9 IT Hardware-Operating System
Compatibility
(TL:IM-42; 09-26-2003)

Department offices procuring IT hardware must ensure that acquisitions
include planned requirements that IT hardware will be compatible with the
Department’s operating systems. Offerors must demonstrate in writing that
their hardware is compatible with the Department’s operating systems.

5 FAM 915.10 Support Services and Warranties
(TL:IM-42; 09-26-2003)

Contractor-provided support services and warranties for hardware or
software, e.g., maintenance and troubleshooting, must be considered as
part of the evaluation process that is used to determine the source for the IT
need.

5 FAM 915.11 Software
(TL:IM-42; 09-26-2003)

All  Department employees and contractors must ensure that
government acquired commercial software is safeguarded against
inappropriate licensing violations or copyright infringements. Home use of
software is generally prohibited. All software running on Department
systems must also have a valid license from the contractor, whether a
single user license or a vendor provided site license. Department offices
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are encouraged to obtain multiple-user or site licenses when procuring
software for a large number of users. A warranted Contracting Officer can
only execute software licenses after obtaining legal review from L/BA.

5 FAM 915.11-1 Software Licensing
(TL:IM-42; 09-26-2003)

a. Executive Order 13103 requires the Department to adopt
procedures to ensure that computer software is not acquired, reproduced,
distributed or transmitted in violation of applicable copyright laws. Severe
penalties exist for violators.

b. The Information Technology Change Control Board (IT CCB)
manages changes to the Department’s global IT environment and must
approve any software installed on unclassified and classified infrastructures
through the Secret level. IT CCB approval is not required for standalone
development/test laboratory infrastructures. (See 5 FAM 651 d, The
Information Technology Change Control Board (IT CCB) for more
information on the roles of the IT CCB and local CCBs and/or contact
IRM/OPS/ENM.)

c. The Department’s Internet Steering Committee maintains a
recommended list of software applications for web site development.
Software license procurement is authorized from this list. Web
development tools are not a part of the recommended list.

d. Software upgrades must be made in accordance with the licensing
agreement used to purchase the software.

e. The Department has some enterprise agreements. Contact the IT
Asset Management Branch (IRM/OPS/ENM/NLM/ITA) for more information
on these agreements or inquire about plans for other software that might
have an enterprise license in the future.

5 FAM 915.11-2 Software Use at Home
(TL:IM-42; 09-26-2003)

a. Generally, one software package per computer user is permitted
unless the license agreement allows for multiple use of the program. But,
some software publishers' licenses allow for "remote" or "home" use of their
software. Software may be copied onto a second machine outside the
office if you travel or telecommute. Check the software license carefully to
see what is allowable.

b. Some enterprise agreements presently prohibit software use for
work at home. Exceptions have been granted. Contact
IRM/OPS/ENM/NLM before any work-at-home software installations are
attempted.
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5 FAM 915.12 Federal Acquisition Regulations (FAR) and
the Department of State Acquisition Regulation (DOSAR)

(TL:IM-42; 09-26-2003)

All Departmental contract actions to acquire IT must comply with the
FAR (see 48 CFR Chapter 1) and DOSAR. (See 48 CFR Chapter 6 and
contact A/OPE for more information.)

S FAM 915.13 Acquisition Quality Review Statement
(TL:IM-42; 09-26-2003)

Program offices must incorporate the quality assurance requirements
from 5 FAH-5 H-400, Quality Assurance and must complete an acquisition
quality review statement during the course of the acquisition to assist them
in performing a self-assessment and developing lessons learned. 5 FAM
923, Alternatives contains more information on the Acquisition Quality
Review Statement.

5 FAM 915.14 IT Baselines
(TL:IM-42; 09-26-2003)

a. Program offices must satisfy defined standards contained in
IRM/APR/IAP/AE’s Enterprise Architecture (EA) document in order to
achieve successful integration and standardization of information
processing systems and data when making IT acquisitions. This document
codifies a set of IT standards to be relied upon in deciding what IT products
to buy, how to build IT components, and how to connect new components
within the overall IT structure. It is designed to set priorities for IRM and to
pursue IT advancements within the Department. The document defines
both layered and crosscutting architectures of IRM's IT environment.

b. The IT CCB led by the Enterprise Network Management (ENM)
Office in IRM, manages changes to the Department’s classified and
unclassified IT infrastructure. The IT CCB is concerned with the availability,
reliability, integrity, security, interoperability, and performance of the
Department’s enterprise infrastructure.

c. The IT CCB works with the Electronic Government Program Board
(E-GovPB) to ensure that projects meet the Department’s IT standards and
ensure that their scope does not adversely affect the enterprise
infrastructure. (See 5 FAH-5 H-512, The Information Technology Change
Control Board for more information on the IT CCB.)

d. The IT CCB recommends unclassified and classified IT hardware
specifications (baselines) for procurement. The IT CCB defines the
minimum existing hardware specifications. (Contact IRM/OPS/ENM for
more information.)

e. The IT CCB also recommends software configurations (baselines)
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for workstation and servers. (Contact IRM/OPS/ENM for more information.)

f. The Technical Security and Safeguards Division (IRM/OPS/ITI/TSS)
evaluates and validates the technical security integrity of equipment
considered for classified processing at U.S. Foreign Service posts. This
division recommends to the Bureau of Diplomatic Security (DS) the
approval or disapproval of the equipment. The division maintains a list of
DS approved and division tested equipment for processing classified
information.

5 FAM 915.15 Acquisition of IT Equipment To Process
Sensitive or Classified Information

(TL:IM-42; 09-26-2003)

a. All IT acquisitions must contain appropriate security requirements to
ensure that acquired systems and the information to be processed by these
systems will be protected from unauthorized disclosure and accidental
destruction. The Department’s Bureau of Diplomatic Security, Office of
Information Security Technology (DS/CIS/IST) develops Computer Security
and Privacy Plans (CSPPs). CSPPs outline the major components of the
Department’s overall computer security program as required by the
Computer Security Act (Public Law 100-235).

b. Program offices must coordinate with DS/CIS/IST whenever
initiating an IT acquisition to process classified information. Program offices
must also coordinate with DS/CIS/IST when initiating a significant IT
acquisition for a sensitive system. However, program offices are permitted
to use random procurement for minor, component (e.g., an “off-the-shelf’
printer or “off-the-shelf’ software) IT acquisitions for a sensitive system.

c. In addition, program offices must do the following whenever there is
a need to acquire IT equipment that will process classified information:

(1) for locations abroad: submit requests, as well as any appropriate
supporting documentation for the Classified LAN to the Program
Management and Analysis Office (IRM/OPS/PMA). PMA's Joint Laboratory
evaluates COTS, Zoned and TEMPEST products for the Classified-NT and
Windows 2000 Classified LAN to ensure CableXpress, Windows NT 4.0
and Windows 2000 compatibility. (Contact IRM/OPS/PMA for more
information.) The selection of the proper equipment, to satisfy the need, will
be based upon the TEMPEST requirements, established by DS/CIS/IST for
the requesting post.

(2) for domestic locations: obtain the approval of DS’ Office of
Information Systems Security (DS/CIS/IST), which will determine if the
office requires TEMPEST-approved, or non-TEMPEST hardware.

5 FAM 915.15-1 Acquisition of Digital Copiers Used to
Process Classified Information
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(TL:IM-42; 09-26-2003)

Digital copiers are categorized as Automatic Information Systems (AIS)
and Information Processing Equipment (IPE). Digital copiers that are used
to copy, print, scan or otherwise process classified information must meet
the TEMPEST, technical and computers security requirements of 12 FAH-6
H-300. This requirement applies even if the digital copier will be used only
as a stand-alone device for copying.

5 FAM 915.15-2 Acquisitions for Controlled Access Areas
(CAA)
(TL:IM-42; 09-26-2003)

a. All items purchased for the CAA must conform to the Overseas
Security Policy Board (OSPB) security standards as set forth in 12 FAH-6
H-310 (available only on ClassNet).

b. IT acquisitions destined for the CAA must conform to security
requirements in various subsections of 12 FAH-6, Security Standards
Handbook, and 12 FAM 536.5, Access by Foreign National Employees.

c. A/LM/AQM/IT periodically issues guidance on acquisitions for the
CAA via an ALDAC telegram.

5 FAM 916 APPROVALS AND
DOCUMENTATION REQUIREMENTS FOR IT
ACQUISITIONS

(TL:IM-42; 09-26-2003)

The requirements for approvals and documentation for IT acquisitions
are described in the following dollar threshold ranges (see Exhibit 916 for a
summary of these requirements):

(1) $0 through $100,000 (Simplified Acquisition Threshold): The
responsible requiring and procurement offices will provide all necessary
reviews and approvals; no other reviews/approvals are required. No
specific documentation is required, however it is recommended that a
statement of need/requirements should be prepared to justify the
acquisition. Justification is required, however, for sole source. (Go to 6
FAH-2 H-212, Simplified Acquisition Methods for more information on
simplified acquisition procedures.)

(2) $100,001 through $9,999,999: The Office Director within the
bureau or office requiring the acquisition shall review/approve the IT
acquisition request to assure its accuracy and completeness and shall
submit the request to A/LM/AQM. In addition, the following documents
must be completed and retained by the requesting office:

(a) Statement of Work (SOW) — (See 6 FAH-2 H-340, The Statement of
Work for guidance and procedures.);
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(b) Simplified Benefit/Cost Analysis (BCA) - (See 5 FAM 660, Benefit
Cost Analysis (BCA) and 5 FAH-5 H-620, Benefit Cost Analysis Process);

(c) Procurement Request Package (PRP) - (See 6 FAH-2 H-330,
Procurement Request Package); and

(d) Justification for Other Than Full and Open Competition (JOFOC) —
sole source or a specific make and model specifications (See 6 FAH-2 H-
226, Justifications Approvals, and Notice Requirements for Other Than Full
and Open Competition).

(3) $10,000,000 through $29,999,999: The Deputy Assistant
Secretary of the requiring office shall review/approve the IT acquisition
request prior to submitting the request to A/LM/AQM. The CIO also
approves, in writing, all IT acquisitions with a value of $10 million or more
per fiscal year, before submitting the request to AQM. The Departmental
Competition Advocate’s approval is required at the $10 million level when
the acquisition is using other than full and open competition and the Head
of the Contracting Activity (HCA) has a Competition Advocate. For
acquisitions, which are using other than full and open competition and there
is no HCA Competition Advocate, the Department’s Competition Advocate
approval is required at the $500,000 threshold. The documentation
required for this level is equal to what is identified above in paragraph “b”.
above except that a full BCA is required for IT acquisitions over $10 million.
(See 5 FAM 660, Benefit Cost Analysis (BCA).)

(4) $30,000,000 or above: The Assistant Secretary in the requiring
office’s parent bureau is required to review/approve the IT acquisition
request prior to submitting to A/LM/AQM. AQM will coordinate the
review/approval of the IT acquisition request with IRM (CIO), the Chief
Financial Officer (CFO), and the Procurement Executive (A/OPE). The
documentation required for this level is equal to what is identified above in
paragraph (3).

S FAM 917 ACQUISITION OF TELEPHONE
SYSTEMS

5 FAM 917.1 Unclassified Domestic Telephones
(TL:IM-42; 09-26-2003)

a. Bureaus must acquire all telephone and related adjunct systems
and services for unclassified domestic use through IRM’s
Telecommunication, Wireless and Data Services Division
(IRM/OPS/ITI/TWD).

b. Bureaus must obtain the approval of DS’ Countermeasures Program
Division (DS/IST/CMP) for the acquisition of speakerphones prior to the
submission of Telecommunications Service Requests (TSRs) to IRM’s
Business Operations Management Branch (IRM/OPS/ITI/TWD/BOM).
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S FAM 917.2 Telephones Abroad
(TL:IM-42; 09-26-2003)

a. Bureaus and posts must acquire only telephones for use abroad that
conform to the technical and security standards defined in 5 FAM 500,
Telecommunications.  The requesting organization is responsible for
obtaining the approvals identified below in paragraphs b, ¢ and d.

b. The Foreign Post Telephones Branch of IRM's LAN WAN Services
Division (IRM/OPS/ITI/LWS/FPT) must approve the acquisition of new non-
cryptographic security devices for telephones and telephone systems.

c. DS/IST/ICMP/TSC must approve requests for telephone and PBX
(private branch exchange) equipment for posts that are: designated “high”
or “critical” technical threat in the composite threat list. Future equipment
installation within CAA must be procured, shipped, stored and installed per
the requirements set forth in 12 FAH-6 H-531, Non-secure Telephone
Systems.

d. The local Regional Information Management Center (RIMC) and
IRM/OPS/ITI/LWS/FPT must approve all acquisitions of key systems, multi-
button telephone instruments, single line telephone instruments and other
telephone station equipment.

e. 5 FAM 528, Telephone Funding describes how telephone projects
are funded abroad.

5 FAM 917.3 Acquisition of Secure Terminal Equipment
(STE)
(TL:IM-42; 09-26-2003)

a. Secure Telephone Units, Third Generation (STU-IlI) are being
replaced by Secure Terminal Equipment (STE). IRM’s Systems Integrity
Division (IRM/OPS/ITI/SI) will exhaust the present supply of STU-I
telephones upon receipt of a justification memorandum. Each request will
be considered on a case-by-case basis since supplies are limited.
Requests for specific makes or models cannot be accommodated.

b. Posts, bureaus, or offices requesting a specific make or model will
contact IRM/OPS/ITI/SI for assistance in determining equipment to meet
requirements and for procurement of those units (with post, bureau, or
office funding) through the NSA contract. However, no new STU-III
purchases will be made. Instead, the new STE must be purchased. Post
and bureau personnel may obtain STE wusing funding through
IRM/OPS/ITI/SI/CSB.

c. The requesting post, bureau, or agency must provide the funds for
procurement of the new STE units should the STU-III inventory, maintained
by IRM/OPS/ITI/SI/CSB, become depleted. IRM/OPS/ITI/SI will continue to
assist the requesting entity for the purpose of maintaining inventory control
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for this family of Cryptographic Controlled Items (CCl) in this case.

d. Bureaus must submit a Telephone Service Request (TSR) to
IRM/OPS/ITI/TWD/BOM to have a line changed to accommodate a STU llI
(analog) instrument. An ISDN line is recommended for a STE instrument.

5 FAM 917.4 Acquisition of Secure Digital Devices (SDD)
(TL:IM-42; 09-26-2003)

a. Posts, bureaus, or offices must submit their requirements for all
STU-IIl SDDs, whether for use domestically or abroad, to IRM/OPS/ITI/SI.
IRM/OPS/ITI/TWD will work with the post, bureau or office to determine the
proper equipment needed to satisfy their requirements and arrangements
for maintaining the equipment after installation. Domestic requirements are
the responsibility of IRM/OPS/ITI/TWD/DTD; requirements abroad are the
responsibility of IRM/OPS/ITI/LWS/FPT.

b. The post, bureau, or office will provide funding for this equipment.
The STU-IIl Program Office assists the post, bureau, or office by procuring
the unit(s) through NSA contracts and includes the devices in the
Department’s worldwide cryptographic database.

S FAM 917.5 Acquisition of Secure Facsimile (FAX)
Equipment
(TL:IM-42; 09-26-2003)

a. IRM/OPS/ITI/TSS maintains a list of NSA approved TEMPEST
certified and Department approved FAX equipment. Approval for operation
of a classified FAX device by a Departmental office is contingent upon
written approval by S/ES-O prior to installation of the FAX. The Chief of
Mission (COM), Regional Security Officer (RSO), and Information
Management Officer (IMO) approve installation and operation of TEMPEST
FAX machines for offices abroad. Only the COM and RSO approve tenant
agencies.

b. Posts, bureaus or offices requesting FAX machines must provide
funding for the machines.

S FAM 918 ACQUISITION OF
TELECOMMUNICATIONS CIRCUITRY

5 FAM 918.1 Domestic Circuits
(TL:IM-42; 09-26-2003)

Bureaus must contact IRM/OPS/ITI/TWD/DTD to obtain domestic voice
and data circuitry. IRM/OPS/ITI/TWD/DTD will verify user requirements
and make a recommendation for the appropriate network service, data
communications equipment and encryption devices. Bureaus must submit
a Telephone Service Request (TSR) to IRM/OPS/ITI/TWD/BOM to order
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services and equipment. Type Two Encryptors may be ordered through
IRM/OPS/ITI/TWD. Type One Encryptors must be purchased through
IRM/OPS/ITI/SI/CSB.

5 FAM 918.2 Overseas Circuits
(TL:IM-42; 09-26-2003)

a. Two maijor steps are required before bureaus can acquire non-voice
telecommunications circuitry between the Department and posts abroad,
and between posts. IRM/M/CST/LD/EA is the liaison office that bureaus
must work through to acquire circuits abroad. Circuits abroad must be
acquired through coordination with IRM/M/CST/LD/EA  and
IRM/OPS/ENM/NED. Bureaus must acquire non-DTS circuitry abroad
through IRM/OPS/ENM and IRM/M/CST.

b. Telecommunication circuitry services, with the exception of
telephone circuits, whether international (U.S. to post) or OCONUS (outside
continental U.S., i.e., post to post), will be end-to-end.

c. Posts are responsible for acquiring local telephone service (i.e., the
circuitry needed for communications within the host country). Local
telephone service may consist of individual PBX trunks, multi-channel,
digital PBX trunks or local loops. Trunks traditionally connect from the
Local Exchange Carrier (LEC) to the post PBX. Local loops that connect
post extensions to residences or remote buildings can also be obtained
from the LEC. Posts are responsible for acquiring trunks and/or local loops
by awarding contracts or using simplified acquisitions in accordance with
the FAR and DOSAR.

S FAM 919 UNASSIGNED
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S FAM EXHIBIT 915 - IT ACQUISITIONS
CHECKLIST

(TL:IM-43; 10-09-2003)
.5, Department of Stats
IT ACQUISITIONS CHECKLIST
TTHIS CHECKLIST IS T BE M AINTAINED WITH THE ACQUISITION REVIEW FILE]

DATE (mm-gdd-yyyyl:
FROJECT WA ME:

MAME OF PROJECT MAMNASER:

EURE&UPOST:

LIFECYCLE OF EQUIPMEMT (*%RS):
ESTIMATED COST OF EQUIFMERNT:

YES NO

1. Wil the IT acquisition provide hardwars, software, or services that will
support corefpriority mission functions that need to be parformed by the
Ciffice/Departmenty *

2. Hawveall pertinent national and Department security reguiremeants been
considered if the IT acquisition is going to process classified information
or iz intended to be located in a sensitive or Controlled Acocess Srea
(Chm)7

3. Iz thiz IT acquisition necessary because no altarnative private sector or
gowvernment zource can effectively support the mission function? *

4. Hawa the work proceszes, which will be supported by the acquired 1T,
bean simplified or otherwize redesigned to reduce costs, improve
effectivensss, and make maximum use of commercial, off-the-shelf
tachnology**

5. Has= the IT acquisition demaonstrated a projectaed return on the investment
that is clearly equal to or better than alternative uses of available puklic
resourcest*

5. Is the IT acguisition consistent with establizshed Department information
architectura? *

7. Has= the IT acquisition considered ways to reducs risks by:
{al awoiding custom-designed componants?
(k] using fully tested pilots, simulations or prototype implamentations
bafore going production?
{c)] e=tablished clear meazures and accountahility for projpct progress?
and
{dl =securing substantial involvernent and buy4n throughout the project
from the program officials who will use the system? *

2. Wil the acquisition provide IT that will ba implemented in phaszed,
successive chunks as narrow in scope and brief in duration az practicable,
sach of which =olves a specific part of an owerall miszion proklem and
dalivers a meazurable net banefit independant of future chunks? *

3. Dwoes the acquisition
(8]l employ an acquisition strategy that appropriately allocates risk
betwesn government and contractor?
(bl effectively use competition?
(c] ties contract payments to acco mplishments?

10. Does the Statament of Mesd =how a8 clear relationzhip betwean identified
neadis] and Department mizzion?

* OMEB Memorandum 37-02, 10/25/36 (“Raines Rulez ™)

D5-915

1 C2003 Pag= 1 af2
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11.

12.

13.

4.

15.

6.

17.

8.

13.

20.

21.

22,

23

24.

25,

26.

27.

28,

29.
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YES

Iz software being acquired or deweloped?
tal off-the-zhalfr

NO

tb] To ke developed under contract

(c] To be developed in-houze with sufficient rezources idantified?

Wiill contractor provided IT zervices require security clearances or
imrestigations for contractor access to specifically designated SEU
information on Department =ystems?

Ara zoftware toolgftechniques proposed to assure programmer
productivity and software quality?

Hawe software conwersion and maintenance been factored into overall
systam costsY

Will the needad hardware ba compatible with the current operating
systam?

Ara sufficient funds, including out year funding. identified and
documented?

If any of the fallowing are present. give brief explanation in com ments
sactions.
ta]l Restrictive elemsants such as compatikility limited requirements:;

tb] Sole zource or other than full and open competition;

(o) 2ial set-aside; or

(d] Cither issues not addresszed .

Dioes thiz acguisition need to satisfy any recommendations from QG Y

Dioes thiz acguisition need to satizfy any recommendations from GA07F

Compatitive Sourcing:
Hawe wou analyzed the estimated cost and effectivenes: of in-housze
performance vs. contracting out?

State First:
EBafors sending acquizition dollars to another agencoy, did vou consult with
AL AP

Parformance-Bazed Contracting:
Wiith thiz be a performance-based contract? |f you require assistance, did
wou contact SLM A

(Mate: & waiver iz required if performance bazed zervices will not be
gcquired. Contact A0OPE for more information.)]

Hawve zection 508 requirements besn addressed?

Ara uzer requirements in -TIPSY Will updates ooour?

Iz tha acquisition in Department forscasting or planning documents
(e.9.. Master Buy Flan, Preliminary Foracast Plan)?

Has markst rezsarch besn performed and the results coordinated with
the Contracting Officer or General Service Qfficary

Has an acquisition plan been processsed and approved in accordance with

Diepartmental policy if the e=timated walus of the acquizition iz $5M or
abowa?

Dioes the acquisition incorporats any lessons learned andjor bast
practices?

COMMEMTS: Substantiate az neceszary the anzwears abowve,

C=-815

Page 2af 2
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