U.S. Department of State Foreign Affairs Manual Volume 12 - Diplomatic Security

12 FAM 560
GENERAL ADMINISTRATION

(TL:DS-88; 02-13-2003)
(Office of Origin: A/RPS/DIR)

12 FAM 561 SECURITY INSPECTION OF
EXCESS PROPERTY

(TL:DS-88; 02-13-2003)
(Uniform State, AID, OPIC, TDP)

The person authorizing property to be removed is responsible for the
inspection of all material, furniture, typewriters, automated information
system (AlIS) equipment, etc., leaving an office to ensure that no classified,
administratively controlled, or valuable material is inadvertently unprotected.
The unit security officer should also examine the property and make a
notation on Form DS-586, Turn-in Property Inspection Certification, that an
inspection has been made for classified material. The OF-302 should also
be signed by at least one person other than the unit security officer. When
inspecting safes, file cabinets, and desks, completely remove all drawers
from the furniture as paper tends to slide underneath and behind the
drawers. For additional directions, see 6 FAM.

12 FAM 562 INFORMATION SECURITY
EDUCATION AND TRAINING PROGRAMS
OPERATION

(TL:DS-61;, 10-01-1999)
(Uniform State, AID, OPIC, TDP)

DS/ISP/APB is responsible for developing, defining, inspecting, and
advising on facilities, procedures, and controls for safeguarding classified
and administratively controlled information, and for the enforcement of
these regulations as they pertain to operations worldwide. DS/ISP/APB
establishes inspection programs and maintains active training and
orientation programs for employees requiring access to classified
information to impress upon each employee individual responsibility for
exercising vigilance and care in complying with the provisions of these
regulations. These programs include a continuing review of the
implementation of these regulations to insure that national security
information is properly safeguarded. For AID, IG/SEC/PSI is responsible
for the security education and training program.
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12 FAM 563 POST AND UNIT SECURITY
OFFICERS

12 FAM 563.1 Designation of Unit Security Officers

(TL:DS-61;, 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Domestically, the head of each major functional area must designate a
principal unit security officer to assist in carrying out the area’s security
responsibilities. Make a written notification of principal unit security officer
designations and changes to DS/ISP/APB. Principal unit security officers of
larger functional areas may designate and direct assistant unit security
officers to carry out security responsibilities. A written notice of unit security
officer appointment must be sent to DS/ISP/APB, as it is made. This listing
of USOs must be updated, as necessary, and sent to DS/ISP/APB
whenever a change occurs. For AID, IG/SEC is responsible.

12 FAM 563.2 Responsibilities of Post Security and Unit
Officers

(TL:DS-61;, 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Employees designated as post or unit security officers perform the
security duties prescribed for them in addition to the duties of their regular
positions. Each post and unit security officer maintains an active training
and orientation program to impress each employee with individual
responsibility for exercising vigilance and care in complying with the
provisions of the security regulations. The post security officer maintains
liaison with the RSO and otherwise assists in the general administration of
the security program within the assigned area of jurisdiction. Domestically,
the unit security officer maintains liaison with DS/ISP/APB. For AID, liaison
is maintained with IG/SEC. In addition, the post security officer performs
such other security duties as may be required by the RSO.

12 FAM 563.3 Regional Security Officers

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

With respect to the information security program at post, the RSO
receives advice, guidance, and direction from DS/ISP/APB. RSOs serve as

the program manager for the information security program at post under
their cognizance.

12 FAM 563.4 Contractor/Consultant Employees
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(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Regulations concerning contractor/consultant employees are located in
12 FAM 570.

12 FAM 564 BRIEFINGS

(TL:DS-61;, 10-01-1999)
(Uniform State, AID, OPIC, TDP)

The information security education program shall include all personnel
authorized or expected to be authorized access to classified and/or
administratively controlled information. The program shall, as a minimum,
be designed to:

(1) Advise personnel of the adverse affects to the national security
that could result from unauthorized disclosure and of their personal and
legal responsibility to protect classified information within their knowledge,
possession, or control;

(2) Indoctrinate personnel in the principles, criteria, and procedures of
proper classification management, to include the classification,
downgrading, declassification, marking, control and accountability, storage,
destruction, and transmission of classified information and material,

(83) Familiarize personnel with procedures for challenging classification
decisions believed to be improper;

(4) Familiarize personnel with the security requirements of their
particular assignment;

(5) Familiarize personnel with system security standards for use of
automated information systems;

(6) Advise personnel of the strict prohibition against discussing
classified information over an unsecure telephone or in any other manner
that permits interception by unauthorized persons;

(7) Inform personnel of the penalties for violation or disregard of the
provisions of this regulation; and

(8) Instruct personnel that individuals having knowledge, possession,
or control of classified information must determine, before disseminating
such information, that the prospective recipient has been cleared for access
by competent authority; needs the information in order to perform his or her
official duties; and can properly protect (or store) the information.

12 FAM 564.1 Initial
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(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

a. All employees must be afforded a briefing on these regulations.
Each new employee is required to read and sign Form SF-312,
Nondisclosure Agreement (see 12 FAM 564 Exhibit 564.1), at the time of
entrance on duty and prior to being afforded access to national security
(classified) information.

b. In addition, it is the responsibility of post and principal unit security
officers to insure that all newly assigned or newly employed personnel are
briefed on security matters specific to a post or area.

12 FAM 564.2 Refresher

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Under the direction of DS/ISP/APB, a program shall be established to
provide, at a minimum, annual security training for personnel having
continued access to classified information. Within AID, this will be
accomplished by IG/SEC.

12 FAM 564.3 Special Access

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Indoctrination briefings for Sensitive Compartment Information (SCI) or
Special Access Program (SAP) will be conducted by INR or the program
manager for the SAP, respectively.

12 FAM 564.4 Termination

(TL:DS-88; 02-13-2003)
(Uniform State, AID, OPIC, TDP)

a. A security debriefing will be conducted and a separation statement
will be completed whenever an employee is terminating employment or is
otherwise to be separated for a continuous period of 60 days or more. The
debriefing is mandatory to ensure that separating personnel are aware of
the requirement to return all classified material and of a continuing
responsibility to safeguard their knowledge of any classified information.
The separating employee must be advised of the applicable laws on the
protection and disclosure of classified information (see 12 FAM 557 Exhibit
557.3) before signing Form OF-109, Separation Statement (see 12 FAM
564 Exhibit 564.4).

b. AID’s Office of Security, IG/ISEC, will conduct a security debriefing
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upon the separation of AID employees.

12 FAM 565 THROUGH 569 UNASSIGNED
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12 FAM 564 Exhibit 564.1
FORM SF-312, CLASSIFIED INFORMATION
NONDISCLOSURE AGREEMENT

(TL:DS-61; 10-01-1999)

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

An AGREEMEMNT BETWYEEM AMND THE UMITED STATES
fhame of Indiwdua! -- Printed or typod)

1. Intending to be legally bound. | heeby accept the obligatons contsined in this Agreennent in considerstion of my
being granted access to classified information.  As uzed in this Agreement. clessified information is marked or
unmarked classified informetion. including oral cormmunications, that is classified under the standards of Executive
Order 12958, or under amy other Executive order or statute that prohibits the unauthorized disclosure of information in
the interest of retional secunty; and unchssified information thet meets the standsards for clssificstion and is in the
process of a classification determination as provided in Section 1.1, 1.2, 1.3 and 1.4(e) of Executive Order 12355, ar
under any other Executive arder or statute that requires protection for such information in the interest of national
gecurity. | understend and accept that by being granted access to classified information, special confidence and trust
ghall be placed in me by the United States Gowvernmment.

2 | hereby scknowledge that | heve received a security indoctrination concerning the nature and protection of
classified information. including the procedures to be followed in sscertaining whether other persons to whom |
conternplate disclesing this informmation have been approved for access to it. and that | understand these procedures,

3. | have been advised that the unauthorized disclosure, unauthorized retention. or negligent handling of chssified
inforrmation by rme could cause darmege or ireparsble injury to the United Stetes or could be used to sdwantage by a
foreign mation. | hereby agree that | will never divulge classified information to anyone unless: (&) | have officialky
verified that the recipient has been property sutharized by the United States Gowvernment to receive it or (B) | hawe
been given prior written notice of autharizetion fror the United States Gowvernment Departrrent or Agency (hereinafter
Cepartrrent or Agency) responsible for the classification of inforrmation or last granting me a security clearance that
such disclosure iz permitted. | understand that i | am uncertain about the classification status of information, | am
required to confirm from an authorized official that the information is unclassified before | mey discloge it, exlcept o 8
perzon a3 provided in (a) or (b)), sbowe. | further understand that | am obligated to comply with Isws and regulstions
that prohibit the urauthorized disclosure of clessified informeation.

4. | have been advised that any breach of this Agreement may result in the termination of any security clearances |
hold; remowal frorm any position of special confidence and trust requiring such cleamnces; or terminston of my
employrment ar other relationships with the Departrments or Agencies that granted miy security clearance or clesrances.
In addition, | hawve been advised that any unauthorized disclosure of classified information by me may constitute a
violation, or viclations, of United States criminal laws, including the provisions of Sections 841, 793, 724, 795, *952
and 1924, Title 13, United States Code, *the provigions of Section 753(b), title B0, United States code, and the
provizions of the intelligence |dentities Protection Act of 1952, | recognize that nothing in the Agreerment constitutes
& waiver by the United States of the right to prosecute me for any statutony violation.

B | hereby azsign to the United Swmtes Governrment all royalties, mrunerations, and emoluments that have resuled,
wiill result or may result from anmy disclosure, publication ar revelation of classified informetion not consistent with the
terms of this Agreement.

5. | understand that the United States Gowvernment may seek any remedy available to it to enforce this Agreernent
including, but not limited to, application for & court order prohibiting disclosure of infommation in beach of this
Agreerment.

7. | understand thsat sll classified infommation to which i hewve access or mey obtsin access by signing this Agreement
iz now and will rerm@in the property of, or under the control of the United States Gowvernmment unless and until
otherwise determined by an authorized official or final ruling of & court of law. | sgree that | shall return all classified
rmaterials which have, or mey corme inte my possession or for which | am respongible because of such access: [a)
upon dermand by &n authorized representative of the United States Gowernment. (b)Y upon the conclusion of my
employment or other relatioreship with the Departrent or Agency that lsst granted me a security clearance or that
provided rme access o classified information; or (c) upon the conclusion of my employrent or other elationship that
requires access to classified informmation. I | do not return such materials upon request. | understand that this may be
& wiolation of Sections V93 andfor 1924, Title 18, United States Code. a United Stetes criminal law.

8 unless and until | am releazed in wrting by an authorized mpresentative of the United States Gowernrmoent, |
understand that sll conditions and obligaticns imposed upon me by this Agreerment apply during the tire | am granted
sccess to classified information, and at all times thereafter.

9 Each provision of thiz Agreerment is seversble. If & court should find any provision of thiz Agreerment w© be
unenforcesble, sll other povisions of this Agreerment shall rermein in full force and effect.

fCondinue on reverse. )

NEN TE40-01-280 6439 STANDARD FORM 312 Rav. 1-00]
Piguicus aditicon not usabla FPusciibad by NARANSOD
32 CFR 2003.E.0. |2988
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Continuation — 12 FAM 564 Exhibit 564.1

18, These restrictions are consktent with and de not supersede, conflct with or othenwize alter the employees
obligstions, rights or lisbilities created by Executive Order 12955, Section 7211 of Title B, United Stetes code
[governing dieclosures to Congress); Section 1034 of Title 10, United States code. as amended by the Militany
Whistleblower Frotection Act (gowverning dizclosure to Congress by members of the militany); Section 2302(b) (S) of
title B, United States Code, as amended by the Whistleblower Protection Act (gowerning disclosures of illegality.
waste, fraud, abuse or public health or safety threats): the Intelligence ldentities Protection Act of 1932 (B0 US O
427 et seq.) (gowerning disclosures that expose confidential Gowvernrmment agents), and the statutes which protect
against disclosure that may cormpromise the national security, including Sections &4, 793, 7584, 795, 952 and 1924
of Title 15, United State Code, and Section 4ib) of the Subwversive Activities Act of 1980 (B0 L5, C. Section ¥83(b)).
The definitions, requirerments, obligations, rights, ssnctions and lisbilities created by said Executive Order and listed
statutes are incorporated into this Agreemment and are controlling.

11. | hawe read this Agreerment carefully and my questions. if any, hawe been answered. | acknowledge that the
briefing officer has mede available to me the Executive Order and statutes referenced in this agreement and its
irmplerrenting requlation (32 CFR Section 2003, 200 so that | meay read therm st this tiree, if | 20 choose.

EICNATURE DATE fonoedd-yrpyl EOCIaL BSECURITY NUMBER
(o Nodioa halo w)

ORCAMIZATION IF COMNTRACTOR, LICEMSEE, GRANTEE OF AGENT, PROVIDE: MAME, ADDRESS, AND IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER|
(Typaor mriny)

WITNESS ACCEPTANCE
THE EXECUTION OF THEE AGREENENT WAS THE UNDERSIGNED ACCEPTED THEE AGREEMENT ON
WITNESSED BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES GOYERMMENT.
EIGHATURE DATE i dd-yryy] |SIGHATURE DATE i dd-yyry]
WARE AND ADDAEGE [Typeor mial] WAME AND ADDAEEE [Typeor miad)

SECURITY DEBRIEFING ACKNOW I EDGMENT

| remffirm that the provisions of the sapionage laws, other federal criminal lews and sxecutive orders sppliceble to the sefeguerding of classifisd
information have bsen made avmilable to me; that | have returned all clascified information in my custody; that | will not communiceate or transmit
clazeified informetion to mny uneuthorized perzon or orgenizetion; that | will promptly repart to the Federal Buresu of Investigation sny attempt by
on uneuthorized peraon te solicit classified infermation, and that | lheve) lheves not) lstrikes cut inoppropriete word or words) received B security
debrie fing.

SICNATURE OF EMPLOYEE DATE (eaoedd-yypy)

MAME OF WITHESS [Typoor oriad) SIGMATURE OF WITHNESS

MOTICE: The Privacy Act, § U.5.0. 552m, requires that federal agencies inform individuals, at the times information is solicited from them, whether
the dicclozure iz mandetory or weluntery, by what suthority zuch information iz celicited, and whet uzec will be mades of the information. You are
hereby mdvized thet suthority for soliciting your Social Security Mumber I55M) iz Executive Order 8337, Your 55N will be uzed to identify you
precisely when it is necessary to 1) certify that you hawe mccess to the informetion indicated sbove or A determine theat your mccess to the
information indicated heas terminetesd. Although disclesure of your S5M is not mandatery, your failurs to do 2o may impeds the processing of such
certifications or determinations, or poszibly recult in the deniel of your being grented mccess to clacsified information.

*MWOT APPLICABLE TO NON-GChERMNMENT PERSONMEL SIGMING THIS AGREEMENT.
STANDARD FORM 312 (Rav. 1-00) BACK
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12 FAM 564 Exhibit 564.4
FORM OF-109, SEPARATION STATEMENT

(TL:DS-88;, 02-13-2003)

U.S. Departrment of State

SEPARATION STATEMENT

l. rnaka tha following statsrnantin connection with ry
[nimAEE fw e o nantl
soparation from employmentin the U5, Departrient of State. &5 used hersin, the term “smployment® includes all periods of assagnmentor
detail, a= wall ax any paricd=s of ternporary, part-tinns or intarmaittent arployrent tharein, and the terrn “separation™ includss su=pan=ion for
any poriod in esoess of 30 davys, retirement from active duty, tansfer to ancther agenoy. resignation. furlough to enter military servics, ato.

1. | hawa surrandarad to raspensible officials all classifisd or administratively contrellad decumants and rmatarial with whish | was charged or
wehioh | had in ry po=msa==ion, and | am not rataining in my posse=ssion, oustody, or control, doournants or raterial containing olassifiad or
adriinistr atively contrelled inforrnation furnished to ma during the course of =uch smiployrnent or devaloped as a conzaquencs tharscof.
inaluding any diaria=, mamorandums of convar=ation, or othar doourants of & parsanal natura that contain olassifiad or adraini stratwvaly
sontrellad information.

2. | hawva =urrandarad to responsible officials all unclassifisd decurnsnt= and papars ralating to the official busine=s of the Gowvernrment
acquirad by ra wehile in the araploy of tha Dapartrmant.

3. | shall net publish. ner reveal to any person, any classified or administratively contralled information of which | have knowledge, or any
other inforrnation tran=mittsd to me in confidancs in the cour=e of my official duties, axospt a= may be authorized by officials of the
araploving Dapartrnant sripowwarad to grant permizsion for such disclosura.,

4. | hava besn advisad by tha interviewsing officer whoss nare appears balowe and undar=stand the oriminal peonaltiss ralating te U5,
Gowvarnmant rasords and information and the usa tharacf:

Tide 15, U.S. Cada Tita 6O, U.S5. Coda
Saotion G41 - Fublic Money, Froparty or Racords Saction 7E3(b] - Cormraunicaton o f Cla==fiad Inforrnaton
723 - Gatharing, Transmitting or Lesing by Gowarnrnant Officer or Erployas
Dafan=a Infarration F53{d] - Fanaltia= for “wviclation
7294 - Gatharing or Dalivaring Dafanza
Infarmation to &id Faraign Gowt. Tite 42, UI.5. Coda
782 - Disclosura of Classifiad Information
95 2 - Diplornatio Coda= and Corraspon danca Seotion 2272 - Viclation of Spacific Sactions
1906 - Dizclosura of Confidantial Inferrmation 2273 - iclation of Ganeral Sactions
2071 - Conomalmant, Rarowval, or Mutilation of 2274 - Comrmunication of Res=trictad Data
Racords 2275 - FRaoasipt of Reastriotad Data

2276 - Taraparing With Festrictad Data
2277 - Dizolosure of Restioted Data

Thase rastictions ara consistant with and de net supersads, confliot with or otherwise altar tha armployes cbligations, rights or liabilites
oraatad by Exmoutive Ordar 12965, Saction 7211 of Titla 5, Unitad Statas Code (gowvarning disalosures to Congress): Ssotion 1034 of Title
10, Unitad States Code, as ameandad by the Military Whist sblowve ar Frotaction Lot {gowarning disolesura to Congre= by mambars of tha
militaryl; Seotion 2302(b1S) of Titlea 5. United State= Cods, a= amandad by tha Whistlabl owwar Frotaotion 2ot (gowarning disolosures of
illagality, wwasts, fraud. abuss or public health or safaty threats), the Intelligsncs |dantitisas Frotaction fot of 19582450 U.S.C. 421 at saq.)
igoverning disclosures thet could espose confidential Gowernment egents). and the statutes which protect sgeinst disclosure that may
sompremise the national sacurity, including Seotions 641, 793, 794, 7928 and 2952 of Title 13, Unitad States Code, and Saction 44k ] of tha
Subwersive Sotivities Aot of 1960 (50 U.5.C. Seotion 7E3(b]). The definitions, requirements, obligations, rights. sanctions and liabili tes
oraatad by =aid Exacutive Order and listad statuts= ares incorporated inte this Agresrent and ars contrelling.

6. | reaffirrn that tha provisions of the a=pionage lawes, othar fadaral oriminal lavws and axscutive ordars applicabls to tha =afsguarding of
olassified information hawve been made awailable to e that | have returned all olassified information in my custody, that | will not
aorirmunicats or transrmit ol a==ifiad inforrmaton to any unauthorized par=on or organization: that | will prorapdy reaport to the Fadaral Bursau
of Inwastigation any atternpt by an unauthorizad parson te =colicit olas=ifiad inforrmation, and that | {hawallhawe not) {strife out @aporapriate
s ar werds | racaived & saourity debriafing.

G. | hawe beon advized by the interviewing officer wwhose signature appears balows and fully understand that Secotion 1001 of Title 15, United
States Coda, prowvides oriminal ponaltiss for knowingly and willfully falsifying or concosaling material fact in a =taterent or docurnent
submitted to any department or agenoy of the United States Gowernrment conoerning a matter under its jurisdiction.

Signatura o f Intar viaweing Officar Signatura in Fressnos of Intarv awing Officar
Data fs-Zd-mmn] Diats o f Birth fem-dd-mon)
Typad Marns of Intarviswing Officar Date Sigred (wm-dd-nmm

T d bl f E rpl
Fost, Dopartnant ypad Maria of Erplayas

Othar Maras Usad During This Fariad o f Eriploymant
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