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UNITED STATESOF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

MICROSOFT CORPORATION, DOCKET NO.

a corporation.

e N’ N N N N N

COMPLAINT

The Federd Trade Commisson, having reason to beieve that Microsoft, a corporation
(“respondent™) has violated the provisons of the Federd Trade Commission Act, and it gppearing to the
Commission thet this proceeding isin the public interest, dleges

1 Respondent Microsoft isaWashington corporation with its principa office or place of business at
One Microsoft Way, Redmond, Washington 98052. Respondent, a software and technology company,
has advertised and promoted its sign-on and online wallet services, Passport and Passport Express
Purchase (aka Passport Wallet), through the company’s Web site at www.passport.com and elsewhere
on the Internet.

2. The acts and practices of respondent as dleged in this complaint have been in or affecting
commerce, as“commerce’ isdefined in Section 4 of the Federd Trade Commission Act.

Passport Security

3. Following the launch of Passport in October 1999, respondent disseminated or caused to be
disseminated various versons of a*“Microsoft .NET Passport Q&A” on Passport.com, including but not
necessarily limited to that attached as Exhibit A, containing the following statements.

Security and Privacy

How secureis.NET Passport?

NET Passport achievesahigh level of Web Security by using technologies and syssems designed
to prevent unauthorized access to your persona information.
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Exhibit A, Microsoft NET Passport Q& A, http://Mmww.passport.com/Consumer/ ConsumerQA..asp?c.

4, Respondent also disseminated or caused to be disseminated on the home page of its Web Ste at
Passport.com various advertisements, including but not necessarily limited to that shown in Exhibit B,
containing the following statements:

Security
Use .NET Passport from any computer on the Internet. Your .NET Passport is protected by
powerful online security technology and a drict privacy policy.

Exhibit B, Passport Home Page, http://Awww.passport.com/Consumer/Default.asp? c=1033.

5. Respondent also disseminated or caused to be disseminated various privacy policies on
Passport.com, including but not limited to the attached Exhibit C, containing the following Statements:

SECURITY OF YOUR PERSONAL INFORMATION

Your .NET Passport information is stored on secure .NET Passport serversthat are protected in
controlled facilities.

Exhibit C, Microsoft .NET Passport Privacy Policy, http://www.passport.com/Consumer/
PrivacyPolicy.asp?2c=1033.

6. Through the means described in Paragraphs 3-5, respondent represented, expresdy or by
implication, that it maintained ahigh level of online security by employing sufficient measuresreasonableand
appropriate under the circumstances to maintain and protect the privacy and confidentidity of persond
information obtained from or about consumers in connection with the Passport and Passport Wallet
services.

7. In truth and in fact, respondent did not maintain a high leve of online security by employing
uffident measuresreasonable and appropriate under the circumstancesto maintain and protect the privacy
and confidentidity of persond information obtained from or about consumers in connection with the
Passport and Passport Wallet services. In particular, respondent failed to implement and document
procedures that were reasonable and appropriate to: (1) prevent possible unauthorized access to the
Passport system; (2) detect possible unauthorized accessto the Passport system; (3) monitor the Passport
system for potentia vulnerabilities, and (4) record and retain system information sufficient to perform
security auditsand investigations. In light of these deficiencies, taken together, the representation set forth
in Paragraph 6 was fase or mideading.

Passport Wallet Security
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8. Respondent has promoted its Passport Express Purchase service, also referred to as Passport
Walet, asan online sarvicethat facilitatesconsumers' online purchasesby tranamitting credit card numbers,
hillinginformation, and shipping information storedin their Passport wall et to parti cipating Express Purchase
gtes.

9. Following the launch of Passport Wallet in October 1999, respondent disseminated or caused to
be disseminated on the home page of its Web site at Passport.com various advertisements, including but
not necessarily limited to that shown in Exhibit B, containing the following Satements:

Store information in .NET Passport wallet that will help you makefaster safer online purchases
at any .NET Passport express purchase site.

Exhibit B, Passport Home Peage, http://ww.passport.com/Consumer/Default.asp? c=1033.
10. Respondent aso disseminated or caused to bedisseminated variousversonsof a“Microsoft .NET
Passport Q& A” on Passport.com, including but not necessarily limited to that attached as Exhibit A,
containing the following statements:

What isMicrosoft .NET Passport and what can | do with it?

* * %

With a.NET Passport, you can:

* % %

Make faster, more secur e online pur chases with .NET Passport express purchase.

Exhibit A, Microsoft .NET Passport Q& A, http://mww.passport.com/Consumer/ ConsumerQA.aspc.

11.  Through the means described in paragraphs 9 and 10, respondent represented, expresdy or by
implication, that purchases made at a Passport Express Purchase site with Passport Wallet are safer or
more secure than purchases made at the same Passport Express Purchase site without using the Passport
Wallet.

12. Intruth and in fact, purchases made at a Passport Express Purchase site with Passport Wallet are
not, for most consumers, safer or more secure than purchases made at the same Passport Express
Purchase site without using the Passport Wallet. Most consumers making credit card purchases at a
Passport Express Purchase Site receive identical security whether they use Passport Wallet to complete
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atransaction or purchasedirectly from the Passport Express Purchase sitewithout using aPassport Wallet.
Therefore, the representations set forth in paragraph 11 were false or mideading.

Passport Privacy - Data Collection

13. Respondent has disseminated or caused to be disseminated various privacy policies on
Passport.com, including but not limited to the attached Exhibit C, which containsthe following statements:

This Privacy Statement disclosesthe privacy practicesfor the NET Passport Web Siteand .NET
Passport Services in accordance with the requirements of the TRUSTe Privacy Program. When
you vist aweb ste digplaying the TRUSTe trademark, you can expect to be notified of [w]hat
persondly identifiable information of yoursis collected. . . .

BExhibit C, Microsoft .NET Passport Privacy Policy, http://www.passport.com/Consumer/
PrivacyPolicy.asp?c=1033.

14.  Thisprivacy satement also described in detail the information collected from or about consumers
in connection with their use of the Passport, including, but not limited to: what information is collected by
Passport when a consumer registers at the Passport.com site; what information is collected by Passport
and by a participating Ste when a consumer registers for Passport through that participating site; what
information is collected by participating Stes when a consumer Signs in with a Passport; “ operational”
information generated in connection with a Passport account; the associaion of a unique identification
number with every Passport account; and the collection of sign-in and other information in temporary
cookies that are deleted when the consumer signs out of Passport.

15.  Through the means described in paragraphs 13-14, respondent represented, expressly or by
implication, that Passport did not collect any personaly identifiable information other than that described

inits privacy policy.

16. Intruth and in fact, Passport did collect persondly identifiableinformation other than that described
in its privacy policy. In particular, Passport collected, and maintained for a limited period of time, a
persondly identifiable record of the sitesto which a Passport user signed in, dong with the dates and times

of ggn in, which customer service representatives linked to a user’ s name in order to respond to auser’s
request for service. Therefore, the representation set forth in paragraph 15 was fase or mideading.

Kids Passport
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17. Respondent has promoted its Kids Passport service as an online service that assgs parents in
protecting their children’s online privecy.

18.  Sincetheintroductionof Kids Passport in April 2000, respondent has disseminated or caused to
be disseminated various Kids Passport web pages and privacy policies, including but not necessarily limited
to the attached Exhibits D and E, which contain the following statements:

A.

Welcome to Kids Passport
Helping parents protect their children’s privacy online

L earn about the Children’s Online Privacy Protection Act
Discover how Passport Kidsishelping parentsto keep their children’ sidentity safeonline,

Micr osoft KidsPassport isafree servicethat helpsyou conveniently protect and control
your children’s online privacy. . . With Kids Passport, you can grant or deny consent to
participation (sic) web stes(including the Microsoft family of web sites) to collect persond
information from your children. In addition, you can make specific choicesfor each child
and for each gte, dl in one convenient, centralized location.

Exhibit D, Kids Passport web pages, http://kids.passport.com.

B.

Microsoft Kids Passport Privacy Statement

Microsoft is especialy concerned about the safety and protection of children’s persond
information collected and used online. Microsoft Kids Passport (“Kids Passport”) dlows
parents to consent to the collection, use and sharing of ther children’s information with
Passport participating Stes and services that have agreed to use Kids Passport as their
parental consent process.

USE OF CHILDREN’'S PERSONAL INFORMATION BY PASSPORT

Passport does not share this information contained in your child's Passport profile with
third parties, except for Passport participating sites where you have consented to such
sharing, or as otherwise disclosed in this statement.

CONTROL OF CHILDREN’SPERSONAL INFORMATION
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Kids Passport dlow you to limit the amount of information shared with the Stes and
services participating in the Kids Passport program. Y ou can choose to alow Passport
to share dl of the information in your child's Passport profile with a participating Ste or
service, or you can limit the information shared to just a unique identifier or age range.

Exhibt E, Microsoft Kids Passport Privacy Statement, http://www.passport.com/
consumer/privacy/policy.asp/PPlcid=1033.

19.  Through the means described in Paragraph 18, respondent represented, expressly or by
implication, that the Kids Passport service provided parentswith control over theinformation their children
could provide to participating Passport Sites and the use of that information by such sites.

20. In truth and in fact, the Kids Passport service did not provide parents with control over the
information their children could provide to participating Passport Sites and the use of that information by
such gites. For ingtance, once a parent set up a child’s Passport account and provided consent for the
collection and/or disclosure of the types of persond information listed in respondent’s privacy policy,
respondent permitted the child to edit or change certain fields of persona information and change account
settings set by the parent.  Respondent also failed to clearly inform parents that in some instances
information would be disclosed to Passport Web sitesthat do not participate in the Kids Passport service.
Therefore, the representations set forth in paragraph 19 were false or mideading.

21.  The acts and practices of respondent as aleged in this complaint congtituted unfair or deceptive

acts or practicesin or affecting commerce in violation of Section 5(a) of the Federa Trade Commisson
Act.

THEREFORE, the Federd Trade Commission this  day of , 2002, has issued this
complaint against respondent.

By the Commission.

Dondd S. Clark
Secretary
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