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PROCEEDI NGS

M5. BARSHEFSKY: Good norning. | want to
t hank Chairman Pitofsky for inviting me to speak
with you today.

Qur topic today is by no neans a sinple
one. Electronic commerce, and the broader
phenonmenon of the Internet, are in their infancy.
They are devel oping with great speed and
unpr edi ct abl e consequences, and are al ready
forcing governments to think differently about
many i ssues.

Trade is no exception. And today | would
like to offer sone thoughts about the principles
and specific objectives we believe can be a guide
to trade policy as this new worl d devel ops.

The I nformation Revolution, to begin
with, is changing life and work in al nost every
field.

In health, telenedicine is transformng
rural health care as famly doctors consult
online wwth the NIH and the Centers for D sease
Cont r ol

In science, virtual reality guides

m croscopi ¢ canera through bl ood vessels or a
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robot across the | andscape of Mars.

In travel, the d obal Positioning Service
hel ps saf eguard shi pping, nmakes famly vacations
easi er and safer through i medi ate warni ngs of
bad weat her or traffic jans ahead or fights with
ki ds.

In the public life, denobcracy is
strengthened as web site and e-mail gives
students and citizens access to news information
and debate. O course, this has its darker side
as hate groups and crimnal organizations can use
it as well.

I nformation revolution is al so changi ng
busi ness and trade. d obal electronic comerce,
the use of Net and other forns of electronic
transm ssions to buy and sell, wll make
conpanies nore efficient as conputers allow them
to cut inventories, provide better and nore
tinmely custonmer service and neet consuner demand
nore effectively.

To give a concrete exanple, estimates are
t hat when you go to a bank, your transaction with
the teller will cost about a dollar; when you use
an ATM the transaction wll cost about 50

scents; when you use the Net, it drops to 13
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cents.

Li kew se, the Net will make trade and
make international business far easier than
before. It will allow businesses and custoners
to find one another nore rapidly, reduce the
conplexity of finding and filling out paperwork
and erase borders conpletely for products
available in digital form Especially
interesting and exciting is the potential of
el ectronic commerce to spur entrepreneurialism
particularly in di sadvantaged areas where cost of
capital are too high and risk adversity is
conmmon.

And for consuners, electronic comerce
will raise living standards and create new
tremendous sources of | everage over conpani es.

It gives consuners the power to conpare price and
qual ity anong vendors all over the world. It
makes daily life nore conveni ent as consumers
bypass, for exanple, departnment stores or malls
in favor of ordering things off the Net and
getting delivery directly at hone.

El ectroni c comrerce, though, also raises
a nunber of troubling questions. Governnents

must reflect on the way ways to adapt nati onal
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trade and crine-fighting policies to a borderless
worl d. Consuners and busi nesses, too, know that
together with raising living standards and better
prices conme questions about Internet scam
artists, abuse of credit cards, a collection of
personal date and so on

And so, our inmmediate chal |l enge energes.
Consuners shoul d get the nmaxi mum benefits of
t hese new technol ogi es. Qur conpani es, our
nati onal econony and our trade partners should be
able to use themto the best effect. And at the
sanme time, we nust maintain high standards of
public safety, privacy and consunmer protection to
hel p define the quality of life.

This is a very conpl ex chal |l enge, nade
nmore so by the rapid growh of the Internet and
e-commerce. The Net, with 3 mllion users in
1995, now has about 140 mllion, with 52,000 new
Aneri cans | oggi ng on each day. By 2005, it may
reach a billion people around the worl d.

El ectronic commerce, which totalled about $200
billion, may reach 1.3 trillion in the U S. alone
by 2003. And new product and services devel op
every nmonent: Fromrenote nonitoring for forest

health to | ong-di stance educati on and nore.
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At the sane tinme, though, we're not
necessarily faced with an utterly new and alien
set of concepts. Electronic commerce and the
I nternet are new devel opnents whi ch depend on
state-of-the-art technology. But they also
represent sonething of a |ogical devel opnents of
earlier innovations in conmunications and
informati on technol ogy dating to the tel egraph
and the tel ephone a hundred years ago and nore.

So, while we nust adapt our thinking and
our policies in certain inportant ways, our
traditional principles remain valid. W have
generally believed that the governnent policies
shall be in the formof self-regulation where
possi bl e, rather than attenpts to control the
devel opnment of industries and technol ogi es.
Where this does not succeed, of course, the
government has an obligation to protect citizens,
especi ally those nost vul nerabl e, through
inpartial nmeans. And in either case, we have
mai nt ai ned an open and non-di scrim natory market,
believing that trade generally creates
conpetition and raises |iving standards.

These principles, we believe, wll be

valid in the el ectronic comrerce. It will be
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very difficult to predict precisely how an

el ectronic marketplace will devel op, so we don't
propose to try; rather, we will whenever possible
| eave this to the private sector and to the

mar ket .

Further, while governnment action to fight
crime, protect children and protect privacy wll
be necessary, evaluating the need for new
regul ations will be a very conplex task. Unless
the decisions we ultimately make rest on a strong
consensus anong the private sector and consuners
ali ke as well as governnents, we wll nost |ikely
see a set of regulations that are both burdensone
for businesses and consuners and ineffective in
their primary objective.

And finally, there are no natural borders
to cyberspace and the devel opnent of policies and
solutions nust ultimtely be a worldw de effort.

This action takes place in many different
arenas. Over the past several years, we've been
devel oping an institutional infrastructure for
e-commerce to give businesses and consuners
confidence and predictability we enjoy in
traditional formof comerce. The issues

i nvol ved rangi ng from managi ng domai n nanes to
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establishing standards and a | egal franmework for
digital signatures, ensuring adequate privacy
protection, addressing tax inplication as and so
on. Al of these issues are very inportant to
the future of e-commerce and our coll eagues in
ot her agenci es are addressing themthrough
international talks and in our donestic agenda.

But in trade policy, we are devel oping
our broader principles through specific
obj ectives at the WO and t hrough advi sory
commttees in the regional and bilateral trade
initiatives we have under way in each part of the
world. These goals fall into three major
categories: First, guaranteeing the uni npeded
devel opment of e-commerce. Second, ensuring
enforcement of existing regulations to protect
consuners, fight crinme and so forth; and third,
extendi ng access to the el ectronic marketpl ace
wor | dwi de.

Let nme just review briefly each of these
objectives in turn. First, we want to help
ensure the uni npeded devel opnent of e-commerce.
And here, we have several specific objectives:
Duty-free cyberspace, technological neutrality,

and ensuring the nost |iberal treatnent of
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products carried on el ectronic transm ssions.

The nost imediate initiative is to keep
cyberspace duty-free. That is, to prevent the
i nposition of custons tariffs on electronic
transm ssions on the Net. To inpose tariffs wll
be terribly burdensone. It wll burden, of
course the technology. That will be |ightened
only by the difficulty of collecting the charges.

It would both slow the growth of e-comerce,
and encourage that growh ultimately to take
pl ace outside the | aw.

Today, there are no custoner duties on
phone nessages, on fax, on data transm ssions and
that kind of cute duty-treatnent should be
applied also on a permanent basis to electronic
transactions on the net. W have a tenporary
standstill in the WIOin this issue and we | ook
forward to renewing that this year in Seattle in
the fall.

At the sane tinme, through the | onger-term
WO wor k program seeks consensus on this issue,
we al so seek consensus on the principle of
technol ogi cal neutrality to ensure that products
delivered electronically are protected by trade

principles through the WO

For The Record, Inc.
(301) 870-8025



13

New t echnol ogi es and tel ecom servi ces
make possible a vast range of new activities.
Whether it's call centers |ocated i n Nebraska,
Internet radio out of Texas, software production
in India or inventory nonitoring in Ireland, a
cheap, powerful global network now brings
activities to the area in which they are carried
out nost efficiently. W can predict neither the
new activities that will beconme possible in the
next decade, nor the new nethods which wll
deliver themnost rapidly and cheaply. Neither,
in fact, can technical experts. You nay recal
that Al an Turing, one of the inventors of the
conputer, thought in 1940 that one of its major
uses woul d be, and | quote, calculating range
tables for artillery fire.

We've cone a |long way since then. Wat
we can predict is that wwth freedomto devel op
new i deas and technologies, we'll find better and
easi er ways to conduct business. The principle
of technology neutrality in the trade perspective
means that countries should not deny firns and
consuners the benefits of newer or cheaper goods
and services sinply because they are delivered

el ectronically or because of the way they are
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delivered electronically. To do so would be to
choke off innovation before it begins.

We al so believe the world should keep an
open mnd as to the classification of the types
of products delivered on the Internet. As you
know, the distinction between goods and services
in tangible formis a rather bright line in
international trade ternms. This may not be the
case wWth respect to electronic conmmerce and we
need to keep an open mnd on that issue.

And | ast, of course, the protection of
intellectual property rights is essential if
e-commerce is to reach its full potential. This
i ssue raises an extraordinary array of
chal | enges. The bi ggest chall enge, as you know,
is an explosion of online piracy as many of the
t echnol ogi es and nodes of delivery of copyrighted
mat eri al nmerge and then explode. Qur principle
vehicles to preventing this from happening is to
show our support for wde ratification of the
recent WPO treaties addressing Internet piracy
and we' re working very actively with other
countries on this. And of course, we support
establishing in parallel with ratification rules

that outline the liability of networks and
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manuf acturers.

Toget her with, and fundanental to, the
uni npeded devel opnent of e-comrerce is ensuring
hi gh standards of consuner protection and that is
our second broad policy goal. This is a
fundanmental American principle and a consensus
policy goal. Consuners don't want to be cheated
or exploited. Businesses who see their future in
el ectronic commerce don't want the nmediumto gain
a reputation as rife with fraud and scans and
t hose sane busi nesses do not want to gain a
reputation for thensel ves as abusers of privacy.

Thus, in the majority of cases, we
bel i eve businesses can and will police thensel ves
and one another. Many, as you know, have
voluntary privacy prograns, backed up by good
enforcenent, allow ng consuners who visit Wb
sites to choose whether to offer information
about thenselves to the site operator. Those who
refuse to adopt these prograns wll likely see
busi ness drop off but at tines, particularly
with, for exanple, children, voluntary prograns
will likely need to be acconpani ed by governnent
regul ati ons and enforcenent.

As governnent and industry groups proceed
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to devel op consuner protection regines, we
bel i eve governnents worl dwi de shoul d apply basic
WO principles |ike transparency and
non-di scrimnation, and ensure that their
regul atory processes are fair and open to advice
from busi nesses and civil society groups. |If
not, the result in policies wll nost |ikely
i npose burdens on consuners and business while
failing in their primary task

The specific issues we'll face, as you
know, are very conplex and are largely the
subj ect of this conference. The jurisdictional
question, for exanple, of whether |aws where the
provider is established or the consuner resides
will apply to contracts and business transactions
conducted electronically. No consensus yet
exi sts on these issues. And our approach,
frankly, is to accept that fact and to encourage
br oad-rangi ng di scussion as is going on here so
that we can devel op consensus on these issues
anong the broadest group of people. But in the
case of the jurisdictional issue, | don't think
the market will provide the solution. | think
ultimately people like you in this roomw || have

to provide the solution.
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Wth respect to | ooking at the range of
difficult tasks ahead, not only the
jurisdictional question, but including the
jurisdictional question, we have bilateral and
regi onal discussions through our various trade
policy initiatives.

Bilaterally, we've endorsed a broad
series of principles on electronic transm ssions
such as duty-free cyberspace, the need for broad
consuner protection wth Japan, Ireland, France,
Korea, Australia and other countries.

On a regional basis, we have forns for
addressing e-commerce issues in The Free Trade
Area of the Anerica's negotiations with our
hem sphere, our Transatlantic Econom c
Partnership wth Europe, and the APEC Forum the
Asi an- Paci fic Econom ¢ Cooperation Forumw th our
Asi an partners.

In every one of these arenas, we have
proceeded on the basis the best way to reach our
goals is full discussion, close collaboration
anong all interested parties, full transparency
as approaches and regul ati ons are bei ng t hought
t hrough and defi ned.

The third policy goal has to do with
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uni versal access. W believe that electronic
commer ce shoul d be avail able around the world to
everyone in all strata of life.

One of the nost profound and exciting
inplications of e-commerce is the potential to
speed devel opnent on a nore rapid basis of the
poorer countries and the di sadvant aged regions
at hone. Rural areas, Indian nations, snal
towns, entrepreneurial associations in
devel oping nations are all finding that
I nternet access requires little capital,
hel ps entrepreneurs find custoners and
supplies quickly and eases technical and
paper wor k bur dens.

E-comerce is ideally suited for
devel opi ng countries and people with a good
idea but very little capital. W're stressing
t hese opportunities, for exanple, in our trade
initiatives with respect to sub-Saharan Africa.
These initiatives, together with concrete
techni cal assistance, help create conpetitive
private, sector-driven electronic markets.

We have worked closely with AID, for exanple,
and it hel ped eight African nations set up

nati onal gateways and begun to start with
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four nore and AID has now reall ocated
existing funds to pronote the devel opnent of
e- comerce anong entrepreneurs in Janaica,
Guat emal a, Uganda, Bul garia, Egypt, CGhana,
Morocco, Haiti and other countries.

This is a very, very exciting devel opnent
for the poorest countries, particularly those in
sub- Saharan Africa where the greatest
concentration of poor countries resides. The
result, if we succeed, will be a seanless,
genui nely worl dw de network which all ows peopl e
in these countries to enter trade quickly and to
spur econonm ¢ devel opnment on a much nore rapid
basi s.

For these countries, and for us as well,
e-commerce is in its infancy and we have a great
| uxury of being there at the beginning helping to
define and channel this new phenonenon.

If we act sensibly today, e-conmmerce can
devel op, as you know, into an extraordinary force
certainly for consuner benefits, for national and
i nternational econom c growh and extraordinary
creativity in the years ahead. That's the
prospect our trade policy ains at in our own

narrow way in this field and so, we believe it's
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worth the time to get it right.
Thank you very nmuch. This is a great
pl easure to be here.

(Wher eupon, session one concl uded.)
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PROCEEDI NGS

M5. SCHWARTZ: So, what next? | think at
this point we invite the panelists to cone up and
join at the table and if | could nmake a couple
ot her just adm nistrative announcenents.

As was the case yesterday, this is being
Web- audi o cast and one can |listen at
Broadcast.com W're still accepting witten
gquestions fromthe audi ence here and al so at the
e-mai | address, e-Marketplace@TC. gov.

Vint Serf, the father of the Internet
because he co-designed the architecture and the
basi ¢ comuni cation protocols that gave rise to
the Internet. Over the years, his contributions
to the devel opnment of the Internet have really
truly been staggering and they' ve been well
recogni zed with honors ranging fromthe National
Medal of Technol ogy presented by President
Cinton to honorary degrees fromuniversities
around t he gl obe.

Al so, he just keeps going. In addition
to his position as Senior Vice President for
Internet Architecture and Technol ogy for M

Worl dCom he is currently engaged also in a jet
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propul sion | aboratory effort to design an
interplanetary Internet. So, although we up
until now have been thinking we were engaged in
gl obal big-picture thinking, by conparison, we're
still on earth and he's in the, beyond that.

Wth that, although this introduction
could go on for sonme tine, 1'mgoing to turn over
the mcrophone to Vint. H s topic is the history
and future of the Internet and Vint, you can
actually stand or --

MR, SERF: |'mactually going to approach
it here. Thank you so nmuch for that kind
introduction. 1Is this thing working okay? And
|"maudible. Al right. | may not nake any
sense but at |east |'m audible.

| have a couple of tasks this norning.
One of themis to do a synchronizing thing so
that I don't have to go like that and show ny
bal d spot any worse than | already do. [|'m going
totry to keep ny slides in the sane order that
have there and we're going to click them
simul taneously. That's what it says anyway.

So, if | suddenly drift off to tal k about
sonething that isn't there, it's because we're

out of sync. | also amgoing to try to focus ny
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remar ks on the consuner side of the Internet but
| amgoing to try to acconplish nmy other task
which is to give you a sense of where it is,
where it's going and what is happening to it,
but nost particularly with respect to its use in
el ectroni c commer ce.

So, if we go to the next slide. | am
al so going do forced to nmake a few predictions
and | am very conscious of how dangerous this is.

In fact, | have a couple of exanples that show
you how dangerous it can be. The next slide --
wait a mnute. |I'mnot in sync. There we go.
Okay. Now, hit the button again.

"This tel ephone has too many shortcom ngs
to be seriously considered as a neans of
communi cation. The device is inherently of no
value to us." W could possibly have said that?

I f you hit the button again, It's Western Union
back in 1876, a small era.

The next one is al nost equally as much
fun. Hit the button again. "640K ought to be
enough for anybody," Bill Gates, 1981.

Vell, let's go on now and talk a little
bit about the Internet. It's not like |I haven't

made any bad predictions either, but |I've left
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out what bad ones that | nmade. You'll discover
t hem soon enough.

Next slide. Everybody understands that
the Internet is not a single network. [It's
actually a network of networks and there are
about 300, 000 of them connected around the world.

And the only reason that it works at all is
that they're all running a common set of
prot ocol s and conmuni cati on procedures anong the
conputers and the routers, things that nove
packets around in the network.

It all uses this thing called TCP/IP
which is a suite of protocols. About 200 of them
now and counting. It was designed way back in
1973 and the intent was the system woul d operate
on conmuni cati ons technol ogi es whi ch had not
necessarily yet been invented. And so, the basic
| nternet protocol was as sinple as we could
possi bly make it and all we asked of the
underlying transm ssion systemwas that you take
that bag of bits and deliver themfrompoint Ato
point B wth sonme probability greater than zero.
So, we didn't even ask that it be reliable. W
just said, do the best you can and that's the

origin of the terns |ike best efforts
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conmuni cati on

Well, | got very enthusiastic about
trying to put the Internet protocol, or |IP, over
all these various transm ssion system as they
cane along and so, as the next slide should show,
| got a T-shirt that says "IP" on everything
which is what |'ve been doing for the last 25
years. | even got one of these for ny dog, so
when | take her on a wal k, she does the sane
t hi ng.

That, in essence, is what Internet is al
about. It's trying to get the sinple set of
protocols to run on top of all the new
communi cati ons technol ogi es that have cone al ong
I i ke asynchronous transfer node and relay and
Sonnet and dense wave | ength division
mul ti pl exi ng and point-to-point radio |inks and
satellite and so on.

Next slide. W're the mddle of a kind
of gold rush in the Internet right now You
can't turn a page of a nmagazi ne or a newspaper
particularly a financial section w thout seeing
sonet hi ng goi ng on, either stocks skyrocketing or
stocks plumeting related to Internet. It's a

classic gold rush phenonenon. People are not
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quite sure what it's all about but people are
maki ng noney in it, so others are running around
trying to figure out how to nake noney in the

| nt er net.

Back in California in 1848, it was
| ooking for gold in the hills of California. 150
years later, it's really looking for gold in the
stock market, but the fact of the matter is we've
| earned | essons fromgold rushes. W know t hat
t he peopl e who nake noney in the gold rushes are
often the people who are not |ooking for gold.
They are the ones who sell picks and shovels and
tents to other people who are | ooking for gold
and that's what the tel ecommuni cati ons conpani es
are doing now They are selling the electronic
equi val ent of picks and shovels to other people
who are | ooking for gold in the Internet.

Vell, if we'reinthe mddle of a gold
rush, we should have sone things on how big it
was. So, on next slide. You're really good at
this. Thank you. W get sone idea of the scale
of the system Everyone knows what a domai n nane
is by now, right? WWVw com

The second | evel of the domain are the

t hi ngs that have two conponents, wcomcom for
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exanple. There are about 3 mllion of those that
have been registered by July of |last year and
here it is June. |It's probably about 6 mllion
by now | just don't have the data from NSI, but
if I did, I would give it to you

There were 34 mllion conputers in the
Net as of January of this year, probably on the
order of 50-plus mllion, maybe 55 mllion by
now. It operates in 206 countries and
territories around the world, but the penetration
level in different countries is quite varied. In
fact, yesterday | had the pleasure of visiting
t he Fi nnish enbassy where it turns out that there
is in Finland, the highest nunber of posts in the
I nternet of any country in the world, even
including the United States. W don't know why.
| nmean, we can speculate. Mybe it's those | ong,
cold Finnish nights and they don't have anything
el se but, you know, to surf the Net. But
whatever it is, they are heavily penetrated not
only with Internet technol ogy, but also with
cel lul ar tel ephony.

There are estimated to be 165 mllion
users of Internet today. That's up from about 80

mllion a year ago. And | have sone nore data on
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the next slide that gives you an idea of how that
di stributes around the world. But to put it al

i n perspective, renenber that the Internet is
quite small conpared to the tel ephone system
Today' s tel ephone systemhas 830 mllion
termnations, 700 mllion wire line a 130 mllion
cell phones, nost of which seemto be in Bangkok
because it's incredible of how the density of

cell phone use in Third Wrld countries where
it's very hard to get wire |line service, so cel
phones go in much nore readily. 1In fact, in sone
parts of the world, cell phone rate of growth is
of 65 percent year to year. O dinary tel ephone
service typically is about 15 percent or |ess per
year. Internet, on the other hand, is grow ng at
nore than a hundred per year in many parts of the
wor | d.

Next slide. W'Ill see that still, the
bul k of the users of the Internet are in Canada
and the United States. About 90 mllion of them

I n Europe, about 40 mllion. The Asia-Pacific
rimis disappointing conpared to the popul ations
there with huge countries China, I|ndia,
| ndonesia, Malaysia. Only 27 mllion users are

understood to be in that part of world.
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There are a lot of inpedinents to the
penetration of Internet there, some of which have
to do with poor telecomunications
infrastructure. In China, for exanple, there's
still a very weak tel ephone system As tine goes
on, of course, they are add 14 mllion lines a
year which is equivalent to 1 RBOC, which is a
new nmeasure of growth now. How many RBOCs per
year are you growi ng? Even after growi ng at 100
BOC per year after three years, they still have
about only 10 percent penetration.

The other problemin the Pacific rimis
t hat | anguages there are not always using the
Latin character sets and that makes them not so
easy to keyboard and so, keyboarding and
non-Latin characters conflict wth each other and
that, too, nmay be an inpedi nent.

In Latin Arerica where there's also a
fairly substantial population, there's only about
5 mllion users but the country is beginning to
wake up, particularly in countries |ike Brazil,
Chile and Peru where there are increasingly
conpetitive markets, we found a strong
correl ation between growth of the Internet and

conpetitive tel ecomuni cations narkets.
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Africa, I'msorry to say, is the | east
wel |l represented in the user popul ati on and
that's alnost certainly attributable both to
very, very weak econom c situations in that part
of the world and except for, for exanple, Egypt
and South Africa, and also an extrenely weak
t el ecommuni cations infrastructure.

| did |learn one statistic with the Wrld
Bank recently which inpressed me very nuch.
World Bank is now investing in tel econmunications
resources in Third Wrld countries because they
say that one dollar investnent in
t el ecomuni cati ons resources produces a $3
increase in GDP and that statistic is, of course
if it holds up, a very inpressive reason for
devel opi ng tel ecomuni cations infrastructure in
the Third Worl d.

Next slide. In ternms of scale of the
Internet, |I'mparticularly concerned about this
as an engineer is howbig is thing going to get
and how fast and how hard do | have to run? |
estimate that there will be alnpost 900 mllion
devices in the Internet by the year 2006, which
will place the Internet on the sane scale as the

t el ephone systemin just seven years' tinme. In

For The Record, Inc.
(301) 870-8025



33

fact, it may becone the tel ephone systemif

I nternet tel ephony turns out to work as well as
many people hope that it can. So, this is the
reason that the tel econmunications industry is so
interested in Internet because it is going to
becone a very, very large part of our business.

Next slide. This is the piece of history
that | wanted to cover. |I'mnot going to go
t hrough every single bullet here, but | have a
couple points to nake. One of themis that the
basic technol ogy of Internet is still very old.
Packet sw tching, which is the core design, was
invented in the 1960s and manifested itself in a
w de area network in 1969 with a systemcalled
Arpi nette devel oped by Bol ger and Acunen for the
Advanced Research Projects Agency at the Defense
Depart nent .

Internet's design was not done until 1974
when Bob Kahn and | published our first paper on
t he subject and all of us who worked on it spent
al nost ten years before we could depl oy the
technology in a wde area way in 1983. So, it's
only 16 years ago.

The first noney made on the Internet was

by Ci sco Systens selling routers to the research
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and academ ¢ community. You all renenber how we
used to build routers? You get a graduate
student and a conputer and you wap the graduate
student around the conputer and you turned it
into a router. But we ran out of graduate
students and G sco figured out that they could
actually sell this stuff. So, nobody nade any
money until 13 years ago in this business.

It wasn't until 1989 that the U. S
Government, which had responsibility for policy
and the use of Internet, allowed a comerci al
| nt ernet connection on the network. In fact, |
specifically asked themto permt ne to
i nterconnect MCl mail, which is a comerci al
e-mail service, to the Internet in 1989 in part
out of a belief that if we didn't turn it into an
econom ¢ engi ne that could support itself, that
it would not scale. It would not grow because
the governnment couldn't afford to pay for
everybody's Internet service. Well, |I'mhappy to
say that the governnent permtted ne to do that
and shortly after that in the follow ng year, we
started to see the energence of the first
commercial Internet services, specifically

Uni onNet, which is now a conpany owned by M
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Worl dCom and PSI Worl dNet, both of which are in
this area. So, in sone sense, this part of the
world can claimto be the birthplace of the
commercial Internet services.

In that same year, the Defense Depart nent
retired the arcinet, sort of the granddaddy that
started all of this. The general public didn't
know a thing about this until about 1994 when
Net scape Communi cations rel eased its conmerci al
Net scape web browser and web server software.

And, so, it's only in the last five years that
there's been a great deal of public visibility of
the Net. It wasn't until the last five years, or
four years ago, 1995, that the National Science
Foundation retired its academ c backbone, the NSF
net, and left the field to comrercial enterprises
to conpete for backbone Internet services in the
United States.

And just |ast year, as Becky Burr wll
tell us painfully, the U S. Governnment has
started to extract itself fromthe responsibility
for supporting adm nistrative services on the
Net, the registration of the main nanmes and the
assignnments of nunbers by the formation of the

I nternet Corporation for the assignnent of names
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and nunbers.

So, by all reasonable netrics, the
Internet is still very early in its comerci al
evol ution, which neans that business nodels are
i n honbgenous state of flux, our procedures and
practice for the use of the Net in electronic
commerce are also still very early in their
evol ution, so you are not too |late to be
consi dering questions about how this service
shoul d affect the general public and how we
shoul d protect the interests of the general
public as Internet becones an inportant part of
our daily lives.

Next slide. W know that electronic
commerce is becom ng an inportant portion of the
| nt ernet because we see sone conpani es getting
started with wonderful nanes |ike Amazon.com
Yahoo, Dell Conputer, Cybercash and eBay and
First Bank of Internet. | really like that one.
Al'l of these conpanies are really experinents in
di fferent ways of using the Internet to nake
nmoney and it is, in fact, in sone cases they
haven't made noney, Amazon.com being a remnarkabl e
exanple of that. Generating lots of revenue,

generating lots of value in the stock market, not
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cl ear whether there's profit in the business yet.
That hasn't stopped anyone in the Internet ganme
fromgetting in anyway.

Anot her thing which has beconme quite
visible is the inportance of cryptography to
el ectronic commerce on the Net. This raises
policy questions about how cryptographic software
gets used, whether or not it can be exported,
what | evel of cryptography can be used outside
the United States, if it's exported by soneone
inside. How do we authenticate transactions?
How do we aut henticate people who are exchangi ng
traffic on the Net, doing business on the Net?
These are all issues which I wll returninto a
few m nutes.

Next slide. | gave you a sense for the
scal e of electronic commerce on Net already and
how power ful doi ng business through the Wrl dw de
Web can be. Let ne just give you three
statistics. G sco Systens, which is now reachi ng
arun rate of over $10 billion a year, selling
$20 mllion a day worth of its equi pnent through
the Wrldw de Wb site. 1In fact, that's between
75 and 80 percent of their total sales and I am

told by John Chanbers that they save al nost nore
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than half a billion dollars a year in costs
because the custoners configure the order, can
interact with the Web site rather than having to
call up an enployee and get themto help do it.
So, they are not only nore efficient, but they
are aggregating a very dispersed market for their
products. The gl obal market cones to the Wb
site in order to place orders.

Dell Conputer, an $18 million a year
conpany, sells $14 mllion a day worth of their
personal conputers through the Wb site. That's
35 percent of their total. And Intel, l|last year,
opened up its Wb site and within 15 days, had
booked a mllion dollars worth of business
t hrough that Wb site. This gives you a sense
for the kind of |everage that the Wrl dw de Wb
is giving to industry for both
busi ness-to-busi ness and consuner -t o-busi ness
i nteractions, and eBay, of course, is al nost
consuner -t o- consurmer as yet anot her exanpl e.

Next slide. It is estimated by Forester
that the val ue of business-to-business
transactions on the Net will reach $327 billion
by the year 2002. That's not very long from now

and ny first reaction was that's a really big
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nunber until one of ny econom sts friends here in
Washi ngton pointed out to nme the world econony in
2002 woul d be $30 trillion. Wen you do the
mat h, $300 billion is one percent. So, | can
stand here in Washington especially and with a
straight face, say $300 billion is a smal

nunber. Now, in fact, if the estimtes are off
by a few percent, it may, in fact, be a | ow
estimate. In fact, the next slide tells us that
ot her estimates of total commerce, including the
consuner conponent, not just

busi ness-t o- busi ness, could range anywhere from
1.8 trillion to $3.2 trillion in 2003, just for
years fromnow. That's getting on close to 10
percent of the world' s econony carried on the
Net .

Now, at that point, you can be sure
everyone will be quite concerned about the
reliability and accuracy and confidentiality of
transactions on the Net and governnents, | ocal,
state, federal, will be very interested in trying
to figure out how to generate revenues fromthose
transactions on the Net. How do we tax the
transactions on the Net? An as you know, the

U.S. Congress has w sely chosen not to inpose
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specific taxes on Internet transactions. They
have haven't taken away any taxes for those
t hings that should be taxed or would have been
taxed, for exanple, the sale of a book, in any
other medium They are just not applying taxes
specifically because the transacti on was done on
t he Net.

| think it is inescapable that at sone
point we will have to deal with taxation in this
context but it's going to be a conplicated
process because Internet is a gl obal phenonenon.
Anyone anywhere in the world can pl ace orders.
We faced this surely in the past because anyone
pl aced a tel ephone phone call and placed an
order, you know, against the catalog. So, this
hasn't been, it's not anything dramatically new,
but sonehow the fact that it's so gl obal and
still open that there are jurisdictional
guestions about where these transaction have
taken place, just make it a little nore
conpl i cat ed.

Next slide. Your machine is faster than
mne. I'minpressed. Just to give you an idea
what people do on the Net, we got sone statistics

about last Christmas on the Net from Greenfield
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Online. Sone 63 percent of the users who had
been surveyed had bought sonmething on the Net in
the last 90 days during Christms season, and
t hey bought a variety of things, conputers,
sof tware, books, airline tickets, conputer
hardware. Twenty-five percent of themdid
banki ng on the Net, 12 percent did hotel or
travel tinme reservations and 12 percent did
securities trading, |ike E*trade, for exanple.
So, you can see that there are a variety of

t hi ngs that peopl e do.

The next slide tells us sonething el se
about the Net which | find quite fascinating. |
don't know who invented self service but if
there's a Nobel Prize for that, that person ought
to get it. Think about the way this works. Self
service neans that the custoner serves hinself or
hersel f, which neans that if the custoner doesn't
like the service, it's his fault. And second,
since you don't have to hire a sal esperson to
t ake care of the custoner because the custoner
takes care of hinself, then, you know, it's

cheaper. So sonehow everybody wins, right?

Well, interestingly enough, we're finding
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that conpanies are using the Internet as a way of
providing self service to custoners. And
frequently answered questions or | guess answers
to frequently asked questions is one exanple

whi ch | kind of pooh-poohed at first. | thought,
well, that's kind of a cheap shot and you j ust
put down a bunch of questions and answers and
maybe if you're lucky, you know, your question
will be in the |ist.

Well, | had a personal experience a few
nmont hs ago which tells nme that this idea is
pretty good. Saturday norning, | get up, turn on
my Maci ntosh and it announces that the year is
1956. So, | turned it off and | turned it back
on again. It still said 1956. So | thought at
this point, thisis wird. And | went to the
Appl e Wb site and | went to the FAQ and | got
down to about the fourth FAQ and it said, if your
Maci nt osh says it's 1956, it's because your
lithiumbattery is dead. So, | opened up the
machi ne and sure enough, there was a dead |ithium
battery in there, the one that kept the cal endar
going. And so, | saddled up old doc and went
down to the conputer store. Got nyself an 80

cent lithiumbattery, canme back, plugged it in,
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turned it on and it was 1999 again. So, | was
i npressed because on a Saturday norning, instead
of having to sit there for an hour waiting for a
reduced staff tel ephone answering service, | got
my answer right away, Solved ny problemfor 80
cents plus the cost of gas. So, | cane away a
bel i ever that custonmer service online 24 hours a
day is, generally speaking, a pretty good thing.

Now, sone conpanies are actually letting
their custoners communicate with each other, you
know, on a kind of a talk roomor a chat room or
a forumon the hope that they'll solve each
other's problem You know, sonebody cones and
says, | got a problem and another custoner says,
| have a solution. Sort of |ike people neeting
at a bar and entertaining thensel ves. You don't
have to entertain them You just feed them
drinks and they entertain thensel ves.

Well, the problemhere is that sonetines
the custonmer will discover they all have the sane
probl em and since they have a chat roomto
coordinate, they will gang up on you using the
resource that you gave themto do that. This
happened to AOL at one point when AOL was
debating what kind of pricing they should apply
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to the service and all the custoners were in
this, you know, sort of forum got together and
used it to organi ze kind of a mass conpl ai nt
about the direction that ACL is heading in.

| al so see an increasing anount of
interest in presenting bills and accepting
paynment through the Net, saving tinme and paper,
speedi ng up the processing of the bills and
reduci ng the delay for the receipt of paynent.
So, that's also an attractive thing to do on the
net .

Next slide. Wll, part of the focus of
your attention today and the area where | wanted
to spend sone specific tinme is what kinds of bad
t hi ngs can happen to custoners on the Internet
and what can we do about it? And I rem nd you
again that this is very much a gl obal setting.
The Internet is truly global in nature and that
mean that is any decisions that we make, any
policies that we take, any | aws that we pass nmay
not have, |I'mtal king probably don't have gl obal
jurisdiction. And so, at the very least, if we
want to protect people, we're going to have to
| earn how to work with other governnments to pass

laws that instead at | east are conpatible at the
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boundari es between countries. That m ght nean
working with World Trade Organi zation. It m ght
mean working wwth WPO. It m ght nmean wor ki ng
with other international frameworks. Not to have
identical |aws necessarily, but to at |east
understand that protection of custoners has to
wor k everywhere or it's not going to work for
ever yone.

Worse, a custonmer who is unprotected by
sone law which is relatively conpatible around
the world will find hinself or herself at sone
ri sk because there's sonme country where abuse is
permtted and since you don't know necessarily
where the Wb service site is that you' re going
to, you nmay find yourself getting service from
t he place, physical place that doesn't observe
t hese protections.

Spamis a good exanple of this.
Everybody knows what that is. [It's unsolicited
e-mai | which shows up in your mailbox. That
turns out to be a difficult and pernicious thing
to stop because part of the value of the Net is
that you can send nessages to essentially
ever ywher e.

There are sonme tools that |nternet
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service providers can use that help detect spam
and try to filter out. But in the end, the real
problemis with the custonmer who says | don't
want it. It's consumng tinme for nme to | ook at
it and throwit away. |It's eating up space on ny
disk drive and | want you to stop it. Sonetines
we have a hard tinme stopping it. Sonetinmes we
have a |l ot of trouble finding where it canme from
it. Sonetinmes an abusive spanmer will get a
tenporary account or a dial-up account, send, you
know, a hundred thousand spam nessages, which
doesn't take very long, and then di sappears and
you can't find him

So, if it is occasionally a tenptation, |
think, either for |awrmkers or others trying to
protect consunmers to point to the Internet
service providers and say, it's all your fault,
you have to fix it. | can tell you, being on the
receiving end of that, sonetines you can't. |It's
really hard. However, it would not hurt to have
| aws, as | understand we have in Virginia, that
say you're not supposed to do that. Just I|ike
the laws that were passed saying that sending
f axes, broadcast faxes are stealing sources from

the recipient, interfering with the recipient's
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use of the fax to do business wth the recipient
the fax business or to nmake use of for private
pur poses.

So, it mght not hurt for us to say if
you spamand if we catch you, that there's a | aw
that says that's crimnal behavior and we wll
prosecute you for that.

Fraud i s anot her exanple of concern that
we should all have about the use of the Net.
Fraud, as you know, is not sonething new with the
net. People have commtted fraud for many, many
years and |I'msure fromnow until Ki ngdom cone,
they will continue to that.

I nternet sinply provides another
opportunity for fraudul ent behavior. Sone people
will put up storefronts that emulate legitimte
busi nesses. Sears, spelled SSE-E-R-S, and if you
can't spell, you mght think that you are on the
Wb site for the well-known conpany or, in fact,
you can put up a Wb site that says S-E-A-R- S and
sinply steal the trademark, pretend to be that
conpany, appear to offer products for sale and go
through the entire set of transactions, capturing
the credit card fromthe custoner and then use

the credit card for your own purposes.
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That's not the sane as snatching the
credit card out of the air because it wasn't
encrypted or sonething. |In fact, the concern
that sonmeone will steal credit card nunbers by
wat chi ng packets flying through the Net has
| argely dissipated. People understand that when
you go to a restaurant and hand your credit card
to a waiter and he di sappears for 15 m nutes,
you' re probably at nore risk than you are when
you' re sending your credit card through the Net.

The problem however, is where does it
end up? Where does it land? And if the
putative service that you're getting or the
product that you're trying to buy is at a Wb
site that's actually a fake storefront, then you
have a probl em

We can | ook for technical ways of
all owi ng a consuner to authenticate that
storefront. For exanple, and I'mnot going to
try to go through this in detail because |
haven't actually gotten through all of it nyself,
but | can imagine registering your conpany wth
the Better Business Bureau, with Dun & Bradstreet
and with others, getting cryptographic

certificates that will allow the consumer to
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verify that the storefront was, in fact, the one
that was registered with the BBB or with Dun &
Bradstreet or others, and technol ogy should all ow
us at least filter out sonebody who is pretending
but has not registered that site.

So, we can do sonething to protect
against that, but fraud is fraud and fraud is
illegal and where it's detected, it prosecutable
and we hope that that's true in al
jurisdictions, not just here.

Privacy is another big issue as |I'msure
you're all aware. The issue here is not so much
t hat your personal sonething is sonehow snatched
off the Net like the credit card problem but
rather, that personal information is collected by
| egitimate businesses that need it in order to
service you. For exanple, | need your address in
order to deliver a product to you, but if | take
that information and | abuse it by selling it to
sonebody else or | capture information about your
buyi ng behavior, as many of the credit card
conpani es can do, and then turn around and sel
that information to sonebody else, it's a
| egitimate concern that your privacy nay have

been invaded, and once again, it is policy that

For The Record, Inc.
(301) 870-8025



50

counts, not technology, to try to conbat that.

Technol ogy can help us with sone matters
that are highly confidential |ike medica
information or financial information. W can use
cryptography as a way of protecting information
while it's in flight or even while it's stored
away, but it is the policy that really is
critical here. After the information is
available to the legitimate target, there's a
legitimate target. The nedical service, the
heal t h managenment organi zation actually protect
the information and properly treat it so that
your privacy is protected.

And finally, harassnment of all kinds,
nastygrans that cone in by the nail, people
stal king you electronically, people interfering
with the Web site, hackers who nodify contents of
the Wb site, those are all problens that we need
to address. Technol ogy can hel p the many ways
but it is not the sole solution and | want to
doubl e, doubl e enphasi ze that because many peopl e
want the technol ogi st to sonehow fix so that this
problemw |l go away. It won't go away. And in
many cases, we can't fix it technically. Al we

can do is ask for help in prosecuting by making
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certain behaviors illegal and, therefore, subject
to puni shnent.

We can go to the next slide now. | have
an even longer list of policy issues here which
we claimthat we do not have tine to go through
but I want to just alert you to a phenonenon
which will becone nore and nore common. As the
| nternet becones an infrastructure in the sane
sense that the tel ephone systemis or the road
system or power generation systemthat we rely on
day-to-day, then our concern for public safety
and public protection increases as it does today.

When soneone destroys the power generation

systemor interferes with it, that has a negative

i npact on economes. It has a serious inpact on
our life lives and in sone cases, literally can
kill sonebody because you were in the m ddl e of

an operation in the hospital when the power went
out. So, we say those things are wong and
abusive and illegal and we prosecute them W
wi |l have simlar kinds of problens with the
I nternet that we have to face.

| already nentioned the cryptography and
export situation. Let ne just underscore this.

In order for electronic comrerce to flourish
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around the world, it is really inportant that
confidentiality and authenticity be contained
for those transaction, and answer to do that, we
need good quality cryptography. W don't need
mlitary-grade cryptography, but we need quality
cryptography and we are right now constrai ned not
to export adequate quality cryptography out of
the United States. And so, in ny view, we are,
in fact, risking a great deal of our econony
increasingly so as we get to the 10 percent of
the world' s econony on the Net by not having a
policy that allows business to build good quality
cryptography into el ectroni c conmerce.

Trademar k and copyright shoul d be obvi ous
areas of deep concern. Once you put things in
digital form once they can be transmtted around
the Net, the protection of intellectual property
becones a maj or headache. That is, again, an
area where technology can help but it doesn't
solve all the problens. W need gl obal
agreenents on howto treat, protect and deal with
di sputes connected with intellectual property.

Taxation, | nmentioned already. It's a
nightmare waiting to happen. There are 30, 000

taxing authorities in the United States and if
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every one of them decided they wanted a little

pi ece of every transaction on the Net, you can

i magi ne what life would be like. You order a
book from Amazon.com and they' ||l say that will be
$19.95 and in a few weeks, we'll let you know
what the tax if we can figure it out.

Anot her thing which is of great concern
to me is that this oft-used term "convergence"
says that tel ephone, radio and tel ephony are al
going to wind up riding on top of the Internet.
| believe that to be the case. |'m not
suggesting that the other nedia will be repl aced.

"' m not saying that broadcast television wll
di sappear or that cable or digital broadcast
satellite will go away, but Internet will take
its place as another bearer of those services.

But then the question arises, how do |
deal with that? What policy should I apply? The
regul atory policies that the FCC associates with
t hese various distinct services is, in part, a
function of the technol ogies, but if everything
is being carried on the Internet, we have one of
two possible outcomes. One of themis we should
apply the union of all the restrictions of radio

and tel evision and tel ephony through the Internet
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because it's carrying all them That's not an
outcone that | woul d advocate.

The other alternative is that Internet is
a relatively unregulated territory. Maybe we
shouldn't regulate it at all, even when it's
carrying television, radio and tel ephony.
Somewher e between those two extrenes, we wl|
have to end up wth sonethi ng.

Well, there are other issues here which
|"mnot going to take tine on, but you get the
sense, | hope, that policy matters are going to
be as inportant, possibly nore inportant for
Internet's future than its technol ogy and that,
of course, is a tough I esson for the engineers to
| earn because up until now, the engineers have
had all the fun. Now, the policymakers are going
to have to mx it up

Next slide. Well, I'mgoing to take a
few nonents -- oh, isn't that great? This is a
wonder ful exanple of Mcrosoft's inability to
keep things conpatible. On ny version, the two
little dots go into the Gs and you can't see that
and what we did was take a copy of this program
and put it in that machine, which is essentially

t he sane version as Power Point. Dear Bill,
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have a problem Al right. Thanks a |ot.

It was alluded to earlier that I'm
working with the jet propul sion I ab on an
interplanetary Internet. | want to underscore
that this is a Vint Serf and JPL Nasa project and
not MCI WorldCom Bernie is not planning on
taki ng over the solar systemas far as |'m aware.

But, in fact, we are very interested in the
probl em of buil ding up conmuni cations capability
for exploration of the solar system

Up until now, nost of the exploration has
been done with spacecraft and comruni cation
systens that are integral to each m ssion but
subsequent m ssions don't get to take advantage
of the previous investnents. So, what the JPL
guys and | are doing is trying to standardi ze a
set of protocols around an Internet-|ike concept
so that, in fact, subsequent mssions will be
abl e to take advantage of previous investnent.
And so, finally, after a 20 or 30-year period, we
wi |l have an Internet backbone, so to speak, in
the solar systemthat we can use for the
exploration of the planets and satellites in the
near ar ea.

The basic idea is sinply to run standard
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I nternet on each of the planets and run a speci al
interplanetary Internet protocol which takes into
account the fact that there are really |ong

del ays between the planets. It takes ten m nutes
at mnimum ten mnutes for information to go
fromearth to Mars. Wen they're at their
farthest apart, it takes 40 mnutes for the
signal to go one way and 80 m nutes to do one
trip. So you don't expect too much interactive
conputing if it's 80 mnutes after you hit the
key before anything can happen. So, the TCP
protocols which rely on a very rapid interaction,
just doesn't hack it in interplanetary space and
so, we had to devise a different protocol suite
to do that.

The short story, if | go to the next
line, the short story here is that we will have,
we're part of the Mars m ssion plans. The Mars
m ssi ons are being |aunched every 26 nonths
starting last year and will continue to be
| aunched until about 2018 or so. W expect to
have a two-planet Internet in operations by the
year 2008 with sonme seven satellites in orbit
around Marchs conmuni cati ng down to the pl anet

surface and back down to earth. | inmagine that

For The Record, Inc.
(301) 870-8025



57

we may have manned m ssions orbiting Mars by 2018
and possibly a manned Mars station that is to

stay on the planet perhaps as soon as 2030.

So, at the Internet Society where we have
a notto that Internet is for everyone in |ight of
the new project with NASA we concl uded the
Internet is for everyone, even Martians. And
that, |ladies and gentlenen, if | could have one
nore slide, is the end of ny prepared talk. You
can find those slides as soon as | get themon to
the Net after | get back at this Wb site and, of
course, you're free to use every bit of it
because it's all public material.

Thank you all very nuch and we'll go on
from here

M5. SCHWARTZ: Vint, are you able to take

a few questions?

MR. SERF: Absolutely. | have tine.

M5. SCHWARTZ: Audi ence? Panelists?

MR SERF: | don't knowif | wll be able
to answer any of them but 1'Il make up
sonet hi ng.

M5. SCHWARTZ: Do any of the

conm ssioners have a question they'd like to
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pose? GCkay. The floor is open then.

MR SERF: | think this is called
i nformation overload. Yes, sir?

COM SSI ONER SWNDLE: 'l ask you a
guestion about sonething that was asked in the
presentation | heard several weeks ago. One
gentl enmen was tal king to you about, you were
talking of the fragile nature of a |ot of
technol ogy. He asked you, could you, know ng
what you know about it and having been invol ved,
coul d you destroy the systenf

MR. SERF: Could | destroy the systenf
Is it safe for ne to answer that question? The
answer is probably not. There are fragilities in
the Internet and I'd be the first to admt that.
There are fragilities in the systemand | do
worry about the fact that it's nostly software
and we tal k about optical fiber and routers and
all this other stuff, but as you pointed out, M.
Swindle, it is really fragile because it's al
based on software and as we just saw a little
tiny exanple of, software ain't unreliable. But
the Net, on the other hand, is highly
distributed. It was designed not to have any

central functional site, so there isn't any one
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pl ace that you can go after it to attack. And
so, while we've had various failures in parts of
the Net, | don't think we have ever had a
conplete neltdown of the Internet since it was
started and depl oyed in 1983.

That doesn't nean, though, that we can
sinply relax. As it becones an increasingly
inportant infrastructure, we have to nmake it nore
and nore reliable in the sane sense that we have
had to nake the tel ephone system i ncreasingly

reliable. M challenge to ny engineers is |I'm
not satisfied until we're all confortabl e doing
911 calls on the Internet and when we get to that
point, I wll feel like we've got sonething
that's a little bit closer to where we need to
be. So, the answer is, | don't think I could
del i berately take the whol e system down but | can
mess up sonme parts of it pretty well.

| nterestingly enough, when it does fou
up, it's often our own fault. |[It's not a hacker
at all. W just screw up sonething, |ike we put
the wong things into the domai n nanme cabl es or
the routing get nmessed up or sonebody with a buzz

saw cuts through a fiber cable. W don't need

hackers to cause trouble. Al we need to do is
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just, you know, our usual daily bungling which
causes a great deal of trouble. So, that's what
worries me nore than anything is that it's not
the deliberate attack against the Net, but it's
t he accidental m stakes that can cause such
trouble. Nonetheless, in spite of all of that,
it's pretty phenonenal .

| renmenber there was an earthquake in San
Franci sco and the tel ephone system was conpletely
jammed and the only way we could find out what
was goi ng on was to get information through the
Net because it survived. Pieces of it broke, but
t he basic conmmuni cations was still there. So,
have a kind of positive and negative feeling
here. The thing is pretty damed robust but it
could be better and we'll make it better. Yes,
ma' anf?

AUDI ENCE MEMBER: Question about spam

MR. SERF: You can get it at the store at
99 cents fromHornel. Do you want to holler into
t he m crophone so everyone else wll hear the
guestion, too.

AUDI ENCE MEMBER:  You observed that right
now, it's not possible all of us to identify the

senders of spamfor a variety of reason
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MR. SERF. Yes, including the fact that
t hey sonetinmes hide their source addresses or
t hey put fake sources on.

AUDI ENCE MEMBER: Right. Do you think
t hat gl obal, unique identifiers or sone other
t echnol ogi cal solution mght energe to make it
possible to trace sources that are now masked?

MR. SERF: Now, the answer is probably
not, and the reason is that unless you can
enforce the appearance of such an identifier,
which in today's technology is quite hard to do,
it won't help because sonebody could put soneone
el se's global identifier onit. So, the problem
of forging or failing to put the identifier on at
all is a real problem

One of the things that we found it
necessary to do is not only agai nst spam attacks,
but denial of service attacks, is to actually
buil d special tools that look for traffic flow ng
inthat's trying to interfere wwth the network's
operation. Now, spamis particularly scurrilous,
right, because all it takes is one nessage with
t housands of addressees. You're sort of into the
system throw the nmessage into the nai

forwardi ng engi nes and get the heck out and then,
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you know, all this stuff gets replicated
ever ywher e.

| have noticed, however, that there are
an increasing nunber of tools available at the
mai | forwarding sites to distinguish between the
legitimate user and soneone who is not recognized
as a user of that mail forwarding site and
therefore, mail is rejected. In fact,
occasionally |I get stung by that because | put
such filters on ny mail service at MCl and ny
engi neering group and it knows which | P addresses
| "' m supposed to be sending mail from except every
once in a while I'm soneplace in the world where
|"mjust plugged into sonebody else's |ocal area
net and the I P address is not recognized by ny
mai |l server and it won't send any of ny mail and,
so, | would up having to do fancy things like
bui I ding a cryptochannel between where | am al
the way back to my virtual private network access
point in order to convince ny mail server that
|"mactually a legitimte user.

So, there are things that we can do to
help filter sone of that abuse behavi or out.

M5. SCHWARTZ: Vint, | have a question if

| could take the prerogative of the chair to ask
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about, will you give us a prediction about when
t hat convergence will take pl ace?

MR. SERF: It's starting to happen
already in sone respects. Radio is now a very
popul ar thing to do on the Internet. There are
sonething like 3,500 to 4,000 radio stations that
are putting their audio on the Net today and a
few of themdon't even bother with radio
transmtters. They just put their audio on the
Net. It leads to the follow ng bizarre
phenonenon. In the ordinary radio world, the
radi o audi ence i s determ ned by how powerful the
transmtter is and how far away fromit your
receiver is. So, it's a very local, geographic
phenonenon.

In the Internet, you tune to a URL. That
means anyone anywhere in the world could listen
to the"lnternet radio station." The sane is true
for watching an Internet tel evision show So,
the notion of radio audience is no |onger a
geographic thing. It now becones a | ogical
thing. | don't know what that does to the radio
busi ness but | have a feeling you have to rethink
who it is you' re advertising to if that's the way

you support it. So, radio is working pretty well
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because it doesn't require a | ot of bandw dth.

Tel evision is not working too well. Good
nor ni ng, Roger. How are you? Television is not
working awfully well yet because in order to get
reasonabl e television quality, you need 400
kil obits a second, their data delivery rate.
That' s about eight tines what you get with a
typi cal dial-up nodem

Now, there are technologies that will |et
you get that kind of data rate at the edge of the
Net. Digital subscriber |oops that reuse the
tw sted pair that go between your tel ephone and
the central office but drive it nmuch harder than
t he tel ephone does or cable nodens on the cable
plan or digital broadcast satellite, all of wll,
and even point-to-point radio links, all of which
can give you nuch higher data rates.

So, you'll see those technol ogi es begin
to enmerge. There are lots and | ots of
conpl i cated busi ness reasons why they won't
energe as quickly as we would |ike but when they
finally get there and when we have at |east as
hal f a negabit of bandw dth going fromthe Net to

you, you'll see Internet television show ng up.
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I nternet tel ephony, which has been
sonmet hing of a cause celebre in the | ast couple
of years, is in a funny way harder than either
the radio or the television chall enge, not
because of bandw dth requi renents, but because of
del ay.

A tel ephone conversation with a | ot of
delay init is really awkward. [If any of you
have ever had a phone call with soneone with a
doubl e satellite hop, it takes one second from
the tinme you finish your statenent to the tine
you coul d possibly hear any response. And so,
it's socially awkward. If you say, "Wat do you
think of that idea, Joe?" And there's one second
bef ore you can hear anything com ng back, that
second feels like a mnute and you think Joe is
trying to tell nme that is the dunbest idea he's
ever heard but he's trying to say it nicely. In
fact, it's just physics that's getting in the
way .

So, the Internet, because it's a storing
forward package switching system has the problem
that it introduces nore delay than a typica
circuit-switched tel ephone network. So, we have

to work really hard to reduce delay in the Net in
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order to make it work as confortably as tel ephony
does today and we are doing that. W are busy
reengi neering the inside of the Net to color sone
of the packets higher priority than others so
that they can get there faster than they would

ot herw se.

W still have speed of |ight delay
problens. | nean, you can't make anything go
faster than the speed of light. W're working on
that but it hasn't -- actually, the guys at NASA
are working on that, believe it or not. |It's
cal | ed quantum comruni cati on ent angl ed phot on
communi cation. It's pretty fascinating stuff,
but if I tell you any nore, they'Il kill nme, so
that's as far as --

M5. SCHWARTZ: So, you're not going to
give nme an exact date, right?

MR. SERF: So, actually, | think what
you're going to see is radio here now Tel ephony
is here for networks that are relatively
controllable as to their capacity. That neans
virtual private and corporate networks, and you
can do this over 1800 frane relay as well as
Internet. Doing it in the public Internet is

probably three or four years fromnow in any
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significant quantity and in ternms of having nost
of the tel ephone network running over
| nt er net - based systens, | think we're | ooking
bet ween 2007 and 2010.

M5. SCHWARTZ: Good. Ckay. One |ast
guestion. Does anyone one want to ask? Ckay.

MR. SERF: Yes, ma'am Wy don't you
take this thing. W'Ill play "Geral do" here.

AUDI ENCE MEMBER: Thanks very nuch and
t hanks for the fun presentation. Those
i npressive figures that you had there in relation
to e-comand the growh rates, in terns of
busi ness to consuner, it's obviously predicated
on trust developing in this nmediumof interaction
and | wondered if you'd give us a bit nore detail
on your thinking about one of the key issues that
we've got to tackle today, which is jurisdiction.

MR. SERF:. Ww. That's a tough one. Let
me just rem nd you of something. Many people get
the feeling that the Internet is often sone
et hereal place somewhere that you can't quite
touch. But the fact of the matter, it's built in
the real world. The wires and the routers and
the servers and the people that use it are

physically somewhere. So, the fact that the
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transactions are taking place in this cyberspace
may not actually be as critical as it has been
made to seem Nonetheless, it is fair to ask
exactly, how do | characterize the transaction
that takes place and in which jurisdictions has
the transaction materialized?

| would submt to you that the Internet
does not pose any nore of a problemnor any |ess
of a problemthan transactions conducted over the
t el ephone. Anyone anywhere in the world can
pl ace a phone call, can talk to soneone offering
services and products and a transaction can be
had. The delivery point can be sonepl ace ot her
than the parties who are having the tel ephone
conversation. The nethod of paynent can nove
noney between accounts that could be anywhere in
the world, not necessarily where the parties who
are talking |l et alone where the service is being
del i ver ed.

And so, | guess I'mgoing to do a really
dirty trick and 1'mgoing to, you know, hand this
back and say, how are we doing it now with the
current infrastructure? Forgetting Internet for
a nonent. Don't we have the sane problem and do

we find a solution to it?, he says hopefully see.
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Eric, do you have an answer to that?

AUDI ENCE MEMBER: | have anot her
guesti on.

MR. SERF: You have anot her question for
me? You're no hel p.

M5. SCHWARTZ: You know, what | think
what we're going to have to do is every mnute
has been worth a thousand m nutes, so thank you
for com ng but you've just also introduced our
panel perfectly so | don't have to do it. W're
going to thank you so much for com ng.

MR. SERF: You're wel cone.

M5. SCHWARTZ: Actually, | was going to
suggest that you join the panel here for the
di scussion of jurisdiction since | think you can
contribute a lot. W did not actually plan for a
break this norning. | think it would be a good
idea if we took a very, very short one so you can
get sone coffee. Five mnutes. No nore than
five mnutes. Twenty-five to 11 we'll start back
again with our panel.

(Wher eupon, session two concl uded.)

(Break taken from 10:30 to 10:35 a.m)
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PROCEEDI NGS

M5. SCHWARTZ: Soneone said to ne there
is no such thing as a five-mnute break and |
think we canme very cl ose, however, to meking our
deadline. W are a little bit behind so we're
going to get right to work.

There are just a fewthings | would |ike
to mention. One is to thank the Direct Marketing
Associ ation for our breakfast, for coffee, our
rolls and we appreciate that very nuch. W have
one substitution on the panel that | wll
mention. That is Becky Burr fromthe Conmerce
Departnment is taking the place of Andy Pincus who
is on the schedule. W are going to start this
nmorning, we're very fortunate to have with is
Prof essor Jack Goldsmth of the University of
Chi cago to open this panel with an overvi ew of
the rules of |aw governing personal jurisdiction,
choi ce of |aw and enforcenent and, you know, |
think that this is a new energing field and he
al ready has been witing prolifically init and
therefore, we are very appreciative of his com ng
and playing this role for us.

We thought it would be a good way to
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start the discussion and then we would begin to
focus on a few specific exanples that we have on
our nmock Web sites. So, Jack, | turn the
m crophone over to you.

MR. GOLDSM TH:  Thank you very nuch and
thanks to the FTC for inviting nme. | learned a
great deal yesterday and today already. [|'m
going to try to just lay out a |egal franmework.
I"mgoing to try to be descriptive, try to
descri be what the layout of the land is, try not
to make nornative judgnments about whether this is
a good or bad idea whether the world should be
different. | assume we can tal k about that after
| give us the layout of the |and.

As recently as three or four years ago,
t he conventional wisdomwas is that territorial
soverei gnance couldn't regulate the Internet.
The idea was that Internet protocol addresses
don't necessarily correlate with physi cal
| ocation. Therefore, you can't always read and
usual |y know where the entity with whomyou're
communicating is located in real space and often,
you can't control the geographical flow of your
content over many Internet services, and over

many | nternet services, information can appear
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simul taneously in every jurisdiction, but because
the content provider was thought to be able to
easily escape the regulation of any particul ar
territory, it was thought that territorial |aws
woul dn't be effective, that the scope of their
territorial focus wouldn't be able to get
so-cal l ed offshore content providers.

And so, the first wave of conventi onal
wi sdomon the Internet was that nations can't
regul ate that stuff. W wouldn't be here today
if that weren't true. And indeed, the problem
today seens to be the opposite probl em of
everyone regulating the stuff. Wat people who
enbraced the first bit of conventional w sdom
forgot was what M. Serf just tal ked about.
Nanel y, cyberspace is not a separate space. It's
real people and real space comrunicating with one
another in different geographical jurisdictions
usi ng software, hardware and ot her physical tools
| ocated physically within jurisdictions. Nations
can do a hell of a lot of regulating within their
jurisdiction and the problem the difficult
problemis if Internet, if many Internet services
and I nternet commrunications can appear

simul taneously in many jurisdictions and if every
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nation can regul ate based upon the | ocal effects
of those jurisdictions, then we have a
jurisdictional quagmre

| don't think the jurisdictional quagmre
is quite as bad that picture is as it mght |ead
one to believe, so what I'"'mgoing to do is focus
on how far the United States can legitimtely
Wi thin our donestic |egal framework, how far the
United States can extend its territorial
jurisdiction territorially in Internet regulation
and | think what | nean by that would be clear as
| go al ong.

Sonme caveats, first of all. I1'monly
focusing on jurisdictional questions,
international jurisdictional questions, United
States regul ating transactions that have sone
origin or sone connection outside of the United
States. There's a whole 'nother difficulty about
how we regulate within the United States anong
the 50 jurisdictions. |It's the sane problem
it's actually a different kind of problem because
the jurisdictional laws are a little bit stronger
within the United States. There are anal ogi es
but I'"mjust going to focus on the international

si tuati on.
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The second is |I'mgoing to focus on sort
of the what current case | aw says about this sort
of legitimate scope of jurisdiction. How far can
the United States assert its jurisdiction on the
Internet? Now, to say that the United States can
assert jurisdiction to certain transactions that
are offshore, either directly or indirectly, not
to say should, of course. |1'monly focusing on
the question of how far, if the United States
entities want to regul ate, how far they can, not
on what the appropriate substance of the
regul ati on, whether we shoul d have broad rules,

di scl osure rules, whomthey should apply to and
the |ike.

" mjust considering once we decide the
substantive question, how far abroad and we push
them And |I'mnot taking into account the,
because jurisdictional |legitinmcy doesn't require
us to do so but this is an inportant
consideration in any regul ati on; nanely, the
effects on other countries and other parties in
ot her countri es.

The problemw th every nation regul ating
or even a couple of powerful nations regul ating

locally is that it produces a spillover effect on
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the activities of persons in other jurisdictions
and on the regulatory efforts of other countries.

That is a harnoni zation probl em which |I'm not
al so not going to focus on nmuch but perhaps we
can talk about that a little bit later.

One last caveat and then I'll run through
the jurisdiction. These are inportant
qualifications. Technology. |[|'m probably the
| east conpetent technol ogy person in the room but
| know enough to know that all of the
jurisdictional rules I'mgoing to be talking
about are prem sed on certain technol ogi cal
assunptions, technol ogi cal assunpti ons about
i nformati on appearing everywhere in every
jurisdiction about nothing, about an inability to
control information flows along a variety of
di nensi ons, be it geographical, age, network or
the |ike.

Now, that's a false assunption. That was
an assunption nmade about the Net three or four
years ago. The technol ogy, identification,
aut hentication, filtering and the like is
changing this and jurisdictional rules wll
change as it's possible to control and as it

beconmes cheaper and cheaper to control
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information flows and nore effective to control
information flows. Ckay. Wth those
caveats in mnd, here's the basic |ayout of I|and.
Jurisdiction, and I'll try to be as

nont echni cal as possible but I ama | awer and
that's probably not going to be possible.
Jurisdiction basically divides into -- the
guestion is, what can the United States do to
regulate, I think the exanple we're going to be
using is a seller that has a Wb page | ocated on
a server abroad. That's the hypothetical we're
basically going to be using. So, what is the
legitimate scope today which permts the federal
government to regulate the content of the sane
and the activities of that server abroad?

Jurisdiction divides into three parts:
Adj udi cative or personal jurisdiction,
prescriptive jurisdiction and enforcenent
jurisdiction. Enforcenent jurisdiction, it turns
out, is the nost inportant part and this is the
part that nost people have ignored. |1'mgoing to
run through all three of them because they're al
three relevant to the jurisdictional scope.

First is adjudicative jurisdiction or

personal jurisdiction. This is the power of a
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court to bind an out-of-country or

out-of -jurisdiction defendant with its judgnent.
Anot her way of thinking about it is is the power
to issue a valid default judgnment against the
defendant if the defendant doesn't show up to
adjudicate a lawsuit. And this is, of the three
jurisdictional areas |I'mgoing to discuss, this
one is the one that's by far been the nost
litigated. There are probably a hundred cases,
maybe nore now, about personal jurisdiction in
the Internet context. They're nost interstate
cases, but the sane basic principles apply.

The basic idea fromour constitutional
law i s that the defendant cannot be forced to
show up into another sovereign jurisdiction and
litigate unless the defendant has done sonething
to purposely direct its activities to that forum

So, for exanple, if | place an ad in a
newspaper in a particular state and that contract
grows out of that, | can be sued in that
particular state. |If | get in a car accident in
a state I"'mnot from | can be sued in that state
because | was purposely driving in the state.

This imrediately creates a problemfor

the Net because it's difficult to know where
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information is going, right, where it can be
accessed and it's also difficult to knowin a |ot
of contexts the extent to which the access,
excuse nme, the information i s purposely going
fromthe content provider to a particular
jurisdiction.

And courts have been struggling with that
problem There's sone conventional w sdom on
this now It's not conpletely coherent, but here
it is. Here' s the doctrinal overlay the courts
have basically inposed on the mass of different
possi bl e contacts that can happen on the
Internet. First, it seens clear that the nere
posting of an ad or information on a Wb page in
one jurisdiction is accessed in another
jurisdiction. That alone will not permt, so if
| put information on a server where | live and
I"'mon ny Web page in Illinois and it says
sonet hi ng, has sone informati on, sonmeone accesses
that in Florida, the nere placenent of
information on the conputer in Illinois wthout
nmore cannot, even though it's accessed in
Fl orida, cannot, does not justify me being held
to personal, does not justify Florida in

asserting personal jurisdiction over ne.
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Sonet hing nore has to happen. | have to do
sonething nore either in the Internet or outside
of the Internet to purposely direct ny activities
to Florida.

Mere Wb page information al one is not
enough. That's fairly clear. There were sone
early cases in 1996 and '97 that they were a
little bit nore aggressive but the conventional
w sdom seens to be now that they were
overreaching and that nere Wb page al one does
not give rise to jurisdiction everywhere it can
be accessed.

M5. SCHWARTZ: Vint has a question.

MR. SERF: WIIl you entertain a
clarification?

MR. GOLDSM TH: Yes, sir

MR SERF: It's a technical matter but it
is not closely the place where you physically
are. It is also where your Wb server is. And
wor se, sonetinmes we replicate content in
different places in order to include access. The
custoner may not know t hat.

MR GOLDSM TH. Ri ght.

MR. SERF: So, if you don't know, it's 11

o' cl ock, do you know where your Web page is? |If
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you don't know, are you, is the jurisdiction
still confined your physical location or is it
actually associated with where the Wb page
servers are?

MR. GOLDSM TH:  Excel | ent question and
don't have the answer. | can try to guess. |
haven't seen any cases that raise the problem
In all the cases that |'ve seen are the actual
| ocation of the page.

The first generation of cases have been
fairly straightforward. Sonmeone living in
II'linois has a Wb page in Illinois that's doing
sonmething that violates allegedly the trademark
of soneone in Florida. These are all difficult
questions and the question is how did they, in
the jurisdictional context, how do they apply in
this? And there are obviously other exanples
like that. | just don't know. | can hazard a
guess but we don't have enough tinme to go into
it.

The other extrene also fairly clear is
t hat Wb comerce, commerce done, actually
transacti ons done over the Internet between
soneone in one jurisdiction and soneone in

another jurisdiction can give rise to personal
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jurisdiction in the other jurisdiction. So, if |
sell, if I have a Wb page in which I offer a
book and soneone in Illinois and soneone in
Florida buys it, either digital information or if
it's sent in real space, that transacti on which
is thought to be nore purposely directed to
Florida suffices for personal jurisdiction in
Florida for a lawsuit for sone kind of case
arising out of that transaction.

Now, one question is imediately raised
that | don't think is quite settled yet is what
if I'm that's easy enough when |I'mdelivering a
good in real space an | know where it's going.
It's not |ike Amazon.com They know when they
send ne a book, it's comng to Illinois. |In sone
sense, they purposely directed their commerce to
ne.

VWhat if it's digital information sent
over the Net and | don't really know for sure?
can find out at sone cost to let me know for sure
where it's going in another jurisdiction. That's
still kind of unsettled. | wouldn't say there's
a definitive answer yet, but | think that the
cases can be read to say that there's persona

jurisdiction even in that circunstance. A
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transaction with soneone and el ectronic comerce
and, of course, there are a variety of ways of
engaging in electronic commerce, either purely on
the Net or on the Net and outside the Net. A
transaction with soneone in another jurisdiction
suffices to establish personal jurisdiction.

That al so seens fairly clear.

Then there's a large internedi ate
category of nush called, and it goes under the
| abel of interactive sites, sites that allow you
to exchange information, sites that have
information avail able in which the consuner in
one jurisdiction can conmunicate with a site in
anot her jurisdiction, get information fromthe
sites. And in this |large category, and you can
start thinking about hypotheticals.

There are a ot of different things going
on with this category. A lot of different types
of conmuni cation. What about an ad put up on
soneone's, on Yahoo? |Is that, and then | respond
to the ad, or |I get information from soneone. |
get information based upon not, well, | get
information froman ad that was posted on a Wb
site that wasn't placed there by the content

provi der.
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There are a mllion different contexts
where you can exchange, just exchangi ng
information by e-mail, sending files and the
like. In this large mddle category, the lawis
not settled and basically, the courts are
muddl i ng t hrough and the nore purposeful and
directed and the greater to the extent of the
contacts, the nore likely they are to assert
jurisdiction. The fewer the contacts, the nore
di screet that they are, they're less likely to
assert jurisdiction. That in a nutshell is the
overlay of personal jurisdiction, about what it
takes to assert adjudicative jurisdiction over an
out - of - st ate def endant.

Next is prescriptive jurisdiction or this
is really choice of law. The ability, to put it
nore accurately, the ability for one country or
one to apply its laws to an activity that takes
pl ace, in part, abroad.

Now, there's a lot of |aw on this outside
the Internet and very little yet in the Internet
context, at least in the international situation.

But | think the lawis going to be fairly
clear. Nanely, the test for personal

jurisdiction and | egislative, or prescriptive
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jurisdiction -- | think I should stop using al
these different | abels -- prescriptive
jurisdiction, they're not the sane but simlar,
and it has to go with effects. And the basic
idea is if sonmeone, if a transaction has effects
wWithin a particular jurisdiction and causes harm
within that jurisdiction, say, to a consuner,
then it's legitimate froma jurisdictiona
perspective for that jurisdiction to apply its
|aws to the source of the harmeven if the harm
is offshore. And I'll say there are very few
cases but an effects test is basically the rule
for allowing regulations to be applied for
transactions offshore that have effects within
the jurisdiction.

So, the first step in any lawsuit if
that's what we're tal king about is you can try to
get personal jurisdiction over the defendant. |If
you get personal jurisdiction, the next question
is, can you apply your law? That's prescriptive
jurisdiction. Then you get a judgnent.

Now, the problemis is you can't do nuch
good with that judgnent for offshore content
providers. The real challenge froma regulator's

perspective is enforcenent jurisdiction. Howdid
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the power to conpel conpliance with |ocal |aws.
And the problemis is that judgnents cannot be,
the general matter is very hard to enforce
judgnents matter abroad, especially judgnments
related to public relations |ike anything the FTC
woul d do, for exanple. The general rule in
context is saying that one country wll not apply
the public regulations of another. 1In addition
to which, even if there weren't that hurdle,
there's another hurdle, nanely that even if the
transaction were illegal, according to a

regul ation where it occurred, illegal in the
United States where you get a judgnent and if you
take that judgment to the place where the
transaction originated, there are public policy
exceptions for the enforcenent of foreign
judgments that have particular bite in a

regul atory context.

So, there's a problemw th enforcing
judgnents abroad. There's a problemwth
extradition. |It's very difficult to extradite
soneone for technical reasons | won't go into.
It's very difficult for the United States to
extradite sonmeone who does sonet hing abroad that

violates U S. Crimnal laws, crimnal regul atory
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laws. If it was |legal where it took place. It's
sonething called the double crimnality

requi renent that makes extradition at |east under
current law very difficult.

So, this, and this as we heard fromthe
enf orcenment panel yesterday is essentially the
problemw th a regulator's perspective. You
m ght be able to get personal jurisdiction and
get a judgnent agai nst offshore content
provi ders, but what do you do with it then? How
do you neke, how do you enforce conpliance, in
effect, the law? And the answer is is that, and
by the way, let ne nmention one nore thing because
t he Hague Convention was nenti oned yesterday by
soneone. There are negotiations going on in the
Hague right nowto try to devel op an
international treaty for the enforcenent of
judgments. |I'mvery pessimstic that this is
going to solve any of these problens for a
variety of reasons. Anyone who read the Hague
draft outside saw that it was in the very early
stages. Mbost of the inportant issues not been
flushed out. Even if they are, nore inportantly,
it's quite clear that the Hague Convention on

judgnents is not, is about private, enforcenent
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of private judgnents. [It's not neant to
circunvent the traditional rule that one country
does not apply the judgnents based on
regul ati ons of another country. So that the
whol e scope of the Hague Convention is not even
addressed to this problem [It's about private
nmoney judgnents and tort and contract situations
essentially.

So, what does this nean? Does this nean
that enforcenment is inpossible? No, it's not
i npossi ble. You can enforce against offshore
content providers indirectly by going after
in-state entities and this is what governnents
have been doing. They've been going after end
users wwthin the state. They've been going
after, in different ways, in different parts of
the world, access providers, financial
internmediaries. These are the tools that you
heard yesterday that the enforcenment authorities
are doi ng.

This has problens of its own, subject to
regul atory problens on its own, but by regulating
the neans of the transaction with the offshore
content providers, you can indirectly, you can

rai se the cost of those transactions to the
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of fshore content provider and thereby regul ate
it, and that's what's been happeni ng.

There are other strategies obviously.

Har noni zati on strategies of various sorts. These
are very hard to do in regulatory contexts.
They're usually, they've rarely been successf ul

at least in the treaty context. W nmay be noving
into a different world that makes, that sort of

gi ves nations greater incentives to sort of
conprom se about regulatory protections to avoid
these jurisdictional problens.

Mre likely it is what we heard yesterday
again on the enforcenment panel for soft forns of
har nmoni zati on. Regul atory cooperation. You go
after this, we'll go after that. W can live
wth different-- this is on what's inportant to
us, this is what's inportant to you. Cooperation
with foreign governnents in that sense.

So, to summarize, enforcenent is the key.

Enforcenent jurisdiction is the key to the
ef fectiveness of regulation of the Internet from
a regul atory perspective. There's lots of
regul atory power that can be brought to bear on
entities within the state. That's why we're here

today. And because there are a |ot of people in
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the room worried about what the FTC m ght do in
regulating entities in the United States as a way
of getting at offshore entities and that is the
nost effective way to regulate the Internet.
That's why Internet regulation is a real
possibility.

Fi nal point about, this is the part about
hypot heti cal s, about choice of forumclauses and
choice of |aw clauses. One of the questions
we're going to see is whether or not if a Wb
page has a disclainmer saying all disputes will be
adjudicated in Italy or Italian law w | govern
this site. As a general matter, consuner
protection | aws have been viewed as what's been
call ed mandatory law, i.e., not subject to party
consent. And it's been generally true in real
space. They're not subject to waiver. This is a
general matter in a transverse jurisdictional
cont ext .

Now, that m ght have to change. That was
devel oped in a regine in which there were,
frankly, relatively fewer transporter consuner
transacti ons. We're now noving into a world
where there are going to be a lot nore. And the

only point | want to nmake about that is it's not
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really a jurisdictional question. The question
whet her an individual can consent to a consuner
protection | aw or consent to the adjudication of
a dispute in a particular forum

We shouldn't think of about it just as a
jurisdictional question. That's a question of
substantive regulatory policy. [It's a question
of do we want to permt consuners to waive
certain rights or not? How paternalistic are we
going to be? So, it seens like a jurisdictional
question, but it's really a question of
substantive regulation. Wth that, 1'll stop

M5. SCHWARTZ: Thank you. W're going to
get right to work. We'll put up the first Wb
site and with Jack's framework in mnd, naybe we
can just flip through these. OCh, and let nme say
just a couple of things. One is for the overflow
room which I think cannot see the screen, the Wb
site is in the programat page 17, the first one.

And for the panelists, | would suggest when you

want to speak, to put your name cards on edge
like that and I will try to keep ny eye out and
try to keep track of who is lined up. You're
going to keep yours there just as a constant or

do you have a question?
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MR, SERF: | actually wanted to ask a
guesti on.

M5. SCHWARTZ: Okay.

MR. SERF: Renenber, |I'm an engi neer so |
can ask really dunb Internet questions. |Is
contract law going to help us at all in this

thing? You pointed out the possibility of
changing it in the way which do nandatory
enforcenent and consuner protection |aws, but can
| use contract |law to establish an agreenent for
gi ving transaction | eeway?

MR, GOLDSM TH: That is exactly the
guestion | was pointing to at the end. As a
general matter, there are exceptions to this.
But as a general matter, both in the United
States and abroad, no. This is sonething that,
it doesn't have to be this way but that's the way
it has been as a general matter. There are
exceptions, but as a general matter, when | say
sonething is a mandatory law, | nean, it's not
sonething that's subject to certain nention by
contract.

M5. SCHWARTZ: To start, actually, just
to start because the transaction --

MR GOLDSM TH: Can | just add one nore
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thing to that? | wll say this is a trend that
many people think is changing. The Suprene Court
in the | ast decade has been nuch nore open to
permtting, even in regulatory contexts, waivers
of foreign rights. So, waiving your ability to
sue in foreign court, you can go to arbitration
and they' ve done this even in consuner context.
They haven't yet extended the choice of |aw
context directly. They've given suggestions that
they mght, so it's sonmething that's legally in
flux and it's, as a general matter, what | said
is correct.

MR. SERF: Thank you.

M5. SCHWARTZ: We wanted to start with a
series of questions related to what m ght be
call ed advertising online, that at the outset, we
woul d di scuss wi thout any consunmer transaction
havi ng taken place. The idea here is to talk
really about public agency | aw enforcenent for
deceptive advertising online and we tried to make
it afairly clear case of deception.

The special offer from Mom and Pop Books
whi ch | ocated in Foreignland is that M dsumrer
Night's Dreamis offered in paperback, signed by

t he aut hor for $20.50 in foreignese dollars.
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Now, this may be over the top in terns of
trying to create a, on the face of it, a
deceptive ad but we wanted to stay away fromthe
substance and for all of us to make the sanme
assunption, this is deceptive perhaps by anyone's
standards, including the Martians if we're going
i nterplanetary.

If there is no transaction and if the
seller has, in fact, limted the offer to
citizens of Foreignland, is there anyone that
believes that the U S. would have jurisdiction to
bring a case to stop this kind of adverti sing?
Maybe we can have a consensus.

AUDI ENCE MEMBER: How about anot her six
nmont hs where you can get themto conme
(1 naudi bl e.)

MS. SCHWARTZ: This would be then perhaps
for the first time in the two days we have a
consensus. No U.S. Jurisdiction wwth respect to
this deceptive claimnmade online.

To slightly conplicate the matter, nobve
to the second, Nicole, if you could, the second
Web site. And actually, this is on page 19 in
your book. You wanted to go to a slightly

different scenario where the advertising is to
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the world. There's nolimtation as we had in
the first instance to Foreignland and, in fact,
there's an indication that there's every
intention here to sell beyond Foreignland. You
can choose your currency, you can choose the

| anguage. The only nention of Foreignland here
is the address at the bottom which at the very
bottom you have the Mom and Pop address and
e-mail. Wat about U.S. Jurisdiction there?
Jean Ann?

M5. FOX: Well, let nme ask it back. What
woul d you do if this ad ran in a nmagazi ne that
was available in United States? |If it ran in
newspapers that was available in the United
States, would the FTC think that you could bring
an action because of deceptive advertising with
or without victin? | would think so.

M5. SCHWARTZ: Well, Vint?

MR. SERF: \What happens if you carry,
suppose to carry in a newspaper in Foreignland
and you bring it back, you were there in
Forei gnl and and you carry it back and then you
pl ace an order and the order is delivered in
For ei gnl and?

M5. SCHWARTZ: Well, even before the
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delivery, though, because | think once we get
delivery, it's a whole new set of circunstances
that get introduced. David Johnson?

MR, JOHNSON: Well, | want to just fight
the hypothetical a little bit, rem nd us that
anot her question that m ght be posed by this site
is whether it had tried to becone an ACL-quality
mer chant. For exanple, and whether, instead of
asking are you a resident? O not asking are you
a resident?, the question posed on site was, do
you want to interact with us on the agreenent
between us that we will be bound by, we the site
agree to be bound by the U S. Law and avail abl e
in a convenient forumto you?

It's easy if you're dealing with this,
what we woul d agree is a fraud and the only
guestion is finding a way for a regulator to get
out there and get their hands on sonething to
enforce what everyone agrees on.

From t he standpoint of a conmerci al
vendor, the questions that are hard arise in the
context of sonmething |ike disclosure regul ations
where you're facing lots of different
jurisdictions with different rules, none of which

speak directly to fraud. You're just trying to
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figure out howto do the right thing. And I
think the entire hypothetical is a little
m sl eading insofar as it doesn't | ook at the
contractual possibility. Wth all due respect to
Vint, this is different froma phone call. There
is no tel ephony because when you hang up, the
thing goes. This a persistent social space in
which nultiple parties can cone together to, by
contact, agree to be bound. And the recent
Suprene Court case, Carnival Cruise versus Shoe,
for exanple, do allow both choice of forum and
choi ce of | aw where the net inpact of that is not
to take away fundanmental protections and not to
render resolution of the dispute too inconvenient
so as to be unfair.

So, | think you get a different answer to
t his question dependi ng not on where the parties
are physically, but instead, depending on whether
the site has offered to contract to be bound by a
certain law, whether that's a clear offer,
whet her the consuner has, in fact, can be said to
have accepted it and then ultimately, whether we
will allow consuners to nake that kind of bargain
when the overall inpact on themis to be roughly

as protective as nost nation's consuner
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protection |aws are.

M5. SCHWARTZ: | think the one thing that
the study showed yesterday was that many sites
don't have any indication about any of these
things, so that's what's on the site is simlar
to this, which is roughly an advertisenent that
has none of these conditions on the site.

MR. JOHNSON: Yes, but 1'd just like
briefly to respond. | heard yesterday a very
interesting a deal in the nmaking. The
transatl anti c busi ness di al ogue and the
transatl antic consuner dial ogue are both calling
for what they are saying is a disclosure of
applicable law on the site. If you change that
very slightly to say calling for sites to nmake
clear what they will agree to be bound by, then
you may well have the contract solution as
general ly accepted across both the consunmer and
busi ness side of this debate.

M5. SCHWARTZ: Just back to the
jurisdictional issue and our site which does not
have any of this information. | think Jack would
say there's no jurisdiction in the U S. Because
it's a passive site even though it --

MR, GOLDSM TH:  No.
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M5. SCHWARTZ: Is that right?

MR, GOLDSM TH:  This falls, for persona
jurisdiction, this falls into the nushy gray area
of interacting.

MS. SCHWARTZ: And why is that?

MR. GOLDSM TH: Because it invites
participation and | take it that you can --

M5. SCHWARTZ: Because of e-mail?

MR. GOLDSM TH: That you can nmake it
wor K.

M5. SCHWARTZ: So you can make it work?

MR. GOLDSM TH. But | say this falls on
the mushy side of personal jurisdiction. This
falls on the passive side of the nushy area of
personal jurisdiction. And sonme of the cases in
t hat nmushy area have said that even though if
it's potentially interactive, if there is no
actual interaction, that's not enough. Ckay.
But | would also say enforcenent here is a
problem You m ght get personal jurisdiction.
You m ght have a harder tinme applying your |aw

but it's useless if this is Momand Pop in Italy.

M5. SCHWARTZ: (Okay. Lots of hands up.

| think, Dave Fares, you had yours up for a
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whi | e.

MR. FARES: Thank you. | just wanted to
respond to Jean Ann's question and to nake a
factual distinction between this Wb site and
pl acing an ad in the newspaper because pl acing an
ad in the newspaper, that conpany has
specifically targeted consuners in a given
jurisdiction when there's not a specific target
to any specific jurisdiction everywhere, but
there is not | am seeking out consuners in the
United States, so there's not that very specific
active act.

And if | could also go back quickly to
the very first hypothetical and just say |
definitely agree that the U S. Doesn't have
jurisdiction, but I think conpanies being forced
to place such imtations on their reach to
consuners is a detrinment to consumers because the
Web site may be doing this because there's not
| egal certainty in a business to determ ne what
| aws apply to them and they may be subjected to
inconsistent laws. So, therefore, consuners
can't receive the benefits that Anmbassador
Bar shef sky was tal ki ng about today, about

conparing prices and gaining price reductions and
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books being sold in other jurisdictions and those
types of benefits that el ectronic commerce can
really bring to consuners, so | actually think
that that's a very unfortunate step for consuners
t hat busi nesses may be forced to limt their
reach to a specific jurisdiction based on | egal
uncertainty.

M5. SCHWARTZ: Jonat han Rusch fromthe
Justice Department. | should be identifying who
you are.

MR. RUSCH. Thank you, Teresa. It occurs
to me that one of the things that we ought to
bear in mnd in this whole discussionis that to
sone degree, when we tal k about jurisdiction, we
are engaging in discussion of legal fictions in
this sense.

|f, for the sake of argunent, it turns
out at the end of the day that MomandPopBooks. com
is, in fact, a fraudul ent operation, and we're
not tal ki ng about one person who has bought a
book in Florida, but, in fact, many, many peopl e.

So, you have the very substantial consuner | oss
inthe United States and, in fact, even though
the Web site purports to be offering books only

to residents of Foreignland, in fact, their
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course of conduct can be proved to be contrary to
that, that, in sone respects, wuld, in fact, be
proof of that fraudulent nature of the
transaction and, therefore, would help to, in
fact, enhance our ability to argue in favor of
our exercise of jurisdiction fromthe United
States in Foreignland if we wanted to extradite
Mom and pop or who ever is really running that
site.

So, it's sonething that | think we think
about fromthe standpoint were crim nal
enforcenment in the area of fraud, that as a
practical matter, there's a certain
one- hand- washes-t he- ot her - hand phenonena. W
tal k about jurisdiction and we tal k about
substantive offenses, but, in fact, when it cones
time to seek to extradite sonebody froma foreign
jurisdiction to get them back here to strand
trial on the substantive offenses, part of the
way in which we are able to establish sufficient
credibility with the fraud jurisdiction to show
that we have, in fact, have jurisdiction and that
it's an appropriate exercise of jurisdiction,
have the person sent back, is by show ng that

there is, in fact, a substantive offense. And |
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think the nore proof we can show that actua
conduct diverges fromthe initial
representations, but | think it noves away from
t hat weaker side fromthe and starts to push
closer to the strong end of that area.

M5. SCHWARTZ: John, pretransaction, do
you think the U S. Has jurisdiction?

MR RUSCH |I'Il take easy case and say
wi th respect to enforcenent of crimnal statutes,
probably not because we're going to be | ooking
for actual effects. Even if you' ve got wholly
extraterritorial conduct, unless you feel the
effects in sonme tangible way in the United
States, jurisdiction probably wll not be
recogni zed.

M5. SCHWARTZ: | had failed to look to ny
| eft here. | think Carla, you had your sign up
first. This is Carla Mchelotti, who's wth,
wel |, representing the Anerican Adverti sing
Feder ati on.

M5. M CHELOTTI: The Anerican Advertising
Federation, which is advertisers, agencies, nedia
and in a very sinple way, the way that | have,
unlike Vint Serf, the way that | understood the

Internet is the world' s | argest nmgazi ne rack.
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And as the world's | argest nagazi ne rack, you can
wal k down the street in London or in Paris or in
Chi cago and you can find vari ous magazi nes and
you can find French magazi nes and I ndi an
magazi nes and Japanese magazi nes and they're al
written and designed and legal in the country of
origin. And that's very conparable to what we're
| ooking at here as an ad put together in a
country and legal in the country of origin and
froma baseline, you ve gotta start sonewhere.
When the designer is creating this Wb
page, if the Internet is currently operating in
187 countries, sonme |aw nust be understood as
applying to this advertising, and that |aw being
the country of origin gives the advertising
community sone kind of baseline understandi ng of
what type of |aw should be applying and it is
exactly consistent with the precedents that
exists today. And it would be consistent with a
newspaper that if you buy the Parisian paper, if
you buy a Paris newspaper in London and it has a
French ads in it and you carry that newspaper
from London and you get on the plane -- |I'm
sorry. You buy the newspaper in Paris and you

get on the plane and you fly to London, it's the
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sane newspaper. |It's the sane ads. Has the |aw
changed as it affects those ads in that
newspaper? It has not. |It's just that you're
readi ng and receiving those kinds of
advertisenents and if you happen to fill out sone
ki nd of subscription that was in the nmagazi ne or
a subscription in the newspaper and you conpl et ed
it and ordered sonme goods from London as a result
of buying a newspaper in Paris, these are
precedents that already exist.

M5. SCHWARTZ: Mark Sil bergeld from
Consuners Union, do you want to respond to this?
s it a nmagazine rack anal ogy?

MR, SILBERGELD: Well, | don't know if
that's what | wanted to respond to. There is a
magazi ne rack anal ogy. Wat was just said is
exactly right. But this is too sinple. This is
too sinple to raise real questions. \What if,

i nstead, we're assum ng, for instance, that this
is a book in English offered by sellers who speak
English as a first | anguage and offered in a site
whi ch the respective seller is located in the
site in which English is the primry | anguage,

but if this is a book in German, what if these

are aut ographed copies of Johann Gaither's, Dr.

For The Record, Inc.
(301) 870-8025



107

Faustis, in the original German, offered for sale
froma town in Germany and the Wb site's in
English? The FTCis going to start |ooking at
that and saying ah, ha. They're trying to get
active with the US. O at |east
Engl i sh-speaki ng, including the U S. Custoners.
This is not neant to be local. No matter what
their lawer in Germany may say, and |'m sure
it's a lawer in Germany who will say oh, no,
there are lots of people in Germany who speak
Engl i sh because this is what a smart | awer does.
You're going to then start having criteria for,
that are nore conplicated than the yes-no
gquestion that this asks.

And interestingly enough, going back to
sone of the things that were said yesterday, the
fol ks who say oh, let the industry do it, we
don't need any governnent decisions about this,
we're going to cone to the FTC crying. How about
sone guidelines? W want to know what your
criteria are. That's one point | want to nake.

Secondly, | want to pick up on sonething
Jack said. The question may be in sone tran --

t he question that should be | ooked at is there

may be sone transactions in which you want just
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public law to govern this. There may be
guestions in which situations, types of
transactions which you want private |law, private
agreenents to decide this and that's going to be
a conplicated and interesting discussion, too.

| f sonebody is selling a mass product,
that nay be one question. |f sonebody is
selling, say, one book, autographed and if it is
a true autograph, original by sone fanpbus author,
and offering it to custonmers in many countries,
sort of |like an auction, but there's only one--
there may be a nunber, first conme, first served,
and it's expensive, nmaybe you want contract |aw
to, as the Supreme Court now says, override
public consuner protection |law. That's a unique
transacti on.

On the other hand, there are situations
where if you have that kind of possibility for
consuners and sellers devel ops, you may want to
do it the other way. You may want to have
regul atory standards that say you can only go so
far and | invite your attention back to your own
hol der in due course |law where regulation limts
what may be possible in certain situations.

So, | think that the answer to this, if
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there is no transaction is no, but that doesn't
really get you very far

M5. SCHWARTZ: Well, | think that the
group would |like to nove on to transactions
because we are trying to tal k about the passive
Web site and the adverti sing.

Qur third exanple, N cole, you can show
us what that one was, which was nore targeted
advertising but still wthout a transaction. It
was targeted to the United States. But | think
that the interest here is in noving on and we
don't have as nuch tine as we would like, so I'd
like to go back to the first Wb site which was
the, you' re | ocked? GCkay. |If we can | ook back
at it or you just renmenber fromthe handout
material. It's the targeted Wb site to
Foreignland but with a transaction. |n other
words, the Wb site says that the sales are to
citizens of Foreignland but, in fact, a U S
Ctizen, and | think we | ocated that citizen in
Florida in our hypothetical questions, orders a
book and it is delivered offline to the resident
in one of the states in the United States.

Let's, perhaps, assune it's in Tennessee.

We have a menber of the Attorney Ceneral's
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Ofice from Tennessee and if that Tennessee
consuner purchases this book, it turns out it is
not signed by the author, would the Attorney
General in this state have jurisdiction there?

MR PHLIPS: Yes, | think you do.

M5. SCHWARTZ: Oh, I'msorry. This is
TimPhilips, who is wth the Tennessee AG s
Ofice.

MR PH LIPS | think we do and |I'm goi ng
to backtrack. Sorry. On the first one, this
one, you do have, you certainly have soneone has
delivered the material there. You have a certain
reach there, but | think on the screen before, if
they' re advertising anywhere, | think they've
al ready reached into the state. And in the first
screen where they say they're only delivering to
custoners or consuners w thin that Foreignland, |
think we're assumng that they're foll ow ng
through on that. | think that would be, you
woul d be hard put to argue jurisdiction.

In the state of Tennessee or under nost
consuner protection |laws, we don't need a victim

We certainly are concerned about this site and
it actually does cone up on our screen. | don't

think inreality it actually is going to. W
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like to think of ourselves as proactive but I'm
not sure it's actually going to get to us, but if
it does, we don't need a victimto be concerned
about what this Wb site can do.

You guys asked us to on faith accept sone
self-regulation. W would ask that the industry
do the sane with respect to | ocal agencies and
state governnent that when we do find sites |like
this, we are going to give great thought to
whet her or not we actually foresee agai nst
sonmeone who is actually not delivering materi al
in a state of Tennessee because | just know as a
trial lawer how difficult it is to go even
before the |l ocal bench, the local trial judge and
ask themwell, no, we don't have a victimhere.
W want to stop this. | think that's difficult
and | think when you don't have, when you don't
have an injury in the state, | think you' re going
to have a long, you're going to have a difficult
argunent as far as jurisdiction.

But once they reached into the state, and
| think in this instance, | forget where the
comment cane earlier, we're tal king about a
deceptive practice that is legal in Foreignland,

| think that mght add to the hypothetical a
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little bit, but if that's the case, this is just
what we're afraid of, where this type of
deception can be on the Wb.

Now, | would hope to a certain extent
that self-regulation could stop this and |I guess
one of my questions would be, we are going to
self regulate this, howlong would it take the
industry to get this Wb site repaired? Because
obviously, | think another hypothetical m ght be
if this Wb site is offering Mark Maguire
aut ogr aph basebal | cards and we think that naybe
they don't actually have any. M. Mguire calls
us up and says they're not actually there.

Excuse ne. | haven't authorized that. | know
that they don't have them Well, | think you're
goi ng to have nore people signing on than buying
t he autograph of WIIiam Shakespeare.

But when you do that, you' ve actually, |
t hi nk, reached into the state of Tennessee for
probably nunerous reasons. But when you do that,
you' ve actually, | think, reached in to the state
of Tennessee and to the extent that, you know,
you're dealing with not just contract |aw between
t he consunmer and the business person, but you are

al so dealing with tort law, which is our consuner
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protection laws. And to a certain extent, |

t hi nk we need those base tenents, which consuners
in the United States are going to understand
they're getting, and I think w thout those basic
laws, | think you're going to have an erosion of
consuner confidence or you're not going build
consuner confidence you need to make the Internet
go.

M5. SCHWARTZ: Peter Harter from e-nusic.

|"'msorry. You' ve had your card up for sone
time and | haven't gotten to you.

MR. HARTER This is from a business
point of view. E-nmusic is just about a year and
a half old, about 40 enpl oyees and we m ght be
t he best poster child for e-comrerce in that we
don't have a physical product. W sell nusic on
line. W don't ship CDs or any physical product.

W mght do that in the future but for now
we're all digital in what we do. So, | think
t ouchi ng upon what M. Goldsmth said and
sonething M. Serf said at the very begi nning.
Many* people in Silicon Valley that's in
California el sewhere
Sonme executives often joke that we often

don't, in high tech, and I don't agree with this
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point of view but | put it out there for hunor,
t hat sonme executives who run nmultibillion dollar
conpani es don't want to normalize relations in
Washi ngton, D.C. And | think that Jack said at
the top that for a while, people thought that the
Internet was a wild, wild West and it couldn't be
regul ated, but | think many high tech conpani es,
while they may di smay Washington or other sites
i n governnent as being unable to regulate or too
slow to regulate or their intention in their
attenpts to regulate, | think many high tech
conpani es, especially ones that are all digital,
real ly depend on good enforcenent of property
| aws, piracy. M. Barshefsky tal ked about piracy
in her remarks this norning.

So, | think at a very high level froman
i ndustry point of view, especially a snal
conpany that's growing, it depends upon good
e-commerce policy both in this country at the
state, local level and also internationally, that
if there's no certainty of the rules where we set
busi ness, who we do business with and what we
j udge them by, doing contracts with them |ike
AQL's nerchant arrangenents, it throws risk into

t he busi ness and nore ri sk makes busi ness nore
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difficult.

So, | think froma small business, al
froma consuner point of view, if we're relying
upon interpretation of case lawin this country,
and we're not even tal king about simlar |egal
regimes in other devel oped countries that have
di scussed choice of law or jurisdiction forum
which I'mnot aware of and very ignorant of
actually, it's a very uncertain market to go into
because | don't think nmy conpany will get into
fraud.

|'ve been comng to these FTC wor kshops
for five years. One of the first things | did
when | joined e-nmusic two nonths ago was put a
privacy policy up. That's pretty
straightforward. And what other policies | put
up in terns of state and jurisdiction or how we
deal with royalty paynents in nultiple countries
with AFSCE and a | ot of issues to chew through
wi th here.

| mean, jurisdiction cuts across, not

just consuner protection. It cuts across
copyright, obviously. It cuts across taxation
tariffs. It cuts across authentication rules and

standards and sone countries require you |license

For The Record, Inc.
(301) 870-8025



116

aut henti cation net hodol ogi es. Gernmany does that
under their multinmedia | aw passed two years ago?

Al so, enforcenent has various
jurisdiction issues we have just been talking
about. Now, | threw another one on there, the
GSM phone. Technical standards cause
jurisdictional issues and if people push
proprietary format on the Internet, do we go with
t he GSM phone system or the Anmerican phone
systen? There are going to be successor to that
di spute on the Internet in ternms of digital audio
format, which | won't go into, but who's |aw
applies? Wat's governnent's role in hel ping
shape a solid, reliable, consistent |egal
environment are very inportant to snal
busi nesses. So, jurisdiction is not so nuch a
matter of consumer protection enforcenent, but
it's also an e-commerce enabl er

| think this perspective may not cone out
i n hypot heticals, which are very inportant, and
it's inmportant to start with where we cone in the
hi story of the case |aw and what this country has
done at the state and federal level in terns of
enforcenent of the consunmer protection rules, but

| think to encourage small businesses to do the
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right thing on their Wb site, do the right thing
by the consuners, government needs to be aware
that there's not nuch property |aw enforcenent.
There is a role the governnent needs to play to
hel p business flourish in this kind of

envi ronment .

So, | just wanted to bring out a couple
remar ks going forward here and not directly
comenting on any place I want, but a small
busi ness, jurisdiction has a nuch | arger
significance and it always makes ne | augh when
hear people say we don't want to normalize
relations in Washington, D.C. It's like, well,
| f you don't normalize sonmething, you're going to
|lose a few billion dollars in market
capitalization or find yourself getting your butt
ki cked in court sonme day. |n Washington, when
you pooh-pooh the governnent too | ong, you cone
back to town with hat in hand and you get
i nvesti gat ed.

So, | think one | ess we | earned about
government regulation is having good rel ations
with those who are going to regul ate your
business or wite regulations to help your

busi ness to becone enabl ed. Because w t hout
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t hese rul es, e-commerce business don't exist, and
that goes right to what Vint Serf said, that
technology is used to create the market. Now,
it's public policy that will help create the

mar ket going forward and others |ike Steve Case
fromAmerica Online have said that in speeches
here in Washington. | really believe that's the
case. Now, whether nmy engineers in ny conpany
group may not, well, they're watching us on the
Web, so I'll hear fromthem|ater when | go hone
and see themon ny e-mail.

MS5. SCHWARTZ: Peter, our hypothetical
i nvol ves the delivery of a tangi ble book by the
mai |l or delivery service. Your goods are
delivered online. Your nusic is, that's the only
product you're selling, right?

MR. HARTER: Yes. W denp files. You
pay by credit card and eventually we'll apply it
to nechani sns which are a whol e host of other
jurisdiction enforcenent issues, what's currency?

M5. SCHWARTZ: Do you know where you're
sendi ng your goods when you send them online? Do
you know the | ocation of the recipient?

MR. HARTER |'m gl ad you asked that

because | wote down that point preparing this
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norni ng, that we nmay take a Visa or Mastercard or
sonme other kind of credit card or charge card,
and that m ght be associated with sone person,

but we're not going to go back and validate that
that person is actually using that credit card
fromwhere the billing address. Credit card
peopl e ask when | check in with the hotels or buy
airplane tickets, what's your address on your
credit card? It's 2000 Mobile Street in San
Francisco. Well, I"'mnever really there. 1| live
on airplanes these days, so | use ny credit card
all the tinme and when | use it, I'"mnever really
actually using it fromthe point of where the
bill physically hits nme and where it paid out of,
my Bank of America account in California.

Online, are we going to take the tinme to
see that Wl fgang, using a credit card to buy
sone nusic? He may be from Germany but he could
be on business in France and he may be using
IBM net. Sorry, Ben. [IBMnet is his Internet
service provider because it has good worl dw de
access and he may be accessing actually not a
server in California because ny conpany
outsources its Wb site operations. It's not a

conpetence we have. W outsource it to conpany
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cal | ed Above.net and they may have the particul ar
page Wl fgang is accessing on a server in
Australia because the | oad on the Net is such
that it's nore efficient for himto get the bits
of that page fromhis server in Australi a.

So, are we going to go through all that
rigmarole to find out where he is? Do we care
where he is? | nmean, as long as we clear that
nmoney from his bank account, that's all we're
worried about. But if we can't get to the bank
account, then we need the governnent to help
enforce paynent because we want to nake nobney on
the Net. Despite what other people are telling
us, we'd like to return sonmething to our
shar ehol ders and nake nobney sone day.

M5. SCHWARTZ: Woul d anybody like to
address that issue about delivery of goods
online? Because | think it mght be easier to
apply traditional jurisdictional rules when we're
tal ki ng about tangi ble goods and mail addresses
that the vendor knows and this may be a new
world. Vint, do you want to say anythi ng about
t hat ?

MR. SERF: Actually, two things are going

on here at the sane tine. Not only do we have
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this ethereal delivery of bits of some target
whi ch may not even be where you are at the tineg,
and when you're asking to deliver sonething, it
could be that it's being delivered to sonewhere
that you'll have access to. So the notion of
"where is it?" Becones very msty.

| was just thinking also about the credit
card situation. Even though you get billing
address verification to sonehow verify your
credit card, when we start delivering bills
online, it'll never be at that address when
paying bills or receiving it or looking at it.
So, in a very funny sense, we have unbound
ourselves fromthe real world by indirection in
all of these things. And that suggests to ne
that we may not be able to use, in spite of the
fact that | pointed out that all of this stuff is
billed on physical facilities, the fact that you
can be anywhere interacting with things may nean
that we really have to rethink what jurisdiction
means regardl ess of whether things are delivered
physically or not. And I would submt it you to
you that we have this problemtoday because a
book m ght be delivered physically to a place

anywhere where you are. You mght be having it
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delivered to a third party as a gift. So, |I'm
not sure that that question of where things are
going is necessarily very relevant. W already
have this problem

M5. SCHWARTZ: And that introduces,

t hi nk, David Johnson, who takes this position, |
think, in general that this is unlike our rea
wor | d.

MR. JOHNSON:  Well, | don't know we have
to rethink the fundanental principles of
jurisdiction, one of which is after getting
t hrough deci di ng what court can hear the case and
before you worry about who can enforce the
j udgenent, the fundanental question is choice of
law. What is the source of rules? And if you're
tal king about fraud, it doesn't really matter
because nost countries do prohibit fraud, so the
difficult questions cone in, are there particular
regul ations for the way you should to a
di scl osure or that kind of distance.

The concept of comty which underlies the
choice of | aw says that even if any forumthat
has control over the parties in the case ought to
ask itself what is the group of people who have

t he hi ghest stake in getting the answer right.
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So that even if Tennessee, if it got jurisdiction
physi cal | y because there was a book that cane in
to Tennessee, whatever, ought to ask itself, who
are the group of people? How do we deci de where
to | ook for the substantive source of the rules
so that the people who are nost inpacted by the
rules wll have the nost say?

And one thing that's going on online when
we deliver electronically and when you go through
t hese nmeani ngful boundaries going into ACL space
or signing into a Wb site a that says only cone
here if you agree to be bound by a particul ar
kind of law, we are defining the set of people
who will be nost affected by where the rul es cone
from So, | think we should | ook seriously at
contract and a clear disclosure of what rule set
i s being adopted by the parties, not because
that's a convenient way to gi ve warning that
you're about to |leave the confort and safety of
your local jurisdiction or at least go into a
situation where enforcenent nay be nore
probl ematical, but al so because we are
essentially by that means defining who ought to
set the rules and that in this case is the vendor

and the people who decide voluntarily to dea
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with the vendor.

And | just want to make one ot her quick
point in response to the self-ordering challenge
here of self-regulation challenge. The question
of how quickly the industry can deal with this
site is a very difficult question, of course,
because this may be Mom and Pop and they may not
even hear about the Code of Conduct pronul gated
by | arge conpanies and so forth. But there are a
| ot of other self ordering nmechanisnms on the Net.

One of themjust announced, this may or may not
be the product that does it, but | think there's
a whol e new functionality represented by a
conpany called Third Wave which is just begi nning
to downl oad a plug-in for the browser which
al | ows anyone to post comments on any Wb site.
The way it works is you don't change the Wb site
but sonebody who has subscribed to this browser
can see public coments left by others who al so
have that Third Wave browser. Sorry. Third
Voice. Sorry.

And the point is that it won't take very
long for the Net. If it's operating in the way
we' ve beconme accustoned, to start having posting

in the First Voice format from people who have
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di scovered that this is a fraudulent site and one
of the questions that the governnent m ght ask
itself is whether it ought to be a voice and it
ought to provide an FTC channel that people can
tune into to get the commentary of the
enforcenent staff. Even if they can't reach out
physically and enforce a judgnent, maybe it can
reach out through the Net wwth its cautionary
voice with that kind of system

M5. SCHWARTZ: Becky Burr fromthe
Commerce Departnent and then Caitlin Halligan.

M5. BURR | think David' s coments have
noved us where | was thinking we should be noving
because in some respects, this case is not very
hard and | don't suspect that there's either a
consuner advocate or an Internet businessperson
sitting around the table who wouldn't say to the
Attorney General from Tennessee, that kind of
fraud, go get them you know, any way you can.
We're behind you. It's the tougher cases where
you' re not tal king about the things that we all
understand as fraud but you're tal king about
things |ike whether the advertisenent is
conparative or legal in sone places but not in

others, or whether the size of this type of this
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di scl osure needs one set of rules and not
anot her .

And so, | guess | have a question for
Jack, which is, is there a way of refining what
you described as this mandatory rule so that in
the cases of clearcut fraud, whatever that is,
and that's part of the difficulty, that falls
into one category, but with respect to a whole
host of other things where the harmis certainly
| ess clear, that contract |aw can hel p us out
her e?

MR. GOLDSM TH. The answer is
theoretically yes and that happens in real space.
One of the limtations on the party's ability

to choose | aw or choose the forumtoday, many
contexts is a reasonable standard. So, just to
throw out one possibility. It's not a very
bright line but you can say that the parties
online engaging in e-comerce can, consuner wll
be allowed to choose a governing substantive | aw
governing dispute resolution unless it's

mani festly unreasonabl e, manifestly fraudul ent.
VWhatever. And so, there are all sorts of
internedi ate possibilities by contract which

would still let you have lots of private
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ordering and even an escape hatch for enforcenent
agai nst the kind of transactions that regul ators
m ght be especially worried about. There are

| ots of possibilities.

M5. SCHWARTZ: Well, Caitlin, | was going
to call on you. Maybe we can turn to the |ast
Web site in which the consuner acknow edges or
there's an indication that the |aws of
Foreignland are to apply, but go ahead, Caitlin.

M5. HALLIGAN: First of all, I want to
build on one of the points that Timraised.
think that sonme of the hypotheticals that we're
tal ki ng about for enforcenment purposes may renmain
hypot hetical for a little while, at |east when it
conmes to the states. | think that nost of our
resources, because they are scarce resources, are
targeted at this point at finding people who are
engaged in really bad behavior, the kind of
behavior that | think everyone at this table
woul d probably agree is the sort we ought to
jurisdiction over, as Beck was just pointing out.

O where if we're not tal king about an outright
fraud, in other words, | take your noney and you
never hear from ne again, the violations of other

ki nds of substantive standards that m ght be in
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play in the states or at the national |evel are
really pretty egregious. So. | think that we may
not be pushing the boundaries of jurisdiction for
quite a while.

| also think this Vint Serf raises an
i nteresting point about whether or not all of
this is really so new At |east when we're
tal ki ng about the shipnment of tangible goods as
opposed to information that you sinply down | oad,
that may pose some nore difficult problens.

There are a lot of ways in which you can order
goods and services and effectively | eave your
physi cal |ocation. Mst |ikely, you can pick up
t he tel ephone and do that and di al another
jurisdiction either in another state or in

anot her country and we haven't found it so
difficult to apply jurisdictional and choice of
law rules in those situations and so, I'd like to
ask whether or not we really need to treat this
as such a new set of circunstances here.

M5. SCHWARTZ: | sense fromthe group
you'd li ke to nove on, | think, beyond fraud
which is the nore difficult issue and there is a
sense that, at least with respect to jurisdiction

over deception, fraud, serious consuner
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m streatnment, that there's a sense that
jurisdictional reach of the public agencies.
You're confortable with the nore traditiona
approach to that. But with respect to, what shal

| say, other categories of consuner protection,
short of that, what would be the role of contract
or provisions such as this that we have on the
Web site that the consunmer, before you actually
click that you want to buy sonething, that you
agreed to be bound by the jurisdiction of
Foreignl and or the laws and jurisdiction of
Foreignland. | don't know. W' ve got some hands
up here. | don't know whether Carla, you'd |ike
to address that? You also don't have to. You
had your nameplate up for sone time, so if you
want to go back to earlier titles.

MS. MCHELOTTI: I'Ill give you ny one
qui ck answer to that and then go back to what |
was goi ng to address before.

M5. SCHWARTZ: All right.

M5. M CHELOTTI: If a consuner is
entering into a contract and specifically it says
very boldly there that they're subjecting
t hensel ves to the |l aws of Foreignland, it's

conparable to when | bought a rug in |stanbul.
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And | was in Istanbul and |I bought a rug and |
understood | was in Turkey and | understood that
| may never see it again and | was taking that
risk and | agreed to do that.

| wanted to address sone of the
perspectives on self-regul ati on because just to
avoid any confusion, | think there's nore
agreenent up here than di sagreenment and just to
underline that, the self-regulatory mechani sns
that we tal k about and are proud wthin the
i ndustry and that exist in many countries around
the world, nobst countries around the world are
mechani snms that do not say "please get rid of the
law.” It is not in lieu of |aw

There is also a need and under st andi ng
and respect for a baseline of |law and industry
self-regulation which is the quick and efficient
and econom cal, | nean, you understand what
issues are in favor of the self-regulatory
mechani sm  \When applied on a country of origin
basis, it, in fact, does provide a reach to the
person who created that Wb site in that country
in a very efficient and tinely and econom cal
fashi on.

One of the things that Chairman Pitofsky
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referenced yesterday and the sane thing that
Becky Burr just nentioned now, and |I'mvery gl ad
it came up, is the very daily problens of
creating the content on the Wb sites. Wet her
you can show children's characters for a Wb site
that is going to be shown and brought in and
visible in Scandi navi an countries, whether you
can do conparative advertising, whether you can
have pronotional opportunities on the Wb that
the German governnent woul d see as conpl etely out
of the book and illegal. These are real world
probl ens that the Web creators, mjor | eague
conpanies are dealing with today. And to the
extent that the Web will grow as we've heard
about it and wll not becone graffiti out there,
we need to understand that there is a need for a
baseline country of origin approach with the

| egal framework when applying the adverti sing
standards for sone of the daily problens.

You know, there were pirates on the high
seas | ong ago because no one understood what | aws
woul d be applying to the high seas and the | ast
thing we want is an Internet to have a pirate
mentality or no laws that apply. W want to

under st and what | aw applies and nove forward from

For The Record, Inc.
(301) 870-8025



132

t here.

M5. SCHWARTZ: But your country of origin
t hen woul d have sone basic, universal, m ninum
| egal requirenments that everyone woul d abi de by
whi ch -- no?

M5. M CHELOTTI: The country of origin?
This is the original July 1st docunent, July 1,
1997 framework for gl obal economc comrerce. It
was a Wiite House publication at the tine from
the d obal Information Infrastructure Wrking
Task Force and as to advertising, what it read
was what it says is that the rules of country of
origin should serve as the basis for controlling
I nternet advertising to alleviate national
| egi sl ati ve roadbl ocks and trade barriers.

M5. SCHWARTZ: And that's prem sed on the
assunption that all countries outlaw fraud?

M5. M CHELOTTI: That's prem sed --
exactly. We al so agree that the outright fraud,
there were going to be -- there's opportunity to
enforce intentional fraudul ent behavior in nost
countries around the world.

M5. SCHWARTZ: Peter?

MR. HARTER  Wen you start tal king about

transactions, noney's being made and governnents
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being nore interested in applying their own | aws,
so, going back to that point, M. Goldsmth
menti oned the problemis not so nuch can or
cannot regul ate the Net, but how many governnents
will regulate the Net. And | think, enphasize in
a point | nade a few nonths ago, there will be a
huge barrier for business, not so nuch the
uncertainty but even nore so having the
conpl i ance burden of not just 150 nati onal
countries, but also all of the regional and
subnati onal governnments hauling into court on
fine regulation.

And | think maybe at sone point, possibly
David on the contracts, |let our contracts be our
consci ence point he nmade back in '93 at a |l aw
school forum and sonething Vint nentioned before
he left, that there may be a need to have sone
kind of free zone, not a free tax zone, but a
zone where if you agree to abide by certain
basel ine principles as an e-commerce conpany, a
safe harbor, if you will, as we've cone to cone
to know that termof art and for legislation in
this country recently. For exanple, the Digita
M ni mum W1 |iam Copper Act (sic) has a safe

har bor provision. Those instrunents have
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e-commerce |l aw and policies for safe harbors or a
duty-free zone, that we have the WO for tax and
for tariffs, rather.

Those kinds of instrunments nmay be the
ones governnments have to cone together on to give
up the bit of their sovereignty in order to
enable nore, to enable as a nediumto grow
because what | see fromny vantage point of a
smal | conpany or a young conpany, if we not just
only have the uncertainty of having | aws not
beconme enforced nor enabling us to go forward, |IP
| aws, for exanple, but also to do with potenti al
l[itigation by various parties who want to just
keep us out of their markets or keep us away from
their custoners for conpetitive reasons, what are
we to do? So, | think enforcenment in
transactions has many facets from a busi ness
poi nt of view, just to make you aware of.

M5. SCHWARTZ: Comm ssioner Swindle, did
you want to say anythi ng?

COMM SSI ONER SW NDLE:  Yeah. |'mjust
listening to sone of the words that are being
used, and Teresa, | think you used in a
rhetorical question, do we envision sone |egal

baseline, a core of laws and then we tal ked about
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t he sl owness of some of the, Timtal ked about the
sl owness of self-regulation and | think curing
along with that, it | eads to perhaps a belief
that we m ght be able to stanp out all fraud for
all people. And | think froma practi cal
standpoint, first, | cannot possibly, and | know
you heard nme say this in Australia, since we've
had such a difficult tinme bringing the EU
together. | nean, we've been working on this for
how many decades? W still don't have the UK on
board in totality. Getting sonme universal world
agreenent from 200 and what ever nunber of
countries we have in the world is just not going
t o happen.

Secondly, we're never going to stanp out
fraud if we just forget about the Internet and
| ook at what the Federal Trade Comm ssion does
and | think does quite well. W only touch a
smattering of the crooks in the world. W hope
by touchi ng enough and getting enough attention
to it that the word gets out and that consuners
and businesses alike will reformtheir conduct,
be they selling or buying, and beconme w ser for
it.

As far as self-regulation not working
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fast enough, it may not, but | would venture to
guess just on intuition alone that it is quantum
| eaps ahead in speed of the federal governnent or
state governnent or anybody el se.

As far as states inposing a jurisdiction
i nposing their own | aws, what they will run afou
of eventually if they put so many | aws that
restrict the people within their on how they do
busi ness, those restrictions will invariably
mgrate to the marketplace where they will becone
i npedi nents to the consuner, so the consunmer wl|
go sonewhere el se and seek a better deal, if you
will, something that is less restrictive,
bi ndi ng, corrupt or whatever. And what |'m
saying is | think it is alnost folly to think we
can achieve utopia -- | know nobody's tal king
seriously about Uopia -- and one of the dangers
we encounter if we do try to go in that direction
is that we will put nore inpedinents out there
than we find solutions and the cost benefit of
what it will do to the Internet, | think will be
very negati ve.

M5. SCHWARTZ: Thank you. | want to cal
on Jean Ann. | would like us to not |eave

conpletely, though, this Wb site that includes
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sone | anguage about choice of |aw and whet her
that woul d serve to solve sone of the probl ens.
If on the Web site you give clear indication that
the laws of Foreignland will be applicable if
there's any dispute, how far does that take us?
Jean Ann?

M5. FOX: Let nme address that specific
guestion. 1'd like to get back.

M5. SCHWARTZ: That's okay.

M5. FOX: On the discl osure when you get
down to the final point where you're naking your
decision, if you' re going to have a discl osure,
it needs to have been on the front end of this
transaction so the consuner hasn't wasted their
time and commtted thensel ves of at | east
enotionally for the purchase and then find out at
the last mnute that whoops, all of the |aws, |
think, that allude to you aren't going to apply
her e.

| was involved in work on the resol utions
that were adopted in April and | did want to
correct ny maybe m sunderstandi ng of what the
meant. It's sort of an interim proposal that
during the time we were working out all of these

problems with jurisdiction, at the very | east,

For The Record, Inc.
(301) 870-8025



138

shoul d be telling consuners what jurisdiction
they're in, so it seens to have that know edge,
not a sign-off on that we can contract this away,
part one.

On the general principal of what we're
tal king about here, as | listened to M. Serf
tal k about how conplicated it is to know exactly
where the Wb site is comng from this is the
difficulties that businesses have in
under st andi ng exactly what the jurisdictions are.

We really need to step back and say, how does
an ordinary individual consunmer react to all of
this confusion and uncertai nty about whether the
business is |located and which |aws apply and what
we're going to do? And it's because of the need
to give consuners confidence to build consuners
trust in doing business online and to help online
commerce thrive that consumer groups are urging
pol i cymakers where possible to apply the | aw of
the country in which the consuner lives. That's
what you're famliar with. That's where you have
access to the court.

We know that's a difficult proposition.
W'l |l have to have international guidelines.

We'll have to have harnoni zati on of internationa
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| aws, that there will have to be self-regulatory
mechani snms in place. W may need to have funds
t hat everyone puts into for your claimwhere you
have a judgnent agai nst an Internet conpany and
you can't get your hands on the noney to coll ect.

There are all kinds of solutions that
could be crafted but the starting place should be
what works for consuners and what nakes consuners
best so they feel confortable and safe in
venturing online? Qur theory is that if you go
to the country of origin, if that creates an
incentive for all of the sharp dealers to | ocate
in the jurisdiction that has the | east possible
consuner protection, you end up with a raised
bottom and that will expose the legitimte online
business to the spillover bad public relations
and bad reaction that consuners had.

We're early enough in the devel opnent of
e-commerce that we should learn the | essons from
the 900 nunber industry and the coi n-operated pay
phone and all of the other businesses where the
bad actors were allowed al nost to destroy new
t echnol ogy before consuner protections were put
in place. W really ought to do this right the

first tine.
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M5. SCHWARTZ: David Fares, you' ve have
your card up for a while. Do you want to either
respond to that or -- speak on any topic you
like.

MR FARE: | was going to address this
specific issue on this disclosure of Foreign
actually Foreignland | aws apply. | think that
this is a direct, this addresses directly the
concerns. It provides legal certainty for the
busi ness because they know what |aw apply as wel |l
as informng the consuner that they may be
traveling beyond their own jurisdiction and
subj ecting thenselves to jurisdictions beyond
their hone country.

It also, it doesn't prevent that consuner
fromdeciding not to interact with this Wb site.
So, they can nmake an infornmed decision about

their interaction with the Wb site and whet her
they want to engage with the conpany beyond their
own jurisdiction. | think it's an infornmed
decision and it's sonmething that you have to
allow a consuner to nake in this specific
situation. | nean, my position is that it al
shoul d be the country of origin and we don't need

to go back and forth on that because it's a |egal
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certainty for business and busi ness won't engage
in online coomerce if there isn't |legal certainty
for themas well. | was addressing this
particular situation and that it infornms all
parties and all parties can nmake an infornmed
deci si on.

M5. SCHWARTZ: Ckay. To respond to that,
Mark Sil bergard, Consuners Union.

MR. SILBERGELD: Yes. This is not |ike
going to Turkey and buying a rug. And the reason
is that you don't go to Turkey and buy a rug very
often. Wen you're on the Net, you can go to
Tur key every night or somewhere el se every night
and still go about your daily business and only
in the sense that this one transaction may put
you in the sane situation, is this |like going to
Turkey and buying a rug. But people start using
the Net a lot and having lots of transacti ons and
it's not $29.95 that's at risk, but lots of
different transactions in that and many ot her
perhaps greater anpunts. You start to have
questions of cunul ative effect.

Now, | think Jean Ann said, and | agree,
if up front there is sonething that says the

seller only wants to sell to people who agree to
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be tried, to try disputes under the | aw of
Turkey, if you don't like that, bug out of this
site. | think we ought to have sone serious

di scussi on about how that would work. The
ultimate question is really, are you by adopting
or not adopting that nechanism inviting huge
nunbers of transactions in which consuners are
di ssatisfied and |l aw enforcers can't handle the
vol une of transactions in which there really are
vi ol ati ons of sonebody's consumer protection

| aws.

The fraud is the easy case because
everybody has | aws against fraud. They don't al
enforce them of course. It is when you get to
bi gger questions of what are materi al
nondi scl osures, what are regulatorily-required
di scl osures in connection wth particular kinds
of transactions, and where are these conflicting
anong civilized nations that you have the kinds
of probl ens.

And so, | don't think you can say that
this is settled by characterizing this as being
identical to an individual situation where you
make a purchase abroad.

M5. SCHWARTZ: Davi d Johnson?
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MR. JOHNSON: Directly on that point, |
agree we ought to have a serious conversation
about how this ought to work and we ought to
focus on the real convenience to the user.

First of all, I think we haven't paid
enough attention to the fact that consuners, as
wel | as vendors, as can set their browser to dea
with certain kinds of parties. W have the WBC
has the, in the privacy area | worked on, a
platformfor privacy protection in which, in
principle, would allow the consuner to, if
applied to this set of terns, jurisdictional
instead of law terns instead of privacy terns,
all ow the consuner to say just don't show ne a
site that isn't prepared to be subjected to the
regul atory laws of jurisdiction with which I'm
confortable.

Secondly, this is troubling in part
because obviously, it allows the consuner to
choose but it could be the case that a court of
conpetent jurisdiction in the country of
Foreignland is very inconvenient fromthe
st andpoi nt of the consuner.

One of the reasons to | ook hard at

alternative dispute resolution and online dispute
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resolution is that we are dealing with consuners
who are online and may well find it nore
convenient to go to an online dispute resolution
arbitration than they would to go to their own

| ocal courts. And what we have here, | think, is
sort of a contest between jurisdiction to provide
cl ear rules and conveni ent resolution of

di sput es.

VWhat we know works on the Net is
branding. Foreignland is a brand. U S.
Jurisdiction is a brand. W should be taking a
| esson fromthe private sector and all owm ng Wb
sites to conpete anong thenselves by offering to
do business and be avail able for dispute
resolution either on their own brand by saying
satisfaction guaranteed, we'll always take care
of your problem which works better than any
court, or by saying at a mnimum we wll be
available to you in a given online dispute
resolution forum W will hold ourselves out as
bei ng subject to a particular |aw

That hol ding out on the vendor site is
the willful availing that makes the
jurisdictional questions go away because if a Wb

site puts itself up, it doesn't make at first the
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problens to go away, but it does nakes the
jurisdictional and choice of |aw problens go
away. And so, | think what we should be trying
to catalyze here is what would be in the end a
race to the top, not a race to the bottom

M5. SCHWARTZ: Tim vyou' ve had your hand
up. Tim Philips.

MR, PH LIPS: Yes. Just a couple itens.
| had mainly suggested earlier that
self-regul ati on would not be hel pful nor did I
mean to suggest that it would take an inordinate
anount of tinme. M question was not rhetorical.
| guess you could characterize it as a chall enge,
but it was not rhetorical. | think here we see a
Wb site. W don't know what Mom and Pop nay be
associated with. Are they part of the CPA group
we heard fromyesterday? Are they part of AQL?

Frankly, | heard sonme things fromthe
panel yesterday that were great. Lightning may
strike me, but | like what | heard fromAOL. |
think that type of resolution or that type of
communi cation with a consuner, so nmany tines you
see businesses that just aren't conmmunicating
with the consunmer and all the consuner wants to

do is speak to soneone and get sone type of
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resol ution.

On the choice of lawissue, | think in
this particular instance, | think you start at
the end. Wen self-regulation doesn't work, when
letters fromthe Attorney General doesn't work,
when we can't get jurisdiction for whatever
reason, what is the consuner going to be, where
is the consuner going to be? The consuner is
going to be contacting Mom and Pop and sayi ng
what are we going to do? And Momand Pop is
going to say, |ook, you bought it, you cone here
overseas and litigate the matter over a $20 book.

The consuner will not have any redress, |
think, in the hand for this particular
hypot heti cal .

M5. SCHWARTZ: One thing we m ght think
about, if there's sonme sense that putting this
informati on on the Wb page alerts the consuner
and the consuner can then choose, does this
actually do the trick? That is to say that the
| aws of Foreignland will apply is not perhaps
telling a U S. Consuner very much, but Becky, |'m
going to call on you because you have your card
up. You don't have to answer that but |I'mjust

putting that out on the table.
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M5. BURR Well, one of your questions
is, do you have to say, and there are no consuner
protection laws in Foreignland? | nmean, i's an
interesting question. | think that the
di scussi on we' ve been having points out that we
shoul dn't be dealing with the jurisdiction
gquestion in a binary way here. The fact is that
Davi d poi nted out that Foreignland may be very
i nconveni ent to sonebody. On the Net, in a
gl obal environnent, for a court in Foreignland
w Il be inconvenient to sonebody because sonebody
is going to be far away fromthat. So, in order
to make sonething like this, approximating this,
be an alternative or to get close to what the
busi ness community is saying, they need in terns
of certainty and clarity with respect to rules,
there's going to have to be sonething in between
i ke a consunmer conplaint resolution system
that's online and easy to use and cheap and
avai |l abl e to everybody.

| don't knowif it's ADR as we formally
thi nk about it, but there is a need for reaching
out and assisting consuners to avoid this
situation that Timtal ks about, which is for

$19. 50, a consuner in Tennessee is not going to
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Foreignland to recover.

COM SSI ONER SWNDLE: Nor is the State
AG going to pursue it in court.

M5. BURR Well, that's probably right.
Caitlin brought up the notion of prosecutorial
di scretion wth respect to these harder or |ess
cl earcut cases of fraud and that may be sonet hi ng
we need to think about nore as well.

M5. SCHWARTZ: Carla Mchelotti? You had
your card up

M5. M CHELOTTI: | think that's an
excellent point and | agree. W are at a very
premature stage. | think we should al so
underline that, that we are at a premature stage
to be defining the laww Il be there and this is
the way that it will work forever nore. | nean,
we can all start by saying -- | had soneone in
the I nternet business say to ne that anyone who
tells you about the Internet and says this is the
way it is, absolutely doesn't understand the
| nternet because it's so premature that there's
not hing that's constant. W' ve | ooked at
nunbers and they' ve changed incredi bly over a
period of six nonths.

" m glad that we have sone fol ks
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representing the European community, both from
t he busi ness side and the governnent side because
| think we can |earn from European community a
| ot about the addressing of regulation across
borders because they've been dealing with this
i ssue of cross borders even before the Internet.
Froma regul atory franework, there's a
directive in the European community on el ectronic
commer ce addressing the issue and encouragi ng a
country of origin approach for electronic
commerce. Froman industry self-regulatory
standard vi ewpoint, the International Chanber of
Comrerce, the I CC has already established
gui delines on Internet marketing and regul ation.
This is not being waived around as saying that is
t he absol ute answer and boy, this is absolutely,
it'"s going to work and it's going to work
tomorrow, but it's going to be worked on. It's
going to be a franework to work forward from
And within the European conmunity, what
the district did to address the cross-border
issue is to create the European Adverti sing
Standards Al liance which creates comuni cation
anong the self-regulatory nechani sns so that a

consuner in one country can bring a conpl aint
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t hrough the self-regulatory nechani smin anot her
country through communi cati on established at a
self-regulatory to self-regulatory level. That
greater communication, in fact, encourages a
greater and nore effective and cheaper
enforcement of self-regulation for the $20 book
deal because there isn't one consuner in the
world in Nashville or anyplace else that's really
going to litigate over $20. But if there were a
way to bring a conplaint cheaply, as cheaply as
bringing a conplaint to the BBB and actually
enforcing sone action locally and wherever this
is, Transylvania, | forget, but in Foreignland,
t hrough the self-regul atory nechani sm of
Forei gnl and, that would be very good. And we
need to continue to talk about these things with
an enphasis on building the el ectronic comrerce
net wor k and encour age the reputable fol ks out
there with an understanding that the bad guys
wi |l never be stopped. The fraud. W have to
continue to encourage action against fraud, the
hardcore fraud.

M5. SCHWARTZ: Caitlin, hailing in from
the New York Attorney Ceneral's Ofice.

M5. HALLIGAN: Wth respect to the choice
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of | aw question, Becky said that approaching this
issue in a binary fashion m ght be sort of
awkward and | think that's right for a couple of
reasons. One is that there mght be certain
substantive rights that a legislature or a

regul atory body deci des shoul dn't be wai vable or
certain kinds of conduct that a |egislator
decides is inperm ssible regardl ess of whether
both sides want to engage in it and that's
particularly the case, | think, with crimnal

| aws that may apply online.

So, | think the question of whether this
kind of disclosure on a Wb site is sufficient
may not really answer the entire question. It
may be sonmething that's had little bit nore
nuance than yes or no.

M5. SCHWARTZ: If we're tal king about
sonething, not a crimnal violation or fraud, but
say, cooling off rules vary or other consuner
protection mght vary fromstate to state which
woul dn't constitute a serious perhaps you coul d
say consuner protection problemas fraud, then
t hi nk one of the questions would be how do you
tell consunmers when they decide to do business

Wi th such a conpany just what those differences
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m ght be or what the basic protections m ght be?

Yest erday, we had a suggesti on about
international road signals, road signs that you
could click on to get information because that
offers you a chance to get al nbst too nuch
information, but if you had these signals and you
said | aw applicable and you click that on and it
could provide all of the protections or a |lack
t hereof, would that be a device by which
consuners coul d nmake these choices, do you think,
in a know ng way? Peter? You don't have to
answer that. You can say anything you liKke.

MR. HARTER | |ove the perm ssive policy
in comenting in the proceedings. It just seens
to me that if we have a precedent that this
country's governnent wants to pronote a view that
e-commerce, but people look to this governnent
for forward thinking in the framework that
commer ce was pat h-breaking at tinmes and kind of
stopped conpetition anongst governnents to get
the hottest and cool est and comrerce policy out
there and convene CEGCs for conferences and fancy
pl aces and |l ocations and all that kind of stuff.
And that's nice, but people do | ook to what cones

out of workshops such as that one and | think if
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there is thinking fromfolks in this workshop
that the jurisdiction, the consuner has sone
wei ght, that's going to cause sone significant
reverberations. Not to dismss it conpletely,
but what is going on here has sone significance
outside of this room At least | believe it
does. And many things will pass by here.

My own personal observation, things to
matter that come out of this kind of workshop, so
it does, to ne, it has sone gravity to hear that.

There is sentinment that a | aw of consumer rule
may wor k because frankly, | can just be very
upfront, not that ny conpany will engage in
fraudul ent activity. W have a pretty
progressi ve managenent teamthat wouldn't hire a
| obbyist full tinme as its 24th enployee if they
didn't think privacy policies weren't key to the
conpany bei ng successful.

So, we'll do our best to abide by
what ever laws we are told to be applicable, we
think are applicable. But ultimtely, our
busi ness decision is going to be made on what
Jeff Basos and Amazon is fanmous for evangeli zi ng,
that the consumer has to rule, consuner

conveni ence. | think, as Timnentioned in his
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remar ks a few nonents ago, that even if the
government is not able to enforce sonething,
eventually it's going to catch up with the
mer chant and that the nmarketplace, consuners
won't go to that Web site.

If we don't treat consunmers well at our
Web site at e-nusic, they're not going to cone
back and because we're a very young busi ness and
a very new busi ness nodel taking on established
| egacy conpanies and just internediate in their
busi ness nodel s, before they can conme into our
busi ness, we have to win custoner |loyalty and
build traffic and if we do anything to offend a
custoner, that's going to set us back as a
busi ness. That's what we get to first before we
| ook at what is better, country of origin or the
country of the consuner first.

So, | think we're trying to grow
e-comerce, yes, let's get sonme principles in
place. As | said before, we need a framework for
e-commerce but | think, what is npst conveni ent
for consuners? |If my conpany can offer
attractive nusic for $1 that you have to buy in a
store for $4 or $5, which is what a single costs

in a conpact disk these days, | think having al
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the rules of nusic available online for a few
clicks at a dollar a track is a far nore enticing
proposition for a consuner and they'll follow up
to that Web site, hopefully, if they have decent
bandwi dt h and decent conputers and sone ot her
factor are taken care. But if |, because of a
country of consuner |aw s precedent cones up, |
have to say to nyself | cannot do business in
France or CGermany or Canada or Tennessee or
sonmewhere el se and that would be inconvenient to
consuners and to ours as well. It produces a
greater content because ours want to get their
music, their content out to the w dest possible
audi ence, their fans in Germany, France and
Tennessee.

And | want to touch on sonething Vint
Serf said in the very begi nning about encryption.

This country needs to have an effective

encryption policy. Very inportant issue for a
| ot of reasons, but | think we need only to | ook
at France and the harnoni zation, the common
mar ket and the EU. For years, France tried to
regul ate the inportation and donestic use of
encryption and for a long tine, that interfered

in all kinds of services being offered in Europe.
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In ny fornmer job at Netscape, trying to
sell strong encryption software into Europe for
banki ng and other |egitimte business practices,
it was very difficult and finally the consuners
in France, mmjor corporations in France were
consuners of that technol ogy from conpanies |ike
Net scape, IBMor Mcrosoft. They allowed the
French governnent to change. So | think you'l
actually on the Internet a new phenonenon where
consuners actually | obby governnents to change
the laws, not froma national perspective but to
have a nore gl obal perspective because consuners
want to give up benefits of national law to
benefit fromlocal choice and that's sonething
that hasn't cone up today.

| want to bring up the encryption
experience in France. French consuners | obbied
their on governnent to break away from nationa
law to the different law. It was in that context
the country or origin law. But | think consuners
have a lot nore to say than we're giving them
credit for and we may not need to protect them
because as we said yesterday, consunmers in this

medi um are very smart. You get on a conputer, |
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t hi nk Conm ssioner Swndle said this at the end
of the day yesterday, that people that use
conputers are perhaps smarter than the average
person, despite what they mght say in their
e-mai | because they say pretty dunb things, and |
t hi nk consuners are going to have, want to have a
smart e-commerce policy. That is, sophisticated
fromthe gl obal point of view and not pulled down
necessarily to a very all-too-local point of
view, for local point which may not serve in
terms of choice conveni ence and price.

M5. SCHWARTZ: Jonat han Rush, the Justice
Depart nent .

MR RUSCH As | listento this
di scussion, one of the things concerns ne a
little bit is that while we've been willing to
say well, we can't be too binary in our thinking
about this issue or that issue, when it cones to
the i ssue of consuner deception and fraud, we
shoul dn't be assumng that the line is always
going to be as bright as it is today.

In the area of the Internet fraud right
now, the kinds of cases that the FTC, the SEC or
the Justice Departnent have brought to go after

I nternet fraud schenes have typically, not
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i nvariably, but typically involved sone fairly
outrageous and very straightforward decepti ons.

| prom se through eBay that I'mgoing to send you
a Patek Phillipe watch and | send ny thousand
dol l ars back to you and you sinply default on the
transaction. You do it tine again and there's no
gquestion that consuners are bei ng defrauded.

I f we've | earned anything in our
experience wth any types of mass marketing
frauds over the last 10 to 15 years, it is that
even as we assuned that we are doing nore to
benefit consumers and giving nore information so
that they can be better inforned, the people who
engage in deliberate fraud becone nore
sophisticated. And it may, in fact, becone nore
difficult for consuners even with the gl obal
reach of the Internet to reach the kinds of
information that wll allow themto determ ne
whet her or not sonething that holds itself out to
be just like e-music or just |ike Amazon.comis,
in fact, not just like thembut, in fact, is an
outright fraud except for the fact that they try
to nmold thensel ves to make them appear to the
public just like legitimte concerns.

So, part of what we need to be thinking
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about in a sense in westling wwth these issues
of jurisdiction is whether we can assune that
consuners will be as able, even with the reach of
the Internet, to be able to get the kind of
information they really need for inforned
consuner deci sions, especially when we know in
sone instances that people who engage in fraud
t ake advantage of the characteristics of the
Internet to control and shape and in sone
respects, distort consuner perceptions about
whether or not it's a legitimate enterprise.

COW SSI ONER SW NDLE: Teresa, a comment.

Yest erday, a coment was nade by one of the

presenters and it said, and I wote it down. It
says, we all agree on what they consuners need.
That's a hell of a statenent. | think consuners
know what they need. The vast, vast majority
them and | certainly recognize the dilema we
face with the shrewdness of these scamarti sts.
But historically, that has evolved with every new
innovation. It seens like the scamartists are
out there on the |eading edge of this wave. W
all catch up |ater and peopl e were danaged.

My comment woul d be yes, better education

and consunmers are pretty educated. They get
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fairly sophisticated quick, especially after been
burned once or twice. You don't keep going back
to that sane site. But if we assunmed that we
must do sonething, we, the regulators, ny
guestion is, what is it that we nust do? W
haven't solved that problemin two hundred years
in this country in stanping out corruption and
evil and | guess you can go back to Adam and Eve
and we haven't managed to stanp it out then.

And I"'mnot trying to dimnish the
concerns that we have. | guess ny concern is
that in our enthusiasm soneone gave yesterday
that said nmy God, so many hel pless victins and so
l[ittle time to do good for them W need to be
vigilant. W need to continue to pronote
education and we all need to be sophisticated
because the gane is nore sophisticated. But to
rush out and create new | aws when the | aws
basically work fairly well is to junp off a cliff
not recognizing that there's sonme rocks down at
the bottomof it.

M5. SCHWARTZ: There does seemto be, |
t hi nk, sonme agreenent that with respect to basic
fraud, there are sone consunmers who really cannot

protect thensel ves because the technology is used
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in such a way that consunmers hardly know what's
happening to them It's not our
Shakespear e-si gned docunent. That we do, at
| east yesterday, the discussion was al ong the
l[ine that is there was nuch nore that needed to
be done internationally to equip the | aw
enforcenent agencies to get at these problens and
that nore in the way of agreenents and perhaps
extendi ng the MLAPS so as to cover civil |aw
enforcenent and so forth really was probably
going to be the next step with respect to | aw
enforcenment of the kind that nost around the
table would agree with at a very basic fraud
| evel. But then beyond that, it does get nore
conplex as far as the protections consuners
shoul d be provided and the ability to enter into
contracts along the lines of what we've been
tal ki ng about and where consuners have choi ce.
How t hey exercise that choice and the
kind of information, how you discl ose that
information is getting into even finer detail,
but it does seem as though there's sone sense
that these categories of consuner protection are
somewhat discreet. That is, the serious basic

frauds and the other areas of consunmer protection
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and the different approaches m ght be devel oped,
but | speak too nuch.

Let me see. | can't renenber who hadn't
spoken earlier. Let's see. Dave Fares, | don't
think I've called on you in while.

MR. FARES: | just want to build on
sonething that Carla Mchelotti had started to
devel op, that that's sonething we've heard
t hroughout the |Ist day and a half. That's the
devel opnent stage of the business consuner of
el ectroni c commer ce.

We still are in the very devel oping
stages of this and that business is working to
assess what consuner demands are in the area of
consuner protection. Many are addressing this
i ssue, the ABA, the Internet Law and Policy
Forum International Chanber of Commerce, d oba
Busi ness Di al ogue. W're working to assess what
the market wants from businesses in this area of
consuner protection and we have sone precedent to
show t hat this can work.

Last year, the FTC did its Wb survey and
14 percent Web sites have posted privacy
policies. 1n one year, there was a concern about

posted private policies. Business heeded that
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concern and 66 percent of the Wb sites now have
posted private policies. So, if you give the
time for businesses to react and for business to
devel op approaches that are tailored to the needs
of the online environnent that are tailored to
the consuners as they engage in online
activities, it's effective. And it is also hel ps
overconme the self-regul atory approaches that can
devel op, hel p overcone the enforcenent problem
t hat we have because what kind of benefit does a
consuner get fromapplying a law, a country of
destination principle if they expend noney to
bring an action in a foreign court, applying
their country's laws and they can't seek
restitution or inunction or whatever the recourse
may be fromthe offending party?

Private sector nmechanisnms commt the
private sector to do that and they can address
t hese concerns and | just think we need to all ow
sone tinme to assess the market and to all ow
busi ness to respond to the demands of consuners
which there is evidence that we do do that.

M5. SCHWARTZ: David Johnson put down his
flag, so apparently you' ve covered the terrain he

was goi ng to do.
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MR. JOHNSON: | agree with that. | can
just briefly add that what we do as a country
will send a very inportant signal to all the
ot her much nore pro-regulatory jurisdictions who
are waiting for an opportunity to inpose their
particul ar view of public policy. W really need
to cone back to the basic. Wy shouldn't we
enforce a contract which clearly disclosed and
chooses the rules and when soneone i s not being
confronted by a door-to-door sal esnan, but
exploring on their own volition with lots of tine
to think it over to get advice fromthird
parties?

VWll, there are sone public policy
reasons why particular contracts are not to be
enforced, but the question is, what's the public
who gets to say what those public policies are?
And | think that's an area where harnoni zation on
the core rul es of reasonabl eness, what you cannot
contract away fromis really the opportunity
present ed here.

M5. SCHWARTZ: Caitlin Halligan?

M5. HALLIGAN: | think all of us here
woul d agree that we want to see e-commerce

flourish and we don't want to unduly restrict any
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of the benefits that are prom sed to consuners.
But having said that, I want to build froma
poi nt that Jonathan made. | think that only are
we seeing con artists who are using increasingly
sophi sticated techni ques, but | think we also
need to test a little bit this notion I'm hearing
of a very shrewd and sophisticated consuner
onl i ne.

Sonme e-commerce consuners are certainly
extraordinarily sophisticated, but not all of
themare. | think if every e-conmerce consuner
was as sadly as perhaps |I'm hearing, we woul dn't
be all here today and our office certainly
woul dn't be getting the thousand of conplaints we
get every year from fol ks who maybe are as
gullible or nore gullible online as they are
offline. | think that that is exacerbated, that
has a negative connotation, | guess, which
don't really mean. But | think that problemis
hei ghtened by the fact that the base of Internet
users is growi ng exponentially and as the costs
of Internet access and conputers continue to cone
down, we're reaching an increasingly broad base
of people. So, | think that before we can assune

that the consuner can adequately take care of
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herself, we need to think a little nore carefully
about exactly who that consuner is.

M5. SCHWARTZ: |1'mgoing to call on Carla
and then Jean Ann and then |I'mgoing to give the
prof essor, whose been sitting here very quietly,
the final word here because we're quickly running
out of tinmne.

MS. M CHELOTTI: W need to know, just to
pi ck up where she left off, we need to know where
t he consuner is but we need to educate the
consuner, also. The Phillipe Patek watch
exanple. There are Phillipe Patek alleged
wat ches being sold right today on Third Avenue in
New Yor k, al so, but consunmers are not buying
t hose Phillipe Patek watches.

There are al so, we heard 3,500 to 4, 000
radio stations playing over the Internet which
means allegedly if this country does not enbrace
a county of origin approach, those radio stations
are now violating the | aws of over 100-sone
countries that |I'm sure have |icensing
regul ati ons before the radi os can be broadcasting
t hose signals.

Today, there are Internet sites that

i ncorporate cartoon characters, that onmbudsman in
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Denmark are contacting Anerican corporations and
claimng that Danish | aw prevents these Internet
sites from bei ng shown, although the Internet
sites claimAnerican |aw in our English.

Today, there are nutrition clains that
are very hel pful to consuners, nedica
information on the Internet, all of which can be
illegal in many countries around the world and
maybe not even illegal to share with consuners.

Brands are very inportant on the
Internet. W heard that. The brand incredibly
is inmportant, but the brands are the credible,
| arge corporate entities, that as of right now,
are hoping that a country of origin approach be
used and utilized so that there is sone kind of
est abl i shed understandi ng of what rules should be
applied fromwhen the Wb sites are created, when
they're initiating their communication with the
consuner, that they understand from sonme point of
vi ew t hat what regul ati on should be applied at
the outset. W nust be careful not to stifle the
growt h of the Internet.

M5. FOX: |I'd like to respond to David's
guestion about whether who or not self-regul ation

wor ks based on the privacy situation. It's true.
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This year when the survey of Internet site was
done to see if they posted privacy policies, nore
sites had sonething posted. But when you test
t hose privacy policies against the Fair
I nformati on Practices Standards that the Federal
Trade Conmm ssion |aid out as the bare m ni num
| ast year, we found that |ess than 10 percent of
the sites had conplied with all of those fair
information practices. Just in their disclosed
policy was no test to see whether they actually
foll owed the posted policy. So, if that's the
exanpl e of how sel f-regul ati on works, then we
need to enforceabl e consuner protection.

MR. SWNDLE: My | nake a coment on
that? That is not the only exanple that 1've
heard in the last day and a half of how
self-regulation is working and I wasn't at all of
the sessions yesterday but | heard enough to know
that industry is working hard to make this new
commercial avenue flourish. 1t can be no doubt
of that, and to try to put a negative | ook onto
what they are doing, | think is a
m srepresentation.

M5. FOX: May | respond? W value the
self-regulatory effort. W think that is
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essential to protect the consuners and conmerce.
The sel f-regul ati on w thout enforceable
[imtation wll always fall short of just from on
the very basis, that the outrights will never
conply with the self-regulatory program The

fol ks who intend on doing the wong thing wll

not bring thensel ves under self-regulatory
reginmes. We count on enlightened self interest
to benefit the consuners but that's not

sufficient. That's necessary but not sufficient.

MR. HORTON: The outrighters will also
not conply with the law. We find that every day
her e.

M5. SCHWARTZ: Gkay. Wth the |ast word,
Jack, you started us out and --

MR. GOLDSM TH: Just a few thoughts from
sonmeone who knows a fair anmount about
jurisdictional conflict but not nmuch about
consuner protection law. | |istened a | ot about
consuner protection |aw and how jurisdiction is
i nplicated there.

Just a few thoughts. First, it seens to
me as an outsider to the problem of consuner

protection, that a lot of this discussion is
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tal ki ng past one another. Seened to be two ki nds
of issues: Fraud and disclosure. Sonme people
have made this point. There's an agreenent that
the bad actors in the fraud context need to be,
that regul ation by the governnent appears nore
justified here and perhaps sonething like a
general consensus that is perhaps less justified
or you can have nore private ordering in the

di scl osure cont ext.

Now, having said that, the second point |
want to make is we've all been operating on the
assunption that | think you all know is false.
Nanely, that there's a sharp distinction between
governnment regulation and private ordering. O
course, the private ordering operates in shadow
of government regul ation, of the threat of
governnment regul ation and that's a point that
shoul d al ways be kept in m nd.

W see in so many Internet contexts, we
see technol ogi cal innovation and |Internet change
in ternms of self-regulation and response to
regul ation or the threat of regulation.

Third point is that the real problem here
is enforcenent. That's what everyone keeps

saying. And this is exacerbated by the fact that
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t hese are transnational transactions with very

| ow val ue on a individual basis and it's not cost
effective for the governnent, obviously, to go
after all of those cases or even any of them

In this context, it's a very, very old
problem It's been around for a long tine and
it's not sonmething that's conpletely new,
especi ally when transacti ons have | ow val ues.
There are incentives for private dispute
resol uti on mechani sms. We see these all over
real space, dispute resolution process outlined
in their subm ssion. EBay has a dispute
resol uti on process where they can cheaply and
effectively, online and in the small val ue
transactions, establish a regine for enforcing
consuner standards and pass along the small cost
along to all of the participants.

Seens to nme that has to be for |ow val ue
consuner protections the right way to go. It
doesn't make econom c sense for the governnent to
go after small value transactions.

The role for the government is to, it
seens to facilitate those kinds of private
orderings and | don't know how to do that, but

that should be the role of governnment. And then
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to worry, to help facilitate that, it sounds |ike
what we're hearing is, the way to facilitate that
isis not only by figuring out what sort of
reasonabl eness is and sort of articulating that,
but harnonizing it wth other regulatory regines
so that there's a uniformstandard. That's one
goal for regulators.

Another is to try to discreetly lop off
this other set of concerns where governnents have
a hightened interest. That seens to be another
chal l enge. How do you go after the really,
really bad actors while at the same tine not
havi ng undue spillover effects on the private
ordering? There's probably a nore efficient way
of resolving a |lot of these consumer transaction
pr obl ens.

M5. SCHWARTZ: Thank you. |It's a good
summary and al so a good segueway into the
afternoon sessions. W have two breakout
sessions, one on private sector initiatives and
the other is on the public international bodies
and agreenents. And when you cone back in not
too long, we will resunme our discussions. W'|
start at 1:30 and the first breakout session on

private sector is in 432. That is here. And
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downstairs, 332 is the international bodies and
agreenents. Thank you all very nuch.

Thank you, panel. You've done a great
j ob.

(Wher eupon, session three concl uded.)
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PROCEEDI NGS

MR. MEDI NE: Good afternoon. Thank you
all for returning. W are going to nove now into
t he breakout session on the alternative
framework, particularly the role and efficacy of
private sector initiatives. Conm ssioner Sw ndl e
w Il be co-npbderating this session.

COMM SSI ONER SWNDLE: [I'mgoing to sit
here and critique everything today because he
wote the outline. | don't agree with everything
that's on the outline but I'"'mjust going to |et
hi m wander on in and |I'll knock his head off
before it's over. W'I|l have a good tine. W
have a great noderator in David and as you've
seen the other staff nenbers on the panels, |
think they've done extrenely well. There were a
couple times where | thought certain people would
cone to physical harmto one another. Qur very
capabl e noderators took control and did it well
and |"'msure David will do the same thing. H's
problemis nme. Press on. You're it.

MR. MEDI NE: Thank you. Nothing |like a
l[ittle pressure to start you off.

COW SSI ONER SW NDLE: Wel |, Conmi ssi oner
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Anthony is going to join us. She's a |ot
prettier than either one of us.

MR. MEDINE: Well, thanks again. This
nmorni ng we heard a | ot about the conplexities of
jurisdiction and choice of |aw and what | found
very telling is that a ot of times during the
di scussion this norning, they didn't really want
to stick to the subject; they wanted to get into
our panel which is they recognized the
difficulties of mapping, current |egal structures
on the Internet and they all really wanted to
start tal king about alternative dispute
resolutions and al ternative franmeworKks.

Now, this is our panel. W're going to
discuss it, but | think it's interesting that
even the panel, groping wth what the | egal
standards are to be, quickly recognized that
maybe they don't work in this context and that
there are better ways of addressing sone of these
concerns. So, the Internet is really challenging
the way we resol ve di sputes, the way we provide
consuners information

This afternoon, we have assenbled a very
i npressi ve panel of nontraditional thinkers who

offer their views on alternative franework on two
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issues. The first issue is how do we nmake
consuners better informed decisionmakers?
Because of the extent that consunmers can shop
around, assess the nature of the conpanies
they're doing business with, the less likely
there will be disputes. But, obviously, it's a
chal | enge across borders to educate consuners
about conpanies. And then the second issue we'll
discuss is if those disputes do arise, how can we
resol ve them again, outside of the existing

| egal structures?

So, starting off the question of how can
the private sector initiatives facilitate
i nfornmed deci si onmaki ng, there are three nodels
that the comments put forward. One is the online
seal prograns; second is consuner rating prograns
and the third is self-regulatory efforts by
adverti sers.

"1l call on Steve Cole first to offer
sone background for this subject and al so to get
into how online seal prograns can worKk.

MR, COLE: Could I have your dispensation

to have a mnute's worth of background, if |I may?

MR. MEDI NE: Yes, one m nute.
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MR COLE: I'Ill try ny best. | think, to
junmp off fromthis norning, | think nuch of the
i ssue was posed this norning as governed
regul ation versus self-regulation. | don't
beli eve personally that's the issue.
Comm ssi oner Swi ndl e made a point this norning
t hat reaching consensus and negoti ati on of
treaties to allow international choice of |aw and
jurisdiction solutions is going to be a very,
very slow process. Conpared to that
self-regulation is going to be fast and is fast.
But the private sector needs predictability and
it needs consuner confidence now, so | think we
have a real opportunity to offer sonething
positive, not as a substitute for regul ation but
as areality check that we really can do it
faster and provide the confidence that's needed.
Anot her reason | think we have an
opportunity is even if eventually these treaties
are in place and we have an effective gl obal
protection network and we find the choice of our
framework, that's not going to be helpful to give
consuners confidence at the level that is
desired.

First of all, we have our own experience
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here in the United States. Consunmers do not
utilize judicial renmedies as nuch as we talk
about them The garden variety of consuner

probl ens is not about going to court to get a
solution. So, even if we figured this out,

whet her it's because cost or conveni ence or fear
or just not suitable for the | ow dollar vol unme of
t he dispute, negotiating and treaties, these
traditional remedies are maybe irrel evant.

Secondl y, the need goes beyond detecting
fraud. We heard about that this norning. W
need to find many ways. That's the first
gquestion we posed, how to help consuners find
conpani es that are worth doing business with that
are reliable. There are lots of techniques to
doing that but that is the nost inportant
guesti on.

And | astly, | think both the business and
consuner communities need some m ni num basel i ne
protection. Some given, sone expectancies so
that we will remenber the narketing need as to
gi ve confidence to consuners in using the Wb for
el ectronic commerce and that's not going to
i kely conme from governnent.

Again, | remnd us all about the
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preenption debates in the United States between
the federal governnment and the states and think
of that on an international scale. W're not
going to get m nimum protections through
governnmental efforts that easily.

Thank you for the dispensation for the
introductory remarks but |et ne answer your
guestion. In 1995, in a workshop that was
chaired by then Comm ssioner Varney, | gave a
presentati on about how the Internet allowed us to
get to consuners at the right tinme and right
pl ace and we have realtinme education that's
possi ble, that wwth all the good work that the
busi ness community and the consuner advocacy
groups and the networks and everybody has done
has never been able to be as effective offline as
it can be online. W can get information to
peopl e that hel p them make choi ces about who to
do business with at the very point in tinme
they' re considering doing business. That's new.

As David nentioned, a seal program which
we operate, BBB Online, is one of the nunber of
techni ques that can get that information out on a
realtime basis. Qur programawards a seal to

conpani es neeting certain standards. They have
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to agree to accept its standards in truthful
advertising. They have to agree to cooperate in
a voluntary self-regulation programthat we
operate in conjunction with a major trade
association in the United States. And they need
to cooperate and agree to abi de by deci sions of
t hose of that program They need to have a good
mar ket pl ace record. In our case, with the Better
Busi ness Bureau. They need to agree in advance
that it a dispute arises, they'|l|l participate in
a convenient, free and conplete dispute
resol uti on program

We now have the |argest seal program on
the Internet. It's sonmewhere between 3,000 and
3,500 participants right now W're very proud
of that but we all know that needs to grow
significantly to really have that kind of i npact
and it needs to grow beyond the United States,
but it's a darned good start. W sort of have in
pl ace the authentication nechanismthat Vint Serf
said wouldn't it be nice if the BBB had such a
mechani sn? And really, there is one out there.

We have revi ewed maybe about 4,000 Wb
sites in the course of this program and the

experience we found is what you m ght expect with
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respect to the Internet. Fraud is an issue but
the real issue is new entrepreneurs who are
entering the market who don't really know the
rules of the road and as a consequence, they need
a lot of help. The business community needs a

| ot of help. So, we found maybe 88 percent of
the sites don't qualify and don't want to qualify
after they find out howdifficult it is. It's
really not difficult if you want to do the right
thing, but they see it that way.

We find that about 13 percent of the
sites need to nmake changes in order to qualify
and they need hel p in nmaking those changes and
they're willing to take that help. So, that's
been a very positive experience.

The Iimtations of all of thisis, it's
focused on the United States now and what we need
to find in partnerships with sonme of the types of
organi zations on the panel and others that we
haven't even identified, Carla, this norning,
mentioned the I1CC efforts. There's a |ot of
efforts going on around the world. W have to
find techniques that are maxi m zing the brand
recognition and trust that consuners have for an

organi zation wth the | ocal recognition that
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di fferent organi zations have throughout the
wor | d.

MR. MEDI NE: Thank you for your comments
and just to build on that, you descri bed
sonet hing that works very well in a donestic
environment. The question of this workshop is,
how do we apply those sane principles
internationally? And 1'd like to get Edward
Johnson's view on behal f of Webtrust, who is
of fering healthy conpetition to the Better
Busi ness Bureau's seal program to see what
Webtrust views are on how does the system work
and how can we nmake it an international program

MR, JOHNSON. Thank you very much and
it's a pleasure to be here representing the
350, 000 nenbers of the Anmerican Institute of
Certified Public Accountants and if you put the
international hat on, there's our counterparts
around the world. Perhaps double that nunber.

| think the CPA profession is best known
for its role as the independent and objective
verifiers of financial information and the
underlying systens that produce it through the
financial statenment audit that many of you may be

famliar with. 1In short, we have a long history
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of hel ping build investor trust and confidence
about financial information.

Wth the enornous potential for the
Internet, we thought it would be appropriate for
us to take the experience that we've had as
i ndependent objective verifiers and see if we
could neet a need that obviously exists to build
i nvestor, consumer trust and confidence on the
Net .

Qur program the CPA Webtrust prograns is
based on three principles. The first is a Wb
site should disclose its business practices and
shoul d foll ow these business practices and we, as
CPAs, would verify that that is, in fact,
happeni ng.

The second principle is that they have to
have the right kinds of control and processes in
pl ace to ensure transaction integrity. So, if |
order five green sweaters at $20 each, | get five
green sweaters at $20 each, not a rai nbow of
col ors sonet hi ng el se.

And the third is they have to have
appropriate measures to protect private custoner
information and agree up front that they wll

ei ther get custoner perm ssion or get, they wll
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not distribute that information to other entities
not related to their business. So, you can think
of it like an audit of a Wb site that a site
has a pass and they have to neet the principles
and their supporting criteria under those
principles. If they pass and neet all the
criteria, they get the CPA Webtrust seal and this
needs to be updated every three nonths's outside
toretain the seal. So, it has the benefit of,
agai n, the independent objective third party
verification that they are actually doi ng what
they' re saying they' re doing.

MR. MEDINE: | guess the question, then,
is how do we take what | assune is a donestic
product and how do we nake it an international
product so that when consuners are shoppi ng on
foreign Wb sites, they have the sane degree of
assurance they have as on U S. Sites?

MR, JOHNSON. W are in the process of
doing that. W have our brother and sister
institutes of CPAs or chartered accountants,
what ever they're called in various parts of the
worl d. The seal program by the way, was
devel oped jointly with the Canadi an Institute of

Chartered Accountants. So, that was the first
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step we recogni zed very early we needed to do it.

We've set up arrangenents now formally
with the institutes in the UK, Australia and we
have a nunber of other institutes that are very
rapidly noving forward to becom ng a part of the
pr ogr am

Also, the large CPA firms that are
participating in this that operate around the
worl d essentially can provide the service
anywhere in the world. Again, to a common set of
st andar ds.

MR. MEDI NE: Do you have any indication
of international interests in joining these
prograns?

MR. JOHNSON: Fairly significant. W' ve
just had a seal go up in the Netherlands, one go
up in Australia. A lot of interest in Hong Kong,
Japan, a nunber were European countries, and this
is without pronoting the seal at all in those
countries.

MR. MEDI NE: Thank you. Just for all
panel s, as was before, if you want to have a
comment, put up your flag and we'll try to get to

you.
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Turning to the, | guess, the third
perspective on seal progranms, Marla Pollack, who
is with the Florida Coastal of Law, woul d have
t he governnent operate seal program W' d be
interested in hearing your views on how t hat
m ght wor k.

M5. POLLACK: Thank you very much. 1've
heard a | ot of discussion about consuner
enpower nent and governnent sl owness and i ndustry
self-regulation and it's very good that consuners
are active on the Wb, at |east sone of them are.

The nore active they are, the easier it for
people like me who don't go on that often. And
"' mvery happy that accountants are wlling to
certify people and that the Better Business
Bureau was willing to get into it.

The problemis, though, that if | get
online, what | want to know isn't necessarily
what they're telling me. Wat | want to knowis
if I get into a hassle with this conpany, that it
wll be nice to have an ADR, but if | can't get
an ADR, that | can go to ny local small clains
court, or | can appear wthout a | awer, that |
can get a judgnent on them whether they show up

or not. O course, we'll serve them And that
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once | get that judgnent, if it goes that far,
that they will actually pay it.

Now, I"'mlimting ny discussion to what |
t hought was the core topic of this whole neeting:

The delivery of physical goods inside the

United States by a firmoutside the United
States. And |I've heard a |lot of tal k about
brands. Also heard a lot of tal k about wanting
to enpower people to do business with smal
busi nesses and nedi um si ze busi nesses outside the
United States. Now, we all know that it's safer
to do business with sonmeone whose reputation you
know. But those are big businesses and the
further away fromyou they are, the odds are the
bi gger the business has to be before you really
understand its reputation.

The seal progranms are ways of giving
i nexpensi ve branding to small businesses, but the
CPA one, with all due respect, is relatively
expensi ve because CPAs are relatively expensive.
And the Better Business Bureau O fice, though
good, is not prom sing, at |east not right now,
maybe it will be in six nonths, exactly what
want, which is the ability to get a refund if |
get a judgnent. So, what | suggest is that the
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governnment get involved not in its norma

regul atory manner, but by providing a choice and
if consuners start using this choice, perhaps
business will step in and do the same thing so
governnment can step conpletely out. And the
program | suggest can be whittled down to very
basi cs so you could add nore.

The very basics would be that the
governnment pronote to foreign conpani es perhaps
who are enbassies or trade representatives, that
the United States government wll be willing to
supply themw th an official Seal of Approval
This Seal of Approval will be a hyperlink to the
government Wb site which would explain it to the
consuner. At a mninmum this seal should prom se
that under certain conditions you will get your
noney back, |ike total non-delivery or you didn't
order it, that your privacy will be respected at
| east to a mnimum extent, though that is
possi bly optional. Mst inportantly is the seal
shoul d represent the seller's prom se to abide by
United States courts' judgnent made under United
States | aw where the consuner lives and this
shoul d be backed up by a bond.

Now, the bond could be posted on behal f
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of small businesses in Indonesia by the Indonesia
Trade Council. | don't care. It could be posted
by international sales of foot-squeezed olive oi
by the Trade Associ ation of Foot-Squeezed Aive
Ol Producers. | don't care. Al | careis, or
it could be an insurance conpany. Beauti ful
private business. Wnderful. But sonmeone should
post security with the governnent, the United
States governnent, who I normally trust to sone
degree, without the need for lots of
advertisenment. That way, | know that if | send a
$50 check to Tuscany to the olive oil producer
and what | get is a bottle of sonething that I
think is olive peelings and | take ny bottle of
olive peelings to the local small clains court
and they give ne a judgnent for 50 bucks, all
have to do is mail this copy of the judgnent to

t he address on the governnent seal program page
and | will actually get the $50.

Now, | would hope that if consuners see
this and use it, that business will step in and
make it totally unnecessary. But this is
sonet hi ng where the governnent can give out a
choice that can give the public a chance to say

to business, this is, yes, this is what we want.
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And once consuners get a chance to say that, then
|"msure that all the entrepreneurs in the world
will step in and take it over and the governnent
will step out.
MR. MEDINE: Frank Torres is with

Consunmers Union. You've heard three sea
progranms. As a consuner representative, does
this give you the confort that you need to nove
into international cyberspace?

MR. TORRES: Well, | have witten down
here in ny notes in listening to these three
di scussions about the different types of seal
prograns out there, is that a seal programis
only as good as the standards that govern that
seal programare. And so, the real question is
if we want to use these seal -type prograns as
kind of a self-regulatory nmeans of gaining
consuner confidence in the Internet, they better
be pretty darned good prograns. And so, | think
there's kind of merit in all of these things.
mean, certainly, to have the government step in
and kind of provide this seal would truly help
maybe | evel the playing field, big business,
smal | busi ness, and add sone certainty to it.

| don't know how many consuners are aware
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of the Webtrust program and knows what it neans
ri ght now when they go on a site, to see the
seal, to click on the seal, toread it. Sane
with BBB Online. | know we're, at Consuners
Uni on, concerned wth privacy and right now, you
can have a privacy policy and to get into a seal
program it mght just be that you Wb site m ght
have to be or you business operating on the Wb
has to have a privacy policy, so you set up a
privacy policy and you get the seal. And your
privacy policy, essentially you have no privacy
policy. Your privacy policy is | can use the
information for however | want to use it,
whenever | want to use it. You kind of hide it
three clicks away but you see the seal as a
consuner and say oh, they've got a seal, so |I'm
protected, when the protection is really a sham
And so, we've got these conpeting sea
prograns, sone of them you know, m ght be good
but then watch out because if we see a
proliferation of seal prograns, Mom and Pop sea
prograns and so, all's you know as a consuner is
check for a seal. | look for a seal. Mm and
Pop seal program Geat. You know, |I'll go to

this Wb site. So, there's got to be sonething
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nmore than that. There's got to be sone neat on
t he bones.
COWM SSI ONER SW NDLE: Do you contend

that that has to be governnent-endorsed, in

effect, that seal? | thought | heard you say
t hat .

MR. TORRES: |'mnot saying that it has
to be governnent-endorsed, but | just heard from

sonebody this norning that the OECD has actually

come down with a set of guidelines and |'m not

sure which at which stage these guidelines are,

but nore people who want to set up a

sel f-regul atory prograns, here's what a

sel f-regul atory program shoul d cont ai n.
COWM SSI ONER SW NDLE: Can correl ate?
MR. TORRES: Right. And so, it kind of

gets the governnent involved but at the same --

COW SSI ONER SW NDLE: Does not endorse

MR. TORRES: Doesn't endorse it but at
| east you've got a set of guidelines to go by.
COWM SSI ONER SW NDLE:  Just out of
curiosity, as you were saying, because | thought
| understood you were saying that it has to have

gover nment endorsenment, which | obviously
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m sunder stood, but it caused ne to think about
two, | think fairly reputable, at least |I'm
fool ed enough to go and | ook at them one that |
remenber fromas far back as ny chil dhood, which
is avery long tinme ago, and that was a Good
Housekeepi ng Seal of approval and Consuner
Reports. | nean, we never think about buying a
car wi thout |ooking at Consuner Reports. Do you
consider those rival? |Is that sonething
reputable? And we mght as well get into
| awsuits here, too. But the comment that only --

MR. TORRES: The answer to question is
yes. Absolutely.

COW SSI ONER SW NDLE: The comment t hat
only big business, to go back to that for just a
second. The comment, and | think you were
referring nostly to the image of brands being big
busi ness |i ke Coca-Cola and General Electric, but
| think it came out that only reputabl e conpanies
woul d be big conpanies and | know an awful | ot of
smal | conpanies that are incredibly reputable and
woul d take offense to that.

MR. TORRES: | certain didn't nean to
of fend smal |l conpani es.

COW SSI ONER SW NDLE:  No, you didn't.
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You didn't nmake the statenent.

MR. TORRES: And absolutely. | think if
you are a reputabl e organi zation that has built
up reputation for solid reporting on products and
t hi ngs over a period of tine, you build up
consuner confidence and you build up trust and |
think that's what it's going to take and that's
what the seal programs can provide if done in the
right way and that could be a direction to head
i nto.

MR. MEDI NE: | suppose as a matter of
full disclosure, we should have indicated that
Frank's organi zati on publishes Consuner Reports.
Far had Mhit?

MR MOH T: Yes.

MR. MEDINE: And you're with BizRate?

MR MOHI T: BizRate. Actually, 1I'm going
to thank the FTC for having us in here. 1'mone
of the entrepreneurs that you referred to com ng
in and doing sonething. |[I'll preface this by
saying that Bi zRate has no brother and sister
organi zations or affiliations or anything like
that. My conpany has taken a look at this with a
conplete blank slate. As a conpany conming into

the area wth no agenda, no CPAs that need to use
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nmy seal, any other thing. But also, so, it's a
bl ank slate. | start fromzero but it also

| eaves ne conpletely open to try anything that
wor ks.

Now, here is ny position on this program

VWhat is a theoretical best way to judge a
reliability of a vendor, a nerchant regardl ess of
size? | would say that if you could ask every
single one of their custoners on a continuous
basis to provide you with feedback about the
transaction, both at the point of sale as they're
maki ng the transaction and after the delivery of
goods when the goods have been prom sed and have
been delivered and take that information and
present it to consuners.

Again, the Internet here is about
information and connectivity. That's what we're
revolutionizing here with the Internet. It's a
medium E-mail is a perfect exanple of that.
Bringing informati on and connecti ng peopl e
together. So, if you connect people with that
information, the information of every other
consuners' reliability rating, individua
reliability rating of vendors that they have

transacted with, that is a theoretical best you
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could do, is judge the reliability of this
vendor .
That's what we put in place with Bi zRate.

W sit on the recei pt page of 1,100 vendors
right now The cost to the vendors is zero. The
cost to the consuners is zero. Continuously on
every transaction, taking information about the
transaction at the point of sale, follow ng up
after delivery of goods and presenting that
information, the ratings on dinensions such as
price, custoner support, their privacy issues,
fromthe nouths of the consuners thensel ves,
peopl e that are dealing with these people on a
Wb site that is freely available to consuners
t hensel ves.

Now, | totally agree with your contention
that these are not valid progranms unless
consuners know about themand | think that's the
bi ggest hurdle a conpany |like mne has is to |et
peopl e know that this is a working Wb site. It
wor ks. There's thousands of vendors, over a
t housand vendors on it, a lot of leading sites
onboard already. And if you | ook at the
information that we provide and we update it on a

weekly basis, continuous, it's free to the
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vendors, there's just no way to beat it.

Certification systens are good, but once
every three nonths an audit by a CPA -- by the
way, | don't think all CPAs are created equal.

My venture backers woul d not accept ny personal
CPA's audit of my accounting firm They wanted
Ernst & Young to do the audit.

And so, a seal programby a CPA is not
the sane as the a seal programby Ernst & Young.
And once every six nmonths is not enough. And
knowi ng the nanme of the CEO of the conpany as the
information that you provide to ne as a consuner,
that's not enough either. | want to know who's
reliable and who's not and | want to know who is
relying for this transaction, not who was
reliable six nonths ago. W're in a nediumthat
noves very qui ckly.

Your ot her point was about international
enforcenent. Again, the consuners are
everywhere. \Wherever there's a consunmer nmaking a
transaction with the vendor we are there. W are
able to collect the information for free and
present it to consuners for free. Qur business
nmodel is around aggregating research and

presenting e-commerce research to third parties,
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whonever is interested, consultancies and ad
agencies, etc., so we don't have to charge the
vendors anything to be part of the program

MR. MEDI NE: Are any of your vendors
i nternational Wb sites?

MR MOHIT: Yes, they are and
increasingly we are. There are lots of |arge
vendors com ng on board that are nultinationals
and increasing. That's going to be happeni ng.
But there's no limtation for us other than the
fact that a lot comrerce is not yet taking place
overseas. But to put the seal up on the site is
a two-mnute thing and it begins to collect
information. As enough surveys are coll ected,
they're presented on the Wb site. Sinple as
that. Consuners rating vendors continuously.
Doesn't beat, doesn't get --

MR. MEDI NE: Thank you. | see nunber 5
is up. If you can keep coments brief, we have
| ots of people to participate. W have Ml a,
Everett, Eric and then Roger.

M5. POLLACK: | just wanted to raise a
point of clarification about how easy it is for
even the best infornmed people to be ill-inforned.

| was under the inpression that the Good
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Housekeepi ng Seal of Approval went poof because
it was a scam

COWM SSI ONER SWNDLE: | didn't know.

M5. POLLACK: You see, the Conm ssioner
didn't know. [If you had --

COWM SSI ONER SWNDLE: It's not a good
deal? 1t was not a good deal anynore?

M5. POLLACK: It was not a good deal .
mean, | do not want to be sued for libel. | am
sayi ng that ny nenory.

COW SSI ONER SW NDLE:  Renenber, Ml a,
asked the question. | said --

M5. POLLACK:  Yes.

COMM SSI ONER SWNDLE: [Is it not good a
guestion? Nobody responded.

M5. POLLACK: You see, the question is,
fromthe consumer's point of view, can | rely on
this particular transaction? Now, BizRate?

MR TORRES: Right.

M5. POLLACK: Sounds |ike a wonderful
program | don't understand how you nmanage to
stay solvent if nobody's paying you. But it
sounds |ike a wonderful idea.

MR. TORRES: W sell research. Al the

vendors thenmsel ves are also interested in
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| earni ng how does N elsen or IRl --

M5. POLLACK: Wonderful. | w sh sonebody
woul d pay nme to do research. | do what | want to
do. And certainly, the reason | want to get the
governnent involved is not because | want the
governnment to regul ate anything, but because
consuners are proactive in a very odd way in the
business world. To a large extent, they can only
accept or reject the choices that are out there.
Not conpletely. Certainly, it's alittle bit
better on the Internet but they can only accept
or reject.

The way to take a survey of whet her
consuners really want this kind of programis to
have sonebody put it up. Who better who doesn't
have to do any nore advertising to show how
reliable they are that we use but our own
gover nnent ?

MR. MEDI NE: Thank you. Everett.

MR. JOHNSON: Yes. Everett Johnson from
Webtrust. | just wanted to try and address ny
nei ghbor's points. First off, the point that you
rai sed about being able to handl e that
internationally, | think that's one of the

benefits and certainly where we're trying to go
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wi th Webtrust through the alternative dispute
resolution process. W wll have a common set of
criteria that will have to be followed for this
process no matter where it happens in the world
so you will know as a consuner what to expect if
you do want to get your $50 back

In terns of having a privacy policy that
says we have no policy, the Webtrust program
actually spells out in quite a bit of detail what
has to be included in those policies in order to
qualify. Simlarly, but different on the
busi ness practices side, we have said these are
the issues you need to address but if you ship,
you say we ship within one year, we're not trying
to judge whether that's good or bad. W'll |et
t he consuner make that decision. But at |east
t he consunmer knows what to expect and we do audit
to make sure that what they've got in the way of
policies, they are follow ng during that each
t hree-nont h peri od.

MR. MEDI NE: Thanks. | want to call on
the one, Eric Wenger, who is a regular visitor at
FTC workshops. He's with the New York Attorney
General's Ofice.

MR. VENGER As you know, | have to start
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off with nmy reverse M randa warnings, which is
nothing | say can be used against ne in a court
of law. The views | express are not necessarily
reflective of those of the Attorney General or
even nyself and the telecast is intended for the
private use of this audience. Any rebroadcast or
retransm ssion wthout the consent of the
Comm ssi oner of Maj or League Baseball is

prohi bited. Okay.

MR MEDINE: W'Ill all adopt those
docunents.

MR, VENGER | think that we feel very
strongly that self-regulation is very inportant
and that its role is to supplenent and not
suppl ant consuner protections. Prograns such as
the BBB Online and the National Advertising
Revi ew Prograns that the BBB runs and ot her
prograns as well for self-regulation serve an
i nportant purpose in that they hel p busi nesses to
make sure that they're abiding by the | aw and
self-regul ation, w thout a baseline of |egal
protections, will be rendered neaningless, |I'm
afraid. Because what happens is self-regulation
al one general ly | acks enforcenent.

| f sonmebody chooses not to participate in
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the self-regulatory program they may experience
sone sort of peer pressure or market pressure but
there's no |l egal penalty and that's a critical

di fference between violating a self-regulation
and a law. W may choose or not choose to
prosecut e based on the resources that are
available to us, but the fact is that if sonebody
violates a law, there is sonme recourse that can
be taken against them by the rel evant

authorities.

The bi g change that the Internet brings
to the idea of self-regulation is that the
barriers to entry are so low that small actors,
garage. com type busi nesses who nmay not care
enough about the reputations but care about
sel f-regul ati on nmay not be conpelled to foll ow
along with self-regulation prograns.

| think the privacy policies is an
excel l ent exanple of this. The DVA earlier this
year announced that any DVA nenber that didn't
post a privacy policy by sonme tinme this sumer
was going to be ejected fromthe DVMA, and that is
an admrable stance that they've taken. It shows
al so the effect of marketing forces and, in

addition, it creates an enforceabl e standard
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because of the exception |aws that we have. |If
sonebody posts a privacy policy and then they
don't abide by it, then we have the ability to go
after that conpany for violating a stance that
they' ve taken in public. And if that did not
exist, there's nothing else that requires right
now until COPA, the Children's Online Privacy
Act, there will be no obligation for the conpany
to have a privacy policy. So, in that instance,
failing to post a privacy policy would have
elimnated the possibility of |aw enforcenent and
self-regul ation al one, w thout, you know, m ght
not reach small conpanies that don't really care
about joining the DVA

The Children's Online Privacy Protection
Act sets a really good exanple of how you m x
t oget her self-regulation and | egal standards.
There's a baseline standard of consuner
protection at the national |evel that Congress
has decided on. The law will be fleshed out by
the FTC through its rul e-maki ng process and then
industry has the ability to propose alternative
self-regul atory safe harbors which can be
revi ewed and approved by the FTC. And then once

those things are in place, the oversight and
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enforcenent of both self-regul ation progranms and
the law will be concurrently handled by the FTC
and the State Attorneys Ceneral.

So, it really does bring together the
idea that we'll have sone baseline protections
that are applicable to everybody and then if
i ndustry can conme up with flexible ways that, you
know, that are maybe nore sensible froma market
perspective than to acconplish the sane goal s,

t hey can convince FTC that that's the case and
they can inplenent those, those flexible
self-regulations, and in either case, we can go
in and enforce any violations. And | think
that's really an excellent nodel that hopefully
will be followed in the future.

MR. MEDI NE: Thank you. Roger Cochetti
from | BM

MR. COCHETTI: Thank you, David. First,
|"d like to begin by saying that we in IBMthink
that there's an enornous value to seal granting
organi zations in the Internet and |I'm happy to
say that we support several such organi zations
that work in different sectors and | happen to
have had sone personal experience since | sit on

the boards of two different, what | think are
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fairly successful Internet-based sea-granting
organi zations. And | want to share a little bit
of ny experience in themin the generic sense
that is applicable to your question.

| think the first things you' d have to
say about seal -granting organi zations is that
part of their value is due to the fact that they
can be flexible and they can evol ve and they can
be transnational in the way that they do things.
Because they are private sector based, they are
not bound by the politics or regulations of the
single country, but they |ook at an issue from
t he perspective of consunmers or users in nultiple
countries. Also, because they are
non-governnental, they can be updated and
nodi fied as the Internet changes and certainly in
t he cases of both organizations I'minvol ved,
with the standards for what constitutes a seal
have been inproved as tinme has gone on.

And that point, | think, leads ne to the
second comment | wanted to nake and that is the
nore tinme you spend in seal -granting
organi zations, the nore you realize that they are
conpel l ed over tinme to be nore specific about

what the substance of the seal really conveys and
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if for no other reason than because di sputes
ari se and answers have to be given to questions
in order to nove one. There's a requirenent
where as you may begin with sonething which is
quite general, there's a requirenent to nove
towards specificity as you go forward.

Having said that, | want to raise a flag
of caution, not concern, but caution and | think
our friends in both Better Business Bureau Online
and Webtrust, two prograns, by the way, which we
support conpletely and hope to work with both of
themto their successful conpletion, | think the
peopl e from both organi zati ons have heard of
concern which is that achieving a seal program
that is genuinely nmultinational in character is
not alam It takes sone tinme and it takes a | ot
of diligence.

"Il cite two exanples. We in IBMare in
the process of conpleting a six-nonth project in
Hol | and where we and ot her conpani es and consuner
groups have been sort of working on what woul d be
consi dered a consunmer protection seal programfor
Dut ch cul ture, Dutch econony, Dutch society,
Dutch |l egal system It is, of course, a simlar

| aw system which is every bit as Internetcentric
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| think as the United States is and certainly
every bit as consuner-oriented as the United
States is, but it's sort of remarkabl e when you
get into discussions of any detail that people
have conpletely different ideas as to what a term
means, as to what a phrase neans. They have
conpletely different ideas as to what woul d be
considered a sort of baseline of good conduct.
These differences can be bridged but they can't
be bridged in a matter of mnutes and they can't
be bridged sort of instantaneously.

So, | would say that | think the goal of
seal, private sector seal -based prograns is an
i nportant one and one that | think can and w |
be achieved. It won't happen overnight. If it's
going to be effective, it will require sone
degree of specificity. |If it's going to
i ncorporate sonme degree of specificity, it's
going to have to bridge different |egal systens
and different cultures.

The last point I'd make is to conment on
the prospect that the United States gover nment
m ght be able to manage such a seal program And
here, | speak as soneone who used to work for the

United States governnent for a period of tinme and
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| can think of fewinstitutions less qualified to
manage a programof this sort than the United
States governnent and, in part, because | can
only imagine the interagency commttee that would
have the responsibility for crafting the terns
and conditions, and | can only imagine the flock
of | obbyists who woul d be surrounding this
commttee or the nenbers of Congress and their
staff, would be telling the commttee what they
can do and can't do, and | can only inmagine the
canel with wings that would cone out at the end
of it and I can only inmagi ne what ot her
governnments woul d think about whatever the U S.
Gover nment seal wound up standing for

So, | think that there are many things
t hat governnments can do well but Internet sea
prograns with any degree of specificity is a
reach for the United States governnent.

MR. MEDI NE: Thank you and in speaking
solely on ny own behal f, we appreciate private
sector initiatives in this area. But let ne call
on a couple nore different people and then I'd
like to nove on to dispute resolution nechani sns.

Becky Burr has had her flag up.
M5. BURR Actually, | was going to
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suggest that if anybody in the governnent has to
do it, it nust be the Federal Trade Conm ssion
and nmaybe ny comment is going to nove us on to
the dispute resolution thing if ny pager stops
beepi ng.

| just want to address Eric's question or
Eric's point first. | think I've heard froma
nunber of people that there's this notion that
we're going to abolish consunmer protection law in
favor of self-regulation for consumer protection
and | think that that's sort of not even on the
tabl e and never was on the table and nobody t hat
| know at the federal |evel certainly was
advocating that. 1In the United States, we have
sone of the nost robust consumer protection |aws
in the world and | think we're pretty conmtted
to them and keepi ng them

What the private sector initiatives, |ike
seal progranms, |ike dispute resolution can do,
however, is help us enforce those, nmake those
consuner protection | aws neaningful in an
environnent that's changing very quickly. And
so, what | would say to your exanple of the
Children's Online Privacy Protection Act is that,

you know, if there are places with respect to
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privacy that we did not have established | aws,
but there are very few places with respect to
consuner protection that at the federal level, in
the state of New York certainly, they' re not very
robust, very well-developed laws. So, let's use
these private sector initiatives to help us not
have to go out and pass a whol e bunch of new | aws
that are Internet-specific, which would be
essentially very, at |east put significant drag
on the systemhere in terns of devel opnent of
e- commer ce.

Roger made the point that seal prograns,
at least in an international level, will take a
long tine. People have heard ne say before that
if we did anything, got anything really wong in
terms of the framework paper, it was
under st andi ng how conplicated the process of
bui |l di ng these private sector self-regulatory
regi mes and understanding clearly how long it
takes to do that. So, | just want to say even
donestically, you know, it takes a while. Steve
Cole can tell you how nmuch work and effort and
noney has gone into developing it. And so, we
ought to be patient with respect to the

devel opment of sone of these seal prograns.
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But it does seemto ne that there is
sonething that is sort of a nore readily
available to us and that is really easy to use,
not kind of |aw constrained and bound, consuner
di spute resolution facilitation. So, yes, we
have to get to the seal prograns that, you know,
and that's going to be a very interesting
journey, but let's |look quickly at what we can do
internms of facilitating disputes on a gl obal
basi s onli ne.

MR. MEDI NE: Thank you for noving in that
guestion. Ethan Katsh is a professor at the
Uni versity of Massachusetts at Amherst.

MR. KATSH. Thanks. |'mnore involved in
di spute resolution than dispute prevention but
l'"d like to add a corment to the previous
conversation. It seens to nme that perhaps even
self-regulation is the wong way to | ook at this.

Sel f-regul ation doesn't involve regul ations or
rules. And I'"'mnot sure that it's the, our focus
of the attention should be necessarily on the
self part, those parties who are offering itens
for sale. It seens to ne, though, what you have
both with dispute prevention and di spute

resolution are entrepreneurial opportunities.
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Bi zRate is an entrepreneurial opportunity.

D spute prevention, in this environnent, can be a
servi ce business. Conpanies should wi sh to pay
for mechani snms for preventing disputes because
clearly, a dollar spent on dispute prevention is
worth nore than a dollar spent on dispute
resolution and | say that, even though | would
like to get your dollars for dispute resolution.

Well, et me, | forgotten exactly what |
was going to add to that but let ne talk a mnute
about dispute resolution online. 1've run an
organi zation called the Online Onbud's O fice for
the last two years. |In March, we were the
organi zati on eBay asked to do a pilot project to
handl e nedi ation for disputes arising out of
online activities there.

EBay, |'ve said, is a business nodel from
heaven and a di spute nodel from hell but they've
done extraordinarily well at dispute prevention.
As you saw yesterday, they've got 2.2 mllion
itenms for sale at any one tine. They' ve got
hundreds of thousands of transactions. They've
got transactions anong people who don't know each
ot her and they have put in place feedback

mechani snms and ot her nmechani sns for buil di ng
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trust, which is what all this is about. So, we
received in a two-week period about 200 di sputes
whi ch we nedi ated, | think, reasonably
successfully. It was partly a learning
experience for us. But it certainly is possible
to do that and it's possible to have a service
busi ness that does this at fairly | ow cost.

VWhat | think we are headed for are,
agai n, business opportunities. The best dispute
prevention nmechanismon eBay is really escrow
service. Now, if consuners, | shudder to say
this, but if consunmers were smarter, there
woul dn't be even 200 di sputes on eBay. |If they
use credit cards, there wouldn't have been 200
disputes. |If they had verified identities, there
woul dn't have been 200 di sputes. But given the
grow h, consuners are not going to be nodels of
wi sdomin a perfect marketplace, so there wll
i nevi tably be disputes.

| think you can handle these things but |
don't think the, I'mnot sure why the industry or
commercial entity has to be the one doing it. |
woul d think there are all kinds of opportunities
here for outsourcing and contracting out.

COW SSI ONER SWNDLE: May | ask you a

For The Record, Inc.
(301) 870-8025



217

gquestion? You said you resolved about 200 cases?

MR. KATSH Right.

COWM SSI ONER SW NDLE: We were tal king
earlier about reputabl e businesses, non-reputable
busi nesses, big versus little.

MR, KATSH: Yes.

COWM SSI ONER SWNDLE: O the 200 you
dealt with, could you share a little bit of the
nature of the conpanies and the willingness to
reconcile a dispute?

MR. KATSH. Yes. That's an interesting
guestion. On eBay, one doesn't know whet her one
is dealing with an individual or a snal
busi ness. Conceivably, there are |arge
busi nesses, but we didn't encounter any of them
| mean, ny view of eBay is that it's a mall with
| ow overhead. There are a | ot of people there,
smal | busi nesses who have di scovered that they
can sell lots of things but you don't know
they're a small business when you nmake a bid for
sonething. So, there's certainly not |arge
busi nesses but | think you've got to take into
account that there are changi ng busi ness nodel s

here. | nean, eBay is a place where there's a
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|ack of a fixed price. | nmean, all of this
contributes to what | said was a di spute node
fromhell but relatively few disputes. W didn't
handl e fraud cases. These were largely
m sunder st andi ngs, problens, things that go wong
bet ween good faith parties.

One interesting thing we found but your
| ast question was the willingness of the parties
to cooperate with us. Wen we get people who are
involved in a dispute who sinply find us and ask
us to resolve, to nediate their dispute, we have
a hard tinme persuading the other side to
participate with us. Even though it's nediation,
even though it's voluntary, there's a great

reluctance of one side or another to participate.

Wth the eBay parties, the rate of
participation was above 80 percent. | consider
that very high, partly because of reputation.

COM SSI ONER SWNDLE: This seller had a
wi | lingness?

MR. KATSH. The seller had a willingness
but the seller was operating in the shadow of
this environment. The seller was not sinply

owner of a Wb, owner of the Mom and Pop Wb site
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on his or her owmn. The seller was operating

wi thin the eBay environnment and that, | think,
shaped the willingness of these people to
participate. Because everybody on eBay is
operating with an eye towards their reputation.

COWM SSI ONER SWNDLE: Illustrate the
point that Malla said -- Molly. | see it in an
outline as Maria and Malla, but it's Malla. To
show you how know edgeabl e peopl e can soneti nes
not know the truth or perhaps even react
properly. | had occasion to neet Rich Caplis
behi nd eBay about a year ago and | never heard of
eBay and he said this is a conmpany to watch and
t hey have about 40,000 products online at any one
time. | think you just said two mllion?

MR KATSH  Yes.

COWM SSI ONER SWNDLE: And | didn't heed
his advice, for God's sake.

MR. MEDI NE: Ethan, you said there m ght
be fewer disputes if people had used credit
cards, so | think that's a nice transition to --
Sally Cowan from American Express, unfortunately,
was unable to be here due to illness, but Russ
Schrader fromVisa is here and maybe you can tal k

briefly about an existing free international
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system of resol ving di sputes that exist today.

MR. SCHRADER:  Sure. Thanks. We've
t al ked about resol ving disputes by regul ation or
by small clainms court or other judicial manners.
What Visa has done is resolved it by contract.

Vi sa doesn't issue Visa cards. Visa is a
consortium and what we've done is we have 21, 000
financial institutions worldw de. W're bound by
contracts, 6,000 banks and other financial
institutions in the U S. Bound by contract. On
the issuing side, they have their own contracts.
There are 800 mlIlion Visa cards, Plus cards,
Interlink, Visa checks, Visa cash, Visa credit
cards out there, each held by an institution.

On the nerchant bank side, we've got
contracts at 16 mllion worldw de | ocations. So,
that's a hell of a lot of contracts and a hell of
a lot of cards and it seens to have worked pretty
well so far.

What Visa has done is to try to build
confidence. The one thene that keeps cones out
in the last two days of these hearings is the
i nportance of consuner trust and of consuner
confidence and of a consuner predictability and

reliability of what they've done. And there's
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one thing that the Visa brand has sort of gotten
out through its ads, and | guess the nunbers

al ready speak, that it's pretty nmuch everywhere
you want to be. But the basic rule is, and
peopl e have said is, when in doubt, put it on you
card. Consuner Reports travel letter, when they
wite about dealing with startup airlines or
sonething |ike, they published that advice:

When in doubt, put it on your card. |If you don't
get it, you don't pay. If it's not what you
ordered, you don't pay. That's a pretty sinple
message that has allowed the kind of growth of

Vi sa and al |l owed paynents through there.

Now, how does that work? It's basically
t he chargeback nechanismis a contract between
the issuing bank and the nerchant bank and
basically, there's a certain nunber of days when
you get the transaction fromthe nerchant to put
it through and settle.

And there's different kinds of
chargebacks. There's a point-of-sale processing,
it's the wong account nunber. It wasn't signed.

There's other things |like a host transaction
processing. It wasn't presented on tine.

There's no authorization. A lot of the technical
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settlenment things. Wenever you're settling

t hese kind of transaction volunme, $1.4 trillion
worth of volune |ast year. At the sane tine,
there are consuner protections as well. Reg. Z
certainly is part of it. The clains and defenses
is there. That's a chargeback; we settled that.

But at the sane tinme, Visa as a brand has
gone further wwth people. There's a thing for
goods not received. |It's the wong good that
you' ve gotten. It's a failure to deliver. There
are other things that a cardhol der raises with
t he issuing bank and the issuing bank will then
push it through the dispute resolution of the
chargeback process. It will then be passed
through with the nerchant. It wll be presented,
tal ked about, gone back with the nmerchant, wth
t he merchant bank, but at the end of the day,
there is a settlenent but the loss to the
consuner is zero.

W have been able to go forward and
expand t hese things beyond the statutory
framewor k because the fraud that we've been
experienci ng has been going down. That's been a
part because of a |ot of fraud detection things

that we've done. |In part because of sonme of the
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good work we've been doing with the FTC and
catching sone of these unscrupul ous nerchants and
we worked very closely with sonme of the fal se and
deceptive practices and fraud and we appreci ate
your help and | ook forward to working for closely
t oget her.

But all of these contracts in place have
al l owed us to put together the kind of basic rule
and the kind of protection that seens pretty nuch
attuned to the Internet. Taking a Visa card
seens to give people an inherent sense of confort
that if they don't get it, they don't have to pay
and if it's a bottle of olive peelings instead of
a bottle of Tuscan olive oil, call up the issuer,
say this isn't what | ordered.

We heard yesterday in the University of
Ut ah study, ordered a bottom of chanpagne
begi nning in Decenber. Still waiting for it.

Got it in February. Now, God |ove them |If
don't get it intime for Christmas, | would have
been on the phone. | would have cancell ed that
thing. You know But in an academ c world, |
guess you have to study those things out. But
inthe real world, we're on top of this stuff and

it seens to be work out pretty well.
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MR. MEDI NE: Thank you very much.

Carolyn Crawford is with the European Adverti sing
Standards Alliance and has been waiting patiently
for a tinme. Thank you.

M5. CRAWFORD: Thank you very much. |
just wanted to pick up on a couple of points that
| hope mght clarify what we nean by
self-regulation actually in Europe. M. Torres
said that few mnutes ago that a seal is only as
good as the standards that are set. | think
there are two crucial elenments that cone into
play with self-regulation. One is that those
standards only work effectively if they work
within a framework of law. Self-regul ation
doesn't attenpt to replace legislation but it
ainms to conpl enent existing framework of
| egi sl ati on.

Secondly, it's inportant that the
self-regulatory rules that are set up by the
i ndustry are subject to independent scrutiny
because ot herw se, they won't have any consuner
trust and confident. Certainly in the UK when the
advertising industry set up the self-regul atory
system 37 years ago, it quickly realized that

t hat meant nothing for consuners unless an
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i ndependent Advertising Standards Authority was

supervising those rules in the public interest.

Secondly, | just wanted to pick up on

sonet hing that one of ny coll eagues said earlier
about sel f-regulation and perhaps the inplication
about what he said about self-regulation not that
having any teeth. That is quite w ong.
Sel f-regul ati on does not nean that there is no
sanctions to back up the rules that are nmade by
the self-regul atory bodi es.

Now, certainly, our experience with the
Internet in resolving conplaints over the
I nt ernet which we have been doing is that the
Internet itself |lends us a huge sanction which is
adverse publicity. Fortunately, the conpanies
that we've asked to change advertisenments on the
| nternet have nost often actually conplied with
the requests that we've made of them But where
t hey haven't been convinced entirely about the
benefits of self-regulation, as soon as we posted
our ruling on our Wb site, they have very
quickly cone into line with the rules that we've
made.

Fi fteen percent of people accessing the

For The Record, Inc.
(301) 870-8025



226

ASA's Wb site every day are doing so directly
from search engines into individual rules and
we' ve been threatened with | egal action by
conpani es who take great exception to that
because those consuners are deciding not to
transact with that conpany because they have
uphel d conpl aints against them So, it's not
true to say that self-regul ation doesn't have
significant powers where it needs to, but also
that we work very closely with the | aw
enf orcenent agencies in the respective national
countries to nmake sure that we are blazing very
cl osely because self-regulation is just that. It
does really rely on consensus and persuasion in
order to be effective.

| just wanted to say a little bit about
di spute resol ution and conpl ai nts handl i ng
because within the European Advertising Standards
Al liance, we have devel oped a cross-borders
conpl ai nt procedure which has actually been in
pl ace since 1992, but earlier this year we
developed it for Internet for resolving
conplaints comng fromone country about
advertisements that originated in another and

again, that procedure is now starting to work
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very wel |

Part of that, though, is it comes back to
t he poi nt about seals, and that is that we're
very keen to encourage verification systens
because if you think of the Internet alittle bit
li ke a dark all eyway, what we want to create for
consuners is areas of |ight, safe trading areas
where they can transact with a degree of safety
and security, but those safe harbors need to be
verifiable so those consuners are sure that who
they think they're trading with are exactly who
they say they are. So, we're very keen to
devel op verification systens. And certainly, the
UK, Germany, Spain and many other countries
wi thin the European Advertising Standards
Al liance are devel opi ng those schenmes for the
| nt er net.

| also just wanted to finally say,
actually rather thanks to the Federal Trade
Comm ssi on because the invitation to join the
panel gave nme an opportunity to talk much nore
directly with our Anerican counterparts. W' ve
had sonme contact for many years with the Direct
Mar keti ng Associ ation and also with the Better

Busi ness Bureau and com ng here has enabled ne to
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talk to directly to those people. It's one of
the glitches, I'mafraid, of the new world that
we live in that we are nore often than not

tal king about e-mail and don't actually neet
face-to-face, so it's very welcone that |'ve been
able to cone over here and neet those people and
talk to them about what we're doing within the

Al liance to resolve conplaints and gi ve consuners
trust and confidence in the advertising that they
see onli ne.

MR. MEDI NE: Thank you. W appreciate
your joining us today. Wth the indul gence of
peopl e's whose flags are up, I'd like to at |east
call on a few people who haven't had a chance to
speak yet. Llewelyn G bbons is an assistant
prof essor at the University of Tol edo, Coll ege of
Law. On the thene of dispute resolution, it
woul d be hel pful to hear your views on what we
heard on nedi ati on about what role arbitration
m ght play in resolving consuner disputes
internationally.

MR. G BBONS: Thank you. First of all,
l"d like arbitration. The problem | have is
historically, it's been tal ked about in the

I nt ernet commerce context, particularly in the
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consuner context as being the savior. The
gquestion is, arbitration is only as good as
arbitrarial process and the arbitrator himor
herself and |'ve sort of gotten recently involved
with this issue about a year ago.

There's a case called Hi | by- Gateway which
requi red a consuner arbitration be done under the
rules of international court -- |I'msorry,

I nt ernati onal Chanber of Commerce, filings to be
done in Paris, a $4,000 filing fee m ni mum pl us
the arbitrarial costs. What does the consuner
win if he or she wins? A $4,000 conputer
replaced. | nean, obviously, it's a procedure,
whet her intended or not to frustrate the rights
of the consuners. That sanme consuner could went
to a court inlllinois, nmy guess is pay a snal
clains filing fee of $5 or $10 and gotten a fast,
efficient resolution.

That's one of the things | woul d think
when we tal k about arbitration, we say what is
the next step in the arbitrarial process? 1In the
arbitration in the cyberspace world, you can do
anyt hing you want to but when you take that award
and you try to reduce it to a state court

judgnent to get a levy on assets of a debtor
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somewhere in the world, at that point, courts

| ook at these arbitrarial awards very
skeptically. Traditionally, conmerci al
arbitration, courts give a great deal of
deference to arbitrarial awards, absence fraud or
mani f est di sregard of the |aw

In the case where the consuner is being
di sadvantaged or an arbitrarial, again, as part
of a long (inaudible) has said yes, maybe the
court should give sonme shifting burden of proof.
For exanple, if sone self-regulatory
organi zation, Better Business Bureau, says al
those rules were conplied with the arbitraria
award, a great deal of deference, clearly
erroneous standard review. On the other hand, if
it's just a pay $4,000 or you | ose, maybe the
court should refuse to enforce those kinds of
arbitration. And basically, | want to say this.
Let's ook at the arbitration process itself.
Thank you.

MR. MEDI NE: Thank you. Christine Varney
is a former comm ssioner and currently a partner
at Hogan & Hartson. She's of the advantage of
bei ng on both sides of the consuner business

issue and it would be hel pful to get your
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perspectives on the alternatives to the
| egal i stic discussion we heard earlier this
nor ni ng.

MS. VARNEY: Unfortunately, ny views
never changed. They're fairly consistent and
what strikes me about this conversation, David,
isit's very simlar to the conversation that you
and | and Becky started having back in 1994 when
we first started tal king about privacy. And
what's really apparent to ne is that we're
basically at the sane place now on consuner
protection. And | want to echo the coments that
a lot of people have made. It is not about
regul ation or self-regulation. That is just not
the issue and for those that want to pursue that,
it's ared herring and it's not worthwhile.

| think Eric, in large part, put his
finger onit, if I can sort of restate what |
heard you say. And that is, where's existing | aw
adequate and where is it not? W have a robust
set of consuner protection |aws worl dw de. \Were
are they adequate? Were aren't they? And then
an additional parallel question is where does it
wor k and where doesn't it? Which gets you into

the very difficult issues that | know you' ve been
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tal ki ng about already for a day and a half on
conflict of law, choice of |aw, sonething David
Johnson has been conveni ng di al ogues about for a
long tine.
| think that at this point what the FTC

ought to realize is that what they're doing is
absolutely the right thing and doing, | think, in
| arge part, what the did on privacy- start the
di al ogue. What ought industry be doing? Should
we be getting together on a national basis or an
international basis and figuring out what are the
best line practices with reference to existing
law with reference to consunmer expectations?
Then where do we go? Do we continue to pronote
it inside the industry? Do we | ook for
partnerships within the governnent? How do we
grow this? |s consuner protection in cyberspace
the sane thing? Wat's the difference between
hard goods and soft goods? What are consuner's
expectations? How do we devel op a robust systenf

Maybe the seal prograns that | amfamliar with
as being in place for privacy and legitimately so
grow and enconpass nore than privacy. After all,
privacy is nerely a subset of consuner

protection on sone |evel.
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So, ny viewis caution. Let's take the
best practices that exist. Let's build on them
Let's think about how we work at this
internationally because it's actually Malla's
point, is the one at the end of the day that
we're going to have to answer. How does the
consuner in one jurisdiction a half a world away
fromthe seller in another jurisdiction get
satisfaction? And | don't know the answer to
that and it's too early to try to figure out the
answer to that.

And oh, by the way, it's not broken yet.
The vast majority the last time | | ooked at the
statistics, the vast majority of e-conmerce was
within national borders and the vast majority of
e-commerce overall is U S So, w are a good
place to start. W are a good place to | ook and
| think that the gentleman from Visa answered
your question about olive oil. Don't buy it if
they don't take Visa.

M5. POLLACK: The gentleman from Vi sa
slightly, I think, inplied things that are not
qui te accurate about the Visa process from
consuner's point of view Now, |'msure that the

Mast er Charge and Vi sa chargeback system works
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wonderfully on many occasions. |'munder the
i npression that the American Express system
which is different, is even nore pro-consuner and
| was very disappointed that the American Express
representative wasn't here with us. | don't
understand the details but | did speak on the
phone to M. Peterson, who wote these actual
comments to the FTC, to clarify things that
weren't said quite clearly in their comment. And
| was advised that, one, | could not get the
statistics about what consuners thought about the
char geback process because Visa didn't keep them
that the chargeback is up to the issuing bank
not Visa, which is quite different than American
Express; that the extent to which any Visa
i ssui ng bank woul d actually bend over backwards
to chargeback when the consunmer is unsatisfied
and the nerchant bank is unhelpful is entirely up
to the individual bank, not Visa; and that the
i ssuing bank's relationship wth its consuner
custoner is up to that bank and not up to Visa.
Now, | have no statistics show ng that
consuners are unsatisfied. | have anecdot al
evi dence of dissatisfaction with Visa and Master

Charge. | have anecdotal evidence that consuners
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| ove Visa and Master Charge. Fromthe
commerci al s that have been shown at |east on ny
| ocal television cable, I would think that I
should switch to American Express because they
promse they' Il take it back. So, what | need to
say is as with the Good Housekeepi ng Seal of
Approval , consuners quite often don't quite know
what they know until they hit the odd situation
and then they wish that they had thought about it
earlier.

MR. SCHRADER: | assunme | get a nonent or
t wo.

MR. MEDI NE: For rebuttal. Only fair.

MR. SCHRADER:  Thank you. The
fundanmental difference between Visa and Anerican
Express is that American Express is what we call

a closed system It's this nonolithic issuer and

it's this nonolithic nmerchant bank. It does
everything itself. It is the only party
i nvol ved.

As | expl ai ned perhaps not clearly, Visa
is a consortiumof 21,000 banks worl dw de, al
dealing by contract. So, Visa itself, think of
it as the rul emaki ng body. Think of it as the

railroad running the swtch. But each of the
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21,000 or 6,000 banks in the U S. Issues a w de
variety of Visa cards. Do you get the sane
protection with an American Express Platinum as
American Express Gold, as Anmerican Express G een,
as an Optinma, whatever colors they conme in?
Hell, I don't know. But at the sane tinme, | do
know that as a consuner, you |ook at the
different options, but Visa cards, there's a
trade-off. Do you get a Gold a Platinum a
Classic? Do you get airline mles or whatever?
But what is consistent throughout the Visa system
is the chargeback right and it is, as I
expl ai ned, between the issuing bank and the
mer chant bank. It is not Visa and "the
railroad.” It is the Visa system

There is intense conpetition for your
busi ness. Open your mailbox. If you don't get
satisfaction fromyour Visa card, you have 20
ot her peopl e who want your business and they w |
act on your behalf because otherw se, they'd be
out of business. And, you know, | think the

nunbers |'ve shown has shown how the Visa system

is satisfying a great deal of people. In fact,
our last survey, and I'll prom se, David, this is
the nmy last bit of a commercial, is that 63
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percent of the people have rated Visa as the best
card. Is it ever going to be a hundred percent
of the people? No. Because there are people who
have Anerican Express cards. W're working on --

MR. MEDI NE: Thank you.

MR, TORRES. David, can | make one quick
coment ? Just one quick one?

MR. MEDI NE: Very quick

MR. TORRES: Responding to sonething that
both Becky and Christine said and that is |
conpletely agree that they're, self-regulation
and regulation is kind of a red herring fight,
but there seens to be this kind of grow ng
consensus that consuner protection sonehowis
going to stop the viability and the future growh
of e-commerce and it's kind of this underlying
thing that |'ve heard in a couple of these panels
and | know, you know, it hasn't been actually
stated that way, but it's kind of out there and |
don't think that that's it at all. The consuner
protections will actually, to nme, help e-conmerce
grow and nove ahead because that wll give
consuners greater confidence in the system

MR. MEDI NE: Thank you. | f peopl e want

to skip their break and go for four nore m nutes,
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"1l have to conti nue.

M5. VARNEY: Ckay. Well, Becky and |
will both respond to that and say that --

M5. BURR. She can't speak for ne.

M5. VARNEY: | can't speak for her. [|I'm
going to try to. | think the thing that | would
be cautious of is an assunption that existing
consuner protection laws either don't apply in
cyberspace or are inadequate. | don't have
ei ther one of those assunptions. | believe that
every single consuner protection |aw and
enforcenent action on the books absolutely
applies in cyberspace.

The question of whether additional lawis
necessary is in ny mnd what's open. Now, if you
take the advertising workshop that we just did on
I nternet advertising not too |ong ago, a | ot of
the rules about advertising is talking about
things like type point and relationship to the
good advertise. Wll, guess what? You can't do
that on the Internet because the consuner
controls the configuration of what they see on
their monitor. So, yeah, that doesn't nean it
doesn't apply. | look nore towards what's the

principle? |If you re buying fake pearls, the
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principle is that right where it says pearl, it

has to say cultivated. Okay. Let's take that

principle and let's apply it in cyberspace.

Let's not try and get the typeface side in

relation to the picture because it doesn't work

on the Net. So, ny assunption is all |aws apply.
My question is, are they adequate? Becky?

M5. BURR. She actually did a pretty good
job and woul d add that ny coment at | east was
certainly consunmer protection is critical for
e-commerce to take off, but unnecessarily or
overly burdensonme new |l egislation will create a
drag on the system | don't think there's any
doubt about it. But it's not the consuner
protection part | was objecting to.

MR. MEDINE: We'll hear from Steve and
Eric and until we start getting the next group
in. They're here.

MR COLE: I'll be quick, but first |et
me advise Malla that we run with the cooperation
of the advertising industry really the nost
respected self-regulation programin this
country, so if you have any questions about any
advertisers advertising, just get in touch with

your New York office and we'll see what happens
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with that and Visa and Anerican Express are
terrific supporters of that program

More to the point. David, you separated
this discussion into self-regulation and ADR and
you did it for conveni ence reasons, but in ny
m nd, they may be very nuch the sane subject at
the end. W have sone experience in |ast year
al one, we handl ed 50,000 online conplaints. Now,
they weren't all about online transactions, but
the Internet provided the vehicle for conplaints
to conme in. For 30 years with the advertising
i ndustry, we've been adm nistering a
self-regul ation, dispute resolution program for
adverti sing.

Were | come out of this is related to
the coments that Ethan and Eric made from
different directions. Ethan said that the
wi | lingness to cooperate in the eBay situation
depended on the environnent and reputation was
the issue that was nentioned there. And Eric
said he thought penalties and gover nnent
enforcenent sonetines i s necessary because the
mar ket pl ace and peer pressure isn't enough.

The experience | draw fromthe dispute

resol ution we've done, particularly in
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advertising and el sewhere, is that if dispute
resolution is in a vacuumand it's not tied to a
comm tnment self-regulation, then you're going to
get exactly the sanme enforcenent problens that
you had this norning, an hour-and-a-half or

t wo- hour di scussion on. The reason it works in
t he European advertising situation and it works
in the American advertising situation is the
advertising industry has nade a conmtnent to
conply. So, 98 to 99 percent of the advertisers
voluntarily conply with decisions. Those few who
don't do respond to the marketplace but want it
when we publish decisions or we send it to the
FTC, but even if we just publish non-conpliance,
why do they that? It's because it's a part of a
branded sel f-regul ati on program and the public
knows that it's a bad thing to be | abeled as a
non- conpl i er.

So, | guess the bottomline, |I'm saying,
is we would go dowmn a m staken path if we ADR
systens that are substitutes for the court and we
separate that fromreal commtnents to
self-regul ation

MR. MEDINE: Eric, we have crowds of

peopl e outside, so if you have a very brief final
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coment .

MR. VENGER  Ckay. Very brief. I'm
going to go with a lot of the things people said
about ny coments afterwards. The best
self-regulation is built on a legal systemwth
enforceabl e and renedi es or the best
self-regulation is built on a commtnent to
conply with the outcone of the self-regulatory
mechani sns.

The situation | was tal king about, and
maybe it wasn't a good exanple with privacy,
because if you didn't have self-regul ation, then
there weren't laws in place. And so, in that
i nstance, then, you would have a situation where
there was nothing that could reach those parties
that weren't participating. But we do still see
if you have small conpanies or small operators
that they don't really care about their
reputations, that self-regulation isn't
necessarily as effective.

| think that the situation that we see
that nost in, it's not only auction, but it's the
person-to-person sal es where sonebody doesn't
necessarily have a reputation that they're

worried about having sullied if they don't conply

For The Record, Inc.
(301) 870-8025



243

with some sort of finding that's against them
And | would | eave with one | ast point
about that, that it's absolutely true that credit
cards are a great way to help solve that problem
because of the dispute resolution nechani sns that
are built into them Unfortunately, many
person-to-person sellers don't take credit cards
because they're not sophisticated enough to have
that, although that's being solved by nany of the
onli ne broker systens now where they allow you to
escrow paynents or have them put through a credit
card systemthat's run by the Wb site itself.
So, I'lIl leave it at that.
MR. MEDI NE: On behal f of Comm ssi oner
Swindle, I thank you very nuch for a lively
sessi on.

(Wher eupon, session four concl uded.)
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PROCEEDI NGS

MR, STEVENSON: | think we're ready to
begi n our panel on the international perspectives
on the jurisdiction and choice of |aw issues that
we have been tal king about today. This will be
noder at ed by Conm ssi oner Thonpson.

One ot her announcenent | wanted to make
is just again a rem nder that we continue to
solicit coments on any of the subjects that
we' ve covered here and the Comm ssion has
reopened, extended the comment period through
July 1st and we would certainly wel cone any
t hought s you have based on the di scussions that
you' ve heard here or based on any surveys or data
that you' re aware that you think would shed |ight
on of the issues that we've been tal king about.
Wth that, I'Il turn it to Conm ssioner Thonpson.

COWMM SSI ONER THOVPSON: Good aft er noon.
d ad to see everybody refreshed after their
break. Either that or it's so hot outside that
no one wants to leave. But it's good to see you
nonet hel ess.

Today, we're going to have a very

i nteresting panel talking about jurisdiction and
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choice of law froman international perspective
and I'mnot going to go ahead and i ntroduce
everybody because | think fromyour agenda you
can see who they are and they represent a | ot of
different viewpoints and I think there's sone
very interesting ones and | want to take as nuch
time as possible to let them speak. But at the
outset, | think we're honored to have Marina
Manfredi, who is the Director of Consuner Policy
for D&4 of the European Comm ssion and | think
she would i ke to say a few words about their
overal |l broad approach to the issues dealing with
consuner protection within the European
comunity.

M5. MANFREDI : Thank you very much,
Comm ssioner. Thank you. First of all, let ne
congratul ate the Federal Trade Comm ssion for the
organi zation of this workshop and al so for having
t he opportunity, for giving the opportunity to
t he European Conmm ssion, not only to submt a
paper but also to participate in the debate. And
may | al so say how interesting we have been these
two days about the quality of the debate, the
substance of what had been di scussed, but also |

woul d say about the procedure which we have chose
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and which is also an interesting nodel for us in
Brussel s.

El ectronic commerce refers trenmendous
opportunities to business and consuners. W have
heard that many tinmes today and yesterday. In
many respects, the realization of these benefits
here in the United States is further advanced as
it is in the European Union wth the exception of
Fi nl and, as you have heard this norning, where we
see in the nmenber states substantial differences
in consunmer use in electronic comrerce between
the nenber states. W' ve seen the figures this
nmorning that M. Serf has put out and the
penetration of e-commerce in Europe is nore or
| ess half the penetration which it has in the
United States.

El ectronic conmmerce, for the first tinme
in history, really opens the perspective for
di rect cross-border business to consuner and
commercial transactions globally. Al though
technol ogy allows themto do so, consunmers do not
yet fully enbrace the gl obal market so public
authorities should contribute to building
consuner confidence in the global and electronic

mar ket pl ace.
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| would |ike to have the opportunity to
expl ai n how the European conmmunity and especially
t he European Comm ssion is trying to address the
chal | enge created by el ectronic commerce for
consuner policy. Perhaps if | could have the
overhead. | only have one page.

First of all, I would like to say a few
wor ds about European Union's role in consuner
protection. Secondly, | will address the
Eur opean Commi ssion's perspective of consuner
protection and el ectronic commerce in general
terms. And thirdly, | would like to address sone
speci fic questions such as the question of hone
country control and applicable | aws.

So, first of all, allowne to say a few
wor ds about European Union's role in consuner
protection. One of the reasons why e-conmerce
protection and consuner policy have been
devel oped is the creation of the single European
market. In a market where consuners and busi ness
are free to transact across border, coordination
of consuner protection standards is required to
el i m nate unnecessary barriers as a result of
differences in rules in the different nmenber

states. More over, for a better functioning of
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cross-border transactions, it's inportant to
encour age consuners to make cross-border
purchases. However, they would only do so if

t hey have sufficient confidence in the conditions
of their participation.

So, one first principle | would like to
stress is that the European comrunity consuner
protection standards not aimat regul ating
cross-border trade, but they are there to
encourage. On the 1st May, it was an inportant
date for the European Uni on because the new
Anst erdam Treaty has cone into force and with the
Anst erdam Treaty, the European Uni on consuner
policy has becone at last a fully-fledged
Eur opean i ntegrated consumer policy.

So, now, it is since the 1st of My,

Eur opean community policy inits owm right. And
t he consuner protection requirenments nust be,
according to new Ansterdam Treaty, nust be
integrated in the definition and the

i npl ementation of all activities and all
community policies. It's the so-called
integration clause, as we say. So, no matter
what European policy in designing and

i npl enenting such policy, the high I evel of
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consuner protection nmust be integrated into such
policy.

Furt hernore, consuner confidence in
cross-border transaction is supported through the
devel opnent of m ni num standards, what we call
the M ninum C ause at European |level. So,
according to the treaty, nenber states are able
to maintain or introduce nore stringent
protective nmeasures. Therefore, to assess fully
Eur opean consuner | egi slation, you should not
only | ook at the European |level, but you should
al so ook at the level in which nenber states
have mai ntai ned or inplenented European
| egi sl ati on.

The second point | wanted to treat was
t he European Comm ssi on perspective on consuner
protection in electronic comerce. There is a
policy initiated through the European Conm ssion
as set out for the first time in overall strategy
in electronic comerce in '97 through a
Comm ssi on communi cation cal |l ed European
Initiative in Electronic Comerce. The key
concept of this communication is, in nmy view the
one to enable. Public authorities should do

everything wwthin their real mto enable
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el ectronic commerce. Fromthe point of view of
consuner policy, we believe that electronic
commerce is not a subject of its own right. 1In
our view, it's just a new di nmension which cones
to bear on the range of policy questions. So,
rather than trying to address specifically

el ectronic commerce, the new el ectronic commerce
di mensi on shoul d be incorporated into al

rel evant policy and issues.

Nevert hel ess, one fundanental question
needs still to be addressed and is that of
consuner confidence. Wat we experience,
especially in Europe, is that consuners do not
yet make use of the possibility offered by the
el ectroni c environment or not enough or not fast
enough. Therefore, public authorities should not
only work to enable the supply side by
elimnating the | egal and physical obstacles and
contributing to technol ogi cal devel opnent, we
shoul d al so | ook at the demand side of the market
and try to enabl e denmand.

Qur policy geared for, intended for
enabling demand i s based on a series of
consi derations which you will find listed there.

Consuners in the online environnent should not be
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| ess well protected than consuners in an offline
environment. The level of protection of the two
nodes of comrerce shoul d be equivalent. This can
be | argely achi eved by applyi ng exi sting consuner
protection rules and principles on that online
environ only if and where online environnent
makes the application for enforcenment of existing
rul es i npossi bl e or where such application would
not deliver equivalent results, action should be
taken. And on that, we are at present conducting
a study | ooking at the corpus of existing

Eur opean consuner | egi slation and exam ning the
applicability of all these applications to the

el ectronic environment. We will have the results
at the end of the year and then we shall be able
to assess the necessity to fill possible

| oophol es, if necessary.

Consuner policy is not the synonym for
consuner protection legislation. | would like to
stress that. Consuner policies should ensure that
consuners have an objectively justifiable
confidence to act in the marketplace. Confidence
is aresult of a conbination of factors including
consuner information, education and awareness,

good marketing and busi ness practices, access to
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redress, codes of conduct, self-regulatory
initiative and finally, governnment regulation.
In the same way as cross-border activity by
consuners within the European Union nmade it
necessary for the consuner protection at the
Eur opean | evel, we believe that to enable
cross-border activity by consuners at gl obal
level, it's necessary to coordinate policy at
i nternational |evel

Probably even nore inportant than what
rules, either legal or self-regulation should
apply for electronic comerce, the inportant
thing is how they should be applied and how t hey
can be enforced. W' ve heard a | ot about that
yesterday and this norning. And also this, how
it should be applied and how it shoul d be
enforced, all this requires international
coordination that's and cooperation. The
cooperation and coordination is in the interest
of both the business comunity and consuner.

In a gl obal marketplace, there should be
no substantial variations in consuner protection
requi renents. Businesses offering goods and
services across borders should not be confronted

with rules and expectation with which they are
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conpletely unfamliar in the sane way consuners
buyi ng across borders should be able to rely on
the essential elenents of consumer protection
they are famliar wth.

Consuner protection is an inportant
di nension of all of the stages of the business to
consuner commercial relationship, ranging from
commerci al comunication to over pre-contractua
i nformati on and di scl osures, contract
i nformati on, paynent, delivery, guarantees up to
sale and ultimately redress. Consuner confidence
policy should cover all these stages as

confidence is only as strong as the weakest I|ink.

Let me now refer to sone specific points.
Much attention has gone to the recent

Comm ssion's proposal for a directive of certain
| egal aspects of electronic commerce in the
single market and its home country control
principle. My | say that this Comm ssion, these
proposal s has been put forward by the Conm ssion
at the end of |ast year. The European Parli anent
has just conpleted its first reading, its fill-in
first reading at the level of the council and so,

t he European Uni on deci si onmaki ng process i s not
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concl uded yet. But the proposed directive shoul d
be seen in conbination with the whol e range of
Eur opean community or provision.

This is not the directive governing the
Internet. It addresses a nunber of specific
probl ens that have been encountered with regard
to electronic commerce within the European Union
that were not addressed and were creating
barriers.

The directive conmes on top of a whole
sect of other rules that harnonize at European
level. It is because of existence of this |evel
of harnoni zation and integration that the hone
county principle is proposed. So, the hone
country for principle is a fundanental concept of
Eur opean community integration. That nmeans that
t he concept nmust be | ooked at in the context of
t he single European market. The notion is,
however, often confused with a question of
applicable | aw and confi dent forum

The notion of home country control refers
mai nly to which country and authorities are
responsi bl e for supervising and controlling
service providers and which public |laws the

service providers should conmply with. This
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consent is loosely linked with that of

har noni zation of |egislation and nut ual
recognition. On the basis of the respect of the
rules of their home country, businesses are free
to offer their goods and services across the

Eur opean Uni on and host nenber states may not
l[imt this by requesting, for exanple, of
specific authorizations or conpliance, also
within their national provision. So, hone
country control is thus reliance on the standards
of the country on which the service provider is
est abl i shed.

A Nunmber of areas |ooking at the
directive on certain | egal aspects on electronic
commerce, a nunber of areas are excluded fromthe
scope of directive and fromits hone country and
principles. These excluded areas concern mainly
the areas where the |level of market integration
and harnoni zation is not sufficient yet to
justify the mutual recognition between the nenber
states of each other's provision or as
equi valent. So, contractual obligation
concerni ng consuner confidence are covered by
this exception.

Al so excl uded are sone areas where
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exi sting coomunity |l aws specifically foresees

el ements of host country control. For exanple,
in the financial services area. |In addition,
menber states may still be in conpliance with

particul ar provision on the grounds of public
heal th or consumer protection in general and a
directive foresees a specific authorization
procedure for this.

In short, on the basis of a sufficient
| evel of harnonization, nenber states recognize
each other's rules as equivalent. On the basis
of this recognition, businesses benefit from honme
country control. Home country control is
primarily a question of supervision. It is a
fundanmental principle we adhere to within the
European single market. | do not believe that
home country control as a basis for free novenent
i n European Union can work at the international
| evel as there is no sufficient |evel of
har noni zation to justify this.

So, home country control does not
necessarily nmean that applicable | aw of the
conpetent forumis that of the whole country and
| would i ke to say a few words on that. Because

the question of applicable lawis a different
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subj ect, especially within the contractua

rel ati onship. The principles governing
applicable | aw and conpetent forumw thin the

Eur opean Uni on are not addressed by the proposed
directive. They are set out in the Ronme and
Brussel s Conventions and the draft directive does
mention this principle.

Thi s convention set out general
princi pl es and specific exceptions. For exanple,
Wth respect to consuner policy. As far as the
applicable role, it's a Rone conventi on which
deals with the question and the basic principle
of the Ronme Convention is that parties are free
choose which law they would like to apply to the
contract. Apart fromthis principle of freedom
of choice, the general rules is that the contract
is governed by the |aw of the country with which
it has the cl osest connection.

Cl ose connection is determ ned by the
guestion of the characteristic performance of the
contract. In a contract of sale, the
characteristic performance is the delivery of
goods or services by the seller. So, the
applicable law is usually that of the country of

the seller.
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As far as the conpetent forum it is the
Brussel s Convention which deals with the issue
and the basic principle of the Brussels
Convention is that the conpetent court is that of
the defendant. But, as regards consuner
contracts, however, both conventions contain an
i nportant exception. In determ ning applicable
| aw and conpetent forumin consumer contacts, a
sol ution based only on the choice the parties is
not convincing. Consuner contracts tend to be
contracts by adhesion. Therefore, consuners have
no i nfluence on the contract provisions and one
can hardly tal k about free choice.

The EU nenber states have therefore
sought to ensure certain protections for
consuners. In this respect, roguely speaking to
oversinplify matters, a distinction is nmade
bet ween active and passive consuners. Wen a
consuner enters into a contract because the
sel |l er approached himby neans of a specific
offer made in the consuner's country or
advertising, a choice of |aw not deprive the
consuner of the mandatory rules of the country
whi ch he resides.

Mor eover, when the parties have not
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chosen an applicable law, it is |law of the
consuner's country that applies. Wen a
consuner, however, on its own initiative, for
exanpl e, not in response to advertising or a
specific offer made in his country, enters into a
contract with a supplier in another country, this
protection does not apply.

Simlar principles are set out in the
Brussel s Convention. \Were the consuner is only
passive, he may bring the case before the court
in his country, even if he is the plaintiff and
he can excl usively be sued before the courts of
his country. W believe the approach in the Rone
and Brussel s Conventions |leads to a fair bal ance,
establishing that the applicable law is al ways
that of the business country would be unfair on
consuners. Simlarly, it would be unfair to
business if the consunmer's |law were to apply in
all situations. |It's interesting to know that
there is revision being done to the Brussels
conventions and menber states have been
negoti ating on nodification fromthe Brussels
Convention itself and one of the anmendnents
concerns the provision of consuner contract.

This amendnent ains at clarifying the rules |

For The Record, Inc.
(301) 870-8025



262

just nmentioned in a way that the conpetent forum
is also the forumof the consunmer of contracts
are concl uded el ectroni cally.

To illustrate perhaps distinction between
home country cell and applicable law, | would
like to give an exanple. The issues can be
conpared to the use of a driver's license. n
t he basis of harnoni zation, nenber states
recogni ze each other's driving Iicenses and the
authorities view themas a equivalent. This
means that somebody who has, for exanple, an
Italian driver's license, as | have, can drive
around in any country of the European Union.
However, | nyself, with ny Italian riding
license, | go, for instance, to the United
Kingdom ny Italian driver's |icense does not
give ne the right to drive on the right-hand side
of the road. | would have to conply with British
traffic rules and to drive on the | eft-hand side
of the road. So, obtaining a driver's license is
a matter of control and supervision. Therefore,

t he exi stence of hone country control is
justified on the basis of mutual recognition.
The way in which you drive is nore conparable to

the question of applicable |law. For exanple, how
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you conclude the contract and what right and
obl i gati on what you have.

Let me concl ude, Conm ssioner, and |'m
sorry that perhaps | took nore tinme than | was
allowed to, but | would like to sunmarize ny
presentation by expressing four basic points that
one can keep in m nd.

First of all, electronic commerce is a
nore a horizontal fundanental dinension of
exi sting policies, not so much a policy of its
own right.

Secondl y, European consuner policy is
focused on enabling cross-border consuner denand.

Thirdly, there should be equival ence
bet ween the protection online and the protection
af forded of fline.

And fourthly, home country control is a
typi cal concept for a single market. It is such
not extendable to the global level. It is also
quite different fromthe question of applicable
| aw and fromthe question of the common | aw.
Thank you very nmuch for your attention.

COWM SSI ONER THOWPSON:  Thank you. |'m
trying to figure out what side of the road |
shoul d be driving. | thought we m ght begi n by
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gi ving our perspectives on a fairly sinple
guestion and that is, and this way we can hear
froma range of people on the panel. Are there
specific |l aws or agreenents governing
jurisdiction for consuner protection purposes in
your country? Professor Matsunoto.

MR. MATSUMOTO  Thank you, Conm ssioner.

The answer is quite sinple: No. W have, of
course, sone statutory provisions on choice of
| aws and jurisdictions, but those are not
touchi ng on the consuner protection issues. But
sone scholars insist that we should have the
simlar |law as the European Union has. For
exanpl e, the mandatory | aw of the consuner,
consuner's residence, countries should be
appl i ed, should supersede the agreenent on the
choice of |aws, but those opinions does not cone
to the consensus anong the | awers.

COWMM SSI ONER THOWPSON: What happened to
t he UK?

MR. BOND: Thanks. First, | shall just
like to thank you very much for asking nme here.
|"mvery grateful for the opportunity to take
part. Thank you.

VWll, in the UK, we've enacted in
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| egi sl ation the Brussels Convention and the Rone
Convention, which Marina has just outlined, so we
have those provisions in our law. That's broadly
it. In addition, of course, as Marina knows,

al so explained we're currently negotiating the
directive on electronic commerce which would, if
it went through as drafted, have an effect which
you woul d have to inplenent in our law on, to

i ntroduce hone safe control in public |aw area.

COW SSI ONER THOWMPSON: M chael ?

MR JENKIN: Well, we're a little bit
different, | suppose, being |ike your country at
federation, so provinces are sovereign in the
area of setting contract, the |egislation
governing contract law largely. It's an
interesting problemthat we faced for quite sone
time in the sense that there is not a | ot of
jurisprudence or lawin this specific area, even
within the federation itself, never m nd outside,
al t hough being sort of a mni situation where
you' ve got the sovereign entities within one
county. It's analogous to an international
envi ronment .

There's a couple of interesting things

that | think that are worth nentioni ng about
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that. Only one jurisdiction deals with the issue
t he application of consuner |law, and that is the
Quebec, which does insist that their jurisdiction
and their laws apply as to consuners or signing
contracts. In the rest of the country,

| egislation in each province is not that explicit
or clear although reciprocal judgnents can be
recogni zed within other jurisdictions.

The interesting problemis that, quite
frankly, that rarely happens in terns of consuner
suits that are brought because it's very
expensive to do. You have to get a judge either
in your own jurisdiction and then get it enforced
i n anot her which requires another court hearing
where you have to actually go to the other
jurisdiction, which involves hiring | awers,
going there and so forth. The consequence of
that is that consunmers who seek redress in the
law only do it in very extreme circunstances and
very large suns of noney which, frankly, excludes
a | arge nunber of cases that happen on a
day-to-day basis and, frankly, wth respect to
the Internet, don't really address the vast
maj ority of purchases and so forth, transactions

that go on there.
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For that reason, we feel quite strongly
that the issue needs to be addressed through
getting at not so much the legal side of it, but
the kind of voluntary standards and principl es
t hat have been, are being devel oped with the
CECD, for exanple, in which we're working on
donestically as well, and that is to get a
consensus on broadly speaking what's the
appropriate kind of information which we should
provide to the consuners on the Net, what
represents appropriate and good contract
formati on and how do you seek redress. Because,
for practical purposes, froma consuner point of
view, those would be the inportant issues. (oing
to court and having |aw explicit about that,
frankly, is something that very few consuners can
afford to exercise.

COWMM SSI ONER THOWPSON: Woul d you agree
with that? Louise?

MS. SYLVAN. Yes, | would agree. To
answer your question, the answer from Australia
woul d be technically no. Pragmatically, the
answer is that the framework of |aw that we have,
this is specifically for consuner protection, the

contracts between a business and a consuner, we
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have a federal jurisdiction nmuch |ike Canada with
the states having jurisdiction in relation to
consuner protection activity, but the lawis
actually enacted at the federal |evel and the
state laws are mrror laws as we call them They
mrror the law at the federal |evel so every
single state has precisely the sanme consuner
protection |aw w thout variations.

Now, in terns of enforcing your rights in
anot her jurisdiction than the one you live in,
the Australian system has gone very much down the
track of not proceeding to litigation, if at al
possible. Litigationis only entered into if the
suns of noney are very substantial. Each of
jurisdictions has |ast a consuner clains tribunal
and in these tribunals, you can take natters up
to, | think it's now $10,000 up to $15,000. It
slowy goes up year by year. In those
jurisdictions, they are run by the governnents.
The consuner clains tribunals have appoi nted
arbitrators and for the sumof, you know, $20,
$30, consuner goes to the consuner clains
tribunal. The business cones. No |awers are
permtted to be present and the matter is

adj udi cated at very small cost and very quickly.
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So, it's very quick and cheap justice and both
busi ness and consuners love it.

COW SSI ONER THOWPSON:  What does the
ACCC t hi nk about it?

M5. SYLVAN. The ACCC thinks it's great.

COW SSI ONER THOWPSON: Wl |, let's hear
what Jacki e has to say.

M5. SYLVAN: Don't you, Jackie?

THE COW SSION:  You know, it's also
hel pful if, I knowI|I'mreferring to you by your
first nanme, but at least for the first tine
i ntroduce yourself here so everyone can see.
It's very hard to see these signs.

M5. PEARCE: Gkay. M nane is Jackie
Pearce and I'mfromthe Australian Conpetition
and Consumer Conmmi ssion and that's the agency
that actually adm nisters our Australian | aw or

trade transactions that Louise was tal king about.

M ght as well nmention firstly before I go
on to the Trades Practices Act, is also another a
nunber of initiatives in Australia at the nonment.
At the federal level, there's an electronic
transaction bill. That doesn't | ook at the

specific | evel of consuner protection that is in
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the Trade Practices Act, but it does outline a
nunber of other things to do when you can't offer
t he next segnents and seeks just the electronic
signatures and so on. That is a mssion that's
inthe bill stage.

In Australia, we're also keen supporters
of self-regulation and the Internet Service
Provi ders Associ ation of Australia has actually
recently devel oped their own code of conduct,
whi ch includes, anong other things, a Consuner
Protection Division that apply not only to
| nternet service providers, but also to vendors
on the Internet. That's a voluntary code, but
the Internet Industry Association is quite a
wi despread industry association and wel |
represented and the ACCC is also quite keenly
supporting involvenment in that code by industry
menbers.

The other thing I mght quickly nention
is that the Consunmer Affairs Division of our
Treasury Departnment has al so devel oped pri nci pl es
for consunmer protection electronic comerce which
are very simlar to the CECD principles, and they
al so have a very keen consuner education

responsibility there.
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As far as the Trade Practices Act goes,
our perspective is that the consunmer protection
provi sions apply just as nuch as they do offline,
online. So, the ACCC is quite keen to pursuing
enforcenment action when there is a potenti al
breach of the Consunmer Protection provision. In
fact, we are super keen where the parties
i nvol ved seemto be cross-border, particularly
where there has been conduct in Australia and it
seens that the parties have fled to other
jurisdictions in order to avoid their
responsi bility.

Just a recent exanple, we've, well, it's
still on going at the nonment. Actually are
taking enforcenment action in relation to a
conpany that is set up in Venawatu (phoneti c)
that is in relation to a pyramd selling schenme
on the Internet. Now, that's an interesting
exanpl e of a case where it's inportant to be able
to assert Australian jurisdiction and choice of
law. In fact, our enforcenment team has had quite
a nunber of difficulties in pursuing that case.
For instance, just before | got over to Venawatu,
the night before, | think, before the case was to

be heard about the inposition of the registration
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of an injunction, freezing the assets of the
conpany, there was actually an ex parte
application | odged with the judge the in chanbers
as our people were on the plane on the way over.
So, it seens that, of course, things are done
differently in differently jurisdictions and
that's one of the major problens that we've
encountered with those sorts of jurisdictions.
But just one other exanple on the other
side of the coin is our recent enforcenent action
in cooperation with the U S. Federal Trade
Comm ssion. W recently did a ot of work on a
case called Internick which involved a domain
name regi stration. That involved a conpl aint
that came fromthe U S. About a conpany that had
set up the nmain nanme Internick, | can never get
themright,.comor .net, the original one being
the Anerican side. Oher one being nore or |ess
a broker for Internet domain name registration.
Because in the simlarity of the nane, there is,
of course, alleged m sl eading, deceptive conduct
there, we've recently been able to get a real
good outcone there as well and that was a based
on good cooperation between the U S. And

Australi a.
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COWMM SSI ONER THOWPSON: Wl |, Morton,
what happens in Norway?

MR. FOSS: By the way, ny name is Mrten
Foss. [|I'mrepresenting the Eclipse Project which
is an EC-funded project that supports assistance
to the European Commission. It's also related
el ectronic commerce. |'ma research fellow at
the University of Gslo but actually I'm not
representing Gslo a this tine, so ny tag reads is
not right actually.

Anyway, | wanted to, instead of
di scussing the situation in Norway, to discuss
the situation within Europe. And the situation
there is that you have to make a distinction
between private | aw and public aw. The Brussels
and the Rone Convention, as former nentions, only
applies in cases of private law. If the matters
are concerning public law, for exanple, tax
guestions, then the courts will assune
jurisdiction if the case in question falls
wi thin the scope of the public provisions over
that country's own donestic |law. So, that
depends on the interpretation of the specific
provi si ons.

Now, turning to the issue of private | aw
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Here, you have two possibilities. As a
starting point, the part of the international |aw
is part of the each country's own donestic set of
rules. However, in Europe, there are also, to a
great extent, been nade the conventions; that is
to say, international agreenents, and two
di nensi ons; nanely, Brussels and Rone
Conventions. In addition, we have sone nore
whi ch al so has inportance.

Concerning issues over jurisdiction, the
two nost inportant conventions are the Ugano and
t he Brussel s Convention. However, these
conventions only apply when both the plaintiff
and the defendant are domciled within the
(1t naudi ble.) In consunmer cases, there are one
exception fromthis starting point and that is
Article nunber 13, second part of which states
that if a defendant dom cil ed outside the
convention area has a branch, agency, or other
establishment within the convention area, then he
may be sued in the courts in the Wstern Union,
Western Europe. And the question is whether a
Web site can be considered a simlar
establishment. And that m ght be | aughed at at

the begi nning but actually if you see how easy
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conm ssion, excuse ne, how the easy court has
interpreted that provision, you will see that Wb
sites actually fit under the descriptions over
what can be considered simlar establishnent.
So, that woul d nean that Anmerican busi nesses
conducting business by a Wb site in Europe nmay
be dragged into courts in Europe.

Now, turning to choice of |aw questions.
Here, the European Union are nenbers to the Rone
Convention. This nmeans that in every case that a
dispute is to be settled by a court inside the
Eur opean Union, the judges will apply the Rone
Convention. However, within the European Free
Trade Area, this is not the case because they are
not allowed to becone contract parties to their
own convention. So, here, other provisions wll
be, or other set of rules will be applied.

| can nention the Hague Convention of
1955. This convention concerns international
purchases on goods and that's exactly what's a
| arge anobunt on the business on the Internet is
about. And so, in many cases, you wll find the
Hague Convention of 1955 will be applied and this
wll also be the case within the European Union

because this convention has precedence on its own
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feet over the Rome Convention. So, the situation
is quite clear concerning choice of law. That's
the brief.

COW SSI ONER THOWPSON: | think that you
raised a few issues but before | go into them
maybe Debra can explain exactly what does happen
here in the U S

M5. VALENTINE: |'Il try to be brief
since | think nost of you were subjected to a | ot
of this this norning and if | were a business,
|'d be starting to panic right now actually just
listening to these rules descending on ne and al
these different |aws.

To qui ckly recap, we obviously have
federal consunmer protection |aws and state
consuner protection laws. To sone extent,
they're not --

COWM SSI ONER THOWPSON: One second.
Hanns, are you okay?

MR GATZ: |I'mfine. Yes.

MS. VALENTINE: In certain ways, they're
not that different fromAustralia in that,
al t hough not perfect mrrors, many of the state
|aws are essentially equivalent to the federal

| aw.
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When we get to who can actually exercise
jurisdiction, we start with two basic rules.

One, have you as a business purposely avail ed
yourself of the forun? Have you purposely
created contacts sufficient that you actually

m ght expect to be hauled into court? And then
there's sort of traditional notion of justice of
fair play attached to it, too, and that question
beconmes is it fair for you to show up before this
court?

Now, what | think we're ending up hearing
is that when you are nmaeking sales, and | guess
this is what we just heard about the EC, into a
jurisdiction, whether it's through the Net or
ot herwi se, courts will be willing to exercise
jurisdiction over you. The nushy area is that
m ddl e area that we heard about this norning, the
interactive sites. And here again, it's going to
be a sliding scale or a spectrumthat will sinply
depends on the extent of the context, the extent
of the interactivity with the forumand the
commercial nature of those context.

But in a funny way, when we get to the
Net, | actually think that the good or bad news

is that any country can be exercising
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jurisdiction over you if the intensity of your
contacts and sales in that jurisdiction are
enough to neet sone fundanental concept of
fairness. So, what really is going to becone the
question for us | think is the choice of |aw

And since you didn't even understand what it was
the EC, | certainly amnot going to be able to do
it and I'"'mnot sure that a business woul d.

So, one thing |I'mwondering, | nmean, one
thing if we go to U S. Choice of law, that's
sonmewhat striking, is that whether we tal k about
a thing called the restate, the first restatenent
or the second restatenent. Choice of lawis in a
strange way, very geographically-based. It
started out tal king about the place of the
contract, where the contract was signed or in
tort law, the place, the I ex locus delicti, where
the tort, the bad act occurred. These are such
physi cal concepts that, in a sense, they do
beconme funny when we start thinking about themin
cyberspace on the Net.

And so, | guess what |'ve been trying
listen for today is nore how simlar are our
|aws? | do hear us all saying we think that the

sane protection should be available online as are
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avai lable offline. | think | hear a us saying
sonet hi ng about no, people should be able to have
private orderings and private contractings, but
in the business-to-consuner context, |I'malso
heari ng another thene or refrain about well,
maybe we shoul dn't, though, be oppressively or
unfairly denying consuners in their law of their
jurisdiction or a law that they're used to or
sonething that relates to their expectations.

Maybe |' m hoping where we'll go, | don't
know if you're going to go there or not, is how
in the international context can increasingly
har noni ze our laws so we don't get into this
crazy question about whose | aw applies? And our
| aws start looking a lot nore simlar or we have
sonme simlar m ninmm standards.

COWM SSI ONER THOWPSON: Hanns, what did
you think of this? |Is this troubling? Is this a
direction you' d i ke to see?

MR G.ATZ: Well, first of all, let ne
i ntroduce nyself here. |1'mHanns Jatz from
Dai m er - Chrysl er but what brought nme really here
is ny function in the global business dial ogue on
el ectronic commerce that David Aaron was speaki ng

about it yesterday. And this global business
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di al ogue not only addresses inportant questions
like jurisdiction but also the working group
cal |l ed consuner confidence. | have the great

pl easure of chairing the exercise and that's why
"' m here.

Now, | choose to you that business not
only wants to | ook after its own selfish
i nterests, business also wants to make sure that
they find a partner for doing electronic conmerce
and therefore, as we have heard over the last two
days, w thout consuner confidence, the whole
story doesn't nmake any sense.

Now, jurisdiction is certainly an
inportant element inside the field of consumner
confidence and we haven't arrived at any forma
conclusions here in the GBDE but | would say
there are three principles in the field from
which to start. The one is, and they are al
obvious. The one principle is we shouldn't deal
with offline business in a different, we
shoul dn't deal with online business in a
different way than offline business except if
there are serious reasons to do so.

The second is we should try to apply

whenever the rule of origin or the honeland rule
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or whatever you want to apply that, we'll cone to
that in nonent. \Wy?

And thirdly, we should | eave the
contracting partners the choice of law. And
again, | would say why?

However, as was explained to you in
detail, and you have full know edge now, we are
not living in a legal vacuum There is a set of
rules that is sonetinmes in the way and sonetines
pronoting these principles.

Let me start with the rule of origin.

One inportant elenment for any contract is the
place in the jurisdiction in which this contract
is transacted. Once you know that, you have

al ready the answer for a |lot of the questions.
Now, | ooking at Internet contracts, you have, of
course, the Wb site and then you have sonebody
knocking on that Wb site and saying, | want to
conclude a contract. So, | cannot agree with the
assessnment that having a Wb site on a conputer
in Germany nmeans that it's the same thing as if |
woul d put the poster glued against the wall in
CGermany because gluing up the poster is a
del i berate action to put sonething on the wall in

Berlin. Having a Wb site appearing in Germany
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is sinply because sonebody enters Internet.
Therefore, the Wb site is such normally, is a
passi ve way of presenting ny services as a vendor
and the custoner who voluntarily opens the Wb
site comes here and says, | want to buy fromyou
the m crophone or whatever, is the active part.
Therefore, in nost of these cases, clearly the
contract is concluded under the jurisdiction of
vendor and we just have to be sure that we know
when the vendor is established, to which
jurisdiction is established.

Now, there may be cases where | as a
vendor decide that | want to be active, that |
start e-mailing people offering ny services and
then I'mready to discuss whether in this case
the contract woul d have been concl uded under the
jurisdiction of the purchaser.

Anot her rul e, another reason why we are
insisting so much on the rule of origin is that
for smaller conpanies, it is absolutely
i npossi ble to know that jurisdiction and the | aws
of all the countries in the world where sonebody
may enter their Wb site. Sonetinmes we woul d
really deprive the consunmer of the possibility of

buyi ng, for instance, a product with a shorter
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warranty period a at lower price if it's always
case law that applies to him just to bring you
two exanpl es.

This also brings ne to the choice of |aw

Why should it not be possible for sonebody in a

country with very Iow |l evel of consuner
protection to cone to agree with the vendor on a
law that is nore interesting for hinf Bringing
anot her exanpl e than the one | just brought where
a lower level may reflect in price. So, | think
we shoul d not always | ook upon the choice of |aw
as sonething that is inposed by the vendor on the
custonmer. It should also be his responsibility.

O course, when you subscribe to that, we
are ready to provide information or there are
commerci al businesses or governnents. | nean,
the British governnent, for instance, they
provi de or pronote systens which provide
information to people so they are not blindly
subscri bing to.

And the final point, final point still to
the rule of origin, and it was nentioned here.
|f, for instance, a custonmer, a consuner has to
sue a vendor in the place of the vendor, say a

German in the United States. And he woul d sue

For The Record, Inc.
(301) 870-8025



284

himina US., in a Europe court and the |aw of
the custonmer would apply. Can you imagi ne what a
U.S. Court would do with German | aw? How
conplicated that process would be? | think we
shoul d avoi d, whenever possible, to make forum
apply a different |law than the one which they
know. Those who have to do with international
private |law, they know exactly low difficult it
is. So, therefore, there are two or three

pri nci pl es.

Onl i ne business as nmuch dealt wth as
offline business, if there is a difference, then
do a specific law, and for the rest, the rule of
origin and the possibility for the two parties to
agree on their |aw applied.

Now, we do not want to change all the
| egi sl ation that was di scussed around the table
but our strong desire is that if there's any
further |egislation envisioned, it should follow
the principles and existing | aws should interpret
it according to those principles.

COW SSI ONER THOVPSON:  Pr of essor
Mat sunot 0?

MR MATSUMOTO  Yes.

COWMM SSI ONER THOWPSON: What do you think

For The Record, Inc.
(301) 870-8025



285

about those principles?

MR. MATSUMOTO  The principles are
interesting but with the understanding
jurisdictional issue or choice of |aw issues has
no inportant play in consunmers in Japan because
as | said before, in Japan, we don't have any
statutory provisions on the jurisdictions or
choice of laws in consuner contract cases. Then
how about the case | aw? How do you deci de on
t hose cases? W have no case. Wiy? No consuner
woul d sue those business in foreign countries.
In Japan, as the Canadi an agreed, said in Japan,
the suit cost a lot of noney and tine and our
court systemis not user friendly, not consumner
friendly and the parties, each party has to pay
the attorney's fees and no punitive danages, no
trebl e damages, and no group action, no cl ass
actions. And so, even if we have, say, very
favorabl e to consunmer a rule of jurisdiction or
choi ce of |aw rules, consunmers would not, can
make use of this.

And then what should we do or what have
we done? We devel oped the out-of-court
settlenment schenmes. There are two |ines of

schenmes. One is those | ocal governnent-sponsored
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court settlenent. Qut-of-court settlenent
schenes. The other one is industry-sponsored
one. And those alternative dispute sort of
mechanismis so far used to settle those donestic
di spute questions, but in an e-commerce, Japanese
consuner have easy access to those phony business
across-border. And we expect the nunber of the
troubl es the Japanese consuner faced in those
contracting with those phony busi ness, we need
sone schene of the cooperation of those
alternative dispute settlenent mechani sns,
i nternational corporations or sone international,
the alternative dispute settlenent nechani sm and
that was (inaudible.)

| am pl eased to announce that next My, a
year after, Japan will host the annual neeting of
the International Standards Organi zations of
Comm ttee on Consuner Policy Conmmttee,
| socapul co annual neeting next year, year 2000,
May in Kioto. And the first day of the annual
meeting wll be devoted to the watch of consuner
protection in the globalized market and so far,
the Isocapulco is involved in many initiatives
for consunmer protections in standardized areas.

For exanple, the Australian initiatives, they are
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doing in the area of standardi zation of claim
handl i ng and i ndustry-sponsored di spute
settlement and Code OF Conduct. And also, in the
Canadian initiative, standardi zati on of personal
data protections.

So, Japan would like to pronote those
novenent forward. And we'd like invite the
statehol ders into that workshop a year after.

COWM SSI ONER THOWPSON: Wl |, thank you.
Even if they didn't have a workshop, Kioto is a
great place to be. But follow ng up on sonething
now, because M chael, you tal ked about principles
and | think Hanns, you began to focus on them
' msure that Louise has a few of them

M5. PEARCE: Thank you very much. |
actually would like to get back to basics in
terms of what we're doing here. W're talking
about consuners trustingly being able to shop on
the Web and feel that they are reasonably
protected, and |I'm not tal king about advertising
rules. |'mnot tal king about being able to
broadcast into various countries. Wen |I'm
tal king country of origin, I'mtalking about
strictly consuner protection narrowy defined.

And if country of originis the rule, then
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fundanental | y aski ng consuners to try to take

| egal action in a another country's jurisdiction
that they don't know, may not speak the | anguage
of so on and so forth is basically, | think, to
start denying themredress. And | think if you
deny redress to consuners, you start to build an
enor nmous di strust of what happens in relation to
e-commerce and | don't think any of us want to do
t hat .

Let me deal with the alternative which
is, of course, choice between where, you know,
where the contract occurs, choice of law. |If you
put up that statenent that we had this norning
whi ch said, you know, the country, that the | aw
that applies is going to be that of Foreignland
and you ask consuners hopefully at the beginning
of your Web site, not at the end of your Wb
site, to agree to that, let's just take a | ook at
what that means when a custoner faces that Wb
site.

" m | ooking at that and it says the
appropriate country here is going to be Zi nbabwe.
And | say okay, that's very interesting. What

l"mrequired to do as a consuner is to try and

track down the consuner protection law in that
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country, cone to terns with it, understand it,
and make nyself in an infornmed way, able to take
the decision that | should be willing to accept
that that is nmy consuner protection jurisdiction.

Now, it is actually relative easy to find
out what the consuner protection |aws in Zi nbabwe
are. There aren't any. So, that's really a
sinple decision for ne to nake. But let's put
it in a nmuch nore realistic term Let's say
that, in fact, it says that the lawis going to
be in the United States. Now, the United States
has sone pretty conplex laws. Again, the
econom ¢ transaction costs to ne as a consuner
and be willing to accept that as the country's
law is quite substantive if | want to do that in
a reasonable way. Wrse than that, if you take
the U S. As the exanple, | mght be willing to
make a little transaction in the U S If it's,
in fact, a reasonably big transaction, | probably
woul dn't want that to be ny jurisdiction because
this is a highly litigious jurisdiction. | would
probably not want to be here by choice. So,
that's sonmething to consider.

And | think country of origin fails as

well to deal with other issues that we're not
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t hi nki ng about. If | choose to buy a book here
inthe United States and | use ny credit card and
you say the |aw applicable is the United States
and | want to use your chargeback provision, ny
credit card conpany, which ny conpany is in
Australia, is going to say no way, we don't have
chargeback and you can't apply the U. S. Law. You
contract is with me. Country of origin doesn't
sol ve those probl ens

Now, for all of those reasons, | think
reasons of just basic fairness, that's what we're
tal king about. | don't see too nmuch alternative
to two things. One, it has to be what the
consuner can actually reasonably take action, or
two, and this has been proposed by a | ot of
people. | think we should think about it
seriously, that we do |ook at how simlar our
laws are and try and see what we can harnoni ze in
terms of consuner protections. That way,
busi nesses have certainty of facing nore or |ess
the sane set of |laws and we al so | ook at the
t echnol ogy giving us sonme possibilities for an
| nt ernet onmbudsman to which all countries can
bel ong that would really resol ve sone disputes.

Smal | disputes. Not really big noney disputes.
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The smal |l disputes that consuners have with
traders.

COWM SSI ONER THOWPSON: Marina? | just
heard a new position created here.

M5. MANFREDI: | would like to build on
that and also to caption what Debra said about
this idea of harnonizing further, harnonizing at
a higher level, common respective |evels of
consuner protection because | think that this is
one of the possible answers |ooking to the
future. And | think that we do have
possibilities already on the table. | think that
the work that is being done in the OECD sets the
path, | would say towards further cooperation.
But corporations should not only concentrate on
princi ples and on | egi sl ation.

The nost inportant | think the discussion
of these two days have shown is cooperation
wi thout Iimtation and enforcement and | think we
should really seriously look into that. Also to
exam ne whether we need new institutions, if
needed. Do the present institutes, existing
institutions |l eading with corporation
enforcenment, do they work? Should they work

better? For instance, we are revanpi ng at
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Eur opean Uni on | evel the experience of
cooperating nenber states enforcenent authorities
within the IMSN, which is the Internationa

Mar ket i ng Supervision Network. This is an

exi sting body which can be used for international
cooperation on enforcenent.

So, we should | ook forward to see whet her
we can rmake use of the existing bodies or perhaps
think nmore, | don't know, forwardly and i nagi ne
and refl ect together whether we need new
institutions at international |evel. Because |
think there is also a new role for consuners or
consuner's representatives in this gl obal
di scussi on because now with the future and new
round of the WIO and the role that the consuners
will have, | think it's very inportant that in
all nations and all our states and al so at
regional level and at international |evel,
consuner's voice are heard and are coordi nat ed
and we are very pleased wth the results of the
present dialogue, transatlantic dial ogue which is
started since one year, and | think this is one
of the answers.

W would like to broaden this dial ogue at

more national | evel because issues becone nore
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and nore global. | think Internet and e-comrerce
is not only the only gl obal issue chall enging
facing consuners. | think we deal in Brussels in
our directive journal for consunmer protection not
only with the protection of the econom c interest
of consuners, we also deal with health and
safety. And in the health and safety, in the
food safety area, in the newissues |like ethica
trades, social trades, GVMOs, | think there is
scope for international corporation also with the
active presence of consuners.

COW SSI ONER THOWPSON:  Martin?

MR. BOND: Thanks. [1'd just like to pick
up on a couple of points because we've been
tal king just now about redress in private |aw
cases and a bit about public law regulation. In
the light of what Louise said about jurisdiction
and applicable law and the problemof going to
court in a foreign state, | do think that
jurisdiction is the key. Certainly, if we want
consuners to be buying val uabl e over the
Internet, then they're going to want better
assurance on the question of jurisdiction.

Havi ng said that, though, just before

this section, downstairs we had a rather
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depressing prognosis, | think, for the Hague
Conference but certainly we woul d encour age
people to maintain an interest in that because --

COMM SSI ONER THOWPSON: The heart is
still beating.

MR BOND: -- It's worth another go.
Yes. Marina nentioned harnoni zati on and anot her
point I wanted to nake in the public role area is
| think regardl ess of what we do, electronic
commerce will shine a nmuch harsher 1ight on
di sparities between national |aws. Wether we
have a directive in Europe on e-conmerce or
what ever happens, that wll take place and say |
think we need to think very much harder about
codes of conducts and certainly, we're doing that
in UK And as you know, we are taking a ful
part in the discussions in the OECD gui delines,
but what we would like to see is whether there is
scope for nore international cooperation on codes
of practice because, | nean, it's been said a
nunber of tinmes over the past couple of days that
it's really too anbitious to expect harnonization
of national |laws at the international |evel.

Now, the word "go" on things |ike the

guidelines is a start, but we do think we should
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make sone qui cker progress if we | ook at codes
generally as a solution to that problem

COWM SSI ONER THOVPSON: Does that al so
include in your eyes an increased opportunity for
bil ateral discussions?

MR BOND: It doesn't rule it out. W
are already having those talks, yes. It doesn't
rule it out at all. But | think fromthe
consuner's perspective, if you have the potenti al
to buy from any nunber of countries, certainly
any nunber of devel oped countries, then you're
going to be | ooking for sonmething that is broader
i n scope.

COWMM SSI ONER THOWPSON:  All right, Hanns.

You' ve had your flag up. Have you started us
down a road that --

MR. GLATZ: | only wanted to highlight
that Louise's attenpt to challenge ny principles
really confirns it. | provide to you a
possibility for getting out of the U S
Jurisdiction and if you conbine that with good
and critical attitude of consuner organizations,
poi nting out warning their nenbers, never sign a
contract under the jurisdiction of (inaudible),

if you can get under German, Belgium | don't
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know what jurisdiction, grasp the opportunity.
And the whol e thing, again conbined wth a good
private redress system may give consunmers nuch
nore and better policies, better chance than this
mandatory systemthat they are | ocked into the
system where they reside.

M5. SYLVAN. May | just respond? Thank
you. | absolutely take in at this point about
the difficulty for businesses in understanding
all of the jurisdictions they mght face in
relation to consuners, but, though, | would say
that, you know, big conpanies |ike Arex and Visa
and IBMand | could lIist a whole host of others,
they kind of exist all around the world where |
go. They already know the consuner protection
laws in those countries. They also know the
conpany laws. So, | don't think there's nmuch of
an issue in ternms of those gl obal conpani es.

| do think that there's a very real issue
to small and nmedi um enterprises know ng all of
those jurisdictions, but fromour perspective, to
turn it around, how then to you expect us as
consuner organi zations to try and teach the
consuners of the world about all of the world's

jurisprudence? It is much nore difficult for an
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i ndi vi dual consuner to do that task than it is
for a business to do that task

COW SSI ONER THOWVPSON:  Wel I, | think
both your points are very interesting. |1'd |ike
to raise one other issue, though. Can we talk a
l[ittle bit about tinme? That in the sense that
you both have valid viewpoints, but | think when
we tal k about Iaw and jurisdiction and choi ce of
law, it's really a surrogate for other things
that we really want to get at. It's one of the
basic principles we want to see how consuners are
treated with regard to, by sellers and
vice-versa. Wat is fairness to a seller as
wel | ? And when you look at it in that vein, that
there can be sone concerns that maybe there are
sone internal steps that all of us should be
| ooking at in ternms of providing at |east sone
degree of confort to consuners and to businesses,
whether it's really considering whether there
shoul d be sone period or sone circunstances where
there can be nmutual agreenent as to what | aw
applies for, for exanple, other avenues for
alternative dispute resolution that wll take it
out of this box where, in fact, a |ot of

governnments feel sonmewhat restricted because we
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are a creature of |egislation.

MR, GATZ: Well, |eaving aside fraud.
Let's stay in the field where there is honest
intention on both sides. |I'mafraid that there
will be a period where it you want to be
absolutely sure as a consuner of not running any
unreasonabl e risk, you will buy online fromthe
conpany you know perhaps in your country or in a
country which you know and not go beyond this.
And yesterday, the exanple if | really want a
product which is offered only on a very exotic
Web site sonmewhere at the end of the world and |
really want it and it doesn't cost an anount
which is terribly high, |I probably will run the
risk of getting into all this trouble. But if I
want to get another sweater, | wll probably go
to Marks and Spence on Wb site if I'mliving in
Belgiumif I living in Belgiumto be sure that
everything is there.

| don't think that there's any other way
of doing it. It's a learning process. But wth
el ectronic commerce getting explosively |arger
you will see, and you have seen all of these
exanpl es, fromthe business side, the seal

Busi ness or reputation of conpanies will provide
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consuners with sone guidance and fromthe
consuner organi zation side and the governnent
side, observe it and if there's anything going
wong, raise the flag, nmake it clear, use |egal
instrunments insofar as they are there, but at
| east use the instrunment of publicity by pointing
out the black sheep. | think that's the only way
howit will really happen. On a global scale,
that's a new el enent because all the rest is not
new. We have had in all our countries since the
war .

COMM SSI ONER THOWPSON:  But it's al so
i nportant to recogni ze, though, and | think this
is what presents a challenge to all of us, where
the real growh is going to occur, if it's going
to occur wwth regard to e-commerce, because |arge
conpani es |i ke yours and other |arge conpanies
who are in many jurisdictions are very
sophi sticated and that they have really taken on
t he burden of understanding of what it takes to
conpete and including sonme very inportant
consumer i ssues.

Where real growth may indeed occur is in
the snmaller and m ddl e | evel conpani es where

there's not as nuch information, not only on the
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part of business, but also on the part of the
consuner. So, that's really a challenge for al
of us. Hugh?

MR, STEVENSON: | have a question. Just
foll owi ng up on the discussion about the EU
approach and the notion that the, and | hope |
have this right. Under the Rone Convention, the
choice of the | aw woul d not deprive the consuner
of mandatory rights or rights under the mandatory
rules of |aw

| know at | east a couple of people from
the industry perspective have said to ne at sone
point, well, we don't know exactly what that
means and we don't know what that covers and that
m ght cover different things dependi ng on what
the other countries say it mght cover. |Is there
any approach that m ght provide sone certainty to
busi ness and sonme degree of predictability for
consuners to attenpt to define to sone extent
what that term "mandatory rules" m ght nmean? So,
that woul d give thema nore predictable
envi ronment for both business and consuner.

MS. MANFREDI: Well, | would say in broad
terms the contractual |laws are kind to consumner

contracts in the different nenber states who are
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part of the convention. But it is true that |
think that the use of these conventions, even in
t he European | egislation, do | ack some user
friendliness and we are trying to build up ways
of inform ng both consuner and the industry what
exactly the scope of the different |egislation
is. So, we are working at present. W have set
up a dialogue with EAISP, which is the European
Associ ation of Industries and Service Providers,
totry and clarify the scope of the consuner

| egislation so that, | nmean, this kind of

di scl osures can be clear to the industry. So,
think this is a working process and we hope to be
able to point out clear and user friendly
indications in a few nonths because you are,
mean, it is true that, according to the different
menber states, the scope of the managenent rules
can be different. Can | have the opportunity
since | have the floor to --

COWMM SSI ONER THOWPSON:  Certainly.

M5. MANFREDI: -- Take advantage of it
and say a word building up on what Martin Bond
said. | want to clarify that as far as the
Eur opean Conm ssion is concerned and as far as

the Director General for Consunmer Protection, by
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all nmeans, we are | ooking also at the issue of
self-regulation for the matter of the Internet.

We are definitely not |ooking only to
have |l egislation but only to self-law. But on
self-regulation, we are trying to establish at
Eur opean | evel, at |east, sonme principles about
establishing codes of practices because what we
are trying to do and we are experinenting at the
Eur opean | evel, we have already nmanaged to
concl ude one code on the Euro, on the
i npl enmentati on of the Euro.

What we woul d |ike codes to beconme is an
exerci se where the consuner side is active.
There is a negotiation between the, | would say
the industry side and the consunmer and the
negotiation leads to the creation of a code and
then the code itself should have provisions for
its nmonitoring and sanctions and so that its
i npl enentation can be nonitored and enforced.

And this is the way we are | ooking at
self-regulation which is, I would say, there is
nore regul ation that only the voluntary part, but
| think it would be inportant to give certainties
on the European and international scene.

COW SSI ONER THOVPSON:  What is it,
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Jacki e?

M5. PEARCE: Just on the point of the
mandatory |laws in another country. In Australi a,
at least, the Trade Practices Act can't be
contracted out. You can say that's a nmandatory
consuner protection law. And it was suggested
this norning, | think, by Peter Harter that a
consuner would very readily give up those
mandat ory consuner protection laws if it nmeant
that, otherw se, they wouldn't have access to
this service, and | agree with you, but | think
that's because consuners, at least in Australia,
having the Trade Practices Act around for 25
years, are so used to having that basic
protection, that they don't know when they m ss
it unless, of course, they buy sonething, not off
a reputabl e conpany |ike yours, but off a
di sreput abl e conpany where they are sent perhaps
the wong thing. That's a sinple thing. They
send it back. No refund. But there's nothing
t hey can do about it because that's the basic
protection that they are offered under things
i ke the Trade Practices Act which is there is a
good reason why think can't contract out of.

Just a couple of other things quickly.
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Just like to touch on Louise's point about the
onbudsman type schene. | think it's an inportant
issue to tal k about choice of |aw and
jurisdiction but you'll always cone across
enforcenment difficulties and that's why

mar ket pl ace consuners |ike the idea of an

i ndustry onbudsman, is sonething that really
needs to be explored, perhaps not on an

i ndustryw de | evel but as was suggested in an
earlier session, | think sectual levels. For

i nstance, financial services. Those sort of
sectual levels mght be nore easily adopted by an
i ndustry onbudsman schene.

One last thing. On the point of choice
of law, | think everybody is of the agreenent
that either the destination or the origin should
apply. But perhaps if the consuner is given the
choi ce and Loui se was concerned about having the
choice of a, the legislation of Zi nbabwe,
perhaps. If just a suggestion, perhaps if the Wb
site said this is the law that will apply and
then it linked to basic information about that
| egi slation, for instance, rights of refund,
inplied conditions and warranty, or anything |ike

that, perhaps that's a suggesti on whereby
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information could be found nore readily.

COWM SSI ONER THOWPSON: We have about
five mnutes and |'mgoing to be wappi ng up, but
it's brought us to a point where there's sone
guestions that | have and | was just wondering if
people want to talk about it just briefly. Let's
| eave aside choice of law. Let's |eave aside
jurisdiction. Let's talk about what we have
ri ght now and what can we do to better enforce
j udgnment s? Because let's tal k about what happens
with our owmn country and | viewthis |ike
i nformation-sharing and how do we do a better job
with that?

MR. GLATZ: Speaking as a lawer, if you
want to inprove the situation with enforcenent of
judgnents, the only way i s negotiating bilateral
or nultilateral agreenents. This is a huge task.

You're not starting fromnowhere. W have a
| ot of these agreenents but as we see, they are
not always wel cone to full satisfaction.
Therefore, | think, particularly with electronic
comerce, we should at |east give a chance to
t hese business-led, third-party sector, whatever
it is, arrangenents which are not |aw enforcenent

but which lead to the sane result- consumer
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satisfaction in nost of cases. It is not a

replacenent for it but | think it's certainly
sonething that could fill a gap until we are
t here where we have the gl obal |egal society.

COW SSI ONER THOWPSON:  Loui se?

MS. SYLVAN. Yes. |'d absolutely agree
with that. Enforcenment of bilaterals are an
obvi ous way to go and there's an increasing
nunber of them being negotiated and that's nuch
easier to do than to try to negotiate a
mul ti-lateral arrangenment in relation to that.

| also think we get noved al ong the path
by doing things by getting the OECD gui delines up
and working. And when we all sit around and say
gee, harnonization is inpossible, let's not try
to do that, | actually think that, Hank Perritt,
in an earlier session, suggested that we not make
t hat assunption, that we actually | ook at the
commonal ity of our |laws, particularly across the
CECD because there's quite a lot of commonality
there, and that's a very good basis to start
| ooki ng at a much reginme for consuners than
what's offered at the nonent and we shoul d nove
towards that.

The reason | speak with sone urgency
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about that is because of the consuner's
international study. W were absolutely

fl abbergasted with the results of that, the
extent of which this was not working for
consuners and all of the nessage had been that
this was wonderful and this was great, and we
didn't need to worry about the problens. In
fact, we had enornous problens all through that
study and if those percentages reflect what's
actual ly happening to people as they try to shop
outside of their jurisdictions, which is the
whol e point, then | think there is some urgency
in getting sone of these matters solved fairly
qui ckly.

COW SSI ONER THOWPSON:  Debr a?

MS. VALENTINE: |'m beginning to agree
with what |I'mhearing now \Wen | first |istened
to Hanns when you tal ked about who was passive
and who was active, | nmean, the way our |aw
works, if you put the Wb site up in a
jurisdiction and that Wb site is allowing you to
click and you nake sales in that jurisdiction,
you're the active one and it's not the consuner
who is hitting the little click who is the active

one. They're the passive one and they can hai
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you into their court.

But | think we're all getting to the
poi nt where we're recognizing that a | ot of these
jurisdictional and choice of |aw ideas grew up in
either a federal systemlike the US. O a
federal systemlike the EC, and you can have a
rule of origin |aw when you all share the sane
| aws and rules. W can have a, you know, protect
consuners where the consuner sits where we al
share essentially the sane laws and rules. And |
t hi nk what we do need to think about is how can
we really do it in the world where we don't have
absol utely shared laws and yet, |'mgetting
incredibly, I"mgoing to sound |ike Pollyanna,
but incredibly upbeat on the possibility that
this nmay be the one area, every country has
consuners and every country has entrepreneurs who
can get on the Net and conduct busi ness.

This may be the one area, you know,
unlike intellectual property, unlike areas where
countries have conparative advantages or things
they want to protect, this nmay be the one pl ace
where we can nostly agree. |In fact, it is pretty
easy to enter into bilateral agreenents with

relatively like-mnded countries. W've done it
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wi th Canada on the termof it dying in the
consuner protection area to deal with
tel emarketing and fraud.

COW SSI ONER THOWPSON:  Yeah. W did it
wi t h Canada.

M5. VALENTINE: So that | think on the
enf orcement agai nst the nasty fraud, the
egregi ous stuff, coordination, bilaterals,
actually getting, referring stuff back and forth
so it can get enforced in the jurisdiction where
it matters is going to work, but | do think that
nmost of the people here with a legitinate
busi nesses that we've been tal king with and about
the last two days, this private ordering, the
codes of conduct, the letting people know what
your business practices are and then choosi ng,
knowi ng that to engage in the transactions is the
way its going to go and then if we then have
online dispute resolution or whatever, that's
where we're cobbling things together right nowin
the near term | think that's going to be near
where we'll see |lots of devel opnent.

COWMM SSI ONER THOWPSON:  Martin?

MR. BOND: Thanks. Very briefly. In

this regulatory area, | nean, | just agree that

For The Record, Inc.
(301) 870-8025



310

there is a great deal of scope of increased
cooperation between authorities.

As far as private areas and individual
di sputes are concerned, we've heard a | ot about
ADR. There's the scope from across-border ADR
and online ADR, which we're extrenely interested
in at hone.

The other thing is that w thout
interfering too nuch with the |egislation on
jurisdiction and applicable law, we can get a | ot
of information, better information to consuners
about how to enter the |legal systemif they have
to and certainly within Europe or where our
countries are close together, we can help
consuners plug into the |legal systemin another
country. So, you don't necessarily have to alter
the rules, you just have to nake it a big easier
for themto understand in those cases where it's
wort hwhil e taki ng an action, howto do it.

COW SSI ONER THOWPSON:  If you want us to
click here. Mchael, since | took the shot, "Il
gi ve you the |last word.

MR JENKIN: Al right. Well, just very
briefly. One thing | would like to enphasize is

the i nportance of these underlying principles
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that were being negotiated at the OECD and which
are being done in some national jurisdictions.
think, frankly, that is incredibly inportant from
the point of view of giving people a clear
under standing on the main points of what they
have to be concerned with when they do busi ness
on the Internet or generally about what is
appropriate levels of information to provide?
How do you go about signing a contractor or doing
a contract? What's reasonable to expect in terns
of enforcenent? Those kind of principles,
think, are critical

And, in fact, well, | think in the |onger
term if we can make sure that they are then
i npl enented i nvoluntary and regi nmes nationally
have a bigger inpact on the practical protection
t hat consuners could expect a fairly short tine.
Not to say that the jurisdiction issue isn't
inportant. | think it is. |It's critical in the
I onger run. But in the short term | think this
is an area where we can usually get sonme results
but we need to do it. | stress this. W need to
do it in a context where there's a standard set
for things |like redress nmechani sns and ones which

are broadly understood internationally. If we
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don't have that, then sinply having the principle
isn't going to be enough.

MR, STEVENSON: W would |ike especially
t hank our foreign guests on this panel who
travel ed a very long way, not just in cyberspace,
but in real space. According to sonme of our
panelists, it's the sane difference.

We'd like just before taking the break,
giving you very brief summaries of what happened
in the two breakout sessions and David Medine
will start with the alternative franmeworks.

MR. MEDI NE: Thanks. W focused on
alternative frameworks in the context of private
sector initiatives. The good news is we barely
had tinme to touch on the variety of existing
private sector alternatives having to address the
chal I engi ng i ssues of jurisdiction and choice of
I aw.

We first focused on nechanisns to inform
consuner deci si onmaki ng which could help
consuners avoid disputes in the first place.
These include seal progranms, which could be
either private sector or, as one panel proposed,
gover nnent - sponsored seal prograns. And the key

gquestion there is, are these seal prograns, do
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t hey have strong standards that will adequately
protect consuners?

And in other areas we | earned that the
Internet itself may provide solutions and we
heard about an online firmthat surveys every
custonmer who visits and does business with a Wb
site and then posts those results so custoners
essentially have realtine feedback on how ot her
consuners are experiencing that conpany.

We then noved on to discuss a variety of
di spute resol utions, including online nediation,
arbitration, credit card chargebacks and industry
systens such as the European Adverti sing
Standards Alliance. W didn't even have tine to
consi der new nmechani sns that were under
devel opment to resol ve di sputes.

So, it's clear that there are encouraging
devel opnents of alternative nechanisns that are
responding to the costs, inefficiencies and
uncertainties of the existing | egal systens.

MR. STEVENSON: And then in the breakout
session on international bodies and agreenents,
we touched on a nunber of things that | think
al so came up in the session we just listened to

in |ooking at what areas there m ght be where we
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m ght nove forward with such international
agr eenent s.

One that a nunber of people nentioned was
aimng to devel op sone nore consensus on certain
core consuner protections. A couple of people
menti oned, as a nodel, the OECD privacy
gui delines and as a process where having
guidelines, that is, at a certain |evel of
generality, have stood up, was a hel pful
mechani smto have and the point was nmade by
several people that there's a value to that even
if it's not turned into the formof a binding
agr eenent .

There was | ess interest on the subject of
any agreenents about jurisdiction and choice of
| aw, which reflected a couple of different
things, including just the practicalities of how
one wll get there.

On the judgnent recognition, which cane
up here also briefly both for consuners and
governments, we talked a little bit about the
out | ook, the speed on which the Hague Conventi on
operates the coments and that seens to be fairly
consistent. It would be slow

On the governnment recognition of
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judgments, | didn't necessarily hear any

obj ection on principle, but again, there is the
preserved practical problenms and whet her that,
how qui ckly one can put sonmething in place on

t hat .

On information sharing and cooperation
anong governnents, there seened to be interest
and informati on sharing subject to, for privacy
concerns. And the nention was made there as
think it was here of the possibility of
bilaterals or small groups of countries getting
together to devel op such agreenents.

And there was al so reference to the New
York Convention on arbitration enforcenent which
is an interesting sort of developnment in |ight of
what we've heard quite a bit about; nanely,
| ooki ng at mechani snms of alternative dispute
resol ution.

So, with that, we'll take a break and why
don't we reconvene at five after five.

(Wher eupon, session five concl uded.)
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PROCEEDI NGS

M5. BERNSTEIN: It's been a wonderful two
days. W want to get started now, if we may, for
the final wap-up session of this synposiumthat
we have all benefited by.

Before we start, |I'mJodie Bernstein. |
have the great pleasure of serving the Conm ssion
as a Director of Bureau of Consuner Protection
here and I want to thank all of you who took your
tinme to attend and be with us for this very
val uabl e opportunity to di scuss these topics.

|"m confident that there will be other
opportunities because we want to follow on, as
Roger said earlier and | felt the sanme way, this
is such a rich debate and such a rich agenda that
| know it will take nost of us sone tinme to begin
to really digest the anmount of information that
was presented and also the difference of views.

But given that, let's see what we can do
Wi th our wap-up session. | wll say that |
tried and failed to have for you this afternoon
my own Wb site and because | heard earlier in
t he di scussion that soneone said that if

governnents coul d not enforce judgnents, a whol e
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guestions of the enforceability of judgnents,
maybe a governnment could put up a cautionary site
that would warn people in other countries. And I
was goi ng to have, you know, the Bureau of
Consuner Protection can tell you right now that
you should not go to Joe Schnoe's site in
Foreignland and | thought that would be sonething
that we could discuss. However, | couldn't get
anybody to design the Wb site this afternoon, so
that will have to wait.

l"d like to begin, however, with what |
believe, and ny group here, Lisa, Hugh, et
cetera, David, have suggested were a series of
consensus views that enmerged today and |let ne
just read themto you and then |I'm going to ask
for coments from our panelists as to whether
there is agreenment that these were consensus
vi ews, whether there are others that we've m ssed
and whet her there are, subsequently, then, we
will then al so discuss whet her we could, we have
i deas of how to pursue other views in the future
and where we should go fromhere, but first |et
me descri be consensus vi ews.

First, that online businesses shoul dn't

be treated differently from ot her businesses.
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Nunber two, that online consuners shoul d not get
| ess protection online than they get offline.
Nunber three, that everyone benefits from

di scl osures, business practices and initiatives
that facilitate informed decisi onmaki ng and buil d
consuner confidence. Nunber four, it would be
hel pful to devel op an international consensus on
a set of core protections for consuners. And
finally, it is a good idea to work towards
facilitation of governnment cooperation and

i nformati on-shari ng anong consuner protection
agencies internationally.

| think that's quite an interesting |ist
and one that really is quite inpressive for two
days of work wth the nunber of people who have
been participating on these subjects.

So, let nme begin by first asking any of
our three comm ssioners who have been good enough
to be with us if they would |like to nmake any
coments on that subject or others before we ask
the panelists for their views on what seens to
have energed so far in what we've acconplished to
date. Conmm ssioner Thonpson?

COW SSI ONER THOWPSON:  Sure. | just

have one short comment and because | m ght not be
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able to get a word in edgewi se later and it's
this. | wanted to do two things. One is to
t hank everybody who is not only in attendance,
but also in these panels. They've been
remar kably enlightening and peopl e have been very
candi d and open about sone of their ideas even if
it's not necessarily an idea that nost people
woul d say is fully baked, because | think that
it's interesting to trade values at this stage,
to test themto see what m ght work and what
m ght not work. But this is an area where things
are noving so fast that the value of the idea
itself is very inportant.

The second thing is on a personal |evel.
| would |ike thank very nmuch you and your staff,
Hugh and Lisa in particular, for arrangi ng these
past two days because | thought that it was
masterful. | thought that we heard sone very
interesting things froma w de range of people
froma lot of different places and | think that
it'"s going to go a long way, at |east on a
personal |evel, on shaping ny view on how this
i Ssue progresses.

M5. BERNSTEIN:  Thank you, Comm ssioner.

| was going to ask for a standing ovation for the
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staff but we wll accept your gracious thanks and
again, as | said, initially our thanks for the

| evel of participation and assi stance we've had
fromeverybody in this group

Comm ssi oner Swi ndle, M. Anthony,
anything at this tinme?

COWM SSI ONER SW NDLE: Certainly. Thank
you, everybody, for attending and | think the
ultimate thanks would be in our attendees, panel
and staff. | would think we can take a few
m nutes and solicit the opinion of the audience,
both who participated in the presentation as well
as those who sat there who may have had the nore
difficult task of listening to all of us and ask
you what you think of the five points of
consensus.

M5. BERNSTEI N:  Thank you. M. Anthony?

COWMM SSI ONER ANTHONY:  Thank you. |
woul d just like to say how nmuch | enjoyed sitting
in and listening to the panelists and the
questions that have been posed and | woul d | ook
to wel cone the foreign visitors who have cone to
our Comm ssion and ask you to cone back and stay
in touch with us.

M5. BERNSTEIN. Thank you very nmuch. And
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indeed, I will certainly follow your suggestion,
Comm ssioner, and after we've given the panelists
up here an opportunity to comment, then

certainly would hope that we'd have tinme for the
general audience to comment on this or any other
subj ect as well.

So, can we stop, can we start, please.
Yes, stop, that was a Freudian slip if | ever
heard it. Down at the end of the table and I
think that's Jack down at the end of the table.
No, it isn't.

MR LOVE: Janes.

MS. BERNSTEIN: Janes. Excuse ne. |
didn't intend this as a pop quiz or anything. It
just seened that we tried to kind of bring things
toget her by way of articulating what seened to
have energed fromthe couple of days.

MR LOVE: | amnost interested in a
poi nt that you mentioned about the need to
devel op core sets of principles or the other
related i ssues of harnonization type issues that
woul d come out. | think that one thing that |'ve
heard fromthe conference is that you cannot
solve all these problens in consunmer protection

by identifying whether it's a seller or whether
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it's the seller or the buyer. They're a
significant set of issues that just don't get
solved by that and, to ne, that raises the
question of where does this sort of harnonization
or attenpt to devel op these international
st andards take pl ace?

| work for a consumer group and frankly,
we think that it nmakes a big difference what
institution does things. | go to, like |I say,
the Wrld Health Assenbly and | go to the WIO
meetings. It's the same countries basically in
both institutions, but the climate is totally
different at the Wrld Health O ganization than
it is at the Wrld Trade Organi zation. And, so,
you got all these international organizations.
You got your World Intellectual Property, Wrld
Labor Organi zation, health organizations, blah,
bl ah, bl ah, bl ah.

VWell, we're quite keen on the idea that
consuner protection -- I'mglad that you all have
done this big neeting. It's elevated to the

status of these other things in that you sort of
t hi nk about an international institution that was
really devoted to the thorny and difficult

probl enms of com ng up with these harnonizations
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in international standards that wasn't the
stepchild of trade m ssions |ike, you know, the
CECD neeting or sort of buried in sone conmttee,
either the WIO or sonething |like that, but the
kind that can flourish on its own is everyone

el se that has serious concerns has pushed for in
their own particul ar areas of concern.

So, one thing I would sort of put on the
table is if we can do this harnonization, where
is it going to happen? Wo's going to be in
charge? And basically, anyone who is working in
gover nnment knows jurisdiction, jurisdiction,
jurisdiction is pretty key and kind of who is
going to head the mssions at the countries
that's going to decide? 1Is it going to be |ike
USTR type things, Departnent of Comrerce, FTC?
W offer FTC, actually, of course.

M5. BERNSTEIN. How many votes for FTC?
No, I"'mnot going to take a vote. Roger -- thank
you very nuch, James. Those are interesting ones
to pursue.

MR. COCHETTI: Thank you, Jodie. If |
can al so begin by expressing ny thanks and |
t hi nk the thanks of everyone who has been here

for you and your staff and the work which | think
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everyone recogni zes a trenendous anount of work
that went into would maki ng these workshops
possi bl e.

| would also like to thank the
comm ssioners who have spent tinme in these
wor kshops. | think not all of us expected the
comm ssioners to express the anmount of interest
they did in the subjects, so | think we're
grateful that they were willing to spend the tine
| earni ng nore about what is binding neasure of a
fairly conplicated subject and a very inportant
one.

By coincidence, | had taken down three
itens of ny owmn of what | thought constituted
essential elenents of a viable and workabl e
solution, nore viable and workable franmework as
we nove forward, and they kind of overlap with
the points that you raised, and I'Il nention them
and comrent on the ones that are different.

One is that | think it's pretty clear to
me after listening to the discussion in the |ast
coupl e of days, that there will be no universa
or single solution to the questions of consumner
protection on the Internet. That, in fact,

i nstead of | ooking at a single answer, we're
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going to be | ooking at a nosaic of answers and
that that nosaic includes not only probably
special conditions for regul ated services which
we didn't really talk about but which also fit
into this such as nedical services or |egal
services or whatnot, but it also includes the two
broad areas that we have spent a lot of tine

tal ki ng about, one of which is greater coherence
to the conflict of |laws and the question of which
| aws genuinely and effectively govern consumner
sales activity on the Internet | enphasize
effectively because | think that what we wll
need to work our way towards in the long run is
sonething that's not just in the abstract but in
real world of the consuner, effective recourse to

| aws where they are applicable and rel evant.

The second brought thene that we tal ked
about that w Il sinultaneously have to be
addressed and that is an identification of best
practices. And whether that's done purely in the
private sector or eventually sort of working its
way up to the governnent level, | think it's not
clear. It is clear to ne that any di scussion

about best practices on the Internet really has
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got to begin with the private sector and then be
| ooked at by people in governnent.

So, the first conclusion |I reached is
that there's no silver bullet. There's no single
solution. We're | ooking at a nosaic of solutions
that fit a conflict of laws, identification of
best practices, stripping out special areas of
services, et cetera.

The second is that it's clear that in any
of these, whether it's a greater coherence in
conflict of laws or in the devel opnent of the
best practices, we have to | ook at new nmechani sns
and techni ques for consuner dispute resolution
and it's sinply because the nediumis
mul ti-national and people are not nulti-national.
They are where they are and so, consuners are
faced with the, and nerchants are faced with the
unpl easant prospect of having to fly all over the
world or find some way to address disputes. And
this isn't the only forum the only area where
this issues is being discussed that's com ng up
in a variety, but this is probably the nost
conpelling, so | think a |ot of work needs to be
done on that.

And the third area that struck me as one
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that's essential for sort of a viable solution or
a viable work in the future is some greater flow
of information about both good practices and
conflict of laws and there are really two sides
to that. One we tal ked about a lot, which is
di scl osure. The other we tal ked about al nbst not
at all which is consuner education. But | truly
believe that as we nove forward, both of those
pi eces need to fit together because what you want
is sort of informed consuners making infornmed
choi ces.

So, those are ny conclusions fromthe
t hree days and they kind of overlap the five --
the first two that you nentioned, online business
shoul d not be treated differently than offline
and consuners shouldn't be denied any benefits
they had. | think those are obvious goals. |
think every single person in this roomshares a
caveat that everyone famliar wth the Internet
woul d have to say is to the extent that it is
viable or feasible to do it in the Internet
environnent. These are the goals you strive for
and how precisely you achieve themreally is a
function of the nmediumitself.

So, those are ny thoughts on the session.
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Agai n, our thanks to you and your staff and
everyone el se for the work they've done on this.
M5. BERNSTEI N: Thank you, Roger.

t hi nk your point about alternative dispute

resol uti on nmechani sns was cl ose to being a
consensus view. That is, the need for devel opi ng
perhaps different kinds of alternatives for

di spute resolution that is energing as an

i nportant donestic issue and certainly would be
nore inportant in the global environnent.

Let me skip down to the other end of the,

no, let me start with Jack. |I'mgoing to get the
name. Hank. ['msorry. Wuld you conment?
MR. PERRITT: Sure. | expect that you're

going to hear a | ot of support for your consensus
princi pl e nunber four, the devel opnent of an

i nternational consensus on core val ues and |
certainly support that and I1'd like to stay a
coupl e things about why | think it's so

i nportant.

We are not going to be able to harnonize
even across state lines in the United States, |et
al one across national lines around the world sone
sort of massive code for the Internet. Wat we

can do, however, is to pick particular subject
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areas that have a high potential for consensus
and we need to do some nore work to inventory
what the laws are in the major countries to
under stand what the potential for consensus is.
But | think especially in the consuner area, we
ought to be able to bring consumer protection in
the international arena to the sanme point that
privacy was after the OECD principles were
adopt ed and that neans that we use the CECD
principles on privacy as a kind of nodel in the
sense that such principles have to be relatively
general to gain agreenent.

It probably will be necessary to trimthe
edges of the consuner protection subject and if
we need to trimthema lot, | would suggest that
consuner fraud m ght be a particular core val ue
that m ght be the focus of some discussions. And
then if we could, and furthernore, the OECD m ght
be an attractive franework to do. Probably nore
attractive than the WIO because you don't have so
many countries involved, but you do have nost
countries that are nost involved nowin
el ectroni c comer ce.

Now, the reason that seens |ike a good

idea is that if you could get sonme agreenent on
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sone of the, a subset of the universe, then you
do two things. You nmeke it easier for sone of
these ideas for private self-regulation to take
root, because if you have sone agreed-upon val ues
and then those values get instantiated in private
codes of conduct, then the self-regul atory
mechani sm that has that code of conduct to its
core is instantly nore legitimate to the public
regul ators and you also nmake it less difficult to
deal with choice of |aw and persona
jurisdictional issues because if the laws's the
sane, if everybody agrees that consuner fraud
means that and that that's an inportant val ue,
who cares whether you apply the | aw of Germany or
the law of the United States? And for that
matter, who cares whether you're in court in
Germany or in the United States? So, you unl oad
sone of the choice of |law and jurisdictional
guestions to the extent that you begin to get
sone harnoni zati on

Second point relates to your consensus
princi pl e nunber five, the devel opnent of
cooperative and information-sharing arrangenents
and | woul d encourage you to do that in a fairly

explicit way. Perhaps using the multi-, the
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Mut ual Legal Assistance Treaty as a fairly | oose
kind of nodel, but | think if you start with

i nformati on-sharing arrangenent between consuner
protection agencies, then you can get pretty

cl ose to mutual enforcenent of your decisions,
which | think would be hel pful.

Now, just a couple of points about the
machi nery. There's been a | ot of support
expressed for private self-regulatory
arrangenents and | share the enthusiasmfor those
t hings, although I nust say that | think that to
be realistic, we nust expect sone degree of
public law framework for that. There is too much
political commtnent to consuner protection
t hrough public law and too much m strust of foxes
guardi ng chi cken coops for us to expect
conpletely to be turned | oose and | eft al one al
together. But what we can seek, and | think
there's a reasonabl e possibility of achieving,
what we can seek are new hybrid regi nes where the
public institutions say here are the outer
limts, here are the mnimal protections, and
within this very general framework, let private
creativity and market forces bl ossom

Now, there are two things that is | think
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deserve particular attention. W do not need to
reinvent the wheel for private dispute
resolution. W have a private dispute system
that's been around for along tine it's. It's
called arbitration. And as to that, we don't
have to worry about the difficulty of negotiating
a nulti-lateral international treaty. W' ve got
one close and to a hundred country are
signatories toit. And in the area, the
pre-cyberspace area for which it was designed, it
wor ks very wel | .

The interesting thing is as those of us
who are enthusiasts for private dispute
resolution in cyberspace, we al nbst never mnake
use of that international convention or of
arbitration which would neet the fairly per
m ssive tests of donmestic U.S. Law and | think we
ought to understand why that is. |'mnot arguing
that we should use arbitration, traditional
arbitration as opposed to these other things but
we need to understand why traditional
arbitration, with its very well devel oped and
hi ghly predictable systens of procedures and
private autonony and judicial enforcenent, why it

apparently is not resonating very well with the
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peopl e who are designing these new private
systens for the Internet.

Rel ated point, still on the machinery.

If we're going to have private self-regulation
for aspects of electronic commerce that involve
consi derabl e asymmetry and bar gai ni ng power and
informati on as between |l arge sellers and
fragnmented small consuners, | think we're going
to have to do a Il ot nore work than we' ve done on
under st andi ng what our feasible representation
arrangenments for fragnented side of that.

W' ve had sonme experience westling with
that in the Internet domain nane adm nistration
area but the nastiness and instability of that
di scussion | think is enough to caution us about
the difficulty of that when we really don't have
a very good set of ideas about how you can
ensure, as | think Jam e Love had encouraged
several tines today, how you can ensure that the
littl e people have a place at the bargaining
tabl e when your nodel is bargaining private
regul ati on nodel .

Further, | would suggest that we should
be attentive to how technol ogy could help us

i nprove the functioning of systenms. |In the
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precedi ng panel, soneone said that if you want to
sue, click here. Wll, there is a lot of work
goi ng on about how el ectronic filing m ght
facilitate the operation of our court and | think
it's appropriate for us to give nore focused
attention to how technol ogy can hel p nake nore
useful and accessible the institutions that we

al ready know and whi ch al ready have | egitimacy,
like courts, for exanple, like arbitration, like
medi ati on that Ethan Katsh has worked so
effectively one.

Finally, | would encourage everybody here
and all of your friends to take active part in
hel ping to figure out answers to the questions
that you' ve heard posed today and to nove al ong
the affirmative suggestions that you've heard
today. | hope the Federal Trade Conm ssion wll
continue its excellent job of creating
opportunities for us to learn from each other.
al so woul d encourage you to participate in the
American Bar Association's Internet jurisdiction
project which is open to anyone who wants to
volunteer. There are lots of drafting
opportunities. I'mparticularly interested in

t hat because it's housed at ny | aw school and you
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have a particul ar opportunity in the consuner
protection area because the guy who is
coordinating that, Stu Engis, is sitting right
there. So, you can volunteer with himbefore you
| eave the roomto actually do sonme of your own
work on this.

MR. BERNSTEI N. Thank you, Hank. | think
a nunber of our folks are participating in the
ABA project and will continue to go through very
good suggestions. Sally Qustafson, wll you give
us your Vviews next?

M5. GUSTAFSON:  Thank you, Comm ssi oner
Bernstein. And again, thanks for inviting nme and
the other states who have participated in this
and | think everyone has a good perspective on
this and | also appreciate listening to the
professor's views. They're extrenmely well
articulated and stated, but | like to go for a
m nute fromthe professor to the prosecutor and
in my sort of common ook at this, I"'mtrying to
see why we are here, why we just spent two days
of our valuable tine listening to all of these
bi g thoughts and these good ideas. And that is,
| think, of course, | have an answer since |

asked the question, but | think we are here
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because there is a problemand the problemis
that consuners are not getting effective renedies
intheir Internet comerce in their dealings.
We're not here because business isn't
flourishing on the Internet, because business and
commerce isn't taking off and | ooking for new
hori zons and exploring new areas, which is
wonderful. | think that's terrific. |
appreci ate that and enjoy that as nuch as anyone
in room but the problemand the reason that
we're here is that sonebody is being |eft behind
and all too often, that's a consuner. That's
sonebody who is the buyer, who is there and |
know all of you fromthe business communities are
saying well, these are our custoners, we |ove
them we care about them They' re the ones who
give us their noney, but they are in an unequal
bar gai ni ng position when they're dealing with
busi nesses and on the Internet. And nore often
than not, they are not finding effective renedies
and that's why | think this conference is very
useful and some of the core principles that the
conmi ssioner has stated are really good starting
point to try to address that issue.

|'d also |like to make one ot her conment.
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|'ve heard over the |ast two days several people
say well, putting fraud aside, we won't talk
about fraud because those are really the bad
guys. That's not anyone in this room |'m sure,
but everyone says let's just not talk about that
for right now because everyone agrees that those
peopl e, and those bad guys, should be subject to
all kinds of restrictions. Let's talk about the
other things. WlIl, to a consuner, | think
sonetines that's a very nebul ous distinction.
Certainly, a consuner who purchases a Mark

Magui re baseball card that's signed by Mark
Maguire and it isn't Mark Maguire's signature,
has been the subject of fraud and everyone can
say yeah, that's true.

It's not always clear when you're | ooking
at this on the Internet and there's, you know,
nobody knows. We're not dealing with smart
consuners and consuners who aren't so smart.
We're dealing wth people who take the
information that they see there as to the truth.
Mar k Maguire signed this card, it's worth a |ot,
and |'mgoing to spend ny noney and do it. Well,
if it isn't a signed card, that person has been

the victimof fraud.
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On the other hand, people will say well,
that's not quite the same as not putting
di scl osures up on your Wb site, but if you're
selling tickets on an airline, you' re selling,
you' ve got tickets for sale to go to, say, from
Seattle to go to Reno for the weekend or, excuse
me, if you get these tickets to go to Reno, and
you think wow. 1'd love to do that. They're
only $50 bucks. That's great. Round trip.
Well, you don't notice that three clicks away
that it tells that you can only use these tickets
on Tuesday, the first Tuesday of the nonth and

only if it isn't raining and, of course, everyone

knows that you'll never been able to use the
tickets because it's going fromSeattle. It's an
i n-j oke.

So, anyway, these are the kind of things
that -- people who purchase over the Internet,
whether it's a very clear fraud or a fraud that's
perpetrated sort of in a nore subtle way, they
don't care. They just want their noney back.

And how are you going to do that?

| think that's what we get down to when

we | ook at the core principles and what we have

found and | have mentioned earlier is that the
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one way to do this in the real world, in the
practical world, is to be working with other
countries, and |I'mtal king about sellers that are
in other countries, trying to be working with the
ot her countries, who try to harnoni ze what we're
doi ng.

| mean, one of our biggest problens in
initially dealing with the Canadi ans, who we
| ove, was that they, in the beginning, had a hard
time seeing that selling foreign lottery tickets
to U S. Residents and having them | ose their
nmoney was actually a crinme in Canada. So, when
we recogni ze that fraud is a crinme no matter
where it occurs and that we can get agreenents
anong nations, then we're well on the road to
effectively finding renmedies for consuners.

Al so, another thing |I think that we have
to look at is where are these effective renedi es?
| nstead of saying well, where are is the seller
or where is the buyer? As a crimnal prosecutor,
we were always told to follow the noney. Maybe
that's one thing, is ook for the noney. \Where
is the noney? That's what the person wants is
their noney back. So, perhaps there is that

possibility of |ooking for the renmedi es and then
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trying to find a way as to how to get the renedy
effectively to the person who has lost their
noney.

| also amvery intrigued by the online
arbitration and alternative dispute resol ution.
| think that there is a whole new possibility of
creating in this new environnent a new ki nd of
jurisdiction where people can go and resol ve
i ssues and problenms and perhaps then with sonme
ki nd of hybrid where as a professor says, sonme
sort of structure around that.

We do have a lot of alternative dispute
resol uti on conpani es, not only the Better
Busi ness Bureau. There are private arbitration
services and we may see the devel opnent of this
in the entrepreneurial spirit that we're al
| ooking at the Internet. W may starts getting
conpani es that are conpeting for consuners who
are looking for effective renedies and trying to
get that to occur online.

So, | think that the core principles that
we have agreed on or at |east that are proposed
as agreenent are very good starts and as far as
effective renedies, | think that's what we have

to focus on and continue to try to achieve.
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M5. BERNSTEIN: Thank you, Sallvy.
Yesterday we had the pleasure of a kick-off
speech fromthe Secretary of Commerce. Today, we
have the pleasure of having with us Andy Pincus
who is the General Counsel of Commerce and who
was able to get here at |least for the closing
session. Wl cone, Andy.

MR. PINCUS: Thank you. It's always a
pl easure to be here. Only the power of Congress
kept me away fromthis norning' s session.

Let me say at the outset, what a pleasure
it is for all of us at the Comrerce Departnent to
work with our coll eagues at the FTC on consuner
protection, privacy and a whol e host of other
I nternet and other related issues, that | think
we've really forged a good working relationship
t hat has enabled us to spread our resources nore
broadl y and address a w der range of issues and
besides, it's a lot of fun to work with these
f ol ks.

| think your principles, Jodie, lay out a
nunber of things that we took away al so and |
guess maybe | can just nmake a few comments about
sone of them It seens to ne there are two maybe

partially segregable issues. There's this
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guestion of core protections, which best
practices. | think there are a |lot of ways in
| ooking at it, which is sort of what is the kind
of conduct that we expect of good nerchants? And
then there's the question of what happens when
they fall short? And as Sally said, what are the
real renedies and what are the real renedies that
enabl e consuners to get their noney back and al so
you | aw enforcenent people to prosecute the bad
guys and get thenf?

| wonder if looking at it that way m ght
not be useful because it seens to nme on the core
protection side, there's a |ot, everyone would
agree that basic fraud is bad. Then you nove
into questions about disclosure and affirmative
di scl osure obligations and kinds of disclosures
where it seens to ne technol ogy may have a rea
role to play in increasing the anmount of
information that can be given to consuners
because of the | ayered aspects of Wb sites and
the ability to have the ability to post their own
i nformati on such as eBay and ot hers have done.
Then that seens to ne to be in an area where the
private sector, both NGO and conpani es as wel |

as government has a role to play in tal king those
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t hr ough.

The enforcenent side, especially when you
nmove beyond ADR, seens to nme to be nuch nore of a
government function. How do you all at the state
| evel forge relationships with your coll eagues
and other Attorney Ceneral's Ofices? How do we
forge relationships with other countries which
clearly are going to be necessary because even if
everyone agrees these practices are bad, people
will do bad things, as you said. W have to find
a way to get them

| guess ny reaction is | ooking at things
that way is nmuch nore profitable than trying to
take, although it's another job that be has to be
done, sort of existing |egal principles of
jurisdiction and conflict of laws and trying to
parse through how they're going to operate in
this environment which is sort of a very
conplicated task, that it's going to take a | ong
time and | think as the secretary said yesterday
nor ni ng, governnments are going to be very
reluctant to say that their rules and their
enforcenment authority doesn't apply if they don't
know what that nmeans. |If it's rule of origin and

t hat nmeans everybody noves to the Cayman | sl ands

For The Record, Inc.
(301) 870-8025



346

and that's what the regine is, no one is going to
sign on to a rule of origin.

As Hank said, if there's sone floor, then
maybe people, that's been agreed on before that
anal ysis takes place or before those concl usions
reached, maybe people woul d be nore confortable
with rule of origin with the floor, if you wll.

So, it seens to ne, you' ve got core best
practices, enforcenent reginmes and the | egal
anal ysis, all probably have to proceed on
separate tracks if we're going to cone up with a
systemthat really works at the end.

M5. BERNSTEIN: Thank you very nuch,

Andy. Frank?

MR. TORRES: Sure. Frank Torres with
Consuners Union. | do want to nake sone initial
comments on the some of the principles
articulated and then talk just very briefly about
sonme of ny observations about what's been goi ng
on over the past two days.

First of all, inregards to the first two
princi ples, online businesses shouldn't be
treated differently and consuners shoul dn't
receive less protection, | think as a m ni nrum

that's a good place to start. The comrent was
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made earlier in this session about as |ong as
it's feasible, as long as it's workable. M only
t hought there is who determ nes what is feasible
and what's workable? And who drives that debate?

Al so, we need to recogni ze that online
world is not the offline world and so that there
m ght be other things that need to be considered
t here.

There's been lots of talk not just in
terms of Internet and el ectronic comerce that
all consunmers need are disclosures and
di scl osures, disclosures, disclosures. Wll,
di scl osures are not protections and are not
adequate in many cases to protect consuners. And
to just count on disclosures to do that, to ne is
a failure of the system because it doesn't work
in every case. |It's helpful; it's nice. Doesn't
work in every case.

| was talking to ny nephews recently and
| ast year it was all Gane Boys. They wanted
everything associated with Gane Boys. This year,
it's these Pokeyman cards. Tal k about going
global. 1It's these Japanese, | equate themto,
i ke, baseball cards, but it's this conplicated

gane. | can't figure it out. But ny point is
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that they got tired of the Gane Boys. They got
tired of technology. It wasn't new anynore. It
wasn't exciting anynore. The novelty conpletely
wore off. There was no value in that. |Is the
sane thing going to happen to the Internet? 1It's
kind of neat. You get on it, you can surf.

| saw, and | don't have the exact
nunbers, there's a |ot of people doing w ndow
shoppi ng online but they're not purchasing
products online. So, what does that tell us?
talk to people who are very smart, very
intelligent, surf the Net all the time, wll not
make a purchase with their credit card over the
Web because they're afraid of security. |'m
like, there's one thing that we at |east have
protection on Reg. Z; it's that. | nean, you
can't convince themthat that works.

So, what's it going take and at what
point do we really start tal king seriously about
doing things? | heard a | ot today about how
well, that is all still new Let's figure things
out. That's true in a sense, it's still new
We're still trying to figure things out, but
there's billions of dollars being spent. W

heard from an attorney, sonebody from an Attorney
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CGeneral's Ofice today saying that they're
getting thousands of conplaints. It's ny
understanding that the FTC has gotten a tripling
of it conplaints the first six nonths of 1998.
And so, at what point do we sit down and say,
okay, it's not new anynore? Now, it's tine to
take a | ook at what we should be doi ng and maybe
this is kind of the start of that discussion.

Al so, that there was talk about is
protection provided in terns of the paynent
mechani sn? Right now, you have credit cards.
Your liability is limted. It's ny understanding
it doesn't apply in the international sense, so
sonebody from abroad maki ng the purchase may not
have that sane core protection that we have here
but renmenber, you're tal king about using other
forms of paynment. Use these check cards or debit
cards. Right now, if there's voluntary limted
ltability, and it's a little bit different than
sonebody picking up your credit card and using
it. |If sonmebody picks up your debit card and is
able to use it, going to a nerchant where all's
that's required is a signature, if that even
then your whol e account gets w ped out. You may

get it replenished maybe in three days, maybe a
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week. Maybe if the bank doesn't follow all the
procedures correctly, you don't see that noney
again. So, it's different than a credit card.
So, we need to be careful if we say oh, the
paynment systemw || take care of protecting you
in maki ng online purchases. |It's not always the
case.

We al so hear that jurisdiction doesn't
matter, that is it's hard, it's expensive. Wen
you get down to brass tacks, even in the offline
world, it's tough if you order sonething from
abroad to do that. And so, maybe we need to
think of other ways to protect consumers. That's
why government cooperation and
i nformation-sharing and international consensus
on core protections | think is very vital because
it gets us past that, but it seens a little
di si ngenuous, and this noves on to ny next point
qui ckly, that self-regulation is not enough.

It's got to be proven, it deserves a | ot of
scrutiny, third party review, but it won't stop
t he bad actors.

| was glad to hear Hank bring up the that

it needs this public law framework overlay to it.

And it seens to me to be very disingenuous to
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hear the business community often tal k, when we
tal k about trying to get sonme consuner
protections in place, that regulations, and |
said this at the other panel, stifle innovation,
it will stifle e-comerce and that let's not do
it now.

| ndustries up on Capitol H Il every day
pushing for laws which will create regul ations
regarding the Internet. They were driving this
UCC(2)(B) process which, last tinme | checked, I
think that's kind of a set of regulations. So,
tome it's alittle bit disingenuous for the
busi ness community to say, oh, we don't |ike
regul ation. That seens to ne that the business
comunity | oves regulation when it benefits them
when it hel ps create an edge over other people in
t he market pl ace, but when in comes to providing
core consuner protections, we often hear oh, we
can't do it right nowand it's again, it's not
just in comerce but in other issues.

One last point. On a very positive note,
| think the Internet is wonderful and great and
there's a ot of good actors out there. There's
a lot of benefit toit. A coment was used

earlier that should use that technology to give
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consuners the tools they need to nmake truly
i nformed choi ces about their decisions.

And lastly, let nme pull out, one conpany
submtted comments | thought was very good, and
if all conpanies operated within this framework,
we truly wouldn't be here today, and that is
this, and not all conpanies, | think, adhere to
it. It says, conpanies with nationally and
internationally known brands are universally
vigilant in their desire to fairly and
expedi tiously resol ve any consuner conplaint for
them As for Mars, the conpany who fil ed these
coments, the quality of their products and
satisfaction of their custoners are key to their
busi ness success. These conpanies are commtted
to resolving any problem or question the consuner
may have shoul d their products, for whatever
reason, fail to neet their expectations.

| don't nean to endorse Mars or any ot her
conpany but to ne, it's clear. |f conpanies
adhere to that and if consunmers are truly in
control, then we're not here today having this
di scussi on because conpanies are acting in the
right way, the marketplace is conpetitive,

conplaints are resolved, so we don't get into
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what jurisdiction applies. W don't even get
into alternative dispute resolution. Conpanies
are operating efficiently and be take care of
that before wasting their noney on their --

M5. BERNSTEIN: In other words, there is
no probl enf?

MR. TORRES: Right. So, with that --

M5. BERNSTEIN:  Thank you very nmuch. W
have two nore market reps, but before | do that,
let me just rem nd everyone that the comment
period will be open until the first of July and
of you or any col |l eagues you have who woul d |i ke
to file additional comments are nore than wel cone
to do. We would urge you to do so. Jill Lesser
fromAOL, please.

M5. LESSER  Thank you, Jodie. First,
et themjoin the chorus of fol ks who
congratul ated you and the staff and the
Comm ssioners of the FTC for undertaking this
dialogue. | recall -- | don't even know if this
m ke's on -- recall having been here both two
years ago and three years ago to begin the
di al ogue on privacy and | think we would all
agree that we've cone a |long way, both in having

t he busi ness community really commtted to
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protecting privacy online and a | ot of
initiatives under way and working very
cooperatively with fol ks here at the Departnent
of Commerce and in many areas of the governnent
to help consuners online in that particul ar area,

which | think does fall into consunmer protection.

So, | think as we begin this dial ogue,
hopefully there is a simlarly positive
relationship to forge and di scussions to be had.
| think that you've done a very good job of
distilling dowmm what has been said over the past
couple of days into a certain nunber of consensus
views and nuch what | have to say has been said
in one formor another, but let nme try to ad a
new spinto it, and that is, | do think that when
you think about these principles and in
particul ar, what can be done next, because |
think what we'd Iike to have cone out of a
di al ogue like this are a set of concrete to-dos.
What should we do next? And it seens to ne that
we should ook first at what it is, that there is
at | east sonme consensus that the market can begin
to take care of and address and what it cannot.

And | think it really clearly cannot deal wth
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itself without governnent involvenment. Fraud,
deception, trickery.

And | think what we have | earned over the
past couple of days is that whether our online or
of f, what the on line environment brings to this
debate about fraud in commercial transaction is
difficulty in enforcenent and difficulty in
standards and when we end up in an environnent
where people who are commtting fraud are finding
jurisdictions with | oose consuner protection
| aws, regardl ess of what area, whether it's banks
or straight consuner transactions, that is a
problemand it underm nes the entire environnent.

So, | think one thing to undertake inmediately
is totry to forge the consensus you tal ked about
but around enforcenent of fraud and deception
| aws and cooperation anong | aw enf orcenent bodies
around the world to try to nmake sure that you can
work with the industry to hel p make exanpl es of
many of those conpanies who are, frankly, online
to defraud.

As an exanple, one of the areas that
Anerica Online's been involved with for a |ong
time with our problens that we've tal ked about

historically with unsolicited mail or spamis
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t hat we have undertaken not only cooperation with
| aw enforcenent where it rises to that |evel, but
toreally be sort of a private |aw enforcenent
body by undertaki ng many, several litigations to
try to stop people fromspaming. And while the
problemis still significant, we have found that
we' ve been able to cut down certain activities
and certain behaviors of spamers quite
considerably by having fairly high profile cases
and | think the anal ogy can be made to this area,
which is the nore and strong enforcenent there
is, the nore exanples we will have and hopeful |y
the less fraud we wll have.

On the other side, | think as we talk
about the provision of clarity, of right and
responsibilities of consuners, | talked alittle
bit about this yesterday and this gets into the
guestion about best practices. | think it's
critical for the industry to start to work
together to adopt a baseline | evel of best
practices but | do think that we are seeing that
begin to energe in the online environnent already
and we know, as | said, in the dial ogue about
specific initiatives yesterday, that when you

undertake to try to bring consuners online and to
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e-comerce and get themconfortable, if you're
engaging in a dialogue with those consuners, as
we often are, you very quickly realize that you
have to provide a certain level of core

di scl osures and protecti ons and guar antees before
consuners feel confortable. So, | think it is
happening to a | arge degree in the marketpl ace.

| would also say in the discussion about
i nternational consensus, | think it's critical to
remenber that while there may be baseline
protections, there are different expectations
t hat consuners have all over the world, but the
interesting dynam c about the Internet is it
often ari ses above those societal expectations.
So, while cars are central to life in the U S
And therefore, when we think of consuner
protection, we think of I enmon [ aws, that is not
necessarily the case in France or in Germany, for
exanpl e.

And so, you know, | think what we have to
real size is we have to begin a dialogue with
consuners online and eventually we wll get to a
pl ace where those rights and responsibilities
will start to energe and consuners, for exanple,

may not want to buy cars online because it is not
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the kind of |arge purchase they can nmake where
they don't have a physical presence but | think,
as | said, you know, you've done an extraordi nary
job in bringing these issues together and |I do
think that there is a lot of work that we can do
as i ndustry anong ourselves in dealing wth,
hate the word self-regulation, but in trying to
devel op core protections for consuners that
derive out of the market and that will indicate
whet her or not we will all be successful in our
endeavors onli ne.

M5. BERNSTEIN: Jill, thank you. | quite
agree with you. | heard a large anount, | think
a significant nunber of new best practices from
vari ous conpani es over the | ast couple of days,
which are all very, | think, very interesting.

Do you think that the sort of consensus-buil di ng
mechani smthat we've devel oped here or processed,
has that assisted? Does it stinulate best
practices in conpanies? Do you have a view of

t hat ?

M5. LESSER  \Wet her a dialogue like this
stinmul at es consensus?

MS. BERNSTEI N Uh- huh.

M5. LESSER | think it does in part. It
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is awy for particularly bringing people in from
all over the world to understand when they're
representing their consuners, where the
expectations are. (Cbviously, as a business, we
get the best feedback from our consuners all over
the world and I think as a multi-national

conpany, there are many others out there who can
perhaps bring the views of our consuners to a
table |li ke that and begin a dial ogue because |
think we're learning a | ot.

You know, we saw a vast change from | ast
Christmas to this Christmas. You know, an
exponential growmh in the people who are willing
to actually purchase online who do nore than
wi ndow shoppi ng, and you have to go out and ask
why and why not? Wy are there still a |lot of
wi ndow shoppers and why are there nore and nore
shoppers? And our certified merchant prograns
and the other things | think are devel opi ng
online energe out of those discussions that we
have directly with consuners. That can happen
with consuners, i.e., focus groups that we
undertake with consuner organizations with other
busi nesses who are listening their consuners and

may be comng fromthe offline world on to the

For The Record, Inc.
(301) 870-8025



360

online world, which is different from AOL which
began on the online world and has, therefore,
t hi nk, a uni que perspecti ve.

M5. BERNSTEIN:  Thanks. Qur panelist at
the end, Scott Charney, fromthe Departnent of
Justice. Welcone, Scott.

MR. CHARNEY: Thank you. | thank you for
inviting nme to be here. There are, of course,
two different kinds of fraud. There's civil
fraud and there's crimnal fraud. Unfortunately,
nei ther one keep consuners away fromthe |nternet
and they raise sonewhat different problens.

The real problemis, when you think about
this, the role of putting consuners, businesses
and governnent is sorting out who should be
telling what to whom and in what ways? And when
you think about it as a fraud problem we usually
t hi nk about two different things. One is
prevention. How do you prevent people from being
ripped off in the first instance? Second one is
the reaction. What do you do when sonebody has a
conpl ai nt?

And in the Internet, although |I generally
agree with the principle, of course, that the

Internet world should in nost cases parallel the
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physi cal world, there are sonme concrete

di fferences that cone into play here. And can't
be ignored. The first is, what do you generally
tell consuners about shopping on the Net? What
we usually told themin the physical world is if
it'"s too good to be true, it probably is. Wll,
it'"'s agood rule and it's a rule that works on
the Internet as well. But other things we told
people in the physical world is know t he conpany
you' re doi ng business wth. Vell, if you tel
people that in the Internet world, you suggest
that they should shop at Barnes&Nobl e. com and not
Amazon. com because until a few years ago, who
heard of Amazon. con?

And the other problemis in the physical
world, there's a ot of cash-and-carry
transactions. People walk into a store, put
nmoney down and wal k out with the good. | think
nmost people don't think about this very nuch but
one of the things that happens when they wal k
into a store is they know there's a nerchant who
has invested in inventory, rent and enpl oyee and
so, there's sone elenment stability.

This is not required on the Net. | can

set up a Wb site virtually for nothing, start
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taking credit card nunbers and, you know, in
return for a promse, to deliver a good and, of
course, never shows up

So, the difficulty is what exactly do we
tell consuners about if it's safe to shop on the
Net? And the things that we traditionally tel
t hem m ght not be the right nessage. It's
conplicated by the fact that to the extent we
tal k about self-regulation where busi nesses have
a good privacy practices and di spute resol ution
practices, that works fine and in nost cases,
it's great because they're legitimte businesses
and they nmean it. But once you nove into the
crimnal side, it's of no help at all.

If I"'ma crimnal, I wll put out the
best guarantee with the greatest prom ses of
resolving all disputes and returning your noney
before | disappear. So, one of the things that
the market has to think about is third party
certification, things where consuners trust
organi zations that vouch for businesses that
aren't well known. And in sone respect, |arge
conpani es have an advantage in this regard. |If
they have a well-known nane, if they're, you

know, an ACL or an IBMand they're selling their
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| BM hard drives over the Net, nost consunmers wl |
probably figure IBMw I| stand behind their
pr oduct .

Unfortunately, we've had sone crim nal
cases where people have set up Wb sites in other
peopl e's nanmes or even diverted the traffic from
legitimate places to bogus sites. It's getting
all the information, taking the credit card
nunbers and t hen di sappeari ng and, of course, the
real conpany doesn't recognize at first that
their traffic is being diverted until they notice
a severe drop in the anobunt of transactions on
their Wb pages.

So, we need to think a little bit about
how to explain to consuners what the risks are
and how to prevent problens on the Net. For
i ndustry, of course, that raises sone chall enges
as well, not only third party certification, but
to what extent authentication technology should
be enpl oyed on the Internet which, of course,
leads me to ny last point which is what do you do
when there's actually a crimnal problen? The
answer to this is this is extrenely difficult.

| nmean, one of the unique things about

the Internet that's different than some ot her
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kinds of crinme is you have a |arge volune of | ow
val ue transactions and the victimare | ocated al
over the place and if you go to your |ocal police
departnment in small town because one person is
def rauded of $10, and the Wb site is in
Bul garia, they are not going to chase that case.

When you start going up the chain to the
federal | aw enforcenent agencies and you start
trying to figure out how much is the danage here,
does it neet our fraud thresholds for federal
prosecution, and then you start |ooking at the
Internet to see if you can find the source, you
realize you have a whole world of problens, not
the I east of which is both technically and
legally, it is increasingly difficult to find the
source of crimnal transactions on the Internet.
That's because technically, of course, there's
little authentication in the network. It's easy
to spoof addresses. |It's easy to use anonynous
remailers. The Internet does not provide
traceability to transaction

Legal ly, the European Data Directive, as
i npl emrented by European countries, can market
forces in the U S. Were people are trying to

store less and | ess data, neans you have no
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hi storical data available from which you can
build a trail back fromthe victimto the source
of the crine.

So, if the Internet doesn't allow
realtime traceability and historical records are
not preserved because the market or EU data
directives don't support that kind of
preservation, what you quickly find is you can't
find the source of crimnal activity, and that
means that the risk will be that crimnals wll
flourish in environnent. To the extent that
happens, of course, consuners are dissuaded from
going on the Internet.

So, it seens to ne that the problens are
fairly wdespread. |It's going to require a
mul ti-disciplinary approach, applicable |ega
framework, international agreenents with
governments, working with industry on technical
standards and aut hentication, |ooking at
i npl enentations of data directive affects the
mar ket forces. Al of this is going to be
stirred in a pot. Howit's going conme out and
whether it tastes good or not is an open
guesti on.

MS. BERNSTEIN. Well, on that optimstic
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note, I do want to take few mnutes. | know
peopl e are already exhausted but I would like to
ask our audience, it has been many of whom have
partici pated throughout, if there are any
questions they'd like to address to the panel or
make any comrents and | would urge you, for those
of you who are going to still make conmments, to
particularly think about what next steps would be
useful fromyour point of view because we'll al
di gesting what we've | earned here and rather than
try to figure that out today, which won't be
possi ble, we would really wel cone your
suggestions, both in ternms of whether or not a
session like this or others m ght be useful and
we woul d wel conme your suggestions. But in the
meantinme, and sonetinmes | can't see who peopl e
are, but I know that's Jonathan Rusch fromthe
Department of Justice. A comment, a question,
John?

MR RUSCH A coment. | think in

response to the general group of coments --

MS. BERNSTEIN. Soneone give hima m ke.
MR, RUSCH. A brief comrent in response

to the general comments that |'ve heard fromthis
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panel in particular. It occurs to nme that one of
the things, and | think rmuch of what you've
identified at the start of this particul ar panel,
is, in fact, a firmfoundation for we should go
forward, but if there's one concept that | think
we need to be thinking about that really does
make the response of governnent, the private
sector and consuners different fromthe way we're
accustoned to in the offline world i s speed.

| think sonme of the things we need to be
t hi nki ng about w thin governnent agencies that
the Internet really does nmake things different in
terms of speed with which solicitations, good,
bad, and indifferent get to consuners, the speed
wi th which consunmers respond often with, frankly,
even less information than they may be accustoned
to getting in offline transactions. And part of
what | think we need to be thinking about broadly
intrying to deal with the gl obal environnment of
e-comerce is doing things that allow us to
respond nore quickly, to evaluate nore quickly
what we are seeing in the online world.

W' re accustoned, as you know, Jodi e,
fromwhat we've been doing over the years in

tel emarketing fraud and ot her kinds of advanced
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frauds, though we have a kind of an orderly
process, we're coordinating through quarterly
meeti ngs and, you know, regular follow ups and
that's too slow a decision cycle. W need to be
able to process information faster, share
information faster and respond faster and sone of
that responsibility, | think, falls to the

busi ness community as well and sone of it falls
to us to nmake sure that we are sharing
information with the business community.

If we're serious about wanting to nmake a
genui ne partnershi p between the business world
and the world of governnent in responding to al
ki nds of concerns about e-commerce, it really
behooves us to figure out how we can set up
processes that in sone ways are different from
the ki nds of processes we've been using up to now
with traditional, old fashioned fraud.

M5. BERNSTEIN: Thank you very nuch,
John. | quite agree with you and we certainly
have tried and to sone extent, have been
successful in giving our people the tools to be
able to work nmuch nore quickly than we have in
the past and will continue to do that. | also

heard, | think, and I think you were underscoring
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this, this may be an area in which both private
enforcenent and public enforcenent will have to
nove together in order to get to this |arge
nunber of consuner issues.

Q her comments or other questions? Ch,
|"msorry. Wuld you stand and take the
m crophone and tell nme who you are.

MR RALL: | Alan Rall of Sidley &

Austi n. There's been a | ot of discussion about
the lack of need or need for new |l egislation and
t he adequacy of current legislation and | think
t hat excel |l ent points have been nade as to how
the current laws are adequate to dealing with
fraud and consuner protection on the Internet,
but it also seens true based on the statistics

t hat have been shared today, particularly from
M. Serf and others, about the explosion of
grom h of commerce on the Internet, that this
does represent a nmassive novenent in
transformation.

So, ny question really is that even apart
fromthe need for new |l aws, what do you see as
the role for the |l egislatures? Congress, state
| egi sl atures. How are you coordinating the

devel opnment of new regul atory policy or new
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approaches at the FTC, other governnent agencies
with Congress and state |egislatures? Are they

i nvol ved enough? Are they too involved? Wat do
you see as their role?

M5. BERNSTEIN:. Well, Lorraine Ml ler
here fromour agency is in the back of the room
and she's our Congressional |iaison. She never
says anything publicly, but I"'monly saying this
very lightly, Alan. W do have, | think, at |east
sone ability to work with the rel evant conmttees
of Congress. They have in the past asked us,
particularly on privacy, to both study the issues
that are involved in privacy and report back to
them They then held hearings and so forth. So,
|"msure it's an inperfect systemthat we have,
but I think we have, we and ot her agencies, the
Depart ment of Commrerce has been wth us and
others, to try to at | east nmake the governnment's
i ssues, the governnent's views as well known as
we can.

As you know, there are nenbers of
Congress who have particular interests in these
areas and we've tried to focus on working with
them as best we can to be sure that they

under st and what our concerns are and can respond
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in that way.

So, it's a very good question. Andy,
want to add to that? 1'd be happy to have your
Vi ews.

MR. PINCUS: | agree with you. | think
everyone's feeling their way here to sone extent.

As Scott said, there are no magi c sol utions out
there. It is a very new phenonenon and | think
just as we're doing that with respect to the
issues that we're trying to address, so are the
peopl e in Congress and in the states the sane
way .

We certainly spent a lot of tinme talking
to menbers of Congress about privacy and consuner
protection and domai n nanes and el ectronic
aut hentication and the other issue we're talking
on and also talking to people in the states who
are working on these issues. | nean, | think the
best that anyone can do right nowis to
coordi nate, share information and try and hope
t hat some coherent policy structure devel ops,
don't know, which | think we've actually done a
pretty good job of so far.

MS. BERNSTEIN. Well, Conm ssioner

Thonpson, | think, has a coment.
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COWMM SSI ONER THOWPSON:  But in that vein,
| think one of the inportant roles of the
Conmmi ssion has been to service our resource, to
act as a conduit and be able to get the best
information not only to the public, but also to
deci si onmakers wi thin governnment, whether they be
in the adm nistration or whether they be in
Congress, to be able to shed sone |ight and sone
real studied light on the issues that we're
confronting in dealing wth cyberspace.

So, in that sense, working with all of
you, know ng the consuner side but also the
busi ness side, that it enabl es governnent to be
very much i nfor ned.

MS. BERNSTEIN. Thank you?

MR. TORRES: Can | just nake one conment ?

VWhat | found that goes up on the Hll, a |ot of

it is catch-as-catch-can and it's a free-for-al
sonetinmes, but there have been attenpts to close
exi sting | oopholes in existing |aws that would
not to nake those |aws apply to what goes on in
the Internet.

One good exanple is the solicitation for
credit cards as opposed dramatically, | guess,

over the Internet. It's a way to get the
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information out to solicit folks to buy it.

There is sone question or sone doubt whether or
not the Truth-in-Lending |laws were witten in
such a way that applies to those types of
transactions and there's currently a bill, both
in the House and the Senate to nmake sure that the
di scl osures that need to be made in the offline
world will be made in the online world.

So, | think perhaps we'll see a little
bit nore of that to fix some discrepancy. And
then you do have things like privacy that are
bei ng addressed in water forns that | take it
wll apply to online transactions as well,
particularly where your financial privacy is of
some concer n.

So, right nowit's kind of
catch-is-as-catch-can and the FTC does provide a
really wonderful role in educating people up on
the H Il and | guess where we're about with the
I Ssues.

M5. BERNSTEIN: Well, I'"'mgoing to
educate the rest of us right now and say while
|'d |l ove to have another hour here because it's
fascinating discussion, | want, once again, |

thank you all for your participation and

For The Record, Inc.
(301) 870-8025



374

particularly for our foreign visitors who | know

went to sonme lengths to arrive. W wll be back

in touch, I"'msure, and it is now ny pleasure to,
| don't have a gavel. | really should have a
gavel to call it to a close and thank you again

for comng and have a safe journey hone.
(Wher eupon, session six concluded.)
(Wher eupon, the June 9, 1999

presentations concluded at 6:30 p.m)
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