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PROCEEDI NGS

COWM SSI ONER VARNEY: First of all, let ne thank
all of you for comng. | recognize so nmany faces here of
t he peopl e who have worked with us over the | ast year on
these inportant issues, and | know that all of you have put
a trenmendous anount of tine and effort into working wth our
staff in preparation for today, which I view as part of our
ongoi ng di al ogue.

| am Christine Varney. | am a Conm ssioner here,
and | have been working quite a bit with the staff on these
i ssues in preparation for today.

And | want to thank David Medine fromour staff
who has really taken the | ead on these issues and worked
very hard, and he is going to be noderating today, and
introducing the lineup. And | amgoing to turn it over to
David to give us the details for how we are going to do
today. And again, thank you Davi d.

MR. MEDI NE: Thank you. Good norning. Thank you
all for comng. As Professor Westin said a nonent ago, if a
bonmb were to drop in this room the whole privacy comunity
in the country would be wiped out. So let's hope the
security systemis set up.

But | think we are going to have a very lively and
active discussion today, and it's a pleasure to wel cone all

of you here to represent all of your views.
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Consistent wth being a privacy program | have to
say in full disclosure we are both videotaping and
transcribing this session, so everything you say wll be
recorded. And as we have done in the past, we plan on
posting the transcript onto the Comm ssion's web page for
future reference.

In terns of sone housekeeping details, our FTC
cafeteria is tenporarily in hibernation. So if you want to
proceed for sonme snacks out of vendi ng nachi nes, you can
proceed to the seventh floor. |If not, try to work the
community and | ocal restaurants and carry-outs.

The workshop today is designed to be a dial ogue,
as we have done in the past. That translates into
di scussions and not speeches. And as the Chair, | am going
to exercise ny prerogative to gavel anyone who speaks nore
than three mnutes or four mnutes, at nost, other than sone
of the early presenters.

Also, | want to nention that we have had an
ongoi ng di al ogue on the Internet through our privacy List
Serve, which has been very valuable input to the Conm ssion,
and | woul d encourage anyone who is interested in joining
t hat discussion to check our web page for information.

We have to date received over 2,000 e-nai
nmessages expressing views on privacy issues, and we found it

a very val uabl e di al ogue for us.
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| would also like to thank the many, many peopl e
at the Comm ssion who have hel ped make this event possible.
In particular, | would like to nention Martha Landesberg,
who is sitting in the mddle there, fromny staff, who has
been tirel ess, and everyone probably has spoken to her at
sone point repeatedly about today, and | want to thank her
for all her efforts in putting today's programtogether.

It is a real pleasure to introduce Chairmnman
Pi t of sky, Chairman of the Federal Trade Comm ssion.

Chai rman Pitofsky's tenure at the FTC has been marked by
w I lingness to tackle energing technol ogy i ssues and gl obal
trade i ssues, both of which nerge together in the Internet.

| would |ike nowto call upon Chairman Pitofsky to
make sone openi ng renmarKks.

CHAI RVAN PI TOFSKY: | think I wll stay right here
if you can hear ne.

Good norning and wel cone. This turnout is
evidence that if you nention the word "Internet,"” you get
people's attention. |If you nmention "marketing" on the
Internet, eyebrows go up. And if you nention "marketing" on
the Internet and "privacy," you draw a crowd.

Over the next day and a half we will pick up where
we left off |ast Novenber when we held several days of
heari ngs devoted to the inpact of new information

t echnol ogi es and gl obal i zati on of consuner protection
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concerns, and where we left off last spring during the
wor kshop on the global information infrastructure.

| am delighted the Bureau is hosting this workshop
to explore the special challenges to consunmer privacy posed
by the enmerging online marketplace. This type of setting
enables us to bring together a broad range of groups and
i ndividuals to discuss the challenges that |ie ahead.

The chal | enges for consuner privacy posed by the
onli ne mar ket pl ace are special, because the new t echnol ogy
enabl es marketers and others to gather information about
consuners that is far richer and detailed and nore easily
tied to individuals than information available to the
tradi tional marketing nedia.

El ectronic information transmtted in online
transactions can easily be stored, analyzed and used, and
can travel nore quickly and globally, in ways that have
ei ther been inpossible or prohibitively expensive in the
nore traditional contexts.

These facts suggest that issues related to online
consuner privacy nmerit analysis apart fromsimlar issues
raised with respect to other nedia.

In the course of the Bureau of Consuner
Protection's year-long study of these devel opnents, in
concert with industry, privacy advocates and consuners, a

nunber of thenmes have been highlightedwhich formthe basis
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9
for today's agenda. The norning begins with a discussion of
how personal information provided in consuner transactions
is being used online. It wll be followed by denonstrations
and anal yses of various technol ogi cal approaches to the
guestion of how to protect online consuner privacy.

In the afternoon the discussion shifts to the
gquestion of whether sensitive information, such as financi al
and nmedi cal information, should receive special treatnent in
the online context. The day ends with a di scussion of
strategi es for educating consuners and i ndustry about the
i nplications of the new technol ogy for consuner privacy, and
for the gromh of the online marketpl ace.

Tonorrow the workshop turns to the special issues
rai sed by infornmation obtained fromand about children in
t he online medi um

This project has net with nuch ent husi asm and,
qui te candidly, sone concern about how privacy issues nesh
with the FTC Act Section 5's prohibition against unfair or
deceptive acts or practices.

Let nme state a few paraneters for our discussion
this nmorning. As we saw during the just conpleted G obal
Conpetition Hearings, projects and research endeavors
designed to gather facts and highlight issues are an
i nportant part of this Agency's mission. It makes sense for

the Comm ssion to invite various groups to exchange views on
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10
privacy questions that inplicate several consunmer protection
concerns.

W may or may not find in this process that there
are privacy issues that are troubling froma | aw enforcenent
per spective because they violate traditional rules
concerning deception or unfairness. But this is a fact-
findi ng workshop, designed to provide a forumfor discussion
and debat e.

We are not here to lay the groundwork for any
government rules, guidelines or otherw se. Rather, we would
like to |l earn nore about industry and consuner initiatives
t hat have energed over the past year. | hope the Bureau
will contribute to self-regulatory efforts, and to the
Conmmi ssion's understanding of online privacy issues by
providing a report about the issues discussed today and
tomorrow. That is our goal

Let ne add another point. The Federal Trade
Conmi ssi on has always paid attention to industry views of
proper business behavior. Let nme rem nd you, however, that
Section 5 enforcenent is independent of and does not
automatically reflect voluntary codes. It does not
necessarily follow that failure to follow industry guides
will lead to FTC enforcenent actions, or that conpliance
wi th such guides will exenpt business fromthe unfairness

and deception standards of Section 5.
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Finally, let ne say one nore thing. Al of the
comm ssi oners have been supportive and have contributed to
the design of this agenda, but | nust especially acknow edge
my col | eague, Conmm ssioner Christine Varney, who has
sensitized us to these issues and energi zed us to conduct
t hese heari ngs.

You have before you a very anbitious agenda and a
di sti ngui shed group of panelists. | turn the program over
to David Medine, Associate Director for Credit Practices in
t he Bureau of Consuner Protection, who will noderate this
nmorni ng' s di scussi on.

Davi d.

MR. MEDI NE: Thank you, Chairman Pitofsky.

Just to elaborate on our format today, we will not
be using a traditional format of one speech, as | nentioned
earlier. Each session will start with two or three
crystallizers, that is, people who will help focus the
issues, and then it wll be open to all panel nenbers for
di scussi on.

Agai n, we have brought together a very exciting
panel. | wll ask each person to introduce thenselves as
t hey speak later in the norning, but | would first like to
start off exploring the issue of what information is
avai |l abl e online now and could potentially be gathered as a

threat to privacy. And | would ask the Center for Denocracy
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12
and Technol ogy to do a denonstration for us. Janlor
ol dman is the co-founder and Deputy Director of the Center
for Denocracy and Technol ogy.

M5. GOLDMAN:.  Thanks. Before we get into the
denonstration | just want to try to give you a little
context of why we created this denonstration in the first
pl ace.

For many, many years, we have worked to achieve a
nunber of goals in the privacy area. One is to nake sure
t hat when peopl e divul ge personal information in any context
that they know what the information practices are of the
entity to which they are divulging the information, and a
critical piece of that is that they then be able to have
some control over that information once they have divul ged
it.

Agai n, the ol der conception of privacy is that in
order to protect yourself you have to retreat from society
and we believe, as do nost people in this area, that
critical to enhancing privacy is allow ng people to step
forward and participate fully while not having the cost of
that participation be the |loss of control over their
personal i nformation.

This is not only critical to protect their
privacy, but also to enhancing other critical denocratic

val ues such as free speech, the right to receive
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information. Again, people wll be wary about taking risks
and deterred fromtaking those risks, about exploring new
i deas and communi cating with others and receiving
information, if they are concerned that the information
about those explorations and about those conmunications is
reveal ed to others.

Now, on the Internet, particularly on the
Wor | dw de Web, we have a few new winkles in the privacy
area. Let's just take a very basic exanple.

If I go into a bookstore and | am browsi ng around
and | pull out a book, the title is catchy. It mght be a
little racy, who knows even for ne. And | pull out the book
and | open it up and | amlooking at it. | may decide to
| ook through a few pages, close it up, put it back on the
shel f and | eave the bookstore. | haven't bought anything.
| have just browsed.

Now, when you browse on the Wb sonet hi ng
di fferent happens. You not only have a record, what they
call the nmouse droppings or click streamdata, every single
nove that you make in wal king through that bookstore, but
every page that you |look at is captured by the site that is
of fering you the information.

Now, nost of this is done invisibly and unknown to
the user. Most of this is done w thout people having any

control over whether it's happening. Sone of it is done
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14
innocently. It's not necessarily done with the intent to
capture the information and use it for sonme other purpose,
but it is certainly built into the architecture and the
software that makes up the Internet.

Now, not only can information be collected at each
site, but profiles can be devel oped by conparing and pulling
together that information fromvarious sources. So you can
get a fairly detailed picture of sonebody's activities
online, which may or may not represent who they are as an
i ndi vidual, but certainly judgnments will be nade of them on
t hat basi s.

The reason that we put together the denonstration
is to educate the public about the detail ed personal
transactional information that is captured on them when they
search the Web, and to create a demand for the creation of
privacy policies and practices to reverse this trend, to
al | ow people to decide at the front-end before they ever go
to a site what their privacy preferences are, how they want
their information collected, if they want it divul ged at
all, and to put theminto the process of that transaction,
to make them a necessary and critical partner to that
transacti on.

Now, we have an opportunity, obviously, and this
is, you know, a big part of our discussion today, to up-end

the dynam c that we have had in the traditional information
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collection area to not necessarily have the information
coll ected, whether it be the governnment or the private
sector or a nonprofit, say here is your notice, here is your
opportunity to opt out. Please sign here and then we w ||
give you the benefit. But we have an opportunity in the
online digital environnent for people to say, here is ny
privacy preference, here is whether | want the information
about nme collected, here is whether or not | want it reused
for some other purpose, and that then becones the starting
poi nt for the discussion.

So Bob Pal aci os, who is our fabul ous systens
adm ni strator, online organizer and hel ped put this
toget her, our goal, as | said, was to educate the public,
make people aware of what's really happeni ng when they are
online and to create a public demand based on this
information. For people will be so incensed when they see
this, and it will create this powerful public demand for the
devel opnent of policies and practices.
| f you conme to our site, which is

WAV CDT. ORG Privacy, if you don't renenber that there are
cards out there to rem nd you. And what you see if you go
to our site, | would be welconed personally. M nane is --
ny mail address is JLG @CDT.ORG | amaffiliated with CDT,
| ocat ed around Washington, D.C. | use a PowerMac. My

browser is Netscape, and | have |inked from Yahoo.
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So you not only get the information that is
reveal ed at that site, but you know they are referring you
around, the site fromwhich | cane.

Now, obviously, you know, as a snmall, nonprofit we
do not have -- we don't have our own server, and if we did,
we coul d probably learn a | ot nore about the people visiting
our site. And again, sone of this is done unintentionally,
and sonme of it is just done as part of how the Net works.

Now, there will be sonme variations. |If you visit
our privacy deno, if you are comng from for instance, an
online service, you may not be greeted personally. You may
be greeted as an online service subscriber. |If you are
comng frombehind a fire wall, or an organization, again,
some of that personal data is stripped off when you go out
onto the Net. So that it wll vary, depending on the
browser that you are using and the sites fromwhich you are
com ng.

That's our deno.

The second thing that we have done is not just to
make people feel here is what happens out there, but what
are the policies and practices that do exist on the Internet
today to protect personal information. And what we have
done is create an online clearinghouse of policies that

operate on the Web.
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We started with the online services, and the
reason that we started with the online services is because
there was a body of privacy policies in that sector where
there isn't in any other sector on the Internet. And there
are a nunber of reasons why there were privacy policies and
information policies in that area, but we thought that it
woul d be a good place to start.

And so what we have done is we have taken the four
maj or online services, and on the left-hand part of the grid
we detailed the fair information practice principles that we
consider to be the fair information practice principles that
need to be addressed where there is any collection of
personal i nformation.

The first one, obviously being notice. And we
t hen put whether or not there is witten statenent that
woul d put that information policy in the online service's
terns of agreenent, in terns of service, privacy policy. |If
you then click on, say AOL first, we have got it
al phabetically, of course. W then click on the rel evant
portion of that policy. So you can see it. If you want to
see the whole thing in context, you can do that too by
clicking at the top, or you can just read through the Fair
Information Practices and click on the rel evant portions, so

you can see.
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Now, part of what we found is that, with a few
exceptions, the privacy policies of the online services are
not in one place. And so it was necessary to kind of nove
around a little bit and link to the rel evant portions.

But, again, our goal in doing this is that our
next step will probably be focusing on Internet service
providers, and we want to push in the interimthe
devel opnent of privacy policies in that sector so we wll
actual ly have sonething to show and not sone bl ank boxes
where we have no relevant policy or no witten policy at
this tine.

So that's essentially what we have done. Feel
free to visit the denb. As | say, the site will be updated
as new policies are devel oped, as policies are refined, as
we focus on other sectors that operate on the Internet, and
happy to take any questions, or we can go on.

Thank you.

MR. MEDI NE: Thank you, Janlori.

| visited the site |ast evening, and it reveal ed
that I was fromthe Federal Trade Conm ssion, which raised
some interesting i ssues about our |aw enforcenent efforts in
the future

(Laughter.)

M5. GOLDMAN:  You will have to link to the

anoni m zer which | forgot to nention. You can link to the
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anoni m zer first, David, and then go out there and do your
| aw enf or cenent .

MR. MEDI NE: Thank you.

| would next like to call on Marc Rotenberg to
hel p again crystallize issues. Marc is the Director of the
El ectronic Privacy Information Center, and he al so teaches
the law of information privacy at Georgetown University Law
Center.

MR. ROTENBERG  Thank you, David, and thank you to
the FTC commi ssioners for the chance to be here today.

| would like to put up a different web page which
is epic.org. | guess this is the equival ent of saying "next
si de, please.”

Wth a better interface, | could just think the
correct URL and it would appear. | think Mcrosoft is
wor ki ng on that.

kay, if you could -- thank you. [If you could
scroll down just a little bit on this page. This is EPIC s
home page, and if you could go right there. | amgoing to
follow on Janlori's comments and say a few nore words about
privacy policy on the Internet, and what is really the
urgency today in the United States to nove aggressively to
establish privacy safeguards that would not only be good for

consuners, but good for business.
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We have seen a great deal of privacy activity, and
not only the hearings today and tonorrow. Marc Kl aas was on
The Today Show this norning and Ram Avraham s case is a very
i nportant case. It goes before the Virginia Grcuit Court
on Thur sday.

| f you could scroll down one nore line, and if you
don't have enough to do this week |I reconmmend a very good
book by Ellen Al derman and Carol i ne Kennedy called "The
Right to Privacy."

Now, let's scroll down to our privacy archives.
The EPIC web site is set up so that at the top you get
i nportant information about privacy issues. Here are our
policy archives, and if you click on privacy, please, we
call this the Ato Z use of privacy. |It's very inportant
never to | ose sight that when we are tal king about privacy
inthe United States we are tal king about a core social and
political value described once by Justice Brandeis as the
right to be let alone. The nost conprehensive of rights,
and nost val ued by people.

Now, if we could go on down, and this would be the
key -- it's alittle bit of an Easter egg hunt going on
here. Privacy, general privacy information, if you could
scroll a little bit further. Thank you. Now, we are in our

Ato Z's of cable TV information, caller I D, counter-
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terrorism keep going. It's a big topic. It covers a lot
of ground, as it shoul d.

kay, stop here. That |ong and awkward | ooki ng
acronym "Everything you always wanted to know about privacy
in Anerica but were afraid to hear” is the core of ny brief
comments this norning, so let's click on that.

Let's scroll up so the five points -- thank you,
stop. Okay, | amgoing to nmake just five points at this
point in the presentation.

And the first point to make is that the voluntary
approach to privacy regulation in the United States has
failed. It failed in 1990. You wll notice that Lotus
proposed the rel ease of a product called "Marketpl ace, "
whi ch violated the industry's guidelines. The industry
association did not object to the release of the product.
Consuners and the nost savvy users of technol ogy, people on
the Internet, eventually organi zed a boycott that led to
30, 000 nessages to the CEO of Lotus, and the product was
wi t hdr awn.

This occurred nost recently when an investigative
reporter in Los Angeles was able to obtain the nanes of
5,000 children in the Pasadena area, using the nane Richard
M Davis, the nost notorious child nolester in the State of

California, the person who currently stands on trial for the
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murder of Polly Klaas. The person responsible said sinply a
m st ake was nade.

My second point is that consuners will demand
| egal control over personal information. There is nothing
surprising or controversial about this point. 1In fact, if
you | ook at consuner polls fromthe 1991 Tinme/CNN poll to
the 1995 Yankol ovich poll, if you ask the question, "Do
conpani es have the right to sell your personal information
wi t hout your consent," nine out of 10 consuners in the
United States would say "No." Ask that question. | can
tell you what the answer will be.

My third point concerns technol ogi es of privacy;
W t hout question a critical part of getting the
infrastructure for commerce in the next century. Now, you
have to be very careful when you use this phrase. It's a
very inviting phrase, because it calls for technol ogical
solutions. |If they can be found, they are in fact
applicable to governnent's regul ation.

But not all technology is technol ogies of privacy,
and technol ogies that sinply pronote access to digital fine
print do not help consuners. They sinply place nore burden
upon consuners. Technol ogies of privacy limt or elimnate
the collection of personal information. These are the
technol ogi es that are gaining support in Canada, and Japan,

and in the European Uni on where the top technol ogi cal
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achi evenent award | ast year went to David Shoum the
i nventor of Digicash, and the person who nmakes possible
paynent systens fromel ectronic comerce, to parking, to
shoppi ng, conpletely and anonynously. Those are
t echnol ogi es of privacy.

My fourth point, and this is very much to the
busi ness representatives here, is that even conpani es that
want to do the right thing, that have good privacy policies,
and that intend to respect to the consuner's privacy wll
not be able to succeed in the absence of |egal rights which
establish a | evel paying field.

And the reason for this is very sinple. This is a
very conpetitive market, and it will grow nore conpetitive.
And the conpanies that try to enforce good privacy policies
will run up against conpanies that are cutting corners, and
they will be at a market di sadvant age.

Anerica Online nmade this point |ast year when they
said that one of the reasons they were selling their
menbership list is sinply because their conpetitors did it.
They coul d not afford to give up an inportant inconme stream
This is a very inportant point in the policy-making realm
It is not just in the interest of consuners. It is in the
i nterest of business that wants to protect privacy, to
ensure that a legal framework with a | evel paying field

makes cl ear privacy rights and responsibilities.
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And ny final point is sinply this. Smart
conpanies in smart countries know this. This is why you see
the rapid march in Europe, in Canada, and in Japan, for
technol ogi cal and regulatory solutions that establish strong
privacy safeguards, because every country wants to ensure
the privacy of its information econony in the twenty-first
century. And absent strong privacy safeguards consuners
will be reluctant to participate in the network environnent,
and businesses wll constantly run the risk of
m sunder st andi ng or not responding to consuner privacy
concerns.

That is everything you want to know about privacy
in Arerica but were afraid to hear

MR. MEDI NE: Thank you very nuch, Marc, for
hel ping to crystallize sone of the issues that we are going
to be westling with today.

As our third and final crystallizer for the first
session, | would like to call on Bob Shernman. Bob is a
partner at the New York O fice of Paul, Hastings, Janofsky &
Wal ker, and is also general counsel to the Direct Mrketing
Associ ati on.

MR. SHERMAN:  Thank you, David, M. Conm ssioner,
M. Chairman, and nenbers of the staff.

| was asked to help try to focus the discussion

wi th suggestions that would help stinmulate dialogue with the
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i ssues here today, and | guess what | would like to do first
is totry to put us in step and say that no one in this room
cones from a heavy technol ogi cal background. This is such a
deep-rooted concept that actually defines itself as one
where we are encouraged to pronote the progress of the | aws
of science. But we can't |ose sight of the fact that what
we are really tal king about today is a vehicle for
communi cation, the nmeans not an end. W nust be respectful
of the underlying feat that is involved on the Internet.

Now again, and this is not new, we find ourselves
in the inherent pinch of the First Amendnent right to
transmt these communi cations and the right to privacy. It
is one that has been faced in all nedia, and today's medi um
as well. The Internet is just another way to enhance our
society, based on the flow of information. Different from
ot her societies, we have grown up differently. Indeed, the
reason we are here in this country stens fromthat very
right. And so it is not necessarily a fair conparison to
| ook at what other countries are doing, although it is
sonetines very illustrative, very instructive.

The Internet it is different things to different
people, for sone it's just a neans of entertainnment.

O hers, for education. Sonme just pure comrunication. And
now devel oping is a commercial industry, involving comerce

on the Internet. |Industry, and specifically direct
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mar ket ers have experienced grow ng pains of other nedia. W
have | earned fromthat experience. It has been successful
not only for thenselves but also in the world of
communi cation. Wth the devel opnent of a new vehicle of
commruni cati on cones new opportunities and new
responsibilities.

But if we depend on technology to create the
opportunity, we should also allow technology to hel p us,
assist us in carrying out the responsibility as well. O her
panels will address technol ogical neans that will help us in
that regard

Now, before directly addressing sone of the
policies that are involved in private, Bill will be
providing you in just a nonment with sone basic genera
princi ples that have been devel oped for you on the Internet.
I would Iike to just make a comment about sel f-regulation,
and why it does work, why it is burdensone in nonitoring and
regulating. No nethod is perfect. Law enforcenent is not
perfect. There wll always be bad apples.

Self-regulation is a different process froml aw
enforcement. Self-regulation, when successful, in ny view,
is defined as getting voluntary cooperation by nenbers and
sound busi ness practices and consuner information. It is

not | aw enforcenent.
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W don't have a nice | aw enforcenent act. You go
at it a different way. We try to obtain the sane ends
t hrough educati on, peer pressure, and a self-inposed process
that we believe the systemworks, and will continue to be
successful if allowed the opportunity. But underlying self-
regul ation is allow ng good, sound, basic business
principles to evolve. Once they evolve, then self-
regul ation can work, but it does take sone tinme. None of us
woul d benefit froma ready/fire/aimformof regul ation.

To that end, and now | would like to get into sone
recommended principles. The Direct Marketing Associ ation,
in conjunction with the Interactive Service Association, has
cone up with general principles for use on the Internet
touched by three different areas.

The first, notice and choice; second, is a set of
principles for unsolicited advertising, e-mail; and the
third is marketing for children on the Internet, which wll
be di scussed in tonorrow s session.

First, and I would Iike and encourage al
panelists to participate, with comments and suggesti ons
because these are basic principles that have not yet evolved
into industry guidelines because we want to see how t he
actual operation of marketing takes place. First is the

el enent of notice and choi ce.
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We believe that all marketers operating on an
online site, whether or not they collect personal
information online fromindividuals, should nake avail abl e
their information practices listed in a prom nent place.

The notice should be easy to find, easy to read and easy to
under st and.

It should identify the nmarketer, both an e-nai
and postal address at which they can be contacted, and state
whet her the marketer collects personal information online.
It should disclose the nature of personal information
col l ected, such as the sex of the individual consuners, the
nature of the uses of the information, the nature and
pur pose of the disclosures of such information, and the
types of persons to whomthe disclosures will be made, and
t he nmechani sm by which the individual may Iimt disclosure
of such information.

Every consumer shoul d be furnished with the
opportunity to request that their e-mail address not be
rented, sold, or exchanged for online solicitation purposes.
The marketer should suppress in a tinely fashion e-mai
addresses of individuals who have made such requests. The
system that has worked in other nedia, | believe, given the
opportunity to follow and with the interactive nature of
online marketing, should be no problem and no reason why it

shoul dn't work there as well.
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Wth respect to unsolicited advertising by e-mail,
we have devel oped a set of general principles to follow
Online solicitation should be posted through bulletin boards
and chat roons, only when existence of the forumis a stated
policy. | think each of them should state their own
policies, and anyone who wants to solicit those who browse
must foll ow those policies.

Online e-mail solicitation should be clearly
identified as solicitation, and should disclose the
mar keter's identity. That would avoid what | amtold is a
burdensonme need to go through every single e-nail in one's
mail box. It takes up tinme and sone nom nal, but admtted
expense to go through it. There is an indicia of sone kind
to let the recipient know that if there has been unsolicited
advertising mail, so that the recipient can choose to read
it or not read it at his or her pleasure. W think that
woul d be a fair practice.

Mar keters using e-mail furnished by customers with
whom t hey do not have an established business relationship
shoul d give notice of the nechani smthrough which they could
notify the marketer that they do not wish to receive future
online solicitations. The nmarketer should also furnish
consuners with whomthey do have established business

rel ati onships with notice and a nmechani sm by which they can
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request that their nane not be transferred to other
entities.

Any person who uses for online solicitation e-nai
address that have been collected fromonline activities of
individuals in public or private spaces should see to it
t hat those individuals have been offered an opportunity to
have this information suppressed. Those who operate chat
roons, news groups and other public forunms, can inform
i ndividuals in those places that information they
voluntarily disclose to those areas may result in
unsol icited nessages to those individuals by others.

| think by follow ng general principles we'll be
off to a good start in hel ping people who want to use the
Internet for a variety of purposes to enjoy it w thout
concern, without fear that their privacy will be viol ated.

MR. MEDI NE: Thank you, Bob, very nuch.

Qoviously, the Internet provides a unique
opportunity to generate, capture, store and reuse
information and | think one question that we can start off
with is what is the responsibility for how that information
shoul d be handled and if there is a responsibility, how
should that be carried out. | suspect there are al so panel
menbers who want to respond to sone of the presentations as

wel | .
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So does anyone want to volunteer to pick up the

di scussion? Evan, do you want to respond?

MR. HENDRICKS: Well, | would first like to start
by --

MR. MEDI NE: Wiy don't you introduce yourself?

MR. HENDRI CKS: | am Evan Hendricks. | amthe
editor and publisher of Privacy Tines. | have been

reporting on privacy in Washington since 1977, and it puts
gray in your beard, | proni se you

| wanted to echo the presentation of mny coll eague
Marc Rotenberg, and | wanted to congratul ate the FTC for
getting these three fine presentations, which really frane
the issue to where we are going on this.

| have said it before and I will say it again in a
way that hopefully people will renenber. You can't protect
privacy in the way that you just after you get your neal
served you sprinkl e parnesan cheese on spaghetti. You have
to protect privacy by cooking it into the sauce fromthe
very beginning. It sets the ground rules fromthe beginning
and it reduces the back-end cost.

Now, when | listen to M. Sherman's presentation,
I found it very conplicated by all the different rules and
paranmeters in setting up, if this, then this. And the nore
sinple way, and the way that | would be advocating through

the next two days, is the nethod adopted by other countries,
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that you require people's consent before their personal
information is used for commercial purposes.

And our |egal systemis based on inforned consent
invirtually every other context, and it seens to ne
consi stent that we would nove to a situation where we have
i nformed consent for use of our personal information given
that we are noving into the information age big tine.

And so al so the question as we cone into this
hearing is what is the role of the Federal Trade Conm ssion
inall this. Now, the Chairman said that this is a fact-
finding m ssion, hearing, and Conm ssioner Varney has said
in other interviews that she basically wants to go with the
vol untary approach, that it would be premature to do
anyt hi ng el se.

My hope here in this fact-finding hearing is that
as we go through the next two days, as the evidence is
presented, that the FTC will see that they have a |arger
responsi bility and a trenmendous opportunity at this point in
history to take | eadership on this issue and recomend and
take action to secure the kind of protections that we need
now to catch up to where the rest of the world is going.

MR MEDI NE: Ron?

MR. PLESSER  Thank you. | am Ron Plesser. | ama

piper -- | ama partner at Piper & Marbury.
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| just wanted to add one thing because | think
this di scussion about the privacy systemthat we have in
this country and information about privacy, we have
legislated in this area, and probably one of the few cases
where | aw has preceded technology. 1In 1988, | think it was
in 1986, | guess, the Congress enacted The El ectronic
Communi cations Privacy Act, and ECPA really was enacted
al nost at the front-end of a | ot of these concerns.

And what ECPA does is sone very critical inportant
things. It doesn't do everything, and certainly subjects
t hat have been di scussed today are very inportant in terns
of how i ndi vi dual conpani es use and di scl ose information.

But it is inportant, | think, to have an extra backdrop
because not only is it 10 years later still a good law, it
also is alaw that | think | eads Europe and Canada and many
other places in terns of protected privacy. Wat it does is
protect e-mmil privacy from governnent access. It protects
e-mail fromat |east public systens who provide e-nmail from
di scl osing the contents of the information.

And in an anendnent that was passed, in fact just
two years ago, the Digital bill, ECPA controls governnent
access not only for the content of the information, but the
descriptive information in the header of the e-mail. It has
created a great deal of confidence in the American public, |

believe, in the ability to communi cate el ectronically,
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knowi ng that the privacy in e-mail and the privacy of other
communi cations frominterception or fromretrieval and
stored data is protected.

So | think those, as | will discuss in the
Eur opean section, but even in this context, it is inportant
to know that we do have at least this one very inportant
privacy law that is very nuch ainmed at digital electronic
communi cations, and | think it does a fairly good job of
protecting at |east that side of privacy on the Internet.

MR. JAFFE: H . | am Dan Jaffe of the Association
of National Advertisers, and our nmenbers do the majority of
all national and regional advertising in this country.

| think what is interesting about this whole new
mediumis that probably at the earliest point in the history
of any nmedi um busi ness has stepped forward to come up with
vol untary approaches to give consuners protection in this
ar ea.

| think that this is evidence of two things: that
busi ness understands the strong privacy concerns in this
area, but just for the self-interest of the business
community we understand that if people do not feel secure on
the Net, they are not going to use it. And it wll
mar gi nalize this nmediumas to a very insignificant problem
Unl i ke what M. Rotenberg was saying earlier --

MR. ROTENBERG  That's Rot enberg.
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MR JAFFE: |'msorry, excuse ne.

M . Rotenberg.

MR, ROTENBERG.  You don't know ne well enough yet
to mscall ne.

(Laughter.)

MR. JAFFE: There were no inplications as to your
statement and your nane.

The situation is that the great conpetitive forces
are out there for businesses to be protected, because if
they are not protected then you are going to find that the
consuners are not going to go on the Net. Nothing forces
them onto the Net.

In fact, that's one of the interesting factors of
the Net, is that there is nore control by consuners. This
is not a broadcast medium This is not sonething that
i nvades your hone. This is sonething that you go out and
make decisions as to where you are going to go on the Net.

One other thing that hasn't been di scussed yet,
but I think is inportant, is that we have to understand that
the Internet is a global marketplace. This is why this
conference has been called, is to tal k about the gl obal
i nformati on network. And therefore even if the United
States were to decide that they were going to try and create

a wall around this country, and to try to set up rules,
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conprehensive rules just for this country, it would mss a
tremendous anount of the information that's out there.

| have been told, | have not been able to verify
this, but I have been told by people that | believe are
quite know edgeabl e, that nore than a third of all of the
Worl dwi de Wb is of foreign origin or are foreign based, and
that it's even nore than that when you talk about all the
conputers that are connected.

Therefore, if we set rules in the United States,

t hat does not in any way assure the control over the network
for consuners, and therefore we believe that it's only

t hrough sel f-i npoundnent of consuners that you are going to
get real protections.

So we think that is sonething that has to be
factored in. W can't just wave a nmagic wand, if we can't
and nobody el se in the Congress can, and suddenly force al
sorts of enpowernment tools into the consuner's hands. And |
think that as we go through this discussion, and I will stop
in a second, there are so many ot hers that have inportant
things to say, but we are going to find that in this area we
have nore control, that technology wll give us nore power
over where we go and what we are going to see. And if we
don't see what we want, then we don't have to go into it.

In other words, if we don't find that some group

has a privacy policy that we want, we don't have to go
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there, and we are going to very soon, and what is happening
now i s that consuners are not that know edgeabl e, but very
qui ckly they are going to becone know edgeable. People |ike
yoursel f and others are going to educate them so that they
wi Il be know edgeabl e, and then they are going to be able,
to really be able to develop their own protections whether
the conpanies want to give it to themor not, because if
they don't see a privacy flag that neans their goals, they
just said, "I'"'mnot flying in this area. | amnot going to
go into this conpany's network at all because they don't
provide me with the protection | want."

|f they feel secure or they don't care, then they
can go where they want, but they will be able to not go
where they don't want to. And that's really not true for
any ot her nedi a.

MR. MEDI NE: Jack.

MR. KRUVHOLTZ: | am Jack Krumholtz with M crosoft
here on behalf of the Interactive Services Association. The
Interactive Services Association is the |eading trade
association for many of the online service providers,

i ncluding the Mcrosoft network.

| really want to echo M. Jaffe's comment. We
believe at the ISA that the keys to privacy are what we
refer to as the Two E's, educati on and enpower nent.

Education is absolutely critical, and I am pl eased that the
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| SA joined in partnership actually with the National
Consuners League earlier this year in an effort to help
Proj ect Open, which is a public education effort, and part
of that effort is to help consuners understand how to
protect their privacy online.

And enpowernent, to ne there are really two key
conponents to that. One is choice, making sure that the
consuners have a choice on how the information is used. And
I think that the | SA/DVA di scussion draft of guidelines were
principles that M. Sherman referred to earlier, really the
fundanmental underlying principle of that draft is consumner
choice. And, again, just echoing what M. Sherman said, we
really see this as a first step in this process, and really
wel come everyone here to provi de comrents, because we want
this dialogue to continue and to really hear what people
t hi nk about what our work product is to date.

The second conponent of enpowernment | see is
t echnol ogy, and | know we are going to hear nore about
technology in the next panel. But, again, technology is
not, there is no fail safe answer to this. | think we just
need to be realistic in that regard.

Finally, in approaching -- in approaching privacy
we believe we need to bal ance two things. One, clearly
consuner privacy and the need to protect consumer privacy is

absolutely critical, and it's critical from a business
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perspective as well. The point was nade earlier that if
consuners don't have confidence in how their personal
information is being used, they are going to wal k away from
the Internet, and that is not -- certainly not in ny
conpany's best interest or the other nenbers of the | SA

So we need to bal ance that with comrerce, because
comerce really is comng to the Net. And if we are too
restrictive, marketers and commerci al operations are going
to leave the Net, and that's going to nake the Net nore
expensive, and less -- and less attractive, and we'll |ose
the benefits of the great equalizing potential that we
believe that the Net has.

MR. MEDI NE: Thanks.

Al an?

MR, WESTIN. | am Alan Westin, | ama professor at
Col unmbi a University in public |law and governnment, and the
publ i sher of "Privacy & American Business,"” a newsletter
that covers the business privacy issues.

In a sense we are all trying to cooperate in
pai nting a canvas and each one is comng up and putting a
few nore brush strokes on and putting some nore detail on in
the hope that in the end there is a Renbrandt for both
society and regulators and others to look at. So let ne try

and add ny brush strokes and see where they fit in.
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The first thing, it seens to ne, is that we have
to understand that people differ in the way they want to
bal ance their disclosure and their claimto privacy. W are
not all the same, and the steady stream of the survey
research shows that the Anmerican public divides up into
about a quarter who are intensely concerned with their
privacy, roughly the sane nunber who couldn't care |ess, and
about half the population that say it depends on what you
are offering ne and what benefits |I get, or what society
gets by way of inportant val ues and protection, and al so
whet her the information you are collecting is rel evant and
socially acceptable; and, finally, whether there are
adequate fair information practices, safeguards or other
privacy protection safeguards that nake sure that the
informati on we give for those purposes is adequately
pr ot ect ed.

And we really are not all the sane in the way in
whi ch we want to strike those balances. | think the online,
given that that world is challenging and exciting, because
it really does offer the first opportunity in the world of
information and collection in the consunmer area for people
to make their own choi ces about privacy. And it seenms to ne
a healthy thing that neither Jesse Helns nor the ACLU shoul d
make the privacy rules for everybody, but that we all wll

be able to nake the choices in a properly structured system
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| think it's very authentic in terns of the
Anerican social and political and legal culture that we do
first look to the voluntary approach because it is, first of
all, nore efficient if it works. It doesn't require vast
policy practices to enforce, and the use of coercive
mechani snms, but it has to work.

And | think | differ wwith Marc in the sense that
when | use the term"market forces,” | see a healthy
conpetition in offering different privacy choices to people
in the Internet and online environnents as well as
el sewhere. And | should think that if we structure it
properly, we want a healthy conpetition in which AT&T and
MCI battle over who protects our privacy information better,
and that the online services nake a sim|lar conpetition.

And that if we see how that shakes out, there may
be a point at which the FTC or legislation would cone in to
i ncor porate what has devel oped as an effective neans, but we
shouldn't rush to wite the rules before we really know what
the m x of policy and technol ogy and market privacy choices
is going to be.

One thing that we can offer is that privacy in
Anmeri can business will be conducting the first national
survey of how online and Internet users are currently using
i nformati on, and how they see the world of privacy choi ces,

and we will be releasing the results of this at our national
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conference on Cctober 9th, and we will be trying to present
in the survey the kind of choices about how people opt in or
out, or front-end options, and what it is that the American
online and Internet users really feel about these issues.

MR. MEDI NE: Thank you, Bob.

MR SMTH | am Robert Ellis Smth. | publish
Privacy Journal Newsletter.

| think it's been a rather healthy discussion so
far. | don't accept the Direct Marketing Association's view
of the world or the view of the Internet. | think people
started maybe a year ago trying to view the Internet as
predom nantly a comercial nedium It began as
predom nantly an educati onal conmmunications nedi um

If it remains predomnantly that with
possibilities for advertising only incidentally, then
think we wll be safe. But if the becones predom nantly a
commercial nmedium as the new spin appears to be, then al
t he safeguards in the world perhaps won't hel p us.

For instance, there are now credit reports being
bought and sold anonynously on the Internet. M. Jaffe
woul d say | can choose not to deal wth that conpany if |
wi sh not to. M colleague here would say | can choose not
to participate in the Internet. | happen to want to take
advant age of the communi cati ons and educati onal

possibilities of the Internet. Because there are sonme bad
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actors there on the Internet who are invading ny privacy
does not nmean that | want to opt out totally fromthe
system

There are currently entrepreneurs selling soci al
security nunbers, arrest records, credit reports, other
i nformati on about peopl e, phone nunbers, unlisted phone
nunbers as well.

| think Janlori's solution would say | have sone
sort of a point and a click option there, that sonehow I
woul d have had a relationship with these conpanies, | could
have opted out at some point. | have no idea who they are.
They are not even obligated to identify thensel ves over the
Internet. But even if they are, they are certainly not
obligated to give ne any possibility or voice at the tine.

| certainly have to agree that the possibilities
for voluntary conpliance have to be neasured up to the Metro
Mai | experience here. A large conpany has, | think, four
very clear violations of its own trade association's code of
ethics, and not a thing has happened. It's still operating.
I"mnot sure whether the current | aw woul d reach sone of the
activities that Metro Mail had been involved wth. But
clearly no trade association has conme forward to put an end
to those egregi ous invasions of privacy.

| think the pattern here is that, and | have seen

it in higher education, that business will come here and say
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we opt for voluntary conpliance, we want no cunbersone
statutes, and parenthetically | mght say that the Tel ephone
Solicitation Act requires no vast police force to enforce
it. People have a right to go to Small Cains Court. They
have been doing so. It's a rather nodest |aw that seens to
be working wi thout any huge federal bureaucracy necessary to
enforce it. People are enforcing it thenselves by filing
claims in Small Cainms Court.

But the phenonenon that you see is that business
argues agai nst any regul ation and for self-regulation,
vol untary conpliance. And then they discover that there are
a lot of bad guys in the business. There are people selling
credit reports out there anonynously. There are people
dealing in social security nunbers. And they have an unfair
advant age because there is no regulation, and they wll be
in the sane room five years from now beggi ng for regul ation
the nore reputable |arger conpanies in the business wll be
beggi ng for regul ations five years from now.

Wiy not do it now? Let's anticipate that we are
goi ng to have these problens.

MR. MEDI NE: Thanks.

Kat hy?

M5. KRAUSE: | am Kat herine Krause with US West,
here today representing the Information Industry

Associ ation. That association is conprised of over 500
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conpani es that operate nationally and internationally,
ranging fromlarge multinationals to small entrepreneurs.

And to maybe step a little bit out of the
associ ation nodel here for a mnute, | would say |I suspect
that many of those businesses would feel nore confortable if
they were asking for regulation than having soneone el se
suggest that regulation is in their best interest.

| think nost of those businesses don't believe
that regulation is in their best interest. They are
tremendously diverse in terns of the information products
and services that they offer. They use sonetinmes personally
identifiable information, other tinmes, transactional
informati on that nmaybe is not personally identifiable.

And | believe that in an information society where
you have an information econony, information is the fuel
that drives that econony in that age.

One of the things that | think is alittle bit
di sturbi ng about the discussion is that Janlori tal ks about
the architecture right now being designed to coll ect
i nformati on, al nost regardl ess of whether it's needed, maybe
wi thout a level of purpose or with it's very good
intentions. | think there is a good deal of truth to that,
and I wish | could renenber the gentl eman from Engl and whose
article I read once, who suggested that there is a

trenmendous di fference between data and i nformation; that
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data is sonething that sinply flows around, and that
information is that thing that is brought to the data
t hrough intelligence, through creativity, through
i nnovation. That is what we have in this country.

W have the strongest and the best information
mar ket and i nformation econony in the world, and it did not
get there by stifling the free flow of information or by
cutting off data at its source. It allows information to
flow freely and fully. It provides individuals who have
concerns, as Dr. Westin said, with the ability to say that
they would prefer that their information not be used. It
did not get to be that kind of a burgeoning econony through
war ni ngs that | ook |ike cigarette warnings.

So fromthe point of view of the Information
I ndustry Associ ation, which has conpani es ranging from| egal
research conpanies, to credit bureaus, to database
conpani es, to tel ephone conpanies, to interactive services,
to conmputer manufacturers and software devel opers, a one
size fits all notion either about self-regulation or about
governnment regulation is tremendously disturbing.

We woul d prefer for the market to be able to
evolve. Certainly, as | think a nunber of people have said
on this panel, no market can evolve by ignoring a realized
consuner concern about privacy. |In many sectors of the

information industry, in particular, there sinply is not a
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privacy expectation out there that is demandi ng attention.
When it does, it is being attended to in a way that | think
is appropriate for the relationship of the business to the
consuner, and for the consuner to the conmerci al
envi ronment .

Thank you.

MR. MEDI NE: Thank you. W have about 10 or 15
mnutes left on this panel. A couple of people have asked
to speak. It would be helpful if, in at |east part of the
focus of your comment if you could address, there seens to
be consensus here that privacy should be protected to a
degree, and across the board. | have heard every panel
menber so far say there ought to be sonme form of privacy
protection. It mght be helpful if other nenbers in the
course of their coments woul d di scuss ways in which that
coul d be acconplished as a transition into our next session,
which will talk about technol ogical solutions. But the
mechani sm the burdens of who should bear the choice
el ements woul d be hel pful as part of your discussion.

So, first Janlori and then Ron.

M5. GOLDVMAN: | think it's helpful in this context
when we are tal king about how to protect privacy on the
Internet to renmenber that the existing privacy |laws that we
have at the federal |evel and possibly at the |ocal |evel do

apply to the Internet. Now, nost of us that have worked to
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either fill those gaps or at the federal level or to
i ncrease protection and strengthen existing | aws recogni ze
that those areas of privacy protection are few and far
bet ween.

But as Bob Smith nentioned, where credit reports
are being sold obviously on the Internet, that is probably
against the law, and those certainly give the FTC
intersection of interest to cone in and say, "Wat's going
on here?" W should be Iooking at this. There is a |law
that regul ates how credit reports are handled in this
country. There are laws that regul ate how cabl e
subscription records and video rental lists, and financi al
records.

| would be the first one to say that many of those
| aws are not strong enough and they need to be strengthened,
and we have been working for many years to do that. 1In
addition to existing |laws, there are gaps, and we have been
working to fill some of those gaps, nost notably in the
medi cal records area. But we do not see in the near term
any conprehensive | egislation protecting that information.

There has been, again as David says, |ots of
consensus around basic principles. O course, everybody
says it's inportant to protect personal health data. But

when it cones down to drafting a |aw that everyone w |
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support and nove it through the Congress, that's another
story.

So our solution, and, again, it is probably an
interimsolution but it also recognizes the |ong-term
benefits, is to give people the control over the information
at the front-end; have that opportunity in an interactive
environnent, and not only fill the gaps, but to |l et people
make t hose decisions and not continue to wait and all ow the
information to be unprotected in a nonregul atory
envi ronnment .

MR. MEDI NE:  Ron.

MR. PLESSER: | have got three points responding
to Bob and David, and hopefully including yours, Bob Smith
worryi ng about the larger issue | think is an excellent one,
about what is the purpose of the Internet and this kind of
commerci al i zati on, and how do we make that choice and
decision. And | think that, Bob, |I would point you to the,
and I, of course, work with DVA and | SA in devel oping the
unsolicited marketing things, and the first one is online
solicitations should be posted to newsroom bulletin board
and chat roons, and services or whatever, only when
consistent with the foruns they foll ow

So | think there is a great deal of sensitivity
fromindustry's respect that whoever runs the forum runs

t he conmuni cation, those rules should govern. And if
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soneone wants to set up a space that is only to be limted
to education and research that should be respected. M has
a no spammng rule; that you can't use their systemto send
unsolicited e-mails to nore than 25 people. That woul d be
respect ed.

| think that that issue has been thought through
by industry and | think rather than saying it all should be
this way or all should be that way, because | think we think
it's too large, our nunber one principle is that people who
are setting up these foruns and spaces as part of the
I nternet should be able to control that.

So that's al so, David, responsive to your point as
to who should be doing it. | think the forum operator at
what ever | evel should be able to assert.

The second point, nothing we say about self-
regul ation or guidelines or rules is in any way -- or the
i nportance of regulation -- is neant in any way to limt

prosecution for fraud or deception or unfairness. Those

things are not nedia specific. |[If sonebody is going to make
a fraud in a telephone call, or in aletter, or in e-mil,

or in an electronic -- or in a web page, fraud is fraud,
deception is deception. | don't think any of us is talking

about how -- what rules should apply, would never nean to

suggest that the FTC and ot her enforcenment authorities
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woul dn't have that continued authority, and | think that is
another inportant rule. There still is arole for that.

And the third point | think is an interesting one
in ternms of why are we doing this and why is it -- why are
the Direct Marketing Association and | SA sensitive to
unsolicited e-mail. There is a sinple reason, which is
there is a cost to the consuner as well. It's alittle bit
like the old fax machi ne controversy that led to | egislation
a couple of years ago. There should be consuner interest
and consumer ability to limt those things because there is
a cost involved. There is space taken up on the e-nai
services and stuff |ike that.

And | think that's why you see industry
respondi ng, and that's where the interests should be
pr ot ect ed.

MR. MEDI NE:  Bob.

MR. SHERMAN: Yes, just three very brief points as
well. We also encourage | aw enforcenent against fraud and
deception. \Were the deception also inpacts on privacy, we
agree, it is legally actionable. | don't think anything
prevents the Federal Trade Conmm ssion or any other |aw
enforcenment authority, to prohibit deceptive action and
practices. And if they also inpact on privacy, so be it.

We are also tal king about the same consuners who

have becone accustoned to notice and choice in traditional
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medi a, and who have enjoyed the many benefits of those other
medi a. And we suggest that let's allow themto do the sane
over the Internet.

Finally, although | believe it's inappropriate to
di scuss any single conpany in a neeting like this, I would
like to point out, however, when through self-regulation a
conpany neets with its trade associ ati on and peer group and
changes its practices and adopts responsi ble practices, then
sel f-regul ati on has wor ked.

MR. HENDRI CKS: Well, | wanted to agree with Jack
Krunmhol tz's statenent that enpowernent is the key -- a key
goal here. And what better way to enpower individuals than
to give thema right where organi zations are required to
respect their choices.

You know, it's like Bob Smth said, and, by the
way, Bob has been witing privacy newsletters |onger than
have, and | ook how nmuch gray is in his beard, that
organi zations -- until we put the requirenent that
organi zations respect people's choices, | amafraid those
choices aren't going to be respected.

| nmean, as | listened to US West's representative
speak, | think of the caller 1D debate. Well, in
California, for instance, the Public Service Comm ssion put
a requirement that there had to be a choice between online

bl ock, per line blocking, per call blocking, gave people the
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full range of choices. And sure enough in California a |ot
of people are exercising that choice. But if it was
vol untary they would not have had the opportunity.

Now, once people have that choice it cones into
question whether caller IDin California, a state that has
50 percent unlisted phone nunbers, is going to be a viable
service, but at least it's based on the choice and people
were given that choice.

And | too have been -- | have been very
di sappointed in sone of the voluntary policies as they
devel oped, not in the policies thenselves, but in the |ack
of enforcenment of it. And that's why, if anyone is not
famliar with the Metronmail case, | think they should
famliarize thenself with it because it really shines a
spotlight on the problens with voluntary conpliance.

And | think, though business representatives don't
want to hear people like me say it, that it is in the
busi ness comunity's interest to have a level playing field
with good rules. Let ne just quickly say this one quote |
t hought was very revealing, this May 30th issue. It says,
"Consuner confidence is essential to the success of Canadi an
busi ness.” That's why we see this |egislation very nuch in
everyone's interest. They are tal king about the new
Canadi an novenent for a national privacy |law for the

I nformati on Superhi ghway. "As one of the nost rapidly
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growi ng industries in this country, with sales over $10
billion, the direct response nmarketers understand that
consuner confidence nust be maintained throughout the
econony." That was by John Gustafson, the CEO of the
Canadi an Direct Marketing Associ ation.

And | think that's the kind of |eadership, I would
like to enforce that, that | would |like to see com ng out of
our business comunity, because otherwise | amafraid that
t he abuses of personal information wll start being abuses
of individuals, and | think we really have an opportunity to
get out in front and prevent it at this tine.

MR. MEDINE: Ariel.

MR POLER | amAriel Poler fromlI/PRO | wll
be talking a little bit about 1/PRO in the next panel, but |
just wanted to point out that regardl ess of the concept of
regul ation or self-regulation one thing to keep in mnd is
that where I/PROis a conpany that has been on the Internet
for over two years, nost of the |eading Internet conpanies
are custoners or partners, so we are very close in the
medi um and two things that sonebody has pointed out is nost
conpani es needing this, conpanies |like Mcrosoft, do not
know what's going on and what's going to happen in the
future. Nobody does. | nean, things are very unpredictable

and we are all making things up as we go al ong.
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So we don't want to regulate -- | nean, it seens
to me that through good regul ations, the regul ations are not
going to be obsolete, they mght need to know better what
all of the industry, which I nust say that it just seens
unlikely, and at the sanme tine things are happening at a
pace, the chance of pace is unprecedented in terns of how
fast things are changing and so on.

So if you say, well, they won't know the future,
but they will adapt to it. But then they would have to
start doing regulation 10 or 100 tines faster than they have
in the past.

So | just want to point out that as we try to put
an infrastructure around it, and you say, well, it would be
better to do it before we cook it, or rather than after it's
cooked, nunber one, we don't know howit's going to look in
the future; and, nunber two, it's being cooked so quickly
that we better run very fast. | just wanted to point that
out .

MR. MEDI NE: Thank you.

We have tinme, | think, for three nore brief
comments. Shirley, then Marc and then Linda.

M5. SARNA: | am Shirley Sarna fromthe New York
State Attorney Ceneral's Ofice.

| am not an advocate of regul ation, but | just

want to raise a couple of points to throw out for the folks.
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We have been talking in fairly theoretical terns. | want to
just cone back down to earth for a nonent and share with you
an anecdote, and this relates to the opportunity for
technol ogy to solve our problem and this is shared by a
col | eague whose famly has three VCRs at hone. And when he
goes hone each of them blinks 12, 12, 12.

It really raises the larger picture of whose
responsibility is this. Is it the job of the consuner, and
now | amtal king about cyberspace's narket pl ace because that
is where this conversation really sits. It has less to do
wi th what has cone before, and it has nore to do with the
potential of the Net to offer us an array of business
servi ces that naybe we have only begun to dream about.

But | think there is a very real danger that if
this market starts with a taint, that that potential is
never going to be reached. And | think that one of the
telling things statistically is to know the difference
bet ween t hose who have conputers, which are now bought and
sold like refrigerators, or the VCR that goes 12, 12, 12.
The access which is trenmendous, and the actual nunber of
sales on the Internet, which is a fraction of what that
potential could be.

Now, for sure part of that has to do with the fact
that there is not a universally recognized secure system for

paynment. But neverthel ess, | wonder how nmuch of it al so has
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to do with the generalized sense of insecurity. Wen we
tal k about consumer choice, we assunme that that choice has
to be based on full information.

Do consuners really understand the potential for
the data- or information-gathering capabilities of this
medi un?

When | got ny wake up call this norning at the
hotel, |I heard "Good norning, Ms. Sarna.” | would not have
liked to hear, "Good norning, Ms. Sarna, | heard you had to
change your carrier last night. You left at 7:00. You had
trouble with your taxi. You got to the hotel at 10:30, but
wel cone. "

So would | understand at the front-end of that
conversation what it is that | amgiving up?

So because | understand that tinme is short, |
guess the points that I am making are, nunber one, when we
| ook to technol ogy, we really have to understand who our
user population is going to be. |If you don't get ny
col | eague's not her and father whose VCR goes 12, 12, 12, you
all have elimnated a trenendous segnent of the popul ation.

And nunber two, whose job is this anyway? Wo
owns this data in a very real down to earth sense? Is it ny
job to say before | get on this, it's yours, and I will tell
you which piece of it | want to take back, or is this start

of the conversation it's out there, and I will -- and you
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tell me that it's out there, and I wll just give the
perm ssion on certain segnents?

And | think those are in the m x inportant
guestions to keep in m nd.

MR. MEDI NE: Thanks agai n.

| will just as the Chair ask for sone very brief
comments from Marc, and then Linda, and then we wi || break.

MR. ROTENBERG Ckay, | will nmake just two very
brief points. Unfortunately, ny battery has just kicked
out. So much for the technol ogy.

M5. SARNA: It's another problem

MR. ROTENBERG. This is the first panel. W are
trying to set a framework for the day, and there is a
critical concept that I think we |eave this first panel
with. And that is the notion of a code of fair information
practices. That is the cornerstone of privacy policy. It
is the building block of privacy law. It neans sinply that
when you col l ect personally identifiable information you
have sone responsibility to the people to whomthe
information refers. And it is those codes of fair
informati on practice that devel op as industry codes and
prof essional codes that are translated into law, into
techni cal standards, and they are very nmuch a "Made in
Anerica" policy approach. This is not anything that is

profound. This is how we regulate the credit reporting
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i ndustry. These are privacy responsibilities that are
pl aced on cabl e conpani es, e-mail conpanies, video sales
conpanies. This is the way we have to proceed if we are
going to get privacy on the Internet.

The second point is that there is a fantastic
opportunity to do this right. The Internet and the
information society is too nalleable to suggest that we
can't find one out of this |imtless slew of options that
both protects consuner privacy and all ows business to
prosper | think is a type of denial that does not help the
policy process.

But at the same tinme it should be clear that
that's our goal, to protect consunmer privacy and all ow
busi ness to prosper.

And the third point is that everyone will say that
privacy is inportant. Everyone will say it. The question
al ways is what wll they do, and what would they do in their
own business, in their own industry, in their own agency to
make real that prom se that privacy should be inportant. If
we just tal k about privacy being inportant, we don't go
anywhere. W need to see what w || change.

MR. MEDI NE: Actually, the next session will be
devoted to sonme options for businesses to follow and Linda

will have the last work in this session.
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M5. GOLODNER:  Linda Gol odner with the National
Consuners League.

There are sonme consuner rights that we al ways use
whenever we are tal ki ng about any busi ness, any product, any
service, and | think we have to be rem nded of those.

W have been tal king an awful | ot about
information, information on disclosure that is given, that
there will be information given by Direct Marketing
Associ ati on nenbers that maybe have had a previous
rel ati onship.

But another inportant right is the right to
education, and that is different frominformation.

Educati on nmeans educati ng peopl e about understandi ng what
privacy is, understanding what they are giving up when they
are giving information over the Internet.

So those are two separate things that | think we
have to keep separate. And | think that consuners nust be
able to have control of that information that they give out,
and that every business should be required to have sone sort
of privacy principles that are put up front so that people
under stand what they are before they are going to engage
busi ness with themon the Internet or online.

We are putting an awful heavy burden on the
Federal Trade Commi ssion to | ook at everything out there.

And so | think that very, very strong guidelines have to be
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put in place. Everyone doesn't want fraud. W certainly
are, | think, in agreenent on that. But then there are
those that are in sort of the shady area that m ght not be
fraudul ent, and m ght be sort of legal. Those are the ones
that I think we all have to have tough regul ations for.

The National Consuners League, as part of our
Nati onal Fraud Information Center, has put up the Internet
fraud watch, and I think it's just a tip of the iceberg, and
that we have been sharing the information with the Nati onal
Associ ation of Attorneys CGeneral and the FTC. And | think
there is going to be a lot nore fraud out there, but there
are also going to be those shady characters that don't have
any regul ation for them

MR. MEDI NE: Thank you, Linda. Thank you to al
t he panel nenbers for hel ping set an excellent framework for
the di scussions for the rest of the day.

For those who are standing, | just want to rem nd
you that there is an overflow roomin 332, if you would |ike
to be nore rel axed.

W will take a 10-m nute break and reset the panel
and be back.

(Wher eupon, a recess was taken.)

MR. MEDI NE: Thank you. Let's get started with
the session on electronic regines for protecting consuner

privacy. |If you want to talk, please go outside. W would
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like to get started. W have a lot to cover this norning.
Thank you.

Before we get started with our first
denonstration, John Kanp didn't get called on at the |ast
session and would Ii ke a chance to make some comments. |f
you want to identify yourself.

MR. KAMP: | am John Kanp. | amwth the American
Associ ation of Advertising Agencies. | was thinking as this
panel was concl uded that an operational principal that we
m ght take forward through today and tonorrow woul d be that
we are exactly where we want to be on this issue; that
virtually all of the forces that need to be focusing on this
and paying attention are doing exactly that.

It may be that ny operational principle is one
that is guaranteed not to have the full assent of anyone on
this panel, because all of us are at |east sonmewhat uneasy
about where we are right now But it appears to ne that if
we | ook at the panel and we think about the kinds of things
that are going on, exactly the right things are going on.

| wll pick up, in effect, as we watch this issue,
one of the sem nal docunents on this cane fromthe Ofice of
Managenent and Budget | ast year which did, in effect, a kind
of rul e-maki ng wi thout having done rules, deciding very nuch
that principles were in order as opposed to | aws. But

essentially focusing on the fact that there are really three

Heritage Reporting Corporation
(202) 628-4888



© 00 N O 0o B~ W N B

N NN N R R R R R R R R R R
w N B O © 00 N o 0o M W N +—» O

63
maj or institutions, groups that need to focus on educati on,
enforcenent, careful protection of privacy, and that we
must, particularly with this nmedium be very careful not to
regul ate too soon.

So | only start with that because | think that
many of the forces are here. | see Dan Jaffe and nyself
representing CASIE, an organization that has devel oped a set
of goals on privacy for advertising in the adverti sing
community, the Interactive Services Association, DVA and
others, the organizations that need to focus on it, because
their nunbers are likely to becone major players on the
commercial use of this nedium are doing so.

The FTCis here in full force, and if anyone
t hi nks that the cop is not on the beat, both they and the
Attorney Cenerals are here; consuner groups, the National
Consuners League, and others are here, other institutions.
W will also be hearing fromthe Better Business Bureau,
CARU and others that are part of the Better Business Bureau,
devel opi ng anot her ki nd of shadow | aw enforcenment agency.

If any of us think that if we sleep, it wll be
forgotten, clearly those privacy advocates fromthe academ c
institutions and the journals and others are here to nmake

sure that all of our consciences are tickled.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O B~ W N Bk

N RN NN NN P R PR R R R R R R
ag A W N P O O 00 N oo 0o M W N B+ O

64

So |l would like to try that as a thought, that
maybe we are exactly where we want to be, and the goal is
where would we want to be at this tinme next year.

Thank you.

MR. MEDI NE: Ckay, thank you.

As wth the | ast session, we are going to start
wth a couple of crystallizers. As we nove forward in the
nmorning, | would like to shift from general statenents about
t he probl em and general statenents about solutions to being
very specific. W are going to see sone denonstrations of
sone specific approaches, but it would al so be useful when
panel nenbers speak to tal k about the specific kinds of
information that can be collected or is being collected
t oday, and what could be done about it.

The first denonstration, first crystallizer in the
session will be Ariel Poler. Ariel, as we heard in the | ast
panel, is founder and Chairman of |/PRO, which is Internet
Profiles Corporation.

MR. POLER. For those of you who are not famliar
with I/PRO, what we try to do is help organizations on the
Web nmake the nost of their Web efforts by understandi ng
better the consuners, and hel pi ng consuners get the nost out
of the Web wi thout conmpromi sing their privacy.

Now, we are better known as a market research

conpany, but privacy is not sonething that was an
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afterthought. Actually, the first two nanmes that | thought
for 1/PRO were Privacy in Cyberspace, Private Internet
Domain. | couldn't trademark either of themas PIC or PID
so | kept changing until | got to I/PRO

So trying to do all of this and collect this
information with the privacy of the consunmers in mnd is
what |/ PRO was about from the begi nning.

| am going to give you a quick show ng of the way
our systemworks, and I will start by just telling you what
the principles that we have are.

They start by saying let's put the consumer in the
driver's seat, neaning that they get to control who gets the
i nformati on and who doesn't on a site-by-site basis, and we
are very Internet-centric, by the way. They get to control
what | evel of information each of these sites gets. Sone
sites mght get all the information that consunmer wants but
sonme m ght get none, or sone mght get anonynous
information, et cetera. They get to control who can send
them i nformati on and who cannot.

Agai n, we are not saying nobody should be able to
send them W are saying the consuner is the one who needs
to decide, and the consuners should al so be able to decide
what kind of information each particular site can send them

We al |l ow consuners to update and nodify the

information. It shouldn't be the case that they provide it
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and then it's gone. They should be able to control their
information. W believe that all of our custoners and
partners need to recognize the value of information. It can
never be the case that soneone collects consuners'
informati on and then just says, help ne out, give ne
information. Thank you very nuch. There needs to be
something in it for the consunmer at all times because their
time and information are valuable. 1t's nore of a market
thing rather than a privacy thing, but still inportant.

Finally, we think that we cannot danage the
experience, and a ot of the things added to collect a | ot
of the information or to protect the privacy fromthe forns
and disclainmers and so on can end up really disrupting the
whol e interactive process which we are very nuch agai nst, no
matter if you are doing it to collect nore information, as |
said, or to protect consuners.

We have a systemthat we | aunched, where, for
every site that can today control zero, anonynous
denographics or identity. And we know you wll be able to
do nore finer grain of disclosure. Again, the consunmer can
say | have these interests, and | want you to send ne
i nformati on about these things, and they can say here is ny
name, put nme on your mailing list if the consuner wants, or

they can say send ne information, but I don't want the
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advertisers to know where | am | amjust interested in a
particul ar area.

The nonent they change the profile and say |'m not
interested in this anynore, then they don't get any nore
i nformati on about that, to get the benefit of custom zed
informati on wi thout getting junk mail that people get.

Currently, the systemthat we have in place and
you can go out on the Wb if you go through our denb, we
just launched it comercially, by the way, two and a hal f
nont hs ago, we have had 450, 000 consumers join in these two
and a half nonths, all of their owm free will, and deci ded
and said, yes, this type of thing is worthwhile for ne, |
wll do it. These things could nake sense, and we have
somewhere on the order of 30 or 40,000 peopl e signing up
every week, and sone 25 or 35.

W are also making it nore seam ess, and | w |
give you a free sanple of that, so et ne then click to that
one very quickly. | apologize for ranbling.

So this it. The Sharper Inmage, which is a
retailer, and they are using our system |If the consuner
clicks here, I want a conplenentary catal ogue. | just
downl oaded this a few mnutes ago and I will just take you
t hrough it.

Then this is the prototype that goes into a |ocal

data outfit. Basically that piece of information that says
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the icon for Ariel is in ny hard disk, then | have the
option of saying send my anonynous information, send sone
denogr aphi cs about ne w thout sending e-mail or anything
like that, or I can say send conplete information. Again,
it's a free market and it's up to the consuner and they
decide to say what am| going to give you, what are you
willing to give nme in exchange, and it is sent.

So if the consuners say, well, if I were to send a
conplete set of information, obviously | would get a
custom zed page that says the material, and they can know
about what ny interests are and so on. And because | am
sending this information to Sharper |mage doesn't nean that
it will go to other -- | don't know, to Mcrosoft or to
Net scape or to any other site out there, USA Today, and they
say go ahead and give it to them They get to choose at
every site.

The way it works today, and | just pulled this up
fromthe Web. This is the real page from The Sharper | nmage
today. What | showed you before is a prototype. The way it
wor ks today is you have to provide an |/code, which you type
there, it's a code, and the I/code alone is anonynous. |If
you are willing to disclose all the information, you provide
your e-mail. So a conbination of I/code and e-mail then

provi des the information.
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So, since | want to keep it short, I wll leave it
at that and then we can open it. W believe that we are
hel ping bring out all the value that the Wb can provide to
the consuners in a way that really protects the privacy.

So thank you

MR. MEDI NE: The next speaker is Peter Harter, who
is public policy counselor for Netscape Comrunications
Corporation, and he is responsible for Internet |aw, policy
i ssues and strat egi es.

MR. HARTER: Thank you and good nor ni ng.

It's good to be back here at the FTC for another
wor kshop. | attended a workshop back here a year and a
month ago, in April of "95. | was not at Netscape then. |
was on the other side of the fence working for a nonprofit,
but equally concerned with privacy and rel ated i ssues on the
Internet. And back then few peopl e knew what Netscape was,
but then new things happened in August and Septenber, and
we' ve kind of been very busy since then.

It's very interesting to work in an industry
where, as sone have already identified this norning, where
you don't know where the future is. Small and | arge
conpani es, conpanies that are just beginning to cone into
exi stence now, here and el sewhere, we have to bear in mnd
that the software industry, or the high tech industry is not

just a U S. phenonenon. There are software industries in
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the U K Germany, South Africa, Australia, India, Japan,
just to nane a few of them and they are rapidly ranping up,
and conpeting with us right now on a variety of issues.

And privacy, it seens to nme, in a general sense is
sonewhat of a snake. But when you see a snake, it's an
opportunity. | think if you can determ ne ways to add val ue
to your products, whether you are a small software
manuf acturer or a very large one, with many different
i ntegrated products for an online service provider or an
I nternet service provider, or an Orbach or Tel co, or whoever
you are, if you can offer privacy as part of your services,
and add value, if you build up a relationship of trust with
your custoner, | think you'll have a very |oyal custoner,
and you will benefit in the long run.

Havi ng sai d that as background, the main thing I
want to tal k about, the nobst about during ny conments this
norning, and | amsure | will get asked a few questions. |
have been warned al ready, about cooki es.

The basic recipe for cookies is that's it's a
solution for a technology that was built to defend this
country against an atom c attack. The Internet or Arpanet,
is a decentralized network of conputer networks running
di fferent hardware, different software, connected by
di fferent tel econmunications neans: radio, satellite,

fiber, cable, copper, what have you. And the theory was if
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one of these networks or nodes was taken out by a hit, the
rest of the defense group could inter-communi cate because
the ot her conmputer networks could route the information
around it. That was 25 years ago.

And al t hough the sanme protocols that enabl e al
these different conputer networks no matter where they are
| ocated, no natter what their hardware or software systens
are to inter-comunicate, the | anguage of TCPIP is 25 years
old, and the engineers tell nme it is going to be changi ng
rapidly in the next few years to scale up to the
commercialization of the nedium There are sonme interim
stop gap neasures, and one of themis cookies.

The problemw th the particul ar protocol the Wb
relies upon is HITP, or hyper text transfer protocol, is
that HTTP is a statel ess nedium neani ng that when your
desktop conputer, or what we call technically a client,
wants to interact with information on the Wb, froma site
or technically a server, the client server technology that's
been around alnost as long as the Internet, you know, just
transfers itself on top of the client server architecture.

When you go to a server, and | use L.L. Bean
frequently, | don't have any L.L. Bean clothes, | don't own
any stock in L.L. Bean, but you go to L.L. Bean, and you go
to the Wb site, and theoretically you go fromone page to

another. Wen you are surfing their site, noving from one
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page to another fromthe nen's clothes to the tents to the
wonen's cl othes, you are Christmas shoppi ng, the server
won't know it's the sane person, the sane client, just
because you connect and reconnect, connect and reconnect.
You have to downl oad each page. It's a statel ess nmedi um

In order to overconme this in that transactional
scenario, a device called cookies, or magic cookies, were
created to put information on the client side of the
transaction. So when you are engaging in a transaction with
the server, such as L.L. Bean, you submt information to
them | want to buy this red shirt, this size at this
price. You point and click, fill in the blanks to buy that
itemon their site. And the server will put that
i nformati on on your machine in a cookie text file. That
file is unique to that server. Only that server can read
it.

The J. Crew server, if you go shopping there,
can't read your magic cookie fromL.L. Bean

Now, there is not just a need for cookies in the
transacti onal scenario for nmerchants. Say you subscribe to
a newspaper online, but you speak Spanish. The Internet is
not just an English-only world. It's nmultilingual, and
increasingly so. And the fact of the matter is software and
service providers can create the text in one | anguage and it

can appear on your conputer in a different |anguage.
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So if you subscribe to this nagazi ne, and nost
magazi nes online have a free area, but if you subscribe, you
have to have a password or sone other way to enter in to get
all the content. |In order to get access, maybe a cookie
file could be used by that magazine, not only to indicate to
t he server when you conme back to it that it is indeed you
again, and that you are a subscriber as it reads this cookie
file, but that cookie file can al so have ot her persi stent
i nformati on, such as how | ong does your subscription last in
terms of the expiration date, which is a feature of a cookie
file.

But if the expiration date is not set by the
server, and you di sconnect fromthe server, the cookie file
goes away because there is nothing init tellingit to
persist. So the expiration is an optional feature of the
cookie files, it's an inportant technical detail.

Because peopl e have asked ne why do cookie files
keep growi ng on ny hard drive, and they have a hard tine
understanding that, unless all the sites they go to have
| ong-termexpiration dates in the cookie files.

But getting back to the point about the nagazi ne.
The cookie file can contain your subscription period, what
| anguage you are so when the page cones up it comes up in

t he | anguage you want to see, so you don't have to go to the
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mai n page and then | ook for the Spanish hyperlink, and then
wait some nore for that Spanish front page to conme down.

Al so, for those of you who access the Internet
over | ow speed connections, waiting for the main hone page
to downl oad and then find that little Iink at the bottom of
the page, "click here for the plain text version." |nagine
if the filed indicated to the server that you only wanted
the plain text version so you wouldn't have to suffer with
excessive downl oad tinmes if your connection is not that
wi de.

And there are nmany other ways to use cookie files
in this manner. So if you go to a site, and the site has
preferences or options for your privacy concerns, your first
connection tinme with that server you can tell the server how
you want it to use your personally identifiable information.
You fill out a form and they know what they can and cannot
do wth your personally identifiable information, which you
over the course of a transaction, or subsequent transactions
with that server, what you will send to it, by filling out
forms, or what have you, they'll have that preference
indicated in the cookie file.

And one | ast thing, people are concerned and ask
me, why is it not nore possible and nore conspicuous to the
user to see these cookie files. And in version 3.0 of the

Navigator, in the preferences files you can click on an
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alert option, and so when a cookie file -- before a cookie
file is put on your client by the server, an alarmw || go
of f.

A few ot her points about cookies, and in the
general context of the Internet, there are two ki nds of
cookies: plain old cookies, and then secure cookies. Plain
ol d cookies use hyper text transfer protocol, and then there
is another protocol called SHTTP, or secure hyper text
transfer protocol. The encryption is used. And sone of you
may be aware of this other debate swirling in this town, of
encryption and export controls.

Well, if privacy is really to be maintained,
woul d say that encryption is a great killer app for privacy
concerns and products. However, because of export controls
inthe US., we can't use encryption that works. W can't
sell strong encryptor products outside the U S., so the
whol e idea of protecting privacy in this global nediumis at
odds with the needs of encryption.

And while comng fromCalifornia to Washi ngton
this weekend |I read through the EU Directive on privacy
agai n, and noticed an inconsistency, and | would like to
hear comments to see if | amon the right spot or not.

In Section 6, Article 13, paragraph one, it
roughly states that nmenber states may restrict the scope of

obligations and rights of the Directive when such a
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restriction constitutes a necessary neasure to safeguard
nati onal security or public safety.

And one of the areas of the Directive they may
restrict for these reasons is Article 6, Section 1 --
Section 1, Article 6, paragraph one, pardon nme. GCenerally
the principles related to data quality: accuracy, the date,
the integrity. These are very inportant qualities to secure
that kind of comrerce. When you have a transaction from a
client to a server, you want to make sure that information
you send is not read by soneone else in transit; that it
arrives in the formin which you sent it, so the receiver
gets the accurate nessage; and that they indeed know it was
you who sent it at that accurate tine.

Unfortunately, if nenber states of EU can opt out
of the privacy Directive under the provisions of nationa
security, public security, then | propose that French
| egi slation, which is going to inplenent a trusted third
party regime, escrow ng the keys to encryption, is at odds
with privacy in Europe?

So the conclusion is that the privacy Directive
| oom ng in Europe now is sonewhat, from an encryption point
of view, on shaky ground. So | hope these are ideas for
t hought this norning.

Thank you.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O B~ W N

N RN NN NN P R PR R R R R R R
ag A W N P O O 0o N oo 0o M W N B+ O

77

MR. MEDI NE: Thank you. | believe you are set for
this afternoon's session a host of possibilities.

| will ask for crystallizing this norning, | wll
call Paul Resnick, who is a founding nenber of the Public
Policy and Research Departnent at AT&T, and co-chair of the
Technical Conmmttee for PICS. He will speak along with
Al bert Vezza, who is Associate Director of the Laboratory
for Conputer Science at MT. He is also chairman of the
Wor | dwi de Web Consortium

MR VEZZA: | think | will go first to set the
stage. | want to tell you a little bit about the Wrl dw de
Web Consortium It's a consortium it's a worldw de
consortium of over 140 conpanies. There are over 50 in
Europe and 15 in Asia and over 65 in the United States. And
| say "over," because if you add those up they only add up
to 130. | don't know the breakdown of the other 10 or 12.

The Worl dwi de Web Consortium does have a host
partner in Europe, INRIA which is another conputer science
lab in France. They are responsible for the European
theater. | amhoping that by the end of the nonth or early
July we will have a partner in Japan, a host partner in
Japan. And the whole goal of this is to develop a single
Wor | dw de Wb standard, a set of standards.

Under the auspices of the Wrldw de Wb

Consortium the PICS protocol was devel oped, and I want to
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say that this was done -- our first neeting wth our
menber s, which included sone 22 or 23 nenber conpanies, or
ot her conpani es, was held on August 15, 1995. Since then we
have specs out and | understand that several of our
conpani es are announci ng product this nonth that will have
both browsers and rating services using the PICS standard.

| want to say a little bit about PICS itself. At
that very first nmeeting we recognized that the United States
was a diverse society, and if | |ook real wi de, we are even
nore diverse, and the nores of countries or even cities in
the United States are different fromone to another.

So therefore we decided that we woul d devel op what
we called a viewpoint-neutral technol ogy for |abeling
content. That would allow many rating services to co-exist,
so that a parent, an individual or a teacher could choose
what ever rating services, whatever rating service they w sh
to subscribe to in order to control the filtering of the
content that canme into their home or classroom or office,
for that matter

| would |ike to -- Paul is going to give a denp
and is going to talk mainly about the technol ogy, but what |
would I'ike to do is answer one question that | get asked al
the tine. And, in fact, | was asked this on the stand in

Phi | adel phia, and that is, is the technol ogy fool proof?
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The answer to that is no. Children can and w ||
get around it. But the answer to give is the technology is
not a substitute for good parenting.

Now, is PICS useful in the privacy domain? W
believe so. That's why we are here. |It's a |abeling
technol ogy. You have to extend it sonewhat in order to use
it in the privacy domain. However, just as in the rating
domai n, technology is not fool proof, and a bad actor can in
fact violate privacy even if the comunicati on between a
server and a client states how ny private information should
be used.

However, given that, | don't think that we should
not use the technology, and I don't think that we should
ignore it.

MR, RESNICK: Like Ariel, I amgoing to just rel ax
here. | amgoing to -- ny nane is Paul Resnick, and | am
goi ng to show you sone technologies that will really help in
that notice and choi ce process, the infornmed consent part.

Before | do that, | want to just explain ny role
inthis. | amthe co-chair of the PICS, PICS Technical
Committee, which is a project of MT s Wirldw de Wb
Consortium | work for AT&T, AT&T Research, which is the
portion of the old Bell Labs that stayed with AT&T in the

recent breakup.
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| joined AT&T about a year ago to start a new
public policy research departnment. It wll be forward-
| ooking, trying to identify inportant public policy goals
and t hi nki ng about ways that we can address those goals
t hrough new communi cati on technol ogi es.

We want to make an online environnent where it's
safe, fun and profitable to interact with people you don't
know very well. So we are very interested in these privacy
applications, and | think PICS can be an inportant conponent
in doing that.

| amgoing to start by giving a deno of PICS for
its original purpose so that you can understand what the
technology really is. That original purpose was to all ow
parents to block children's access to materials that the
parents think are inappropriate for kids; typically,
por nography, things |ike that.

Then | go into a denop of how we might apply this
t echnol ogy for controlling access or bl ocking access to
sites whose information practices you don't like. And then
I will go beyond that and say that maybe bl ocki ng access
isn'"t the thing we really want. Wat we really want is to
support the notice and choice process, and nmaybe even go
beyond that and have sone ki nd of automated negoti ati on.

And finally, I will discuss sone inplenentation issues |ike
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who is going to provide the notice, who is going to certify
that the notice is accurate.

| can describe the PICS technol ogy with one
diagram In between the child and the material that's out
there on the Internet, there is going to be sone stuff that
intervenes. In particular, sone | abel reading software,
bl ocki ng software that will allow you to access sone things
but not everyt hing.

And the way it's going to decide which things to
permt and which to prohibit is based upon these rating
| abel s. So a single docunent m ght have several rating
| abel s associated with it. One of them m ght come fromthe
publ i sher, nmuch as manufacturers attach |labels to their
consunmabl e goods, but these |abels mght also cone from
third parties who woul d have wel | - known pl aces that you go
to check with these | abels; not just people going back into
t he Consunmer Reports nagazine to check for their reviews of
products.

The parent is going to choose which | abels to pay
attention to and which ones to ignore. And even within --
once they have decided that, decide which |abels indicate
t hings that are appropriate and which things indicate that
they are not appropriate.

What PICS has added to this mxture is a fornmat

for the rating | abels, which allows the software and the
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| abel s to be devel oped i ndependently. So a big conpany that
wants to renmain value neutral, a software conpany can
provi de just the software, not get into the rating business.
A val ues-oriented organi zation, like a church or teachers or
a magazi ne, can provide the rating | abels without having to
provide the software. So PICs is neither the software that
| am going to show you nor the labels that it's using. It's
the gl ue that nakes them work together, even though they are
devel oped i ndependent|y.

| have set up a little deno page. By the way, the
software that | amgoing to show you, it's not PICS. It's
just the software fromMcrosoft. It's their next version
of Internet Explorer or their web browser, and they have
built in the ability to read these PICS | abel s.

So | have set up a little denp page. There are
sone things that are on the web that are uncontroversial.
Everybody shoul d be able to get access to, like the PICS
deno -- like the PICS honme page. Then there are things that
sonme people mght want to have their kids access that others
woul d prefer not to, Iike Mchelangelo' s David, or pictures
of H roshima burn victins. | know we are going to have
l unch soon, so I won't subject you to that one. And then,
of course, there is Playboy's hone page. In this case,

can't get to it. The software is blocking ny access because
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| told it to look at the | abels and bl ock access to things
that have too much nudity in them

Now, there is an option to override this. The
child that has been bl ocked, they can go to their parents
and say, "I really need this for ny inportant science
proj ect.”

(Laughter.)

The parent says, "Sure."

Now, | have actually edited this down a little.
Now | didn't take out any nude pictures. There are no nude
pictures on their first page. They do have sone
advertisenents and a few nore options. | edited it down so
that you could see what's at the bottom It says, "W rated
with RSACi." Now, sone of you can't see that, even though
it's there. So that's as high as | can get it right now

But what Pl ayboy has done is they have voluntarily
chosen to |l abel their site using a rating systemset up by
the Recreational Software Advisory Council. It's an
organi zation that originally set up a rating systemfor
conputer ganmes. It was in response to concerns about
vi ol ence.

So about a nonth ago they set up an Internet
rating service. Playboy voluntarily chose to connect to the
RSAC site, fill out a detailed questionnaire, and they ended

up rating thensel ves on four separate dinensions: how
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extrene the | anguage is, the nudity, the anount of nudity,
sex and violence. They get four separate ratings, each on a
scale fromzero to four

Then they chose to put that |abel -- they got a
| abel back from RSAC and they stuck it into their site.

It's actually in the background. It's not displayed here,
but it's in the background and the software is able to | ook
at it and decide to block or access based on that.

So this is all sort of stuff that's real. It's
out there on the Internet today. Playboy really did do that
| abel i ng.

| am now going to tal k about a nore hypot heti cal
application where we could use this technology but it isn't
yet being used. And PIC allows anybody to create a new
| abel i ng vocabul ary, and then go out and start |abeling
things. And actually, Joel Reidenberg a couple of weeks
ago, who is up there spending sone tinme with us at AT&T this
summer, took the Canadi an Standards Association's fair
information practices guidelines and turned that into a
Pl CS- conpati bl e | abel i ng vocabul ary.

They have done that and | have made a fictitious
tel emarketer's web site here which unlike any real
tel emarketer this one has -- this one has terrible privacy
practices. They don't conformto any of the Canadi an

St andards Associ ations guidelines, and they will do anything
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with your data. They won't tell you about it. They wll
sell it, whatever. The only thing great is that they are
really up-front about this. They do tell you that that's
what they do. And not only that, they have put in a |abel
to that effect in this PICS-conpatible format.

So | amnow going to go -- right now | have the
software wth the volunme turned all the way up, basically
saying | don't care about privacy at all. [1'mgoing to go
in and change the volune to say that | do care about sone of
t hose Canadi an St andards Associ ation guidelines. Then we
wll see that this site also gets bl ocked.

So on these browsers you typically get a bunch of
options for things that you can configure. The new one with
PICSis this ability to set ratings. And again, | have to
enter the password, we don't want the kids to be changi ng
the rules. Now you can see that | have this Canadi an
St andards Associ ation | abeling system There are a bunch of
di mensions in the Canadi an Standards gui delines:
accountability, accuracy, consent and so on.

If I go down to accountability, you see | have the
volume turned all the way up. | wll connect to this site
even if they take no responsibility for their information
practices, and there is no designated person responsible.

But let's say | did care a little bit about this

dimension. | can turn the volunme down and say that, well, |
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want the organization to take responsibility, but it's okay
if they don't have a designated person. O | could say that
they have really got to follow the Canadi an Standards
gui del i nes, which is the organization responsible and there
is a designated person.

So | could simlarly go through sone of the other
di rensions, but | won't do that now O course, | have
already got it |oaded here, so | amgoing to have to clearly
cone back to it, and then you will see that | won't be able
to get back to it anynore.

Again, we have the simlar screen that we had with
t he Pl ayboy.

So, now, this gets us part of the way to where we
want to go, but you can see sone of the | egacy of what this
technol ogy was originally designed for. And with the
privacy application, you probably don't want to bl ock access
to things where your preferences don't match the site's
practices. Instead, you want sonmething to be nore in the
spirit of notice and choice. So |I nocked up what that m ght
| ook like. Instead of getting that thing we saw, instead we
get sonething like this that gives you sone information

Your preferences don't match this site's practices
on the follow ng dinmension: accountability. And not only
that, the site has sent you back a little textua

information of why they don't match. 1In this case it's
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because they believe everyone in the conpany is responsible,
and they haven't designated just one person to do the
enf or cenment .

You now have the choice. You can -- if this
really bothers you, you can back out and not deal with this
web site. If you don't mnd, you can just close the w ndow
and go on. | nean, you m ght even think about doing better
than just this notice. There m ght be sone choices. The
site would say, well, if we offer you a $5.00 discount,
woul d you accept -- would you accept our information
practices, and there would be a little check box.

O even better, you m ght have some autonated
negoti ation. The sites says, oh, your preferences are that
you don't want ne to collect data, that's fine. | am going
to give you a nore limted version of ny service. You won't
get all the custom zation features that |I offer, but you can
still interact. And again, that's all in the background so
that users aren't constantly having to ook at all the fine
print.

So this is a, | think, promsing technology. It
is certainly worth exploring. The big idea here is that if
we put the notice into sonme standard format, and al |l ow
people to express their preferences, the software can

automatically do the conparison, and at | east sonetines the
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noti ce and choice wll be happening in the background,
rat her than al ways bei ng a burden.

What would it take to ge this going? | think
there are three issues.

The first is the | abeling vocabulary. |[If we are
going to rely on sites to | abel thenselves, to disclose what
their information practices are, we are really going to need
to do that in a common vocabulary that all the sites use the
sane vocabul ary. They don't need the sanme information
practices. There is roomfor |lots of variation there. They
need to use the sane vocabul ary for describing them

And that vocabul ary m ght be based on the Canadi an
St andards Associ ation, or CECD, or European Directive, or it
m ght be sonet hing new that we nmake up.

The second issue is who is going to actually
create the labels. In the indecency realm the Sinon
Wei sent hal Center can go out and find neo-nazi material and
| abel it, even w thout the cooperation of the neo-nazi
group, because they can | ook at the pages and tell whether
it's hate speech or not.

The privacy and information practices m ght not be
so apparent, but | think it's going to be harder for EPIC to
go out and create a service, although it's possible that

they m ght be able to.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O B~ W N Bk

N RN NN NN P R PR R R R R R R
ag A W N P O O 00 N oo 0o M W N B+ O

89

Anot her nodel is that we woul d have self-

di scl osure, self-labeling, but sites mght voluntarily
submt to sone auditing group that would certify that the

| abel s are accurate. And | hope that sone tine either in
this panel or when you tal k about the European stuff,
sonmeone wi |l ask Joel about the advantages of the certifying
authority notion for conplying with the European regul ations
on transported data points.

And the third issue, | think, is a start-up one.

It would be real nice if when 20 sites | abel thenselves,

t here woul d be sone benefit for consuners. And as nore
sites |l abel, you would get even nore benefit. | amafraid
that we mght be in a critical nmass situation instead. But
unl ess a | arge percentage of sites get on board, the
consuners aren't going to bother to set their preferences.
So that's perhaps an unfortunate situation, but we m ght
really need to get critical mass at the begi nning.

In closing, | just want to say that if we all work
toget her, the marketing and advertisenment community, the
privacy advocates, and the technol ogists, that | think we
have a chance to nmake technol ogies that will enhance the
notice and choice process. W can nake an online
envi ronment where people feel safe, connecting to sites that
they are not famliar with, or they feel safe revealing

private information when it's to their advantage to do so.
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| hope this dialogue continues and | ampretty
optimstic about where it's heading. Thanks.

MR. MEDI NE: Thank you, Paul, and thank you for a
very exciting denonstration of the possibilities for
consuners in the area of notice and choice and controlling
their privacy.

A question | would like to pose to the panel very
pointedly is have we just seen a solution to the probl en?

Is this a solution that's cost-effective? Is this a
solution that narketers would like to adopt? 1Is this a
sol ution that privacy advocates think solve the probl en?

| will start with Pierce Reid.

MR. REID: Thank you very nuch for the
crystallization and | think they are starting to really put
t hese issues in focus.

Now, as | started to | ook at where to take a
di scussi on today, |ooked back and | ooked at a piece fromthe
Direct Marketing Association that says that the survival of
direct marketing, and I wll also add the Information Agency
to that, has always been based on consuner confidence. Now,
we have to work to maintain that consuner confidence through
t he conbined efforts of industry, of industry advocacy
groups like the DVA and the | SA, of consuners as |aid out by
custoners and as represented by the consuner advocacy groups

we see represented today, by Internet groups shepherding the
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future of these technol ogies, such as the WBC, and of
gover nnent .

Now, | breakdown the issue today in several
directions. The first, we touched on a little bit in the
begi nning, and that is self-regulatory efforts. That should
be back stops, and that should be conbined with
t echnol ogi cal solutions that we are focusing on in this
panel. And there is also the issue of outside regul ation
if, and hopefully if, all of the other methods start to
br eakdown or fail.

Now, these sorts of things to nmaintain consuner
confidence, as | said, are a cooperative effort. When
| ook to make an anal ogy to bring technol ogy solutions into
t hese areas, | make an anal ogy between that age-old race of
arnor versus warhead. |It's probably nore famliar to the
peopl e at the pentagon across the river, but this is the
fact that arnmor will get thicker, the warheads wll get
| arger; therefore, the arnor will get thicker. And it's a
constant, constant cycle.

The efforts we nmake today to protect consuner
privacy and to address consunmer confidence has to foll ow
much the sanme -- nmuch the same precept for technol ogica
solutions are very, very inportant, but there should al so be
back stops to that, and those involve the self-regulatory

efforts of the industry.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O B~ W N Bk

N NN NN R R R R R R R R R R
A W N P O © 00O N O O B W N +— O

92

To touch quickly on sone of the self-regul atory
solutions that we see as the first step to address sone of
things, are industry guidelines, and I will nention
sonmet hing Marc Rotenberg said in the first panel about
creating information practices that were fair to consuners.

The Direct Marketing Association has for many
years had their fair information practices manual that is
intended to do just that, and in fact they are working and |
amworking on a conmttee to expand that into the new nedi a
as defined by everything fromthe Internet to CD ROV and
other interactive, nedia.

There is also the el enent of education of
consuners and users of these technologies, and that's a
wonder ful place for cooperation between governnment, between
i ndustry and addressing its custoners with the nedia who are
represented today, and, again, the consuner advocacy groups
that want to be a voice for their consuners.

That shoul d be backed up by the technol ogy. W
have seen today, for exanple, sone bl ocking tools, things
that are client-based that people can put on their conputers
that will block out access to certain sites. That carried
on wll work under certain situations. That can be conbi ned
with targeting tools, things that consuners can sign up for

and say, | would like information on this subject but
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not hing el se, and thus give marketers a pathway to provide
that kind of information to people.

It includes opt out |ists, which have been a
cornerstone of the Direct Marketing Association's efforts to
protect consuners with the tel ephone opt out list and the
mail list. | believe it's the Tel ephone Preference Service
and the Mail Preference Service. Those can be expanded into
the online interactive world.

It can include identifiers that identify
solicitations such as X-headers, so that people can again
bl ock out information they don't want to receive. And it
will involve things that we haven't even dreamed of. | am
fairly new to cookies and crypto, and that's one of many
things that will evolve, along with the Internet and the new
medi a.

Now, self-regulation is about effective change.
think it would be quite successful in doing that. And I
woul d al so say that the response of the consuner
organi zations and industry organi zations are not out about
protecting the conpani es who want to maeke i nappropriate use
of this.

Now, self-regulation has worked in the past. It
still applies to the newnedia. It's faster. It's nore
mar ket - dri ven, and though we should | ook at what kind of

regul atory solutions there are, we have got to avoid a
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shoot -t hen- poi nt approach, and that's one of the reasons we
have got to apply the effort today of governnent and ot her
groups to educate thenselves on this issue, and we are
starting to take an approach that educates peopl e here.

| would |ike to nmake one last point. It's been
touched on here today, and that's that the Internet is
evol ving. W have barely begun to inmagine its potential and
it has barely begun to scratch the surface of the potential
mar ket that these technol ogi es can reach out to.

But before it can achieve its potential, it's
going to require investnent, and a |l ot of that investnent is
going to cone fromthe private sector, from groups, from
conpani es, fromindustries that are | ooking for sonme el enent
of return on their investnent.

Now, this investnment is what's going to nove the
technology fromthe lab into the living room It is what's
going to take the Internet fromthe few infornmed haves who
have got it today, and nake it available to the general
popul ati on.

The evol ution we have got to work on has got to
make sure that we strike a bal ance between the need for
privacy and between the needs of those people who wll
invest in the futures of these technol ogi es and bring these

fabul ous new worl ds to our popul ation and every Anerican.
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| state again as a conclusion that this evol ution
is going to be reached with a cooperative effort. W have
seen that today, and | hope this is the first of nmany steps
and not the | ast step or the beginning of an end sol ution.

Again, | conplenent the FTC and t hank you for
havi ng us.

MR. MEDI NE: Thank you.

| am going to encourage you to give briefer
remar ks because we have a | ot of panel nenbers, and | woul d
like to al so hear nore specific comments. | wll turn to
others, but | would Iike to hear people say specifically,
for instance, should fair information practices incorporate
this technol ogy as part of -- as opposed to general
statenents about what ought to be done; either it can be a
comm tnment to specific solutions or an opinion.

Dan.

MR. VEI TZNER: Thank you, Davi d.

| am Dan Weitzner for the Center for Denocracy and
Technol ogy, and you can see what happened to ne. | have
been working on first anendnents issues for the |ast year
and | got past the gray stage.

(Laughter.)

| want to try to answer your question, David, that

is this the solution. And | guess | want to nmake nore of a
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process comment than anything el se, and get back where Al
Vezza left off.

That | ess than a year ago the technol ogy that Pau
Resni ck showed was even before vapor-ware. It didn't exist.
It wasn't even a thought in anyone's mnd. No one even had
t hought of it enough to announce it as vapor-ware. That
happened along the way. But | think that it is inportant
that when faced with a real hard issue the Internet
community, and by that | include all the technol ogy
conpani es, the content conpanies, and users, got together to
figure out how to address the problem

And | think, with Al's disclainmer that nothing is
perfect, we have a real concrete way to address the issue of
what to do about inappropriate material for kids.

| think that we are in a simlar position today on
the privacy area. | saw sone of Senator Exon's staff, |
don't think that they are here anynore. | always thought we
shoul d put them as, you know, chair for PICS or sonething.
But | think that we do have an extraordi nary opportunity
because as everyone has said, if there is one thing that
everyone on this panel has in conmmon, this is a new nedi um
it's an evolving nmedium and it's an incredibly flexible
medium And the way in which it evolves is not just a

matter of speculation or a matter of hoping it cones out
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right. 1It's a matter of people who were involved in getting
t oget her and deci de what to do.

Marc Rotenberg said this, a nunber of other people
said this; that we are at the very beginning of this
process, and we shoul d deci de how we want it to conme out and
make it happen. | think we saw with the PICS experience
that we have sone nodel for doing that. And | would say
that for the rather |arge anobunt of collection of personal
informati on that goes on in people's daily browsing
activities, we have got the seeds of a real tool to address
the problem and we should all be working together and nake
t his happen, so that we can cone back in a year and see
sonmet hing up on the screen that's not just a |aid out nock-
up from M. Resnick

Thank you

MR EK: M nane is Brian Ek, and | am Vice
President of Government Affairs for Prodigy. | amalso here
representing the 1SA, and | ampolicy co-chair of the PICS
effort, so | am shanel ess PICS-rooter

| would just like to crystallize sone of the rea
tangi bl e benefits that this option offers. David, you
menti oned before whether this would work for direct
mar ket ers, whether this would work for privacy groups. And
the bottomline is, because of how PICS is constructed, the

beauty of it is it works for everyone, because PICS is not
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reliant upon self-rating by web sites. It can be -- it is
very sinply what PICSis, is it allows the creation of
identifying | abels.

Now, those | abels could specify the anount of
nudity on a page. They could specify the privacy practices
that a particular web site operations under. Those |abels
can be created voluntarily by the web site operator. They
could also be created by a third party, whether it's the
Privacy Journal or soneone else. Those |abels could be
distributed in a variety of ways. Could be CD ROM could be
on a server, could be on floppy disks.

So consequently what woul d happen is when a
consuner asks to see a web site, if the web site operator
has not identified the site according to its privacy
practices as that site cones down into the conputer
what ever rating systemthe consuner uses could then
superinpose that systemor that | abel and attach it to the
site, and then the | abel reading software could determ ne
whet her or not to allowit.

Anot her benefit is that PICS is global in reach,
and | think that one of the things we need to consider very
carefully when we | ook at rulemaking in this country is that
we may be | ooking at adapting a national solution to an
gl obal issue. And PICS has the capability of addressing

this on a gl obal scale.
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Anot her benefit is ultimately it's custom zable in
vari ous nunmber of forums. | amstruck by the fact that the
current privacy practices that are in use on the Wb right
now by the commercial online services are far nore
restrictive than what PICS offers.

The fact of the matter is approximately 50 percent
of all Web access is com ng out through the Internet through
commercial online services. Wat a |ot of people don't know
is that when you go out into the Internet through a
commercial service, you go through a proxy server which
strips out alnost all personally identifiable information
about you.

That is sonething that worked for us at the tine
when we first began offering Internet access. It may be an
overly restricted neasure and often things |ike PICS may be
nore friendly both to the consuner and to direct marketers.

Also, | think it's clear the technol ogy can al ways
nove faster than governnent. This group, the PICS group
was convened in August of 1995. The standards were up on
the Web for all to see last nonth. By the end of the
sumrer, early fall, you will have the | abel reading
capacity, the | abel reading piece of the PICS software in
pl ace on all of the major online services, all of the major
web browsers, and you will have at |east four rating

servi ces. Now, these are all focused on i ndecent content,
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but you wll have at |east four available to the general
public and two of themare free.

So the point here is that technol ogy can nove nuch
faster than governnment. It is ultimately very, very
flexible on howit gets inplemented. It is truly a gl obal
solution, and | think that as we |look forward in terns of
what to do a technol ogy solution like PICS is sonething that
we need to | ook at very carefully.

Thanks.

MR. MEDI NE: Marc.

MR. ROTENBERG Well, let ne say, first of all, we
have no financial relationship or otherwwse with PICS. |
think it's a neat technology, and clearly it provides sone
tools to users of the Internet to allowthemto in sone
setting custom ze the type of information they receive and
to receive nore information about the practices of
organi zations that offer services on Internet. | think, you
know, this is a wonderful devel opnent and certainly should
be encour aged.

But, and there really is a but here, because
Shirley Sarna, who was sitting next to ne on the | ast panel,
rem nded us of those blinking 12s on the VCR players. And |
have to ask nyself with a VCR with a sinple function of
setting a tinme so the people in the house can see what tine

is on the VCR, and people don't nake that |iteral adjustnent
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to the technol ogy, I wonder can we base a privacy policy on
a technol ogy that requires consuners to take additional
st eps.

And this is one of the big issues in privacy
policy, on who does the burden fall.

Now, if your understanding of a privacy policy is
sinply notice and consent, which is largely how the PICS
anal ysi s proceeds, these are great tools because they give
you i nformation about practices and they give you the
opportunity to enter into an arrangenent regarding those
practices, great tools.

But if your concept of privacy policy is much
broader and includes how organi zati ons, who you may have no
relationship with, as Bob Smth rem nded us, and where the
action is today on the Internet, conpanies that you never
interact with that have your personal information and are
al ways selling it, that they exist outside of this
t echnol ogy, then you have no safeguard what soever.

So | think, you know, what | would say here is we
have the begi nning of a good partial solution, but the short
answer to David' s question is no. | nean, this doesn't
solve the problem It gives us a flavor for the type of
sol utions that m ght cone about.

MR. MEDI NE:  Conmi ssi oner Var ney.
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COW SSI ONER VARNEY: Yes, | have a question to
ask to Marc and Bill, I think, really, when you were talking
about -- it seens to ne there are two, at |east two
different settings that we are tal king about here, and you
have really clarified it.

When an individual is out on the Net either
browsi ng or engaging in a transaction, information about
t hem can be gl eaned from wherever they are selling or doing
busi ness, and maybe perhaps, and | think this is what we are
going to hear nore about, maybe PICS works in that setting.

Fromour friends who are the privacy experts here,
if we pulled out that other side of the issue, those
merchants that are engaged in the collection and resal e of
your personal data w thout your know edge or consent from
this discussion, does that nake a difference? If we were to
approach that problemdifferently than this problem if we
acknow edge the dichotony that we have just outlined, does
that -- what does that do to PICS or other technol ogies
bei ng a possible solution for the individual who is actively
and affirmatively cruising to transact business on the
I nternet?

MR. MEDINE: Do you want to give Marc a chance to
respond to that?

COVWM SSI ONER VARNEY: One or the other.
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MR. MEDI NE: Yes, why don't we gave Marc a chance
to respond to that. Then we will turn to Dan.

MR. ROTENBERG | think that's a very inportant
poi nt, Conm ssioner. | nmean, | think, in fact, you have
taken ny point and made it nuch cl earer.

In those interactions online where there really is
an opportunity for the consunmer to nmake an infornmed
deci sion, then technol ogi es that support good information
and a better informed decision clearly should be support ed.

Now, we woul d have questions, of course, about
enforcenent. | nean, are people going to do what they say
they are doing? And we would have questions about whet her
vol untary gui dance in that area worked.

But | agree with you. | think on that point on
that interaction we are truly maki ng sone progress. And if
we can al so hear fromthe governnent that in the area where
the consuner really isn't a player, but is neverthel ess
affected by industry practice, that there is a role there,
you know, the pieces begin to tick

MR, MEDI NE:  Dan.

MR. JAFFE: Let nme say a couple of things to
create a background. Then try to also react to your very
good questi on.

| think that maybe what is not clear to everybody

is that there have been historic conversions in the business
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community on this issue. That generally in the past the
advertising conmunity, the agency community, the direct
mar keti ng comunity were very separate communities. What
has happened here is that the whol e busi ness community has
cone to say that privacy is a very inportant issue, and that
everyone of us has conme forward with guidelines, goals,
statenents as to the protection of privacy. |n other words,
there is a convergence between the whol e adverti sing
community and the direct nmarketing conmunity because on the
Internet every advertiser basically becones a direct
mar keter in sonme sense. And so that's a very unusual
situation.

Ri ght up front the whole comunity has said, yes,
there is a great concern for consuners, and, yes, they need
to be protected. | don't believe this is sonmething you have
to have your own experience with; that we are tal king about
sonmething that is so technologically difficult that people
who can point and click will not be able to be able to
handle it easily. It is not going to be a situation in the
worl d where all the clocks are going 12, 12, 12.

This is actually going to nmake it a | ot easier
than in nost other areas. That you have got to go read
t hrough things and then sign things, and initial things that
in any other area you think about that you state your

privacy goal s.
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What our policy statenent, goal statenent, which
is both the American Associ ation of Advertising Agencies and
our statenent, says that we believe that if the marketer
recei ves personal information by interactive electronic
comruni cations, they ought to informthe consuner whether
the information will be shared with others. In other words,
potential |ist brokers.

We al so believe that before a marketer shares this
personal information wth others the consuner ought to be
offered an option to request that personal information not
be shared; that he wll have or she will have the
opportunity to decide whether this infornmation would be
given to third parties. Upon receiving such a request, the
mar ket er keeps his personal information confidential, and
does not share it.

And as was nentioned in the |ast panel, and |
think a very inportant point, is if these prom ses are being
made by a conpany, that's where the FTC does step in and
does have authority or other governnment agencies can step in
if these prom ses are not kept, because that's certain by a
fal se and deceptive claimif sonebody is claimng that they
are going to be, you know, using your information one way or
another. So it's not a totally non-|legal area.

So | think what we need is notice to consuners

that they be able to go on. W also go on and tal k about
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being able to | ook at what kind of information is kept and
whet her it's accurate, to be able to change that
i nformati on.

So | think we are right at the outset, and we may
have to change our own policies as we becone nore
sophi sticated, but we are trying to give consuners maxi num
control over the flow of information, and at |east be aware
of where that information is going.

And on the interaction you can ask, where are you
going to give it to, who are you going to give it to, and
soneone at that point can say, yes or no. | nean, certainly
t hose systens can be set up

COW SSI ONER VARNEY: So presumably PICS woul d
wor K.

MR. JAFFE: Presumably PICS can work. But what |
woul d say the commtnent is to find systens that will work.
If it's not PICS, this community is commtted to finding
systens that will enpower consumers to be able to protect
their privacy interests. Because without this, as | said in
the first session, they are not going to cone on to the Net.
It is not going to be an effective marketpl ace.

COW SSI ONER VARNEY:  You said the business
comunity is commtted to finding other vehicles?

MR JAFFE: Qur associations who --

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O B~ W N Bk

NN NN R R R R R R R R R R
A W N P O © 00O N O O B W N +— O

107

COW SSI ONER VARNEY: When? \When? What kind of
time frane? Wen can we cone back and PICS won't be a
prototype? O when is the next -- where are we in this
di scussi on?

MR, JAFFE: | don't think there is -- naybe there
is soneone who will be willing to answer that question and
gi ve you a deadl i ne.

COW SSI ONER VARNEY: Is it six nonths?

MR. JAFFE: But we have had neetings just in the
| ast couple of weeks trying to tal k about how quickly this
coul d be done, and the technologists can't tell us.

What we woul d want to be able to do is cone back
as quickly as possible, and we don't know technol ogically
how qui ckly that is, but as quickly as possible. W would
| ove to be able to cone back and say in three weeks we wll
be back here to do that. | don't think that's realistic.

But certainly our horizons are within a year.

MR. MEDI NE: Evan, and then A, and then Joel.

MR. HENDRI CKS: Well, | think Comm ssioner Varney
has asked several key questions there, and | want to answer
those. But first, you know, in ternms that we have cited the
CASIE privacy -- they are called privacy goals. And I found
t hem di sappoi nti ng because the first privacy goal addresses

educating consuners that sharing data about thenselves wll
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hel p marketers service them nore econom cally and
effectively.

| don't think that's a privacy goal. | think
that's a surveillance goal, and it doesn't conport with any
of the fair information practices that have evol ved since
the early seventies when Alan Westin wote "Privacy and
Freedom "

And the second goal states, as we heard, that
mar ket ers ought to disclose their identity, but it doesn't
say they shall. It just says that they ought to do it. So
there is a lot of |ooseness.

And the third thing is they define personal
informati on as data not otherw se available via public
sources. And | think there is a lot of wiggle roomin there
whi ch doesn't provide nmuch confort.

To Comm ssioner Varney's question, | think that,
like Marc, | agree, these are very inportant technol ogies.
The I/ PRO brings the person into the m x, PICS does, ny
friend Ed Al burn from Col orado and Privacy, Inc., is working
on another sort of program But none of these will kick in,
I don't think, unless we put the requirenent that we have to
have information use based on inforned consent.

And if you do that, establish that sort of a
gui deline, and then these technologies will flourish because

we hear that Prodigy is responding very quickly to the CDA
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which is certainly a bad I aw i n many ways, but now the | aw
is forcing themto respond, and to take care of this issue,
and | think that you will see these technologies flourish if
we put that sinple requirenent that inforned consent ought
to be a factor here.

Now, the other thing here is, in terns of
maxi m zi ng choi ces, we should not forget that one of the
choi ces that has to be available is anonymty. And
anonymty requires the devel opnent of cryptography. And it
really burns nme if someone who, you know, ny |lines go back
here on ny nother's side, you' re tal king Daughters of
Ameri can Revol ution, and on ny father's side, you're talking
wagon train, 1843 to Oregon. | go way back in this country.
And |'m proud of it.

But we have seen our industrial policy fail, we
di scussed yesterday, in the car industry, and in the steel
industry. And here we see in the New York Tines Business
page today that now one of our |eading devel opers of
cryptography is opening a subsidiary with the Japanese so
t hey can devel op cryptography and then sell it back to us,
because of our export controls. It's ridiculous.

One of the nost inportant things that cone out of
this session and this report fromthe FTCis a very strong

recomrendation that this adm nistration has to get behind
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cryptography and stop letting our | aw enforcenent agencies
run our cryptography policy.

MR. MEDI NE: Al.

MR, VEZZA. Yes. | want to set the VCR anal ogy
and put it in perspective because | think it's setting a
tone here that is not quite right.

| should nention that all four nenbers of ny
househol d know how to set the clock on the VCR It stil
bl i nks.

(Laughter.)

And the reason is, is very sinple. | live in a
community where once a week the power fails intermttently
in the mddle of the night for a few seconds, and we all got
tired of setting the clock.

Now, what does that say?

well, I will put PICS aside. Any solution that
uses a conputer where you build a profile, a profile wll
stay in the conputer, and you don't have to worry about it
again. The clock is not going to blink, and this is what ny
point is all about. The fact of the matter is that it wll
act in the background for you. You are not going to be
asked every tine should | do this, should I do that.

It's simlar to talking to a secretary or an

assistant and telling themwhat you want to be interrupted
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for an what you don't want to be interrupted for. And |
think we have to put that in perspective.

The second thing | wanted to say about that is
t hat people say, well, the kids know a | ot nore than the
parents. M answer to that is very sinple. It's a

generational start-up problem It wll go away, okay?

And, finally, | would like to answer Conm ssi oner
Varney, | amnot going to give you a precise answer, but |
will say the followng. |If industry gets behind sonething

like this or sone other technol ogy, and the right people are
involved, | think that within 10 nonths to a year you coul d

see the sane activity in the privacy domain that we now see

in the rating domain.

MR. MEDINE: Let ne call on Joel, but also pose a
guestion for future panelists. What is it going to take to
get industry to that point? And shouldn't industry be
there, and what is it going to take to get themthere?

Joel .

MR. REI DENBERG. Thank you. | just wanted to cone
to a couple of quick points. The first one is in part to
t he question by Comm ssioner Varney.

| think PICS denonstrations with PICS is show ng
t hat technical standards are policy rul emaking, and they are
rul emaki ng either by default or by design. PICS, this denpo

was an attenpt at |ooking at this tiny technol ogical
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rul emaking. And what | think is particular -- is especially
interesting about it is that it offers essentially a hybrid
kind of regulation where citizens are included directly in
maki ng those policy choices.

In terms of sonme of the tine table issues, as A
sai d, the devel opnent of the technology itself, | don't
think is going to be the problem the actual technology to
make that work. W saw how quickly the PICS concept cane
fromidea to fruition. | think it was spurred in |arge
measure by Conmuni cations Decency Act. That is sort of ny
view as an outsider to it.

| think the real issues in PICS privacy wll cone
froma couple of places. One, there may be instances where
we decide that certain privacy interests or rights are
nonwai vabl e rights. And there we notice that the consent
may sinply not be appropriate. W have that in instances,
we can see that in sonme cases on AIDS testing and pol ygraph
testing. W have identified particular areas where it's a
public policy decision.

The nore critical problem | think, for the tine
tabl e and how quickly this may get to market is going to be
t he choi ce of vocabulary. PICS allows any one of an
infinite nunber of vocabul aries. For the denp today we
chose the Canadi an Standards Association for a couple of

reasons.
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One, it is an existing, totally established by a
standards organi zation in Canada. It was adopted this past
spring. It happened to be pretty easy to instrunentalize in
terms of a sinple rating system The OECD code is a little
harder to turn into a rating system The European Directive
is another step, with nore difficulty.

There are all sorts of other kinds of codes that
you mght want to turn into a rating system So in getting
some sort of agreenment |ike the inportant ones, and what the
exact vocabulary is is going to be one issue that's going to
take time to work out.

Getting the critical mass that Paul Resnick spoke
about, | think is also going to be the key to whether or not
this will function in the online work. Whether that
critical mass will arise in the absence of sone form of
conmpul sion, |legal conmpulsion, | think will be a question
will defer to sonme of ny other coll eagues.

| think whether or not we see | egal conpul sion in
the United States, we wll see it comng from abroad, and
t he consequence for that is that we may see stinul ated sone
overseas PICS as a potential solution to problens in the
i nternational context.

The third area that may be directly relevant for
you in sorting out the issues and why this affects the tine

table is the certification process. |In the deno we saw t hat
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you may have self-reporting. A site may say these are -- |
conformto the CSA code, or | conformto another code, it's
self-reported. W nmay want a certification authority that
sone sort of private sector entity says, yes, we have
audited, or, yes, we trust them and believe them

In the context if it's a self-disclosure and the
software is configured to accept -- certain software, and it
turns out that's false, then you run into areas where we my
have powerful existing |laws that can inpose enforcenent. It
can | ook at deceptive practices, fraud, all sorts of things
that the FTCis well acquainted with, as well as the State
At torneys General.

And | guess | do want to conclude with | think
that there are sone inportant opportunities, that this may
give rise to solving sone of the global difficulties that we
will encounter, as | think Paul had indicated. Right now
this is very much in an infant stage. There are lots of
other issues that it won't work. But at least if this can
narrow down the places where we have to have it to nmake
concerns a |l ot nore pal at abl e.

MR. MEDI NE: Thank you.

The issue of non-waivable rights or rights that
shoul d be waived |l ess easily will be the subject of our
di scussion right after |unch.

Dani el ?
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MR VEITZNER Well, | want to say here that |
think that CDT is going to propose the No Blinking VCR Act
of 1996, because | actually think it was that very netaphor
that, if nothing else, led to the passage of the
Communi cati ons Decency Act; the sense that we have to take a
ki nd of policymaking view and presune that individuals who
use this nedium are powerl ess and need protection by the
gover nnent .

| certainly do think that there are tinmes when
i ndi vi dual s need protection by the government. And | think
t hat Comm ssioner Varney's delineation between the
interactions where there is direct contact between the
i ndi vi dual users and information collectors who run Wb
sites on the one hand, and those who -- where there is not
contact is trenendously inportant.

| woul d suggest that today on the Internet and
the Wrl dw de Web the vast majority of practical actual
situati ons where people need privacy protection fall into
the first category. There may well be situations that also
fall into the second category and we should | ook at those.
But we shouldn't confuse those situations.

Marc has rai sed the question of burden. | think
that if you look at just the initial inplenmentation of the
PI CS specifications in the Mcrosoft browser, sure, that's a

burden and, sure, you have to go and you have to set your
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rates and you have got to do things. But when you are using
the Internet you have got to do a | ot of things.

And | think to set the standard that there should
be no burden on individuals really is going to lead us to
the wong solution. And the reason | think it's the wong
solution is because of a point that Professor Wstin nade:

t hat people have all kinds of different privacy preferences
and all kinds of different situations.

And we shoul d make sure that people have the
ability to express those, and that people who run Worl dw de
Web sites and do other kinds of information collection
activity on the Internet have easy ways to respect those
pr ef er ences.

If we get to a point where it seens that no one
who runs Worl dwi de Wb sites wants to respect those
preferences of users, then | think we have a real issue.

But | don't think we are at that point. | know that in our
efforts to | ook at privacy on the Internet froma practical
perspective, fromthe perspective of someone surfing around
and what kind of information is collected about them the
vast majority of Worldw de Wb sites don't even have a
privacy policy. And the reason for that, | do not believe
it is either maliciousness or desire to collect information
and use it for nefarious purposes or to nake a profit from
it.
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It's because | don't think nost people who run Wb
sites even know that they should have a privacy policy.
They don't have | awers on staff to tell themhowto wite
one. And what we shoul d be about here is making that easy
to happen. | think that the Internet has been remarkably
good at working out ways that it can function well for
itself, as a community or as a set of comunities. And |
t hi nk we shoul d be about enabling that here, and recogni zi ng
that there is going to be an enornous diversity of privacy
preferences and privacy desires.

MR. MEDINE: And the focus of our |ast session
today will be on howto get the word out to consuners and

busi nesses about these issues.

Bob Smit h.
MR SMTH | think what we have seen PICS is a
formof call blocking, and it's great. It's one battle we

won't have to fight.

Does call bl ocking take care of all the issues,
dangers in the tel ephone systen? No, not at all. It's a
tiny segnent.

My fear about this discussion is that, and the
presentation, is that it leads us to believe that the
greatest danger to consuners on the Internet is getting
unwanted solicitation. And there are so many nuch greater

i ntensive problens that we have got to deal with
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We can't accept the direct marketing view of the
Internet to set our agenda. | think, for instance, of the
use of video on the Internet, doesn't that involve many nore
i ntensi ve privacy concerns that the use of unwanted
solicitations?

If you view PICS as a formof call bl ocking,
that's very benign, but | just think sitting here thinking
it could also be viewed as a form of pre-screening, which
menbers of the FTC are very famliar with

Wiy woul dn't a start-up conpany cone here a year
fromnow with the Netscape cookie technol ogy that we heard
about, with the PICS technol ogy?

Wbul dn't you then have a form of pre-screening
where marketers could choose not to do business with
conpani es that have -- excuse ne -- with individuals who had
opted out of doing business with certain conpanies or had
opted out of receiving certain materials by the Internet.

Doesn't the very PICS selection tell sonething
about the famly and its values, and the nunber of children
or the age of children in the famly? And isn't this al
val uabl e information to those who would want to take the
technol ogi es off of that and turn it into a pre-screening
devi ce, as opposed to a call bl ocking device?

MR. WESTIN: | think Joel Reidenberg posed a very

i nportant issue, which is since technol ogy tools obviously
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need to be infornmed first by policy choices, what are going
to be the units of analysis that we use?

| amtroubled by quickly inporting OECD standards,
Eur opean Union Directive standards, even Canadi an Standards
Associ ation's, when, as Marc Rotenberg pointed out, we have
a very distinctive U S. approach, which is the fair
i nformati on practices approach.

Now, what is different?

Wll, the CECD and the European nodel s tal k about
data subject that really have in mnd registering big
mai nf ranes, taxable slave term nals, and responsi bl e keepers
as we had in the 1960s and '70s in conputer technol ogy. It
doesn't even begin to approxi mate the range of choice and
option and technol ogy policy interventions that the |nternet
makes possi bl e.

| think it's nmuch better to start off sayi ng what
are the new and creating categories that we need to apply to
i ndi viduals on the Internet, and as Bob Smth says, not just
in the direct marketing area, but in all the areas in which
i nformati on and commruni cation are going to flow, not just
for marketing but for communication, for education, for
citizen and governnent rel ationships that will take place on
the Internet.

| think we should be very careful not to start

wi th the European approach, and with anything which is so
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badly out of keeping in terns of the technol ogical realities
of the system W need to rethink this, and you heard ne
suggest | think we should start with ways of capturing
overal |l preferences that people have about how nuch they
want to reveal about thensel ves and not.

If we can think of sone inmaginative categories
that correspond to the way the survey research shows how
peopl e want to reveal information, as a start. You want to
regi ster yourself as an intense privacy concerned person,
and that will screen out perhaps technologically 90 percent
of what otherw se cones at you. And if you want to cal
yoursel f an open Anerican, give ne everything, I'll take
everyt hing you have got, then everything flows to you, and
in between you can set standards as to when you will reveal
and when you won't reveal

But it just seens to ne wong to start, wong
technologically to inport the | anguage that grew up in the
1960s and '70s in the European nodel as if that really hel ps
us with the new worl d.

MR. MEDI NE: Just as a followup question on that,
Al an.

Do you see the technol ogy that was denonstrated at
t he begi nning of the session as a nodel for effectuating the

ki nd of choice that you're tal king about?
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MR, VESTIN. | |iked the technology. | want to
work hard on what the units of analysis are. For exanple,
if you say notice and consent, and if you take the European
nodel, it really drives you to an opt in nodel. An opt in
nodel s does not conport necessarily with the click and open
and notice at the front end that you get in the Internet
world. So the nediumitself is so different than the
dat abase technol ogy nodel of the conputer of the md-
conputer age that it's inporting one set of standards to the
wr ong set up.

M5. GOLODNER: | agree with Al an

MR. MEDI NE: Use the m crophone.

M5. GOLODNER: | nean, right now people do have
t he choi ce of, you know, hanging up the phone or throw ng
out the catal ogues or wal ki ng out of the room when the ads
are on the TV, and | think they should have these sane
options on this vehicle.

Wth regard to the option of PICS, | think, oh, we
nmust be very cautions. W have to nake sure that we are not
relying on self-rating; that there in fact be a third party.
That third party has to be recogni zed by consuners, and
there has to be confidence in that third party by consuners.
And that that third party should not be working al one; al

st akehol ders should be in the room including governnent,
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and not just industry. | think any third party should
i ncl ude 50 percent consuners.

MR. MEDI NE: Ckay, thank you.

Marc. |I'msorry, Pierce first and then Mrc.

MR. REID:. Please, as | |ooked at PICS and how
that coul d be deployed into the industry and into the nedi a,
I have got to look at it wwth a couple of different hats on.
One is as a representative froman online service, with a
| arge nunber of consuners and nenbers who have privacy
concerns like any of us do. The other is, of course, as a
mar ket i ng prof essional and as soneone | ooking for a market
opportunity.

What | see PICS doing is doing a very, very good
job when it conmes to the issue of allow ng consuners to
protect thenselves or their children fromcontent or from
information that they mght either find objectionable or
that they don't want to visit or they don't want to have a
part in.

What | would also like to see a PICS evolving to
or a simlar project evolving to is sonething that covers
the other side of that issue, and that is, how do we conbi ne
t he needs of consuners to protect their own information or
to release the information that they see fit out to those of

us in the marketing conmunity who want to work with them
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At the very |l east, whether PICS addresses both of
those or just handles the consunmer side, at the very | east
what | see PICS as is an outstanding nodel for how these
sorts of things devel op, and for how quickly industry and
conpanies are reacting in this environnment to regul ate
t hemsel ves and to bring solutions to consuners.

MR. ROTENBERG  Just a couple of quick points.
First of all, I think Bob Smith has possibly made t he nost
i nportant point of the day, which is to rem nd us that
privacy issues, particularly on the Internet, are very
power ful consuner issues, and that the ability to find out
that i nformation about individuals affects an individual's
ability to participate in the marketpl ace.

| amtroubled, as Bob is, that a preference rating
service could be used to deny an individual consuner access
to a commercial opportunity, commercial opportunity now, not
everything on the Net, that another consumer m ght get
access to. | think that is a dangerous, perhaps vicious
spiral that could | ead many people to losing privacy in the
commercial online world. | think we should really think
about what Bob said.

| think there is also an issue here about who is
being rated. | nean, it's one thing to rate a site for its
privacy policies and practices, and to give consuners

information so that they can act in a nore responsible
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fashion. It's another thing to rate the consuner. And I
t hi nk that woul d be sort of a curious reversal of how you
generally cone to understand the use of rating systens to
rate and consuner choi ce.

And, finally, I would like to raise an issue about
the evol ution of communi cation services, and just to pose
this as a question.

| magi ne a tel ephone conpany that would say
tonorrow to consuners, "W're going to cut off that dine a
mnute rate, and that |ady who is always tal king about dine
a mnute phone service. W're going to give you a nickel a
m nut e phone service, and you can call anyone you want for
five cents a mnute. W're going to keep a |ot of
i nformati on, by the way, about your calls, and if there is
really good stuff on line, we mght record it, but you can
have that phone service for a nickel. Now, if you want
fancy, super privacy enhanced phone service, the old
antiquated style where the only person who knew what you
were saying was the person you were talking to, that we're
going to charge you a quarter for."

Okay, now ny question is, is that the direction we
want to be headed in, in the evolution of online services?
Do we want to force consunmers to buy back a privacy interest
and a privacy expectation that we all currently today

understand? We get point to point tel ephone service with no
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one know ng who we are talking to. W walk into a store
anonynously. W | ook at anything we want. No one finds who
we are. We ride the DDC. Metro service. W pay for that on
a cash basis. No user is identified. Cbviously anonymty
is widespread in our society today.

The question is: are we going to lose this on the
Internet with some of these new commerci al services?

MR. MEDI NE: Your question is not hypothetical.
The Washi ngton Post reported about a week ago that there is
an e-mail service that says if you gives us denographic
information, it will be free e-mail service. There are
trades offs.

St eve?

MR. KNIGHT: Yes, | just wanted to raise a couple
of questions where | see sone di sagreenent on the panel
about how we could use a PICS type technology in the privacy
ar ea.

The first of which is how are sites going to be
| abel ed in that when you are | abeling content, I think as
Paul said in the introduction, you can | ook at a site and
for the nost part be able to figure out what the content is
and you can have third-party | abelers.

When you have -- when you are | ooking for a
privacy policy, that's not going to be obvious from openi ng

up a web page and | ooking at it.
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So it seens that self-reporting is the nore likely
option there, but there has been -- there has been sone talk
on the panel about having third party raters, and | was -- |
just want to pose that question. |Is that really a viable
option with this technol ogy?

|"msorry, the second related question is, if you
do have self-reporting, howis that -- howis the accuracy
of that going to be verified? And sone people have talked
about could you audit the information that's self-reported?
Coul d you -- you know, obviously if you have a third party
doing it, they would be doing sonething to verify the
accuracy of it.

But, you know, with a mllion Wb pages and the
t housands of service providers, is auditing really -- is
that sonmething that speeds the process. |It's going to have
to be nore an enforcenment nodel where you sort of spot check
and try to catch people and approach it that way.

MR EK: | think, in response to that, that third
party rating is going to be essential to noving the process
forward in addition to self-rating.

Conmmi ssi oner Varney raised the question earlier,
aski ng how soon could this process be put into place, and Al
mentioned that it could be put into place pretty quickly. |
think there is every incentive for the direct marketing

community to nove forward, and that's because there is a
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technol ogy sitting on the Wb right now which is the PICS
technol ogy, which is available to anyone, including ny
col | eagues at the table, that if they so choose to create
their owm systemfor rating Internet content according to
privacy they can do so.

| think that's a trenmendous incentive for the
di rect marketing community to nove quickly to establish its
own system But | also think that in a systemof really
good checks and bal ances there should be third party systens
out there as well. And | think that's very, very inportant.

As far as how you woul d be able to determ ne
whet her or not a site operator is in actuality abiding by
those practices, | think that there could be a conbination
of things. | do think that there could be sone kind of
policing activity to check. There would be Wb- based
cl eari nghouses for consuners to report what they perceive as
violations to to ook at. But | also think that as you get
a proliferation of rating or |abeling systens out on the
Internet it is going to be in the marketer's best interest
to conply in an honest effort, because there will be a
variety of those rating systens out there that if you don't
conply and if you don't treat the consuner right, you wll
find that those rating systens do not treat you very well

ultimately.
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MR. MEDI NE: Thank you. Janlori, | was going to
carry over right fromthe |last panel, if you want to conme to
a m crophone so you can be heard.

M5. GOLDMAN:.  There were a couple of points that
were made here in the last hour that | think | eave a
m sinpression. | don't think anyone is suggesting that a
PICS-like solution is a total solution. But | think we are
in a circunstance right now where it doesn't offer an
addi tional burden on individuals. It's exactly the
opposite.

What it does is it offers individuals the
opportunity to be enpowered through the technol ogy, to set
at the user end their privacy preference maybe once. Maybe
the first tinme that they ever wal k on they set their privacy
preference. You can set it high, you can set it low, or you
can set it in between, you can set it with variations. And
you never have to look at it again.

And then a decision is nmade before you log onto a
site as to whether your privacy preference i s matched by
that site's information and practice.

So as Bob Smth was saying, it's exactly the
opposite of the site pre-screening the individual. The
individual is pre-screening the site. The site never
collects any information unless there is a match of those

pr ef er ences.
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Now, again, we are tal king theoretical here, but
the possibility of alleviating the burden that we currently
have in an information-based world, the burden is on
i ndividuals to constantly nmake five or six choices on a
case-by-case basis, and often they are not even given the
opportunity to make those choices. |In nost instances, they
are not.

The other issue, | think it's really inportant
that we listen to what is being said here by the private
sector. People are saying that they want to have privacy
practices in place. They want to have privacy policies in
pl ace, and that there is conpetition, a conpetitive
environnment in the privacy area that we have never seen
anywhere before. And we should take advantage of it. W
shoul d hold people to their word, and we shoul d say you want
to set up a conpetition of who is going to have the
strongest privacy practice, and the strongest privacy policy
so people will cone, so people wll trust your service and
they will have confidence that their information is going to
be protected, let's doit, and let's let the FTC keep an eye
on it and drive that process forward, and nake people hold
to their word.

MR MEDI NE: Peter.

MR. HARTER: | have a VCR, but it does not apply.

(Laughter.)
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MR MEDINE: |It's got to be a very old one.

MR. HARTER: Maybe.

MR. MEDINE: He got rid of it because of the
bl i nk.

(Laughter.)

MR. HARTER. M father is an engi neer and he hates
the blinking. He puts tape over it. But bear in mnd he's
a conputer engi neer, has been programm ng mai nfranes since
the late sixties and works for EDS. So he's very technical,
but you don't use a VCRto tell tine. You have a watch, you
have a clock on the wall. The clock on the VCRis so far
away fromwhere you are sitting on your couch, you are on
your bed or wherever you are watching TV, that you are
| ooking at the TV and not down behind the glass with al
your fingerprints onit, at this little blue LCD Iight.
guess they could put a battery into the VCRto inprove it so
it wouldn't [ ose tine when you have those intermttent
out ages.

But | think it's ridiculous to think, and it's a
horri bly bad anal ogy, but an inportant one to poke fun at
it.

So if you are going to use technology to
conmuni cate better, which | think we are doing, and you have
t echnol ogi es that enpower people, you have to give the

average user a chance to be literate. |If they chose not to
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set the clock on the VCR that's a decision, because maybe
they are not going to set the tine to record a program and
do tinme recording. They just want to put the tape in and
play. So the clock is not the nbst easy to use
functionality.

But if you |ook at the Mcrosoft browser, Netscape
browser, they have a stop button, a play button, a fast
backwards, a forwards. |It's easy to use because the VCR was
easy to use in other respects besides the clock.

Cooki es are both used by Netscape and M crosoft.
And M crosoft supports PICS. These are all open
technol ogies that will be inplenmented and applications
expanded and diversified as consunmers denmand an application
and custom zation of the applications which nmake the nedi um
easy to use because they can control it. The user can
mani pul ate it.

And goi ng back to the encryption exanple. | have
to beat upon this because of the appearance next week.

MR. MEDI NE: Ckay, let's |leave encryption to a
brief comment because that's not our main purpose.

MR. HARTER: Well, if we are worried about
aggregating preferences, as M. Smth identified, there are
certificate providers, they are in sunny California, GIE
ot hers el sewhere, and you get a certificate, only that

entity knows who | am and they are bound by the contract
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not to divulge or resell that information. So | have to
tell someone about who | am But then | get that
identification and | transact with people, we have
magazi nes, we transact with L.L. Bean, and they don't see a
problemthere. They can't sell that information. They can
see they are kind of buying boots and shirts and things |ike
that, but it's really usel ess because it doesn't apply to
any one person. It's just a nunber. So think if we can use
public encryptography worl dw de, you are going to have an
ability to really nmade sone progress.

Thank you.

MR MEDINE: Al?

MR. VEZZA: Yes, | would like to coment on what
Bob Smth said. | never envisioned, |I don't think Paul did
or anybody involved wwth the PICS as just another cal
bl ocki ng mechanism W think it can be nore than that. W
don't know exactly what all -- we are not experts on privacy
necessarily, so therefore what I amgoing to do here is
invite Bob to cone talk with us and tell us what all the
problens are in the privacy domain so we can understand
whet her or not the technology will neet the requirenents
that he has in his head, or other experts, for that matter.

| would also Iike to cormment on what Al an Westin
said. In ny opening comments | said that PICS was vi ewpoi nt

neutral. Moving along here, | can change that to say that
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PICS technology is policy neutral. That is to say it is not
meant to inplenent any specific policy. One had to put the
policy on top of it, okay.

And so, for instance, in the U S. you mght use a
U S policy in terns of what servers and what users m ght
put on their conputers to communicate with each other. 1In
Eur ope, you use an EU standard, and in Canada, you would use
t he Canadi an St andards.

Now | would like to throw a small curve ball. |
can sit in nmy hone 15 mles west of Boston and with the push
of a finger I can be accessing a server in France or in
CGermany. Wiich policy do | use? Wich policy is in force?
That | think is what the Conm ssion should be worried about.

MR. MEDI NE:  Joel .

MR. REIDENBERG. Yeah, this point is one that I
wanted to make. | think it's very critical to understand
that the way this would work, it can certainly allow
mul tiple ratings or vocabularies, so | don't think it is
appropriate to say, you know, inport a single standard as
the one to neasure all sites against. That is not the way
it would work.

A nore conplicated issue is what happens. The
fact that it can support a variety of ratings, it would be
sonet hing |like the CECD, an CECD-based rating, a Council of

Eur ope- based rating, a European directed-based rating, the

Heritage Reporting Corporation
(202) 628-4888



© 00 N O 0o B~ W N B

N RN NN NN P R PR R R R R R R
ag A W N P O O 0o N oo 0o M W N B+ O

134
Canadi an St andards Associ ation-based rating, or the old
1970s HEW based rating system In fact, all of those three,
and | don't agree with your categorization of each of these.
I think all of the three share the sane basic set of
standards. There are differences in enphasis anong them
whi ch is why operational -w se how you create the actua
category being used becones difficult in the sense that you
may have the sane principle but different ways of expressing
it, so your technical coding won't be the sane.

The key then becones, and this becones part of a
technol ogy i ssue or a Conmmi ssion issue, how do you arbitrate
bet ween them

There may be -- there will be ways that a service
provider could set up its own arbitration, m xing and
matching. | nmean, there are all sorts of opportunities that
may arise. How that becones effective and how it becones
meani ngful is the policy question. How would it actually
get inplenented, that becones, | think, probably the nost
critical side of it.

Which gets to the viability of the rating and the
third party rating question.

Labels, | think, is part of it. The |abels may be
self-identified or they may be identified by third parties.
There is still another level. |In other of those instances

you may have another third party that certifies the
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| abeling, and I will give a for-instance, what we are al
accust oned to.

Accountants, we all see corporate disclosure
statenments that have been -- the internal accounting
departnent, the treasury departnent of the conmpany w ||
prepare its books, and then you have a third party
accountant cones in and audits the books, and confirns that,
yes, the books conformto the generally accepted accounting
principles. 1In sone ways that's the kind of nodel that you
m ght see in this area.

You can have self-identified | abels, the EPIC
| abel attached to it, and you nmay have some third party
organi zation with -- in this instance the cooperation of
whoever the originator is, sone sort of cooperation that
says we have | ooked, we think that they are conformng to
this particular standard. So it's a way of building trust
in the |abel, and that's sonething that again will have to -
- if it's going to work, that's going to have to evol ve.

MR. MEDI NE: Thanks.

Ariel is next up, and | thought he m ght also
comment on Peter's coment about encryption and nmaybe what
the relationship is between an I/ PRO approach and an
encrypti on approach?

MR. POLER:. Ch, actually our system works both

encrypted or non-encrypted, and we are not that far fromthe
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mai n conpany doing the certificates, we neet with themquite
often. It's a matter of performance actually. Encryption
i s expensive fromthe conputer side, both take nore tine
than they used to, and again we are all about choice. Wat
we are saying is if you want your information to be brought
encrypted, we will be able to do it. |If you are willing to
| eave it open, you can do that as well. So our information,
and | believe the data that information goes back and forth
encrypted. And | strongly support encryption.

Two quick things. One is sonebody suggested that
conpanies like I/PRO, that PICS would really thrive with the
privacy regulation. | believe we are thriving without it.
And there are all sorts of other conpanies and organi zations
that are doing simlar things, and all sorts of exciting
t hi ngs, and what we need is an open dial ogue. | nean, we
have been talking to all sorts of organizations throughout
to incorporate their things, and that, | think, has been
wor ki ng quite well.

But | do want to nmake that point, that we are
al ready doing quite well, and that consuners are
participating in organizations, and have parti ci pat ed.

Pl ayboy is another site that uses the |I/code system for
exanple. And again, they are very open about their privacy.
They woul d say, here, you know, you choose if you want to

give us information, and they can -- on the Playboy side, if
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you go there, you will be able to do it in your nane. So,
you know, it's up to the participant.

The final thing I want to say very quickly is that
it seens that sone people are trying to present real world,
like the world that is perfect world where nobody knows what
you are doing and it's all very private, and the inference
is disaster. | just want to list this, you know, how many
peopl e here don't use credit cards, don't subscribe to
magazi nes, don't -- you know, pay everything with cash.
First off, in the real world there is so much known about
us, and if we think we are going to make this perfect world
in the Internet, the Internet reflects the real world. And
| think we can nmake it much better if we can conpensate with
i nformati on, we give them nuch nore choice. But if we try
to make a perfect world on the Internet, we won't -- we wll
end up with nothing, because that just doesn't exist. |It's
all a matter of trade-offs.

When all this pornography debate was the biggest,
I was in New York City, and | stopped at a newsstand, and
i ke 80 percent of the material in the newsstand was
pornographic. And | thought, wait a mnute, this just
reflects the society.

So, yes, we want to keep an eye on what's going

on, but we have to be willing to nmake conprom ses.
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MR. MEDI NE: Ckay, we are alnost out of tine. W
have tine for three nore coments.

Dani el, Marc and then Paul

MR. VEITZNER  Well, | am never going to think of
my VCR the sane way after today. | do think that -- | won't
say anything nore about that. | think enough has been sai d.

| just want to address the issue that was tal ked
about, pre-screening, and whether users are going to be
forced to identify to others their preferences in any way or
their identity or anything else. And | think A touched on
this. | just really want to underscore that | think one of
the nost inportant things about building in user preference
approaches is that it keeps the control with the user. You
don't have to have a big interaction with the web site
operator. You don't have to put yourself on sone |ist
sonewhere that says, "l don't want to be marketed to or this
is nmy kid, she is under 18, don't sell her anything,"
whatever it is.

So | think that the inportance of the user
enpower ment approach is that it does keep the choice with
t he individual so that we don't have big collections of
i nformati on about people's preferences, which | think would
be a very serious problem

MR. ROTENBERG | will be brief. | nmean, | don't

di sagree with you, Ariel, and I don't mean to suggest this
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bl ack and white distinguishnment between the real world and
the net world. But | think it's also inportant to
understand that PICS and |/code and ot her technol ogi es which
wll come down the line will be useful for privacy issues,
but they are not a substitute for an enforceabl e code of
fair information practices.

And this point is even nore inportant because in
fact anonymty or psuedo-anonymty can be a substitute for
an enforceabl e code of fair information practices precisely
because no personally identifiable information is collected.
So when | sort of urge technologies of anonymty | am
actually trying to avoid these very thorny issues, which
exist wwth PICS, and not for any type of nmalicious intent in
answer to your point, Danny, but sinply because there are
probl ens in negotiating the disclosure of personal
informati on that create new privacy issues.

And one of the benefits of anonymity is that it
avoi ds that set of problens.

Now, the second pointed I wanted to note, which
m ght pull some of this together, is areally interesting
application for PICS is not, you know, outside of Boston.
It's going to be in the European Union. It's going to be in
Canada, because what you have actually done, and it's very
interesting matter, is automated the judgnents the

regul ators within the European Conm ssion and within
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I ndustry Canada are going to nmake, in trying to assess U. S
conpani es, and whet her Canadi an citizens, and European
citizens wll have their privacy rights protected as they go
to our country for comrercial activity. And | suspect you
are going to have a huge market in countries where their
privacy rights are enforced in | aw

And | think there is an interesting nmessage here
to the FTC. These types of nechanisns to pronote privacy
choi ce and privacy screen and so forth will flourish
precisely in countries where there is a | egal nmandate to
protect consumer privacy. And I'msorry to use the anal ogy,
but it will be like the blinking VCR It just takes too
much tinme. There is better stuff to do on the Net that's
more fun. You know, you stay as far away from your
preference powers as you possibly can. This is going to be
anot her one of those situations. You want privacy lawto
make your technol ogy worKk.

MR. RESNI CK: Ckay, | amnot going to agree with
everything Marc said, but | do want to agree with the point
that he is bringing up, that technol ogies that help with
notice of choice are all the things that | care about, and |
agree that the technology |I was tal ki ng about was, you know,
woul d be for notice and choi ce.

| do think it goes beyond the |ine blocking

anal ogy, the call blocking analogy. | nean, | think, or at
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| east | should say the challenge is to nake it go beyond
that, to make it support things |ike that you find out about
the m smatch and then you get a choice of how to proceed.
You get an explanation of what the msmatch is. So it's not
just going to be a straight block, and that maybe we even
have sone aut omated negotiation where the site gives you a
different version of their service, depending on what your
privacy preferences are.

So | think we do have the challenge to go beyond
just the blocking notion to get to the true notice of
choi ce.

MR. MEDI NE: Thank you.

Just a coupl e qui ck announcenents. First of all,

I want to thank all the panel nenbers for very hel pful and
stimul ati ng di scussi on.

Second, we are going to break for an hour, and we
will resunme at about 1:30, and tal k about nedi cal and
financial information, and other sensitive information. And
for those who are |l eaving, we are leaving the record of this
proceedi ng open until June 19th, if you want to submt
information or materials. Thank you.

(Wher eupon, at 12:37 p.m, the workshop was recessed,
to reconvene at 1:30 p.m, this sane day, June 4, 1996.)
I
I
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AETERNOON SESSLON
(1:47 p.m)

MR. MEDI NE: Ckay. Thank you all for com ng back.
For the new people, we welcone you to the afternoon session
of our inquiry into privacy and the gl obal information
i nfrastructure.

The first session this afternoon wll focus on the
use of financial and nedical information on |ine, but what
we are really focusing on is are there certain kinds of
sensitive information that don't fit in well to the kinds of
regi mes that we discussed this norning.

Are there kinds of information that where it is
not wai vable that you use the information or that you
require greater disclosure, greater information or greater
deci si on- maki ng?

We are not going to be focusing on children's
i ssues today because that is the sole focus of our session
all tonmorrow norning, so please save, other than for genera
comments about sensitive information, please save your
di scussion on children's issues until tonorrow.

Al so, we are not here to debate the legislation
that's pending in Congress over nedical records, and we
really want to focus nore on the use of nedical information
online. There is certainly an anple opportunity to debate

t he subject of nedical records generally, and | think we
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have enough to discuss inthis limted time to focus on
online informtion.

What we are tal king about, for exanple, would be
the use of nedical information where you order a
prescription online, which mght be very revealing of your
medi cal condition, and howis that information going to be
used, and what authorization should be given for the use of
that information, or not too far in the distant future, even
today that you can order credit cards, or a credit report,
or apply for a nortgage online and reveal a wealth of
financial information about yourself. And the question
again here is howis that infornmation to be used other than
for the directly intended purpose.

Once again, we are going to start with
crystallizers to help focus the discussion, and our first
crystallizer will be Professor Alan Westin. He is a
Prof essor of Law and Public Governnment at Col unbia
University. As we heard all norning, an expert in his field
and an aut hor of many books on privacy, including "Privacy
and Freedom" and he is also the publisher of "Privacy and
Ameri can Busi ness."

Prof essor Westin.

MR. VESTIN:. Thank you, David.

It's kind of fortuitous that the FTC put these two

topics together in one session because all the survey
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research that's been done shows that if you ask the Anerican
public froma list of 15 or 20 types of records that are
kept about people, the two which are always rated the nost
sensitive on the types of information that people would be
nost upset about if it were revealed wthout their know edge
and consent, the two winners are always financi al
informati on and nedical information. It says sonething
about our society, | suppose, that financial information
generally edges nedical information in the United States
just a little bit.

| think that the backdrop we should understand is
that both the communities, the financial comunity and the
medi cal health community, thenselves are in a state of great
transition and flux at the nonent.

In the nedical field it's obvious that we are
trying to sort out what kind of a health care system we
have, and who runs it. W have a nove toward el ectronic
i nformati on exchange qui ckening; a drive toward
conputerizing the patient record, and with the inperatives
to control cost to deal with fraud, waste and abuse; to try
to do research into exciting new areas in which kinetic
science offers inportant potential for inproving part, if
the testing and the information used is appropriate. And
controlling fraud and crine in the systemis anot her

i nperative.
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So at the base there are churning debates today
about what should be the role of nmedical record information
and health information processing in the way the systemis
run.

And simlarly at the base, the financial conmmunity
i's undergoing great change. There are two cultures in a
sense within the financial community that are jockying for
primacy. One, the traditional bankers who are thinking
about accounts and checki ng and savings, and investnent
accounts and thinking about it in traditional
confidentiality norms.

And the direct marketing culture in the banking
worl d, target marketing, focused very heavily on affiliate
mar keti ng and marketi ng each custoner nore deeply, and where
t he sane traditional notions of privacy are not first and
forenpst in the mnds of direct marketers for the financial
services conmunity.

| find it troublesone, for exanple, that only a
handful of banks have enunci ated privacy policies covering
all of these new activities in the financial conunity,
followi ng the nodels that have been set by Anmerican Express
and G ticorp, and suggestions that have been well
constructed by Visa and Master Card.

| think that it's not auspicious that very many of

the 6,000 or so issuing institutions have not devel oped and
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promul gated those policies as | think they really shoul d,
and it's in their interest to do.

| mention this because in the online world, you
can ask what will be the reflection there of these
conditions of change and of rule rewiting and of conflict
that lie in the base conmunities.

First, it seems to ne we can ask will we just be
transferring to the online world the financial transactions
and the nedical transactions that narrowed themthrough
ot her nmeans, and the key issue would be one of security.
That is, do we think of the Internet as a transm ssion
system a conmuni cation system |In which case, the basic
rules of privacy and confidentiality will attenpt to be
reproduced but we will have to worry about whether the
medi umis secure, and whether we have the kind of controls
that will enable us to have confidence that if, for exanple,
a doctor wants to communi cate on the Internet with a nedica
record being transmtted froma patient to a specialist, we
can assune that that is going to have the required security
t hrough any nunber of techniques such as encryption or other
secure identifier mechanisnms and so forth that will enable
us to be conpetent with that.

And | think the same thing is true when financi al
transactions are considered. That is, if we are going to be

using this for paying for goods and services by a paynent
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mechani sm whether it's a card or it's a nunber or sone
ot her technique, will we have -- can we count on secure
transm ssi on and recei pt.

On the other hand, if we think about the online
and Internet world as one in which we are going to be
offering to give people information if they give sensitive
i nformati on about thenselves in new ways, then | think we
have a different set of issues. For exanple, one could
i magi ne that there would be an opportunity for the
individual to use the Internet to get a credit report at a
time before the individual is going to engage in a major
financial transaction, and to be able to sit at hone, to
sign on with a secure identification and to get an up-to-
date credit report, to check to see whether it's accurate
and to do anything that mght be legally proper to do in
order to make sure that the credit report is in proper shape
for the transaction the individual wants to engage in. And
one could inmagine that a credit reporting agency woul d be
able to certify this for purposes of certain kinds of
transaction around the world for which a credit rating woul d
be used.

So that there are opportunities in the financial
area, for exanple, to provide a direct to consuner service
as opposed to the tradition of getting a credit report as

t he custonmer of a consumer reporting agency.
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And | think that suggests the kind of new ways,
the termwas used this norning "enmpowering," ways that the
Internet could allow individuals if there is proper security
and identification to get infornmation about thenselves in
ways that are not normally used today with high conveni ence,
| ow cost and so forth.

As far as the health information, to take another
exanple, a lot of people are revealing a great deal of
i nformati on about thensel ves today in foruns, chat roons and
ot her organi zati onal settings where persons with nuscul ar
dystrophy or persons with AIDS want to chat and tal k and
communi cat e about thenselves and their conditions. So that
we have all the problens, and we discussed this norning
about whet her individuals' presences will be trapped as they
attenpt to use the Internet for self-revelation and
community purposes, which are very inportant to people with
vari ous kinds of either nedical conditions or nental health
conditions and so on.

And the nost nenacing of course, would be if
peopl e could track not only where they were or when they
were there, but also what they said, the content of what is
said in these places.

This rai ses the question of whether those are
public or private, and that will have to be westled wth.

One coul d imagi ne either solution. That people get warned
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at the beginning of entering a forumthat everything they
say there is capable of being overtaken by others and
recorded by others. And it's like talking on the street
loudly with lots of people around. That would, it seemto
me, inhibit peoples' readiness and capability of using the
mechani sm and | wouldn't want to see that as the solution.

At the other end, | don't think we can quite say
that this is an absolutely privileged and private place, so
we probably have to struggle for sonething to define in
bet ween that gives sone protection, but people are warned
t hat what they said can be overheard by anybody who wants to
join that forum or lurk there identified and so on.

| suppose that the way to end ny comments is just
say that soneone earlier remarked that when you are | ooking
at the debate over decency and pornography on the Internet,
you have to always understand that the Internet reflects the
| arger society, and that we shouldn't expect too nuch to be
different in the online world than what we are used to when
we struggle over what is access and who has access to it,
and the special protection of children, in settings |ike
book publication, or novies, or video tapes, and other forns
of expression.

So too, it seens to ne, wth financial and nedica
records. Look first to see the struggles that we are going

t hrough in the manual and bul k-1ine autonated systens,
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whet her we are goi ng through how new i nformati on processors
in financial services and health that will have a kind of
trustee or steward role, that in order to do research or in
order to do cost controls or other things, they will becone
trusted persons to process the information on behalf of both
patients and custoners on the one hand, and the service
provi ders on the other.

Any of those issues, in other words, are going to
cone and reflect thenselves in the online and Internet
world. And while there will be sonme new technol ogi es that
we can attenpt to put into the protection of the policies
once we define them | have always found that if you want to
deci de where you are going, |ook where you have been, and
don't expect the world to be that radically different, that
the solutions that you attenpt to cone up with are greatly
ai ded by understandi ng the struggl es you have been through,
and were useful solutions that you cone with so far.

MR. MEDI NE: Thank you. Qur next speaker is
Trudi e Bushey. She is Director of Legislative Affairs for
TRW I nformati on Systens.

And | would just |ike to add that Marty Abrans,
from TRW has provided very val uabl e assi stance and service
t hroughout, and unfortunately had another comm tnent and
coul d be here today, but fortunately for us Trudie was able

to be here on behalf of TRW

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O b~ W N B

NN NN R R R R R R R R R R
A W N P O © 00O N O O B W N +— O

152

M5. BUSHEY: Thank you, David. Yes, Marty, for
t hose of you who know Marty very well, he's our director of
privacy and public policy, and he chose to go on vacation to
the Grand Canyon, and | don't know why he's mssing all the
fun here.

On behalf of TRW | would like to share three
points with you today on how TRWI ooks at the protection of
the information that we have in our database.

As wth every information industry, TRW has been
t hi nki ng through the issue of data security on the Internet
since its inception. It's not an easy task. TRW maintains
five databases. Each of these databases has varyi ng degrees
of privacy sensitivity.

From nost to | east sensitive, they are: the
consuner credit information, consumer denographic
i nformati on, business credit information, business marketing
information, and real estate information, that includes
property descriptions and title.

The products that we can nake and provide from
each dat abase alter the sensitivity of the database itself.
For exanple, information on a small business proprietorship
is closer to consuner credit information than it is on big
busi ness credit information. A product offering relating to

smal | business is therefore potentially nore sensitive than
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a simlar product about |arger business fromthe sane
dat abase.

Online presentations of these products nust
therefore provi de adequate protections. Notably,
protections relating to privacy, data security, and
appropriate use. Technol ogy and markets change, and | think
we have seen that, because a year ago | don't think we would
be sitting here today tal king about the Internet.

Technol ogy nakes the applications of information
possi bl e and at |ower cost. And the market pull for nore
preci se marketing of offerings creates pressure for new
products, applications and delivery nethods.

Over tine sensitivity resulting fromthese changes
can be expected to | essen anong those consuners. Wtness
now t he w despread acceptance of pre-screened offers, the
pre-approved credit offers that you receive in the mail, or
t he banki ng i ndustry puts up the conveni ence of electronic
funds transfers or ATM banki ng, and these weren't thinkable
a decade or two ago.

Online presentation and delivery of products
resulting from market pressures for change nust therefore
provi de adequate protections. Again, the protections
related to privacy, data security and appropriate use mnust
be considered. Protection nechanisns nust have the capacity

for responsiveness to change.
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As new products and delivery systens energe and
proliferate, there nust be nechani sns that continue to
permt appropriate protections.

At TRWwe use a val ues approach rather than a
rul es approach to providing these protections. Values can
be applied flexibly while nmaintaining appropriate rigor.

The three values that we apply in maintaining our data and
in providing products and services are partnership, fairness
and bal ance.

By partnership, we nmean taking the consuner, the
data subject into account, when we consider whether and how
to meet a custoner's request for consumer information. By
fairness, we nean primarily denonstrati ng openness and
all owm ng the consuner to know what we do and how we do it,
and ensuring that our nmethods do not entail practices, ours
or our custoners, that m ght have the appearance of
deception or that m ght cause disconfort or enbarrassnent to
t he consuner.

By bal ance, we nean nmeking the determ nation that
t he benefit to the consuner fromthe use of our information
and products benefits, such as credit and purchase
opportunities and choices, for exanple, is greater than the
potential for harm and such, the intrusion on privacy. |If

harmis balanced with the benefit, we can acconplish that.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O b~ W N Bk

N RN NN NN P R PR R R R R R R
ag A W N P O O 0o N o 0o M W N P+ O

155

W happen to apply two other values as wel |,
education, by which we proactively seek to hel p consuners
under stand what we do and how it affects them and di al ogue,
by which we proactively neet with and listen to consuner
voi ces, both directly and through consuner interest groups.

W expect to continue to apply these val ues as
opportunities energe for us to provide information services
by what we now envision as online nedia, and into the future
as those nedi a and nodes and ot hers not yet envisioned
continue to energe and devel op.

Thank you for the opportunity and I | ook forward
to the cooments fromthe rest of the panel

MR. MEDI NE: Thank you. Qur third crystallizer is
Janet Koehler. She is Assistant Manager for Electronic
Comrerce at AT&T Universal Card Services. She is here today
representing the Smart Card Forum which is a cross-industry
effort focused on the need for inter-operability standards
for Smart Card infrastructure in the United States. Maybe
she wi |l explain what that neans.

M5. KOEHLER  Thank you.

Currently, the Forum the Smart Card forum has
over 70 principal nmenbers from business, including banks,
t el econmuni cati on provi ders, software conpanies, equipnent
providers, et cetera. N neteen state and federal agencies

are nmenbers as well. Anong the Forum objectives are to
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pronote inter-operability of smart card-based applications;
that is, that you can use different cards on the sane
termnal and the like. Also, to pronote standards for an
open and evolving market, and to serve as a resource to
pol i cy- maki ng bodies and to others dealing with | egal and
regul atory issues inpacting Smart Cards, especially in the
areas of social responsibility and privacy.

The Forum has established a privacy subcommttee
to articulate the issues and devel op a consuner information
protection position or principles. And Peggy Haney of
Ameri can Express, who is here in the audience in the | ast
row, and Susan Murdy, of Visa Corp., are co-chairs of the
subcommi tt ee.

A Smart Card is a credit card-shaped card with a
chip onit. The chip contains a m croprocessor and
functions |like a conputer. Wy is that relevant to our
di scussi on today? Because Smart Cards are currently being
used both for health care applications and for financial
appl i cati ons.

What can a Smart Card do that a -- pardon the
expression "a dunb card" can't? That is not to say what
will it do, just what can it do.

It can do nore than just store data in present
| ocations on the card. It can store |lots of data for

selects in its nmenory, or provide access to multiple

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O B~ W N Bk

N NN NN R R R R R R R R R R
A W N P O © 00O N O O B W N +— O

157
dat abases. It can enable the consunmer to downl oad and store
value on the card to make purchases. However, unlike a
credit card it can authenticate the transactions w thout you
have to give your nanme, be an anonynous transaction.

The Smart Card can be | ocked to prevent access
unl ess and until the consumer unlocks the card. A Snart
Card can provi de hardware based encryption to greatly
i ncrease security and privacy over the Internet. The Smart
Card can authenticate that the hardware with which it is
communi cating is valid as wel|.

How are Smart Cards being used? How can they be
used?

A Smart Card can be used both in the physical
world and the virtual world. It can be used online,
connected to a central database, or offline with no
possibility to collect information in the central data base.

A Smart Card can enabl e several providers to offer
a common application. Stored value cards enabl e consuners
to make purchases, pronote to the nerchants, nore |ike
paying with cash than paying with a check or credit card.

O a single provider can offer nultiple applications on a
card. Colleges offer canmpus cards which students use for
access to buildings, to take books out of the library, to

purchase food in the cafeteria, and nmuch nore.
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Di fferent technol ogies can be resident on the sane
card. | saw a canpus card that had a UPC mark for using the
library, and a nagnetic stripe, a digitized picture and a
chip. Al this was needed to interface with existing
infrastructures on the canpus in addition to the new Snart
Card applications.

Finally, nmultiple providers may offer separate
applications on the sanme chip, the sane chip. |In fact,
mul tiple providers may likely include a credit agency
sharing chip space with businesses. And, again, both
nmedi cal and financial applications could be co-resident on
t he chi p.

What are the issues? | will suggest a few

Wio will have access to information stored on the
card? WIIl or can access be protected by technol ogy or by
contracts? For exanple, between service providers and
busi ness. Wat data, and, in particular, what conbinations
of data require greater levels of protection? Wat bal ance
wi |l consunmers choose between providing personal information
in return for being able to be reinbursed if they should
| ose their stored value card? Wat trade-offs wll
consuners choose to make in permtting sonme of their
transactions to be tracked to assist in preventing fraud?
What will the governnent require as they seek to prevent

noney | aundering? How will privacy disclosures be nade to
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consuners in a nmulti-application Smart Card systenf? Wo
wi |l be responsible for maki ng the disclosure? WII the
di scl osures be the same if there are | ess sensitive and nore
sensitive applications on the sane card?

The |ist goes on. And, again, the Smart Card
Forum wel cones your input and your gui dance.

Thank you very nuch.

MR. MEDI NE: Thank you.

Again, | would like to focus this afternoon on
really two questions. One is, do we agree that there are
certain kinds of sensitive information that are entitled to
speci al types of protection to proceed through online? And
if so, what should those procedures be.

| s there anyone who -- Marc?

MR. ROTENBERG Let ne try a couple of points
here. Also, | wanted to actually anplify on a point that
Janet just made, which | think is simlar to a point made
earlier this norning, and that is that this a technol ogy
whi ch can be shaped. W can design Smart Cards in such a
way so that they are user identified. W can design Snart
Cards as a nethod of transmtting electronic cash. And this
is really -- these decisions are open. | nean, there is
nothing that's preset here.

Now, David's question, | think the title of the

panel invites one obvious answer, which is not necessarily
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the correct answer. The obvious answer could be in this
area of particularly sensitive information a regul ation may
well be justified, whereas in other areas where we may
choose not to regulate. And there is certainly some support
for this view

| nmean, depending on how you | ook at the patch-
work quilt of the federal privacy law, we have tried to
attenpt in sonme sensitive areas to regulate. 1In other
areas, we have chosen not to regulate, and | think Alan's
point is inportant as well. Medical and financial
information remains critical for American consumners.

| would Iike to suggest to Alan that for his next
survey he put on his list the privacy of children's
i nformati on, because | would be willing to bet that it would
rank as high as nedical information, financial information,
when that question was asked.

But this obvious answer is not necessarily the
correct answer. | would like to suggest a different answer.
That is, information becones nore sensitive as individuals
have a greater interest in being able to find out what
ot hers know about them That is to say that if there is an
organi zation that has nedical information about you, or has
financial information about you, you have a hei ghtened

interest in being able to see what that information is.
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Let nme give a comonpl ace exanple. Your nonthly
bank statenent, which allows you to nake choi ces and
decisions in terns of the managenent of your checking
account, is critical for you to manage your financial life
inthe real world, and to create a regi ne where the bank
woul d say, well, we have sone financial information about
you, you have a certain balance with us, and we will let you
know i f you overdraw. You know, we will get back to you
about that. The system would coll apse you see.

So actually your ability to act rationally is
of tenti mes dependent on having access to information about
you that is in the possession of others. | would like to
suggest also that in the nedical world, | don't think this
is a 100 percent solution to the nation's health care
problem but | don't think we are hurt by any nmeans to give
i ndi vidual s nore information about what's in their own
nmedi cal files about the types of concerns and probl ens that
t heir caregivers have identified.

| think, as in the financial world, people would
be able to act rationally on this information.

Now, this | eads then to another point, | think,
about this special significance of sensitive information.
It reminds us that notice and consent is not adequate for
privacy policy. W nust also ensure access. W nust give

individuals the ability to get information about thenselves
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hel d by others, and this principle in fact is in our ol dest
federal privacy lawin the nodern era, and | think the
nodern area began after the publication of Alan Westin's
book - -

(Laughter.)

-- the Fair Credit Reporting Act of 1970. It said very
sinply that the consuner should have the right to get a copy
of their credit report so that other people who are making

j udgnents about them they will be able to see if that
information is accurate and the people are making
appropriate judgnents.

So ny answer, David, is there is a tenptation, |
amnot taking it off the table, to say that when you have
sensitive personal information we need higher |aws, we need
nore regul ation, so on and so forth, there is another very
i mportant principle today here. That's the ability to get
access to your own information. The nore sensitive, the
nore critical that point is.

MR. MEDI NE:  Bob.

MR. SHERMAN: Thank you. It's getting
frightening. Marc and | are starting to agree on sone
things. But a good point, to the extent that information is
used for the purposes that are regulated by the Fair Credit
Reporting Act. Then it is already regulated. And all of

the requirements of that act obviously should be followed.
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| will go out on alinb and try to be directly
responsive to your question, David. | believe that
informati on derived fromthe rel ationship between a nedi cal
provi der and a patient should never, never be disclosed or
used for marketing purposes. | think it's off limts.

Now, that is not to say that a consunmer can't give
out information voluntarily through questionnaires, through
conpiled lists, et cetera. And in those situations I
beli eve the appropriate process should be that at the point
that that sensitive nmedical information is voluntarily
gi ven, at that point the consuner should be told about the
potential uses and either agree or disagree with it at that
tinme.

Security, particularly on the Internet, is a
critical issue. | think Professor Westin hit it right on
the head. That if we try to, and | suggest that we shoul d,
try to translate sone of these privacy principles to the
Internet. The overriding issue mght be will it work based
on security and safeguards.

But that is where | think we cone out on nedica
data derived fromthe nedical provider/patient relationship,
it's off limts. |If voluntarily given by the consuner, then
t he notice and understandi ng and opportunities should be

given right at the point where it is provided.
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MR. MEDINE: Let ne just ask, one question is what
does voluntarily nean? What kinds of disclosures have to be
made to a consunmer when they are providing nmedical
i nformati on which could be highly sensitive that could
reveal a nedical condition that could affect their
insurability, their enployability? Should there be a
different kind of disclosure than the information that you
buy red shirts m ght be sold to another marketer?

MR. SHERMAN. In ny view, not only should it be,
yes, disclosures should be very specific under those
ci rcunstances. But, again, those are Fair Credit Reporting
Act uses; nanely, whether it wll adversely affect credit,

i nsurance, enpl oynent.

And in those three areas, | nean, the Congress has
al ready seen fit to regulate, and I think we have got to
conply with the requirenents of that Act.

MR. MEDINE: Does it have namybe issues |ike
electability that go beyond Fair Credit Reporting Act
concerns?

And | will open it up to nore people. But | would
i ke people to address what kinds of disclosures need to be
made when you are dealing with - should there be hei ghtened
di scl osures when dealing with this kind of sensitive
i nformation?

Bob Sm t h?
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MR SMTH | think that the poll results reflect
what people perceive is information that nost likely is
di scl osed and used in the marketplace about them | can't
believe that people in answering that survey didn't think
about sexual orientation information, for instance. Wuld
peopl e put that on a | ower scale? O child-bearing
informati on, or even the fact that they have children, or
snoki ng or al cohol consunption. The downl oadi ng of
por nogr aphy, nost people would say that's very sensitive. |
don't want that booted about the Internet.

For me, social security nunber is key, because
it's the key to other information about ne. So | would say
that's extrenely sensitive to ne. Many people feel their
home address is in that category, and | feel the sane way.
What about ny digital signature? That's not really --
that's not going to be in intrusion of ny solitude, but it
certainly could be a security risk to ne if ny digital
signature is in cyberspace and falls into the wong hands
and is affixed to a docunent w thout any evidence of cutting
and pasting at all

As well, ny digitized photo image. Think of the
ways that can be altered and cut and pasted w thout ny
knowl edge. | think many people would respond to the survey
saying that's a piece of information that | don't think

shoul d be in cyberspace.
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| agree with Marc that the identity of children is
particularly sensitive. It is to ne anyway.

It's interesting too that the discussion hasn't
mentioned the word "accuracy."” | think nost people woul d
respond to a survey saying | don't want inaccurate
i nformati on about ne booted about in the electronic world.
And | would think that this Conm ssion already has authority
to have sone sort of protocol screen that the industry
al ready regul ates, nmay not transmt information
el ectronically w thout going through sone screen for
accuracy. The accuracy rate in the credit business is
anywhere from 20 to 33 percent. That's just really not
adequate for transmtting i nformati on across nati onal
borders and into cyberspace.

We have already heard that the Internet is an
insecure nedium It's a nultinational nedium outside the
range of any one particular set of laws. It is a nmedium
that you can operate on anonynously.

Because of all those properties, | wuld offer a
nodest proposal, and say that personal information of any
sort may not be offered for sale on the Internet. | am not
saying it can't be transmtted once there is a relationship
est abl i shed, and obviously that's already happening. But |
don't think personal information of any short should be

offered to strangers for sale on the Internet because of
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t hese anonynous characteristics of dealings on the Internet
and because of its nultinational character.

When you think about what we are considering, we
are considering transmtting information that we already
concede is |less than 66 percent accurate into a medi umthat
we have admitted is insecure, and that can be used by people
anonynously, and we are also putting it into a culture that,
t hough we haven't said so, is really dom nated by a kind of
m schi evous devil -may-care culture at this particular point.

| think that would be unthinkable if we think of
it in the those terns.

MR. MEDI NE: Ckay, Kathleen, would you al so give
your perspective on the use of nedical records.

M5. FRAWEY: Kathleen Fraw ey, American Health
I nformati on Managenent Associ ati on.

Wien we | ook at health information, there are
really two different issues. One of the issues involving
t he providers and the use of online Internet versus
consuners. And certainly for providers, as Alan Wstin
poi nted out, there is an enornous benefits to enhance the
quality of care and to facilitate comrunication and
col | aborati on anong providers. And certainly even in
communi cating with patients, the provider's use of e-nai
could be very helpful in ternms of establishing appointnents,

followng up with patients, potentially transmtting |ab
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results or followwing up in terns of conplaints with
medi cat i on.

The value also again, in terns of being able to
transfer information fromone point to another to ensure
continuity of care, is invaluable.

The problem of course, we knowis that there is a
t remendous concern in the provider community regarding
breach of confidentiality, and the potential for msuse or
m sappropriation of that infornmation.

So certainly the provider comunity right nowis
very troubled in terns of the fact that, you know, there is
a lack of security, and the fact that many organi zations do
not have good information security policies in place, and
al so the trenendous concern about the use of this
information for comrercial interest.

So froma variety of perspectives, nost certainly
the information technol ogy coul d have enornous benefits to
health care delivery systens, and there are trenendous
concerns.

From t he consuner perspective, the major concern
our association faces on a daily basis is the fact that
consuners are totally unaware of what health information is
col l ected about them Myst consuners have never seen their
medi cal record. Ri ght now you only have 28 states that even

allow themto access their nedical records.
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So the problemthat we have in this norning' s
di scussi on tal ki ng about user preference or notice and
consent, | may be a healthy person. | may decide to go in
and research information on epilepsy, not even thinking of
the possibility that that information could work its way to
my insurance carrier, and then ny rates to go up.

O | mght decide that | wanted to join a self-
hel p or support group because | amcaring for an elderly
parent with Al zheiner's. Again, concern that that
information could work its way and have an inpact on ny
i nsurance benefits, or nore inportantly, my enpl oynent
situation. Trenendous concerns there.

The problemthat we have is that, the case in fact
is that, consuners don't have access to their information,
they can't make inforned decisions. And many tinmes when
people enter the health care delivery systemthat is not the
time you want themto nmake a decision about whether or not
their information can even be used for certain purposes.

And so the real problemhere is that this is not the tine
when you woul d be wanting to be asking people to nmake
certain decisions or certain choices. So that's extrenely
probl emati c.

This is the area where | think that voluntarily
conpliance is not going to work. [It's an area where we

really will have to probably need regul ation. There has got
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to be enforcenent. | nean, this situation, the inpact it
coul d have on, you know, basic necessities of life, that ny
i nformati on coul d be used agai nst ne can cause such probl ens
t o consuners.

MR. MEDI NE: Thanks.

Robert .

MR. MEROLD: Hi, | amBob Merold from | M Anmeri ca,
which is not a household word. W are the largest health
care information conpany in the world. W coll ect
information in over 70 countries. Mstly on drugs, devices
used in nedical practices, but also nore recently on
di seases, treatnent patterns, patient outcones, and we do
that not only here in Anerica but in seven European
countries as well where privacy is even nore restrictive.

My comrent broadly on this topic is first, yes,

t here shoul d be special protections for nmedical records to
answer the question. But | think we are starting to get
into a discussion here about the macro-issue about nedical
records privacy, which is far bigger than the online topic.
And | am happy to comrent on that, and as a policy IMS s
position is that any records we collect need to be

anonym zed. W do not collect any personally identifiable
information. And that is perfectly possible to do. It's
technically feasible to do. W have been doing it for 10

years, and there are significant public policy values from
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the data that's collected in terns of how do you treat
di seases, what are their outcones, and are we going to
figure out how to do nedicine well at a | ower cost.

And every large federal agency, CDC, FDA, HHS, are
users of our services as well as for their own collection in
this area.

So there is a big nedical records privacy issue of
keepi ng nmedi cal records private except for the provider, the
patient and the payor.

Then there is a separate issue of the online
environnent. And | think here it's very clear that there
need to be special security precautions. To the issue of,
you know, if | order a prescription online, if another party
is able to detect that, chalk that, what have you, there is
an invasion that needs protection.

Once that prescription reaches the nmail order
pharmacy or whatever, it's no different than a prescription
com ng through any other nedium and there are issues with
that, privacy issues with that, but I think they should be
treated in a broader nedical records context and not in the
context of an online environnment issue.

MR. MEDI NE:  Bob.

MR. SHERMAN. Sure. Just to address the other
issue on the table, which is financial. The greatest

difficulty I amhaving is that it's an undefined term
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Certainly marketers need information to determ ne credit
wort hi ness. You woul d not have an econom cally viable
systemif marketers could not use certain information to
determ ne whether or not to extend credit to a potenti al
custoner. So | don't think we are tal king about that when
we tal k about financial information.

DMA has long had in its guidelines the proposition
that credit card nunbers, account nunbers, checking account
nunbers, debit account nunbers, et cetera, should not be
transferred without the consunmer's know edge of that. The
only reason that financial information, other than credit
wor t hi ness, or an account nunber should be used is to
conplete the transaction. W believe there is a reasonable
expectation, that that is what the information will be used
for really and nothing nore.

And so unl ess there were circunstances that woul d
suggest that a reasonabl e expectation woul d be other uses of
that information, we think it should be so limted. But ny
concern has -- | hope, | suggest to the other panelists that
if we're going to talk about financial information, that we
try to put sonme kind of a definition onit. It can't just
be anything that has renotely to do with noney or credit.

MR. HENDRICKS: Well, | think that so far the
panel has been very excellent in being representative, but |

think we forgot one thing today, is that we should have had
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a physician on this panel. And | went back to the I|ist
ahead of tinme, and | didn't catch it either. But we're
tal ki ng about nedical information online. And I think
medi cal information requires hei ghtened protection, and
because the nedical has its own tradition in this country,
partly because of the patient's right to privacy or
aut onony.

A patient can go into a doctor's office and the
doctor can recommend you need this to save your life, or you
need this to get better. And the patient has the right to
refuse treatnent. That is part of our tradition, and it's
tied to one of the rights to privacy.

And | believe that sane right translates into the
informati on age. That patients should have the right to
decide that it's not worth it for themto have this
information placed in insecure databases or in insecure
transm ssions. (Ooviously, Kathleen has already outlined the
obvi ous benefits of being able to beam your nedi cal
information in energencies to speed treatnment, et cetera.
Those are all situations where either the patient can
consent to it with informed consent, or it's an energency
and the doctor says, "I have to do this to save a life," and
the patient is not capable of answering.

But this is one concept that needs to be factored

in to any decisions that are nmade about nedical information.
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MR DAGQU O | am Kawi ka Daguio. | amwth the
Anmeri can Bankers Associ ati on.

ABA doesn't have an industry consensus policy to
share with you. W are wading through the issues, and it's
very difficult to in fact represent an entire industry with
a bunch of different focuses and perspectives in one policy.
So we are hoping to devel op sone principles that m ght guide
policy devel opnent for the institutions that wi sh to pursue
t hat .

Yes, financial information especially deserves
speci al protection, but balancing the two issues and two
principles; protecting privacy and accountability.
Accountability is terribly inportant.

When peopl e buy things online there are two
transactions that nost people forget are occurring. One is
the transfer of goods and services and the other is the
transfer of value, the paynent or paynent order.

The account nunber, we would argue, belongs to a
financial institution, not the custoner, because it's the
financial institution's risk that it mght be used. As a
result of Reg E or Reg Z, where there is an unauthorized
transaction, the risk is on the side of the financial
i nstitution.

There are two different |evels of data or

informati on that should be addressed. One is the
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transactional level information, personally identifiable
information relating to specific transactions. And no one
out there is selling copies of people' s checks or register
recei pts because the tradition in comon |law is protecting
custoners' records through confidential treatnment. The
information is recorded, it's there, it's available to risk
managenent, and ot her exercises wthin the financial
institution node, the holding conpany. But it isn't
avai l able to be transferred outside of that organization.

What we m ght be discussing is aggregated
informati on that m ght be transferrable, and other
i nformati on which m ght have to flow outside of the
institution, whether sonebody has a tendency to bounce
checks, whether they have been involved in fraud in the
past, and whether the person, for exanple, is dead and their
account cl osed.

Managenent of this issue is terribly difficult
because no one, neither the consuner, the nerchant, or the
financial institution has absolute rights, but the rights
vary according to their responsibility and the risks that
are presented to others.

M5. GOLDVMAN: | know we're talking here a lot this
hour about theory and policy, and nedical and financial data
travel over the Internet. But | just want to bring us one

nonent to a little reality check in terns of the existing
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| egal reginme, which is that currently there are no
enforceabl e protections on the use of nedical information on
the federal level. And the private sector is not barred
anyway in terns of say personal financial data, even though
the governnent is restricted at getting access to financi al
dat a.

There have been efforts in recent years to pass a
federal bill that would protect peoples' nedical records
that incorporate a nunber of the principles that we are
tal king about here at this table: access to records, a
consent provision that prohibits the information from being
di scl osed without the person's perm ssion; you know, rules
that woul d require researchers to have to go search through
certain procedures to use personal health information,
sancti ons.

And while everyone at this table is, again, saying
the right thing and we are all shaking hands, there are a
nunber of private sector interests, particularly, that are
not interested in seeing a |law or seeing a set of
regul ati ons that governs nedical records in this way. They
are not at all interested in that. |In fact, they have been
very vociferous in their opposition to any enforceable rule,
because they want to use the personal nedical information
for a variety of purposes. They want to get access and

believe that a consent provision or an authorization
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provision is going to get in the way. But if people are
asked and have to give their permssion to use the
i nformati on, than they won't.

And | think that that is a fundanental sticking
point. W have been at this for a couple of decades not,
not ne personally, although it feels like it. But there are
people in this roomwho have been at it for a couple of
decades and it's been a very discouraging, and | think in
sone ways a disgraceful process that we haven't been able to
do anyt hi ng.

| think, you know, as Alan Westin said, to sone
extent what happens in the offline world is a reflection of
what is happening on the Internet. | don't think in this
area that is at all an acceptable cal culus. The Internet
shoul d not be a nmedi um over which personal health data
flows. It is not only an insecure nmedium but | amnot sure
that it is capable right now of providing appropriate
security. There are other nechani sns where the information
can flow electronically off the Internet in a closed system
a systemwhere there are fire walls and where there are
greater protections, but certainly not the Internet.

And | think any attenpt to do that right nowis a
huge m stake and we woul d oppose it very |oudly.

The concern is not only that the nmediumis

i nsecure, but we are going to exacerbate and in sone ways
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perpetuate what are already serious vulnerabilities. The
information is not secure in paper form and it can be
faxed. In fact, nost of the horror stories that we have and
we rely on in terns of pushing for enforceable policy result
from paper records having personal information that are
m sused. So that is where the bul k of our horror stories
are.

A nunber of years ago | net with sone nanaged care
conpany who was | ooki ng at how they should put privacy rules
in place for how personal health information was handl ed,
and they said, well, we are sending the nedical records
unencrypted over the Internet now, and | guess, you know,
you probably worry about that. And, you know, it's shocking
t hat that was happening. But there was nothing in place.
There was no kind of social constraint saying, well, here is
this story and here is why it shouldn't be happeni ng again.
We tend to nmake public policy as a result of horror stories
and there hadn't been one in that instance yet.

MR MEDINE: | just want to | eave sone tinme for
ot hers.

M5. GOLDVMAN: | am al nost done. | am al nost done.

MR. MEDI NE: Good. Thanks.

M5. GOLDMAN: | think that the difference fromthe
nmedi cal area and the financial area is that in the nedica

area the individual is not out of the equation. Wen it
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cones to health, personal health information that is
coll ected or divulged, they are not part of it at all.

In the financial area we have seen a | ot of
movenent towards security and a | ot of noving towards secure
systens and control because, again, the person is part of
t hat equation and they are not going to buy things if they
don't think that their financial data is secure. So, again,
I think it does involve very different equations.

MR. MEDI NE: Thank you.

W have tinme for just a couple nore speakers. W
have al so a busy schedul e this afternoon.

Andy Strenio?

MR STRENNO M nanme is Andy Strenio. | amwth
Hunton & WIllians, and | amdefinitely not speaking for
anyone with the possible exception of nyself.

| think that the panel has done a very good job of
identifying a nunber of the very real concerns and costs
that could go along with inproper use of nedical or
financial information, and that's very inportant, and with
everyone else, | also aminclined to think that special
saf eguards shoul d be enpl oyed here. But | hope we don't
over| ook the possible enornous benefits that can be used and
can be gai ned by the proper use of information using these

t echnol ogi es.
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For exanple, in the area of nedication, and one of
the maj or problens encounter in actual practice, is the
nunber of patients who don't conply with the prescriptions
that they are supposed to have. You are supposed to take
your nedication once a day, sonething of that sort. The use
of e-mails to -- as a daily remnder to a patient is
sonet hing that could be of great value in getting greater
conpliance and it's sonething that would be in the patient's
interest as well as the nedical comunity's interest in
security that.

Now, whet her and how we take advant age of that
opportunity balancing a patient's privacy interest is the
guestion. In that particular setting, | think that we coul d
rely upon using doctors as gatekeepers of having the doctor
ask the patient whether she or he would be interested in
having the daily rem nder sent electronically, and you have
a possibility of getting infornmed consent in that fashion.

But just as the costs are higher in this area, the
benefits are higher. 1t's a very conplicated question. You
are going to get down the road to the question of if the
doctor can do this particul ar questioning, what about the
HVMOif it comes fromthe HMO as opposed to the doctor, is
that all right? |If the HMO is okay, what about the
phar maceuti cal manufacturer who has an interest in the

efficacy of the particular prescription? And if that's al
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right, what about having an interactive regine where the
patient punches a button to certify that the nedication has
been taken, and there is sonme kind of reward for that, that
you get a dollar off on your next prescription?

And you can go down that road very far, and | wll
not do that at this point. But | sinply wanted to
conplicate the discussion by saying that as we have these
extra safeguards, we should be very careful not to rule out
areas where it is clearly in the patient's interest to get
that information. And | have given the easy situation of
havi ng a doctor as the gatekeeper where you can get inforned
consent .

The question | will |eave for the group is what
about other situations where it is either inpractical or
i npossi ble for the individual to have consented in advance
of receipt of information that he or she woul d consider to
be val uabl e, inportant, perhaps life saving. How do we
address that type of situation wth the proper regard for
the patients, not only the privacy interest, but health
interest?

MR. MEDINE: Final word, Marc

MR. ROTENBERG Ckay, | wanted to first nmake a
very qui ck comrent on an interesting, what appears to be a

contrast in viewpoint between M. Mrold and Kaw ka.
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M. Merold in describing the activities of |IM
Anmeri ca underscored the inportance of anonymity, and | think
it's fair to say that at least in part of your records
practices the anonynous nature of the records reduces the
risk of msuse of that personal information.

Now, Kaw ka has suggested in the financial world
there is a risk of anonymty, and that is that it reduces
accountability which, of course, banking and financi al
institutions have a strong interest in.

And what | would |Iike to suggest, one of the ways
that we create a dynamic in the private sector and this new
world is to encourage Kawi ka to | ook to the, you know, the
exanple fromthe health community and see if there is a way
to acconplish your goal of assuring that you receive, you
know, good val ue in exchange for service, and at the sane
time preserve anonymty, because anonynmity does serve a very
inportant role in information security and privacy.

And ny second point, and it really should be Bob
Sherman's point, because | think Bob is the one who has
probably given the nost thought to this issue, and | think
he suggested, David, in response to one of your questions,
consent plays a tricky role when you are tal king about the
recei pt of nmedical services in an energency room when you
are comng, you know, to a closing on a hone nortgage, and

someone who has absol ute control over your l|ife, whether you
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get that hone, whether you get that operation, says to you
we need to know sonet hi ng about you. W need your tax
returns for the last three years. W need to know this and
that. That is not the point at which you are going to say,
yes, but does this follow the Canadi an Standards Associ ation
principles with regard to accountability. You really don't
have tinme for that judgnent in these situations.

And there are good reasons in a | ot of these cases
why that information should cone out. There are also
situations perhaps when that information should not cone
out. An enployer, for exanple, who is about to hire you for
a job says, "By the way, have you ever received any
counseling? By the way, is there anything I need to know?"
Wth regard to, you know, fill in the bank.

And suddenly you begin to get a sense that there
are information transactions and they will occur online
where we may need to establish sone baselines, where we may
need to say, as we have, as Joel pointed out earlier, it is
not appropriate to ask people about their H'V status. It is
not appropriate to require a polygraph test as a condition
of enploynment. And | think we really need to think about
sonme of those five questions, because they may be situations
where the consuner is nost at risk. They need sonet hing.

They are in an unequal bargai ning relationship, and there
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will be no one there on their side to say you really
shoul dn't have to give that information out.

MR MEDINE: | want to thank the panel very nuch.
| think Marc left us on just the right note, which is we
have a lot to think about in this area, which we wll
continue to do.

We are going to take a very quick five-mnute
break to switch over the chairs for the European Union
sessi on.

(Wher eupon, a recess was taken.)

M5. SCHWARTZ: The topic of this session is the
i npact of the European Union's Directive on the protection
of personal data. Now, this is a subject that has been
com ng up off and on throughout the day, and David has told
you that we can talk about it later, so nowis the
opportunity.

The format that we have used up till this tinme, we
are going to start off with sone presenters, crystallizers.
The first crystallizer is Joel Reidenberg, Associate
Prof essor at Fordham University School of Law, where he
teaches a semnar on information technol ogy | aw, and gl obal
networ ks, and he has witten widely on this field.

So |l will turn it over to Joel who is going to

speak fromthe podi um
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MR. REIDENBERG | guess | would like to start by
commendi ng the Comm ssion for including this topic, which is
quite different fromthe United States. Here in the U S we
have heard already a discussion on sone of our rights, self-
regul ation, the inportance of practices, what's happening in
the marketplace. -- what the reqgulate | ooks at a w de range
of confirmation practice activities. Thirteen of the 15
Eur opean Uni on countries -- sonme of the things we tend to
connotate with privacy in the United States, confidentiality
concept traditionally spoken for the U S. -- because faced
with the situation -- the Directive went fromdraft --
changes were taken place in the union. The master cane into
effect -- in the context of free flows and free novenents of
i nformati on.

The Directive itself inits final formis designed
to el aborate principles, and not to be technol ogy specific
or systemspecific. It was designed to set the franework,
referred to as the franmework directive. There are separate
specific directives that are at least in the works. There
isonein|ISDMthat is still -- | understand it's supposed
to have a common position cone out sone tinme this nonth, So
it is expected that there will be nore specific directives
targeted at particul ar applications.

The framework directive contains a set of

substantive rights. And nost of these are -- the core is
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contained in Article 6. They require that the nenber states
of the European Union enact national |aws that include
principles of fair and lawful collection of personal

i nformati on, personal information which only should be

collected for specified purposes. It should only be used
for purposes -- for conpatible uses to those specified
purposes. It requires limtations on the collection of
extraneous data, durational limts. You shouldn't keep data

| onger than you need it for the specified purpose. There
are accuracy provisions in that individuals nust be given
rights of access to personal information that's being given,
and rights to correct -- have that information corrected
when errors exist.

A critical elenment in the European Directive is
transparency. Citizens ought to be able to -- they should
be given notice, have a right to participate in decisions as
to when and how information will be used -- how information
about themw || be used.

Sensitive data is to be treated with speci al
protections. Sensitive data being things |ike race,
religion, health, sexual preferences, that is to be given
speci al protection.

The Directive includes enforcenent nechani sns.
Menber states have to enact |aws that provide renedies to

i ndi viduals. Menber states need to have supervisory
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authority, data protection agencies. And certain data
processing activities will have to be reported to the data
protection authority.

For perhaps our greatest concern today is the
Article 25 provisions, which nmandate that European nenber
states prohibit transfers of personal information to
destinations that do not have adequate privacy protection.
If the destination has insufficient privacy protection, data
fl ows are supposed to be restricted.

Article 25 doesn't really establish very clear
nmet hodol ogy or answers to what constitutes adequate. That
is left vague for the nonment, and we will be hearing a
little nore about that later.

| f the destination country does not have adequate
privacy so that it fails to satisfy Article 25, there is
another provision in the directive, Article 26, which allows
for the data flow anyway if additional neasures are taken;
if there is a contractual neasure, if the individual
concerned consents, if there is sone other nmechani smthat
may take place. So that there is -- the general rule is
that if there is unsatisfactory privacy, the information
shoul d be bl ocked subject to circunstances which can qualify
for one of the exceptions.

At the nonent the directive al so creates sonething

called the working party, which is a group of comm ssioners
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fromeach of the supervisory authorities in the nmenber
states, which are the data privacy comm ssioners. And they
are to assist the Comm ssion in determ ning countries that
have i nadequate protection or destinations or uses in
foreign sites that are inadequately protected, as well as
assi st in devel oping sone formal nethodol ogy for criteria
for adequacy, determ ning what adequacy was.

So this is the backdrop for what is happening in
Europe today. And these laws, the Directive is to be
inpl enented in the next three years in the nmenber states.
But again, 12 of the 15 nenber states -- 13 of the nenber
states already have laws. The Directive will require in
sonme cases changes, in other cases, perhaps not. Certainly
the two nenber states will have to adopt |aws sonetine in
the next three years.

Wth that, | will turn it back.

M5. SCHWARTZ: Next, we will hear from Gary
Friend, who is Vice President of Governnent Rel ations and
Mar keting at Dunn & Bradstreet. He is going to -- Gary,
okay, he has got a denobnstration, as well as a tal k about
the inmpacts of this Directive.

MR. FRIEND: Ckay, can everybody hear ne all
right?

You said liven it up, so we will bring alittle

multinmedia in to spark things up
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Thank you for the introduction, and as did Joel,
commend the Federal Trade Conmm ssion for conveni ng what |
understand is a sell out, sell out crowd, and | understand
the overfl ow room has overflowed, which -- the |ady doth
protest -- | think it speaks to the inportance of the topic
and the tineliness of it.

Joel provided sone | andscape of the European
Directive. Wat | amgoing to try to do in just a few
mnutes is to present one conpany's perspective of how we
see it affecting what we do, and perhaps that will translate
into how you may see it affecting your businesses, how it
affects the role for governnent.

And let me try to -- | don't know if these are
controversial /noncontroversial, but nmake three opening
poi nt s.

One, an adequacy requirenment is not new, and |
will explaininalittle bit how, but it's an issue that is
probably over 20 years old, and so that's point one.

Point two is that we see this as a gl obal issue.
It is not a European Union/United States issue, but data
protection is a global issue, and nost inportant from our
st andpoi nt data protection is good business practice. |If
sonmeone says to nme is it good for your conpany, | would say

enphatically yes, and I wll explain a little bit as to how
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| guess the question that keeps being asked is
when does the spigot get turned off. 1Is it going to go from
asolidline to just drips? Is it going to be a steady
dribble? In our perspective, perhaps the spigot won't be
turned off at all, and I will show you why.

Let's |l ook at just one of our conpanies, Dun &
Bradstreet Information Services, who are in 39 countries
outside the United States, dating back as far as 1857. And
in those 39 countries 27 have sone form of data protection
laws in place now, many of which have transported data fl ow
restrictions, requiring either equival ency, adequacy as in
contractual nmeasures. So this is not a new issue.

In terns of what is the underlying issue in data
protection, Joel tal ked about the context of data protection
versus privacy. The underlying issue is balancing human
rights issues versus societal needs for really creating a
framework of protection for an information society.

The gl obal information of Dun & Bradstreet, Bob
Merol d tal ked about one of our current conpanies, IM5 in the
health care area. | amjust going to talk specifically
about one, and that's in the business infornmation area.

We capture information on over 40 mllion business
est abl i shments worl dwi de, and it includes everything from
corporations to sole proprietorships, informtion about who

the principals are fromthe directors, the owners, the
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busi ness characteristics and sonme information about the
busi ness performance. But one inportant point, just so that
there is clarity, we are not in the business of capturing
consuner information or doing consunmer credit reporting.
It's business information, and that's a very, very inportant
di stinction.

In terns of what our practices are, what do we do
in our handling of information? Just as an opening point,
everything you see we do voluntarily. W don't do it
because the United States, that there are | aws that say we
have to. W do everything that you are seeing voluntarily.

One is notification about a business report. W
tell the business principal when a report is created about
them or when there is a full update to the report invol ving
informati on that the business provided to us.

Second is that there is an access and correction
procedure. Third, there is an ability to stop marketing
use. \Where our information may be used, it's captured for
t he purposes of business credit purposes. |f a business
does not want their information also disclosed to a
marketing list, the business to business marketing |ist,
there is a very conprehensive process for taking their nanes
of f.

And then, finally, in our environnent we have a

contractual commtnment with custonmers. The contractua
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commtnment |imts uses, it limts who uses, but nost
inmportantly, and this is sonething I would underscore, is
that in our agreenent nmakes reference to obligations on the
user with respect to both U S. and foreign laws, and that's
an inmportant point, and | think Joel wll cover sone
addi tional aspects of this as far as U.S. practices in
conpliance with third country | aws.

Who gets trained? It's really everybody. There
is conprehensive training for the people who collect the
information. There is training for the people who handle it
and data entry. There is training for the people who sel
it, and then there is training for the people who actually
use it. And just as a prop, this is the docunentation that
covers those four segnments. This is not just blank paper.

I didn't grab a stack of -- but if sonebody wants to | ook
through this, | can't let you have it because of it
sensitivity, but this is how conprehensive what you see is.

There is al so one other constituent that we train
and that is our shareholders. In our annual report we have
a statement on our business ethics, but also at the bottom
on data privacy, and it specifically tells our sharehol ders
how we are spending their noney on issues involving the use
of security and information accuracy.

So why do it? And | made the point if nobody is

telling us to do this. W do it because in our judgnent
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it's good business and it's a necessary business. W live
in an environment of a very voluntary system The
information that is provided to us is provided voluntarily,
and it is dependent upon the confidence and trust of the
data provi ders.

Data quality, a point about getting it right
first, and why accuracy is inportant, and accuracy is best
measured in ternms of the data collection.

And then finally, in our judgnent, good practice
equal s good conti nued cooperation. Sonebody once said we
coul d probably increase our custoner base by 50 percent and
reduce our information base by 66 percent, if we were
selling information to people that our data subjects didn't
want us to sell it to.

And al so an inportant point is to anticipate what
i s ahead, because ultimately with the EU Directive the |aws
woul d be determ ned by the | aws of what we call the
control l er, meaning the German -- each country wll
i npl enent national |aws, as Joel said, and therefore it wll
ultimately be the German | aw that dictates transported data
fl ow i ssues between Germany and, for exanple, the United
St at es.

| guess the final point | would just make as a
parting thought is it's the right thing to do.

Thank you.
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M5. SCHWARTZ: Thank you. W are going to invite
Joel back to the m crophone.

MR. REIDENBERG Ckay, | think I will do it from
over here this tine. It's alittle easier.

M5. SCHWARTZ: Fi ne.

MR. REIDENBERG What | amgoing to do nowis
address nore specifically the U S./European Union
conparisons. | think Gary's presentation is a good
illustration, certain background of how we can | ook at
conpari sons between what happens in the United States and
t he European Directive, which is the mandate.

Whether we like it or not, the Directive and
exi sting nmenber state law w Il force scrutiny and
conpari son, scrutiny of what's happening in the United
States and conparisons with the European standards. | think
that the Comm ssion is certainly actively engaged in making
and thi nki ng about eval uati ons and anti ci pati ng nmaki ng
eval uations in the future.

A col | eague, Professor Paul Schwartz, and | did a
study over a period of several years for the European
Comm ssion that we concluded | ast year, |ooking at the
conpari son between European Union principles and data
protection, and United States |aw and practice. | should
say our study, fortunately, will be publicly avail able

starting | guess at the end of next nonth. The conm ssion
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has authorized the Mchie Conpany to publish it in the
United States. So that will be out.

But that's not the only aspect. The Conmi ssion is
getting information about what will be happening, not just
inthe US., but abroad. They have an ongoing study right
now | ooki ng at the nethodol ogy for determ ning adequacy.
It's expected to be conpleted, | think, sone tinme in the
fall. They are about to start a study on interactive
services and online privacy. They just closed a bidding
process for that several days ago.

The working party of the nenber state
conmm ssi oners has now, they have now had two neetings, and
they too are preparing their thoughts on criteria for
eval uating foreign countries.

And | guess | should point out in terns of how the
US fitsinto this, at their very first neeting back in
January, Professor Schwartz and | were asked to cone and
di scuss our study with them So they were particularly
interested in information about what's happening in the
United States.

In |l ooking at the U S. particularly, 1'll focus on
the private sector, which is the area that | worked on for
the study. One of the conclusions or argunments that we nmade
is that context is critical when you are trying to determ ne

whet her or not you have adequate data protection in the U S
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| think if you ask the question is there adequate
U.S. law under the European standards, the answer there is
no. |Is there adequate date protection in the United States?
I think the answer there is maybe. And the reason that |
say that it's maybe is what we find is our targeted rights.
We have targeted rights. But inplenentation then becones
critical to figuring out whether or not we match up. And we
find in the private sector cases where -- we saw sone
exanpl es of what one gl obal conpany is doing. They are
operating with global privacy principles that conformto the
various laws in the countries in which they operate. And
you can find exanples of conpanies with excellent practices,
and you can equally find exanples of conpanies with the
poorest practices. So you have an inconsistency that is in
part generated fromthe fact that we have very targeted
narrow rights, and we have to rely on what conpanies are
actual | y doi ng.

| think that there are sonme particul ar probl ens
that this raises that | think will cone to bear in the
international arena for U S. conpanies; nanely, transparency
is difficult in the United States. |It's very hard for
citizens to find out and | earn about what is happening to
their personal information. And this is especially true now

in the online world.
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Secondary use of personal information, is the
i nformati on being used for purposes that are conpatible with
t hose that caused the collection. And | think this has been
historically particularly problematic for marketing uses in
the U S

And then the third area that | think will cone up
is the enforcenent area. The European standards are very
keen on enforcenent and supervision; that there be oversight
and i ndependent supervision, and that's sonething that is
very hard to find and replicate generically in the United
States. W can always point to specific areas where we do
find it, we do see specific instances particul ar enforcenent
powers. But overall we can also point to plenty of areas
where we don't.

| think that this suggests two gl obal consequences
for us. One is in the absence of U S. |aws, and the second
area is in the absence of a data protection office in the
United States, in the U S. CGovernnent.

In terns of law, the absence of a U S |aw, I
think, will nean that consuners will have hi gher |evels of
data protection consistently abroad. So if an Anerican is
surfing on the Web in a foreign site, inthe UK, in
Germany or in France, what happens to the click streamif it

is resident on the foreign site will be nore consistently
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mat ched wth information practices than what woul d happen in
the United States.

There will be, | think, as a result of that,
transaction costs for dealing with privacy in the U S
Therefore, U. S. conpanies, there would be increasing
scrutiny of U S. information processing, because in the
absence of a law, for a foreign regulatory body to determ ne
whet her or not there was adequate data protection in the
United States they need to know what the specific conpany is
actually doing. It won't be sufficient to just have a code
of conduct or a trade association statenment of policy. What
will be inportant is what is actually taking place.

And | think simlarly, it will be harder to have
effective data protection enforcenent. That is sonething
that will becone increasingly inportant.

The gl obal consequences for the absence of the
data protection office, in this sense | don't nmean one
exactly like the European office, the European or British
Data Protection Registrar, or one of the counterparts in
Europe. | think there are sonme things we could learn from
that positively, and there are sone things we could
certainly learn fromthose agenci es negatively that we woul d
certainly not want to replicate here in the United States.

But the consequences of nothing at all, no

essential policy clearinghouse or policy-nmaking apparatus
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within the U S. governnent places, | think, a very inportant
burden on U. S. businesses, and | can point to recent
exanpl es of Anerican conpani es doi ng busi ness overseas where
t hey have found that they have had to go and persuade data
protection authorities that protections were fine,
enforcenent was fine for the activities they were doing.

And they face skeptical regulators, because the regulators
have no U.S. governnment counterpart to point to.

The second consequence is that foreign data
protection agencies will be setting the gl obal policy agenda
in the absence of a powerful U S. voice. Presently, the
foreign data protection comm ssioners get together several
times a year. They have an annual conference where they al
get together. This comng year it's being hosted in Canada.
There are several subconferences. There is a conference of
t he data protection conm ssioners | ooking at docunentation
i ssues organized by the Berlin privacy comm ssion. There is
a new subconference of data protection conm ssioners | ooking
at nultinedia interactive services hosted by the French data
privacy conmm ssion. And there is no U S. voice at any of
t hese conferences because there is no | ogical or depository
fromthe U S. Governnment of a policynaker.

| think that is going to increasingly be a problem
for the U S. Governnent, and | think simlarly, as the

Commi ssi on focuses on adequacy and focuses on how to deal
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with countries or sectors within countries as a whole, the
absence of any central office in the U S wll pose a
practical negotiating problemfor them

Recently, European Union officials have cone --
made visits here to the United States, and | would say
within say over the |last year | have been asked at |east a
half a dozen tinmes by different foreign conm ssioners, when
they want to make a visit to the U.S., who should they talk
to, who is the right person in the U S. Governnment to talk
to the comm ssioners. And whoever the right agency was
seven nonths ago is not the right agency -- not necessarily
the right agency today.

So we are seeing a constant shifting and changi ng
and sonetines it's the sane agency just playing nusical
chairs, but it's a real problemfor the foreign agencies
when they are going to be | ooking at questions about
adequacy. And nore inportantly, one of the provisions in
the directive allows for bilateral negotiations. And it's
not at all clear who, if the Conm ssion wanted to begin to
engage in bilateral negotiations, who would be the right
people fromthe U S. Governnent to conduct those
negoti ati ons, where would we have the right expertise, who
has the right jurisdiction.

To conclude, | guess | want to nmake three points.

One, | think for the transport of data flow we will see sone
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particular solutions. W wll see -- there will have to be
practical solutions worked out.

| think the second point is that foreign pressures
will force fair information practices on the United States
t hrough both | egal and extra-legal neans. And for the
moment | think that's going to be forced on foreign ties,
because that's where the nore consistent, broader view,
conprehensi ve view of data privacy is being nmandat ed.

And then | guess ny third, | wll conme back,
think we really need sone sort of U S. Governnment policy
center to be able to advance the sorts of discussions that
happened here today as well as the international dial ogue.

M5. SCHWARTZ: Well, | have a very long list of
i ssues that your comrents generate. | want to turn first to
Ron Pl esser who | spoke with earlier about kind of reacting
to the presenters, and giving us his views either directly
addressed to Joel's coments, or otherw se.

MR. PLESSER. Well, let ne very quickly say that
Gary's presentation was terrific and denonstrates, | think,
how sel f-regul ati on works, and how conpani es can respond to
bot h market and regul atory denmands w t hout being subject to
regul ation or control, and I think that is a good exanple.

Turning to Joel, it was just so nuch and
excellent, although I finally found sonething that | really

very nmuch disagree with Joel. W usually just -- we usually
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just look at the picture, and | say it's half full and he
says it's half enpty, and we are both right, but it's a
di fferent perspective.

| actually pretty strongly disagree with hi mabout
surfing and el ectronic access, and that it's stronger in
Europe than the United States. | actually do not think
that's true fromwhat | said this norning. And | have been
asked both publicly and privately if | wanted to set up a
secure e-mail system would | do it in the United States or
would | do it abroad.

But the answer is you would do it in the United
States, and the answer is the reason why is that the
Eur opeans have not -- really have very little equivalent to
the El ectroni c Conmuni cations Privacy Act. Peter Harter, |
think, very well today pointed out the problemthat there is
a total derogation in the EC for governnent access and use.

Part of the cultural difference, and maybe this,
as Bob Sherman says, this goes all the way back to the boat
in the Boston Harbor and why we are a little bit different.
Qur system has devel oped over the years, in fact, centuries
with the Fourth Anmendnent, on the basis of controlling
government access to private sector records. And those
rules are fairly refined by the Privacy Act of 1974, with
all of its problens is a conprehensive privacy federa

statute way before the Europeans did one, and | would
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suspect that it conpares favorably to what the Europeans are
now suggesting to do on a directive.

Secondly, we do have ECPA, we do have the Fourth
Amendnent, we do have wire tap controls. W have controls
on how information is used in storage. These are not
academ c questions. | counsel clients where European
authorities have tried to get access in e-nmail storage, and,
frankly, if it's deposited in the United States, generally
t hey have gone away because the answer is that they have got
to go to the departnent, they have got to get a valid
subpoena fromtheir country of origin. They have got to go
to the Justice Departnent. They then have to get a
correspondi ng subpoena, and then it has to be served -- or a
warrant, and then it has to be served in the United States,
where in France, as | understand it, the captain of police
can sign an adm nistrative order, and all of your
i nformati on can be obtai ned.

There is a difference in focus, and I think we
really make a m stake if we get defensive about our |aws or
be convinced that sonehow we are inadequate or secondary to
t he Europeans. W have focused historically on a different
i ssue.

In terns of the transport of data flow issue and
the inpact in the United States, | think if what Joel says

is right, that would be fine, or at least that's a start.
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The Europeans, as | understand it, are not satisfied with
just the point of presence for contact. The State
Depart ment has done that. Now maybe the CIA will do that.
What adequacy is, at |least as we hear it, or the question is
whet her or not there really needs to be a U S. data
protection conm ssion with regulatory authority.

And | think today is a wonderful exanple of how we
have regul atory conm ssions who work on substantive issues
i ke unfairness and issues like that, will follow those
i ssues where they go, will create privacy guidelines and
debates, and really we don't need anot her agency, an
i ndependent regul atory agency on privacy. The Federal Trade
Commi ssion, the Trade Comm ssion, the Securities and
Exchange Conm ssion are | ooking at sone of these issues.
This is really the way to go, and then perhaps the
governnment -- | do agree with Joel that there should be nore
of a centralized policy wthin the governnent, but that's
not what the Europeans are |ooking for. The Europeans are
| ooki ng for enforcenent.

The other issues, and let nme just end with this,

i s everybody tal ked about data conm ssioners, and, you know,
that that's necessary, or may be necessary for adequacy and
the other issues. One of the elenents of the European

Commi ssion -- two nore points -- one of the elenents of the

Eur opean Commi ssion is data registration.
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Vell, when we talk to the European representatives
they all say, well, of course we don't nean that. W don't
want you to do data registration. Well, why not? | nean,

data registration is just as nmuch an el enent of the European
Directive as the privacy commssion is or the enforceability
rights. And so the question of this kind of picking and
choosi ng i s sonewhat confusing.

The other point that I do want to point out, and |
woul d I'i ke Mari Ann Blatch to tal k about it, because she
wor ked very hard on it, that in terns of the Directive in
Europe and direct marketing there is a provision in there
that allows for what we would normally call notice and opt
out rather than affirmative consent for direct marketing
pur poses.

So | think the European Directive has been
responsive to direct marketing activities, and we think on
that level, in terns of a European | ook governi ng what
Eur opeans are doing for thenselves, it's fine. The question
is what can they tell us to do about how we run our system

M5. SCHWARTZ: In sonme order of indications of
speaking, | amgoing to ask Barbara, Roger, Marc, and Mari
Ann, you have been volunteered, so | will put you there in
that order. That's a good way to proceed.

M5. WVELLBERY: Thank you.
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| amw th the Departnment of Conmerce, and chi ef
counsel of the NTIA, National Tel econmunications and
Informati on Adm nistration, a part of the Departnent of
Commer ce.

And we are very involved in the issue of privacy
as are other parts of the executive branch, as is obviously
the FTC

Last fall NTIA published a privacy report that
specifically focused on the tel ecommuni cati ons sector, and
recomended a voluntary franmework that involved notice and
consent. Qur report built on the principles that the I1TF,

t he working group, the Information Infrastructure Task
Force, Privacy Wrking Goup, had devel oped earlier in the
year. So there is quite a bit going on in the executive
branch on the policy devel opnent side, and the working group
on privacy continues to work on policy devel opnent as does
NTI A.

We al so, in case Joel needs to know, we wl| be
wor ki ng at the State Departnment on the negotiations with the
EU We met last week with the -- informally with the EU
representative, and we pulled together an interagency
governnent teamthat nmet with the EU representatives. So
there is an effort to focus on those issues. There is focus

on those issues in the executive branch.
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At the risk of being told that I am straddling the
fence, | have to say that | agree to sone extent with
everythi ng everybody said, and disagreed to sone extent. |
do agree that the U S. has a very different tradition with
respect to privacy. W cone at it very differently. W
have a sectoral approach as opposed to an omi bus approach.
W have, as a result, a nuch |ess centralized approach. As
Ron said, we tend to be nuch nore distrustful of governnent
rather than the private sector. |In Europe, it tends to be
t he reverse.

When you hear about the kinds of registration that
Eur opeans go through in terns of where they live, and if
they nove for nore than two weeks at tine, if they are on
vacation, they have to register wwth the police. It sounds
just flabbergasting to an Anmerican, and yet quite the norm
for a Frenchman, at | east.

We agree that the private sector needs to do

sonmething for a variety of reasons. It's the right thing to
do, first of all. Second of all, our concern is that the
Internet and its wonderful potential will never be realized

if people don't feel confortable using it, and we feel that
they won't if their privacy is not protected.

We also think that it would be a m stake for the
U S. Governnent to take action nowin terns of regulation or

setting up any kind of central office for two reasons.
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One, because we are concerned that any effort to
regul ate the Internet right now m ght freeze the Internet or
in some way interfere with its ability to continue to
develop. [It's an extrenely fluid creative nedium and it
should be -- and it's done wonderfully w thout regul ation.
And the trend in the U S right now, certainly in
t el ecomruni cations, is toward deregul ation. And so we
shoul dn't begin to regulate the Internet. Certainly not
now, as we are deregul ating other parts of the
t el econmuni cati ons narket .

Second, we think it's premature to regulate in
response to the EU Directive at this point. W are still at
very early points in discussions with the EU. As Joel said,
the EU is still defining what it neans by adequacy, and its
group is still working out what the various things nean.
It's not clear how different provisions of the EU Directive
will be inplemented. | have heard the sanme thing that Ron
has heard, that registration -- that transparency is nore
i nportant than registration.

So | think we really need to be educating
oursel ves right now about what's going on in Europe and what
the EU s view of the directive and how it needs to be
inmplemented is. | think the U S. CGovernnent needs to be
educating itself about what the private sector is doing, and

encouraging the private sector to do everything it can on a
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self-regulatory basis. But | don't think this is the tinme
to create any new bodies in the U S. or to create any new
| aws other than the nedical privacy law that | amaware is
com ng up NOw.

Thanks.

M5. SCHWARTZ: Thanks. Roger, will you introduce
yoursel f too.

MR. COCHETTI: Yes. | am Roger Cochetti with | BM
and here on behalf of Interactive Services Association.

For those of you who find the discussion about the
European Directive a little bit confusing, particularly in
[ight of the conversations that have taken place here
earlier today, that confusion is understandable, and it's
i nportant to recogni ze that.

The European privacy directive is principally
ai med at managed centralized data networks that are subject
readily to the control of national jurisdictions. Mst of
t he di scussion we have for the rest of day has been about
the Internet, which is an unmanaged, uncentralized network
of networks that is not subject to or readily controlled by
national jurisdictions. And thus the existence of the
privacy directive and the requirenent of adequacy of third
wor |l d countries forces us to examne and will force us to
exam ne two very central questions, which I think are

central to the whole process of the FTC | ooking at this.
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The first is the extent to which national
regul ati on can nmanage the protection or even contribute to
the protection of privacy in an Internet environnment, in a
highly distributed Internet environnent.

O hers have nentioned earlier that the Internet is
a gl obal environnent, and as such | think nearly all of us
who have used it recognize that it is not difficult for a
service provider to nove fromone country to another, or to
rel ocate their service and facilities.

But by the sane token, it's quite difficult for a
national authority, whether it's the European Conm ssion or
a United States federal agency, to regulate the activities
of service providers who can nove qui ckly between nati onal
boundari es.

This, however, is not so nuch a problem and not
so nmuch the case with dedicated and centralized private
net wor ks which are the main subject of European privacy
directive attention.

And by the way, before leaving that, it's probably
al so worth pointing out that those highly centralized,
hi ghly managed networ ks today carry an enornous quantity of
vitally inportant information. W haven't spent nuch tine
t oday tal ki ng about them because we have been spending a | ot
of the day tal king about the Internet, but those private

net wor ks whi ch the European privacy directive seeks to
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regul ate are critical to comrerce and business in our every-
day life.

The difficulty is that the regulatory franework
that's used by the privacy directive is ainmed at those

net wor ks, and not at the highly decentralized network or the

I nternet.

The second question is, which we touched on
earlier, | think, in the discussion, about the role of
t echnol ogy and technol ogy solutions. | think if there was
ever a situation that wll force an exam nation of how

adequate regul atory tools can be in dealing with protection
of privacy on the Internet, the effort by the 15 European
governnments to devise national |egislation that inplenments
this Directive as it relates to the Internet will be a
perfect test case, because the -- the regulatory tool, as
Brian Ek pointed out earlier today, is a relatively clunsy
tool. It's slowto develop and even slower to change, but a
detailed regulatory tool that's created under the
preexisting structure that's ainmed at private data networks
is an even nore difficult tool to use to regulate privacy on
the Internet.

So | think, in conclusion, what | would say is
that no one should m ss the point that the European privacy
Directive is a very, very inportant initiative on the part

of the European Conm ssion and the European governnents, and
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it will have an enornous inpact on private data networks
which are a vital part of comerce and our every day life.
How it will relate to the Internet and the provision of
services on the Internet is beyond nost people's
under st andi ng, and certainly not an easy question for any
regulator in the United States or nuch less in Europe to
answer .

COW SSI ONER VARNEY: Teresa, before you nove on,
| think there is an inportant point here that | would |ike
to get sone clarity fromthe panel on. | have now heard
today two sides of one position.

There seens to be a group of people on the panel
who argue very vociferously that the EU Directive was
created for, ainmed toward, neans to deal with large highly
central i zed dat abases.

There is another group on the panel that says no,
that is not so.

Have | got that right? Panelists, is there a big
debate in this community?

M5. SCHWARTZ: Let's ask Marc.

MR. ROTENBERG | would be happy to defer on this
to Joel, because | think his presentation was quite expert.
But it's very inportant to understand how the EU directive
came about as opposed to the European convention or the OECD

gui del i nes.
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The EU Directive cane about because of the grow ng
har noni zation of the European Econony and an attenpt to
pronote the free flow of information within the European
Community. At its heart, this is an effort to standardize
national, |egal regines.

Now, there are other interrelated directives, sone
of which address | SDN and sonme of which address network
services, but | think that characterization would be
actually a little bit msleading. It is not so nuch the big
day-to-day 1960s nodel. It was, rather, to create an
environnent, and this is critical to understand the purpose,
that reflects the commtnent to human rights in this
ener gi ng econony of Europe.

And if | could continue to answer your question?

COW SSI ONER VARNEY: And | would be interested in
testinmony being submtted for the record on this point,
because it does seemto ne there is a |ot of disagreenent
here about precisely what the EU directive is ainmed toward
and why it may or may not be consistent with the U S

MR. ROTENBERG If | could continue.

M5. GOLDVMAN:  There is just one line in the
Directive, | think part of the disagreenent cones over what
the Directive actually says, which is that it is nmeant to
apply to the process of personal data that is automated or

contained in a filing systemstructured to permt easy
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access to personal data. And so they are fairly clear that
they are | ooking at automated records and records that are
inafiling systemthat is organi zed by personal
i nformati on.

MR. REI DENBERG. You have to also | ook at the
definition of "filing systeni, which points out specifically
that it applies whether it's centralized, decentralized or
di spersed in a functional or geographic basis. And all of
the rights and responsibilities that the directive inposes
on what's defined as the controller of the data. And the
controller of the data is, and this is again fromthe
definitional article in the Directive, is the person who is
determ ning, either alone or jointly, who determ nes the
pur pose and neans of processing the personal data.

So it's really designed not at the collection of
data itself per se, but at who is pulling it together, who
is doing sonething to data.

COW SSI ONER VARNEY: (kay, Teresa, as we go
forward, | don't think we need to spend a ot of tinme here
on this, but I would again really urge you who have opi nions
on this to submt themto us in witing, because this is an
issue we will be | ooking at as we go forward.

MR. ROTENBERG If | could just continue. |
want ed, apart from Joel's excellent presentation, | wanted

to also note that | thought Gary's presentati on was
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excellent. But I don't think it's perhaps quite fair to
say, Gary, that part of the reason that Dun & Bradstreet has
the very good policies that it does isn't related to the
presence of privacy regulations in the different countries
that you do business in.

It isininteracting with these different
countries and addressing issues with regard to privacy and
security and so forth that you are able today to nake this
presentation. | think it's -- you know, it's quite hel pful
to us to understand how busi nesses respond.

But what | would really like to do is answer a
poi nt that Ron Pl esser made, and | have to say in sone
respect | sort of wish what Ron said were true. | don't
mean to be unkind in that comment, because Ron and ot hers
have made a great enphasis on the inportance of the
El ectroni ¢ Conmuni cations Privacy Act, which was the
amendnent to our federal wire tap statute in 1986, conti nued
a tradition that goes back to a Brandeis dissent in a 1928
case and even our Fourth Anmendnent: put some constraints on
government, a very inportant principle, and I think in 1986
it was very tinely, wthout question.

But | don't think in 1996 it would be fair to say
that it is the US. '"s role, particularly on the
international front, to put constraints on governnment when

it cones to communi cations privacy. You would have to
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conclude, if you even pick up this norning' s paper and | ook
at the front of the New York Tinmes Business Section, that it
is alnost the opposite; that it is the United States due to
the clipper chip, due to the FBI wire tap bill, through
i nformal negotiations that are conducted not by our Commerce
Departnent, but by our Justice Departnent, to expand the
ability of foreign governnents to surveil their own
citizens. That is the cold, hard reality of privacy in
1996.

And it cones about, in part, because we do not
have in place within the federal government an office that
has tried to advocate privacy interests, whether they be in
the private sector or the public sector.

So, | mean, ny point is really not to so nuch
di sagreenent with Ron. | nean, in 1986, the ECPA was very
important for what it did. But what has happened since that
poi nt has been to, you know, set in notion forces that have
served, you know, neither the private sector's interest or
the citizen's interest, particularly when we tal k about the
devel opment of international comunication standards.

MR. PLESSER. Can | respond?

M5. SCHWARTZ: Very briefly. | have a line up
here, and | amgoing to say the order in which people are
going to speak. It's Mari Ann, Doug, Janlori and Evan.

So qui ckly.
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MR. PLESSER: Thank God we have the ECPA
O herwi se that chipping away woul d have occurred with
di spatch, and | et us have the Europeans do sonething
equi val ent so that when we send our data over to Europe we
know it's not open for governnent inspection.

M5. SCHWARTZ: Ckay, Mari Ann. You should
i ntroduce yoursel f, Mary Ann.

M5. BLATCH: | am Mari Ann Blatch. | have been
Chair of the U S. Council for International Business Privacy
Commttee since we set it up. And | say "we," it was
Reader's Digest, IBM and Anerican Express back in 1968,
that petitioned our parent, the International Chanber of
Commerce in Paris, to set up a conmittee on infornmation
policy, and particularly data protection | aws, because if
you are an international conpany you have to be involved in
both the original private nmainfrane and then eventually the
| ease networks and now into the Internet, and we had an
exchange of information there. How did we deal with the
Swedi sh al so? How did we get certified by the French | aw?
How did we set up information officers in our Gernman
subsidiaries, et cetera?

That grew to a point where the business comunity
petitioned the U. S. Governnent, the U S. Council and others
wor ked with the governnent back in the eighties and said,

pl ease go to the OECD. Please work to get privacy fair
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informati on practices. Those principles, as Marc has said
many tines today, are well accepted worldwi de. If you | ook
at national data |laws, privacy |aws, information policy
| aws, many of themare still using those sanme principles.
We are still tal king about those sane principles.

We are talking today, | think, there isn't a
controversy, Comm ssioner Varney, | feel, because the
original effort of the EU was to create a market and try to
har noni ze those | aws which had to do with those situations
at that tine.

The U. S. Council for International Business has
had many neetings with the EU since 1990, when the first
directive was prepared. And in all of those conversations,
with John Mold, the Director General of DG 15, he said we
will work with international business. W do not want to
cut off the free flow of information, but we would like to
see that there should be an assessnent in the |ight of al
ci rcunst ances surroundi ng the data operation, the nature of
t he data, the purpose, the duration of the processing,
internal |aws, self-regulation |laws. And we have had the,
| CC and the European Conmmi ssion have had a series of annual
nmeetings. These were sponsored by the European Conm ssion
and by the ICCin Brussels starting in '94.

And at that first neeting we tal ked about

alternative solutions, and that's where the idea of a
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contractual possibility arose. But inside this private
| ease network you could have a sort of contractua
protection and get security, your cryptograph. All the
peopl e that have been tal king today about those kinds of
protection, we're addressing those kinds of networks.

More recently, when John Mold was here a nonth
ago, and met with a group of private and gover nnent
agenci es, and many of you were in that neeting, we talked
agai n about how does he see the nethodol ogy that will be
applied in the future, because in QOctober 1998 they have to
deci de how they are going to apply it, and they are | ooking
at that now.

And he told us that, nunber one, as Joel
mentioned, there is a study out, and they will be | ooking at
that in the working parties in Septenber and Decenber. But
in the neantine, he said very clearly, "I can inagine," and
he said this since 1990, the same thing, "I can inmagine a
sort of cocktail that could be made up of internal policies,
rules, laws, regulations and a conbi nati on thereof."

What we are now tal king about is when two
representatives, or one representative from DG 15 and one
representative of the Data Conm ssioners Wrking Party were
here | ast week, they announced that follow ng the
I nformati on Soci ety paper, which is better known as the

Bangl i n paper, that now they have established an information
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forum which is made up of business, governnent and data
registrars, and they are | ooking precisely at the whole
guestion of the Internet, and what regulatory regi ne you
m ght need, and in what way would that be the same, in what
way would that be different. And they foresee that the
mechani sns that they have established will be al so exam ned
to see if that will carry themforward in this area.

So | don't see conflicts. | think we are on both
sides, the EUW U. S., have to renenber, and that's ny role as
the chairman of the U S. Council for International Business,
to say what Gary Friend said a mnute ago, we are gl obal
conpanies. W are conpanies that have to build practices
not because there is O Sweden, although of course you are
right, Marc, that hel ps, but because in order to do business
around the world you need to establish policies and then
work with their CECDs and then support the U S. Governnent
as it tries to work.

So we think that back in the md eighties when
U. S. business interests pleaded with the U S. Governnent to
set up a point person with a phone nunber and a fax, and
they established in the State Departnent the O fice of
Anmbassador for Coordination of Information Policy, and D ana
Dugan was the first spokesperson. And then it did shift in

January, and Diana and | were on many OECD del egati ons when
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sonetinmes the | eadership was the Ofice of Consuner Affairs,
and sonetines it was anot her agency.

Not speaki ng on behalf of ny commttee but
speaki ng personally, | amdelighted that NTIA is now
stepping up and | eadi ng our bilateral discussions, and |
think that the nore we do together, and by the way, the
third annual neeting between the European Comm ssion and the
ICCw Il take place this year, and Af Bruhahn wll be
speaki ng to us about nethodol ogy and how we can work
together in a nonconfrontational way.

| ama born optimst. | have been working at this
since 1970. | do not have gray hair. | still think it's
going to work out.

Thank you.

M5. SCHWARTZ: Thank you.

Doug, do you want to introduce yourself?

MR. BLANKE: | am Doug Bl anke fromthe Attorney
General's O fice in Mnnesot a.

| want to thank the Conm ssion for the seat at the
tabl e today, but to say that | still do aspire one day to
becone a crystallizer.

(Laughter.)

And | amwaiting for nmy aura to align with ny

energy level, then | will be ready to crystallize.
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| want to congratul ate the Comm ssion for

including this particular session, and for the workshop.
Unfortunately, those of us who work at the state and | ocal
I evel in consunmer affairs do so in alnost total ignorance on
a day-to-day basis of the work of our counterparts in
Europe. And even our federal colleagues, | think it's fair
to say, don't always have a detailed famliarity with the
activities that are going on in the European community and
el sewhere around the world.

That kind of ignorance is unfortunate in any area
of consuner protection, but inthis area it can really be
peril ous, because the choices and policies that nay be set
by sonmeone in a distant jurisdiction can drive and even
determ ne the practices of an international business and may
apply to the consuners who reside in our jurisdictions,
whet her the distant official is a Bavarian concern about
obscenity on the net or whether it's a Swedi sh data
practi ces comm ssioner.

So we need to study the European experience and
see what we can learn fromit. | think a nunber of |essons
in the areas of harnonizati on and how we go about trying to
reconcile variations anong nultiple jurisdictions, that's
sonmething we westled with very early in this country.

Al t hough we don't always word it in terns of harnonization,
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we are nore like to speak about federalism and preenption
and uniformty and state's rights and so on.

But | think there are sone |essons there in this
directive. Even nore inportantly though |I think, and to ne
per haps the nost forenost | esson, goes back to a question
that ran throughout this norning's sessions of this
wor kshop. And that was the question who should have the
burden, the person who is the subject of the personal
i nformati on or those who would conmercialize that
i nformati on.

And | think the EU Directive, while it may be
fraught with anbiguity, it does seemto have answered that
guestion, at least as a starting principle. It proceeds
fromthe premse that privacy is a fundanental right, and
t hen the anal ysis proceeds fromthere. The design of the
Directive assunes that the burden resides with those who
would Iimt the right of the privacy, and it is their burden
to denonstrate sone conpeting interest sufficient to
override the presunption of the protection of privacy.

At least with regard to certain types of sensitive
information, including the nmedical information that we
tal ked about in the precedi ng session, the EU has gone
farther, and has found its bal ance point by returning to the
prem se that Evan Hendricks invoked several tines this

norning. That's the notion that we take for granted in so
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many ot her areas, the idea that the prerequisite for
conprom sing an individual's right is their infornmed consent
to taking that step

And here the EU Directive applies that presunption
of infornmed consent, at least to the sensitive areas of
medi cal information, information about one's sexual
orientation or activity, racial and ethnic origin, beliefs
on politics, and religion.

And what | would Iike to see as we go forward from
this workshop today and tonorrow is sone sustained effort to
see if there is any potential for achieving any consensus at
| east about any of these types of sensitive categories of
i nformati on where informed consent m ght be an appropriate
prerequisite. The DVA earlier affirnmed its view that at
| east nmedical information is in that category.

And so | would be interested in hearing fromthose
from the business side of the discussion about what the
objections are to this sort of an approach, and to this sort
of European nodel, whether there are areas where it m ght
make sense, and whether it would work in this county either
in the context of self-regulation or sonething that m ght
cone forward fromeither the national or the state |evel

M5. SCHWARTZ: Ckay, we don't have very much nore

time for this session. | have three nore speakers who have
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indicated an interest, Janlori, Evan and Al. So just if we
can wap it up in another five, six m nutes.

M5. GOLDMAN:  Thank you.

| think in the five years since the directive was
first proposed a nunber of us had hoped that we woul d be
able to use this as an opportunity in this country for the
passage of privacy | aws.

As it applied to the Internet, though, | think
very different issues are raised, and nmuch of our discussion
this nmorning, | think, could be instructive here. These
fair information practice principles incorporated in the
directive can be self-executing on the Internet in ternms of
havi ng peopl e get access to their own information, having
peopl e express their privacy preferences, and their
interests in detecting personal information, in terns of
unanbi guous freely given consent, if that is sonething that
is stated at the outset. Again, the infornation isn't even
divulged in the first place.

A nunber of the concerns that were raised here
earlier, I want to echo in terns of concern about a
regi stration authority and how you woul d apply an omi bus
nodel to the Internet. But again, | think that some of the
practical solutions that we tal ked bout this norning can be
very instructive here, particularly given that are not going

to see any legislation in the next couple of years, given
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that we haven't seen any in the last five years to respond
to the Directive.

MR. HENDRI CKS: Thanks. | would like to start by
answeri ng Conm ssi oner Varney's excellent question. And
it's too bad we don't have a European to speak for the
Eur opeans here, because |I think it would be very instructive
and hel pful .

But | think there is no question to ne it's not to
regul ate big informati on networks. The primary purpose is
to advance the human right of privacy, and that is by giving
people a legal interest in their own information.

Who owns your nanme? Do you own it or the people
who collected on it? Wo owns your information? It al
says sonet hing about you. But it stenms fromthe history out
of World War |1, and the Nazi abuse of personal information.

And going to Ron's point, in the nineties now
there is a significant blurring of the |line between the
public and private sector. W have a Census Bureau. They
are protected by statute. But a few weeks ago when Yahoo
and Data Base Anerica put up 170 mllion Anericans on the
Web, you could just dial in and find anyone's nane and hone
phone nunber, and address. W got Janet Reno's address
here. And as soon as she was witing her story, Yahoo
pulled out 70 mllion names of the unlisted phone nunbers

out of that database.
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If we had the kind of protection that | advocate,
and which | think is the core of the European Directive,
peopl e woul d be able to consent, whether they wanted that to
happen in the first place.

A quick story. The United Kingdomdid not have a
privacy law. A conpany there was going to get a contract to
process identification cards for a Swedish institution. The
Swedi sh institution was bl ocked by the Swedi sh authority
fromtransferring the data to the U K , because they didn't
have a privacy law. The U K conpany |ost the contract.
They took their case to the governnent. The U.K passed a
privacy law. They have a privacy conmm ssioner. They have a
ridicul ous registration schene that we woul d never have
allowed here. So I don't think that's even on the table.

But | think they did the right thing for
t hensel ves and the right thing for international conmerce.
But in the United States it just astounds ne that we keep
seeing -- what is it about Anerican industry that keeps
wanting to paint itself into a corner

| nmean, we tal ked earlier about the auto industry.
If they would have -- | think it would have been the right
thing to do to go to nore fuel efficient cars, and they
woul dn't have | ost so nmuch market share if they would have

done that. But they made the wong deci sion.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O b~ W N Bk

NN NN R R R R R R R R R R
A W N P O © 00O N O O B W N +— O

228
| f they woul d have had | eadership fromregul ators,
this terrible word "regul ation,” where they got out in front
of this issue and said, hey, let's tal k about down the road
and standards, you know, naybe they woul d have hel ped our
i ndustry.

And so | think it's the sane way. The only
guestion to ne is whether the Europeans are going to enforce
their omn Directive, Internet or not. |It's persona
information, it's your nane. It doesn't matter what nedi um
it cones through. And if they do enforce their directive,
we are on a collision course that's going to have incredible
inplications for international conmmerce in line with what
the New York Tinmes said on the front page of the newspaper
t oday.

So | amoptimst too. | think, because privacy is
such a fundanental value, people wll never stop struggling
for it. But | want to see sone enlightened | eadership out
of our government agencies, and out of our industries, not
just because it's the right thing to do, but very soon our
econom c viability is going to --

M5. SCHWARTZ: Al, you have the last word, at
| east for this session.

MR, VEZZA: Well, | amnot going to say nuch about

privacy, but | thought | would put sone context in here.
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The Worl dw de Web was invented by a British
citizen working at CERN, which is part of a physics
| aboratory in Geneva, Switzerland. Now, in 1994, | nmade a
trip there and | started negotiations with him and | was
able to convince himto cone to MT to be director of the
Wor | dwi de Wb Consortium | was able to do that for two
reasons, and | think we in this roomhave to understand why.

The first reason is, is that he viewed, and |
think he was right, that the U S. was nore entrepreneuri al
t han the Europeans. The second was that the Internet, which
is far larger than the Wrldw de Wb, it's far larger in the
United States. In fact, we probably at that tine had 95
percent of all the Worldw de Wb sites in the world here in
the United States.

So he decided to cone, and we actually set up a
very interesting activity at MT: 140 conpanies, as | said,

are nenbers.

Now, having said that, | have spent a week once
every two nonths in Europe. | have tal ked to the European
Union. | have talked to ny partners over there. And | wll

say that | see a |ot of change in the European Comunity.
Just this January the Internet was endorsed by France
Tel ecom Now, France Tel ecom had an operation called
Mnitel, and had actually bl ocked the Internet al nost

exclusively in France. But because of this cooperation with
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I NRI A and because of pressure fromthe European Union they
enbraced the Internet and have now opened up the Internet in
France.

| view that what is going to happen is that there
will be a dialogue between the United States and European
Uni on, and sonewhere along the line we will cone up with a
solution to all of this.

But what | want to |l eave you with is be very
careful about passing regulations at this point in tinme, or
passing laws at this point in tinme that are going to be
outdated in two, three, four, or five years. | think one
has to | ook very carefully about what one does in this
domai n because the Internet is changing very rapidly. It's
changi ng the people's preference very rapidly.

M5. SCHWARTZ: Thank you very nuch.

Thi s has been an excel |l ent discussion, and | think
we all learned a great deal fromit. And | thank all the
panelists for their participation.

We are going to take about a 10-m nute break so be
back very quickly so we can go on to our next session.

(Wher eupon, a recess was taken.)

MR. MEDI NE: Thank you very nuch.

W would like to start our final session. Just a
coupl e qui ck housekeepi ng announcenents. |f anyone thinks

they m ght be getting nmessages or would like to check if
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t hey have gotten nessages, please check the nessage board
out si de on your way out.

Second, | would like to thank -- | don't know if
he's in the room-- Randy Cark. | have never been to an
I nternet program where things have gone so well as far as
denonstrations. And if Randy is here, | would like to thank
himfor that effort. | appreciate it greatly.

| would Iike to get you nentally back into the
di scussion, nostly of this norning, of what do we do to
protect consuners' privacy online generally, get yourself
out of the European franmework, and get back into a donestic
m ndset .

And two questions we want to consider in this
final session, | think, are critical questions. One is, how
do we educate consuners about how information is used
online, and how they can go about protecting that
information And equally, if not nore inportantly, how do we
educat e busi nesses along the lines of the presentation just
a nonent ago that it's in the businesses' interest to have
sonme sort of privacy protection? And how can businesses go
about as a technical matter inplenmenting privacy
protections?

We are going to again follow the crystallizer

format, and our first crystallizer, who has cone in fromthe
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west coast just to be here and crystallize for us, is Beth
G vens fromthe Privacy R ghts C earinghouse.

M5. GVENS: Well, if I tell youl was in
California, you mght think | amgoing to present you with
ot her ideas of what you can do with crystals and
crystallizing, but I won't do that.

| have been asked to descri be what we do at the
Privacy Rights C earinghouse, which is at the University of
San Diego, Center for Public Interest Law. So | wll start
off wwth telling you about our center and then go into what
| see are sone of the nore inportant aspects of consumner
education that should be considered in the online world.

The Privacy Rights C earinghouse is a consuner
education and research program and we have been in
operation now for three and a half years. W are grant
funded fromthe California Public UWilities nostly, and we
operate a toll-free tel ephone hotline for California
consuners to call, ask questions, raise conplaints, and get
i nformati on.

| think I amtruthful in saying that we are the
only consuner education-focused privacy programin the
country. W do not have |legal authority to take action, but
rather, we act as an information and referral service. W
give very practical kinds of street level information to

consuners on how they can take privacy protection into their
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own hands. And we refer consuners to other sources of
i nformati on, whether that's governnent agencies, industry
representatives, other consuner groups and al so the nedia.

Qur arsenal of consumer information includes 19
publicati ons which we call fact sheets. | have |eft one out
on the table earlier. Including privacy in cyberspace.
These publications are in paper formand al so on the web
site. W get about 10,000 calls a year which is, | think,
consi derable for a staff of three to handle.

Sone of our part-tiners are | aw students, and one
of the things | am proudest of is getting young | awers to
be interested in privacy issues, consuner privacy issues in
particular. So we are turning out a few, |I hope, privacy
advocates who are attorneys.

What have we | earned in these past three and a
hal f years that can be applied to today's discussions?
will make five points.

The first point has to do wth visibility. One of
the best things that we can do as consuner educators is to
make the invisible visible. This is the first step toward
enpowering consuners to take action on their own behal f.

One of the characteristics of the online world, and it's
been nmentioned a few tines here already today, is that
personal information can be gathered and conpiled in ways

that are invisible to users.
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Now, a major thenme of this workshop, and | think
an action itemthat the workshop organi zers probably want us
to take away with us, or would want the participants to
carry with them is that online systens nust be built with
i nformati on gathering nechanisns that are visible to the
user and which, of course, involve user's consent.

|f the transparency is not built into online
systens, the results will be resistance to use, the
formati on by consuners of conspiracy theories, and believe
me we have heard themall on the hotline. And as well as --
let's see, I"'msorry, | amreading fromny notes here -- oh,
as well as finding ways to get around the information
gat hering practices which would include sabotage and dirty
tricks. And | amworking that up into another story.

We just learn trenendous anpunts from consuners
who are so mad and frustrated about their lack of control
over personal information that they take great delight in
telling us how to screw up the system

kay, point nunber two, interactivity. At the
cl eari nghouse we have had the luxury, and it is a |luxury, of
engagi ng in the good ol d-fashioned formof interactivity
called tal king. W have real tine dialogue with many of our
hotline callers. In fact, we talk with about two-thirds of

t hem personally. The other one-third is captured on our
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voi ce mail system where they give us their name and address
and we send them publications.

We have | earned sonething very interesting, |
think, froma couple of surveys that we have done with a
random sanpl e of our users. Those who have talked with us
directly are nore likely to take action to protect their
privacy than those who sinply left their names and addresses
on the voice nmail system

Now, how does this finding relate to the online
worl d? Sinply, when devel opi ng online fornms of consuner
di scl osure and consent, the nore interactive such nethods
the better. Consuners need to becone actively involved in
the process of deciding the fate of their personal
information nore than just reading a screen of text on | og-
on.

My third point has to do wth feedback. Many
consuner education initiatives do not involve feedback. A
| ot of panphlets are printed and distributed, or web sites
put together and that's it. But the learning loop is
mssing. As | nmentioned earlier, we at the clearinghouse do
have the luxury of talking to a |ot of people, and | realize
that in the overall schene of things 10,000 calls a year is
not that nuch, nor the few hundred web site visitors are al
t hat nmuch, but what we can do with what we are learning from

t hese people is digest what we are | earning, and then feed
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it back to governnment agencies, legislators, industry
representatives, other consunmer advocates and so on, nuch
i ke I am doi ng here today.

So when consuner education is built into online
systens, | strongly recommend that the architects of these
systens actually build in ways to learn fromthe nyriads of
peopl e who visit those sites. | think that taking tallies
of the nunmber of consent boxes that are checked off wll not
be sufficient. There is a great deal nore that needs to be
| earned in the consunmer education process.

My fourth point has to do with the slogan "high
tech/high touch."™ If you renenber back about a dozen years,
I think John Nesbitt, the futurist, coined that phrase. And
this point | am addressing to business and industry.

It is definitely in the best interests of business
to address consunmer privacy at nore than the |ip service
| evel . Now, based on what we at the clearinghouse are
hearing fromconsuners, | would characterize industry's
efforts to date at addressing privacy issues as still at the
lip service stage for the nost part.

Callers to the hotline are saying over and over,
and | can attest to this, | hear this every day when
answer the hotline, they are saying over and over, "Al |
ever get when | call the credit bureaus are those recorded

nmessages. | never can reach a real person.” O they wll
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say, "l signed up for that mail preference service, but I
don't know if it's doing any good, and besides how do | know
if ny name is really on it?"

So what does this have to do with the slogan "high
tech/ high touch"? That it's great to take advantage of the
power of technology to give consuners access to this huge
array of information and sone services, but for those
service areas in which consuners m ght experience problens,
for exanple, privacy exanples being credit fraud, unwanted
mai |, phone solicitations, the human high touch el enent
cannot be ignored. There are tinmes when consuners nust get
in touch with real people to help them solve their problens
or answer questions that could not be conducive to online
comrmuni cations. And unfortunately, consuners are
increasingly finding that the real tinme human interaction is
in scarce supply.

Now, ny fifth and final point has to do with youth
or young people with a nod towards Sylvia Goodman of the
II'linois Privacy Council, who is nmaking this one of her
focus points. One of the greatest chall enges of consuner
awar eness efforts is getting consuners to take notice of the
nmessage that's being inparted and then to take sonme action
on it, to change their behavior.

For exanple, nost adults today are not -- they are

not used to finding neaningful disclosure and consent
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opportunities in the course of their every day transactions
where personal information about themis being given up.
They have virtually no expectation of being told that their
personal information is being gathered, and that they have
the opportunity to say yes or no about this.

Vll, it's hard to teach old dogs new tricks, such
as | ooking for those disclosure notices when they are there
and then taking advantage of them by either giving or
wi t hhol di ng consent. That's why it's so terribly inportant
t hat youngsters | earn about privacy when they are introduced
to technology in school. This includes |Iooking for and
t aki ng advant age of those disclosure and consent
opportunities, learning the consequences of revealing
personal information, and al so being taught that when they
don't like the informati on gathering process that they are
seeing, they can and should take their business el sewhere.

Now, | nust admt that | have had limted
experience interacting with young people in nmy consumner
education work, but in ny few encounters | have been
horrified at the lack of privacy consci ousness or even
interest in the topic. So | think there is a great deal of
wor k that can and should be done in this area of working
wi th youth, and raising their consci ousness about privacy

i ssues.
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That concludes ny remarks and | thank you very
much.

MR. MEDI NE: Thank you.

Qur next crystallizer is a very famliar face here
at the Comm ssion's public exercises in finding out what's
going on on the Internet. Bill Burrington is the assistant
general counsel and director of Public Policy at American
Online. He chairs the Online Public Education Network,

Proj ect OPEN, which he will talk about, and Interactive
Servi ces Associ ation, and perhaps nore inportantly, Bill has
chosen to be wwth us here on his birthday. Happy birthday.

MR. BURRI NGTON: Thank you very mnuch.

VO CE: Twenty-nine today?

MR, BURRINGTON: 1've actually aged since | have
been sitting here, so what a neat present this has been.

Thank you, David, and | want to thank the
conmm ssioners and the Conm ssion staff and all of you. This
is -- each time we have these, | think this is the third
public hearing that | have been to, they get bigger and
bi gger, but we seemto be noving forward too and getting
nore understanding, which is great. And | know t he
| ogi stics of putting this together have been a |ot.

| want to just sort of put all of this in
perspective. You have heard today about the role of

governnent, the role of self-regulation. You have heard
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about technology. And there is a third conponent that is, |
think, equally, if not sonetines, especially at this
critical stage as this nediumis evolving as a gl obal
medi um and that's education, the third conponent to this
whol e t hi ng.

And | want to say, to put sone of this in
perspective and tell you a little bit about Project OPEN
and then Il et Linda Gol odner, the President of the National
Consuners League, provide her perspective as well on the

education front.

What | would like to -- as | |istened to everybody
today, and | have been here all day, | would |ike to kind of
put this in perspective. | see here and hear here sort of a

coupl e of groups.

There are the pure privacy advocates who feel that
no matter what we do will never be enough, and that's fine
because that's their business, and that's their job as
advocates and it's an inportant role in this debate.

And | think there are sone pure industry advocates
t hat absolutely at all cost would resist any kind or any
formof regulation, and say that self-regulation is the
answer. And | think neither of those viewpoints is entirely

correct.
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And then there are sort of consuner advocates who
are here, like Linda and others, who fill a very inportant
role in this discussion.

But | think what has been m ssing, and what we
need to do, and in fact sort of for the record | would |ike
to suggest that this hearing record should not close until
the FTC does or engages in sone serious enpirical consuner
focus groups to take consuners who are actually using online
services on the Internet today and bring themin here and
ask them to find out what they really think

| nmean, we all sit here in Washi ngton, and many of
us either live here or cone here to visit, and we are al
experts in this area. But it would really be nice to hear
directly from consuners when presented with choices. | am
sure we are going to hear that they care a | ot about
privacy. Dr. Westin has done sone great research in this
area. O course, they care about privacy, but let's present
themw th a series of options, and maybe explain to them
that, in addition to the power of this nedium it can
package material for you, it can nmake your life a little
easier so we don't have this constant flood of information,
and with that to beconme nore offerors and custom ze
information that m ght be of interest.

And | would be interested to see the outcone of

that. | nmean, it could be very, very revealing, because |
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think we are all sitting here assum ng that all consuners
are as interested in this issue as we are. W are very
interested, and | know the consuners are generally, but |
woul d be really interested to get their take on this whole
debate. And | encourage the Comm ssion to do that to truly
make this a conplete record.

| think that where we are at right now, and | want
to try to anal ogize this discussion today, this is very
rem ni scent of the Communicati ons Decency Act which the
court in Philadel phia is expected to rule this week sonetine
on that very inportant First Amendnent case. A lot of the
same conponents to that issue are here with this issue, as
t hey have been with the copyright issue, and as they are
with the encryption issue. And that is that there is a
bl end of the role between the industry and other interested
parti es and governnent, and a blend of technology as a
partial solution, and then the inportant aspect of
educati on.

And | think what we are going to see, | amfairly
confident, hopefully, that the court will rule in the right
way; that the idea behind the CDA to inpose this big
governnent solution to sort of lure consuners into a sense
of security that governnent was watching out for their
children wasn't really going to work the way it was set up;

and that in fact a conbination of technology tools that are
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still in devel opment, that are certainly out in the
mar ket pl ace, along wwth a really effective education program
m ght be an even nore effective and neani ngful solution to
the issue of child safety.

And | would argue that the sane is true here with
respect to privacy. And | was encouraged by Barbara
Wl | bery's comments, because | think that NTIA is |ooking at
it fromthat perspective as well. This is still very much
an evol vi ng nmedi um

| am here on behalf of really the ISA. W have
been involved in this issue for a long tinme. |In addition to
the 1 SA, DMA gui deline process that's been underway for the
| ast several nonths, and | want to nake the point here for
the record that that's a separate process from Project OPEN
Project OPEN is a consuner education canpai gn.

And we got into that process because Mryl and
introduced a bill last year that for the first tinme that
dealt with privacy and the online Internet environnent, and
we made a conmmtnent to the legislators in Maryland that now
was not the time for such a bill, and especially at a state
| evel because this is truly, at a mninmum a federal issue,
and certainly a global issue.

And the comm tnent that we nmade was that by June
we woul d have a really good down paynment on sone industry

privacy guidelines, and we have managed to fulfill that
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comm tment, and have made significant progress in the |ast
several nonths. So | think we are bringing nore here than
just lip service to this issue.

In addition to that, the I SA were very invol ved --
the | SA conpani es, nenber conpanies, were involved wth the
passage and drafting of the Electronic Comuni cations
Privacy Act back in 1986. Several |SA nenber conpani es,
many of whom have been here, have privacy practices and
policies in place since the md-1980s. | SA conpanies
pi oneered the whol e concept of online opt out in the early
1990s. And since that tinme, in 1995, nost of the |ISA nenber
conpanies now routinely strip out the identity of users as
they cruise the Wrl dw de Wb, which preserves their privacy
unl ess they voluntarily wish to get out information.

And all of the |ISA nenber conpanies involved in
the Internet industry have been active supporters of the
PI CS process as wel |.

And, finally, we all joined together in 1996 to
create a thing called Project OPEN, the Online Public
Educati on Network. And the purpose of this was to take what
we felt were four critical issues. And this cane fromthe
CEGs of these conpanies, and we have done this in
cooperation with the National Consuners League. And
essentially the canpai gn, which includes sponsors from

America Online, Conpuserve, AT&T, Mcrosoft, Netcom and
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Prodi gy, and others are slowy com ng on board, was to say,
you know, there is a lot of nedia attention about child's
i ssues, so we decided that's an inportant issue. There is a
| ot of potential here on the copyright front in terns of its
i npact on the future of the Internet, so we decided that was
an inportant educational issue. Overall consumer protection
was another one. And we identified privacy as a critical
i ssue here.

So what we will be doing is after these guidelines
or whatever kind of process we ultimtely deci de upon here
are inplemented, we want to go ahead and educate and use the
uni que power of our nediumto education consuners about the
privacy rights, about the policies that we have all adopted,
and nake it easy for consuners to truly nake it a two-way
interactive process, so they can get their questions
answered online about their privacy concerns.

And | think when it conmes to addressing
busi nesses, | think it's safe to say that the conpanies in
this roomare the ones that care a | ot about this issue, and
there are thousands of other conpanies out there in the
United States that will be part of the Internet in one form
or another. And | would |ove to see the DVA and the | SA and
t he Federal Trade Comm ssion and the National Consuners
League and NAAG and ot her groups work together to develop a

nmodel curriculum if you will, for businesses, to let them
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understand why privacy is an inportant issue; what they can
do, sonme of the basics they can do to be safeguarding the
privacy rights of their custoners, and then let's pronote
t hat appropriately using the medi um

And maybe that's one of the solutions we are going to
cone to here.

The other thing I want to point out on the whole
regulatory front is that | amnot aware so far that there
has been a situation in which the Federal Trade Conm ssion
has not been able to go after in an enforcenent way the bad
actors when they are dealing with these issues.

And | think one of the things you run into with
t he Comruni cati ons Decency Act, because that debate got so
crowded by enotions and politics and everything el se was
that a ot of the laws and reqgul ati ons al ready on the books
already work. And ny viewis let's start there, and see
where we have problens. And I think that you all have been
quite active, and appropriately so, in going after sone
peopl e, and sending a nessage, and that is inportant. And
then let's ook at those laws that exist, and if we need to
make sone nodifications, let's do that, and then we can go
fromthere.

And | think really what | am hearing nost today is
t hat peopl e are concerned about the self-regulatory approach

because of the enforcenent side of it all. Maybe that's
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where we need to focus our efforts on sone nore creative,
out of the box ways of putting teeth into these self-
regul at ory approaches rather than say we need gover nnment
regul at ory approaches just to cone and get them

And, finally, and this is a very personal thing to
me because | have watched this privacy debate now for two
years, and | have heard a |l ot of the sane things here today.
We, all of us here in this room whether you are an online
I nternet provider, whether you are with the Federal Trade
Comm ssion, or any other aspect of governnent, or whether
you are in the nedia, the nedia that are here that are
covering this event today, we have an affirmative
responsibility when it cones to education, to educate
responsi bly and in an accurate way.

There have been a nunber of scary stories out
there, and sonme of them-- | testified in Maryland where it
was argued that AOL sonehow can go into people's Quicken on
their conputer and | ook at their bank account, and that was
a conpletely irresponsi ble, unfactual statenent, and it does
nothing for the serious discussion and debate that needs to
occur on this issue.

So I would encourage those, particularly those who
are privacy organi zations, to hel p us educate consuners, but

to do it in a responsible and accurate way.
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And if you don't mind, I wll turn this over to
Li nda. Linda has been a trenendous help in realizing the
potential of this education canpaign that we have nounted,
Project OPEN. And also just for your information | passed
around to the people up here our first brochure that we put
together, with an 800 nunber, and also available online to

our subscri bers.

So, Linda.
M5. GOLODNER: Ckay. | just wanted to echo what
Bill said about comm ssioners possibly bringing in sone

consuners who actually are online.

Recently, HHS had a neeting with the Annenberg
Center in California. It was on cyberhealth, and | found it
very eye-opening to listen to individual stories of
consuners who were online, especially in support of chat
roons, or support groups, when they had a condition that
they wanted to talk with people about. And I think that you
woul d learn a | ot that way.

| also don't know if those consunmers knew if sone
of their rights were being -- their privacy rights were
bei ng vi ol at ed.

| think we have got to nmake sure that there is
proactive education both for consuners and for providers of
information. | think the better conpanies, obviously, wll

be working on sone proactive education of consunmers on using
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the Internet and using online services. But | always worry
about those bad actors, and | nentioned that before. They
are the ones that we always have to be aware of.

| don't think a |ot of people really know what
personally identifiable information is. They don't know
that there is information that they should not give out.
They don't know how it's going to be used, and they don't
know how it can be used agai nst them

| think that a |lot of purchases that people nake
of fline now, people are not aware of all the information
that's reflected about them and how it can be used.

When we are educating consuners, we have to use
all sources available, and the nedia is one of the great
sources that consunmer groups have found to get our nessages
out, because this reaches mllions of people.

Just doing a brochure and send it out to a few
people is not going to nmake a difference.

At the point of sale, point of sale of an online
service or where you buy a conputer, obviously, is a place
where people are going to be concerned if they are going to
be going on the Internet, and they should be getting
i nformation there.

Peopl e have to know what their choices are, and |
think it's an obligation of online services and on ot her

progranms to provide information to consuners about the
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choi ces of where they can check things out. They have to
know where they can go when there is a problem They have
to know about the real people out there that can be actually
on a phone line providing information to them maybe through
an Attorney Ceneral's office or through a consuner
protection office.

Peopl e have to be educated on what questions to
ask, what questions to ask once you get into an Internet
site, what are the warning signs that that site mght be a
little dangerous for you as far as your privacy is
concerned. They have to know, as | said, who to call.

Consuners have to know what the rules are. They
have to know if there are rules in certain states or certain
jurisdictions that will protect them Unless they know
those rules that will protect them then they don't know
when their rights are being violated.

Last of all, | think that we should | ook at who is
using the Internet now, and | think that the statistics show
that nore and nore senior citizens are using the Internet,
and they are sone people that we should be approachi ng now
with new information, and that we are going to be talking
about children tonmorrow, so I won't touch on that.

But we should also | ook at who is going to be
using it for the future, and plan for the future and have

sonme proactive education for them
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MR. MEDI NE: Thank you. You have done an
excel l ent job of focusing us on sone very critical issues
here. Just a couple of quick technical announcenents.

Addi ti onal copies of Chairman Pitofsky's
statenment, which we ran out of earlier, are now avail able
outside for fol ks on the way out.

| just want to extend sone additional thanks to
Rut h Sacks, Gregg Hill, Nichole Branch, and the nmany others
who hel ped out on this session.

COW SSI ONER VARNEY: | have a question for Bill.

The joint standards that | SA and DVA are working
on for Maryl and, what are those standards about, and are
they privacy? Do they include sone privacy? And when w |
t hey be available? Wwen will you be presenting them and
when will they becone operative? Wat's the tine frame?

MR. BURRINGTON: Let ne clarify it because the
standard gui deline process emanated out of the bill that was
i ntroduced in Maryland, the commtnent we nade to those
| egi slators. That's when we got going up here in Washi ngton
with this itemof very productive, several nonths worth, and
many hours worth of discussions and negotiations with DVA
and | SA.

So sonme of the principles, | think they agreed on
a nunber of them and actually some of the prelimnary ones

that we have, and our intent is to get that process
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conpl eted, you know, quickly, as soon as possible. W have

got a nunber of key conponents already that we --
COW SSI ONER VARNEY: Are they fair information
practice --
MR. BURRI NGTON. They are privacy.
COW SSI ONER VARNEY:  Privacy?
MR. BURRI NGTON:  Privacy, right.
Like in our case it's building off the I SA' s

mai ling list guidelines that we adopted | ast year dealing

with issues Iike spamand unsolicited e-mail, those kinds of

things. So it's going to the heart of these sort of

cyber space privacy issues.

COW SSI ONER VARNEY: And when will you be able to

rel ease thenf
MR. BURRI NGTON: They are in the back.
COVWM SSI ONER VARNEY: Ckay.

MR. BURRI NGTON: And we are still, again, are work

in progress, but considering the conplexity of sone of these

i ssues, there they are.

COW SSI ONER VARNEY: Ckay. And have they been
adopted officially by ISA and DVA and are they binding on
t he menbershi p?

MR. BURRINGTON: | can't speak for DMA, if you
want to on that.

COW SSI ONER VARNEY:  Yes, go ahead.
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MR. SHERMAN. Yes, the principles have been
adopt ed.

COW SSI ONER VARNEY: kay, and, again, the
gui delines are six nonths in com ng?

MR. BURRI NGTON: Yes, the principles have been
adopted by DMA, and fromthemthe nore refined guidelines
will be derived. Yeah, it will be this year.

The sanme wwth ISA. | nmean, our board of directors
in fact nmeets tonorrow in New York to essentially put the
stanp of approval on the guidelines, and out of that we want
to get nore neat on the bone, so to speak. And to be honest
wi th you, Comm ssioner Varney, that's the tine we want to
reach out to you folks and then to others, to get input on
t hose.

MR. MEDI NE: Ckay, we started the day with CDT' s
privacy screen as a way of denonstration -- educating
consuners about privacy.

Jerry, do you want to talk nore about this issue?

MR. BERVAN.  Well, | think we have been educating
ourselves as we set up our privacy screen. Wiat we're
determining is that before we can educate consuners, there
has to be sonmething to educate them about. There are the
begi nni ng of privacy guidelines. There are sone fairly well
along. Different conpanies have different sets of them

But when we went out and said we want to put your guidelines
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up, because we want to create an educational filmwhere you
can click and find what conpany privacy guidelines are, sone
conpani es were nore ready than others.

The fact that there was public attention on those
gui delines, that they were going to be out there in the
mar ket so that consuners could conpare them | think was
hel pful in getting the online conpani es who had gui del i nes
to put themin different places, to take them-- to try and
present them | think the pressure, these public foruns,
whi ch put the issue on very busy conpanies to begin wth,
who are all out there growi ng by |eaps and bounds, putting
attention on the issue help to focus them And they say,
and really | said it -- | said it last tinme, I'll say it
again, there is a kind of crisis nmentality which affects us
all, which is what's at the top of your plate.

Do we have to put up a guideline on the CDT page,
or do we have to send themto sone congressional committee
who is holding a hearing, when is Comm ssioner Varney
calling themto be inplenented in practice? Those are
deadl i nes, and they get people working as there are
deadl i nes on the Communi cati ons Decency Act, copyright or
any ot her issue.

To put privacy at the top of the page requires two
things. One is having a deadline |ike that, but the other

is to find the beginnings of sonething that |ooks Iike
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progress or a consensus, or sone way of bringing people
t oget her around a step forward.

In ny years, lots of people talk about the
El ectroni ¢ Conmuni cations Privacy Act. What the Electronic
Communi cations Privacy Act, and nost tel econmunication bills
were, and privacy bills, wll tell you is that w thout sone
consensus between a good part of the privacy community, the
consuner comunity and industry, there ain't no |egislation,
not hi ng goes forward.

So that if you state that our goal is to have a
bi g regulatory comm ssion and an enforceable statute wth,
you know, six regulators reviewing all the guidelines in the
world, you are saying it's a non-starter. Let's go hone.

What was interesting this norning -- and on the
other side, we're going to continue to educate our consumners
as we go along. Sone of that is real. Sone of that can be
for all the best reasons disappear fromthe top line of a
conpany. So what was interesting this norning was that
there was -- between the, one the one hand, we need the big
law, and on the other, we don't need anything, there was an
interesting discussion in the technol ogy neeting where both
technol ogists fromMT presented and said it is feasible in
interactive technology to not only do the kind of setting
up, labeling systemso that EPIC or the ACLU can -- or the

FTC can set up a good guide, and you can go and bl ock out
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those sites if they don't have the right policy, but also
that the technology lends itself to on-screen comunication
of what your or ny privacy preferences are, allow conpanies
to nmeet those preferences, and say | will deal with you, or
Il will neet your policy. Here is your policy, but | wll
meet yours. | wll do anything you want because | want to
sell you goods, or services or |library books. And that
those could be, if there was a m smatch, that there could be
some negotiation and expl anati on of where we were in the
transaction. W want this, these are the trade offs, it's
ny conpany.

That was a very sophisticated notice and know edge
and opt in, opt out. | nean, it raises the distinction
between them and it says for the first tine interactive
t echnol ogy versus signing contracts, adhesion contracts
al nost, would kind of disappear into the back of |ots of
agreenments, because it's very hard for businesses to deal
with the consuner on an ongoing basis in an interactive
world there can be this back and forth negotiating process,
so that the technology lends itself for the first tine as
sayi ng, hey, consunmers can have control over information
about thensel ves even though it may be held by or disclosed

to or given to third parties.
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And at the sanme tine businesses can negoti ate back
to consuners to nmake nore informed choices, and neet their
custoner's needs and desires.

MR. MEDINE: Wiich is to say --

MR. BERVAN. | want to end it.

MR. MEDI NE: Ckay.

(Laughter.)

MR. BERVAN: But | have got to end it by com ng
down on the process. To get that mddle process requires a
process. It requires the consensus and bringi ng people from
the privacy community, the business community, the
t echnol ogy comunity and sayi ng, show us what you can do.
They said they can do it. Gve themsone tinme and say, cone
back and show us how you can do it.

MR. MEDINE: | think the question is not only that
but how do you talk to the different ones out there on the
Net, if it's in your interest to do it. How do you
conmuni cate that outside of this roonf

Andy is next.

MR STRENIO It seens to ne that there are
several additional points on the educational aspect we're
touching upon. First of all, | wanted to heartily endorse
Bill Burrington's notion of a focus group, if the FTC could
find it possible in its budget to spare those additional

resources.
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But to strain the Comm ssion's budget, further, |
woul d strongly argue that the focus group ought to include
and not sinply be [imted to current users, but be expanded
to people who aren't using it because there nmay be sone
practical differences in their approaches or concerns to
privacy. And, in addition, these are fol ks that hopefully
will be comng on line over tine.

| amcertainly encouraged by all the work that's
al ready bei ng done by the business conmmunity, as well as the
nonprofits and the governnental sector in terns of naking
educational efforts as effective as is possible. Certainly
maki ng theminteractive helps reinforce the actual |earning
pr ocess.

But, in addition, | think there is further room
for creativity as far as the particular venues for
educational opportunity to take place, or at |east where you
can post nessages alerting consuners to the possibility of
getting followup information. That can be done through the
conput er manufacturers having standard materials inserts
when you purchase a conputer. That can be done through the
conputer retailers. That can be done through the online
services having screens that bring that to attention, so
that all those are possibilities as well.

Davi d nentioned the question about how do you

reach the business comunity and get the nessage to them
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that it's intheir interest. And that's obviously a very
i nportant question, as was brought out this norning, a very
hi gh percentage of web sites currently don't have any
privacy guidelines that they post or even that they have
adopted, and that's nost |ikely not out of malice, but out
of a sense of just not having reached those questions.
That's sonet hing that obviously needs to change over tine,
not only to help themdraw nore custoners who have greater
assurance that those privacy guidelines are in place, and
then they can deci de whether or not they want to deal with
that particular business entity. But, in addition, | think
-- rather, the smaller businesses need to be educated about
potential issues and pitfalls for themin the world that |
think is com ng.

For exanple, as the pressure grows for greater
consuner access to information about consumers that is put
online, and for the ability to correct that information, you
may have the businesses that are transmtting nedical
records, HMOs, doctors transmtting patient records online
who aren't thinking about the security of the patients that
are present may, out of the nost basic self-interest
notives, decide to type it up in a hurry if and when that

i nformati on can be gotten fromthem
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MR. MEDINE: G ven our very short tine, | am going
to exercise the privilege of the chair, and keep peopl e as
short and to the point as possible.

Mal | ory, could you -- did you wish to say
somet hi ng?

MR. DUNCAN: | am Mallory Duncan of the Nati onal
Ret ai| Federati on.

| wanted to pick upon sonething Andrew was sayi ng,
that is, why there is not nore activity on the part of
busi nesses. | nean, the first step is to determ ne what
informati on viol ates consuners situational privacy
expectations, and that is a nmuch nore difficult concept, a
very difficult concept to achieve in practice. Fromthe
retailer's perspective, our goal is service. And service is
what creates the custoners.

The ki nds of things that nmakes successful service,
openi ng a door, a personal greeting, free delivery, notice
of sales, other events, all of those involve sone tradeoff
of privacy in order to achieve that service. That is
probably unexplained. It is unconscious and yet it's
acknow edged by the consuners in the transaction.

And trying to formalize that in a way that could
be expl ai ned, whether it's on a screen or in a curriculum

is extrenely difficult.
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| nmean, if you go back 100 years, you were making
a -- this is inportant because of the discussion of
anonymty that canme up this norning.

| f you were back 100 years in a cash transaction
at a drive-in store, it's likely that the owner knew who you
were, he knew what you were purchasing, over tine he knew
the pattern of your purchases, and frankly used that to
achieve a certain |level of service, to say, "Ms. Jones, are
you running low on flour?" Because he has seen the kind of
pur chases you nade.

That sanme use of data for service exists today,
and nost busi nesses woul d be very surprised to hear that
their use of data in that way changes sinply because they
nmove onli ne.

Now, adm ttedly, consunmers may not know -- we
poi nted out earlier -- that this data is being collected.
And so we have to come up with nechanisnms for filing in what
is arelatively small and tenporary information gap.

MR MEDINE: If I --

MR. DUNCAN: If | could have just one nore nonent.

The Comm ssion has been criticized a lot in the
eighties for the permanent hair dye case, and this is a case
t hat individuals hadn't been told that the permanent hair
dye woul d not permanently change the col or of your hair.

But what you were dealing with there was really an
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i nformati onal problem \Wat you are dealing with is the
fact that there was sonething, it was a new technol ogy, and
consuners did not understand how this technol ogy worked.
But you did not need a permanent sol ution.

So what we really should be tal king about now is
sonme sort of information -- is sonme sort of information that
can get the information out on a limted basis and then the
normal market forces wll take over fromthere.

MR. MEDI NE: Thanks.

Bob, did you want to --

MR SMTH | would like to distinguish, if I
coul d, educating consuners who are Internet users about
I nternet uses of information about them That's a |esser
chal I enge than educating consuners who are not on |ine about
I nternet uses of personal information about them Those are
two different challenges. The second one is nuch, nuch nore
difficult.

The first one is difficult enough because it's
been shocking for ne that a | ot of sophisticated Internet
users were not clear about nonitoring the news group, and
were not clear about cookies, they are not clear about how
Internet usage is nonitored and the I|ike.

But it's very inportant that we not limt consuner
education only to Internet users. And | want to point out

that PICS and the privacy screen do not answer that |arger
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constituency at all. That's extrenely inportant to keep in
m nd.

Secondly, | want to point out a Washi ngton
phenonmenon that | think everybody ought to be aware of. 1In

my experience it's been representatives of conpanies don't
know what their own conpanies are doing. And so | think
consuner education has to begin at honme. | would be happy
to educate conpany representatives about what their own
conpanies are up to. They are always surprised and shocked
when they discover in fact that there are sone things going
on in their conpany that they hadn't know about.

Bankers will tell you that they never share
information. Credit bureaus will tell you they have never
been hacked ever. Hospitals say that the |aw requiring
confidentiality, and we have never had a breach of that.
And | don't know about trade associations. | mean, sone are
nore actually in touch with what's going on than others.
Sonme of them you know, even a |level renoved fromwhat the
conpani es thensel ves know about. So | would say consuner
education has to begin at hone.

| would |ike to thank the comm ssioners and the
staff for sticking this out. Frommny experience in this
town, we are usually talking to enpty tables and enpty
chairs about md afternoon, and | very nuch appreciate your

sticking wwth it. | hope it's been hel pful
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MR. MEDINE: | thank all the panelists who have
endur ed throughout the day as well.

Let me call on three nore fol ks who asked for
attention; that is, Marc, and Steve, and sone final remarks.

Yes.

MR. ROTENBERG Well, | just wanted to say
sonething in the spirit of where do we go fromhere. And |
guess in sone respects to raise a question about sonething
that both Bill and Jerry suggested, which | think is a
[ittle bit unfortunate.

This sense that, you know, the privacy issues,
we're going to have, you know, the privacy extrem sts on the
one end and, you know, the industry extrem sts on the other
end, and the sensible people and the people that we like to
spend tinme with in the mddle. | think that's really
unfair.

| think what we are seeing increasingly, certainly
in the privacy world, we can work with industry groups that
are not only against governnent regulation, they are against
governnment, truly, and they would |like to see technical
solutions that avoid any need for governnment regulation.

And froma privacy perspective, we would say great. |If
t hose sol utions can be nade to work, if they can be made to

wor k, you know, let's explore them
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And | think what we are going to see in the future
is not a division along this spectrumthat Bill and Jerry
have suggested, but a very different division. A division
bet ween those people who believe that the current system
basically works, that it my need sone m nor tweaking, sone
notice online, some consuner education, and anot her group
whi ch believe we need privacy protection equal to this
technol ogy; that is, as bold, as creative, as
entrepreneurial, as forward-1ooking as the technol ogy that
we are designing.

| mean, Thomas Edi son said, you know, what man
creates with his hands, he should be able to control with
his head. And | think it's in that spirit that we need to
go through wwth. And you are going to see in the second
canp privacy advocates, industry groups and governnents that
are going to proactively try to protect privacy, because it
is good for everyone. And you are going to be seeing
hangi ng back in the first canp the people that are going to
say, well, we just need to get out another code of fair
i nformati on practices, do another consumer workshop, and
that will take care of the problem

And | think the reality is at the end of the day
the second canp will prevail, and the reason is that privacy
is not a consuner issue. In the twenty-first century it

will be the consuner issue. Privacy will be to the
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i nformati on econony what consuner safety and product safety
has been to the industrial econony. And if you don't
understand that, about where we are heading, you really
don't understand what is going on out there. You cannot
have an i nformation econony unless you have privacy
protection. The systemw | collapse.

MR. BURRINGTON: David, | need to respond since ny
name was brought up, if you don't m nd.

MR. MEDINE: Very briefly, 20 seconds.

MR, BURRI NGTON: Twenty seconds, 17, 15 -- very
briefly. | just want to -- | think you m scharacterize a
remark that | said earlier. In fact, | was really saying
what you just said. W at |east speak on behalf of the
online Internet industry, we get this, and we understand
exactly what you nean, because it's in our best interest to
understand that, if this nediumis going to grow as a gl obal
medium and it's going to be a robust anobunt of commerce and
activity, and make this truly a mass nedium | was really
responding to your five points this norning that | think did
characterize this as -- this group as the stock group, and |
wanted to point out that there is a mddle ground, and |
think that's what we are trying to do here.

MR. MEDINE: Well, we appreciate that everyone is
willing to sit at the table today and assess it.

Connie, if you could just --
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M5. HEATLEY: Connie Heatley, from DVA

| just want to add ny voice to our commtnent to
education. W see it as our mssion to educate both
busi nesses and consuners. | have brought |lots of show and
tell about the kinds of things that we have done together
with the FTC, with the Postal Inspection Service. W have a
web page up that has both our privacy policy, which is an
exanpl e to businesses about howto do it, and it is
connected to the commtnent that we have made. And al so, we
have consuner protection infornmation out there.

W would like to nove forward in working with any
organi zation that is interested in doing this, and we have
begun that process, certainly with CDT. W have had
el ementary conversations with CVE, and we would |i ke to nove
forward in the area of education.

MR. MEDINE: Well, thanks, and the |ast word of
t he day goes to Steve.

MR COLE: | am Steve Cole with the Council of the
Better Business Bureau. Thank you, David.

As an advocate for self-regulation and as a forner
state consuner protection regulator, | hear two different
views of the world, especially this norning. | heard about
PI CS and cooki es and I/ PRO codes and whatever, and | heard
Shirley tal king about clicking 12 o' clocks on the VCRs. W

heard a | ot about consuner choice, enpowernent and even a
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market. David, we tal ked about this even in your office,
setting up a market of people to conpete on privacy
pol i ci es.

By word of caution, I wish | had solutions and not
just problens as the | ast speaker, consuner choice won't
work if it's too conplicated. It sinply won't work. It has
to be sinple. Consunmer choice isn't going to work if the
choices are too plentiful. If we turn this debate into a
supermarket, needing really great expertise to sift through
the different choices that are avail able, the choices may
turn out to be illusory. So we have to think of how to
present that al so.

And al so, consuners nust understand the
consequences of their choices if their choices are really
going to enpower them And ultimately | hope all of us who
are working in this area, and particularly the experts here,
need to think of this average consuner who is going to be
with the $250 Smart tel ephone or the $500 Internet only
conputer, it's not going to be all of us who us play online
every night, that's going to change. And that consuner
won't be hel ped unl ess they understand what may happen to
them the benefits they will receive frominformation
sharing, and why infornmed choices will help themin the | ong

run as well as the short run.
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You need tough standards, they need to be sinply
stated, and they need to be graphically denonstrated.

MR. MEDI NE: Thank you, and sone final words from
Commi ssi oner Varney and Chai rman Pit of sky.

COW SSI ONER VARNEY: David, | want to echo your
t hanks to everyone for comng and sitting at the table.

It's not often in Washington that you get such a diversity
of opinion at one table, having what | thought was a rather
chal I engi ng, yet extrenmely civil conversation about these

i ssues and where we go.

My question is where do we go? And | think I see
a couple of things. First of all, we are going to | eave the
record open for a couple of weeks. | nean, we are going to
| eave the record open for two weeks, and we have asked sone
guestions during the day, and we have asked you all to
subm t your thoughts and comments on the record over the
next couple of weeks. | would ask you in your thoughts and
comments to address the question of where do we go from
her e.

Secondly, | think that there will nost |ikely be,
and I will certainly talk to ny coll eagues on the Conm ssion
and the staff, there will be a staff report that will cone
fromthis hearing, | hope, and in that staff report possibly
we will see recommendations to the Comm ssion about further

action.
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There were several people here today from Capitol
Hll. There will be several people here tonorrow fromthe
Hll, fromboth the Senate and the House side. And there
has been sone expression of interest in a report to the
Hll. There has al so been sone expression of interest in
prelimnary hearings after the recess, when they do cone
back, on privacy on the HIl. So we wll see what happens
t here.

Finally, for the future Comm ssion action, | think
that it's inmportant for all of you to renmenber that we do
have ongoi ng enforcenent authority and ability. And when
you find issues that you believe are clearly fraudul ent and
deceptive, you need to let us know. You know, this is an
area that we are all struggling in. W are all trying to
protect the integrity of the nedium and we have a role
there to play, and we can only play it when we know what's
goi ng on.

But when we separate out what we have identified
off and on during the day as kind of the two questions, one
is information coll ected about consuners who nmay not even be
online, who are not in the transaction; that information
nmovi ng around the Internet, being bought, being sold, being
put to different purposes, | think is a very serious policy
guestion that our staff ought to take a | ook at, and create

a record on.
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The second question, when consuners go online,
whether it is for a transaction or pre-transaction, what is
the responsibility of the web site that they are going to to
di scl ose what they are doing with information, what are the
t echnol ogi cal solutions that consuners can enploy to enpower
t hensel ves to nmake choi ces, and what is business's
willingness to conmt to make that a reality?

| have heard everybody at the table today say we
can do it, we can do it, it can be done, it can be done. W
will doit.

Vell, | would Iike to talk to ny col | eagues and
invite you all back in maybe six nonths and let's see if
you' ve done it, because | don't know where we are going to
go if you don't get it done, and if it doesn't work. W
have heard a | ot about what we need to have in place to nmake
t hese technol ogi es work and we have also heard fromall of
our friends at the table.

If they don't work, we will need to take the next
step towards | ooking to solutions, and | don't know what
that is, but | for one would like to see the entrepreneuri al
spirit that has characterized Anerica's success in the

gl obal econony work here as well.

CHAI RVAN PI TOFSKY: | think the bases have been
touched. |It's been a fascinating day. | am happy | was able
to be here. | know there are very provocative issues on for
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tomorrow, and | | ook forward to nore di scussion of these
guesti ons.

MR. MEDI NE: Thank you. W stand in recess until
t onmor r ow nor ni ng.

(Wher eupon, at 5:10 p.m, the workshop was
recessed, to reconvene at 9:00 a.m, Wdnesday, June 5,
1996. )
11
/11
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