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Three different databases
• Database #1: Manufacturer’s “supply chain” 

database
Poses no consumer privacy threat

• Database #2: EPCglobal product info database
Poses obvious consumer privacy 

threat

• Database #3: Retailer’s POS purchase database
Poses invisible consumer privacy 

threat



Database #1: 
“Item 308247: Cherry Chapstick produced on 
assembly line 12 at 3:15 PM.”



Database #2: 
“Item 308247 is a cherry Chapstick”

“Companies would ‘join the 
EPCglobal universe,’ which 
means they would get an 
identification number, and 
they would have access to the 
network where all of the codes 
would be stored.”

- Jack Grasso, EPCglobal

Source: http://www.senate.ca.gov/ftp/SEN/COMMITTEE/STANDING/ENERGY/_home/11-20-03trans.htm



Database #3: 
“Item 308247 is a cherry Chapstick belonging to

Katherine Albrecht.”
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Why Database #3 is so likely… 
and so worrisome



CONCERN: 
Item-level tagging…



Combined with ubiquitous 
readers…

Reader devices can be invisibly embedded in:

• Walls
• Doorways
• Floor tiles
• Carpeting
• Floor mats
• Vehicles
• Roads
• Sidewalks

• Counters
• Shelving
• Furniture
• Consumer products

– Printers
– Copiers
– Vacuum cleaner

• Handheld devices, 
e.g., cellphones, PDA’s



…and current levels of retail 
data capture and abuse



Will lead to widespread, 
surreptitious consumer 

surveillance



Hidden Tags 
(But isn’t a 6” tag hard to hide?)

Alien/RAFSEC “C” tag



Not if it’s sandwiched in cardboard

6” Alien/RAFSEC “C” tag inside a box



Hidden Tags
This 6-inch tag has a ~17-foot read range

Alien/RAFSEC “I” Tag



Invisible when “placed inside cap” – an 
inaccessible location on this flip-top 

Pantene shampoo

Alien/RAFSEC “I” tag in lid of Pantene shampoo bottle



Another big tag (4.5”)

Alien/RAFSEC “S” Tag



Invisible when “placed between layers 
of paper”

Alien/RAFSEC “S” Tag in Purina Dog Food Bag



It would be easy to hide this 
RFID chip



…if the antenna were made of 
conductive ink

"With these things you could literally tag a pack of 
chewing gum.” - Jeff Jacobsen, Alien Technology

“Alien envisions [conductive] ink 
being mixed with regular 
packaging ink to create antennas 
on boxes of cereal and other 
disposable packaging…” 



Tags left active
“P&G and other companies…suggested they 
want to keep RFID tags active after checkout, 
rather than disabling them with so-called ‘kill 
machines’.…The companies also want to 
match the unique codes emitted by RFID tags 
to shoppers' personal information.”

- Wired, April 5, 2004
Reporting on statements made by Sandy Hughes in Chicago
at the RFID Journal Live conference, April 2004

Source: http://www.wired.com/news/privacy/0,1848,62922,00.html



RFID-enabled loyalty card blank by Matrics

Combined with 
individual tracking 

and profiling…



Tags hidden in loyalty cards…

METRO’s “Payback” loyalty card

X-ray confirms the hidden RFID chip 
and antenna



Like they did at the  
“Future Store”

The RFID industry’s flagship “Future” store had hidden RFID tags in its loyalty cards. For details of how 
CASPIAN uncovered the scandal and rocked Germany, see the 12-page special report at: 
http://www.spychips.com/metro/scandal-payback.html



Ubiquitous readers

Texas Instruments advises retailers to scan customers’ loyalty cards right through their purse or wallet
Source: http://www.ti.com/tiris/docs/solutions/pos/loyalty.shtml



In doorways…



Image source: Copytag 
http://www.copytag.com/2001/active/apps-articles-1.html



In flooring



And the association of purchase data 
with unique tag numbers

Candidates for associating with the 
tag include:

• Date of purchase
• Names of individuals
• Date of sale
• Price of sale
• Warranty 
• Many other possibilities

-NCR, 'RFID in the Store: 50 ideas for
revolutionizing the Store through RFID'.p. 36

“Much of the power of this 
technology will come 
from…associating RFID 
code fields of interest to 
the store in a database”

- NCR



“Marginal service” and “high prices” for 
the “unattractive customer”

• Maximization “means 
marginal service and high 
prices designed to drive the 
unattractive customer 
somewhere else…”

• “In other words, CRM 
facilitates customized 
pricing and customized 
service based purely on 
what the data and models 
tell you about the potential 
profitability of the 
customer”

Marty Abrams “advises chief privacy 
officers and other senior 
executives…[on] information 
management strategies for customer, 
consumer and employee 
information.”

Sources: http://www.hunton.com/profiles/lawyer_profile.asp?id=8728 and http://www.hunton.com/pdfs/article/Double_Edged.pdf



And you get: 
“Shopper #99673, Katherine Albrecht, just walked 
in. Her purchase history tells us she’s not a 
valuable customer, so spit in her eye.”
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But you could also get: 
“Item 308247 is a cherry Chapstick. It’s registered  
to Katherine Albrecht. Her purchase history tells us 
she’s not a valuable customer, so spit in her eye.”
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P&G says to trust the retailers

“P&G said retailers selling its 
goods can be trusted to guard 
consumers' privacy…even if 
they decide to match their 
personal information with the 
serial numbers from the RFID 
tags.”

-Wired, April 5, 2004
Reporting statements made by Sandy
Hughes in Chicago at the RFID
Journal Live conference, April 2004

Source: http://www.wired.com/news/privacy/0,1848,62922,00.html



But the retailers can’t be trusted.







Who’s doing this? Everyone.
Here’s just part of Pathtracker’s  client list



Consider the effort already being 
expended to watch consumers:

Source: IBM “Peoplevision.”  Online at: 
http://www.research.ibm.com/peoplevision/2Dtrack.html



Consider the effort already being 
expended to watch consumers:

Source: IBM “Peoplevision.”  Online at: http://www.research.ibm.com/peoplevision/2Dtrack.html



Tracking our movements 
on the road



Tracking people via the 
“Verichip” implant



RFID will be abused.

Consumers wonder who’s 
guarding the henhouse? 





Auto-ID Center’s Confidential 
Documents

PR strategies:
• Pacify consumers
• Convey inevitability

of RFID
• Rely on consumer 

apathy



P&G and Wal-Mart tested the 
technology on unsuspecting shoppers

Source: http://www.suntimes.com/output/lifestyles/cst-nws-spy09.html



Wal-Mart also conducted secret item-tagging 
trials with Gillette





For more details see: www.BoycottGillette.com



Rheinberg, Germany                              February 28, 2004





Does voluntary 
self-regulation work?



Does voluntary 
self-regulation work?

No.



Fair Information Principles Ignored
Direct Marketing Association member companies surveyed:

NOTICE:  62% gather personal information 
without telling customers

CHOICE: 74% use customers’ personal data 
without asking permission

(n=365)

Source: Milne, George R. and Maria-Eugenia Boza (1998), “A Business Perspective on Database Marketing and Consumer Privacy Practices,” Marketing Science Institute Working 
Paper No. 98-110. Cambridge, MA: Marketing Science Institute. 

As cited in: Milne, George R. (2000) “Privacy and Ethical Issues in Database/Interactive Marketing and Public Policy,” Journal of Public Policy and Marketing 19 (Spring), 1-6.



Read Range 915 MHz Tags

“The first product to come from the 
collaboration will be a handheld device that 
reads Matrics' passive EPC tags…The unit will 
be able to read passive tags from up to 33 feet 
(10 meters) away” 

33 feet
unspecifiedPassiveMatrics/Savi 

Read range “depends on reader configuration 
and tag enclosure.30 W EIRP (USA site 
licensed):> 20m4 W EIRP (USA unlicensed): 
6-8m500 mW ERP (Europe): 1-2m”

66 feet USA 
licensed
20-26 feetUSA 
unlicensed
3 – 7 feet EU

915 MHz PassiveiPico 

“The maximum freespace read range of these 
emulator tags is 5 meters, consistent with the 
performance of other known UHF passive 
tags.” 

17 feet915 MHzPassiveAlien

“Telenexus has developed a reader and antenna 
for the 915 MHz long-range RFID 
system...with a read range of over 15 feet.  The 
tag is a low-cost passive transponder.”

15 feet915 MHz PassiveTelenexus 

“Read range up to 3.5m (11.48 ft) using 
unlicensed 915 MHz reader with one antenna; 
read range up to 7m (22.96 ft) with two 
antennas" 

11 feet 915 MHz PassiveTransponder 
Technologies 
Intellitag 500

CommentsRead RangeFrequenc
y

TypeMfgr


