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1. Purpese. The purpose of this document is to implement the
Privacy aAct of 1974 (P.L. 93-579) in accordance with the
procedures established in the Department of the Interior
regulations contained in 43 CFR 2.46 through 2.79, and in the
Departmental Manual, Part 383, Public Access to Records. It also

provides guidelines for routing, recording, processing, and
reporting requests for access to and amendment of records.

2. Summary of Changes. -This directive revises and supersedes
Directive ADS-1, Transmittal Number 355, dated July S, 1987. The
significant revisionz are as follows:

a. Sections 4.a.(1l) and 4.a.(2) have been changed to

reflect the transfer of function from the Assistant Director,
Budget and Administration and Division of Personnel to the Chief,
Correspondence and Issues Management Staff.

b. Section 4.a.(3) has been revised to designate the

Assistant Directors, Eastern Support Center and Western Support
Center, as well as the Fleld 0ffice Directors, as Privacy Act
Liaiscon Officers for cocordination of Privacy Act requests

involving their respective areas of responsibility.

Q. Section 4.bh. (1) has been revised to add the statement
"A1l propesals must be submitted through the 0SM Assistant

Privacy Act oOfficer."

d. Section 4.b.(3). Appendix 1 has been added to provide

a list of QOSM's Systems of Records.

a. Section 4.b.(4) has been reviesed to include a list of

the 12 exceptions which permit disclosures without the consent of
the individual of record.

F. Section 4.b.(7) (k) has been rewritten for clarity.

. Section 4.b.(8) has been revised to discuss fees as

they apply to the Privacy Act.
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h. Saction 4.b.(10) has been revised to reflect a change
in the reporting requirements to the Department from an Annual
Report to a Biennial Report.

i. Section 4.c. has been revised to include a statement
requiring that all re sts directed to the Eastern and Western
Support Centers and the field offices be coordinated with the
appropriate Privacy Act Liaison Officer.

3. Section 5. A Biennial Report iz now required instead
of an Annual Report (5 U.S.C. 552Za(=z)).

k. Section 10. EKeywords have bheen added.

1. Section 11. Appendix 1, 0SM's Systems of Records,
Appendix 2, Privacy Act of 1974 as Amended, and Appendix 3, 43
CFR 2.46 through 2.7%, have been added.

3. Definitions.

a. Act. Section 3 of the Privacy Act, 5 U.5.(¢. 552a
(P.L. 93-579).

b. Bureau. Office of Surface Mining Reclamation and
Enforcement {(0OSM).

c. Individual. A citizen of the United States or an alien
lawfully admitted for permanent residence.

d. Maintain. Pertains to records including their
collection, retention, use, or disseminatian.

e, Eecord, Any item, collection, or grouping of
information about an individual that is maintained by the
Department or Bureau, including but not limited to, education,
financial transactlions, medical history, and criminal or
employment history, and that contains the individual's name, or
other particular means of identifying the individual, such as a
finger or voice print, photograph, or sccial security number.

f. System of Records. A group of any records under the
control of the Department or Bureau from which information is
retrieved by the name of the individual cor some identifying
number or symbol assigned to the individual.

. System NHotice. The notice describing a system of
records required by 5 U.S.C. 522a(e) (4) to be published in the
Federal Register when a new system is established or an existing
system is revised.
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h. System Manager. The official designated in a system
notice as having administrative reesponsibility for a system of
records (also see 4.b.(10){a} of this directive).

i. Medical ERecords. BRecords which relate to the
identification, prevention, cure or alleviaticon of any disease,
illness or injury including psychelegical disocrders, alcchelism,
and drug addiction.

9. Personnel Management Records. Records maintained by
05M and used for perscnnel management programs or processes such
as ataffing, employee development, retirement, and grievances,
and appeals.

X. Statistical Records. Records in a system of records
maintained for statistical research or reporting purposes only
and not used in making any determination about an identifiable
individual.

1. Boutine Use. Use of a recard for a purpose which is
compatible with the purpose for which it was collected.

m. Computer Matching. A procedure in which a computer is
usad to compare two or noere automated systems of records or a

single system with a set of non-Federal records to find data
which are common to more than one system or set, conducted for
the purpose of impreving Government operations, reducing losses
from fraud, abuse, errcr, or lecan defaults, and assuring the
proper use of Government fund= and property.

4. Policy/Procedures.
a, Responsibility.
{1} Privacy Act oOfficer. The Chief, Correspondence

and Issues Management Staff (CIMS), is designated a= the 0OSM
Privacy Act Officer responsible for administering the act.

(2) Asszistant Privacy Act Officer. The Staff Analyst
{(Privacy Act) in the CIMS office 1s deslgnated as the Assistant
Privacy Act Officer.

{3) Privacy Act Liaison CGfficers. The Assistant
Directors, Eastern Support Center and Western Support Center, as
well as the Field Office Directors, are designated as Privacy Act
Liaiscn officers and should cocordinate Privacy Act requests
involving thelr respective areas of responsgibility with the
Aszsistant Privacy Act Officer.
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Privacy Act Liaison Officers shall develop guidelines and
cperating procedures consistent with thie directive. Field
Office Directors shall coordinate the Privacy Act activities for
requests made to Area Offices.

(4) Supervisore and Managers. Responsible for

identifying Privacy Act systems of records under their controel.

{5) System Managers. System managers are OSHM
afficials designated to administer systems of records under the
Privacy Act. As applicable, each Assistant Director, Field
Office Director, as well as Chiefs of Headgquarters staff offices,
will =elect employees to serve as system managers. This includes
a asystem manager for each system of records developed or
maintained by a contractor. (See the Departmental regulationz in
43 CFR 2.53.)

b. Procedures.

(1) Establishment of a System of Records. O05SM must
submit to the Departmental Privacy Act Officer, no fewer than S0
calendar days in advance, any proposal to estakblish a new system
of records or significantly revise an existing system of records.
The 90 calendar days minimum advance notice is required for any
proposal identifying a new routine use for an existing system of
records. & system may nhot be created or significantly revised or
a new routine use established without the publication of a system
notica in the Federal Reglzter and reporting the new or
significantly revised systen of records to the O0ffice of
Management and Budget (CMB). All proposals must be submitted
through the 0OSM Assistant Privacy Act Officer. (See Departmental
Manual 383 DM 5, Appendix 3, for details.)

(2) Syetem Notice. The Privacy Act requires that a
notice be published in the Federal Regisgter describing any systenm
of records that contains persconal information accessikle by the
name of an individual or by codes or symbols identifying
individuals. The notice describes the system and tells how an
individual can inguire to determine if the system contains
personal information on that individual. ({(See 383 DM 5 for more
details,)

(1) o ject t tivacy Act. The Privacy
Act places restrictions on the collection, use, and dissemination
of records relating to individual persons. Reccrds are subject
to the Privacy Act if they contain information about an
individual and are retrievable by the subject individual's name,
code, synbol, voice print, fingerprints or other ldentifier.

4
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Individuals are permitted to cktain access to the records
relating to them and seek revisions of these records if they
believe them to be incorrect. (See Appendlx 1 of this directive
for a list of 0SM's Systems of Records.)

(4) Restriction on Dissemination of Recoyds, The
Privacy Act prohibits the disclosure of records contained in a
system of records toc anyone {including other Federal agencies)
without the written permission of the person to whom the records
relate except as provided in 383 DM 7.2 as supported by 5 U.S5.C.
BE52a{b), which lists 12 exceptions which permit disclosures
without the consent of the individual of record. The 12
exceptions are:

(a) Internal Disclosures. Disclosures tao
wfficers and employees of the agency which maintains the records
who have a need for the record in the performance of their
duties. For purposes of the Privacy Act, the Department of the
Interior is considered a single agency and this exception thus
permits disclosure not only within, but alsc between Interior
bureaus and offices.

(b} DRisclosure Under the Freedom of Information
Act. The second exception to the basic disclosure restrictions
excepts those disclosures which are required by the Freedom of
Information Act. When the Freedom of Information Act does not
require disclosure, however, the Privacy Act disclosure
restriction is applicakle and provides a further safeguard for
the privacy of individual citizens.

{¢) Reutine Use. Disclosures may ke made for a
routine use as descriked and published in the notice describing
the system of records. See the Departmental Manual (382 DM 5)
and Appendix 3 to that chapter for description of routina uses,

(d) Burean of the Cengug. Disclosures may be
made to the Bureau of the Census for purpeses of planning or

carrying cut a census or survey or related activity.

{(e) Statistical Research/Reporting. Disclogures

may be made to a recipient who has provided the agency with
advance adequate written assurance that the record will be used
solely as a statistical research or reporting record, and the
record is to be transferred in a form that is not individually
identifiable,.
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{f) Preservation of Records. Disclosures may be
made to the National Archives and Records Administration as a
record which has sufficient histerical or other value to warrant
its continued preservation by the United States Government, or
for evaluation by the Archivist of the United States or the
Archivist's designee to determine whether the record has such
valuea.

{g} Civil or Criminal Law Enforcement.
Disclosures may be made to another agency or to an
instrumentality of any governmental jurisdiction within or under
the control of the United States for a civil or criminal law
enforcement actiwvity if the activity is authorized by law, and if
the head of the agsncoy or instrumentality has made a written
request to the agency which maintalns the record specifying the
particular portion desired and the law enforcement activity for
which the reecord is sought.

{h) Health or Safety. Disclosures may be made to
a person purguant to a showing of compelling circumstanhces
affecting the health or safety of an individual if upon such
disclosure neotification is transmitted to the last known address
of such individual.

{i) Coqgressional Disclosures. Disclosures may
e made to either House of Congress, or, to the extent of matter
within its jurisdictien, any committes or subcommittee thersof,
any joint committee of Congress or subcommittee of any such joint
committee, This exception does not extend teo regquests made by
individual members of Congress unless the disclosure ig in
responge to an inguiry from the congressional cffice made at the
request of the indiwvidual. Consent can be inferred for any
congregsional inguiry indicating that the reguest is being made
on the basis of a written reqguest from the individual to whom the
record pertains even if the constituent's letter is not provided.

{i) General Accounting Office. Disclosures may
be made to the Goneral Accounting Cffice for the purpose of
carrying out the dutiles of that office.

{kY Court Order. Disclosuras may be made
pursuant to the order of a court of competent jurisdiction.
However, a subpoena issued aws part of routine discovery in a
court proceeding, rather tham by a judge as a specific order to
produce, is not a court order permitting disclosure under this
gxception.
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(1) Debt Ceollection. Disclosures may be made to
a consumer reporting agency in accordance with the Federal Claims
Collection Act of 1%66. This Act provides for disclosures of
information regarding overdue debts from Privacy Act systems of
records to consumer reporting agencies (i.e., credit bureaus,
etc.) under certain conditions. A dieclosure of debt/claim
information to a consumer reporting agency is permitted without
the advance written consent of the affected individual provided
the criteria prescribed in Departmental Manual 344 DM 2.3D have

haan met.

Requests for disclosures for computer matching programs should ke
carefully reviewed to determine if consent is required or if
disclosure would be compatible with the purpose for which the
records were originally collected,

(5) Safeguarding Records. Protection of personal

information in systems of records subject to the Privacy Act may
vary between systems. Each system manager shall:

{a) Develop guidelines for protecting personal
information in systems of records he or she is responsible for
administering, and submit them to the 0SM Privacy Act officer.

(k) Post warnings in records system areas to
include access limitations, standards of conduct for employees
handling Privacy Act records, and possible criminal penalties for
violations. See Departmental Manual 383 DM 8.3A, TIllustration 1,
to the chapter.

{c) BStore manual recerds in locked metal file
cabinets or in a locked room, except when the room is occupied by
autherized personnel,

(d) Store computerized records subject to
safeguards baged on recommendations of the National Bureau of
Standards contained in "Computer Security Guidelines for
Implementing the Privacy Act of 1974" (FIPS Pub. 41, May 30,
1975) .

{(2) Maintain Office of Personnel Management (OPM)
perscnnel records for administering personnel management progranms
according to the security regquirements prescribed in OPM's
requlations (5 CFR 293.106 and 107).
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() Refuse to disclose a record tc a third party
or to anyone without clear instructions. See Departmental Manual
382 DM 8 for more details for the maintenance of appropriate
administrative, technical, and physical safeguards to insure the
security and confidentiality of records and protect against
hazards to their integrity.

{6) Conduct of Emploves. All OSM employees with
access to a system of records shall be aware of the requirenments
of the act (5 U.5.C. 522a(e)), as well as regulations 43 CFR
2.52, and 383 DM 9 concerning the handling, disclosure, and
alteration cof such reccrds and the possibility of criminal
penalties for improper discleosures.

{(7) Responsiveness to Privacy Act Requests. The
Privacy Act guarantees individuals the right of access to their
records or to obtain any information pertaining to them which i=s
gontained in a system of records, and to review the records and
have copies made of all or any part thereof.

{a) Reguests shall be in writing. However, an
cral recuest may ke honored by the system manager as a matter of
administrative discretion.

(k) MNotificatiopn and Access Requests. System
managers should promptly advise inquirers of the existence of
records pertaining to them, and their rights regarding the
inspecticn of such records, if any exist.

{c) Exemption Criteria for Denyving Notification
cf Access. System mahagers responsible for an exempted system

shall decument the criteria used in denying requests for
notification of access and repsrt their acticns to the Privacy
Act Officer.

(d) Amendment of Receords. An initial decision on
a petition for amendment shall ke made by the system manager
responsikle for the system of records containing the challenged
record and must, if he or she declines tc amend the record as
requested, be concurred with by the 0SM Privacy Act Officer and
the Director of 08M or his designee. The petition must ke
acknoewledged in writing within 10 working days of receipt, if
processing is not completed. The decision to accept or reject
the petition must be made within no more than 30 working days.
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{e) HNotification, Access, Petition Denjals. A

request regarding a record may be denied if the record was
compiled in reascnable anticipation of a civil action or
proceeding, or if the record is contained in a system of records
which has been excepted from the acgeszss provisions of the Privacy
Act by rulemaking. Denials recommended by a system manager must
receive the concurrence of the Privacy Act Officer and the
Director of OSHM or his desighee. See 43 CFR 2.60-2,77 and
Departmental Manual 383 DM & for more detail concerning
notification access and amendment procedures.

{8) Fees. TUnless waived, unifeorm fees shall be
c¢harged for document duplication costs incurred in responding to
Privacy Act requests for acceess to reccrds. HNo fees may be
charged for the cost of searching for or reviewing a record in
response to a Privacy Act regquest. Fees for copying a record in
response to a Privacy Act reguest shall be charged as follows
unless the officlal responsikle for processing the request
determines that reduction or wailver of fees is appropriate:

{a) For copies of documents reproduced ocn a
standard office copying machine in sizes te 8 1/2" x 14", the
charge will be $0.13 per page.

(k) For copies of documents requiring special
handling because of their age, size, etc., costs will be based on
direct costs of reproducing the materials.

Where it is anticipated that fees chargeable in connection with a
requaest will exceed the amount the perseon submitting the regquest
has indicated a willingness to pay, the official processing the
regquest shall notify the regquester and shall not complete
processing of the request until the requester has agreed, in
writing, to pay fees as high as anticipated. (See 43 CFR
2.64(d4).)

(9} Accounting for Disclosurs. System managers shall

maintain records of disclosures made from Privacy Act systems of
records. The record should be maintained for five years or the
life of the records, whichever is longer, after the disclosure
for which the accounting is made. Record the date, nature, and
purpase of each dilsclosure of a record to any person or to
another agency, and the name and address of the person or agency
to whom the disclosure was made. (See 43 CFR 2.57 for more
details.)



ADS-1

f10) Biennial Repgrt. OSM is required to report to the
Department biennially on activities relating to the Privacy Act
in order to provide data required by OMB Circular A-130. (See
522a(s) for speciflc details.)

{a) Sysztem Mapagerz. Each esystem manager will
maintain a record of the activities of his or her system and send

it to the 0SM Privacy Act 0Officer along with the narrative
statement discussed below. The gystem managers will also prepare
statements justifying the circumstances for invelving exemptions
for regquests for notification and access. Also to be reported
are statements on actions taken to comply with the Act and
experience with the Act.

{b)] HNarrative Format.

1 Syatem managers shall send their reports
to the Privacy Act Officer in accordance with OMB regquirements as
they are published.

2 Thea Privacy Act Officer will review and
conseclidate the reports from the systenm managers and submlt the
report to the Departmental Privacy Act officer, 0Office of the
Assistant Secretary, Pclicy, Management and Budget, for
conselidation into the Department's report to OMB.

c. Routing, Contreolling and Disciosing Requested
Documents. The procedures described below should be
fellowed for the handling of Privacy Act requests. It should be
noted that all requests forwarded to the EBastern and Westarn
Support Centers and the field offices should be coordinated with
the appropriate Privacy Act Lialison Officer.

{1} Headquarters OSM Mail Room.

fa) Mail received and marked "Privacy Act
Inquiry." Enveleope is date stamped and delivered unopened to the
Privacy Act Officer.

(k) i ' "Priv Act
Inquiry."

1 Addressee opens envelopes, sScans
contents, and determinesz application to the Privacy Act.

2 Addressee stamps date and “Privacy Act
Inquiry" on envelope and contents, and delivers to the Privacy
Act Officer,

10
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{2) Assistant Privacy Act Officer.

{a} Recejves ingquiry from Privacy Act Cfficer.
1l Raviews contaents and determines

appropriate system manager.

2 Prepares and attaches form containing
routing, due date, and other appropriate instructions.

3 Posts in control log and forwards to the
system manager.

(k) ERecelves telephone advice op receipt of an

uncontre d "Privac iry" .

1 Determines that appropriate system
manager has inquiry, or requests that ingquiry be delivered toc the
Privacy Act Officer.

2 Prepares instruction form and sends to
appropriate system manager for attachment to inquiry.

3 Pouts in control log.
{3) Sysitem Manager.
{(a) Receives incuiry via Privacy act Officer.

Posts in log and acts on inguiry.

{(b) Receives ingui ne rivac
aAct Officer.
1 Informs Privacy Act Officer
2 It Privacy Act Officer advisez zystem
manager that he or she is the action cffice:
a Stamps date and "Privacy Act
Inquiry™ on document.
| ] Posts in log.

c Attaches instruction form to
inguiry upon receipt from the Privacy Act officer.

g Acts on inguiry.

11



ADS=1

3 If advised that he or she is not the
action officer, delivers the inguiry teo the Privacy Act Officer.

4 If document iz to be provided wjith no
fee required, prepares and signs letter addrassed to the

regquester, within 10 days, advising that the document is enclosed
or advises that the document will be forwarded within 30 days.

5 If document is to be provided with fee
reguired, he or she may decide to send document and note amount

of the fee due or may advise that the dcoccument is available at a
fee covering the cost of reproductiocn.

[ If agoess to gystem of records is to be

permitted, advises requester.

d. Denial Recommendaticn Preocess.

{1) System manager recommends denizsl. & memcrandum is
prepared which documents the denial criteria and the system

manager confers with the Privacy Act Officer. The Privacy Act
Officer should seek the advice of the Selicitor's Office with
regard to recommendations for denial.

{2) Privacy Act Officer concurs in the depial

recommendation. If the Privacy Act Offlcer concurs in the system
manager's recommendation for denial, the requested document will
not be made available t¢ the requester.

{3) Privacy Act Officer does not concur jin the denial
recommendatijen. If the Privacy Act Officer does not concur in
the system manager's recommendation for denial, the requested
document will be made avallable to the regquester.

{4) Directeor or his designee concurs in denial. TIf

the Director or his designee concurs in denying the request, he
or she signs a letter to the requester. The official file is
sent to the Privacy Act Cfficer for controcl and custody with a
copy of the letter to the system manager.

{5) Director or his designee does not concur in the
denial. If the Directeor or his designee negates the denial

recommendation, he or she sc indicates on the letter. The file
iz returned to the system manager via the Privacy Act Qfficer,
and a letter is prepared releasing the document or advising that
it will be available when reprocduced.

12
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Upon release of document, the offlcial file 1s sent to the
Privacy Act Qfficer.

{7) Privacy act Officer. The case status is logged

and filed in a closed or suspense file, as appropriate.

{8) System manager. Upon receipt of the
authorization, files reguest and sends official file to the
Privacy Act Officer.

e, Privacy Act Cfficer files cfficial case in a closed
file.

5. Eeporting Requirements. Biennial Report. As necessary,
Privacy Act Liaison Officers and the Headguarters Assistant
Privacy Act Officer will conduct reviews to ensure compliance
with the provisions of this directive.

6. Effect on Other Documents. Supersedes ADS-1 dated July 9,
1987. Should be used in conjunction with OSM Directive INF-3,
Freedom of Information Act.

7. References., Privacy Act of 1974 (P.L. 93-579), 5 U.S.C.
552a; 43 CFR 2.46-2.79; 5 CFR 294 and 297; Departmental Manual
Part 383, Public Access to Records.

3. Effective Date. Date of Issuance

9. gontact, Chief, Correspondence and Issues Management Staff,
FTs 268-2541 or (202) 208-2541.

i0. Keywords. Privacy Act, System aof Records, System Notice,
System Manager.

11. Appendices.
Appendix 1 -~ 0SM's Systems of Records

Appendix 2 - Privacy Act of 1974 as Amended
Appendix 3 - 43 CFR 2.46 through 2.7%
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OSM'S SY¥STEMS OF RECORDS

Systemn Name

Travel Advance File
DSM=-2

Travel Vouchers &
Authorizations
QO5M-3

Property Control
EM—-4

FParsonnel
Identification
O8M=5

Safety Files
OSM-6

Ferscnnel Security
Files
O5M-7

Employment & Finangial
Interests Statements-
States and Other
Federal Agencies
O5M-8B

Location

Division of Financial
Management

Building 20

Denver Federal Center

Denver, €Q 80225

Division of Financial
Management

Building 20

Denver Federal Center

Denver, CO B80225h

Division of Management
Services

13100 L. Streat, N.W.

Washington, D.C. 20005

Divizsion of Personnel

1951 Const. Ave., N.W.

Washington, D.C. 20240
and

A1l 0SM field offices

Division cf Perscnnel

1951 Const., Ave., N.W.

Washingten, D.C. 20240
and

All ©OSHM field ecffices

Parsonnel
Ave., N.W.
D.C. 20240

Division of
1951 Const.
Washington,

Personnal
Ave., N.W.
D.C. 20240

Division of
1951 Const.
Washington,

Appendix 1

Systenm Manager

Chief, Division
of Financial
Management

Chief, Division
of Financilal
Management

Chief, Division
of Management
Bervices

Chief, Division

of Personnel

Chief, Division
of Perzsoconnel

Chief, Divisicn

of Personnel

Chief, Diwvision
of Personnel



Applicant/Violator
Sy=stem (AVS)
O5M=9

Collection Management
Information System
{CHMIS)

GEM-11

Application for Blaster
Certification in
Federal Program
States & on Indian
Lands-Computer
Tracking System
O5M-12

Applicant/Violator
System Office

1849 ¢ Sfreet, N.W,

Washington, D.¢. 20240

Division of Debt
Managemeant

1849 C Street, H.W.

Washington, D.C. 20240

Branch of Research and
Technical Standards

1100 L Streat, HN.W.

Washington, D.C. 20005

and

Enoxville, TH: Casmper,
WY; and Albugquerdque,
HM field offices

Chief, AVS
Office

Chief, bivision
of Debt
Managemant

Federal
Blasting
Certification
Program
Coordinator



QSM'ES SYSTEMSE OF RECORDS

System Name

Traval Advance File
O5SM-2

Travel Vouchers &
Authorizations
OSM-3

Praperty Contrel
OSM=-4

Personnel
Identificatic
QSM-5 -

Safety Flles
OSM=-6

Personnel Security
Files
OSM=-7

Employment & Financial
Interests Statemants-
States and Other
Federal Agencies
OSM-8

Location

Division of Pinancial
Management

Building 20

Denver Federal Center

Denvar, CQ 80225

Divigion of Financial
Management

Building 20

Denver Federal Center

Denver, CO B0225

Division of Management
Services

1100 L Street, N.W.

Washington, D.C. 20005

Division of Perscnnel

1951 Const. Ave., H.W.

washington, D.C. 20240
and

All 0SM fleld offices

Division of Personnel

1351 Const. Ave., N.W.

Washington, D.C. 20240
and

All 0SM field offices

Division of Personhel
1351 Const. Ave., N.W.
Washington, D.C. 20240

Division of Perscnnel
1951 Const. Ave., N.W.
Washington, D.C. 20240

Appendix 1

tem

Chief, Divisicn
of Finanecial
Management

Chief, Division
of Financial
Management

Chief, Division
of Managemant
Services

Chief, Division

of Personnel

chief, Division
of Personnel

Chief, Division

of Personnel

Chief, Division
of Persaonnel



Applicant/Viclator
System (AVS)
OEM-9

Collection Management
Information System
(CMIS)

O5SM-11

Application for Blaster
Certification in
Federal Program
States & on Indian
Landg=-Computar
Tracking Systen
OSM-12

Applicant/Violator
System 0Qffice

1849 C Street, N.W.

Washington, D.C. 20240

Division of Debt
Managemaent

1849 C Straet, N.W.

Washington, D.C. 20240

Branch of Research and
Technical Standards

1100 L Street, N.W.

Washington, D.C. 20005

and

Knoxville, TH: Casper,
Wi: and Albuquerque,
NM field offices

Chief, AVS
Qffice

Chief, Division
of Debt
Management

Federal
Blasting
Certification
Program
Coordinator



Appendix 2

TEE FRIVACY ACT OF 1874
5 D.E.C. RE35]a

AR AMSAANd

§551a. Racorda maintained on individuals
(a) Dafinitions

For purposas of this sectlecn—

(1) the term Tagancy" mesns sgancy as deafined in saction
552 (a) of this titlar

{1} the terz ~impdividual” wmsans & citizen of the Onited
Statam or an alisn lewfally acmitted for permansnt rasidence:

{¥) the tern "salotaln” includes maintain, collect, use
or disssminats;

(4) the tarw “reccrd” means any ltam, collegction, ot
gqrouplng of information about an individual that is oainteinas
by an agenty, including, but not limited to, his education,
financial tranesctions, nedical bistory, and criminml oz
saploymant history mnd that contains nis namss. or tha
ldantilying rmcbesr, symbol, or othar identifying particular
aseigned £o the individusl, such as a finger or volos print
or m phatography

(%) tha tarm *system ¢f rscerds™ manna a group of sny
racoids undsr the control of any agenoy from which Iinformation
is vetrieved by the nooe of the individual ar by soza
idepklfying number, 1, or cthar idantifying particular
assigned to the individual;

(€] tha terz "statistionl rscord”™ means n racord in 2
ayaten of racerds maintained for statiaticsl remaarch or
raperting perposas only and not usad in whola or in part in
making any Astarmination abour an idewtifiable individual,
nxcapt as provided by saction 8 aof Title 13)

(¥} the term *routins usa” means, with respect to tha
disclosura of a record, the use of such record for a purposs

which i compatible with ths purpoas for which it was
colleated;

{#) the tarm “"matching prograzn~—
(A} maans xny computarized cowparimon of--

(1} +twa or wore automatad mystams of reccords or A
ayiten of racords with non-Faderal records for the
purposs of==

(I} =mésklishing or varifying tha allgibility
of, or continning copplianca with statutory apd
requlatory regqilremsnts by, aspplioants fov,
Tacipisnts or peneficiaries of, participants in, ar
provisars of services with raspect to, cash or in-
kind asaixtance or paymants ynder Fedarsl benafit
PEOJrAME, DT
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iH

(II] Tecouping paymssnts or galinquant debts
under wich Fadaral benafit programs, oF .,
(111 two or more Automatmd Fadural personnel ax
payroll syscems of records or a systam of Fadaral
parsonnel or payrall records with non-Fsdaral records,

(%) put dowe net inslude——

fi) matches performad to preduce aggTegate statis-
tical data without any parscnal idemeifiers;

{1i) marchas performed to aupport Any rasearch or
atatigtical projact, ths spucific data of which may not
e used to make decipions concerning the rights,
herafitn, or privilages of spacific individuale;

{11i) Datchex parformad, LY &0 agepay {or cosponent
thereof] which performs an lte principal function any
activity partaining to tha anforoszant ©f criminal laws,
supsaquent to the initiation of B spacific criminal eor
clvil law anforcsment investigation of a namsd pETEOR OF
perecna for ths purposs of gathering svidence against
auch parscn oY PaRrschk|

{iv] wmabtchas of T jnferzation (I} PUrsuApt to sac-
tion §103{d} of thw Internal Revenua Code of 1338, (I1})
for purposaE of Gas admipistration As dsfined in ssction
§101(b) [4) of such Code, (III) For tha purpass of inter-
omphing a tax refund dus mr individual urcex authorlicy
grantad by wacticn 464 or 1177 of the Soclal Sacurity
acts or (IV¥) for the purpose of intarcapting a tav rafund
acs on Andividusl under any other tax rafund intercapt
program authorized by statuta which has Essn deternined
by the Dirsotor of the Office ef WMapagemant and Budget
to copcain varificaticon, notica, Bnd hearing raquirmmascs
that are substantislly wimilar to the procadures in
swctien 1137 of the Sccial Securlty Aot

vy matchas—

{I} using reacords predoninantly relating to
Fadaral parsonnel, that ars arformed for reutine
administracive purposas (subject o quidance pro=
vidad Ly tha Dirsctor cf tha oftice of Managmament
and Budget pursuant to subsactien [¥))) or

{II) conductwd DY Bn RGENCY uning only rscorde
from systems of Tecorads majintained by thAT Rgancy

if the purposs of tha match is net to taka ANy AQVAYER
finanoinl, parsonnel, disciplinary, or othar advaree
action agalnst Fedaral parsonnal) or

(vl} watchas performed foT foreign oommbterintels
ligance purposas or to producs paokground checks for
ascirity clesrancas of Fedaral peracnpal or Federal
gontrActor persofnel:

the term *racipient aqency” means ARY AGARCY, Or oontracs

sor thersof, raceiving cecords concained in n system of racords
Frow 8 mquIos Adqency for use in a matching programi

the term "non-Faderal agancy” maans any Efate or looal

FOVAXTRENE, O mgancy therasf, whioh Tecaived ISCoTIS contalned in
& aystem of records fTom & BRUTCA ngency for umE i & matching
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(11) tha tarm *scurce agency” neans any agancy which discloaas
racorda comtaipad in A system of recorés to e umed in & setching
Progran, of sauy State or local governmant, ar agency thereof, which
disclosas recards o b4 usad in a aatching progras:

{13) tha Term "Federal banafit progras™ neans Ahy program
adainieterssd or fonded by the Fadetal Govarmment, or by any sgant
ar State on bwhalf of tha Federnl Gowvernment, providing cash or in-
Eind awsistance in the form of paypante, grants, loans, or loan
guarartess %o individuals; aod

{13] tha terz *Faderal pesrsonnal” means officers and smployes:
ef the Govarrmant cof the United Statas, msxbers of tha uniformed
nirvices [inoluding manbers cof the Resarve Componants), individuals
sntitled to raceiva immsdiate or defarrsd ratiremsnt benafits under
acy ratiremant progtam of the Coverhsent of the United States
{including survivor beoafits).

(B} Conditjione of disclomurw

Ho agqancy shall discloss any reeocd which is contained ip
a sysatam of racords by any seans of comsunicatien to any pareon, orF
to ancthar Agancy, exoept pursunt to a veitten requast by, cocr with
the prior wyltteh consent of, the individoal to whom the recora
pertains, unlass disclosurs of the record would bDaw-

(1) %5 thoss offlicers and smplcyess of the sgency which
maintaina the record who hava o need for the record is tha
parformatce of their duties)

{1} requirad undar secticn 352 of this title;

(3} for a routine uwae as defined in sybesction [m) (V)

2f thin ssction ans Jescribed wiler submectlon (e) (4) (D) of
this saction;

(4] to tha Bursau ¢f the Carsus faY purposss of planning or

CArrYing out & Canaum or survey or releted sotivity pursuant to tha
previslons of Title 13:

{5) to a recipient wvho hae providad the ageancy witk sdvanca
adequuete WTittsn aswurance that the record will ba umed solaly as a
Atutiptical rassarch or reporting record, and tha Fscord is to be
transfarrad 1o & forz that is not individuslly identifiable;

(6] to the Hational Archives and Records Adminimtration
a3 o ragord which ham sufficient hisrorical o other valua to
warrant its contirued prasarvation by the United States Governmant,
or for avaluation by the Archivist of the United Statas or tha

dn;ignu of the Archivist te datsrwine whather tha racorod has such
valuey

(?) %o apothar agency or to an lnetrueentality of any
govarhmental jurisdiction within or undar the comtrol of the United
Btatss for a ¢ivil or criminal law anforcesent activity if tha
activity is authorizesd by law, and if the head of tha ngancy or
instrumentality has madw & writtan reguest to the agency whicn
saiptailns tha record spacifylng the particular portieon desired and
tha law anforcement activity for whien the record is =mought;

{8} o B parsan pursuant to a showing of compalll sircum-
wtancas affecting the health or snfety of an individus] if upon

such disclosura notification is transmittez to the laat known
addrean of such individual)

{#) to sither Houma of Congrasa, ar, to the sxtent of matter
within ite’ jurimsiction, any committss or subcommittes thereot, any
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joint coumittes of Congress or mubcommittes of any such jolnt
Gonon ] St

(107 ¢o tha Comptroller Ganaral, or any of his suthorizad
raprusentativas, in the course of the perfotmence ¢of the duties of
tha Ganeral Acesupting ¢ffice;

[11) puvsuant to the ordar of a court of competant
Jurizsdiction:

{11} %o a consuner reporting syency in accordanca with
witicn 37110} of Titla 31,

(=) Aecounting of Certain Disclesuras

Each agancy, with cespsct to sach aystem of records undar its
sontrol shell--

(1) axespt for disclosurss mads under subsescticns (b)Y (1) or
(B] {2} af this wection, kesp Ah acourste accounting of==

(A} ths dats, nature, and purposs of sach
disclosure of a record to any person or Lo anckher
pgancy wads undar subsaction (b} of this maction;
and

(B] tha nams and AdJdrass of the DEIEOR Qr Agency to
whom the disclosure iz mmde)

{2} retaln the accounting mads undar parvagraph (1) of this
subasction for at lammt five yeats oy the life of the rwoord,

:ﬁich;v!r is longer, after the disclosura for which the accounting
& madk}

{3} axcapt for Aizclosuras made undsr subsaction (b (7)) of
thin section, maks the sccounting made undsr paragraph (1) of thix
spbakction avallable to the individusl namsd in the eecord at his
raguest; and

{4) inform any perscn or othar agancy about any corraction
or notation of dispute made by the agency in accordanos with
subaaction (4] of this secticn of any raceaprd that has baan

disclosad to the persan or agancy 1f an accounting of the
disclosurse was made.

{d] Accaas to rscords
Eaoh agensy that maintains a sywtem of records shall--

{1} upon reguest by any individoval to gain acoass to his
rcord or to any informakion partaining ta him which is contained
in the aystem, parpit him and upan his reguast, a parson of his own
choesing to accompany him, ©0 ravisw tha record and have & copy
oida Gf a4ll or any portion thersef jin a form comprahansikles to bim,
axeag that the aganty may regquive the individual to furnish s
written statemant authorizlpg discusmion of that individual’s
racord in the accompanylog parson’a prassnce:

{(3) peaxsit the iLndividual to regquast amendment of n record
pertaining to bhim and--

(A not latar than 10 days (sxcluding Saturdeys,
Sundays, apd lagal public holidays! aftar the date

of recaipt of such reaquest, acknowlsdge in writing
such racelipts and
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{B} prooptly, alther——

(1] make any corracticn of any portion tharsci
which tha individual hellisves is not accurata, ralavant,
cimaly, ar complatar o

(i) ipform tha individual of ita Tefusal to apand
the vacord in mcoprdance with his reguest, the raamon far
tha rafusal, tha precedures asthhlimbed by the sgsocy for
tha individual to reguast a raview of that Tafusal by the
head of the agency or an offlcar dasignatad by the head

of the agancy, and the nama and businass addreas of that
cfficinlt

{1} permit the individusl vho disagresd with the Tefuzal
of the agancy to mmand his record to raquest o raview of suich
rafussl, and net later than 30 days {excluding Saturdnys, 3undays,
and legal public holidays) from tha data on which the individoal
cequante sych Teviaw, cowplate such raview and moks & Tinel
detarmination unless, for gond cause sbown, tha head of ths agency
axtands such 0~day pariod: and 1f, aftar nis review, tha raviawing
afficial alme rafuses to amend tha re¢ord in accordance with tha
raquest, permit tha individual ta £i1m with the agency B conciss
statament satting forth tha ranscns for nis disagresmant with tha
yarfuzal of the agency, and notlfy the ipdividual of tha provisicns
for judiciel revims of the raviwding official’s detwrnination undes
subsaction {q) (1] (A) of this saction?

{4) in any disclosurs, containlng inforpaticn arcut which
the individuoal nas filed a stotemant of disagraament, HeCUTrTing
afttar tha £11iny of the atatamant under paragreph (3} =f this
subewction, claarly nots any portion of tha record which is
dipputed and provida coples of the statpsant and, 1f the agandy
desps it appropriste, copleas of a conclies staktamant of tha Tassonm
of tha agency for not making the amandmerts rejquazted, Lo RRYsonm

or cther agenciss to whom the disputad record has besn disclosed)
and

{%] notbing in this esaction shall allew an individusl sccews

to any information compiled in reasonabla anticipatlion of n civil
soticn or procesding.

(a! Agancy Tagquirkmants
Emch agency that malotaine & system of reacords shalls=

tiy majntain in ite records only such infopmation aboudt
an individusl as is relevant ard nacASBACY to ascompllizh &

purposs of tha agency reqmirsd to b acoowplinhed by statuts
or by Executive order of the Fresidenty

{1} ecolleot information to the greALaxt sxtant practicebla
dluntl.{ from the subject individual when tha inforEation mey
rasult in advarza detsrminations akout &n individual’as righte,
banatfits, and privilages urdar Federil Progransf

{3] inforp sach individual whom it neks to :1|.:|:\1-.~1-L.1
inforsaticn, on tha form which it uses to oollect the forantion
&r on & saparate for: that can ba ratainsd by the individual--

(A) the autherity {whathar grantad by statuta,
or by Exscutivae crdsr of the Prasidsnt) which
authorizes the solicitation of the information and

whathar dimclosurs of such informatlon is mandatory
o voluntary;y
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(BY tha principal purposs or FUIROBRE tor
which the informatiecn is intended to be used)

{C) the Toutine uses which oay ba mada of the
inforenticn, as published pursusnt to peragreph (4] (O}
of this subsscticon: and

(] tha affects on nim, 1f any, of not pruviiinq
all or any part of the requasted information:

{4] wubject to tha provielons of paragraph {11} of thie
subaection, publish in tha Federal Register upon sEtablimhmenit o
revision a notios of the axistencs Apd charactar cof tha system of
racorde, which notica shall include-—-

{A) tha paze and location of the aystams

{8l tha categories of individuals en vhem records
pre paintainad in the systam)

{81 thae cateagories of records maintained in the
pystam;

(D) mach routine use of the Tecords containad
in the symtem, including the categoriss of usears esnd
the purposs 4 auch usay

{E) the policiss and practlces of the agency
ragarding storags, retriavabillty, accass contrals,
patantion, and dispesal of tha recorda;

{F} the title apd business address of the

agancy officisl who isx responsible for tha systen of
COGOTHRF

{¢) tha ageancy proosdurss wharaby an individual
can be notifiad at nis raquest if tha systan of
records contains a record pertaining to himr

{H} the agency procedures wheraby an lndividual
can be notlfisd at his regquast how ha can gain socess
to any TecoTh pertainipy to him contalned in the sys-
tem of records, and how ha Oan contewt ltx content;
and

tI) +the catsgoriss of mources of raccrdm in the
syntam;

(5) maintain all recerds wWhich ars uswl by the agancy in
making ony dsteroinaticn about any individual with auch ACcuymcy,
ralevanca, timeliness, and cooplatenass as 1n TRAKTARLY necessary
to asebrs Eairness to the individual in the detsroination;

(8} prier to disspsmipating xny Tecord about &n ilndividusl %a
ANy PATBGO other than an agancy, unless the dizsesination s mads
pursuoant to subsection (b}{i) &f this saction, make resscnable
afforts to zesurs that such recordad ars aocucate, complate, timely,
and ralavant IoT agenoy purposemi

7} mainkein no record describing bow any individual
axaroisen Tights gquarantesd by tha Flrat Amendmpent ahlads
axpransly authorized by statute or by the individual akbout
whom the record ils mainteined or unlees partinent to and within
tha moopa of an authorized law spaforcampent actlvity;
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(8] wmake ressppable efforts to xervae notlce on an ipdividuml
when amy record on wach individual is mmds asveilsbls to any person
undar Compuliscry legal pFrocess whan such process Decomes a mettar
of puhlic regors)

{4} establish ruled af gonduct for paraoms involvad in the
derign, development, oparation, or maintananos of any systam of
Eacords, or in paintaining any vecard, and instreckt sach such
Fayion with ct ta much rulee ard the requiremants of this
saction, ineluding any othar rulws apd procsdurss adopted purmdant
to this saction and the panaltiss for noncowpliansy;

[10) wstablish sappropriats sdoinistrative, technical and
physical safeguards to insvre the securlty and confidantiality of
records apd to procect againet any anticipatad threate or heasrds
o their ssourity or intesrity which could yssult in eubstantial
harm, samharrassaant, lncomvanisncs, or upfAirnmess to any iodividua]
on whon informaticon is malntained;

(11) &t lsast 30 days prior to pukllcation of information
undar paragraph (4) (D) of this suppection, publish in tha Fadersl
Ragistesr notice of any nav uss or intended ume of the informaticon
in the system, snd provide san opportunity for loterssted PEISONE Lo
subzlt vritten dsta, views, or arqumants to the agencyr and

(12} if such agency is a reciplent agancy or n source agency
in & matching program with & not-FPederal EQaRSY, with rempect to
any astabliskbuant or revision of a watching am, at leamt 10
days prior to cenducting such program, publish tha Fadaral
Fagistay notica of such ascablishment or ravision.

{f] Agurcy rulas

In crdar to carry out the provisions of this saction, sach
RQunoy that zmintaine a systam of records sball Fromulgats rulas,
in agcortancs with the raquirsezents [includimg general notica) of
saction 553 of this title, which shall-—

{1) establish procaduras whersby an individual can be
netifiad in regpones to his request 1f &DY A¥pteam of racords named
by tha individusl contains & record partaining to himy

(2) define raasonoble tizes, places, and requirements
for idantifying an individual who regussts bis record or
information pertaining to hio befora the ngency mhall make
the record or information mvailable to the individual:

{3) astabllish proceduras for the disclosure to an individusl
upon bBis raquest of his record or information pertaining te him,
including specinl procedurs, if dsamsd nacasaary, for the
disclosura to an individual of wmedical racarde, including
Psychelogical racords pertaining to him;

{4) sstnblixh procadures [or reviaving a rsquest froam an
individunl concerning the masndwsnt of any record or informetion
Fartaining to the individoal, for mnkiry a detarmination on the
TEJURSL,. for an appeal withip the agescy of mn inltial adversa
Agancy determination, and for whotever additionsl maaps may ba
nacenmary for gach individual to ba able to gxercisa fully his
rights undey this sestion: and

(5] westablish feas to be charged, L1f Bny, to any i{ndividual
for making copies of nix record, excluding tha cost of any amarch
for and reviav of tha record.

The Office of the Federal Fegister shall biannially cempila and
Publish the rules promulgated undar this subsacticn and ngancy
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potices publishad under subsectlan (e} (4} of thip mmction in a Iorm
available to the public at low cast.

(43{17] Clvil reamsdiss
WRANAVAT ANy AJRNOY

(Al makes a datsralpaticn updaer subanction f[d) {3}
of this mection not to amend mn individunl ‘s record in
ascordance with nis ragusst, or faiis to make such
raviev in conformity with that subassction:

{B} rafusss to comply with an ladividusl raquest
uidar subsaction (d}{l) of this smection:

{C] fails to maintain any recerd conceening any
individusl with such accurscy, relsvance, timeliness,
and coDplateness as is neCeREArY Lo AAEUTS fairnens 1n any
detaraination relating to the gumlificstions, character,
rights, or opportunitias of, or banefits to the
individual that may bk mads on the basls of such Tecord,
and conssquently a catarmination is made which iz adverss
to tha individual: or

(P} faills te ceaply with any other provislon of this
sectisn, or any rula promulgated thersundsr, in such o wey o»
tc have an advares affact on an individual,

tha individual may bripg a civil action mgalnst the agancy, snd the
Adlatrict courts of the United Stotes shall have jurisdiction in the
Bitters under the provielens of this subsaction.

(23 (A} In any suit brought under the provislons of
wmubseaction lg) 1) (A} of thie saction, the court may order tha
agancy to smend the individual’e yacord in accordance with his
Teguast or in such other way oa the court may dirsct, In such a
came the comft ahall detarmine Thae mattar 4o NOVo.

{B} The court may semqss against tha United Etotes
raasonabla attornay fess and othar litlgaticn costs
renscnably lncurred in any case under this paragragh in
which the coxplalnant bes substantlally pravalled.

{3) (A1 In any suit brought under the provisions of
subascticn {g) (1) (B} of this section, the court way anjoin the
agancy from withhalding the records apd crder Lha production to the
cepplalonnt of any agancy regords improparly withhald frow his. In
auch a casw tha court shall determine the matter ds novo, and way
sxamine the contests of any agency racords in chmara £o deatarmits
whathar ths Tecoras or any portlon tharwaof may he withheld undee
any of tha igpe gat forth' in subkmaction (k) of this section,
and the burden is on the agency to sustain ite soctien.

{B) The court may assess against the Unitad statas
raazonnble attorney fess and cthar litigarion costs reasonably
incurred in any <ase updar this paragraph in which the
complainant has substamtially prevailsd.

{4y In any sult hrowght under the provinjons of sursactlon
(g} [1}¢{C} or (D} of thim se¢ticn in whioh the court detarminas that
the agency noted in & monner which wiks intentiomal o willful, the
E:it-d Etltl; shall be llable to the individusl in an amount agual
tha sum of=-

(A} actual damsgas sustained by tho ingividual
as 2 result of the rafuaml or Fallure, Rut in no casa
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zhall a parmcn antitled to recovery Teceiva lass than tha sum
af 51,0007 And

(B) the comts cof tha agtlon togathar with
raasonabls attornay Imas as detearminsd by the court.

(5] An actlon to sanforce apy llability craated undey thie
sactlon may ba brought in the district court of the Opiced Statas
in the distyict in which the lainant Tesidas, of has his
principal placa of business, or which thes sgandy rscords are
ajtumted, or ia the District of Columbia, withéut regard to tha
amsunt in comtroversy, within two ysars from the dats on which the
ciusm of action arises, axcapt that whers mn agency has materially
apd willfully misrepressnted any inrormation required undar this
maction to ba dizclosed to an individoal and the information o
misreprasantad is material to wstabljishmsnt of the liability of the
agancy to the individusl undmr this section, the action way be
brought at any tize within two ymears after discovary by the in-
dividual of the misraprasantation., MHothing in this section shall
be construed to authopits any civil action by reasan of any injury
sumtained as the result of a disclosure of a rezferd prior to
Saptwabar 17, 1975.

(ht Rights of lagal guardianm

For the purposss cof this saction, tha parsnt of amy wminor,
or tha legal guardian of any individual wvho has bean deslarsd to be
lnocmpetent cdus to physicsl or mantal incapacity or age by » court
of competent Jurisdicticn, may act on bahalf of the ipdividusl.

{L1i{l} crimioal panaltias

Any cfficar or shoployes of an agesnoy, who by wirtua of his
ezployment or afficlal position, ham poxsasaion of, o agcems ta,
agancy racords which contain ipdividually identifishis information
tha disclssuprs &f which ix probiblced by this section or by rulss
or regulatiohs swtablished tharsundsr, and vha knewing that
disclosuras =f the spacific matarial is so prohibiced, willfully
disclosas tha matsrial in any Darcar €4 ApY parssh or BgQancy not

Antitled to recelve it, abell B guilty of a sisdensancr apd fined
not mors than §5,000.

(2] Apy cfficer or amployes of any agency whe willfully
maintaing & eysten of records without westing the notics reguire-
mants of subseaction [w) (4) of this macticn shall ba guilty of a
wigdemeanor and fined pot more than 55, 000.

{3} Any parssn whe knowingly and willfully raquests ox
obtains any racord concerning an individual from an agancy under

foles pretansas shall ba guilty of a wmisdemsanor and finad not mora
than 35,000.

(1) Ganaral axsepticnm

Tha hesad of any agancy say prowulgeta rules, in accordance
with tha requlrenents (including gensral ncotice) of sectione
SE3(B) (1), {2}, and {1}, (o), and (a] of thiw title, to weewpt any
syatam of records within tha ngeancy fivm any part of this ssction
axrcant oybsections (bB), (o){l] amd (2), fe)({4)(A} through {F},

iiiiﬁif (Fy, (9), {10), apd (11}, and (1} 1f tha Eystem of racards
——

(1} weintained by the Central Intalliganca AQuncy; or
(2} wmintajned by sn agency or compomant tharecof which

parfurue as its prinoipal runction mny sctivity pertaining te tha
snforcemant of criminml laws, inoluding policw afforts to pravant,
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control, or readuce orime or to apprehend criminals, and tha
potivitles of prossoutors, ocourts, oorractlonal, batisn, pardon,
or parcle avthoritiss, and which conaiste of (A) formation
complled for the purposs of identifying individusl criminal
offenders and allagad offandars and consisting only of {dentifylee
data and notations of arrwets, tha naturs and disposition of
criminal chargas, ssntsncing, contfiasment, xelesss, ond parols and
probation statum; (B} ipformstion compiled for tha purpose of a
criminal investigation, jnciuding reports of informamta and
investigators, and assocjiaced with an ildentifiable inaividusl: or
[C) reports idantifiable tc an individual compiled at mmy stage of
the prooses of anforcamant of the crizinal lawe 2rom ayrest or
indictment through ralssaw rfroa supervision.

At the time rulas ars adocptad under this submaction, the agency
shall include in the ctatesant requirsd under sacticn E%3 (o) of
this titls, the remsans why the systaw 5f records is to ba axsmptad
Irom a provieian af this section.

(k) Spscific sisopticns

Tha head of any mgancy may promulgeata rulas, in accordancs
with the reguirszents (ipcluding genaral notica) of sacticne
$51ibY (1), (2], and (3], (c)., apd (%] @f this title, to suempt any
systen aof raecorde within the sgency Irem mubasttions {c) (2}, (&),

(W) f1), (m)(4){G)., (H), and (I] and (£} of this maction 1f the
syacan of records ls=-

(1) subjsct to the provisions of saation 5320k} (1)
of this titla;

(27 investjigatory patarial compilad for law snforcemant
purposes; othar than matarisl within the scope of subsection (1] (2)
ol this ssction! EFroyidsd., howeyer. That if any indjividusl is
denied any right, privilags, or benafit that ha would ctherwiss ba
antitlad by Fedurnl law, or for which he wvould otherwiss ba
aligible, as & result cf the maintenance of such materisl, such
zatarisl shall bs provided to such individual, eXcept to the s¥tent
that tha dieclosurs of such matarial would reveal the issntity of m
sourca who furniched infermatiepn to the Governmant under An exprass
promize that the LlAantity of the amiccs would ba hald in
canfidenen, or, prior 4o the affsxctive date of this section, under

ap jmpllied promiss that the ideptity of the source would be hald in
confidenos;

{3 maintained in connection with previding procactive
sarvicss to tha Prasildsnt of the United S¢stes or other individumls
pursuant to sesticn 1056 of Title 14}

{4} raguired by statuts to ba maintained snd used sclaly as
stakistical racords;

{5) investigatory material compiled solely for thw purpoma of
deternining avitability, aiigibnility, or fualificatiosns for Fedarsal
olvilian ampl nt, military sarvice, Federal contiacts, or acoass
to clamsifisd information, bat ehly to the sxtent that the dis=
clomura of wych matarial would ceveal the idantity of a sourcw who
furnishes ipnformation to the Governnent under an axpress proziss
that the identity of the source would bs held in confidence, or,
prlor tz= the affective date of this seotion, under an implied

promiss that the idantity of the source would be hald in
eanlidence;

{6] tesrting or sxamination macerial used molaly to determine
ipdividusl qualifiontions for appolinthant or promotion in the
Fadarnl marvice the disclosurs of which would compromise the'
abjeactivity oY fairness of the testing or sxaminstion procass! or
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(7 wsvaluation matarisl used to detarzine potwptial for
prometion in the arsed services, but conly £o ths axtent that the
disclosurs of such pataxianl would raveal the identity of a sourcs
who furnished inforsation to the GoOvernmant under An s¥prasas
Fromise that the ldentity of the source would ba twld in oonfj-
danca, or, prior to the sffactive data of this mactlon, undar an

implisd promias that tha idertity of the scurcs weuld be hald in
confidancy,

At the tima rules are adopted under this subsaction, tha agancy
#hall lholude in the statemsnt required undsw waction 553(cy of
thiz ¢itle, the reasons why the system of records is to ba
arappted from a provision of this meactian.,

(1) (1) archival racords

Bach agency #soord which ia ascepted by the Axchivist of the
United Etates for storage, Frocagking, and servicing in sccardance
with asotion 2103 of Title 44 shall, for the purposes of thiws
sectlan, be considered to ba maintsined by the agency which
deposited the rscard apd shall b subject o the provisjconm of thim
waction, The Archivist of the Dpited States mhall not discloss the
Tecors axcapt to the agency which nnintaise tha r&cord, ar undar
Tulas sstablished by thyt agency which ate not inconsistant with
the provisions of this asction.

{2) Each agency record partaining to an ldantiriably
irdividusl which was traomfaried to the Eatisnal Archives of the
Unjted States aw a record which bam wifficigpnt historical or othar
valus ©o warrant its coptinued Framarvation by the United States
Govarnmant, prisr to tha wffectiva data of thix saction, shall, for
ths purpases of this ssction, ba conmidared to be malyt el ty tha
dational Archives and shall not ba sublect to the provisions of
this section, axcept that a statament ganerally daseribing such
racords [modaeled nfter the raquiremsnts relating to rscopds subdact
te mubsactions (8) {4} (A} throwgh (G) of thia saction) shal! he
Published in the Faderal Ragister.

{3) EZach agemcy racord Partaining to an ldentifiable
individual whish is Eranafsrrad te the National Archivas ot tha
United States a4 o recors which has sufficiant historical or othar
value to warrant its contiruad Frasarvation by the United States
Governmsnt, on or after the affactive date of this saction, shall,
for the purpomen of this mection, ke cenmidersd to ba maintaingd by
the Natiewmml Archives and shall be sxespt frew tha Taquirsmants of

this ssction excapt subsections (#) {4) (A} through (G) and (®) (9] of
thio section.

(m] Govarnmant contractors

{1} Whan an agency providas by u centract for tha operation
by or on hakalf of the agency of A system of records tao accempl lah
&N agency function, the srcy skall, conmistent with jtm
sutherity, cause tha ra TEmSRta of this section to by appliad to
pach wystam, Por purposes of mubssotian (1) of this mectien any
sach contractor apd Ay amployss of much ocontractor, if such
cemtragt ls agraed to on or aftar tha affactive date of thig
section, shall be considaced to be an amployes of an Aganay.

(1} A consumar raporting sgenoy to which a record is dipg-
Closad under secticm 3T12(F) of Titla 11 thall not ba considerea a
wontiactor for tha purposes of this daotian,

(o} Malling lists

An jindividvual‘s nape ard addrase zay not he snld or tentad by
AN agency unless such agtiaon im spacifically agthorized by law,
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This provision shall not be commtrusd to requirs the withholding of
nanas and addressas ctherviss parmittsd to be made public,

(9] Hatehing agragmente— (1) Ho rscocrd which iz contmined in a
systam of records may ba discloses to a recipisnt agancy or non-
Fedsral sgenoy for use in a computar matching program aMsept
pursuant toc B writtan agreaszent patwvssn the source agency and the
racipient sgency or non=Fadaral ageancy specifying—-

{A) the purposs and lwgal suthority rfor conducting the
FrogTom;

{(A) tha Justirication for the progran and the sntieci-
pated results, incivding a speaclfic satimate of any savings;

£} a descpribticn &f the recopds that will ba matshed,
including aach daca slement that will De ussd, the spproximats
numbay 2f raeords that will be matched, angd the projected
starting and completion dates of the watching progream:

{D} proosduras for providing ipdividuaslized notice at
tha tiza of application, and notice paricdically thersaftar
as diracted by tha Date Integrity Board <f such agency
(abjnzt to guldance providad by the Director of the Cffica of
Hanagament and Budget pursuant to subsactlon (v)), toe=

(i) applicente for amd reciplents of financial

ns;iltln:u or paynents under Federal bepefit programs,
an

(i) applicants for and holdeis of powitions as
Fadaral perscnnal.

that any infarmatien provided by such applicants, racipients,
holdars, ond indivichisle may be subjest o verifiostlion
through =atching programs:

(E] procedures for verlfying inforsation produced in
sach zatchindg program as requirsd by subsection {p]:

(F) proosdures for the retentlon sl timely destyuction
of ldentifiabla racoyds created by =z recipisnt agemcy or non=
Fadaral agency in sueh matching program)

(3] proosduras for snauring the stpinisteative, tech-
nical, and physical sacurity of tha records matchad and the
reasults @f such programa:r

(H} prohibitions oh duplication and redisclosurs of
racords provided by the seyrse sgency within or outaids tha
resipinent agenoy or the non-Federal agency. axcapt Yhera
raquired by law or esssptlal to the conduct of the matching
Program:

(1) procsdurss governing the uss a peciplant agancy
or non-Fadaral agenoy of racords prnmidzg in a :Etuhin;g
Prograzm by a anuros agency, inciuding procsdurss governing
raturn of the records tc tha sdurcs agency or destrigetion of
razords used in much program;

(7] informwation ot apssssmsnts that have Sesn made on
the accuracy of the records that will ba used in such
matching program) aod

(K] that tha Comptroller Genurnl Bey Nave zocouss %o all
racords af a reciplent agsncy or o non~Faderal agency that tha
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Comptroller Ganaral dasme neceasary in order to womitor or
varily compliance With the agresment.

{2} {A} X copy of sach agrsamant shtersd into pursusnt to
paragrapk (1) mhallew

(1} ba traoseittsad o the Comaittes on Covernmmsntal
Affajrw of tha Sanate and the Comalttes on Covernmant
cparations of tha Houws of Reprasantatives: amd

{ii) be avallsble upon reguest to tha pukllie,

(B) MNa such agreamant shall be sffsctive until 10 days
aftar tha date on which such a copy is transmitted pursuant to

mubparagraph {A) (1}.

(C]  Such an sgrassant shall Temain in effect only foo
wuch period, not to axcasd 13 montha, as the Data Integrity
Board of the agency decarnines ls sppropriste in light of tha
purposes, and langth of tims necesssary for tha comduot, of the
matching program.

(D] Within 3 mootha prior to the sxpiration of such an
Agraszant parsuant to subparagraph (T}, the Data Intagrity
Board of the agancy =zay, withéut additicn Tevisw, ranav ths
matching agresmsnt for a ourtent, ongoing matching program for
BOL BOrE than ona additional year if=—

{1} much program will ba conducted witheut any
changs; mrd

(i1} wsach party to the agrasmant cartifies to the
Banrd in writing that the program has besn conductsd in
ctwplianca with the agraswsnt,

(B Verificmtion and Opportunity to Contast Findinge-- (1] In
orier Lo proteact any individual vhoss racords are used in matching
PICqTAme,; ha reoipimnht agencoy, nen-Pedaral RgENTY, Or SoUrGe agency
BAY suspand, tarainate, reducs, or maka & final danisl or any
financial assistance or poyasnt upder a Federal banefit program to
such individunl, ar taka othar saverss action agninst such
individusl ax & reasylt of informaticn Froduced by such matching
programs, until an officer or aeployes of such agancy haw
independantly verified such information. Such indepandent
varification nmay he satisfian by varification in accordanos with
(A) the reguirewsnts of paragraph (2): and (B} any additional
raquiraments geverning werifleostion grnder such Fadaral bangfit
PTOTEAN .

(1] Insspendent verificating refarssd to in Faragraph [1)
raquiree lodaperdant investigation and copfirantion of any
inforwation used ax a bawim for an advaras aotion againat an
individusl imeluding, whers applicabla==

{d} thea apgunt of tha sEsst or incoms invelved,

{B] whather such individuml sctumily has or had access
to such assat or incoms fer such individual ‘s oWn usa, and

{¢] the pariod or periods when the individusl actually
had such smswt or incooe,

(3} Ho rlcigi-nt Agency, non-Fedaral agency, or seurcs Agency
WRY wuspand, tayminate, reduce, or maka & final danial of any
financinl amsistance o poyzent uRder a Federal bensflit progeaz to
any individual desoribed in paragraph (1), or take other adversa
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action agalnst suech individual as a rasult of intorsation preduosd
by & matching progras, (A) nlans such individusl has receivad .
nutics frow such mgency containing a ststement of its findingm and
ipnforping the irdividual of the opportunity t¢ contast such
findings, ard (B} until the subsaquant axpirnticn of any notics
paricd providel by the Prograa’s law or- regulations, or 30 dAyE,
whichever is later. BEuch epportunity to gentest may ba astisfisd
by notics, hearing, aod appsal rights goverming sush Fadaral
benafit program. ‘The sxercise of & such rights wkall not affect
pny rights avellabls under this sectian.

{4] Notwithstanding paragra {3}, an AgEncy may take any
apprepriats action stherwiss p ited by such paragraph lf tha
agancy Astarminss that the public nsalth or public safety way be
afdvarpely nffectad or significantly thraatensd during the notics
paricd required by such parageaph.

tq) senctions— (1] gotwithetanding any other provizsion of law, o
apurce agenay may dimcloas any reccrd which ia contained in a
systam of racorde fo R caclplant agency or nor—-Fadaral for &
matching program if suth source agercy has raanon to Eelleva thak
tha requirasents of subssg¢tion {p}, or any matching agramsant
sntarad into pursuant to subsection (o), oF roth, nre not Daing wet
by such racipisnt mgency.

{2} Wo soiFCe BQERCY =AYy ranev & matching agreezent upless—

{R) *ha recipisnt agenoy 5% non~Fadersl ngancy RS
cartifiad that 1t has conplisd with tha provisions of that
agraasant: ared

{B? the suurCe adgency ham no remsch to belisve that the
cartification is inaccurita.

{r} Raport <h nAV FYStAns and zateRing pECJTARE

Zach agency that proposes to wetakblish -or maks & significant
c¢hange ln & system of racords ox B matching program sahall provids
adaquats advapes notice of any such ptoposal {in duplicats) ta the
Committes on Governmant gparctions of the Bouss of Reprasantatives,
tha Committes an Goverrmantal Affairs of the fanats, and the Offiom
af Managazant and Fudget in order to parmit an evaluation of tha
probable or potantial affect of such proposal oo the privacy or
other righte of indiviceals.

(8] Bisnnial raport

Tha Tresident mball blennially subsit to the Spaaker of the
¥youse ¢f Reprasantatives and the Prasidant pro tanpors of the
SEenate & Teport—

{1) dasoribing the actions <f the Dirsctor of thae ¢ffice of
Hapagament and Budget pursuAnt tc maction 6 of the Privacy Act of
1574 during the precading two years?

{21 GSwecyibing the axercims of inAividus]l Tights Oof aoosdk
and spandment umdar thic ssctien during such yearat

(3] idantitying coanges in or adaltione to zystams of
racotis)

(4) containinz such othex inforpation cepturning admini-
stration of this sechich as aay D8 Recassary of usaful to tha
Congrase in reviewing the sffsctivenass of this asction in carrying
cut the purpomss of the Privacy Aot of 1974,



4. - . ——— I

(£} Effwct of cthar laws

{1} Ho agency shall Tely on any axenption contained in
saction 553 of this title to withhold from an individusl any rscord
which is othmrvise sccescible to mach individual updar tha provi-
plons of this saction.

{Z) Ho agancy shall rely on mny axamption in this maction
to withnold fros an individual any racord which is ctherwiss
poceswible tc such imdividusl under the provisions of ssotlon 532
of this titls.

{u} D[pta Integrity Boards-- (1) Every agency conducting or
participating in a matching progras shall astablish a Data
Integrity Bomrd to oversas ard cooydioate among tha various
comporants of such agancy the sgency's implemsntation of this
sacticn.

f2) Each Datm Integrity Boars sball <cneiat of sanisr
wfficials dexignated by tha head of the agency, and shall inslude
any manicy official Sasignated by the hasd of the agency am
raaponsible for implewantation of this section, and the inwpectar
gacaral of the agency, 1f any. Tha inspactor ganarnl shall not
darva as chairman of the Data Integrity Board.

(3} Each Datm Integrity Beard--

{A! shall revisw, approve, and maintain &l writtan
agresments tOr raceipt or dimclosure of agancy Tesords for
satching programa to ensurs cosplisnen with submectlon (&),
and all ralavant statutes, requlstions, and gquidslines;

{B} =hall review all matching progra=ms in vwhich the
agancy has participated durieg the yenr, aither as a source
agancy or racipient sgency, datarmine cezplinncs with
applicabla laws, requlatisns, guidslines, and sgency
porensents, and sesess the costs and panafits of puch
Programs |

{¢] shall review all recurring matching prograze in
which the agancy bax participatad during tha yaiy, slthar as
A Zource aghpey or raciplent agency, for continusd
justification for such disclosuras:

(f1 shall compile sn annual report, which shall be
sukmitted to the head of tha agency and tha Orfice of
Managaxent and Budget and mads svallable to the publlo on
requast, describing the matening activitiss of the agenoy,
ipcluding——

t4) matching prograns in which the Agancy ham
participated as o source Ageancy or reciplent agamey!

{i1) Dakching agpessants propossd under subsection
(9] that wers disapproved by tha Board:

{11i) any chonges in msabarship or atructure of the
Baard in the precsding yearr

fiv) tha reasons for any walver of ths raquirsmant
in paragraph (4} of this wection for completion and
submiseion of a coest-benatit analysiz prior to tha
approval of a matehlng programy

{v) any viclations of matching agreemants that have
Desn alleged or idaptifiad and eny corractive action
taksn; and
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{vi} »any other information reguirsd by the Dirsctcr
of tha Office of Manogemant and Budget to be included in
suobh reporsr

[E) .lhlll marve am a clesaringhouss for receiving and
providing information on tha mocuracy, completsnass, ardd
reliability of records used ln matching programat

(F} =hall provida interpratation and quidsnce to agancy
SOFpOnAants And parzonnal on the ragulrazantcs of this saction
for matching programsf

{@) shall revisw agancy racordkesping apd disposal
pollcisa and practices for watching progrems Lo nEsunw
corplisnce with this ssckion: and

(K) may *sview ond report on any agancy Batching
activitias that are not matching programs.

[¢) [A) Excapdt as provided in subparagraphs (B} anpd (O3, =
Dates Integrity Board shall not approva any written agraszant for a
mtohing progra® unless tha agency has oouplated Aapd pubmictes to
such Board a coft-penafit snalysin ¢f the Droposed PIoQIRR and such
wnalysis demcastrates that the peegram is Likely to bs cost
sffectiva.

(2] Thns Bonrd may wAive the resguirsments of Eubparagraph
(A} of this {nruqnph ir it detsrmines In writing, in
aocordanca with quidelines prescribe2 by tha Diracter of tha
Offica of Managament and Budget, that a comt=henafit analysie
is not raaired. ’

(€] A comt=panefit sanalysis shall net ba requirad under
sukparagraph (A) prior to the initial approval of n writtan
Aqteemant for a matching program that is spaclifically
required by statuts. AnY subsegquent writtsn agrasment for
sudth B progras ghall net be approvad by ths Data Integxity
boar2 unlszs the sguncy has submitted a cost-banefit analysin
of the program as conhictesd under the precading approval of
such agrssazant,

(3) (A} If a watching agraement im disapprovd by a Cata
Intwgrity Board, any party to such agreamsnt oay appeal tha
dipspproval to ths Direoter of the Office of HManagament and Budget.
Timaly netics of the filing of such on appasl shall ke rrovided by
tha Diractsr of tha offiocs of Mapsgement and Budgat to the
Committaw on Governmantal Affaips of tha Ssnate and the Cozmmittes
on Govarnmant Operatiops of the House of Reprasantatives,

{B) The Dirmctor of the Office of Management apd Budgat
Why Approva & matching agresment netwitheeanding the
disapproval of s bata Integrity Beard Lf the Director
detarmines that==

(1} tne metching progran will ba consimtant with
all wpplicale legal, regulatory, and policy
raquiremants)

(il) there is adaquate svidence that the natching
agresment will ba cost-effective) anst

(1lil) the metchipy prograz is in the Fublic incareet.
(F) The desision of the Dirsctor tc approve s matchimg

AgréAmant shall rot cake effect until a0 doys after it is
Taportsd to cozmittass described in subparagraph ().
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(D} If tha Data Inteqgrity Board and the Directst of tha
office of Mansgemant and Budgst disapprove n metching pregram
propossd by the lnspsctadc gensral of an ngency, the [T
genersl say repert the disapproval to the heand of the agensy
ard to the Congrweks.

{6} Tha Diractor of tha Office of MAnAgedsnt and Budget
sball, anhwaily Juripg the Zirat 3 years after the daote of
snaatuant of this subssction and hisnnially tharssfter, oconwolldate
in a report to the Congrsas the information containsd in tha
reports from the varicus Data Integrity Honrds undar paragraph
(3% (B} . Such report shall iocluds detailed Information about costs
and benefits of matoching prograns that are conducted curing the
paricd coversd by such consollfated report, and anall identify wech
vaiver granted by a Data Integrity Board of tha reguirasesnt far
complsticn and sumission of & comt-baneflt anslysis snd the
ranmons for granting the walver.

(T} In tha raports ragquired by paragraphs (3) (D) and {&),
agancy matching aetivitias that are set zatehing programs may ba
reperial oN AR AQUEWgAta basis, If and to the axtant neceassary to
E:uﬂﬂ‘- mg law snforossant of ceuntarintalligence

vestlgntions.

{v] Gfficea of Managsment And Budgat Hamponeibilitiew— The
plractor of tha Office of Managemant and Budget sball-—-

(1} develop and, attear noticw amd réunity for public
copmant, prescribe guidelines apd requlatlons for the use of
Aganciae En izplecenting the provisions of this section; amd

(2} provide ceatinuing mesistance t¢ and oversight of the
jsplawsptation of this wacticn by sgencies.

Tha fallewl apztiopns vara originally part of the Priveoy Aot but
vara not fied:

Eac. 7 (a)({1l} Xt shall bs unlawful for any Fadaral, State
of local goverrment agensy to dany to any individusl any right,
banatit, & prlvilege providsd by lav bacause of such ipdividuoal’s
tefussl toc dimcloms his soclal security aecount roamber.

(2] tha provisione of paragrash (1} of this subesction
sball not agpply with respect to—

(A} any disclosura which iw raquired by Fedaral
statuts, or

(® any disclomurs of a social sscurity mmbar
To any Fadaral, State. or local agency =aintaining a
syataw of yacords in axistanca and cparating bafoxrw
January 1, 1873, if such dizolosurs was requirsd under
statuta or ragulation adoptad prior toc such date ©o
varity the igsntity of an individuoal.

[{-}) Faderal, 3tate or local gaveciment agsnoy wvhich
reyuestys an individoal to discloss his social mscurity account
mapber shall inform that individusl whether that disclosucs is
aandetory or volupntary, by what statotory or other authority such
numtear is salislted, apd whoat uses will be safe of 1t.
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The following ssctions were originally part of P.L. 100=303, Thw
Cozmputelr Natching aod Privacy Protact Ackt of 1983,

Sec. & Tupctions of ths Dirwcter of tha Offioce of Manageamant
and Budgat.

{b) Izplessntation Guildance for ARSndmnts=- Tha Diractor
ahall, pursuant to asction 35an(y) of Title A, United Statas Code,
deveicp guidelines and regulations for the uss of aguncies in
implasanting the awenidmants made by thiw Act not later thar 8
monthe After tha date of soactwent of this Act.

Sac. % Fulss of Constraction.

Fothing in the amendmsnts pade by this Act shall ks construed
o autborire—-—

{1] the sarablishment or saintehance by ony hganey of a
national data hapk that coubhines, mecgas, or links information
en individoals maincained in systams of records by other
Feadaral aganclies;

{2} the dirsct linking of computerizeld aystams of recorile
maintained by Faderal agencime;

{31 +the computer matching of racords not otherdise
autherizsd by law; or

(4] the dimclcaurs of recoyds for computar natohing excspt
to a Faderul, State, cr local agancy.

Bac. 10 Effective Dates.

{a) In Generul— Excapt as provided in subsastion (b}, tha
amsnanants made by this ACt shall taks affsct 7 moénthe aftar the
date of snmccomant of this Act.

{b} IExcaptions=- The amsndmant sade ¥y sacticns 3{b) [Hotice
of Hatching Programs = Report Tt Congress and tha Office aof
¥anngament apd Pusgat], & {Fumctions of the Directer of tha Ccffica
of Managspsnt and Pudget], 7 [Compllation of Rulss and Notlces] and
B [Anmual Repart] of this Act shall take sffect upen enectmant.
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mmda.:rnrmmthaduentmutptuf
msrequut,ormthedntanthis
most Tecent reAponse to o request for
more D , he may apply to the
Department of the Interior Oversight
Commlttes for Seourity, T.8. Depart-
ment of the Interiar, Washington,
0.C., 20240, for & decixion on his re-
queat. The Commities must render &
decision within thirty (30} days.

tey Form of decision and eppeal fo
geersight Commiilee for Securfiy. In

thewentthatth&humutuwhtnhn--

requeat 19 assigned or the Chief, Divi-
slon of Enforcement and Security
Mum:ement,inthemaufarequm
.usiin&dm.h.im.detarmjnuthatthe
| requested information miust remsin
classitied by reason of the provisions
. of Execative Order 11652, the request-
er shall be given prompt notification
of thai decisioh and, whenever posal-
bie, shail be provided with a bried
gtatement 88 to why the information
or materisi cantiot be declagsified. He
ahall also be advised that if he desires
he may appenl the deteymination Lo
! the Chalrman, Department of the In-
- terior Overgight Committee for Beouri
ty, 7S. Department of the Interior,
¢ Washington, D.C. 20340, An eppeal
. fhall Inelude a tnded statement ax to
why the requester disagrees with the
declsion which he ls appesling. The
Departroent Oversight Commiites for
Security shall render ita decislon
! within thirty (301 days of receipt of an
[mmmmmmmummitm
:-sha.uhenuthurimdtnmrunﬂﬂplwi-
: puz detarminations in whole or in part
' when, In itz judgement, contihued pro-
tection Is no longer required.

! i) Appeal lo Interagency Clessifice-
itin:mRmrimnnc.'umm.'u:i&ew.‘E'i"'l:u::nwart-l:u&
EDepnrtmmt. of the Interior Oversight
F Commiites for Security confirma a de-
! terminatipn for continued classifics.
:ﬂmltahﬂlmmﬂtrthamm
and advise him that he 15 entitled to

| tahlished under section 8(A) of the Ex-
recutive Order 11862, Buch appeals
;nha.u be addresasd to the Interagency
. Clagsification Review Committee, the
“Executive Office Building, Washing-
vton, D.C. 20800.
™ {m) Supgesticns and compleints, ANy
person may also direct suggestlons or

§2.48

oomplaints with respect to the admin-
istration of the other provisiona of Ex-
sctttive Order 11852 and the NEC Di-
rective by the Department of the Inte-
rlor to the Department of the Interior
Overslght Committes for Becurity,
U.8. Depsrtment of the Interior.
Wuthington, D.C. 20240.

[40 FR 7308, Feb. 19, 1075, as amoanded st 47
PR 18527, Aug. 31, 19311

- Svbpart D—Prvacy Act

Sovemr; 40 PR 44505, Sept 38, 197D,
unlat atherwiss Dotad.

F24E Purpose amd scopa

Thia subpart containg the regule-
tlons of the Department of the Interi-
or implementing section 3 of the FPri-
vaoy Act. Sections 2.47 through 257
deseribe the procedurss and policles of
the Departmient conecerning meainte-
nsnce of recerds which are subject o
the Aci. Sections 280 through 2.08 de-
scribe the prooedure under which inds-
vidunls may determine whether sys-
tama of records subject to the Act con-
tain records relating to them abd the
procedurs under which they may seek
pecess to exizting records. Sections
2490 through 2,77 describs the proce-
durs under which individuals may pe-
tition for amendment of records sub-
ject to the Act reiating to them. Sec-
Hots 279 lists records systems that
have baen exempied from certain re-
yuirements of the Act.

[43 FR 58583, Dec. 22, 1933]

ALds Definithons,

in) Act Aa used in this subpart,
u et means section 3 of the Privacy
Act, 5 U2.C. 55l

{h} Bureai For purposes of this sub-
part, a “hurean” is any constituent
buresn or office of the Depariment,
including the Office of the Besretary
and eny other Departmental offlee.
(e Frfividual. Az uzed In thix sub-
part, “individual” means & cltizen of
the United Statea or an alisn Iawiully
admitted tor permanesnt residence,
(d) Maintain As used In this sub-
part, the tartn “maintain” includes
majiniain, collett, use or disseminate.
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§2.47

(2} Record. As used in this subpart,
Ypacord” means any item, collection,
or grouping of information about Rn
mdividual that is maintained by the
Department or & asau thereof, in-
clnding, but not lealited to, education,
financial {ransactions, medioal history,
and criminsl o smployment history
and that containa the indlviduad’s
name, or the i{dentifying number,
symbol, or other identifving particular
mzsigned to the individusl, such as &
finger or voice print, or & photograph.

(1] Syatem of records. As used in this
asubpart, “Aystem of records” means a
group of any records under the control
of the Department or 8 bureau thereof
frem which Information is retrieved by
the name of the Individusl or by some
identliving number, symbol, or other
identifying perticular aagigned to the
Individusl,

(g Medical records. An used i this
enbpart, "medical recorda” means
records which: relate to the |dentifica-
tion, prevention, eure ot alleviation of
any dissase, Mness of Injury including
peychologlenl digorders, alecoholism
and drug addiction.

{h) Ofice of Personnel Moncgement
personte!l records. As need in the sub-
part, “QOffice of Perzonne]l Manage.
ment personnel réecords" meana
records maintained for the Office of

Monogement by the Depari-
ment and used 10T persOIel Manage-
ment Programs or processes such as
development, re-

porting purposes culy and not used in
whole or in part in making any deter-
mination about an identifiabla individ-
usmi.

{]) Rouline use. As uged in thix sub-
pArL. “routine use” means A use of &
recard for a purpoae which is compatl-
bl with the purpose for which it wae
collected,

{k} System: noficr. As uaed in this
gubpart, “aysiem notlce” means the
notice deacribing a systetn of records
required by 5 UE.C. 562aieX4) to be
published in the Prosmar RIGISTER
upon establishment or revision of the
aysiem Of records,

43 CFR Subdile A (10-1-88 Edition)

(1) Syatem maneger. As uaed in this
subpart. “system manzger” maans the
otficial designaied in 5 aystem notice
as having administrative regponsibility
for a syatem of Tecards.

tm) Deparimentol Privacy Acl O
cer. As uged to this subpart, “Depart-
mental Privacy Act Officer™ means
t.higﬂicialmt.heomn;nimm
ant Secretary—Palicy, Budget -
minjgtration chargad with responaibil-
ity for assixting the Assiatant Hecre-
tary—Policy, Budgst and Adminictra-
tion in carrying out the funotions as-
sligned in this subpart and far eoordi-
nating the activitles of the bureaus of
the Department in carrying out the
functions which they are amigned In
this subpart.

(n} Bureau Privacy del Officer, As
tsed in this subpert, “Buresn Privacy
Act Officer” meahs the official within
esach buresu assigmed Tesponsibility
for bureau implementation of the Aot
antid the regulations of this subpart.

(0} Working day. As used In thia sub-
part, “working day"” means & regular
Pederal work day. It does not mcluds
Baturdays, Sundays or public legsl
holldays.

[40 FR 44505, Bept. 18, 1578, A mumetided at
17 FR 35127, Aug. 31, 1965; 48 FR GGREL,
Tec 22, 19835; 53 FR 1T40, Fab. 9, 1941]

F247 Records sabject to Privacy At

The Privany Act sppliss to all
vrecords,” ax that term Is defined In
§ 2.46(e), which the Depariment matti-
taitis In & “system of records,” ae that
term s defined 1n § 3.48(1).

B248 Bmdasrds fer maintanance of
records sabject o the Avt

() Contend of records. Records sul-
ject to the Ari shall contain only such
Information about an individusl as 18
relevant and nacssaary o accompligh a
purpose of the agancy required to he
aceomplished by statute or Executive
Order of the President.

{b) Siendards of cocurocy. Records
subject tn the Act whith are used in
making any datermination about any
individual shall he maintained with
such accuracy, relevance, timelihess,
and completensss ax is reasonably nec-
epyary to assure Inirness to the individ-
usl in making tha determination.
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cey CollecHon of tnformaiion (1} In-
fotmation which may be wsed in
making determinations about an indl-
vidual's rights, benefits, and privileges
under Federal programs shall, to the
greateat extent practicable, be onilect-
ad directly from that individual.

(2} Inn deciding whether eollection of
information from an individeal, a8 ob-
posed to » third party zource, 1s practi-
cable, the rollowing factors, eamong
otherg, may be :

(i) Whether the nature of the infer-
mation gought is such that it can oniy
e obtatned from a third party.

(ii) Whether the coat of
the information from the individusl is
unreasonable wien compared with the
onst of collecting it from a third party,

{{ii} Whether there is & risk that in-
formation collectsd from third parties,
if Inaccurnte, could result in an ad-
verse detarmination to the individual
concerned;

(%) Whether the information, it sup-
plled by the individual, would have to
be varified by & third party; or

{¥) Whether provisions can he made
{or verification, by the individual, of
Eimum collscted from third par-

3.

id) Adpice to individuals concerning
uses of information. (1} Each individ-
ual who & saked to supnply information
about nim or hersel! which will he
added to a system of records shall he
informed of the bagls for rvequesting
the information, how it may be used,
and what the conasguences, U any, are
of not rupplying the lnformation.

{2} At 3 minimum, tie notice to the
individual must state;

(1) The suthority (whether granted
by statute or Executive Order of the
President] which authorizes the sollei-
tation of the information and whether
diaclomare of such informaiion s man-
datory or velantary:

¢ii> The principal purpose or put-
poses for which the information is in-
tended to he 1aed;

clily The routine uses which may be
made of the Information; and

{iv) The effects on the individual, U
any, of not providing all or any part of
the ragquested iInformation.

(2%1) When information Is collected
on 1 standard form, the notice to the
individual shall be provided onm the

§2.50

form, on a tear-off sheet attached 10
the fnrm. or oOn a gseparate sheat,
whichever is most practical.

i1y When infortosilon ia collected by
an Interyiewer, the interviewer shall
privide the individual with 8 written
notice whish the individual may
retain, If the interview i conducted by
telephone, however, the interviewer
may summarize the notice for the in-
dividual and nesd not provide a copy
to the individual mless the indlvidual
requests a cODY-

(ki1 An individue] may be asked to
acknowledge, i writing, that the
notlce required by this pection has
been provided.

(e) Recards concerning ociiviiy pro-
tected by the First Amendmeni No
record may be tnainiained describing
how any individusl exercises rights
guaranteed by the Piret Amendment
to the Constitudon unless the mainte-
nance of the record is (1) expressly au-
thorized by atatute o by the individ-
usl about whom the record s main-
talned or {2) pertinent to and within
the scopes of an smthorized law en-
forcement aetivity.

(40 FR 44605, Sept. 28, 1815, e amended st
43 TR BB56S, Dec. 22, 1985)

B 249 [Reserved]

5250 Federal Register nutlcen describing
sysiems of recards,

(e} The Privacy Act requires publica-
tion of & notice in the FeokRAL REGIS-
TER describing each system of records
subdect to the Act. Such notice will be
published prior to the establishment
or & revislon of the system of records.
3 U.8.C. Bi2acend).

¢h} Each bureau shall notify the De-

tal Privacy aAet  Officer
promptly of any modificstions or
amendmerita which are required in the
then-cuttent notlce dexcribing =a
system of records for which It is re.
sponsible.

ir} A buresu degiring to extablizh a
new pystem of records or a new use for
an exigiing system of recotds =hall
notify the Departmental Privacy Act
Ofticer, no fewer than ninety <90) ¢al-
andar daya in advarce,

[48 FR B6863, Dac. 1T, LRE3]
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2.1

AZE Asswring inlegrity of records.

(n) Statutory requirement The Pri.
VACY Aot requires that records subject
to the Aot be maintained with appro-

to protect amainst any wnticipated
threats or hasards to thelr sscurity or
h:ta:rmrwhlchmulﬂmultmuuh-

form, records subject to the Privacy
At shall be maintained in 4 manner
oommensurate with the sensitivity of
the imformation eontained in  the
system of records. The foltowing mini-
mum safeguards. or safeguards afford-
ing comparable protection, are appli-
eable ta Privecy Act syatems of Tecords
sontaining senxitive information:

1) Areas in which the resords are

quirements of § 152 and state that the
Privacy Act coniains & eriminsl penal-

area in which the records are main-
tained or regularly used shall be occu-
pied by authorized personnel or (i)
acoceas 10 the records ghall be reserict.
ed by their storage in iocked metal file
cabinetz or o locked room.

ed by thelr storzge i locked metal Iie
cabinets of & locked room.

(4} Where e locked room 1a the
method of security provided for o
Eyatemn, the burean regpongikble for the
Eystem shall supplemsnt that gecurity
by {0) pmviding lockable file cabinets
or containers for the records or (il
changing the lock or locks for the
room &0 that they may not be opened
with 5 master key. For the purposes of
this paragraph. 8 master key 15 a key
which may be used to open Tooms
other than the room containing
racords subject to the Privacy Act,

43 CFR Substitle A (10-1-88 Editlon)

unless those rooms are nitiized by offi-
ciale or emmployees authorized to have
acease Lo the records subject to the
Privacy Act,

(o} Records mainiained in computar
wed form. When maintained in com-
puterized form, records mabject to the
Privacy Act shall be maintainad, &t &
minimum, subject to aafeguards hased
on thoas reconmmesndesd in the Nattonal
Bureau of Standard's hooklet “Com-
puter Becurity Cluldelines for Imple-
menting the Privacy Aot of 1974"
{May 30, 1975, and any mipplemetits
thereto, which are adequate atid ap-
propriate to agsuring the mtegrity of
records i the gystem.

() Offce of Perzoanel Management
personnel records. A system of records
made up of Offles of Personnel Man-

maintained under the gecurity require-
ments set out in 5 CFR 204.108 and
293.107.

{e} Bureau responyibiNiy, (1) The
buresu responsible for a system of
recorids shall be reaponsible for asmr-
Ing that speciflc procedures are devel-
oped to asmire that the records in the
gyatem are maintained with aseority
meeting the requirements of the Act
and this section.

{(2) Thes¢ procedures shall he
writing and shall be posted or other-
wisa perindileally brounght to the atien-
tion of employess working with the
records contained in the system.

(40 FR 44806, Bept, 285, 1873, as nmended at
13 FR 53383, Der. 32, 198%]

3252 Conduct of employess,

(n) Hendling of recorda subiect io the
Aci Empioyesx whose duties require
handling of records sublect to the Pri-
vacy Act shall, at all times, take care
to protect the integrity, security and
contidentiality of these records.

Ch) Disclosure of reconds, No employ-
e of the Department may dizclope
records subject to the Privacy Aot
unleas dixclosures {5 permitied under
¢t 2.56 or Iz to the Individual fo whom
the record pertains.

(e} Alterulior of records No employ-
e of the Department may alter or de-
stroy B record subject to the Privacy
Act uniers (1) guch Blteration or de-
gtructinn 18 properly undertaken In
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the course of the empioyes's regular
duumortz}aunhmnﬂonurda-

struction s by a decinjon
under {§ 2.70 through 2.7% or the decl-
alon of u court of competent jurisdin-

tion.

(d) Bureau rexponsidility,. The
buregu responsible for s system of
recards shall be reaponsible for asmpe-
ing that employees with nocess to the
syEtem are made awars of the require-
menta of this section and of 5 T80
ER2aiiX1), which imposes criminal

dirclozing & tetord about an Individusl
without the writien request or congent
of that individual unisss dinclosure is
permitied under one of the exceptiona
lsted in § 2.56 (b} and (),

3253 Goverament contracts,

{a) Regquired conéraci provisions
When 8 contract provides for the oper-
ation oy or on behalf of the Depart-
ment of a system of records to necom-
plish & Department function, the con-
tract shali, comaistent with the Depart-
ments authority, causs the redutre-
ments of 5 U.5.C. 55la and the regula-
tionz contained in this mbpart tg be
applled to such syatem,

(b} System mencger. The head of
the burean responaible for the con-
Wact zhall desjgnate a regular employ-
¢e of the bureau to be the manager for
mam of records operated by a con-

T.

§§ 254258 (Reserved)

5256 Diseloswrr of returdy,

(8) Prokibition of disclosure No
record cootained in a system of
records may be disclosed by any means
of commenjeation to any person, or to
Enother agehey, axcept pursuant to
written request by, or with the prior
Wwritten consent of, the Individua] to
whom the record pertains,

(b)Y Generul exceptions. The prohibi-.
tioh contained in paragraph (a) does
not apply wioere disclosure of {he
record would be:

{12 To those officers or employees of
the Department who have a need for
the record in the performance of their
duties; or

(2) Requited by the Freedom of In-
formaticen Act, 5 TU.8.C. 552,

25
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(e} Specific excepiions. The prohibi-
ton contained in paragraph (R) of this
section doss not apply where disclo-
gure of the record wonld be

{1) For & routine use ag defined Iin
§ 246{]> which han been destribed [n g
system notice published in the Prbes-
AL REGISTEE; )

(2) To the Bureau of the Cenaus for
purposes of planning or cartying out a
CenAu% OF survey of related activity
pursuant to the drovizions of Title 13,
TS, Code,

3 To a recipistit who has provided
the system mahager responsibls for
the aystem In which the
maintained with advanee adequate
writtan assurance that the record will
be uped solely as a statistica] ressarch
or repotting record, and the record iz
to be transterred In a form that is not
Individually identifiable;

() To the National Archives and
Records Administration am 2 record
which has aufficlent historical or
ather value to warrant it continusd
preservation by the U.8, Government,
or for evaluation by the Archivist of
the Thited States or the designee of
the Archivist to determine whether
the record heg auch value:

(5) To ancther agency or to an in.
strumnentality of any governments] ju-
risdiction within or under the egntrol
of the United States Inr a civil or
criminel law enforrement sotivicy if
the activity 19 suthorized by law, and
If the head of the agency or inatrp-
mutg.nltt;r has m.m:u a written request
t0 the Departmen apecifying the par-
ticular portion desited and the iaw en-
forcement activity for which the
record is sought:

{§) To a person pursuant to a show-
Ing of compelling circumstances af-
fecting the heaith or safety of an indgi-

vidual if upon such tiotifles-
tiony is tranemitted (o the Inst known
addresa of auch individual:

(T} To either House of Congress, ar,
to the extetit of matter within ita=ju-
Hadiction, any committee or subeom-
mittee thereof, any joint committee of
Congress or sobcommittes of ANy such
joint committes;

(8) To the Comptroliet General, or
any of his suthorized representatives,
In the course of the performanee of



a1

82457
the dutiea of the General Accounting
Office;

{§) Pursaant to the order of 5 court
of oompetent jurindiction; or

{10) To a conaumer reparting Lgency

accordates with section 3(4) of the
PFederal Claims Collection Act of 1988,
as amended (31 T.8.C. 3T11().

(d) Repiewing reconds prior o dis-
closure. (1) Prior 1o any disclosure of &
record about an ndividual, oniess dis-
closure ta required by the Freedom of
Information Act, restonable efforts
sonll be made to aspure that the
records are acourate, complete, timsly
and relevant for agency purposes,

{1} When & record 1= dizclnasd in con-
nsction with a Freedom of Informa-
tion request made under Sunbpart B of
this part and it 13 appropriate and ad-
ministratively feanible t0 ¢o g0, the re-
caester shall be informed of any infor-
mation known to the Department indi-
cating that the record may not be
fully securate, complete, or timely.

(40 FE 44300, Bept. 10, 1975, s amended nt
48 FR. 56664, Dec, 22, 18£83; 60 FR 45114,
Oct, 3D, 19558]

2257 Aecountny for disclosures,

{a) Moinienonce of an accounting.
t1y Where & record {3 discloged to any
person, Or to another agency, under
any of the specific axeeptiong provided
by §3.66 {(c), an accounting shall be

(3) The accounting ahall record (1)
the date, natare, and purpose of epch
diacloaure of & record to gEny palANn O
to another agency and (1) the name
and addreas of the parson or agency to
whom the digclosurs was made.

(3) Accountings preparsd under this
gection shall be maintained for at least
filve years or the life of the record,
whichever i3 longer, after the digclo-
sure for which the accounting is made.

(h) Accasy to accountings. {1) Excent
for sccountingn of disclosorss made
under § 2858{cN5), accountings of all
dizrlozures of o record ahall be nade
availabls to the individoal to whom
the record relates at the individuad's
request.

{1 An individusl dexiring access (0
.an accounting of disclosures of a
record pertaining to the individual
shall mubmit a request by following
the procedures of § 2.63,

43 CFR Subtitle A {10-1-8B Edition)

ie} Notification of dizclosure. When
& recon] B disclossd pursoant to
§ 2.88(cXE) as the repult of the order
of B court of competent jurisdiction,
reasonable efforia sghadl be made to
notify the individual to whom the
raootd pertains as sopn as the order
becomes o matter of public record.

[40 PR 44305, Sept. 18, 1975, ax amended ot
43 FR 0E5E4, Dec. 22, 1953]

S 25R—258 [Raeserved]

4260 Basquest for notification of exin-
ence of reconds: Bubmbkasion.

i) Submission of requests. {1¥1) In-
dividuals desiving to determine ander
the Privacy Act whether o system of
records containe records pertaining to
them shell address inquiries to the
system manager having responaibility
for the system unless the system
notice deseribing the system treseribes
or permita gubmission to some other
official or officiaie.

iy I » system notiee deseribing a
system requires individuals to contact
more than two officialy concerning the
exigtence of records in the system, in-
dividunals desiring to determine wheth-
€T the sywtem containg records pertain-
ing to them may contact the system
manager for assistanes in determining
which offinial ix most likely to be in
posaeseion of recards pertaining to
those individuals,

{2) Individuals desiving to determine
whether records pertaining to them
ar« maintained in twe or more ayatems
zhall maks 3 2eparate Inquiry eoncern-
ing each system.

b} Form of request. {1) An Inquiry to
determine whether s pystem of recorda
contains records pertaining to an inds-
vidusl shall be in writing.

(2} To insure expeditious handiing,
the request shall be prominently
marked, both on the envelope and on
the face of the request, with the
legend “PRIVACY ACT INQUIRY."

{3) The reqguest shall state that the
individusal is seeking information con-
cerping eecords pertaining to him or
hersel! and shall supply such sdditlon-
al identitying information, i any, as is
called for in the system notice deecrib.
Ing the syatem.
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{4) Individuals who have resson o
pelleve that information pertaining to

dude such information in the requesk.

(40 FR 44605, Sept. 26, 1073, as amended nt
48 FE §43584, Dec. 1%, 1983

§2481 REeguests for noilfication of exht-
ancs of records: Action on,

(a) Decizions on regquest. (1) Individ.
uais inquiring to determine whether a
gystem of records contains records par-
taining to them shal! he promptly ad-
vised whether the system contains
records pertaining to them unless ()
the records were compiled in ressona.
ble anticipation of & civll action or pro-
eesding or (i} the system of records iz
an¢ which has been excepted from the
notlfieation proviglone of the Privacy
Act by ralemeking (§ .79

(2} If the records were compiled in
reasonable anticipation of a civil
action or proceeding or the system of
recorda ia one which hns been except-
ed from the notification provisiona of
the Privacy Act by rulemaking, the in-
dividusis will be promptly totifled
that they are not entitled to notifics-
tion of whether the system oontains
records nertalning to them.,

(b)Y Aufharily to deny regquests. A de-
cizlon to deny n request for notifica-
tion of the existence of records shall
be made by the sysiam manager re-
sponaible for the system of records
concerning which Inguiry has been
made and shalt be concurred in by the
buresu Privacy Act officer for the
buresu which maintaing the system,
provided, however that the hesd of a
burean may, in writlhg, require (12
thit the decizsion be made hy the
hurean Privacy Act officer and/or (2)
that the bureaun head's own coneir-
rence in the decislon be obtatned,

(e) Form of dacision. (1) Ng particu-
lar form 18 required for a decision in-
torming individuals whether a system
of records contains records pertaining
to them.

(2} A decision declining to Inform an
individual whether or not s system of
records contaitys records pertaining to
hhi.l;:unr her shall b In writing and
ghall:

§2.62

(1) State the bagis for denial of the
requast.

(1) Advigke the indlvidual that an
appeai of the declination may be made
to the Asizstant Seoretary—Polley,
Budget and Adminiztration pursusat
to § 2685 by writing to the Privacy Act
Officer, Office of the Assiztant Secre-
tary—Policy, Budget and Adminisira-
tlon, U.B. Department of the Interior,
Washington, DC' 20340,

{iff) State that the appeal must be
received by the foregoing official
within twenty {3 working days of the
dace of the decision,

i3) If the declslon declining s re-
quest for notifieation of the existence
of records Invoives Department em.
ployee records which fail under the ju-
rigdiction of the Office of Personnel
Management, the ndividusl shall be
Informed in a writtan reaponses which
shall;

(1} State the reazons for the denial.

(11} Inciude the name, position title,
And addreas of the official reaponsible
far the denial.

(ily Advise the indilvidual tkat an
appeai of the declinziion may be mads
mly to the Assistant Director for
Workforee Information, Personnel
Systema Overslght Oroup, Office of
Personnel Mansgement, 180 E Street
NW., Washington, DC 20415.

{14) Copies of decigiong declining a re-
nuest for natification of the sxistence
of records made pursuant to pars-
graphe (e)2) and (eX3r of this section
shall be provided to the Departmental
and Buresu Privacy Act Gificers,

[48 FR 568584, Dec. I, 1983, a5 amended a1
32 FE 2749. Feb. 9, 1988]

§262 Raguests for sccesx ta records,

The Privacy Act permita individuals,
upon request, o gain access to thejr
records or {0 any information pertain-
Ing to them which is contained in a
system and to review the records and
have a copy Inads of all or any portion
therenf I A form comprehensive teo
them. 5 UB.C. 552adXx1). A request
Tfor acceas shall be submitted In ar-
cordance with the procedmres in this
subpDatt.

{43 FR. 58604, Dec. 22, 18581]
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§2.63

SLE2 REaquasts for asosss to records: Bobs
rilaadbon.

(n) Submissian of requeris, (1K1 Re-
quests for access to regords shall be

(i) If a system notice describing a
system requires individuals to contact
more than two offivials eoncerning
socess t0 records in the system, indi-
vidusls dexiting to request access to
records pertaining to them may con-
tact the system manager for sasigtance
ih determining which official iz moet

E

{62 The request shall supply such
ldentifying information, if any, as s

43 CFR Svbtitle A (10-1-84 Edition)

called for in the system notice describ-
Ing tha system.

(&) Requeste falling to meet the e
quirements of this paragraph ahali be
returned to the requester with o writ-
ten notics advising the requester of
the deficiency in the request.

(40 PR U505, Bept, 34, 1075, as umendad nt
48 PR B8565, Des. I2, 16331

2244 Roynesls for sccesm io records: Ind-
tial decision.

(a} Decisiony on regquesie, A request
made under this subpart for access to
# record ghall be grantad promptly

arcess provislons of the Privacy Act by
rulemaking {§ 2.79).

{b) Authoriiy fo deny reguesis 4 ds-
cision to deny a request for access
under this subpart ahsll be made by
the system

{2) A decision denying = request for
access, In whole or part, shall be in
writing and anall:

(i) Btate the beain for denial of the
request.

(i) Conialn & statement that the
denial may e apbealed to the Anslat-
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Cffice of the Secretary of the Imterior

ant Secretary—Policy, Budget and Ad-
ministration poarsuant to § 2656 by
writing to the Privacy Act Officer,
Office of the Assistant Secretary-—
Polioy, Budget s Administradon,
178. Department of the Ioterior,
Washington, DC 2240, .

(i) Beate that the appsal must be
received by the foregoing officlal
within twenty (30) working days of the
date of the decirlon

{3) If the decialon denying a request
for access Involves Department em-
picyee records which fall under the ju-
rigdiction of the Office of Peraonnel
Management, the individosl ahall be
informed In & written response which
shall:

(1) Etate the reasons for the denial.

1) Inglude the name, position title,
and address of the official responsibie
for the denial.

(1} Advise the Individual thai an
appeal of the denial may be made only
to the Assitant Direcior for Work-
force Information, Pemonnel Systema
and Oversight Group, Office of Pex-
sonnel Menagement, 1000 E Strest
NW.. Washingion, DC 20418,

{4) Copies of decizsiona desnying re-
quesiz for accosss mades pursuant W0
rarmgraphs (eX2y and (oM3) of this
saction will he provided to the Depart-
mental and Bureau Privacy Act Offl-
CRYS.

{4} Fees, (1) No feen may be chorged
for the cost of searching for or review-
ing a record in response to & request
made under § 2.83.

(2} Fees. for copylng a record in re-
sponse Lo & requast made under § 2.83
ahsail be charged in aceordanes with
the schedule of charges contained in
Appendix A to this part, unless the of-
ficial rezponxihle for proceseing the re-
quest determines that reduoctlon or
walver of fees 13 appropriate.

(3 Where It 13 antidipated that fees
chargeabls in conbection with a re.
quest will excesd the amount the
person submitting the request has in-
dicated s willingness to pay, the offl-
clal processing the reguest anall notify
the requester and shall not combiets
proceesing of the request until the re-
quester han agreed, in writing, to pay
fees g high &g are anticipated.

§ 265

(40 PR 44505, Sapt. 28, 1075, a8 amended at
48 FR BEBRED, Dec. 23, 1953; 53 FR 1744, Fah.
9, 1833]

A 265 Regquests for wotlflcatbon of exisi-
enee of records and for sccess to
reconde: Appeals,

ia: Right of eppeal. Except for ap-
penls pertaining to Offlke: of Peraonnel
Management records, indlviduals who
have bean noilfied that they are not
entitled to notification of whether a
system nf recordr contains records per-
taining t0 them or have heen denled
acceas, [ whole or part, to 8 requested
record may abipseal 0 the Assisiant-
Secretary—Policy, Budget and Admin-
istration.

{b} Tims for gppecl (1} Ab appeal
must be received by the Privacy Act
Officer no later than twenty (200
working days after the date of the inl-
tial decislon on & regquest.

{2y The Asgistant Secrefary—Policy,
Budget and Adminkstration may, for
good cause shown, extend the time for
auhm anion of an appeal if & written re-
auest for additional time i3 recelved
within cwenty (20) working days of the
date of the Initial decisjon on the re-
quest.

ic) Form of appeal (1) An appesl
shall he in writing and shall attach
coples of the initial request and the
declsion on the request.

{1> The appeal shall contain a brief
statement of the reagons why the ap-
pellant belleves the decislon on the
initial request to have been in srror.

(3} The appeal ghall be addresaed to
Privacy Act Officer, Cffice of the AR.
siztant Secretary—Policy, Budget and
Administration, U.8. Department of
the Intericr, Washington, D.C, 20240.

{d) Aciion or appeals {1) Appenis
from deciziona on initisl requests made
pursuant 10 3201 and 2.83 shall he
decided for the Department by the Aa-
sistant Secretary—Policy, Budget and
Administration or an official designai-
ed by the Assistant Secretary after
ernzultatlon with the Solicitor.

{2} The dedzion on an appeal shall
be i writing and shall state the basis
for the decislon,

(40 FR #4508, Eept. 26, 1PTY, a3 amended at
4E FH 56596. Dec, 21, 1982; 53 FR 2940, Fah.
¥, 19881
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§ 1466

2258 Roquests for necess to reconds: Bpe-
cial slbusbions.

(n) Mrdical recornds (1) Medical

and the resords will he disciossd to
that doctor.

(b Imapection in presence of fhind
party. (1) Individuals wishing to in-
spect lecords pertaining to them
which have besn opened for their in-
spection may, during the

(40 FR 44508, Sept. 34, 1975, an amended &t
43 PR 34345, Dec 33, 19881

H?.l’l'-—l.ﬂ_ﬂ [Resarved]
270 Awsndmeni of records.

complete, vB.C.
552a)(2). A request for amendment
of a record phall be sutmnittxd In ac-
cordance with the procedures in this
subpart.

[48 FR 56383, Dec. 21, 1PE3)

8271 Petltioms for amendment: Submis.
whory amd form.

(a) Submiwrion of pelilions for
amendment. (1) A request for amend-
ment of & record ghall be submitted to
the systetn mansger for the symtem of
records emtaining the record unless
the mysters notice dezeribing the
system prescribes or permits submis-
slon ta a diffeyent officinl or officiala.

43 CFR Subtitle A {10-1-88 Edition)

arcceas to the racord and has inspected
or been given a copy of the record,

{b) Form of petition. (1) A petition
for amendmant ahafl he in writing and
ghall epecifically identify the record
for which amendment is sought.

(3} The petition shaill state, In detafl,
the ressons why the petitionsr be-
lievea the record, or the objectionable
portion therecy, {s not accurate, rele-
vant, timely or complete, Coples of
doruments of avidence relied upon in

Of thess reazonx shall be mib-
mitted with the patition.

{1) The petition shall state, specifi.

the record, the petition ahal propose
specific langusge to lmnlementi the
changes.

(48 ¥R 56885, Dec. 21, 19311

12772 Petilions for atezndnsemt Process-
ing and iniital deciaion.

(a) Decizlons on petitions, In review-

the criterla set oot in § 3.48. In sddl-
tion, persobnel records phall be as-
semped agalnet the criterin for deter-
mining record quality publizhed in the
Federg] Personne! Manual end the De-
patrimetital Manusl addition thereto.
th} duthority to decide. An inftinl de-
ciglon on & petitlon for amendment
may be made only by the aystem man.
ager responaible for the aywtem of
records  ocontnining the challenged
record. If the systam manager declines
to amend the record as requested, the
bureau Privacy Act officer for the
bureay which mainiainge the aystem
must coneur in the declsion, provided,
however, that the head of 5 buresn
may, In writing, require (1) that the
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11l

oOtfica of the Sucretary of the: Imterier

decision be made by the buresu Priva-
ey Act officer andfor (1) that the
purean head’s own concurrence in the
decislon be ohtained,

ic) Acknotwledgemant of receipl
Unleas procesaing of a petition 1= com-
pieted within ten (10) working days,
the recaipt of the petition for amend-
ment shedl be acknowledged in writing
by the ayatem manager to whom it is
directad.

(d} I'nadeguate pefifions. {1] If a pe.
tition does not mest the requirements
of § 2.T]1. the petitioner shall be ao ad-
vized and shall be told what additional
information must be submitted to
meet the requirements of § 2,71,

{21 It the petitloner fajls to submit
the additionn] information within a
reasonable time, the peiition may he
rejected. The rejection shall be in
writing and shall meet the reguire-
ments of paragraph (e} of this section,

{e) Form of decizion. (1} A decislon
on B petition for amendwent shall be
in writing and shall atate conciasly the
basis for the decidon.

(2) If the petition tor smendment is
rejected, in whole or part, the pstition-
er shall he informed In a written re-
sponaes whinh shall:

{1} State comcissly the basiz for the
decisicn,

(11} Advise the petitionsr that the ye-
jertion may be appealsd to the Asgint-
ant Secretary—Policy, Budget and Ad-
minhkstration by writing to the Privacy
Act Officer, Office of the Assigtant
Secretary—Policy, Budget and Admin-
intration, T.8. Dapariment of the Inie-
Tior, W DC 20240,

(I} State that the appeal mugt be
recelved by the foregoing  offtcial
within twenty (20} working daya of the
declsion

3} I the petition for amendment in-
Volves Department employee records
which fall

In whole o part, the
petitioner shall be informed {0 » writ-
ten respomee which shall:

{1) Btate conecisely the bagis for the

o1
(i) Adviss the petitioner that an
Apneal of the rejection may he made
mrsuani Lo b CFR 267.306 only to the
it Director for Workforce In-
iormation, Personnel Syatems and

§ar3

Oversight CGroup, Office of Personnel
Mansgement, 180 E BStrest NW.
Washington, DC 20415

(4) Coples of rejections of petitions
for ameshdment made pursusnt to
prragrapha {(#X3) wnd (eX3) of this
section will be provided to the Depart-
mentel and Bureau Privacy Act Qffi-
CEFE.

{f) Impiemeniaiion of initial deci-
sion. If a petition for amendment !s
accepted, In whoie or part, the bursau
maintaihing the record ahall;

(1) Correct the record accordingly
and,

{2) Where an accounting of disclo-
Sures has been made pursuant to
§ .57, advise all previoux reclpients of
the reoord that the correction was
made and the substance of the correc-
tion,

[40 FR 44505, Sept, 28, LETS, na amended at
L gl:l BAGOY, Dec. 22, 1983; 53 FR 3760, Peb.
8, IBEET]

#2723 Petitloms for amendmanty Tine
limits for processing.

{n) Acknowladgement of receipl. Tha
acknowisdgement of receint of a petl-
tion required by § 27 ¢} shall he dis-
patched not later than ten {107 work-
ing daym after receipt of the petition
by the aystetn manager responsible for
the systemn containing the challenged
record, unlsss o decision on the petis
tion has been breviously dispatched.

(b} Dervizion on pelition. A petition
for amendment shall be procesyed
Proioptly. A determination whether to
accept or reject the petition for
amendment shall be made Wwithin
thirgy (30) working days after receipt
of the petition by the system manager
reaponaibie for the system containing
the challenged record.

(c) Swrpenzion of Hme Hmit The
thirty (30} day time Imit for & deci-
slon on a petition shall he suspended Lf
itlanmrytunuﬂiythepeuuuw,
burmuant to § 2.Y2(3), thai additional
informatlon in support of the patition
is required. Hunning of the thirty (307
day time Umit shall resume on reesipt
of the additional intormailon by the
ayatem manager responsible for the
system  containihg the challenged
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§274

(d} Erienmion: of bHwme (1) The
thirty (30) day time Umit for o decl-
&lon on & petition may be extended If

{f) A decixion on the petltion re-
quires analynts of woluminous record
or repords;

i) Bome or all of the challenged
records must be colieriad from facHI-
ties other than the facility gt which
the affjcial responeible for making the
decixion i3 located,

(ii} Homs or al of the challenged
records zre of conoern to another
bursan of the Department or gnother
agency of the Federal Government
whoae assistance and views ares being
sought in proceszing the request.

{3} If the officiadl responsible for
making a dacision on the petition de-
termines that an extension is neces-
aary, the official zhall promptly
intorm the peatitloner of the exteneion
and the date on whicth o deciston 1s ex-
pected to be dispatched,

(40 FR 44505, Bept. 38, 1978, an pmendsd at
44 FR 58064, Dec, 22, 1983; 53 FR 3750, Feh.
2, 13841

1274 Petitions for smendinment: Appenks.

{a) Righ! of cppedl BExcept for ap-

Pollcy, Budget and Administration,
th) Mme for eppenl. (1) An appeal

43 CFR Subsitle A (10-1-88 Edition)

pellant balieves the decision on the pe-
tition to have besn in error.

(3) The eppaal shall be addressed to
Privacy Act Officer, Office of the As-
sistant Secretary—Policy. Budget and
Adminigtration, TU.8. Debartment of
the Interior, Washington, D.C. 20240,

[40 FR 44300, Bept. 24, 1075, a8 mmended at

47 FR 38335, Aug. 31, 1B82; 53 FR 3750, Feb.
i. 19a8]

1275 Peiltimx for amendment: Actian on
appwals.

is axpected to be dizspatehed,
(¢} Form of decision. (1) The final
on a0 Appeal shall be in

AfeNaT,

(i1} Of the procedures esiablichad by
5297 for the Ming of the satement of
dizagresments

tion of the Departaent, a hrief state-
memt by the Department summarizing
fts remsons for refusing to amend the
Tecord;
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office of the Secretary of the Interier

riv? That prior recipients of the chal-
jenged record will be provided s coby
af oy statement of disbute to the
extent that an asoounting of disclo-
sure was maintained: and

iv) Of his or her right to sesk joadi-
¢jal review of the Department's refugsd

eonlingly; and

(i) If an accountiy of disclosares
has beent made, advias &ll previoua re-
cipients of the record of the amend-
ment and its subatanee.

(40 PR 44505, Bept, 28, 1975, a3 nmended at
483 FE W05R%, Dec. T2, 1983; (3 FR 37150, Frehb.
g, 1488)

5276 [Heserved]

3277 Statements of dagresment.

(a) Filing of siotemeni 1f the deter-
mination of the Assistant Sscretary—
Policy, Budget ami Administration
under § .78 rajects in whole or part, a
petition for amendment, the individ-
ual subtmitting the petition may fils
with the sysiem manager for the
system contalning the challenged
record & concise written staterment met-
ting Iorth the reasons for dissgree-
ment with the determicatlon of the
Departinent.

{h) Drisclosure of stcismenis, In any
diselosure of & reeord containing infor-
matlon sbout which an individual has
flled a statement of disagreement
under this pection which ocours after
the filing of the statement, the disput-
ed portion of the record will be clearly
noted and the recipient shall be pro-
vided coples of the statement of dis-
agreemeni. If appropriate, a concise
atatement of the reasons of the De-
martment for not making the request-
ed amendments may also bhe provided
to the recipient.

duree to asaure that statements of dis-
agreement filed with them shall ba
maintained in suech & way A8 to sasue
dissemnination ¢f the statements to re-

5279
ciplents of the recopds to which the
statements pertain.

{4 PR sabad, Dec, 223, 19831

278 [Feserved]

§L79 Exzemptions.

in} Criminal low  enjorcemend
recoris exempt under 5 TSC
SEpiiy2y, Purmuant w b TIC
552a1%3) the following systema of
repords have been exempied from all
of the provisions of 5 U.8.C. 552a and
the regulations in the subpart except
paragrapha (b), (2 (1) and (2}, (eH4)
(A) through (¥, (e) (8}, (T), {82, (1),
and ¢11), and {1 of § U.B.C. 551a and
the portions of the regulations in this
mibpart Implementing thess pagg-
graphs:

{1) Investigailve Case File Syatem, Interi-
at/FWa-a0.

(2] Law Enforcemant Services Eystesm, In-
terlor/BIA-1E.

{3 Law Enjorcoment Statistienl Heaporilng

{by Lato enforcemeni reconds exempt
under § UL5.C. 552 kX2, Pursuant to
5§ TLE.C. 5520k X2, the following s¥s-
tems of records have been exempied
irom paragrapha <ex3), ¢d), (eXi)
(aM4} (), (H), and (I, and () of 5
8.0, 5528 and the provisionx of the
regulations in this subpart implement-
ing these paragraphs;

(1) Investigative Records, Imterior/Oifice
of Inspestor Canaral—2,
(21 Permits System, Interior/FWS-11.

(1) Civll Trespeus Ceae Investigatlons, In-
tarlor/BLM-18.

(5} Employee Conduct Investigations. In-
terlor/ BLA-20.

(8)-07) (Reserred]

{8) Employes Financiul Irregularities. In-
terine /HPE-17.
31'“} Trespaes Casas, Interior/Reclamatlon-
(1) Litigation, Appeal ari Case Files
Bystetn, Interior/Offlea of the Balicitor-1 to
the extsnt that it conxisia af mvatigatory
materinl compiled for Inw enforcement per-

DOSBs. .
(11) Fndangered Spacies Licenses Jystem,
Interior/FWE-14.
{121 Inveatigative Case Pile, Incerior/
mNa-a0.
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