II.G.

6)

()

8}

b} Education, which includes classes and seminars designed to provide
managers, o0wners, users, and custodians of information and information
technology resources with a general understanding of how to implement,
security measures and how to determine if security breaches have ooccurred.

¢) Training, which includes more in-depth and formal classes designed to
provide owners and users, especially information technology professionals,
with the ability to perform risk analyses, design protection programs, and
evaluate the effectiveness of existing security programs,

Acquisitions and Procurements. It is essential that appropriate safeguards be
determined before procuring information technology resources, not only to
ensure the wise expenditure of funds, but also to enaure that resources are
protected from the {ime of installation or implementation. Te accompligh this,
all contract specifications for the acquisition of hardware, software, software
development, equipment maintenance, facility management, and related
services shall contain requirements for safeguards that encompass technical,
administrative, personnel, and phyzical ascurity.

Other Applicable Regulationa. Personnel responsible for information resources
security must be knowledgeable of, and all retivities must conform with, the
DOI Departmental Manual, including the parts Listed below.

376 DM, Automated Data Processing

377 DM, Telecommunicationa

381 DM, Origination of Records and Information

382 DM, Records Operations

383 DM, Policies and Procedures for Implementing the Privacy Act of 1974
384 DM, Records Disposition

386 DM, Office Automation Technology

436 DM, Vital Records

441 DM, Clearances and Suitability Investigation Requirementa
442 DM, National Security Information

443 DM, Industrial Security Program

444 DM, Physical Security

Security Incidents. Each employee must report to the OSM officials listed
below at the time of discovery all suspected, actual, or threatened security
incidents involving information resources. The type of incident encountered
will determine to whom it should be reported. The responsible OSM official
will report the incident promptly te the appropriate management authority
and follow up with a written report containing the location, the resourcea
mvolved, and any correciive actions taken. If warranted, investigative action
will be taken by the proper enforcement autherity.

a} Incidents involving physical, persennel, and national security complaints
and violations shall be reported to the OSM Security Officer. This includes
the destruction, physical abuge, or losa of technological reacurces.
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b) Incidents involving records and their unlawful removal, defacing, alter-
ation, or destruction shall be reporied to the Records Management Office
for subsequent notification of the OSM Director and the National Ar-
chives and Records Administration,

¢) Incidente involving Privacy Act viclations shall be reported to the OSM
Privacy Act Officer for coordination of corrective action with the perti-
nent program/system manager.,

d) Incidents involving technelogy reaources resulting in the loss of data,
fraud, or compromise or disclosure of senzitive material shall be reported
at the time of discovery to the Burean Information Resources Security
Administrator (BIRSA),

¢. Responsibilities. All perannnel associated with the transmission, handling, and
dissemination of information or data share responsibility for its protection.

1)  The DOI Office of Information Resources Management is responsible for
conducting periodic reviews and evaluations of OSM information resources
security programs to ensure compliance with Federal and DOI directives.

2)  The Director of the Office of Surface Mining is responsible for promoting an
attitude of concern for security among OSM employees. The Director is
reapongible for establizshing and implementing an effective information
regources security program that conforme to Federal and DOI regulations,

8) The MIS Division Chief is responsible for;

a) Oversight of OBM's compliance with Federal and DOI policies, guide-
lines, and regulations pertaining to information resources security.

b} Appeinting a BIRSA and alternate to coordinate the management of
OSM's information resources security program. Both the BIRSA and
alternate must be knowledgeable in information technology and security
matters and be department employees unless a waiver ias granted by the
DOI Information Resources Security Administrator.

4)  The Assistant Director for Budget and Administration is responsible for
oversight of OBM’s compliance with Federal and DOI policies, guidelines,
and regulations pertaining to physical, personnel, and information security
programs. The OSM Security Officer, Records Management Officer, and
Privacy Act Officer have specific responsibilities for performing these func-
tions,

5)  All Aggistant Directors and Field Office Directors are respongible for appoint-
ing an Installation Information Resources Security Officer (IIRSO) and alter-
nate, and for designating resource managers and owners for facilities and
systems under their jurisdiction. The ITRSO and alternate must be knowl-
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edgeable in information technology and security mattera and musi be
department employees uniees a waiver is granted by the DOI Information
Resonrces Security Admimatrator,

6) The BIRSA is responsible for adminiatration of the information resources
aecurity program, coordinating all O8M activities designed to protect infor-
mation resources, promoting security awareness, and reporting on the effec-
tiveness of these activities to OSM and departmental management. The
BIRSA will consuit with all OSM officials that have security responsibility
(for example, the OSM Security Officer, the Records Management Officer,
and system owners) to engure that information resources are adequately
safeguarded throughout OSM. The responsibility assigned to the BIRSA does
not supersede or replace security responsibilities previously assigned to any
other OSM official.

7)  The IIRS0 is responsible for coordinating all activities related to the man-
agement of an ingtallation’s information resources security program and for
providing technical asaiastance to installation management about security
requirementa,

8}  The OSM Security Officer is responsible for implementing departmental
policies related to physical, personnel, and information/document security for
OSM. This invelves conducting periodic reviews of sites to ensure the ade-
quacy of their physical security, safeguarding national security information,
investigating security incidents, ensuring appropriate sensitivity classifica-
tione for all positions using ADP, and initiating appropriate personnel
background investigations. All plans affecting physical security reguire the
approval of the Security Officer. All ADP enforcement issues will be pro-
cessed through the Security Officer,

8) The Records Management Officer iz responsible for ensuring OSM compli-
ance with regulations issued by the Nationhal Archives and Records Adminis-
tration and GSA poverning the creation, maintenance, and disposal of
records, regardiess of their physical form, This respensibility includes
automated as well as manual records.

10) The Privacy Act Officer i responaible for developing and implementing
programs to manage OSM records covered by the Privacy Act (that is,
records that contain information about individuals and which are retrieved
by the individual's name ¢r other personal identifier) and for conducting
periodic inspections of areas where Privacy Act records are maintained,

11} Supervigors and Managers will ensure that amployee performance standards
contain appropriate references to their security responsibilities and that
employees receive security clearrnces and ADP access certifications appropri-
ate to respective positions. Supervisors and managers will ensure that
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appropriate operational procedures and safeguards are implemented for
acquiring, accessing, using, maintaining, or disposing of information and
technological resources under their control, and that security policies and
procedures are adhered to for those resources they control.

12) System Owners are responsible for implementing safeguards to ensure the
protection and proper use of the information resources in their areas. Thia
responsibility includes automated applications, manual applications, and
associated hardware and aoftware respurces, They are regponsible for
labeling all information and data with appropriate sensitivity labels, must
ensure that adequate gecurity requirements are incorporated inte internal or
contract specifications before conducting risk analyses, and develop COOPa
for systems In their areas.

13) Areas desipnated as information technology facilities {such as computer
centers and word processing centers) require the appointment of a Resource
Manager. The Resource Manager is responsible for the overall management
of an information technology fadlity. Respongibilities include ensuring that
adequate security existz at the facility in conformance with departmental
and gystem owner requirements. The Resource Manager is respongible for
conducting & rigk analysis and for developing a COOP for the facility.

14} Each Data Base Adminiatrator is responsible for implementing and control-
ling access to a data base.

15) Users of information and technological resources are responsible for comply-
ing with all security requirements pertaining to the resources they use and
are accountable for all activity performed under User IDs and passwords
which have been assigned to them for the use of automated systems.

4. Reporting Regquirements

a. Fach IIRSO will conduct an annual review of the installation’s informatiom
Tesources security program to assess its effectiveness and to recertify the adequacy
of the installed security safeguarde. These reviews may utilize existing reports,
such as risk analyses, application system certifications, Privacy Act inspections,
records management evaluations, the Departmental Control Evaluation Program,
and Inspector General audits. The output of this review should serve as the basis
for ensuring the adeguacy of the installation’s automated information aystem
security.

b. Each IIRSO will prepare an annual installation security report. This report will be
incorporated in the BIRSA'’s annual seenrity plan for transmittal to the DOIL
Information Reaources Security Administrator. The annual reviews described
above should serve as the baasis for this report.

¢. Other requirements ag stated herein,
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5.

8.

7.

References

Department of the Interior Departmental Manual, Part 375 DM 19, IRM Program
Management—Information Resources Security Program.

Department of the Interior Departmental Manual, ADP Standarde Handbook,
Part 306 DM 2).

Office of Management and Budget, Cirenlar No, A-130, Management of Federal
Infoomation Resources.

General Services Adminigtration, Federal Information Resources Management
Regulations (FIRMR) on security, privacy, ADP management and scquisition, telecom-
munications management and acquisition, and records management.

National Bureau of Standards Federal Information Processing Btandards Publications
dealing with ascurity.

(Office of Personnel Management, Federal Personnel Manual.
National Archives and Recorde Administration regulations on records management.
National Securiiy Decision Directive 145.

Department of Treasury Directive 81—80, Electronic Funds and Securities Transfer
Policy—Mesaage Authentication.

DOT Information Resources Security Handbook (available from Division of Printing
and Publicationg, Office of Adminigirative Services, Department of the Interior,
Washington, DC 20240).

Computer Security Act of 1987 (Public Law 100-235).

Department of Defense Authorization Act of 1982,

Effect on Other Documents

Incorporates ADP-2, Bureau Information Resources Security Program (8 March 1988}

Effective Date

Upon isgunance
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8. Contact

MI3 D¥ivision Chief or BIRSA
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AUTOMATED DATA PROCESSING

A. ADP ACQUISITION

1. Purpose

This section contains Office of Surface Mining (O8M) policies and procedures for the
acquisition of ADP hardware, software, ADP maintenance services, and ADP support
services, including word-processing equipment and electronic mail/megsage systems,

2. Definitions

a. Terms

IILA

Contracting Officer. Individual with the authority to enter into, administer, and/or
terminate contracts and make related determinations and findings.

Contracting Officer’s Technical Representative. Individual designated by the
Contracting Officer as the representative authorized to perform specific adminis-
trative functions with respect to the contract.

Technical Project Officer, Individual assigned technical responsibility from the
inception of a requirement through its completion. The same individual may serve
as both COTR and TPO.

User, Individual (organization) requesting services through an ADP contract. In
some instances, the TPO and/or the COTR is the user for a particular require-
ment,

Abbreviations

A&F Accounting and Finance Assistant Directorate
ATYP Antomated Data Proceasing

COTR Contracting Officer’s Technical Representative
DOl Department of the Interior

EFO Eastern Field Operations Assistant Directorate
FAR Federal Acquisition Regulations

IRM Information Resources Management

MIS Management Information Systems Division
O8M Office of Surface Mining

TPO Technical Project Officer

WFQ Western Field Operations Assistant Directorate
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3. Policy/Procedures
a. Policy
1) Procurement of ADP Equipment and Services — Authority

a) Aspistant Directors are granted the authority to approve requisitions to
procure equipment and ADP services as set forth in the OSM Directive
OPM-1, Delegation of Authority. At present, Assistant Directors may
gpprove purchases up to $10,000, except that new micrecomputer
purchases must be approved by the MIS Division Chief (see Figure II1-2 on
page III-6}). Equipment must conform with OSM, DOI, and Federal stan-
dards. Any procurement exceeding this threshold must be approved by the
MIS Divigion Chief. Requirements shall not be fragmented into individual
procurerments in order to cireumvent acquisition thresholds. ADP require-
ments should be planned for and identified in the input to the annual IRM
Strategic Plan and ADP and Telecommunications Aequisition Plan, These
planned purchages also will be within budgetary requirements. Appropriate
documentation that justifies selection and purchase of all ADP resources
selected shall be developed and mainiained by the originator.

b} Before acquisition, an evaluation of various alternatives for satisfying the
need should be conducted. This evaluation should include the option of
employing existing information resources which may be available cutside of
the organization (that is, sharing resources).

¢) Bervices to be provided by contractors, as well as those performed by OSM
empioyees, shall compty with lifecycle development standards {(pee
section IIL.C, Life-Cycle Management of ADP Eaformation Systems).

d) Maintenance for equipment in Headquarters will be provided by the MIS
Division Chief. Otherwise, maintenance is the responsibitity of each
aegistant directorate. Maintenance contracts, when deemed sconomically
Jjustifiable, may be made with local vendors. Consideration should be given
to uging blanket purchase agreements or other OSM or DOT maintenance
agreements, when available,

2} ADP Contract Administration

All procedures and activities in the administration of ADP contracts will be
consistent with the applicable contracts, Federal Acyuisition Regulations
(FAR), DOT Acquisition Regulations (DIAR), and Federal Information Resoure-
o8 Management Regulations (FIRMR}. All ADP contracts are limited to ADP
support and may not be used for non-ADP activities. The MIS Division Chief iz
responsible for providing management, policy oversight, and direction for all
OSM ADF contracts. The Assistant Directors for EFQ, WFO, and A&F are
responsible for providing administrative and management overgight for ADP
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contracts within their respective asgistant directorates, including subordinate
offices.

The following policies apply to all OSM ADP contracts:

a) All support requested through a contract will be within the organization
and seope of work covered by that contract. Assistant directorate support is
restricted to the specific assistant directorate and its subordinate offices.
The MIS Division Chief will provide contractor support for Headgquarters
offices; these contracts may aleo be used o provide nationwide aupport.

b) ADP support requirements involving or affecting nationwide OSM pro-
gramg or functions will be provided by the MIS Divigion Chief, unless
otherwise agreed to by the MIS Divigion Chief, Support will be implement-
ed in EFQ, WFO, and A&F through the local assistant directorate’s con-
tractor.

¢} All communications between contractors will be coordinated through the
respective COTRa. Contractors may not communicate with each other
without the coordination of designated OSM staff.

d} Support requirements involving applications developed for a specific
assistant directorate may be transported and used within that assistant
directorate without M18 coordination. Applications will be provided to
offices outside of the assiztant directorate only through the MIS Division
Chief and through the coordination of the COTRs,

e) Bupport for the Selicitor’s office and other departmental crganizations will
be provided, where necessary, by the MIS Divigion Chief. As needed,
implementation for field office solicitora may be provided through field
operations assistant directorate contractors.

f} Support for State regulatory authority programs with nationwide impact,
guch as the Technical Information Proceesing System (TIPS), will be
provided through EFQ and WFO.

g) ADP contracts will not be used to provide continuing data entry or related
clerical support. Data entry is limited to support of zpecific applications
and for a specific period of time.

3} Core Microcomputer Software

To facilitate procurement, training, and interoperability, OSM has identified
categories of software for which “core” packages have been selected (see
Figure III-1). For the software types included in the figure, only core packages
may be purchased. OSM will provide applications assistance, training, and
other support to those who use these software packages, which were selected
after considering OSM-wide and industry-wide nsage and standards.
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ADP Acquisition -3 January 1991

e



Figure III-1
OSM CORE SOFTWARE FOR MICROCOMPUTERS AND NETWORKS

Software Type Core Package Version
Operating System PC-DOS 3.3

ME-DOS 3.3
Word Processing WoardPerfeet 5.0
Data Base Management FoxBage 2.0

dBage I+ 1.1
Flectronic Spreadsheet Lotus 1-2-3 2.0122
Telscommunications Crosstalk XVI 3.61A

Novell Netware 2,15

II1L.A
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4) ADP Coordination and Review

The MIS Division Chief acts as the OSM IRM Coordinator and as such, ig
respongible for all OSM IRM and ADP activities.

b. Procedures
1} Procurement of ADP Equipment and Services
a) Within Threshold

Assigtant Directors may approve acquisitions of ADP resources without
prior written approval from the MIS Division Chief when the costs will not
exceed the threshold identified in the policy stated above. Appropriate
documentation that justifies selection and purchase of all IRM resources
selected shall be developed and maintained and shall be submitted to the
MIS Division Chief. All requests for procurement of microcomputers,
minicomputers, or mainframe processors must be approved by the MIS
Division Chief,

b) In Excess of Threskold

All ADP resource acquisitions expected to axceed the OSM threshold must
have written approval from the MIS Division Chief before procurement
documents are issued. ADP resource acquisition requests shall:

* Be included in input to the IRM Strategic Plan and ADP and Tslecom-
munications Aequisition Plan. The request shall include the information
specified in section ILC, TRM Planning.

* Be approved by the MIS Division Chief,

All ADP resource acquisitions expected to exceed DOI thresholds (zee
Figure ITI-2) will be handled in accordance with procedures set forth in the
DOI Departmental Manual, Part 376 DM 4. The MIS Division Chief is
responsible for obtaining DOI approval.

2) ADP Contract Administration

Asgistant Directors may contract for ADP service above the authorized thresh-
ald only with the approval of the MIS Division Chief.

All ADP contracts wiil follow the technical and administrative procedures
stated in respective statements of work.

Each ADP contract must include the following contract administration ele-
ments, Additional assistant directorate-specific adminigtrative requirements
should be included when necessary.
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Figure II1-2

DOYT/OSM ADP ACQUISITION THRESHEOLD SUMMARY

OSM AD T old

Departmental Thresholds
Full and Open Competition

ADP Hardware — Purchase
ADP Hardware — Lease
{including maintensnce costs}
Proprietary Software
Maintenance Service

ATYP Contract SBervice

Other Than Full and Open Competition

ADP Hardware — Purchage

ADP Hardware — Lease
(including maintenance costs)
Proprietary Software
Maintenance Service

ADP Contract Service

8i{a) Firm

ADP Hardware/Software
ADP Contractor Service

ADP Software/Coniractor Servicea from
Other Govermment Source
Hardware Through Reutilization Process

CPU Cost
Leass {(including maintenance costa)

ITLA
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$10,000 per total procurement

$1,000,000 total value
$25.000/month

$300,000 total value

%1,000,000/annum
$500,000/annum

$100,000 total value
$3,000/month

$100,000 total value
$100,000/annum
$100,000/annum

$100,000/atal value
$500,000/annum

$500,000/annum

$50,000 total value
$£3,000/month
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3)

a)

[+

¢}

d)

e}

Muonitoring Contract Performance. The contractor’s technical performance
ia monitored through a technical progress or status report submitted at
intervals designated by the specific contract. The Contracting Officer,
COTR, and TPO (as applicable) review and evaluate contractor progresa
during a specific period of performance. This may also include briefings or
other reporting as included in specific contracts.

Inspection and Acceptance. Inzpection is the examination and teating of
services to determine whether they conform to contract requirementa.
Acceptance ia the action of an authorized representative of OSM by which
the Government approves specifie deliverables or services rendered as
partial or complete performance of the contractor. The COTR and TPO
must inspect and then accept, or reject all deliverables submitted by
contractors.

Invoice Review and Approval, The contractor will submit inveices aa
required by the specific contract. The COTR iz responsible for reviewing
and coordinating invoice reviews with TPOs (as appiicable) to ensure that
all coets the Government pays are appropriate, reasonable for the work
performed and comply with contract requirements and schedules.

Government Property Held by Contractor. If it becomes necessary to
provide the contractor with Government property (software, hardware, or
other materials), the COTR, in coordination with the Contracting Officer,
must ensure that all contractor-held Government property is properly
documented and meets all property manapement requirements. Before
providing Government-furnished equipment or property to a contractor,
specific FAR clauses must be added to the contract and the contractor has
very specific guidelines that he must follow to properly follow to properly
maintain and inventory such property.

Contractor Purchase. If it is necessary for the contractor to purchase
equipment or other goods, the purchased item{s) hecomes the property of
the (rovernment. The C{O'IR, in coordination with the Contracting Cfficer,
ia respongible for ensuring that all contractual requirements are met and
followed.

Core Software

The following procedures should be followed when purchasing microcomputer
or network software.

a)

Obtaining a Copy of Core SBoftware

Request a copy of the software from the MIS Software Inventory Coordi-
nator. If the software is not available from inventory or other OSM or DOI
sources, the MIS Software Inventory Coordinator will recommend the most
effective and efficient way to satisfy the requestor’s requirementa,

ADP Acquisition II1-7 January 1891



Activities may nof use other software as a substitute for core software.
b} Obtaining a Copy of Other Software

Software for which no core software is designated should be purchased
through the requesting office’s Procurement Agent or Contracting Officer.
The requestor will prepare a requisition in accordance with established
OSM procurement procedures and authorities. In addition, if the non-core
software has a purchase price of $250 or greater, approval of the MIS
Division Chief must be obtained prior to purchase.

¢} Obtaining an Update to Core Software

Newly released versions of core software must not be purchased for routine
use until the MIS Division Chief has approved an OSM-wide upgrade.
However, such packages may be purchaged for special projects or analysis
upon approval of the MIS Division Chief,

d) Requesting Changes to the OSM Core Software
Requests for changes to, additions te, or deletions from the OSM core
software list should be sent to the MIS Division Chief. The requesting
letter should include an explanation of the requested change and the
reasons a change/addition is needed.
¢. Responsibilities
1} The MIS Division Chief is responaible for:

a) Ensuring that major systems comply with life-cycle development standards
and economic analyeis standards.

b) Developing a Five-Year ADP and Telecommunications Acquisition Plan and
ensuring that aequigition requests conform with the plan.

¢) Ensuring that OSM systems are managed in accordance with the authori-
ties cited in the references listed helow.

d) Condueting periodic reviews to ensure the efficiency, effectiveness, and
proper implementation of contract management controls.

e} Coordinating OSM ADP contracting policy and procedures with the Branch
of Contracting.

) Administering and overseeing all ADP delegations of authority from DOI to
OSM.
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g) Providing liaison with and accountability to the DOI Office of Information
Resources Management for ADP procurement activities.

h) Oversight of all ADP contracts supporting information resources.

i} Delegating adminizirative authority to Assistant Directors for ADP con-
tracts supporting the information resources of the particular assistant
directorate, ‘

i} Conducting reviews of assistant directorate ADP contractor efforts io
evaluate compliance with DOI and OSM ADP policies and procedures.

k} Approving all requesta for contractor support.

1) Providing ADP contractor support for the Office of the Solicitor and other
departmental orpanizations.

m) Providing ADP contractor support to OSM field offices and State regulatory
authority programs where there ig nationwide impact.

n) Providing lead coordination for efforts requiring MIS and/or assistant
directorate contractors to work with each other.

2) For the ADP contracts for which they are accountable, Assistant Directors are
respongible for;

a) Ensuring that any system development project is approved by the MIS
Diivision Chief.

b) Ensuring that projecte conform to OSM standards and follow the OSM and
DOI life-cycle development requirements, and maintaining and forwarding
to the MIS Division Chief for review and approval all required life-cyele
documentation, especially documentation relating to ADP acquisition and
project approval decisions,

e} Conducting site/security readineas reviews before system installation.

d) Administering ADP delegations of authority from the MIS Division Chief.

e} Ensuring compliance with all OSM, DOI, and Federal policies and proce-
dures, including enguring that the systems are managed in compliance
with authorities listed in the references below.

f) Establishing and administering supplemental assistant directorate con-
tracting policy and procedures.

g) Administering and overseeing approved assistant directorate contracts
supporting information resourcez.
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h) Ensuring that all ADP contract support represents the best interests of the
Government.

i) Approving all requesats for contractor support within the respective agsis-
tant directorate.

j) Implementing suppert of nationwide efforta through apsistant directorate
contracts as requested by the MIS Division Chief.

k} Ensuring that assistant directorate coordination is provided for efforts
involving contractors in other asziztant directorates.

1} Approving all requeats for the expenditure of assistant directorate ADP
contract funds.

3) The Contracting Officer, and only the Contracting Officer, is authorized to:

a) Award, agree to, or execute any contract, contract modification, or notice of
intent,

b) Execute or agree to any changes in the specifications, delivery schedule, or
other terms and conditions of the contract.

¢) Order work ingide or cutside the scope of the contract.
4) The COTR ie responsible for:

a) Ensuring that all users and TPQOs adhere to the contractual requirements
for requesting support from the contractor,

k) Assisting the contractor in interpreting technical requirements of the
contract's scope of work,

¢) Coordinating written technical directions, specifications, and procedures
relating to contractual work requirements with the contractor.

d) Issuing technical direction in accordance with the contraet’s technieal
direction contract clause,

e) Coordinating with the MIS COTR and other assistant directorate COTRa,
as needed.

f) Reviewing and commenting on the contractor’s request for Government-
furnished facilities, supplies, materials, and equipment and forwarding the
request to the Contracting Officer for disposition.
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g) Reviewing and commenting on the contractor’s request for consent to
purchase supplies, materials, and equipment and forwarding the request to
the Contracting Officer for dispoaition.

k) Maintaining a complete and open line of communication with the Contract-
ing Officer regarding the contractor's technical performance and progress

and, when requested, providing written assessment of the contractor's
performance for inclusion in the contractor performance file.

i) Emsuring that Government inspection and acceptance for all deliverable
items under the contract is accomplished.

i} Reviewing payment vouchers and concurring with respect to the percent of
technical completion for itema or services delivered and accepted under the
contract,

k) Upon expiration of the contract, providing a written statement attesting to
the contractor’s completion of technical performance under the contract and
of the delivery and acceptance of all goods and services for which inspection
and acceptance are designated.

5} The TPO is responsible for:

a) Providing the contractor with written technieal requirements in coordina-
tion with the contracting officer and user.

b) Ensuring that written requirements are aubmitted to the COTR (where
applicable} for issuance to the contractor.

¢) Scheduling and organizing mesetinga with the user and contractor to
initiate worlk.

d) Ensuring that copies of written requests are submitted to the COTR (as
applicable) and included in COTR files.

¢) Reviewing and recommending COTR approval/disapproval (as applicable} of
contractor proposals, rnanagement plans, and resumes.

) ldentifying and resolving all technical discrepancies and iggues.
g} Ensuring that all dates and deadlines are monitored effectively.
h} Communicating effectively with the user and the contractor.

1) Anticipating and resolving problems as expeditiously as possible.

i) Reviewing, evaluating, and recommending acceptance of deliverablea.
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k) Enguring that all documents requiring the user'’s review and sipnature are
forwarded to the user.

1) Documenting all user and technical comments on contractor performance,
deliverables, and the status of work.

m) Communicating with and keeping the COTR informed (as applicable) of
contractor performance, the statue of deliverables, and other metters
involving the terms and conditions of respective contracts.

6) The user is responsible for:
a) Identifying and submitting needs and requirements to the TPQ or COTR.
b} Working with the TPO or COTR to develop written requirements,

¢) Reviewing and evaluating deliverables and providing comments to the TPO
or COTR and recommending acceptance or nenacceptance of deliverables.

d) Monitoring management plan dates and deadlines with the TPO or COTR.
e} Communicating with the TPO or COTR on contractor performance,

) Ensuring that documentis requiring the user’s signature are signed prompt-
ly and forwarded to the TPO or COTR.

7) The MIS Software Inventory Coordinator is responsible for:
a) Maintaining the OSM core software lat.
b} Coordinating acquisition of core sofiware throughout GSM.
¢} Keeping abreast of high-level O5M requirements and technological changes
to ensure that the core software continues to support OSM needs.
4. Reporting Requirements

As required by the references below and other chapters of this OSM IRM Puolicy and
Procedures Manual.

5. References
O8M Directive OPM-1, Delegations of Authority

Department of the Interior Departmental Manual, Part 376 DM 4, Information
Resources Management—ADP Aequisition.

IILA
ADP Acquisition I1I-12 Janunary 1991



Office of Management and Budget, OMB Circular A-130, Management of Federal
Information Resources, 24 Dec 19865,

Paperwork Reduction Act {44 USC 3508{c)X8)).

Federal Information Resources Management Regulations (FIRMR), including:
FIRME 201-33.003 {Reuse of ADPE)
FIRMR 201-31 (Sharing ADP resources)
FIRME 201-32.104 (Computer security)
FIEMR 201-23.103 (Threshelds)
FIRMR 2016 (Required contractual clanses for contracted operations)
FIRMR 201-30.007 (Requirements analysis)
FIRMR 201-30.009 {Analysis of alternatives)
FIRMR, 201-30.007(dX9} and 201-34.002
(Pexformance evaluation for eurrent ADP system)
FIRMR 201-30.009-3
(Findings t¢ support the use of compatibility-limited requirements)
FIRMR 201-30.012-1 (Software conversion study)
FIRMR 201-11.002(b) (Certified data to support sole source)
FIRMR 201-11.002-1 (Certified data to support sole make/model)
FIRMR 201-30.012 (Planned actions to foeter competition)

Federal Acquisition Regulations (FAR), including:

gﬁ gilﬂ‘i (Required contractual clauses for contracted operations)
Federal Information Processing Standards (FIPS).

Interior Property Management Regulations (IPMR).

Department of the Interior Acquisition Regulations (DIAR), including:
DIAR 1424.104 (Required contractual clauses for contracted operations).

Privacy Act of 1974, as amended {5 TSC 522a).

6. Effect on Other Documents

Supersedes OSM Directive ADP—4

7. Effective Date

Upon issuance

ITTA
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8. Contact

MIS Division Chief

ITLA
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B. ADP COST ACCOUNTING, COST RECOVERY, AND SHARING

1. Purpose
This section establishes Office of Surface Mining (OSM) policies and procedures for
sharing ADP equipment. As OSM does not provide reimbursable ADP services to
external organizations, no policies have been established for the cost accounting and
cost recovery required when dealing with chargeback systems.

2, Deflinitions
8, Terms

None

b. Abhrewiations

ADP Automated Data Proceasing
MIS Management Information Systems Division
0OSM Office of Surface Mining

3. Policy/Procedures
a. Pobcy

(O2M will share information technology facilities with usera from sther apencies to
the maximum extent feasible,

In selecting information technology facilities to suppart new applications, OSM
will ensure that:

* In the interest of efficiency and economy, alternative facilities are congzidered,
including other Federal agencies and non-Federal facilities and services.

* Policy does not require that priority be given to the use of in-house facilities.
* BSelection decisions are decumented in official records,

b. Procedures
When evaluating information resource requirements for new applications (or

modifications to existing systems), consider the cost and availability of facilities
and services of other Federal agencies and non-Federal organizations.

iILB
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8.

7.

8.

¢. Responsibilities
1} The MIS Divigion Chief is regponsible for promoting OSM-wide ADP resource
sharing and for ensuring that alternative sharing of ADP resources is evaluated
before new procurements are made.
2) Assistant Directors are respongible for promoting ADP resource sharing within
the assistant directorate and for ensuring that alternative sharing of ADP
resources is evaluated before new procurements are made.

Reporting Requirements

None

References

Department of the Interior Departmental Manual, Part 376 DM 6, ADP—ADP Cost
Accounting, Cost Recovery, and Sharing,

Office of Management and Budget, OMB Circular A-130, Management of Federal
Information Resources, 24 Dec 1985,

Effect on Other Doouments

None

Effective Date

Upon issuance

Contact

MIS Division Chief

IILB
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C. LIFE-CYCLE MANAGEMENT OF ADP INFORMATION SYSTEMS

1. Purpose

This section provides Office of Surface Mining (OSM) policy and procedural gnidance
to ensure that system development and implementation is efficient and effective. It
does not dictate a apecific development methedology to be used. Instead, it concen-
trates on documentation requirementa over the life cycle to:

Ensure that all OSM ADP systems and applications are consistently documented
in clear, high-quality documenta throughout their life eycles,

Ensure that the proper level of documentation is developed for a proposed ADP
system or application.

Appendix A clearly states format and content for the most common documents
required during the life cycle of a proposed or operating ADP system or application
used or planned for use within OSM.

Z. Definitions

a. Tertns

Life-Cycle Management (LCM). A management approach that provides a struc-
tured process for planning and controlling an information resource from inception
to replacement or termination. LCM provides a common framework that facilitates
control of the process, specifies the contents of deliverables, improves communica-
tions among diverse interest groups, and manages the development and acquisi-
tion of information resources. The effort and level of detail of the activities
conducted by using the LCM management approach are to be commensurate with
the size, complexity, and importance of the resource.

Documentation.® All information that describes the development, operation, uge,
and maintenance of computer software. This information is in a form that can be
reproduced, distributed, updated, and referred to when it is needed.

Abbreviations

ADP Automated Data Processing

DOI Department of the Interior

IRM Information Resources Management

MIS Management Information Syetems Division
O8SM Office of Surface Mining

TPO Technical Praject Officer

! Source: Federal Information Processing Standards, Publication 105, 6 June 1984.

IIL.C
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3. Policy/Procedure
a. Policy

In general, software documentation fulfills the following important functions
throughout the life cyele of a system or application:

* Agsistance in defining mission needs and requirements.

¢ Communieation to keep management apprised of requirements, progress,
problems, and expectations while the system or application is under develop-
ment. '

* Communication to keep those who are performing various development, opera-
tion, and maintenance tasks aware of what other groups are doing or have done
while the system or application is under development,

* Instruction and reference for those using the zystem or application.,
* Information for maintenance, quality assurance, and auditing personnel,

* Historical reference for future development efforts and to assist in transferring
the system or application 16 hew environments.

A system’s life cycle consists of well-defined activities that begin when a need is
identified and continue until the resulting system or application is no longer of
use. Figure II1-3 showa the three phases and nine stages of this life cycle as
defined by DOL The three phases of the application system life cycle are initiation,
development, and operation and maintenance. These phases are divided into eight
siages, and the documentation required over the life cycle falls into thase stages.

Initiation Phage. The documentation prepared during the initiation phase organiz-
es and justifies the subsequent development effort. Mission analysis stage docu-
mentation concentrates on the general need for a system and preliminary organi-
zational activities. Concept development stage documentation:

* Identifies alternatives and the costs and benefits of those aliernatives.

* Delineates responsibilities for the production team,

* Defines achedules and milestones for the development project.

* Records the higtory of the development effort so that the rationate for the
system’s structure is available for later use.

Development Phase. Documentation prepared during the system analysis and
Aystem design stages of the development phase records details of discussions about
system requirements.,

IILC
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Figure IM-3
DEPATMENT OF THE INTERIOR SYSTEM LIFE CYCLE

Project
Request :
¥
5 :
Mairtenance B Mission
: Analysis &
Stage 1 |
| Stage
iy i
& £ A i A4
: e Concept o
Implesrtn: netatmn ; .1 Developmeant s
g o Stage
2ikid i i
=3 ek
User System
Acceptance Analysis
Stage Stage
Construction System
and Acquisition Design
Stage Stage
IILC
Life-Cycle Management

II-1%

January 1891



LILC

Documentation prepared during the system construction and acguisition and user
acceptance stages of the develepment phase describes the results of the analysis
and degign effort. It provides the information needed for effective system design
and testing as well as the use, operation, maintenance, and conversion and/or
transfer of the resulting system or application. If the product is to be used by
people other than the developers, this documentation will prevent any number of
problems that may cause the product to fail. For example:

* System developers and programmers use information that describes what a
system or application is supposed to do, when it should do it, and how it should
be tested.

» System adminigtrators, operators, and maintenance programmers use informa-
tion that tells how to operate, support, and maintain the syatem or application.

* Users employ training and reference materials that enable them to quickly
learn how to use the system or application and find ansawers to specific ques-
tions.

¢+ Management uses information in the deeumentation to inform other managers
and potential system ussers about the system’s existence and capabilities.

All ADF development projects, whether the development of a new system or the
modernization or modification of an existing system, involve all phases of the life
cycle: initiation, development, and operation and maintenance. The davelopment or
enhancement process will follow a systematic, structured approach that will be
documented as set forth herein, The specific development methodology used may
vary from project to project. When cost effective, state-of-the-art development
approaches such as prototyping, computer-assisted software engineering (CASE),
and reverse engineering {(prototyped systems) for mandatory documentation should
be used; however, the fundamental consideratione will not change. These consider-
ations are established in the procedures described below,

The degree of documentation required ia determined by comparing the acope of the
ADP development project to the five levels of documentation as described in the
procedures below. This decision should be made in the early planning stages and
should be reported in field office and assistant directorate input to the IRM
Strategic Plan.

To reiterate, all ADP development efforts involve all stages of the system life cycle,
even if formal documentation is not required. For example, even a system devel-
oped by one individual for his or her own use will involve the following system life-
eyele activities:

* Determining a need, conceptualizing the system, and determining if benefits
outweigh the costs of development (project initiation).

* Analyzing specific functional and data requirements (system analysis).

Life-Cycle Management I11-20 Janvary 1991



« Designing the software and data base {system design).

» (oding the programs, establishing the data base structure, converting or keying
the data, testing the system, and determining acceptance (pystem comgiruction
and acquusition, user acceptance).

* TJsing and maintaining the system {operation and maintenance),

Adhering to a structured approach of development and maintenance reduces the
potential for overlooked requirements and inefficient or ineffective designs. The
larger and more complex the system, the more expensive changes become in the
later stages of the life cycle. For this reason, more stringent documentation
requirements are established and must be followed for these systems.

b. Procedure

Asg the scope of projects varies, so do the requirements for documentation. The
following paragraphs define five levels of documentation and provide guidance on
how to choose the appropriate level for an ADP development effort,

Level O No documentation is reguired for microcomputar programes developed
by an OSM staff member for individual use. However, if the pro-
grams are found to be useful to other individuals within the office—
or would B¢ used by a succeseor in the position—Level 1 documenta-
tion is required at A mindmuom,

Lavel 1 Required for systems used within a single office (that is, one Head-
guarters divigion or one field office division).

Level 2 Required for systems used throughout one OSM location (that is, in
all Headquarters divisions or in all divisions of a field office).

Level 3 Required for systems used by more than one OSM crganizational
level or more than one field office (for example, ayatems that commu-
nicate information from a field office to a Headguarters office or
among field offices),

Level 4 The maximum level of documentation will be prepared for major,
service-wide aystems that require oversight by the DOI Office of
Information Resources Management,
¢. Responsibilities
1) The MIS Division Chief is rezponsible for;

&) Maintaining up-to-date documentation standards and policies and commu-
nicating those standards and policies to the responsible organizational units,

ITL.C
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bh) Ensuring that MIS TPOs follow the appropriate palicy and procedures in
deveioping plans for application life-cycle documentation requirements,

2) Assistant Directors are responsible for:
a} Maintaining np-to-date documentation standards in their files.

b) Ensuring that TPOs on their staffs follow the policies and procedures with
regard to preparing documentation plans for application systemz developed
by their offices.

3} TPOs are responzible for:

a) Managing projects in accordance with DOI and OSM guidance to ensure
efficient development and implementation of an effective system,

b) Preparing project management pians for ADP development and maintenance
projects. Documentation plans, which will indicate the level of and schedule
for planned documentation, will be included therein. These plans will be
included in each system proposal.

4} Documentation Specialists (contractors and OSM) are responsible for following
the detailed requirements for content and format found either in Appendix A to
this directive or in the DOI Project Manager's Guide to Application Systems
Life-Cycle Management (see references), as determined by the level of docu-
mentation required.

4. Reporting Requirements

At the onget of any ADP development effort, OSM project officers are responsible for
using this guide to prepare a list of required documentation. All phases of the system
life eyele {initiation, development, and operation and maintenance) should be conaid-
ered whep preparing this list, The decision as to the documentation required should
be made early in system planning efforts and ehould be reported in field office and
asegistant directorate input to the IRM Strategic Plan.

Figure ITl-4 is a matrix that shows documeniation requirements for all phases and
gtages of the four levels of required documentation as defined in the policy above.
Figures ITII-5 through ITI-8 provide detailed listings for each documentation level and
each life-cycle phase and stage. Content summaries and annotated outlines for
documentation required in phases 1 through 3 can be found in Appendiz A to this
directive. Details on phase 4 documentation can be found in the DOI Project Man.
ager’s Guide to Application Systems Life-Cycle Management (see references).

The requirements discussed in this section should serve as a general guide to deter-
mining the extent of documentation required, and they are intended fo be flexible.
Developers may feel that more documentation 18 required, less documentation is

II1.C
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required, or that some documents can be combined. Factors such as the size of the
application aystem, the development methodology used, the projected number of uzerz,
and the size of the development team will influence the documentation desired. For
exarnple, while all systems require analysis and design before they are implemented,
the level of detail and formality of development documentation will vary according to
factors such as those listed above.

While the policy for documentation o be prepared is flexible, the detailed require-
ments for content and format found in Appendix A and in the DOI Project Manager’s
Guide to Life-Cycle Management must be followed where they apply.

Copies of documentation for systems which may have applicability throughout QSM
should be forwarded to the MIS Division Chief for review and consideration for further
promulgation. Requirements and final products should alzo be discussed at the semi-
annual IRM Coordinator meetings.
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Figure 1114

e e Al —

COMPARISON OF MINIMUM DOCUMENTATION REQUIEEMENTS

Life-Cycle Phasw/BlagwDocument Levsl 4 Lavel 3 Level 2 Level 1
1 INITIATION PHASE
1.4 Mission Analysis Stage
11,1 Project Reguast Requirsd
11.2 Mission Analysis Methodology Requirsd
11.3 Cost/Banefit Analysis RAsquired
1.1.4 Projsct Chariar Raquinsd
1.1.5 Organtrational Modal Regquinad
1.1.8 Mission Procaasaa Modal Reguired
11.7 Irformation Maodal Required
11.8 Misalon Nead Statement Requirsd
12 Concept Devalopmant Stage
1.21 System Objectives Qpdonal
14.2 Application System Architeciune Optional
123 Data Archkecture Optional
1.2.4 Data Communlcations Archiiectura Optional
125 Feasibility Study Reequirsd Required
128 Syalem Lite-Cycle Siratagy Raquirad
127 System LHe-Cycie Diales Requirgd
128 System Lits-Cycls Hasaurcea Estimate | Requinesd
1.2.9 Project Managsmeant Flan Required Requred
1.2.10 Cualty Assuranca Plan Regquired Rexquired'
1.2.11 Cost/Banaftt Analysls Hequired Ragquired Requirad
1.2.142 Revisad Mission Nesd Stelement Required
1.2.13 Syatem Daclgion Papear 1 RAsquired ]
'Incorporated in Project Managemani Plan,
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Figure II1-4 {Continued)
COMPARISON OF MINIMUM DOCUMENTATION REQUIREMENTS

LHe-Cycia Phana/Stage/Documant Lavael 4 Lovel 3 Laval 2 Lavel 1
2 DEVELOPMENT PHASE
21 Sysism Analysiz Stage
2141 Gurrent System Dascription Dylonal Favuirad® Required Gptianal
212 Detailed Functiona! Raquiramants Oplional Raeqguired Hequired Optional
213 Dala Requiremantsa Haquired Requlred Raquired Optional
2.2 Syatamn Doesiyn Stage
2.21 Deslgn Proposal Required
2.22 Detailed Cost/Hanafit Analysis Requirad
2.23 Revised Lia-Cycla Strategy Required
224 System Decision Papear 2 Required
23 Systam Conatruction snd Acguisition Stage
231 Tast Plans:
23141 Unit Test Plan Raquirad
2312 Intagration Tast Plan Raquirad
2313 System Test Plan Required Required
2314 Acceptanca Test Plan ReqLired
232 ADPE Spaciications Crotianal Requlred®
233 Application Software Documentation;
2.2.3.1 System/Subsystem Specitication Optianal Required
233.2 Dsta Basa Specification Ogptional Raquired Required Opticnal
2333 Detalled Process Crasign Optional
2334 FProgram Specification Optional Required
2335 Test Data Design Optional
2336 Datz Dicticnary Optional Raequired Hequirad Optional
234 Control, Backup, and Security Study Requirad Ratulred* Raquirad® Rieguirad!
235 Contingency Flan Requlred Hequirad

Yncamparatad in Detaiked Functional Requlrements.
Hncorparated in Systam/Subsystem Specication.
|ncarporated in User's Manual, Operations Manual, and Data Basa Administration Procedures Manual,
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Figure TII4 (Continued)

COMPARISON OF MINIMUM DOCUMENTATION REQUIREMENTS

Lie-Cycls Phasa/Siage/Document Laval 4 Level 3 Lavel 2 Laval 1
24 Uses Acceplance Stage
241 Current System Description Ragquirad
242 Mizsion Analysis Methodalogy Regiired Required®
2.4.2 Cast/'Banefit Analysis Optional Required
244 Ugar Tralning Plan Cptional Raquirad RAequired “
245 Past-Implementation Review Plan Required
2.4.6 Program Maintenance Manual Awsquired Requirad Required Optional
247 Dala Procassing Manual Opllonal
248 User's Manual Opllonal Required Required Requirad
249 Cparationa Manual Optianal Required Requlred Requirad
2419 Data Basa Administration
Procedures Manual Requirad Required Requirad
241 Systemn Decision Paper 3 RAequired
k| OPERATION AND MAINTEMAMNCE PHASE
31 Implemantation Stags
3.1 Applicalion Stawardah|p Document Requirad
3z Malrtanance Stage
2.4 Fost-Implementation Review Report Required
a2z Syatem Decision Paper 4 Reguired
e —— L =
*Incorporated (n Conversion Plan.
1ILC
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Figure III-5
SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMBERS FOR OSM LEVEL 1

INITIATION PHASE
Mission Analysis Stage None Required
Concept Devalopment Stage None Required
DEVELOPMENT PHASE

System Analysir Stage Current Syetemn Description’ .. ... . ... . .00 iieronnn, 211
Detailed Functional Requiremsnts* ..................... 212
Data Requirementa® .. ......000utieiinnnnnrnnsirannn. 2.1.3

Syatem Design Stage None Raquired

Byvstem Construction and Data Base Speclfication® . .........c.0t it nnnsnrnas 2.3.4.2
Data Dictonery™® ... i et e 2.3.3.6
Control, Backup, and SBecurity Plan® .................... 234

User Accaptance Stage Program Maintenance Mataal® . ..., ... ................ 248
User's Manual ..........viiiieiirnnnnnrnnenneroine. 248
Operatione Marnual .. ... ... int i i vvrernrarnnenne, 249
Data Base Administration Procedures Manus! ............. 2.4.10

OPERATION AND MATNTENANCE PHASE

Implementation Stagae None Required
Maintenance Stage None Required
*Optional

“Inecrporated in Detailed Functional Requirements.
*Incorporated in User's Manua!, Operations Manzal, and Duta Base Administration Procedures Manual.
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Figure I[I1-8

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMEERS FOR OSM LEVEL 2

Missjon Analyaia Stage

Concept Dovelopment Stage

Byetern Analyeie Stage

System Design Btage
System Conatruction and

Usar Acceptance Stags

INITIATION PHASE

None Roguired

Fonmbiliby SEUAF .o v v vn e e e aeee e cae e 1.2.5
Project Managerment Plan .., .............. .o, 129
Quality Assurance Plan! ... ... .. it iy 1.2.10
Coat/Benefit Analysis ....... ... 00ieiieiiniaien .., 1.2.11

DEVELOPMENT PHASE

Current System Deseription® . .............000ivivan... 211
Detailed Functional Regulraments ... ... 0nun e nnn.. 212
Data Requirements ... ... ....ccuirivirvrinrnrnnnenns 213
None Required

Data Base Speciflcation . .................... ... ..., 2432
Data Dictionary ... ... ittt ir i ie e iearnrnas 23348
Cuntrol, Backup, and SBecurity Plan® . ................... 234
Conbngeney Plan . ... ottt it e 235
User Training Plan ...t i inio it vt e 244
Program Maintenance Manual ... ....... 0 inrnnnnnnran 24.6
Ueer's Manual ........c.. i iiiinriinmnanennnss 248
Operations Manual . ..........cniiiriinrinninennenn. 249
Data Base Administration Procedures Manual ............. 2410

OPERATION AND MAINTENANCE PHASE

Implementation Stage

Maintenance Stage

None Bequired
None Required

Incorporated in Pruject Menagement Plan.
fIncorporated in Detailed Functional Reguirements.
Incorporated in User’s Manual, Operatione Manual, and Data Basa Administration Procedures Manual.
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Figure II1-7

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMEERS FOR OSM LEVEL 3

INTTTATION PHASE

Mission Analysia Stage None Required

Cmcept Devalopment Stage Framibility Study .......0 ittt 125
Projert Management PIan ... .ooiviivireieinrannnnas 129
Quality Aspurance Plan .. ... . ... L i e 1210
Cont/Bernefit Analyeie . ....... .00t iiiiniini i anen.s 1211

DEVELOPMENT PHASE

Byatem Anaelysis Stage Clurrent Sywtem Deseription! ... .ovnvvuiinesrriinsienan. 211
Detailed Functional Requirementa . ......... .00t vattn 212
Data Requirements . ......0c0iiieininnannnnnnnn 213

Bystem Degign Stage None Roguired

Bystem Conetruction and nitTest Plan ... ......ccociirt i iiaimecaneaans 24.1.1

Acquisition Btage Integration Test Plan ... ... .o iiirinsriny 2412
Syatem Temt Plan ... ... o0t iiinsirsiiianennnnn 2.3.1.3
Acceptance Test Plan .. ...... . c0viiiveivainnnnnnnn.n. 2314
ADPE Specifleation® . ... ... .. i e 2.3.2
Sysiem/Subsyatern Specification® ....... ... 0000 e el 2431
Data Base Specification .........c0nt et iniicnnnraneas 2342
Program Specification . ... ...... .0t iit i ity 23434
Data DHCHOMATY . oo i vt irirnnnnnnnnsiasennnnnarnana 23.436
Control, Backup, and Security Plan® . ................... 284
Contingency Plan . ...... ...t iiir i ransenn 235

Uset Accoptance Stage Implementation Flan® . .. .. ... ... e 2432
Conversion Plan .. ... ..o iiiiii it trnrsisansinrnnns 2423
User Training Plan  .......... .00 vimeriiiannn... 244
Program Maintenance Manual .. ....................... 244
Users Mannal ... ...........ciimiioiiriei i 24.8
Operations Manual .. ... ... . . i 249
Data Bape Administration Procedures Manual ............. 2.4.10

Tncorporated in Detadled Functional Requirements,
Tncorporated in System/Subeystem Specification.

Inecrporated in User's Manual, Operationa Manual, and Data Base Administration Procedures Manual.

‘Incorporated in Convergion Plan.
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Figure III-7 (Continued)
SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMBERS FOR OSM LEVEL 3

OPERATION AND MAINTENANCE PHASE
Implementation Stage Nene Required

Maintenance Stage None Required

IIL.C
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Figure I1I-8

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMBERS FOR OSM LEVEL 4

Mismion Analysia Stoage

Concept Development Stage

Byatermn Anslyeie Stage

System Design Stage

System Construction and
Acquigition Stage

*(Optional

HIC
Life-Cycle Management

INITIATION PHASE
Project Request . . ... ...uititt it e e 111
Misgion Analyes Mathodology .. ............cc0veruneas 1.12
Cost/Benefit ANBIYEIE . .. ......\v'r'invnernnne e, 1138
Project Charber .. ... . it ire i te et mn s sanannes 1Li4
Organizational Model ., ... .. ..ottt iersianens 1.1.5
Miswion Process Model . ............c.coiiiiniinnnn.. 1.1.8
Informetion Model .......... ... ... .. it ririnnnnnn. 1.1.7
Migsion Need Statament .. ... ... trire o enrernsreass 1.1.8
System Objectives® . ... . .. i aa s 1.2.1
Application Syetem Architecture® ...................... 1.2.2
Data Architecture® ... ... ...... .. ioninnniinnennnn 1.2.3
Data Communications Architecture® . .............. 0.u.. 12.4
Syatem Life-Cycle BEBMOEY ... ot im i s n e nsaroranrns 1286
Byatern Iife-Cyrle Dates . .......... ..., . veivuunn... 1.2.7
Syatem Life-Cyvle Rescurces Estimate ... ................ 128
Cost/Benefit Analysds .. ...........cverrenrannarennnn. 1211
Revised Misslon Need Statement ... .....ovuinirrnrnnnn. 1212
Bystem Decidon Paper 1 .......... 00 iiiinnnee e 1.213
DEVELOPMENT PHASE
Current Systermn Description® . ......... 00000 ineernnn... 211
Detailed Functiona! Requirements® . ........000vvnvnnn.. 212
Data Requirementa ... ........cc.00iuiinninneernnn. 2,13
Denign Propogal ... .. ... ... ruiriiunnnrnnrnrraenne, 221
Detailed Cost/Benefit Analysis . ... ..................., 2522
Rovised Life-Cyele Btrategy ... .. ........0viinrinnennnn 223
Syaterm Dacigion Paper & .. ..ottt rien e 224
Bystem Toet Plan .. ... ...t in ittt it ttaee e enns 2313
ADPE Specificatione® ., . ....... ... it 232
Bystem/Subsyetem Specification* .. ......... ... ... 2431
Data Base Specification™® .. ... ... ... iiintinnnnenenn. 24432
Detailed Process Degign® . . ... .....ciiiiinnainacennn. 2343
Program Specifieation® ... ... .. .. . . i 23394
Test Data Deaign™ ..ot it in i ine i irinnnne s 23455
Diata Dickomary™ ... ie e it st arnenceennnns 2.3.3.8
Control, Backop, and Security Plan . .........00o0n e, 234
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Figure III-8 (Continued)

MINIMUM DOCUMENTATION REQUIREMENTS FOR OSM LEVEL 4

User Acceptance Stage

Systern Acceptance Report .. . ........... . iiiiiee... 241
Implementation Plan . ............cccniiruirrrnnnnnnn 242
Conversien Flan® . ... ... .. v ittt ica e 243
Uber Training PIan® ... .v.ovnnrnneneer s rarseneans 2.4.4
Post-Implementation Review Plan ...................... 245
Program Maintenapce Manuwal ..................c00us 2446
Date Processing Manual® ... ... ... ... ... i irinann 24.7
Usar's Manmunal® ... i i it 2.4.8
Operstions Manmal* .. .. .. ... . i i, 249
Systemn Decigion Papar 3 ... . . ... .. ... i 2,411

OPERATION AND MAINTENANCE PHASE

Implementation Stage

Muintenance Stage

II1.C
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Applicetion Btewardship Document ...t vune.. 311
Popt-Implementation Review Repart .. ..........c.00vnn.. 3.2.1
Systemn Decigion Paper4 .. ........c.coviiisinnnnnnannas 3.22
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b. Procedures

1) When commercial ADP equipment or software is purchased, the hardware/
software package inventory will be updated. The inventory will be maintained
by each field office and assistant directorate and will include, at a minimum:

Item Purchased (including Version or Release Number)
Description of Item Purchased
Type of Purchase (indicate one of the following: Computer, Add-in Board,
Peripheral, Software, Accessory, Other)
Manufacturer
¥endor
Serial Number
Purchase Order Number
Purchase Date
Receipt Date
Quantity
Price
Personis} who approved purchase
Distribution Information:
To whom equipment/software ia assigned
{including Name, Title, Telephone Number)
Location of equipment/software

The hardware and software inventory will be supplied to the MIS Division
Chief.

2) Each organization will maintain an inventory of custom-developed software
applications. When a software development effort is approved, completed, or
terminated, the application inventory will be updated. This inventory will
include:

Application Name
Functional Description
Software Environment
{for example, operating system required, programming language)
Hardware Requirements
{for example, CPU required, memory requirements, storage requirements)
Development Start Date
Installation Date
Installation Date Projected/Actual Indicator
Use Termination Date
System Developer(s)
System Owner(s) {Name, Posgition, Telephone Number)
System Manager(s) {(Name, Pogition, Telephone Number)
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¢. Respongibilities
1) The MIS Divigion Chiefl is responsible for compiling and maintaining an ADP
resource inventory and providing necessary inventory data to the DOI Office of
Information Resources Management. The necessary data will be accurate and
provided on a timely basia,
2) Asgistant Directors and Field Office Directors are responsible for ensuring that
ADP resource inveniories are maintained,
4. Reporting Requirements
Updates to the hardware, software, and application inventories will be provided to the
MIS Divigion Chief gemiannually (at the end of the second and fourth quarters) in the
electronic format specified by the MIS Division Chief.
5. References

Department of the Interior Departmental Manual, Part 376 DM 11, Information
Resources Management—ADP Resource Inventories.

Paperwork Reduction Act of 1980 (44 TUSC 3501).

General Services Administration, Federal Information Resources Menagement
Regulations {FIRMR).

. Effect on Other Documents

None

Y. Effective Date

Upon issuance

8. Contact

MIS Divigion Chief
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E. AUTOMATED INFORMATION SYSTEMS MANAGEMENT ACCOUNTABILITY

1. Purpose

Thig gection provides Office of Surface Mining (OSM) policies and responsibilities
concerning management accountahility for automated information systemns.

2. Definitions
a. Terms

Automated Information System {AIS). An organized combination of human
regources, ADP equipment, software, and established methoda and procedurea
designed to collect, process, and/or communicate data or information for the
purpases of supporting specific administrative, mission, or program requirements.

Major ATS. An AIS that requires special, continuing management attention
because of its importance to the support of a mission; its high development,
operation, or maintenance costs; or ite significant impact on the administration of
programs, finances, property, or other resources, An AIS is determined to be major
when it meets any one of the following criteria:

* The system directly affects the ability of DOI or OSM to perform a mission
designated by the President, the Congress, the Office of Management and
Budget, or the Secretary as being of importance.

* The system involves a significant investment, including personnel costs,
relating to development, operation, and/or maintenanes. In this context,
gignificant investment has occurred if {(a) the cost of initial development from
conception to implementation exceeds $1 million, (b} the coat of operating and
maintaining the system in any one yvear exceeds $0.5 million, or {¢) the fotal
life-cycle cost exceeds $5 million,

* The system affects national security or the security and safety of people,
substantial financial resources, or other valuable assets.

+ The system is used throughout DOIL
* The system supports a funetion that is multi-bureau in scope.

¢ The system directly affects DOD’s ability to meet a eritical departmental,
national, or international mission.

System Owner/Steward. The program official whose program is supported by the
AIS and is the primary uger of the AIS, who initiated development of the AIS, or
who exercises functional oversight of the AIS. The system owner is responsible and
accountable for the products of the syatem. In some cases, system ownership may
be shared.
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