© 00 N o o A~ wWw N P

N N N N N NN P B P R R Rp R R R
o o A~ W N PP O © 00N oo 0o W DN —, O

FEDERAL TRADE COWM SSI ON

PUBLI C WORKSHOP

TECHNOLOG ES FOR PROTECTI NG PERSONAL | NFORVATI ON

THE CONSUMER EXPERI ENCE

Wednesday, May 14, 2003
7:30 a.m

Federal Trade Conmi ssion
Conf erence Center
601 New Jersey Avenue, N W
Washi ngton, D.C.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o -~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O © 00 N oo 0o dM W N~ O

FEDERAL TRADE COWM SSI ON
| NDE X

Wel com ng Remarks -- Page 3

Panel 1: Consuner Tools for Managing the Collection and

Use of Personal Information -- Page 24

Panel 2: Consunmer Tools for Managing Information

Security -- Page 99

I ntroductory Remarks for Afternoon Panels -- Page 164

Panel 3: Making Effective Use of Technol ogy:

Under st andi ng Consuner Behavi or -- Page 170

Panel 4: Building Protections into the Architecture of

| dentity Managenent Systens -- Page 249

Panel 5: Building Security into the Architecture for

Safer Conputing -- Page 317

Cl osi ng Remarks -- Page 363

For The Record, Inc.
wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N Pk

N N N N N N RBP B R R R R R R R
ag A W N P O © 00 N oo 0o »dM W N -, O

PROCEEDI NGS
VELCOM NG REMARKS

M5. LEVIN. Good norning. Welcone to the
Federal Trade Commi ssion's public workshop on
"Technol ogies for Protecting Personal Information: The
Consuner Experience."” This is a first day of a two-day
program | hope you will return on June 4th to explore
t he busi ness experience.

My nanme is Toby Levin. | aman attorney in the
D vision of Financial Practices, and in addition to being
one of the noderators for today, | have the extended duty
of making just a few adm ni strative announcenents.

First of all, I want to just point you to the
exits that are behind you. And know that if, in the
unlikely event there is an energency of any sort, we wll
get back to you fromthe podiumw th the appropriate
i nformation, but just nmake you aware that there are exits
behi nd you.

Secondly, please wear your badges throughout
the day. |If you exit the building for any reason, you
will have to return through security, even if you have
your badges on. So we recommend that you stay cl ose by.
We have refreshnments for you for the norning here. And

keep your badges on at all tines.
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And secondly, here is your first test, to see
how much of a technologist you really are. If you have a
cell phone, please turn it off now That wll make the
program nore enjoyable for all of us.

kay. Wth that, it's ny pleasure to introduce
Howard Beal es, the Director of the Bureau of Consuner
Protection.

MR. BEALES: Thank you, Toby. | amactually
here as a stand-in for Chairman Miris. As we begin a
wor kshop about technol ogy, it's perhaps useful to
understand the limts of technol ogy, because Chairman
Muris was supposed to be here by videotape, but instead,
here I amw th Chairman Miuris's remarks.

Usually I would have to say that the views are
ny own, and not those of the Comm ssion or any
conmi ssioner, but | guess today they are the views of the
chai rman, and not of any other comm ssioner or the staff.

But | want to wel come you, on Chairman Miris's
behal f, to the first day of the FTC s Public Wrkshop on
Technol ogi es for Protecting Personal |nformation.
Al t hough the chairman couldn't be with you in person
t echnol ogy was supposed to enable himto share with you
his strong interest in this forum and his thanks to the
partici pants who have conme to the Conmm ssion to share

their expertise and perspectives.
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| also want to thank everyone in the audience,
whom we hope will carry back with thema better
under standi ng of the issues that frame today's ful
agenda.

This is the latest in a series of FTC workshops
designed to explore the w de range of privacy issues
affecting consunmers. Just two weeks ago, we held a
hi ghly successful forumto exam ne the many chal |l enges
presented by spam Today, we turn to another topic of
interest in the privacy community: what role technol ogy
pl ays in hel ping consuners and busi nesses protect
consuner information.

We have heard a | ot about the prom se of
technol ogy for protecting privacy. W want to | ook nore
closely at whether, and to what extent, consuners and
busi nesses are using these technologies. W wll exam ne
technol ogi es that are available to both consuners and
busi nesses.

The session today will focus on consuner
technol ogi es, and our June 4th session will focus on
busi ness technol ogies. During both sessions, we wll
consi der technol ogi es designed to nanage consumner
i nformation, including technol ogies such as P3P, designed
to honor consuner privacy preferences.

W w il also evaluate technol ogi es designed to
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keep consuner information secure. As part of the

di scussion of security technologies, we also plan to
exam ne whet her there have been advances in information
security since our workshop on this topic |ast year.

Qur goal is nore than listing the avail able
technol ogy. W want to explore the potential and limts
of technol ogy for both consumers and busi nesses. Have
privacy technol ogi es, including those designed to keep
i nformati on secure, succeeded in the marketplace? Wy,
or why not? \What does research on consuner behavior tel
us about how consuners will likely use these
technol ogi es? Are certain types of consuner technol ogies
nore likely to succeed in the market than others?

For busi nesses, what role does technol ogy play,
as opposed to policies and practices? Wat chall enges
can and cannot be addressed by technol ogy?

Today's wor kshop, in conjunction with the one
on June 4th, should shed sone |light on these questions.
It should give us greater understanding of the role of
technology in this inportant area. W have, today, sone
of the finest researchers and technol ogists in the field.
We | ook forward to your participation, and thank you
again for joining us.

And now, it's ny pleasure to introduce

Conmi ssi oner Orson Swindl e, who has played a key role in
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t hi s workshop, and in our workshop on information
security, roughly a year ago. Comm ssioner Sw ndl e.

COW SSI ONER SW NDLE:  Thank you, Howard, and
t hank you all for being here. Qur audience is sonmewhat
smal | er and perhaps | ess confrontational than one we had
a coupl e of weeks ago.

So, you are all the pros in the business, and
you're busy trying to find solutions, and we appreciate
not only your help in finding those solutions, but in
your help and your participation in this conference. And
| think, fromeach other, we should learn a | ot of
t hi ngs.

Bob Liscouski is going to be a real treat for
you. | just net Bob a couple of days ago. | found him
to be pleasant, a pro, and extrenmely well qualified for
the task that he has been assigned, and that's being
Assi stant Secretary for Infrastructure Protection.
That's an extrenely large title.

As | said, | found himpleasant, a
professional, and qualified. He has had a career in |aw
enforcenment, crimnal investigation, software
devel opnment, informati on nmanagenent, consulting, and
perhaps the nost inportant job he has had in his entire
life, it was for Coca Cola, a good George conpany which

I'mfamliar with, as the director for information
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assur ance.

And we all know what a success that is. So
it's nice to have a guy walk in to a new job with awesone
responsibilities, and have those kind of qualifications.

He understands what we, at the FTC, understand,
that this whole concept of protecting the critical
infrastructure of this country is a nulti-tiered process.
It's like a big triangle, and at the bottom of that
triangle are 200 or so mllion consuners in this country.
And they are using conmputers.

So, therefore, they are linked to the other --
the entire structure. They play a role, and if we think
in ternms of the strong -- the chain being only as strong
as its weakest link, we have a | ot of potential weakest
links out there. |It's a target-rich environnment, as we
know.

And | think, as many of you heard ne say in the
past, the solutions to these problens that we face are
never going to be found. But we're going to solve nmany
problens en route. It's a journey, and not a
destination. There will be many | eaders al ong that road,
that journey. You are sonme of them

And for that, we always need people who can
inspire and cajole in governnent -- cajole those in the

private sector to do what they're nost capable of doing,
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finding the best solutions, as opposed to governnment
comng in and trying to do it itself.

One of the leaders in that effort, on behalf of
Secretary Ridge, is going to be Assistant Secretary
Robert Liscouski. Bob, thank you very nmuch for com ng
over.

(Appl ause.)

MR, LI SCOUSKI: You mght want to wait until |
talk. You mght not |ike ny speech, so just hold any
ki nd of applause. O'son, thanks for your invitation to
conme here this norning. And inportantly, also for the
opportunity to speak. | think it's real inportant.

And | think, when | listen to the introduction,
it sounds like I can't hold a job, but I think the
reality of it is kind of the way | got here this norning.
My function at DHS really allows ne to understand the
connection at the local |evel.

And when Orson is tal king about the foundati on,
we' ve got 200 mllion users out there of conputer
technol ogy. Long before | ever got involved in the
conputer world, ny |aw enforcenent experience allowed ne
to recogni ze the fact that everything we do is |ocal
And while | represent a national strategy for securing
cyber space putting your finger on what cyber space is

all about is pretty difficult to do.
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But when we tal k about the connection between a
national strategy and the business community, and the
ultimate end-user relationship, that's why | go back to
ny | aw enforcenent experience at the local level. It's
all local. It all occurs at the keyboard.

|"ve got sone prepared remarks, and |'ve got a
coll eague of mne that's with ne this norning that knows
that | often never pay attention to them But | wll use
themas a framework to kind of work fromto allow you to
tal k.

| want to talk to you about what DHS is doing,
and then what our role, not just within federal
governnent, but at the local level, is all about, trying
to generate interest and awareness for security, both
Wi thin the business community and at the consuner |evel.

So, alot of ny remarks are really going to be
geared at the efforts we're engaged in, and particularly
with Orson's group at the FTC, to raise the awareness
| evel s at the consumer |evel.

Alittle bit about ny background. As Orson
indicated, | have been in the private sector. And it's
very apparent to ne that with respect to the private
sector, we have the opportunity in the business conmunity
of engaging in a way at the consuner |evel to not just

fulfill our responsibilities to ensure we've got the
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11
ri ght business process, and the right technologies, to
assure the consuner we can protect their privacy. W
have a responsibility to our shareholders to do the right
things as a conpany, to ensure we've got the right
conpetitive advantage to offer to consuners who have a
choi ce.

And | think that's probably where the nexus of
the private sector and the consuner really cones, as it's
al |l about choice. The consumer goes to any industry, |
don't care if it's a bank or if it's a credit card,
online shopping with American Express, or a snmall retai
store that's got an outlet on the web. The nore aware
consuners are about what their capabilities are in making
choi ces, and how people can protect themfromidentity
theft and fraud, the nore apt they are to nmake choices to
go with conpanies that are capable of providing that
assurance that they will protect themfromfraud, that
they will protect their privacy.

So, that awareness level is really, fromny
per spective, fundanental to everything we do to allow ng
consuners to understand that the choices that they make
and with whomthey do business is going to be a key
mar ket driver for the industries, many of which you
represent today.

So, let me first give you an understandi ng
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12
about what we do at DHS, and why it's really inportant
for us.

Post - Sept enber 11th, | think there is no
question we all understand how fundanental ly different
the world in which we live is.

The Departnent of Honel and Security has been
created to help us neet the chall enges we have within
security, not just at the federal |evel, as | indicated,
but also at the hone. The honeland is in the backyard,
not at these sonetinmes innocuous federal buildings we
live in. [It's everywhere.

The Departnent challenge was to integrate 22
separate agencies into one, taking responsibilities from
t he Coast Guard, fromthe Custons Service and INS, other
organi zati ons such as NIPC (National Infrastructure
Protection Center), the FedCl RC (Federal Conputer
| nci dence Response Center), all into one unbrella, to try
to coordi nate our response at the national |level. And we
have been doing that.

And within ny directorate, specifically, the
I nformati on Analysis and Information Protection
directorate, 1AIP, we have done that by conbi ning sone of
those entities, as | indicated. The NIPC, the Critical
I nfrastructure Assurance O fice the Cl AO the FedCl RC,

the NCS, which is the National Comunications System the
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13
Energy Security and Assurance Program O fice. W have
created that.

And the chal |l enge has been fairly daunting, to
be quite honest with you. | nean, when | cane here from
Coke, | saw it as a challenge of starting sonething up
fromthe first time, an opportunity to potentially have a
posi tive inpact.

| wasn't prepared for the enormty of the
chal  enges that we face. |If you could inmagine working in
a very positive way for a dot-com in the heyday of high
i nvestment, high expectations, a lot of activity going
on, all the energy of -- and the excitenent that goes
along with that, that's one of the elenents of it. It's
al so a nmerger and acquisition, it's also a hostile
t akeover, in sone cases.

We have a |ot of work ahead of us to create an
organi zation. And in the context of |IAI P, we have not
inherited a |l egacy infrastructure to allow us to be able
to work off of. Al this is brand new So | have
engaged a significant anount of ny tinme in organizational
devel opnment, building an organi zation, trying to bring
busi ness processes together, identify the IT
requi renents, making sure | know what business we're in.

You would think since we're in charge of

protecting the honeland, and the 13 critical
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14
infrastructure conponents, and the 5 key asset areas it
shoul d be pretty straightforward. But when you start
peel i ng away that onion, so to speak, you begin to
realize howdifficult of a job it is.

So, to suggest that we even knew what busi ness
we really were in at the end of the day, and we could
identify all the business processes that had to support
that, would be an assunption -- an incorrect one, because
we don't. We are really in the definition stage right
now.

And we are creating a culture. This notion of
a culture of security that we refer to all the tinme, also
needs organi zational culture to be successful. W have
to create an identity and a brand around DHS that people
recogni ze and have a significant anount of confidence in
when they see it.

And when Secretary Ridge gets up in front of
the public, and he says, "Well, listen, we're raising our
alert fromyellowto orange, but we're telling you that
because you need to be nore aware of what's going on, and
we need your participation.”

Well, if you didn't have confidence in what the
Department could do, you're not going to have confi dence
in what the Secretary is doing, because the culture

hasn't been created, and the expectations haven't been
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15
delivered upon yet. W have got to create all that, the
capability to do that. And public perception and
confidence are absolutely key for us to be successful.

So, we're working hard to bring in all the
various conponents we have inherited. W're working hard
at establishing the relationships with the private sector
and the industry and the consuners and the general public
because, as O'son indicated, this is foundational stuff.
These are the things we have to do to ingrain the notion
of a security culture that we actually have to create
within the general public, that they have a
responsibility for their own security.

| think no matter how good a governnent program
we have, no matter how strong and how confi dent Governor
Ridge is in addressing the nation, people nust accept
responsibility to do what they have to do. W can't
reach down to themand do it for them There is no way
we can protect every single individual in the United
States. If people don't accept what they have to do,
they're going to have to suffer the consequences. They
have to be responsible for their security.

Now, the governnent's responsibility in this is
t hat we have to enable them and provide themthe right
tools and techni ques and met hodol ogi es to do these

things. And again, that's the essence of what we're
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trying to do and will discuss with you today.

| want to enphasize cyber security. | know
there are nenbers of the press here who have been
probably witing about sone of the concerns that the
i ndustry has expressed about our |ack of focus, or our
| ack of | eadership on the cyber security side.

Dick dark and Howard Schm dt are evangelists
inthis area. A significant anobunt of awareness-raising
shoul d be attributed to them They need a ot of credit
for what they have done in establishing the National
Strategy to Secure Cyber Space.

But it's a strategy. And as nost good
thinking, it's only good thinking unless it becones
i npl emented. And our role, as a DHS organi zation, within
the P infrastructure, architecture, we're creating an
organi zation to step up to the | eadership for cyber
security.

We're going to inplenent the national strategy,
we're going to put feet to it and actually work on the
deliverables. So I'"'mgoing to run this as a business --
as best we can, within the governnent architecture, to do
that. Focus on what can we do, what's imedi ate, what we
can deliver. And we're architecting that today.

We're creating a | eadership capability within

t he Departnent to be both outward facing, to assure the
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i ndustry we're doing the right things, as well as on the
execution side, to make sure we're actually doing the
ri ght things.

So, we're really stepping up to that chall enge,
we're working with Orson and others in the federal
government to bring the prograns to fruition

Let nme enphasi ze the partnership aspect of it.
You have heard, probably, that 85 percent of our critical
infrastructure is owed by the private sector. That
means the governnent doesn't own it, we buy the things --
we all buy the things -- that are being produced by that
critical infrastructure, we all depend upon those things.

So, the governnent's ability to protect itself
and protect the nation, and particularly protect the
critical infrastructure, requires that close partnership
with the industries which own those infrastructures. And
that's where we're working hard to establish them

You're famliar with the Information Sharing
Anal ysis Centers, the | SACs, the various industry groups
that are out there that we're working hard with. Those
are the key conponents that we're using to outreach, and
not dictate what has to be done. But nore inportantly,
working in collaboration with the industries, to ensure
the right security prograns are being done.

But what are we doing for the consuner? Let ne
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just talk about the real reason we're here. W clearly
understand as the online world beconmes nore ubiquitous to
us, the opportunities we have to interact with technol ogy
and the Internet, and virtually any commodity we want to
buy, we can buy across the Internet. The availability of
t he technol ogy, both at a personal |evel and a business
level is clearly the things that nmake this country a
great country. No question about that.

At the business |level, the biggest challenge |
found in the Coca Cola environnment was not getting
awar eness around the need for information security, but
it was actually getting people to do the work, and
measure the work that was being done. So we could
nmeasure -- we had effective prograns.

That was a chall enge. The challenge in the
busi ness world is how nuch is the right |evel of
security, when do you stop investing -- when the return
doesn't becone equivalent to the dollars invested? How
do you neasure those things? And then how do you make
sure you' ve got the right things going on?

We did that through carefully crafted prograns
relying very heavily upon our CEO, our senior |eadership
in the conpany, to ensure that they sent the nessage out
that these things were absolutely critical for us to do.

We had good peopl e, process, and technol ogy
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t hings going on. W weren't doing all those good things
all the tine, but we engaged in processes by which we
could not just create structure, but spread the
responsibility for inplenmenting those prograns out across
the infrastructure.

We've got to do it again, the same thing. The
busi ness conmunity has a responsibility to do it, the
consuner groups have the responsibility to do it. And we
have got to get people to recognize, from an awareness
perspective, what the dangers of the online world are.

It hits home to ne, not just at the information
assurance level, fromny responsibilities at Coke. It
hits hone for ne on a daily basis: I'mthe father of two
teenage kids, two girls, who are online all the tine.
They're IMing, they're chatting with their friends,
they're doing their research, they're always exposing
t hensel ves on the Internet. And it worries me to death

| can tell you, as a forner cop and hom ci de
detective, there are a | ot of bad people out there, and
you see how they exploit people. W have a lot of faith
in the technology that we use. |It's faceless to us when
we interact wwth a nonitor we're | ooking at, we don't see
all the potential bad people that are out there, |ooking
to do us harm

An exanple is the other day, ny daughter, using
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M you can put an "away" nessage on the nessage when
you're away fromyour termnal. So, for instance, you're
online, but obviously, you' re going to be com ng back.
So she puts her phone nunber on the "away" nmessage. M
ol der daughter sees this, and she tries to act |ike the
not her, and of course they get into a fight.

She cones to me and tells ne about it, and she

says, "l just want to let you know, you know, she's doing
this." And so | wal k over, sure enough, and | said,

"What are you doi ng?" She goes, "Well, what do you nean?
What's the problen?" | said, "Well, let me tell you what

the problemis,” and | go through this thing, and it's
like, I see the eyes roll and everything, and she doesn't
quite get it yet, but we have to begin it at that |evel
and earlier.

If we don't start ingraining the understanding
of the dangers of what the online world represents,
they're never going to grow up to be consuners that are
going to engage in the sane process with any degree of
conpetence that we can think, as business people, do our
consuners know what they shoul d be doi ng?

So, it's a behavioral change that really needs
to be effected. And that's what we, as a Honel and
Security Departnent, working with, again, FTC and ot hers,

that we have to do. W absolutely have to do this. It's
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not just a big, federal bureaucracy that has to stand up
bef ore an audi ence and say, "You should be doing these
things.” W have to have practical progranms that people
can reach out to and engage wth.

So -- and how are we doing that? W're doing
that in a variety of things. As | keep indicating,
col l aboratively working with groups like -- with the FTC,
working with the National Cyber Security Alliance, the
Stay Safe Online Canpaign. W have inherited a good
program That was one of the benefits of the resources
we have had when we created DHS, was we have inherited
that programfrom NIPC. W' re invigorating that.

W want to nake sure we get the nmessage out to
t he absol ute comon denom nator here. Anybody who puts
their hands on a keyboard, | don't care if they're a CEO
or if they're a kid in the fifth grade doing a research
project, they all need to understand it. It all affects
them And that's our responsibility, as a federal
governnent, to put the word out there. And we are
wor ki ng hard to do that.

| amgetting away frommy prepared remarks, and
| don't want to chew up into the tine here. | think
probably less is nore in nost public speaking
engagenent s.

So, | think the nmessage | really want to rel ay
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here is the fact that DHS is not this |arge federal
organi zation that is going to just conme up with a |lot of
good ideas that we're just going to put up on a website
sonepl ace and say, "Okay, here is our idea, and it's up
to you to doit.” W are going to actively engage, we
are going to do a |lot of outreach with the consuner
groups and private sector, to ensure we' ve got them
engaged.

W want to influence the industry to do the
right things, we want to talk to the industry |eadership
about what their responsibility is to have good software
out there. You know, Mcrosoft, | think, is a |eader in
this area -- tal k about trustworthy conmputing -- and
their ability to provide good software out-of-the-box
that doesn't default to everything is open, that we have
good security defaults when people put operating systens
in they don't have to worry about doing all the little
swtch settings, and what does that nean to ne, as a
consunmer? Am | going to break sonmething by actually
goi ng outside the default node and putting sonething in a
nore trusted way?

The industry has a responsibility, the
consuners have a responsibility, we have a
responsibility. W all have to step up to that. W're

going to engage, you will see nore outreach, you will see
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nore practical prograns. You will see nore standards
comng out. As | indicated, it's not about regul ating
the industry and passing nore |laws, it's about doing the
things and creating the awareness |levels at all the right
| evels, all the dinensions of this group, to ensure we've
got the right things going.

| really have departed fromny prepared
remar ks, but | have got to tell you, if I didn't believe
we could do this, I wouldn't have taken on the
responsibility. | know we can do it. W can do it at a
big enterprise level, we can do it at the consuner |evel

| want to thank you for the opportunity of
addressing you. O'son, good luck to you on your workshop
today. | look forward to working with you in the future.
So, thank you.

M5. LEVIN. Thank you, Assistant Secretary.

(Appl ause.)
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