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PANEL 5: BUI LDI NG SECURI TY | NTO THE ARCH TECTURE
FOR SAFER COVPUTI NG
M5. GARRI SON: Good afternoon. Again, | am
Loretta Garrison. | wll be noderating today. Welcone
to the final panel of day one. It has been a really
exciting, stinmulating, challenging day for all of us, and
we appreciate your continuing to hang in there with us.
We realize that we have a very full agenda.
| would like to introduce the panelists for
this last session. Fromny left, the far end, Al an
Paller. Next to him JimHalpert. Then Gerard Lew s,
Andrew Patrick, and to nmy right, Frank Reeder, Phi
Reitinger, and Howard Schmdt. Also joining nme is Toby
Levin, fromthe Federal Trade Conmm ssion, to assist.
We have gai ned nuch insight and understandi ng
t oday about what has happened to the technol ogi es that
protect consumer information, and why they have and have
not worked, what it is about consumer behavior that nakes
t echnol ogy-effective, and what is actually used by
consuners it's designed for, and about buil ding
protections into the architecture of identity managenent
syst ens.
Pi cking up on a design challenge that we heard
fromthis afternoon's opening panel, we are concl udi ng

this day with a di scussion about building security into
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the architecture for safer conputing.

To begin with, we will have introductory
remar ks by Howard Schmidt, who is going to give us a
report card on the current status of the security of hone
conmputing. Howard? MR. SCHM DT: Thank you very
nmuch, Loretta, and thank you all for being here and
giving me the opportunity to talKk.

| would be trenmendously rem ss, had | not
started out by thanking Loretta and Toby for the work
t hat they have done on pulling this together. | know the
term herdi ng cats neans absol utely nothing when it cones
to the work that they have done, but | very nuch
appreciate it.

M5. LEVIN. Janes Silver, as well. W're a
trio.

MR. SCHM DT: Ch, okay, great. Thank you.

M5. GARRI SON:  Thank you

MR. SCHM DT: Anyway, | want to just quickly
talk a little bit about the report card of where we have
been, where we are, and, presumably, where we are going,
rel ative to consumer online security.

And | want to do it by framng it, first, from
a perspective that it's not just the technol ogy. You
know, we have this other PPT that we talk about. It's

t he people, the processes, and the technology. And so in
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| ooking at that, we |look at a broad spectrum what it
nmeans to be safe online, what it nmeans to have a safe
onl i ne experience, and how conputing is safer now than it
has been.

Then | want to break it down into four specific
areas, and it's particularly rewarding to follow the
previ ous panel that discussed so nuch the areas around
aut hentication and public infrastructure, and the need
for revanping this, and howit relates to the things we
are doing. Because one of the first things we need to
| ook at is where we are today, where we have been, as a
report card, regarding authentication nechanisns.

It seens that much of the world today is franed
in pre-9/11 2001 and post-9/11. But | actually want to
roll back a little bit further to pre-2001, and | use
January of 2001 as sort of the linchpin, because prior to
that, we didn't have that culture of security that O son
and many of us have tal ked about. W've started to nove
a lot closer to that.

So, if you |l ook at that authentication piece
prior to January of 2001, it was pretty nuch anybody's
guess out there. There were no requirenents, no
recommendat i ons about strong authentication mechani sns.

I n many cases, the software that canme installed had

accounts on there that were adm ni strati ve accounts that
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requi red no passwords and no one even knew t hat.

Then we zoom ahead to the 2001 to 2003 tine
frame, where we basically -- every tinme a w ndow opens up
on one of the online services, it says, "Do not give out
your password."”

There are windows that come up that are
basically just for the authentication piece. There is an
encrypted session that takes place between your conputer
system and an aut hentication conputer that nakes that a
saf er experience, so soneone can't grab the data as it
transits itself and pull passwords out of there, which
used to be the older way of doing it, prior to 2001.

We see an increase of use of |IPSec and SSL and
these sorts of encryption technologies. W also see
better protection of privacy, as part of that consuner
experience, post-2001.

And | want to zoominto now the future piece,
and that's where are we going with the authentication
pi ece fromour report card, and that's the fact that
strong passwords are now becom ng very conmmonpl ace.

The downside is it's very difficult to
remenber, which is why the next piece of this, which we
are starting to nove to, is the two-factor
aut hentication, whether it's smart cards, bionetrics,

what ever nechani sm one woul d use, we're starting to see
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t hat becom ng nore and nore relevant. W're starting to
see a lot of discussion and a |ot of the building of that
into the consuner space, including the operating systens
whi ch now support that.

We have al so seen an increase in the nunber of
reportings, which, once again, makes things safer. |If
you | ook at the nei ghborhood watch type concept, where
you have nei ghbors | ooki ng out for neighbors, other
peopl e putting up signs saying, "Listen, if you see
sonet hi ng suspi ci ous, notify soneone.”

We actually now are training state and | ocal
| aw enforcenent. W are getting a trenendous anount of
support fromthe FTC working with the consuner, and
under st andi ng how do you report these things, where do
you wi nd up sending information where your experience has
been | ess than positive, for malicious activity? So
that's sort of the authentication piece.

The next piece | want to go to is the
configuration, and this is very crucial. Prior to 2001,
nost of the systens were designed for usability and
manageabi lity, especially in the consuner space,
especially for the desktop person. It was, "How easy can
we nmake this?"

Unfortunately, the easiness also gave us a very

wi de wi ndow to make it |less safe, nbre accessible -- for
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bad people to do bad things to the system including just
sonme of the basic, core software running on your system
that you didn't know was running on there.

You know, we have seen a nunber of cases where
viruses and Trojans, and sonme of the things that have
occurred that have either pulled password files down off
of people's systens, opened those -- installed Trojans,
where people could then take over a consumer's system
They were able to be successful because there were
under | yi ng conponents that were running that people
didn't know about.

In the 2001 to 2003 tine frame we have seen
that change dramatically. W have seen a m xed bag of
changes that have taken place, normally through the
process of doing updates, normally through the process of
telling people, "Here is a patch, here is sonething you
need to do to nake your system nore secure,” that either
turns off those services or reduces the accessibility
fromthe outside world of those services.

Then, of course, the current state, and once
again, increasingly so in the future, is the whole
concept of secure out-of-the-box. Wen you log in on the
system whenever you first turn on your system and pl ug
it into your cable nodem you won't have bl ank passwords

on the systemthat someone could automatically take over.
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You won't have services running on the systemthat
sonmeone can then conprom se and work there.

And the same thing goes with access points for
wirel ess. Cable nodens, DSL, and w rel ess technol ogy are
phenonenal. | have been using it since |I could get ny
first cable and | oad themup on the nmountain. | have
been using wireless since it first came out. And what
we're seeing now is that transition over the past two
years, where the wrel ess manufacturers, the cable
manuf acturers are putting personal firewalls into the
hardware, in addition to software-based things you are
runni ng.

You are al so seeing upgrades that they have on
their systens for those of us that have ol der systens,
where basically you can go into the system configuration
on the wirel ess access point, and it says, "Downl oad your
free personal firewall, download your free anti-virus
software.” Those things are there now to better protect
t he consuner, to make our online experience nuch better.

The third piece of this is the awareness.

Prior to 2001, it was word of mouth. [If we knew sonebody
t hat had sonet hing bad happen to them you would
general ly hear about it, but you didn't see nuch
publicity about it. You saw instances where SANS and

organi zations |like that woul d publish information,
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generally to the IT professional community, but the
consuner side generally didn't subscribe to those sort of
t hi ngs.

So, in the 2001 to 2003 tine frame, we have
seen SANS, vendors, the information sharing analysis
centers, the I SACs, nedia, FTC through the Dewey site and
the information security site, the Wite House, working
with the Cyber Security Alliance to put up websites,

FAQ, how to help consuners better enjoy the experience,
whi |l e protecting thensel ves.

And of course, noving forward, what we will see
taking place are situations where custoner service wll
have security and privacy as part of the core conpetency.
When you call in to soneone about why sonethi ng doesn't
work, there will be the discussion about security and
privacy. "Do you have this enabled? Do you use a strong
password?" These are things that are going to be part of
the core DNA, as we're noving forward.

And including the ability to provide services
for the websites. One of the things | have seen
recently, particularly on the broadband depl oynents,
where when you log into the website at whatever cable
carrier it is, just like they do on the nodens, they have
a link that says, "Cick here for security, click here

for privacy." So these are things that we're seeing in
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t he awar eness pi ece.

And lastly, and the one that | think eventually
we w il be able to say, "Cee, that used to be a problem
back in the early 2000s," and that is that whol e concept
of patch managenent.

VWhet her it's Linux, Wndows, 0OS10, Sun, Oracle,

we have seen in the past it was sort of a pull. [If |
knew there was sonething that | had to fix, | would go
out and pull the bits down and fix it. | would pull the

data down and fix nmy systenms. And the 2001 to 2003 tine
frame, we saw this service where you can sign up for it,
where it wll say, "You need to fix sonething on your
system Here is the data that you need to do that, here
isthelink to do that."

And you have sone options. Currently, in nost
of the situations, they wll automatically install it for
you. In many of the operating systens and many of the

maj or applications, for the consumer space, the sane

t hi ng.

You have a box. |[If you're technically
conpetent, like some of us may be, we may want to say,
"Well, tell me what it is before you install it." O her

cases, "Please do it, because | don't want to have to
worry about it." | use that 86-year-old father of m ne

as the exanple of, "Please do it, | don't know what |'m
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doing. Fix it for nme."

And then, in the future, of course, it will all
be push. We will have the self-healing, the self-
repairing systens. W no longer will need to worry about
havi ng a bachelor's degree in conputer science in order
to have a full and safe consuner experience.

So, in closing ny opening coments, | want to
cite something that | attribute to Doris, and a | ot of
the work around the CECD, and that's ny definition of the
culture of security in the online world. And the anal ogy
| use is the seat belt exanple that sonme of you may have
heard before.

You renenber back when seat belts first cane
out? We found out a couple of things about them First
and forenost, they were extrenely unconfortable, because
when we sat on themthey hurt after a while. But that's
what we did, we sat on them And despite the best
efforts of the highway transportation fol ks, despite the
best efforts of |aw enforcenent, we sat on the seat
bel ts.

Then, | ater on, they put those annoyi ng buzzers
in there, and we | earned that they becone even nore
unconfortabl e when you get thema little bit higher
behi nd your back, because we woul d connect them behind

our back to shut off the buzzer.
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And then, eventually, it got to the point where
it becane part of the infrastructure, part of the car.
And | renmenber the first time | sat in the car, closed
the door and this belt automatically goes across ne, and
| think, "If you're going to go to that rmuch trouble, I'm
going to wear it."

Then | ask any of you today, as | have said
many tinmes, find a six to eight-year-old child, put them
in a car, and what's the first thing they do? They
buckl e that seat belt. That's the culture of security
that we have seen in that world. 1In some instances, it
took regulation, and in many, many instances, it was done
because it was the right thing to do.

And that's the sane thing as | see us noving
into the consuner space as | | ook at our report card two
years fromnow, in saying we will have that culture of
security. These things will be built in fromthe very
beginning. W wll have a user base that is nmuch safer,
respectful of privacy, and has a nmuch richer online
experience as we nove forward.

So, thank you very nuch for the opportunity to
gi ve those openi ng remarKks.

(Appl ause.)

M5. GARRI SON:  Thank you, Howard, and we do

| ook forward to that report card in two years.
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We have heard an awful | ot today about people
who are struggling in many different ways in trying to
use their technology. The 144 passwords certainly stands
out .

But the big nessage that we al so heard fromthe
consuner groups and fromthe academics, is that it has to
be usable, it has to be sinple. It has to be integrated
into the system you just turn it on and it works. And
it has to be interoperable.

So, part of the challenge here today is how do
we tal k about designing technology for safer computing
t hat incorporates these features?

But before we get there, | would like to ask
first, is honme conputing safer today than it was a year
ago? Wiy, or why not? Jim can you help us with that?

MR. HALPERT: Loretta, | think it is. And
Howard outlined a nunber of very inportant ways in which
t hi ngs have gotten better, if one takes 9/11/2001 as the
nmeasuring point.

There is greater awareness anbng cOnNsuners --
and we're focusing here on the consuner market -- and on
the providers of various technol ogies, and providers of
| nt ernet service.

| am here as general counsel of a trade group

of leading ISPs called the Internet Conmerce Coalition,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

329
and | can tell you that all of these conpanies invest
very heavily in upgrading network infrastructure,
increasingly in R&, actually, to devel op network
security solutions. They are working actively on rapid
and coordi nated and col |l ective responses to security
threats in the network, |ike denial of service attacks
and wor ns.

And in many cases, conpanies wll discover
probl enms and alert their conpetitors, because this is a
common issue of trust in the network, and sonething that
network operators are uniquely situated to address.

They are also investing in detecting and
filtering out the transm ssion of malicious codes, such
as e-mail viruses, worns, Trojan horses, and denial of
service attacks. These are automated mechanisnms to try
to stop these transm ssions. They are not al ways
successful. The back-up is to have a very rapid and
coordi nated reporting nechanism so that Internet
conpani es can alert each other to problens that are
com ng down the pike, and alert their custoners.

There also is a significant effort to educate
custoners regarding the inportance of network security.
This is sonething that the governnment can play a very
inmportant role in, and the press can play an inportant

role in.
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Howar d nenti oned going to websites and being
able to downl oad security tools. Qur nenber conpanies
are investing in robust and prom nent security portions
of their websites that educate consuners about what to do
and not to do with regard to network security, and give
t hem easy access, through clicking on hyperlinks to
additional tools to upgrade security.

Finally, there actually is an inportant role in
provi ding custoners with ready access, at the edge of the
network, to tools that cone with the sign-up for service.

For exanpl e, custoners of broadband networks
can get, through our broadband nmenbers, discounted
firewalls, in some cases free firewall technol ogy, free
anti-virus software with upgrades provided, say, for a
year on a free basis, sone password protection tools to
make sure that custoners use secure passwords and have
encrypted connections as they log into the network.

And also -- and this is very inportant on the
theme that the FTC has spent a lot of tinme on in the past
-- parental control software, to protect other aspects of
security for children, for exanple, who are on the
| nt er net.

| SPs are nmuch better situated to protect the
security of their actual network, rather than the

activities or software on end user conputers that are
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just off the network. However, even there, our nenbers
have nmade major efforts appropriate to the particul ar
mar ket they serve. And this wll vary w dely.

For exanple, a big backbone provider that
provides a direct Internet connection to a corporate
network is going to provide a very different set of
security tools to network adm nistrators than will a
narrow band provider that is serving consuners in the
hone.

In addition, proprietary online service
provi ders, |ike our nmenber AOL, have a different -- and
in sone ways, an easier job protecting security than
providers that are sinply entirely open to the Internet.

So, there are a range of different tools, but
conpanies are spending a lot of tine and effort on this
increasingly inportant area of providing a good and safe
net wor k.

M5. GARRISON: All right, thank you. Jerry,
can you give us a summary from Contast's point of view?

MR. LEWS: Sure, thank you. And, first of
all, thanks to Conm ssioner Swindle and the FTC for
having us. W appreciate the chance to be here. And to
the staff, who has done a great job organizing this.

Let me give just a little bit of background.

Part of our panel topic today is network architecture,
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and | would just like to spend a second tal ki ng about
where we are in the history of network architecture,
particularly with respect to cabl e-based Internet service
provi ders.

You may renenber al nost 18 nonths ago Excite@
home filed for bankruptcy. They were the outsourced
I nternet service provider for many cabl e operators,
Contast included. And that forced us and the other cable
conpani es that used Excite@one as their ISP solution to
scranbl e quickly, and at great cost, to deploy and build
our own networks so that we could, in effect, keep the
lights on for our Excite@one custoners.

And we, |ike the several other cable |ISPs, did
that in about 90 days, literally, logically and
physi cally deployed an | SP network that we had planned to
deploy in about 9 nonths. It wasn't wthout sone fits
and starts, but it basically worked, and it's been
hunmm ng al ong very nicely ever since.

So, we at Contast, and | think many other cable
|SPs — are at a fairly early stage in the architecture of
the network, and as a result, many of our decisions with
respect to custoner-facing security, | think, have been
driven nore practically and tactically, given where we
are.

And so, what we have decided to do -- at | east
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currently, at Contast — is offer a McAfee and -- |' m not
necessarily pronoting them it's just that they' re the
partner we're working with currently -- firewall, client
software. It's their standard retail offering that our
custoners can downl oad directly through our website for
free. And it's a one-year free firewall.

McAf ee actually owns the custoner, provides al
the technical support, the updates automatically, and
handl es the custoner rel ati onship, because they' re best
suited to do that. W don't necessarily have a | ot of
expertise or depth yet at 1-800- COMCAST for dealing with
firewal | questions, for exanple.

That's a nodel that has worked fairly well. W
have had a relatively high adoption rate anong our
subscribers for the firewall. And when we |ook at this
rel ati onship and other things that we can add to it, we
certainly wll |look at adding anti-virus and privacy, and
ot her types of security tools into the mx. |It's really
di ctated by business considerations, in |large part, and
by our desire to provide a valuable solution to our
custonmers, who do conmmunicate with us and say privacy is
of concern to them security is of concern to them

And right now, | think where we are, as many
other cable ISPs may be, is that this is a best

out sourced solution right now That may not al ways be
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the case. And over tinme, our security solution my be a
hybrid of outsourced technol ogies |like a MAfee, as well
as some honme grown things.

M5. GARRI SON: Jerry, one question

MR LEWS: Sure.

M5. GARRI SON: When did this go into effect for
your customers, and what is the adoption rate? Do you
have that figure?

MR LEWS: W haven't publicized the adoption
rate, but in the areas that we have heavily pronoted it,
it has been very high, and we have been very pleased with
t he adoption rate. And we are in the process, as we all
know, of nerging our AT&T broadband systens into Contast
systens that will be conplete this sunmmer.

And at that point, we will have over 4 mllion
| SP subscribers, and we will be | ooking to nake sure
everybody has the opportunity to upgrade and get the
benefit of the firewall solution.

We started offering the firewall, if I remenber
correctly, about six nonths ago. Prior to that, we had
of fered anti-virus services through McAfee. And the way
the affiliate relationship works is that people who take
the firewall for free can get a special deal from MAfee
on the security and the privacy conponents, as well as

their security threat assessnent center, which is
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actually a pretty cool little thing if you have pl ayed
withit.

When the deal cones for reupping, we wll
certainly look at adding new things into the m x, and new
val ues for custoners, and give them perhaps a mx of free
and di scount, so that they can continue to get the
benefit of the services.

What we have done in terns of custoner
notification and education -- and that's really where |
think we and a lot of the ISPs, not just cabl e-based, are
really at the early stages -- is devel opi ng hone-grown
materials, FAQ and ot her education, as well as
| everagi ng what third parties have done.

W're linking to Dewey the Turtle, when the new
portal rolls out in about 60 days. There are a |ot of

ot her good third-party sources out there that we direct

our custonmers to, so we will continue to grow and enhance
t hat area.

And the user education piece, | think, is very
inmportant. |It's sonmething that | think we have a

responsibility to do, and we take seriously, and are
doi ng that.

In terms of the future direction, the
architecture, if you will, of network security, what

t hi ngs m ght be com ng down the road? A couple of things
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to specul ate about.

| think Jimalluded to it, there will be things
beyond pure security that will be of value and interest
to our custoners. Parental controls is one exanple.
Pop-up bl ocki ng, spyware filters, there is an awful | ot
of things out there that many | SPs currently address that
we may address as part of an overall security solution.

You may not think of pop-ups necessarily as a
security issue, or parental controls as a security issue,
but they all start to get into the overall category of
user control over their Internet experience. So, that
may wel | be sonething that we | ook at next.

Anti-virus is sonmething that's critical, that
we pronote heavily. Anti-virus licensing, however, is
not al ways the easiest or nobst cost effective thing for
ISPs to do. So | think for the time being, anti-virus is
probably sonmething that will be deployed on a client
basis to individual custoners, as opposed to on an
enterprise basis, where the ISP m ght do the vast
majority of the anti-virus filtering, though we do do
sonme at the network |evel

And the last point | will make is with respect
to where these solutions go, the privacy and security
solutions. Right now, we are followng a client nodel

whi ch puts the obligation on the custoner to downl oad
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software and install it properly on their hard di sk.
Wth good tools and wi zards, that can be a relatively
pai nl ess process.

But again, that's work. And as | think we have
all heard today, and | think we're all in agreenment, the
nore work for people, the less likely people are to use
it. So we want to sinplify that.

We have | ooked at, and will continue to | ook at
depl oying security and privacy technol ogi es on our
network at our end. There are different issues and
consi derations there.

If we were to deploy a security tool that four
mllion or five mllion ISP custonmers had to access,
that's a whole different calculation for us. D fferent
hardware requirenents, scalability requirenents, that we
don't necessarily see if we push the solution down to the
custonmer. So that's part of the cost benefit analysis
that we constantly do.

And there may be other extended factors that
i npact security on the network. They may be external
factors. For exanple, |aw enforcenent requests or
requi renents on the tel ecommuni cation side. The
Communi cati ons Assi stance for Law Enforcenent Act (CALEA)
Statute sets fairly strict technical requirenents on the

t el ephone network for intercepts, and the like. Perhaps
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there will be some counterpart or equival ent on | P-based
networ ks at sone point in the future.

So, there may be a variety of external
constraints or guidelines, |egal or standards, or
otherwi se, that are inpacted. But that's, in a nutshell
what we have been doing. | would be happy to answer any
guestions |ater.

M5. GARRI SON:  Thank you very nuch. Phil, can
we hear about M crosoft?

MR. REITINGER. Sure, Loretta. Thank you. But
|"mnot going to talk just about Mcrosoft. 1| also would
like to conplinent the FTC for separating Al an and ne at
far ends of the table to prevent ne from needing a
transfusion by the end. But it was unnecessary.

M5. LEVIN. Not deliberate.

MR REITINGER | will take Alan's criticisns
wi th good grace, and thank himfor his conplinments for
t he things he thinks Mcrosoft has done right.

Let nme answer the question as directly as |
can. |Is conmputing safer now than it was several years
ago? The answer to that is yes, but |I think it's a
conpl ex answer.

First, statistically, I don't think we know.

In other words, we don't have good statistical netrics

for how secure the Internet is, and we don't know,
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statistically yet, how preval ent cyber crinme is. There
is alot of good work that has been done, including by
groups like the FBI and CSI out in San Francisco. But a
ot of that is anecdotal. So we don't have good
nmeasurenents yet to know how good a job we're doing.

However, we do know that software has becone
nore secure, for a lot of the reasons that Howard
identified, and Alan identified, also, earlier.

The ol d paradigmof functionality over security
has changed. It no longer is prevalent, | think, in the
i ndustry, both for Mcrosoft and for other software
players. And | think there are a |ot of reasons for
t hat .

Septenber 11th is part of the reason. | think
we see a greater market focus on security every year.

Al'l you have to do is attend the RSA trade shows, and
wat ch the nunber and quality of security products that
are avail abl e.

And | also think the industry is maturing. And
as the industry matures, it's doing a better and better
j ob of addressing the spectrum of issues that it needs
to.

So, you see things like -- and I wll use
M crosoft term nol ogy here, because it's what | am nost

famliar with, | work for Mcrosoft -- the creation of
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the trustworthy conmputing initiative January 2002, which
has 4 distinct elenents: security, privacy, business
integrity, and reliability. So, security and privacy are
both in that, and let nme drill down a little on security.

Howard, | think, has already covered nost of
the major elenents of that, but it's not sonething that's
relatively sinple. There are four elenents in
M crosoft's term nol ogy.

"Secure by design.” And this gets to the
specific topic of the panel. It has two features,
essentially. One, witing better code, not putting
vul nerabilities in. And secondarily, architecting for
security. As you go forward, designing products so that,
for exanple, processes run at the | owest |evel of
privilege possible, if we can get to sone |evel of
technical specificity there, dealing with some of the
i ssues that Alan raised earlier

Second, as Howard was tal ki ng about
configuration, "secure by default.” Products that are
secure out of the box, both server products |ike Wndows
2003 that Al an tal ked about earlier, and consuner
products, so that products |ike Qutl ook, fromM crosoft,
now ship with nuch nore secure default settings.

And then critically, as we nove to unmanaged

envi ronnments, "secure by deploynment."” Making, as Howard

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

341
said, patching easier so it's automatic, it can be done
as transparently as possible to the consuner, and
provi di ng gui dance on how to configure systens securely.
M crosoft has done configuration guides, and we have been
assisted by other configuration guides, such as those
done by CI'S and Frank Reeder, on ny right.

And finally, "comunications.” Providing a
rapi d response capability that's al so associated with
secure by deploynment, and communi cating with peopl e about
what we're doing, such as through the MSRC, the security
response center at Mcrosoft.

Now, what does all this nmean? Does it nean
that we're not going to see vulnerabilities in the
future? No. | would like to harken back to where
Conmi ssioner Swindle started us. And if | could
par aphrase you for a second, sir, we're not going to find
a solution, but we're going to solve a |ot of problens as
we work towards that end. That's exactly right.

We need to nake conputing reasonably secure, so
that it's functional and that we address the probl ens,
both as they conme up, and proactively, before they cone
up. So that's the second point.

The third point, yes, software is nore secure.
But it is also true, as we learned this norning, that the

threat is increasing. Hackers are really, really good at
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devel opi ng new attack technologies. And they are a |ot
better at sharing information than we tend to be in the
private or the public sectors.

So, industry needs to continue to innovate, and
continue to develop nore and better security solutions
and architect products better. Because we've got,
essentially, two growth curves, increasing security of
products and increasing threat. W have got to nmake sure
that we widen the gap so that security increases, rather
t han decreases, over tine.

And the fourth point, and then | will close, is
techni cal solutions are not sufficient, in and of
t hensel ves. As Howard had enphasized, we really need a
mul ti-disciplinary response, nore secure technica
infrastructure, managenent sol utions, education, R&D
deterrents so that when cyber crinme happens, we put the
bad guys in jail.

So, when the question is put what do we need to
do to address conputer security, the answer is D, all of
t he above. And you can wite whatever you want there,
it's all of the above. Thank you.

M5. GARRI SON:  Thank you. Phil and Ji m have
both said that honme conputing is nmuch safer today. But
Andrew, can you quickly recap what consuners think about

saf er conputing?
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MR. PATRICK: G eat, thank you. Yes, | want to
buck the trend and say conputing, froma hone
user/consuner point of view, is a nuch scarier place than
it's ever been.

When you think about users' concerns in terns
of the mgjor things they are concerned about, their
security, their information security, their information
privacy, their experiences when going online and threats
to their system it's a very scary pl ace.

Consi der, for exanple, a scenario where you're
asked to go and help a couple with children go and buy
their first conmputer at a conputer store, and you' ve been
asked to tag al ong, because they think you know sonet hi ng
about conputers.

So, you go and pick out a reasonabl e conputer
configuration for a home conputer, and you m ght pick up
an office suite, because they want to do sonme word
processing, and they want to go on the Internet.

You can't stop there. W have tal ked about at
| east eight different things that you al so nust buy at
t hat conputer store in order to be running sonething that
is reasonably secure, safe, and will have good
experiences. Anti-virus software, anti-spyware software,
cooki e managenent systens you either have to buy or learn

how to use, things |like P3P and cooki e washers.
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Firewal |, perhaps two of them hardware and
software. A pop-up bl ocker, because that has a lot to do
W th experiences, especially experiences with children
and what they see, and what you m ght not want themto
see.

Sonme kind of a spamcontrol system and sone
kind of a parental control system That's a |lot of stuff
to buy and to configure and use. M quick cal culation on
t he back of an envel ope says it probably adds about 15
percent to the cost of the system before you' ve been out
t he door, which is not insignificant.

Al of this is for something that you don't
want to do. You didn't buy the conputer to do this. You
bought the conmputer to do sone office applications, to
wite sonme good-looking letters and reports, and to help
the kids with the homework, and go on the Internet.

So, the other big problemis none of this is
your primary task. Your primary task is not to operate a
safe conmputer. Your primary task is to do the things
that you want to do. So, we have problens that are not
related to why people are using conputers, and that makes
it very hard for people.

M5. GARRI SON:  Thanks. Howard, | would like to
tal k about barriers to safer conputing. For exanple,

| ack of education, technology, noney, will, and also
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about | egacy systens. Are older conputers a risk for
security, for personal use?

MR SCHM DT: Yes, | think I will start with
the | ast question first, and address that, because that,

i ndeed, is one of the issues we have | ooked at for a | ong
tine.

I f you envision the IT space today in three
boxes, there is the | egacy systens, there is the world
we're living in now, and the future systens. The future
is one |l think we are all very, very convinced that
things wll be nore secure. They continuously work
better, as Phil pointed out, as have a few of the other
speakers.

The space we're living in today is we're
enjoyi ng the experience, while we're fighting sone of the
Trojans and the viruses and sone of those things. But
all inall, it's a positive experience for many peopl e.

But the | egacy piece -- that's the part that
creates a lot of the problens for us. |In sone cases, the
software was not designed to be in such a threat-ridden
envi ronment as you know, "always on" connections provided
us. The software is, often tines, not as robust in
| ooking for viruses and bl ocking malicious codes, and
t hi ngs of that nature.

So, consequently, | think the easy answer is
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for just everybody to upgrade to the | atest product,
which is nore secure, nore privacy aware, but
unfortunately, there are sone financial constraints in
conjunction with that.

So, | think that's the biggest barrier | see
right now for being nore secure quickly, it's just sone
of the | egacy systens or products that's out there.

M5. GARRI SON: And Howard, is it true that when
you | ook across product |lines, and the extent to which
peopl e retain ol der systens, or older products, that in
the conputer world there is a nmuch higher retention rate

anong ol der systens?

MR SCHM DT: Well, | think it goes two ways.
It depends on your penchant for technology. 1'mthe
proverbial early adopter. |I'mthe one that will buy a

$600 pi ece of equipnment, knowing in six nonths it's going
to sell for $49.95. And those of us that are of that
ilk, we obviously will continuously upgrade.

You will have sort of the m ddle range, where
people will have a famly conputer that, as the prices
continue to go down, the experience becones nore rich
nore robust. They will pass that on to the kids as their
conputer, as they buy thensel ves a new one.

So we will see sonme migration of sonme of the

products, but often tinmes we will see sone peopl e that
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say, "Hey, it works. | like it. 1 don't want to change
it, I"'mafraid to do sonething different," so they wll
keep the hardware and software | onger.

M5. GARRI SON: And are there any specia
problenms in terns of security of information with
di sposal of old conputers?

MR. SCHM DT: Well, now that you nention it,
that's a concern especially in a consunmer environnent,
but even nore so in the corporate environnment. Mny
times people will just turn their old computers in,
recycle them and personal data is sitting on the hard
drives.

So, by devel oping a process before you turn it
out -- it's alnmost |ike the anal og, the paper world now.
Shredders are selling at this unbelievable rate. There's
a TV commerci al saying, "Here, protect your information
by buying a shredder.” W see that now.

Sanme thing, electronically, we have to renenber
that much of that data on your conputer is accessible,
even if you reformat the hard drive. You have got to
take sonme steps to wipe it out conpletely before you turn
it into a salvage operation.

M5. GARRI SON:  Thanks. Alan, do you have
anything to add to that?

MR. PALLER  No, | think he did a great job.
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M5. GARRISON: Al right. Andrew, do you want
to speak very briefly about password vulnerabilities? W
heard an awful |ot about it in the earlier panel.

MR. PATRICK: We heard a | ot about passwords.
| just wanted to add one other thing, which was we tal ked
a | ot about users and users' password behaviors --
witing themdown, forgetting them sharing them W
should also talk a little bit about what can be done from
an operator's point of view, in ternms of making password
systens nore usable and nore secure.

For exanple, practices like forcing password
changes imedi ately are very bad practices. People don't
forget on demand, and so asking themto inmediately
choose a new password -- forget the old one and renenber
the new one -- is just a very bad practice. You get mnuch
better password choice and password renenbering if you
gi ve peopl e war ni ng.

Qovi ously, asking for multiple passwords,
especially when they're not absolutely necessary can be a
concern. W have tal ked about having cl ear password
rul es, teaching people how to make good passwords. There
is alot of software around that will | ook at passwords
as peopl e choose them and nake recommrendati ons on those,
and that software is not used very much. So, if people

enter weak passwords, they can get feedback fromthe
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software i nmedi ately, before that password is accepted.
Those kinds of practices can really help.

There is a reason why peopl e share passwords.
They wite them down and they share them because, often,
the work requires the sharing of information. |If you're
operating systens that don't support information sharing,
such as sharing of docunments across users, if you're
operating a systemthat doesn't support people who may
forget their passwords, if you don't plan for password
forgetting, then it's no wonder that people start witing
t hem down.

If there is at all a high cost, such as soci al
or work or otherw se, for users forgetting a password, of
course they're going to wite it dowmm. So if you don't
have 24/7 password support, or an easy way for people to
get their passwords reset, what are they going to do? O
course they're going to wite it down.

Al t hough passwords are weak, they are weak for
a reason. Users' behavior with passwords has been wel |
studied. There are lots of things that can be done here,
and it really can be sunmarized in focusing on three
guesti ons.

You have to consider teaching the users why
good passwords are inportant. Many people feel that they

are a small cog in an organi zation, and so their
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particul ar password nmay not nean very nuch. But we know
that a small vulnerability can be a |arge vulnerability.

So, you have to answer the question why. Wy
do I need a good password? You have to answer the
guestion how. How do | create a good password? You have
to show exanpl es, get feedback, and support passwords
that all ow people to get the job done, such as group
passwords and work sharing.

And finally, you have to answer the question of
how many, and we have tal ked about that. You really have
to think about how many passwords, and what you're really
aski ng people to renenber, and realizing that they are
not going to renmenber it, they're going to do sonething
else. And until you have solutions |ike single sign-on,
and whatever, realize that people are just being asked to
do too many.

M5. GARRI SON:  Thank you. Alan, | would like
to ask you what are the principal threats that weak
security causes for hone users? |Is it primarily that
hackers can steal personal information for identity
theft? And what can consuners do, technologically or
ot herwi se, to protect thenselves?

MR. PALLER | think what you described as the
principal threat is the one that's nost often called up

when sonebody is trying to sell people security, it's
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al nost never the real threat. There are three real
t hreats.

But before |I answer the question, today is
actually a celebration day in the security field.
Listening to Jimtal king about ISPs in a sense conpeting
for who has got the better security offerings -- not al
of your ISPs have all of the services, and then Contast
says, "And we have these" -- that's a huge change.

And the man sitting over there, and the man
sitting over there, and Dick Cark all get enornous
credit for changing the marketplace to where the
consuners expect it. It wasn't you saying it to the
vendors that changed anything. It was you saying it to
t he consuners and the consuners saying it to the vendors
and then the vendors said, "Oh, well, our custoners want
it."

And listening to Dell talking about what
they're doing, it's a massive shift in everything, and |
think there are sonme bows that you all shoul d take.

Having said that, there are still sonme threats.
Everything is getting better, nuch better, but there are
still sone problens. And the problens, actually, are not
quite solved by what we have heard, so | want to talk
about three threats to the hone user.

The nobst common one is their machines are being
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taken over, generally, by automated software, or by
downl oadi ng sonet hing that they shouldn't have
downl oaded. Often, their kids do the downl oadi ng, and
it's on the parents' conputer. So it's not quite the
user who could be educated, it's the kid you woul dn't
want to give a driver's |license to being out and doing
t hi ngs.

That' s happening at the rate of what we believe
i s between 30,000 and 50,000 a week. And honestly, |
couldn't care less. Meaning if 30,000 people get their
conputers taken over and they have all got trouble, it
woul dn't matter, except we have got a different problem
and that problemis -- well, let nme talk about when they
| earn about it.

The way they learn about it is either sonebody
puts pornography on that systemthey took over, or they
put software on it, or they used that conputer to attack
t he Defense Departnent. And the way they hear about it
is when the FBI knocks on their door and says, "Wy is
your conputer attacki ng DSA?"

And | asked the head of the FBI's cyber crine
unit in Baltinore, "Does that happen very often?" And he
said, "Alan, all the tinme." And then he paused, and he
said, "All the tine."

So, this is not uncommpn, and that's a bad
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thing, that's bad. But that's not what |I'mworried
about. | amworried about it because, as you will all
learn later in the sunmmer, sonewhere between 500, 000 and
1, 000, 000 machi nes taken over is sufficient to take the
| nternet down and keep it down. And 30,000 to 50,000 a
week doesn't divide that badly into 1,000,000. And
that's the reason we care.

And so, when | tell Phil that I worry about the
ol der machines, and | don't just worry about the new
machi nes that are com ng out, you' ve got to do sonething
for me about the older machines -- it isn't because I'm
worri ed about sonebody |osing their personal data. It's
that | don't want another 30,000 nmachi nes bei ng taken
over by sonebody who can use themin a concerted fashion
to attack what we think of as our e-conmmerce engine.

The other two threats, though, real quickly,
are that the attacker can damage your conputer. This
happens a |l ot with Kazaa and ot her things, but that
software can actually take you out, and you can't do
anything. And your machine dies, and the idea of backups
for nmost of us is a foreign term it's not English, we
don't know what it is.

So, cleaning the machine up and getting it back
is really a very difficult thing. And just as an

exanpl e, of the 150,000 machi nes that were taken over
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wi th Code Red, we think about 30,000 are still just as
infected as they were before, because it's so much
trouble to clean up. And the reason we know that is
t here are about 30,000 nmachines out there trying to
i nfect other people, so it's likely.

But the last one that | think is inportant as a
real threat -- you all have heard of VPN, virtual private
networ ks, and you think, wow, cool security system
can use the Internet, | can sit at my home, go through
the safe system and get to ny conputer

It turns out that's right, but there are lots
of cases where the attackers know this. They infect your
machi ne, and if you think you' re smart enough to beat
bei ng i nfected, challenge nme sone tine. They take over
your machi ne because they know you're an enpl oyee of the
Justice Department or enpl oyee of DEA, or an enpl oyee of
sonet hing el se, and then once they have your machi ne,

t hey have a conplete open pipe to the Justice
Departnment's machine. [It's not a secure pipe, where
there is security, it's actually an open, fully open
pipe. That's what a VPNis, it's an encrypted open pipe.

So, those are the three risks. Your machine
gets taken over and the FBI cones knocking on your door.
Your machi ne gets broken, and your machi ne gets taken

over and they use that to get to your enployer, your
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enpl oyer finds out, he is a very unhappy person. Those
are the three main reasons.

M5. GARRI SON:  Frank, | wondered if you could
add to that, and answer the question what can consuners
do, technologically, to protect thenselves fromthese
t hreats?

MR. REEDER: There is a risk of being on the
| ast panel at the end of the day, and that is repeating
everything you have heard before, but that's just about
everything that has been said. So let ne avoid saying

that, by adding a "ne, too," and hit a couple of points.

First -- and here, Andrew, you were very
hel pful in an earlier panel, in suggesting that we are
using "transparency” in tw very different ways -- and

| et me suggest, w thout going back to Descartes, that, in
fact, when we use "transparency” in the sense of
sonet hi ng happeni ng wi t hout our having to intervene,
let's think of that as being passive, as opposed to
active security.

And | would argue in the consunmer space, for
all of the reasons that were discussed on the second
panel this norning, the notion of expecting consuners
actively to be chief information security officers of
their own desk tops or of their home networks, | would

argue, is hopel essly naive.
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So when we tal k about what the consuner can do,
the short answer is buy safe products. The barriers to
that are, | would argue, twofold.

One is -- and they have both been touched on --
the age of the installed base, the difficulty in doing
that for old technol ogy, and second, the conplexity of
what we're doing with the result that accountability is
di f fused.

Dean Mark Grady, at George Mason Law School ,
tal ks about why tort law won't have the sanme effect in
cyberspace that it has had in other consuner areas,
| argel y because the finger pointing |ooks Iike this.

Like Alan, | amdelighted to see the | SPs
stepping up. | amthrilled, not only because it's based
on work that the Center for Internet Security has done,
that we are starting to see ISPs, we're starting to see
equi pnent manufacturers like Dell, we're starting to see
software vendors nmake safety security a feature.

| think the sinplest thing that we can do --
and | think here the Federal Trade Conm ssion can be
enornously hel pful -- is begin to identify a set of
things that represents safe products, and then validate
clainms that vendors make that their products are, indeed,
safe -- essentially, a truth in advertising role, rather

than a regul atory role.
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This is not a pol em c against teaching safe
conputing or strong passwords, but | would argue that the
noti on that such practices wll becone pervasive in the
short run, | think, is -- let ne be slightly provocative
-- hopel essly naive, which is not to suggest that we
shouldn't do it.

It's not obvious to nme even that passwords
represent a serious threat, because nobody has shown ne
any data that break-ins into honme conputers have resulted
in any serious |losses. The |osses occur because of
viruses whi ch have nothing to do with secret passwords,
or the difficulty of passwords.

So, that's where | think we can be of help to
the consuners, by starting to produce, as we are hearing
today both fromthe software vendors, fromthe hardware
vendors, and fromthe | SPs, safer products and services
that are clearly identified to the consuners, so that
consuners, in the marketplace, can nake those choices
wi th reasonabl e assurance that the clains being nade are
as adverti sed.

M5. GARRI SON:  Well, your comment about
benchmarks | think |leads us into the big question for
this panel, and Howard, | would Iike to ask you to
initiate the broader discussion.

What nechani snms all ow us to achi eve the goal of

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

358
a culture of security, and specifically, how do the
adoption of security benchmarks help in this regard? O,
are there additional incentives needed to encourage
devel opment of safer conputing tools and practices?

MR SCHM DT: Well, | think first and forenost,
there is a trenendous nunber of incentives out there.
Just fromthe consunmer perspective, we want to enjoy the
experience. W want to be able to feel secure in our
pur chases, we want to be able to feel secure in our
research that we're doing online. So there is an
incentive for us to |learn nore.

Now, what are the nmechanisns? First and
forenmost, | think the nechanisns that are in place have
been described. The ISPs are not only | ooking to renove
t hat burden fromthe consunmer space, but they're | ooking
todo it in a rather rapid fashion. So that hel ps nove
the culture of security to the backs of those that can
better handle it.

The education, training, and awar eness
conponent, whether it's the FTC website with Dewey, or
Stay Safe Online, or the individual vendors that have
security and privacy sites out there. Those are sone of
t he nechani sns that, once again, are just as routine as
buckling your seat belt, or meking sure you have an

airbag in your car as you nove forward

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

359

The other thing is this autonmated process for
updating of anti-virus software, personal firewall
signatures, those sort of things.

And the last one is just |earning about
security and privacy, how things work. You know, it's
interesting. As | learned howto drive, | |earned that
the big one was the one that nmade you go fast, and the
short one next to it nade you stop. W need to do that
nore in the online world, and nmake sure people
understand. "Here are the things that will make you go
good, and here are the things that will cause problens
for you."

M5. GARRI SON:  Thank you very nuch. Any ot her
comments from any panelist?

MR. PALLER | think Rich Lloyd -- since sone
of you weren't here when the Dell representative was
talking -- Rich Lloyd said this norning that they
couldn't have done the new system safer system if he
hadn't had i ndependent benchmarks.

You can't ask every vendor to develop their own
st andards of what neans safety. And so, | think it is
t he consensus, the government and industry consensus, on
what a safe honme systemis, what a safe workstation is,
what a safe web server is, that allows people to deliver

themthat way, and | think the same thing will happen
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with ISPs. Determning what a safe ISP service is wll
allowthe ISPs to all get to it really quickly.

M5. GARRI SON:  Jerry?

MR, LEWS: Yes, just a quick follow up on
Alan's earlier point, which | agree with conpletely.
Consuners have definitely told us and other |SPs, "W
want security, we want privacy," and we have certainly
responded.

And you know, the situation he posited about a
zonbi e conmputer attacking the Defense Departnent, that's
sonet hing that draws resources off the Secret Service, or
the FBI, and it's certainly sonething that draws
resources off the | SPs.

We have lots of those zonbie conputers that
show up on the abuse team s radar screen, and it's often
an old machine with Code Red trying to port scan sonebody
else, to infect them It draws a trenmendous anount of
resources and dollars and tinme on our part, that we could
be spendi ng doing other things to help protect our
custoners.

And sone of it is |egacy systens, sone of it is
just bad consuner behavior, sone of it is just conpletely
unknow ng consuner behavior -- the kid hone from coll ege
downl oads a lot of files, goes back to school, and the

parents are left holding the conmputer
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So a trenendous anmount of resources that goes
into that. And part of why we think better security,
both at our end and at the consuner end is a good thing,
is that it hel ps us reduce our cost and our expense of
dealing with these kinds of issues, and |ikew se, can
hel p the consuners reduce their frustration.

M5. GARRISON: Jim just very briefly -- we,
unfortunately, are out of tine.

MR. HALPERT: | would just add that there is a
great diversity of different situations in which
consuners and busi ness users access the Internet. And
tal ki ng about what a safe | SP experience is wll vary
greatly, depending on whether it's a broadband
connection, a dial-up connection, a narrow band, or a
proprietary online service, which often has a greater
security environment, because all traffic has to go
t hrough one place in the network, typically.

And it's very inportant, as we think about
t hese, that we understand what the security chall enges
are, and whether the standards are sufficient to neet
t hose chal | enges.

Al so, as we have heard repeatedly, security
needs to evolve. And the notion that we can just
establish a benchmark and sit on it may actually lead to

| ess security, because security has to be dynamc
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And we need to have a sophisticated
under st andi ng when we tal k about what these things nean -
- and they really are a lot nore conplicated than just
havi ng one single stanp of approval. FTC deception
authority, making sure that when vendors are selling
products and saying that they are secure, they really are
secure, is a very, very inportant role, and one that
| SPs, as purchasers -- really, as mddlenmen, who sinply
purchase this technol ogy and pass it along, as you heard
fromJderry -- need to depend on, as well.

So, we applaud the FTC s role so far inits
security work, and |look forward to working with you in
t he future.

M5. GARRISON: On that note, | amafraid that
we have run out of time. And | would like, at this
point, to thank the panel very, very nuch for a
fascinating and informative discussion. QObviously, we
need to continue this another day.

| would like to introduce Howard Beal es, the
Director of the Bureau of Consuner Protection, who wll

make cl osing remarKks.
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