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PROCEEDI NGS

M5. LEVIN. | hope all of you have had a chance
to enjoy sonme of the delicious refreshments out front.
They were provided by sone terrific conpanies -- Contast,
Ernst & Young, Internet Security Systens, Mcrosoft, The
SANS Institute, and Trustee -- and we thank them for
providing themto us today.

Good norning, and wel cone to the second session
of the Federal Trade Conm ssion's public workshop,
Technol ogi es for Protecting Personal Information: The
Busi ness Experi ence.

Sonme of you were here a few weeks ago at our
consumner experience workshop. W |earned an awful | ot
t hrough that workshop, and I"'msure we will also learn a
great deal today.

It's been ny pleasure to work with Loretta
Garrison and Janes Silver and Jessica R ch, our assistant
director, to prepare for these workshops.

We | ook forward to having our panelists share
their expertise and insights with all of you today.

Bef ore we begin, | have just a few housekeeping
announcenents.

First, in the unlikely event of an energency,
we will be given specific instructions by our building

security officer. So, | ask you please to wait for those
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i nstructions, even though you m ght instinctively dash
for the exits.

Secondly, please wear your badges throughout
the day while attendi ng the workshop, because if you take
themoff, you' Il have to go through security again. |If
you do | eave the building, you will still have to cone
back in through security, even though you have your
badges, but we ask you please to keep them on.

And now, if you haven't already done so, please
turn off your cell phone, the ubiquitous technology in
t he room t oday.

It's nmy pleasure now to introduce Comm ssioner
Orson Swi ndl e of the Federal Trade Comm ssion.

(Appl ause.)

COWM SSI ONER SW NDLE:  Thank you, Toby.

I"'mfroma small town in south Georgia, and I'm
a Methodist. W used to note that every tine we went to
the Baptist church that the real skinflints in the
Bapti st congregation always sat in the outlier seats and
in the back, because at the Baptist church, it's
absol utely habitual, they do ask for noney.

Now, we are going to pass the plate here |later
on this afternoon, and during the next break. |If | could
encour age everybody to nove inward as nuch as we can. |

realize we're just about full here in the mddle, and
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that's great, but come onin. | think it helps the
speakers, and | think you would be able to enjoy it a
little bit nore.

Speaki ng of being fromsouth Georgia, it's very
hot in south Georgia and dry during the summer. | have
good news and bad news. The good news is the rain's
going to stop, and the bad news is that is reported to be
in Septenber. It reminds me of when I first noved to
Hawai i .

| married ny wife in Decenber of '89, and I
noved to Hawaii. January and February are the rainy
nonths in Hawaii. Having grown up in south CGeorgia, a
l[ittle town where we woul d have the occasional rain
shower, it was our challenge as kids to know whose front
porch we could run to to hop in.

We'd sprint honme from school and hide fromthe
rain and get under the trees -- this is one of those
habits you pick up as a kid. Wen | got to Hawaii, we
Iived about eight or 10 bl ocks away froma place where we
had our car fixed. | took the car down one norning right
after I1'd gotten there, and as |I'm wal ki ng back, it
starts raining, and | inmediately revert to the Caml| a,
Ceorgia, strategy of keeping dry. |'mrunning from door
stoop to door stoop and finding a tree and hiding, and

after | get about hal fway home, | | ook around and not
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anot her soul is doing this.

| mean in Hawaii, it's natural that it would
rain. So, fromthe | ook of things the past couple of
nmont hs, we're going to have to adopt the Hawai i
phi |l osophy and just ignore it and wal k through it.

| want to wel cone you today to our workshop,
Technol ogi es for Protecting Personal Information: The
Busi ness Experience. W're very pleased that you can be
here and we thank you for com ng and sharing this
di scussion with us.

Today's workshop is the second in our series
that started on May 18th, when we spent the day exam ning
t he consuner experience with technology for protecting
personal information.

| think we're in for a real treat today, since
many of the sane participants are with us again today to
share their knowl edge about how busi nesses are protecting
privacy and security.

As | often say, solving problens of privacy and
security and protecting the security of information
systens and networks will require a new way of thinking,
a culture of security.

| suggest that, to achieve the best possible
results -- not the perfect results, because they don't

exi st, but the best possible results -- we need to keep

For The Record, Inc.
wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N RBP B R R R R R R R
ag A W N P O O 00 N oo O »d W N -~ O

t he di al ogue goi ng.

We need all sides of the debate at the table
wi th us.

The FTC is pleased to facilitate that dial ogue,
and we thank you for being active participants in our
search for solutions to these very conpl ex problens.

Shocking as it may seem we in government do
not have all the answers.

Al'l of us -- you, the governnent, regulators,
busi nesses, Congress -- we nust all keep working together
to pronote market-based solutions as rational and
effective alternatives to nore and nore gover nnent
regul ations that are too often characterized by having
t roubl esonme, uni ntended, and ineffective consequences on
innovation. | believe this to be the best path to
follow, and we really do need your help to nmake the
j our ney.

| see a nunber of ny old friends at the table
up here, led by Joe Al hadeff. They're raring to go. But
before | give themcontrol of our first discussion panel,
| have the pleasure of introducing Nuala O Connor Kelly,
the chief privacy officer at the Department of Honel and
Security.

Before joining DHS, Nuala was the Chief Counse

for Technology in the Comrerce Departnment. Prior to
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that, Nuala was the chief privacy officer for
Doubl ed i ck

So, having a | ong experience working with the
FTC, she knows about difficult duties. She's wllingly
taken on one of the toughest jobs in governnent,
certainly in this town.

We're glad she's with us this norning to give
us the view fromthe DHS perspective, if she can figure
out exactly what DHS is.

She is a dear friend, she's a delightful
person, she's beautiful, and she's up to the chall enge.

Nual a, pl ease conme and enlighten us.

Thank you.

(Appl ause.)

M5. KELLY: Well, good norning, and thank you,
Orson, for your warm wel cone.

| think it's well-known that | amthe chi ef
menber of the Orson Swindle fan club. | have | ong been
one of Orson's many admirers, and I'mthrilled to be here
at his request today. |It's ny great pleasure to be with
all of you today for this inportant discussion of the
busi ness experience of devel opi ng and using technol ogi es
to protect personal information. 1'd also like to
recogni ze the entire FTC team whi ch under Chairman Miris'

| eadershi p has becone a | eader not only in enforcenent
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11
activities on security and privacy but also which, as an
organi zati on, has been a thought |eader on the issues
confronting both consuners and industry in cyberspace.

|'ve had the privilege of working with the FTC
staff, as Orson nentioned, both on the opposite side of
the table and also on the sane side of the table, and I
must confess, | nuch prefer to be on the sane side. But
ei ther way, |'m always inpressed by the depth of
know edge and the commtnent that the Comm ssion's team
has brought to both of these issues of privacy and
security for industry.

I'd like to thank Orson not only personally but
on behalf of those of us who share in the
adm nistration's vision and goals on privacy and
security, and Orson, as many of you know, has been a
tirel ess advocate of conmon sense practical approaches to
privacy and security.

H s work in cajoling, encouraging, and even
brow beating i ndustry when necessary -- those of us in
the privacy and security community are very grateful for
that work. It has served to open a dial ogue between
i ndustry and consuners and enrich both public policy and
i ndustry space.

Many of you, |'msure, know of Orson's work as

an anbassador for the United States and as an em ssary
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for Arerica. He travels endlessly around the world to
represent the United States in conversations, in
negoti ati ons, in debates over the evolution of privacy
and security protocols. He's often the |one voice for
the United States, and when | am | ucky enough to join
him I'm always inpressed by the grace and el oquence he
brings to bear on behalf of the United States and her
citizens.

But we should al so take a nonent to thank both
Toby Levin and Dan Caprio for their work on this workshop
and the many ot her conversations that have happened and
continue to happen with industry and the advocacy
community. W are very grateful for their work.

And I'"mgrateful, also, for the opportunity to

talk with you this norning.

As Orson nentioned, | have a new job. Many of
you know about it. It's a newjob with a fairly |arge
organi zation -- not a business organi zation but one with

an inportant governnmental mssion, to protect the people
and the places of our honeland. | can think of few nore
i nportant tasks for the Federal Government or any federal
government to engage in than to keep a country and its
citizens safe.

" mtrenmendously honored and hunbled to be part

of that mssion, and as it's constantly pointed out to ne
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13
by famly and friends, this is al nost an inpossible
mssion -- to protect mllions of people, thousands of
m |l es of border, hundreds of airports and seaports and
other ports of entry. But, as was pointed out to ne
recently by ny boss, the m ssion of the Departnent of
Honel and Security is not only to protect the people and
t he places of our country.

Fully central to the m ssion of this departnent
is to protect the liberties and the way of life that have
made this country a synbol of freedom and of opportunity
for people around the world.

Bot h Governor Ridge and Deputy Secretary
Engl and have consistently articulated within the
organi zation their belief that the dignity of the
individual is central to our vision of successfully
achieving the m ssion of protecting the honeland. So,
whi | e saf eguardi ng the people and pl aces of our country,
we nust al so safeguard the lives and |iberties, the
dignity, the uniqueness, and the privacy of the
i ndi vi dual .

The protection of privacy is neither an adjunct
nor an antithesis to the m ssion of our departnent.
Privacy protection is central to the core of our m ssion.

But honmel and security cannot sinply be the

domai n of one Federal agency, large in nunbers though it
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14
may be. The defense of our honeland is a part of all of
our m ssion as governnent servants, as individual
citizens, and as corporate actors.

As both Conm ssioner Swi ndle and ny fornmer
boss, Commerce Secretary Don Evans, have said on nunerous
occasi ons, corporate Anerica can and should be playing a
role in creating a culture of security, that it is part
of everyone's civic duty, as well as sinply good
managenent of your businesses. | will take that even a
step further. W nust |everage good old American
ingenuity towards creating a culture of security and a
culture of privacy in the devel opnment of our corporate
and governnental resources, both in our technol ogical
systemand in the richness of our policy debate.

And so, | ask for your partnership and your
| eadershi p as we devel op together technol ogi es that
achi eve whatever our m ssions may be, whether it's
selling widgets in Wchita, providing nortgages in
Mont ana, or securing borders near Buffalo. Let us be
cogni zant that building privacy and security into systens
is essential, as these systens are increasingly the
backbone of this country.

A recent report said that al nost 90 percent of
the critical infrastructures of the United States are in

private hands. W need those hands to be custodi ans of

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

15
the public trust, just as we need our governnment entities
to uphold this public trust.

Many of you in the roomrepresent industry
sectors that deal with personal information in one form
or another. Achieving good customer services, in many
cases, requires, even demands that your conpani es know
how to best serve their custonmers by know ng who their
custoners are. But good privacy and security practices
further demand that you serve your custonmers responsibly
and with respect for the sanctity of their personal data.

Simlarly, achieving our mssion at the
Honel and Security Departnent will require the use of
personal information about citizens and non-citizens
alike. Qur challenge at the departnment is to ensure that
such data is used only in a manner that is |imted,
respectful, and responsible.

Havi ng partners in the private sector who can
bot h denonstrate and demand the responsi bl e treatnent of
data, both by thenselves and by their government, is
essential to our successfully achieving the departnent's
goal s.

It has been said that the departnent is
engagi ng i n unprecedented uses of technol ogy to achieve
its mssion.

This is said by people who are both happy about
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this and unhappy about this. As a forner nenber of the
technol ogy sector, while I'"mcertainly very pleased to
see technol ogy | everaged and used and |I'mincreasingly
confident it will be used wi sely over tine, the
departnment nmust seek to | everage the best, the nost
efficient, and the nost cost-effective tools to achieve
our mssion. The departnent nust seek to be agile,
perhaps nore agile than one would ordinarily expect from
a governnment organization of 180,000 people, but such
agility is required for the war on terrorism

And in this mssion of securing our honel and
with speed, with effectiveness, with agility, we mnust
| everage the brilliance of our private sector's
technol ogi cal prowess. W nust also |learn from and
| everage the private sector's awareness of the inportance
of both privacy and security and their willingness to
enbed these val ues into new technol ogi es.

It is certainly an inportant challenge to
achi eve security, which we need to flourish as a country,
as an econony, as a community, while sinmultaneously
protecting the rights and the privacy of the individual.
But | amconfident that we wll have your help in this
m ssion, and there is nore than one way to serve and to
engage.

Beyond bui | di ng good and secure and respectful
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systens that allow the country to grow and al |l ow your
enterprises to grow, we nust al so engage responsi bly and
civilly in the debate over how best to achieve security
for these systens and for our country, while stil
protecting individual privacy.

In fact, our ability to have this free and open
debate is a direct result of the freedons which are the
bedrock of our society and which we seek to protect.

Qur willingness to engage in this conversation
is again a sign of support and respect for our country,
our coll eagues, and our citizens, and | want to recognize
each of you who are present today and who w ||
participate on the various panels, people |ike Larry
Ponenon of the Ponenon Institute -- I'msure you'll be
hearing frequently in the future about Larry's recent
ground- br eaki ng benchmark study that anal yzes trust
i ssues relating to how organizations collect, use, and
mai nt ai n dat a.

The privacy trust survey provides information
to industry and to governnment on the conparison of
i ndi vidual s' trust.

And people like Gary C ayton, whose Privacy
Counci | has worked assiduously to create bridges and open
I ines of conmuni cati on anong governnent, industry, and

advocacy communiti es.
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And of course, thinkers |ike Marty Abrans,
whose work on identity and notice and pattern anal ysis
has been instrunental in devel opi ng governnental and
i ndustry awar eness of these issues.

W' ve got representatives of our nmany corporate
| eaders -- IBMand Dell and Oracle and Visa and nore --
and, inportantly, we have representatives of the advocacy
and policy comunities -- people like Ari Schwartz of CDT
-- whose organi zations play a crucial role in
representing the interests of the individual in these
di scussions on the use of personal information.

So, | challenge each of you today to question
the limtations of technol ogies, as well as laud the
opportunities, and to remain vigilant to what we're now
calling -- and here |I give Marc Rotenberg of EPIC sone
credit -- PAT, the need to integrate people, policy,
practices, and procedures with technol ogy towards our
goal of respecting the sanctity of the individual.

| encourage you to think beyond the ordinary
f ramewor k.

There has been nuch conventional w sdom about
privacy and security that has been nore convention that
it has been w sdom

Privacy and security are not an either/or

proposi tion.
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Those who seek to make this country secure need
not be heedl ess of privacy, and those who seek to ensure
privacy do not necessarily seek to make this country | ess
secure.

Let us renenber and |let us heed Franklin's
words that those who woul d give up essential liberty to
purchase a little tenporary safety deserve neither
liberty nor safety. Let us strive to deserve both.

Thank you.

(Appl ause.)

PANEL 1: The Process of Protecting Consumer |nformation:

Creating a Business Plan Using a Hypothetical

M5. LEVIN. Thank you, Nuala, for your remarks.
They're very inspiring.

| just have a couple of other announcenents
before we get on with our first panel.

First, in your folders are the bios of the
peopl e that you'll be hearing fromtoday, so our
i ntroductions are going to be very brief.

There are al so hand-outs for the slide
presentations, at |east nost of them so you'll be able
to take them hone and not have to worry about jotting
down | ots of notes during the panels thensel ves.

Al of this will be posted on our website,

ftc.gov/techworkshop, so that you'll be able to view the
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