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Those who seek to make this country secure need
not be heedl ess of privacy, and those who seek to ensure
privacy do not necessarily seek to make this country | ess
secure.

Let us renenber and |let us heed Franklin's
words that those who woul d give up essential liberty to
purchase a little tenporary safety deserve neither
liberty nor safety. Let us strive to deserve both.

Thank you.

(Appl ause.)

PANEL 1: The Process of Protecting Consumer |nformation:

Creating a Business Plan Using a Hypothetical

M5. LEVIN. Thank you, Nuala, for your remarks.
They're very inspiring.

| just have a couple of other announcenents
before we get on with our first panel.

First, in your folders are the bios of the
peopl e that you'll be hearing fromtoday, so our
i ntroductions are going to be very brief.

There are al so hand-outs for the slide
presentations, at |east nost of them so you'll be able
to take them hone and not have to worry about jotting
down | ots of notes during the panels thensel ves.

Al of this will be posted on our website,

ftc.gov/techworkshop, so that you'll be able to view the
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other slides that were not in your hand-outs today and
actually see the slides fromthe previous workshop, as
wel | .

You will also find informati on on the website
about purchasi ng vi deotapes of the two sessions, and
later this nonth, we will have the transcripts of the
sessi ons post ed.

So, we don't want all the valuable information
bei ng presented today to evaporate in cyberspace. W
want it to be there for you in the future.

For those of you who'd like to add to the
record of the workshop, information about providing
witten comments on the topics of either workshop session
is on the website, and the final deadline to submt
comments i s June 20th.

There will be a brief five-mnute question-and-
answer period prior to the end of each panel, and if
you'd i ke to address a question to the panel, we ask you
to line up behind the m crophone, which will be in the
back of the center aisle.

So, we're ready to begin.

Panel one brings together sonme of the |eading
privacy and security experts in the country to give you a
glinpse, an inside glinpse of how we go about creating a

busi ness plan to manage privacy and the rol e technol ogy
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can play in that plan.

Let nme first introduce ny co-noderator, Joe
Al hadeff, chief privacy officer for Oracle Corporation
and then to ny left, Gary O ayton, chairman of Privacy
Council, Incorporated; Stephen M Paroby, global director
of markets for technology and security risk services of
Ernst & Young; Steven Adler, market manager of |BM Tivoli
Security & Privacy Software; David Chaum a security
expert and consultant, cryptographer and inventor of
el ectroni c cash; Susan G ant, vice president for public
policy at the National Consuners League; Richard Purcell,
CEO of Corporate Privacy G oup; and Larry Ponenon,
chai rman of the Ponenon Institute.

Bef ore we | aunch into our hypotheti cal
di scussion, we're going to | earn about what businesses
are currently doing to nanage privacy, and Larry Ponenon
wi Il open our panel with a presentation of his 2003
benchmark study on corporate privacy and data protection
practi ces.

Thanks, Larry.

MR. PONEMON:  Good norni ng.

What I'd like to do is to talk very, very
briefly about a study that has just been conpleted. |It's
a benchmar ki ng study of corporate privacy practices.

| think Toby is going to hold ne to a real
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ti ght deadline, because if you know nme, you know that |
like to tal k and al ways go over on speeches |ike this.
So, I will just touch upon the major findings of this
research, and at your leisure, if you want to contact ne,
if you want nore information, we could have private one-
t 0-one conversati ons.

| wll not bore you with all of the statistical
details, but it's a very interesting study. O course,
' m bi ased.

Let me just start off with some general
reactions. You know, one picture is worth 1,000 words,
and one general reaction is worth 1,000 pictures, and
these are sone of the coments that were provided to ne,
and these were not recorded on the survey instrunent.

O course, I'll start off wth the nost
positive. “This survey was amazingly useful. It hel ped
me to see all the activities that we aren't doi ng now
very well.” And that's ny nother. She wote that one.
| " m bei ng honest.

“Frankly, Dr. Ponenon, after conpleting the
instrument, | was enbarrassed to submt because of al
the ‘no’ and ‘unsure’ responses.” That was an honest
response.

Nunber three. “l1 make no guarantees about the

quality of the enclosed responses. It was conpleted by

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

23
nmy boss, and he is likely to have been wearing a pretty
big halo when editing nmy work.”

kay.

And “Larry, | like the survey very nuch, but |
don't really think all this research will nmake a
difference. The only neasure that is respected around
here is return on investnment. |Is there an RO for
privacy? |If so, tell me about it soon, because |I'm
dr owni ng.”

These are real commrents.

Four basic questi ons.

When you do research, before you start the
project and you're trying to be objective about your
wor k, you are really asking these basic essenti al
guesti ons:

VWhat are you trying to acconplish? And in
particul ar, what are |eading conpanies doing today to
ensure adequate conpliance?

s there a common set of business practices
enpl oyed by | eadi ng conpani es to ensure reasonabl e
protection and controls over personal information?

Are there apparent gaps in privacy and data
protection activities that may create sone
vul nerabilities for conpanies?

And then last, and certainly not |east fromthe
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FTC s perspective, do corporate privacy and data
protection practices vary across industry sectors, and if
so, perhaps there's an influence of regulation, or the
| ack thereof.

Now, again, | prom sed sone caveats. Before we
get into the findings, the focus is on description. This
is not normative research. W're not testing specific
hypot heses. It is based on a small, non-random
representative sanple of conpani es.

So, to the extent that conpanies participated,
you can assune that these are probably conpanies with
nore mature privacy prograns.

There is an enrollnment bias. W believe that
| arger conpanies will probably have a better privacy and
data programthan smaller or younger conpani es, and
unmeasur ed organi zational factors -- and they are many
and too nunmerous to nention right now -- that may explain
di ff erences across conpani es.

The hal o issue is always an issue in research
of this kind. So, there is the possibility that this
self-reported data is just overly positive, and doesn't
reflect reality.

Now, a little bit about the instrunent.

Many of you have seen the instrunent, and

again, if you're interested in seeing all of this
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gruesone detail, I wll make it available to you. 1It's
in the public domain, and this was work done in
col l aboration with the International Association of
Privacy Professionals, the | APP. So, the benchmark
survey was devel oped and refined with a | earned group of
experts, 11 corporations and one Federal agency, and
these are CPGs or senior executives representing privacy.

The instrunent was organi zed into eight core
areas representing, actually, 108 different topics. So,
there are 108 topics organized into eight areas. You
m ght actually think about it generally as issues that
chief privacy officers face or the business processes
that they're trying to nmanage, such as policy,
communi cation and training, privacy nmanagenent, even data
security, conpliance and nonitoring, choice and consent,
gl obal standards, and probably I ast and certainly not
| east, redress and enforcenent.

Met hods were survey driven, but in many cases,
we decided to do diagnostic interviews to |learn nore.
Sonetimes the responses were sorely inconplete and the
only way to get to the neaty data was to talk to peopl e,
but we did prom se confidentiality. So, unless soneone
reveal ed the name of the organization, we could not have
t hat one-to-one dial ogue, but in many cases we did.

The final survey was distributed at the | APP
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annual summt in February. W received 111 total
conpl eted surveys, of which we rejected four because
there were internal inconsistencies. You hate throw ng
away research as valuable as this, but we just felt it
was lowreliability. W got rid of them

So, we had 107, and of the 107, one of the
guestions we asked, are you a small conpany, that is with
a head count of less than 5,000, or a |arge conpany, and
t hat one vari abl e expl ai ned probably 60 percent of the
variation in privacy practices.

So, we decided for this research to do two
studies. W're going to do a small conmpany study and a
| ar ger conpany study, and we are now reporting today on
the | arger conpany results.

An illustration of the survey instrunent itself
-- we try to limt responses to "yes/no." If you
couldn't respond "yes," or you couldn't respond "no," you
had "unsure.” If you couldn’'t respond "unsure," you
could |l eave it blank, and there were places for noting
exceptions. So, there were many exceptions.

The primary dependent variable of analysis is
sonmething that we refer to as a percent positive
response. It's the percentage of "yes" responses, "yes"
denoting sonmething that is good, "no" denoting sonething

that may not be that good, and there were reverse-scored
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itens, so "yes" is really a positive response. It's not
al ways the "yes" response to the survey.

I ndustry classification. Because we're dealing
with 55 [ arger conpani es, many of which are Fortune 500
or d obal 1000 conpanies, we did not cover the waterfront
of industry.

The | argest industry concentration is financial
servi ces.

We grouped heal th and pharnmaceuti cal s toget her,
and for those people who are in the pharmaceuticals
i ndustry, please do not throw anything at ne, because |
understand that that's not true. Pharnmaceuticals is
manuf acturing, but it also covers sone major health care
i ssues, so they are grouped together.

We have consuner products, manufacturing,
retail, telecom the autonobile industry and a
transportation conpany, technology, and other. O her
i ncl udes one Federal agency.

Now, the results.

Based on that percentage of "yes" response,
conpani es are doi ng probably nore around the privacy
policy than any of the other categories.

That's a good fact.

The bad fact is redress and enforcenment is not

being attended to very well.
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Data security, privacy managenent,
comuni cations, and training -- the conpliance-oriented
activities -- are taking the |ead.

| ssues |ike preference managenent, where
there's 41 percent of conpliance, or of percentage "yes"
response. Attending to global standards, because all of
t hese conpani es, save one Federal agency, deal with the
international regulatory issue, not just the Federal or
state regulatory issues, and gl obal standards is not a
high priority right now.

Now, industries vary, and this is interesting,
and this m ght suggest, if you are pro-regulation, that
regul ati ons make a difference, and you will see that
financial services do better in terns of the percentage
"yes" than other industries.

Well, don't get too excited, because health
care and pharmaceuticals, which sone would argue is
subject to even nore regulation, is at a very |low | evel
of conpliance.

Unfortunately, one cannot concl ude that
regul ations are playing a big part, and the fact that you
have a 64-percent conpliance rate may not suggest that
conpani es are doing very well even in financial services.

Al so, the autonotive industry, for sone unknown

reason, seens to be stepping up to the plate in terns of
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basi ¢ bl ocki ng and tackl i ng.

So, of any industry group that seens to be pro-
actively managing this thing, it's probably autonotive,
but keep in mnd, the big autonotive conpanies also are
financi al service conpani es.

Now, |'mgoing to rush, because | feel the

pressure to get to the panel.

Key findings -- I"mnot going to go through al
of these, but on the positive and negative side -- and
these are just exanples. | say key findings, but these

are exanple findings. There are many, many nore in each
of these categories.

Al nost all of the conmpanies have a privacy
policy, and the majority of conpanies get approval at the
CEO and seni or managenent |evel, and there are forma
controls over revisions to that policy. There does seem
to be an alignnment between the policy for privacy and the
et hi cal conduct policy, which we think is a good thing.

There's al so a separate policy for enpl oyees.

On the negative side, the policy doesn't seem
to be aligned with major stakehol ders. No one ever talks
to the consumer or the custoner or the policy holder or
the person that you're trying to protect. There seens to
be a real gap. W think we know what they want, but

there's no evidence to suggest conpanies do research in
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this area. They do a |ot of marketing research but no
research on this issue of what consuners want.

Policies are still way too conplicated. |If you
use the eighth-grade reading level, this is at the 29th-
grade reading level in sone cases. But it's very, very
conplicated, and people just don't understand it.

There's also very limted disclosure. Unless
you're require to have a notice, nost of the disclosure
m ght be web-based di scl osure.

On conmuni cations and training -- well, good
news -- there’'s w despread conmunication of privacy
policies to enpl oyees, nice outreach. That's good.
Policies are shared with business partners. Good deal.
There’ s wi despread communi cation of policies to custoners
and even consuners. Good thing.

On the negative side, very, very few
organi zati ons open up their conpliance programto key
busi ness partners.

There is no privacy awareness activity in nost
cases to custoners, no nmandatory -- underscore this word
-- mandatory -- or very limted nandatory privacy
training for enployees.

No conputer -- very limted conputer-based
training activity -- and you would think that's the

greatest way of educating people, a | owcost way of doing
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Do not report training results to senior
executives of the board, which is a surrogate for
accountability. Don't even neasure effectiveness --
you're going to spend mllions of dollars. You want to
know if there is an RO, and a | ot of conpanies aren't
real ly nmeasuring effectiveness at this point.

Key findings on privacy managenent: Probably
the nost positive of positives is that the managenent of
privacy is not that departnment off to the corner and no
one knows what they do. Rather it's a cross-functional
team and that is the right way to nmanage privacy, in ny
opi nion. That's good.

Privacy commttees have formal responsibilities
and a charter. Very good.

Busi ness partners nust conply. At |east,
people tell us that in the survey. This may be a halo
effect, but they nust conply with the privacy policy.

Wel |, the nunber one negative in this category
is 52 percent believe there is a serious, serious |lack of
resources to achieve privacy goals. |If there is one
i ssue that was comunicated to me off the record, that
was the off-the-record comment that we can't get our job
done without a budget, and we just don't have any.

Privacy is not inportant to executives for
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brand or marketplace image. This is the perception of
the CPO Yet when | talk to marketing executives, they
do believe that privacy is inportant and it's a way of
engendering trust. There's a workshop on the 18th that's
going to get at the value proposition to privacy, and |
think this is one of the issues that we need to discuss.

There doesn't seemto be a direct reporting
rel ationship to the CEO or senior |eadership. Although
CEQ s are involved, it's not a direct involvenent.

Remenber | said we will hold our business
partners to our privacy policy? Good fact. How do you
do it if you don't nonitor, okay? Forty-five percent of
the conpanies are not nonitoring it. At |least they tel
us -- this is with the halo -- that they're not
noni toring those policies. And very few organi zations
actual ly conduct independent privacy audits, which we
t hink are good. |[|'m sonmewhat bi ased, having been a
privacy auditor.

Key findings on data security -- and |I'm goi ng
to go through these very quickly, Toby.

Posi ti ves:

On the positive side, conpanies are actually
trying to take stock and inventories of their personal
dat a.

Here's an interesting fact. There is an
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eval uati on of new software applications. As they are
entered into production, conpanies are at |east |ooking
at sone of the privacy and data protection issues.

And perineter controls -- data security, at
| east over consuner-centric data, seens to be pretty
good, and enpl oyee data, as well.

The i ssue of honoring consuner preferences --
66 percent don't have a mechani smfor doing that, and
actually, Steve, you'll talk about I1BM but tools |like
that could actually nmake a big difference.

No integration of information security with
privacy initiatives.

You would think that these are hand-in-gl ove
concepts, but many conpanies still operate these two in
si | os.

Lack of control over IT. For exanple, basic
i ssues -- who controls website domai ns?

| can't tell you how many conpani es said, |
know there are websites out there with our conpany nane
onit, and | don't know about them and |I know it's going
to get us into trouble.

W despread use of our favorite thing, the
Soci al Security nunber, still exists as a primary form of
identification and maybe even aut henti cati on.

Low use of privacy-enabling technol ogies. Wat
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was interesting about that is conpanies are really
interested, but they don't have the resources right now.
So, CEO s need to step up to the plate or we have to do a
better job of explaining the RO, so people see the
val ue.

And a | ow usage of P3P.

Key findings on conpliance:

Seni or managenent support privacy conpliance
prograns. At |east they say they do have them

Privacy conpliance is viewed as a significant
regul atory concern for the conpany, and privacy and data
protection strategies are actually in place today, but
there's no crisis plan, in many cases.

Conpani es woul dn't know what to do if they were
hit on the side of the head with a two-by-four.
Unfortunately, that's reality.

They don't check things |ike marketing
canpai gns to determ ne whether those canpaigns they're
mar keting are privacy-conpliant.

They don't use internal auditing that's
avai l able to themto nonitor privacy.

And they don't conduct nock regul atory
assessnment or audits to see, if the regulator showed up
on Monday, that by Friday, when they got the opinion, it

wasn't a negative audit opinion.
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Very briefly, choice -- you notice the |ist of
positives keeps getting smaller and snaller, and
negatives actually get larger. The issue here is that
opt-in is not used, and I know it depends on the industry
sector, but it's just not used. There's no flexibility
in how consuners and custoners conmuni cate choi ce, and
this is interesting, because consuners want better ways
of telling the conpany how they want their data used and
how t hey want to be respected, and conpanies aren't doing
it or doing it well. Enployees are not given a choice
over howtheir PIl is collected and used. That's the
sl eeping tiger or giant, the enployee issue.

On the global side, we all know that eval uation
of global standards is done, but conpliance with these
aws isn’t nonitored.

Transport of data flow i ssues, new Canadi an
regul ati ons, and even the issue of safe harbor -- it's
just being ignored or it's not considered as a high
priority in many cases.

The redress area has probably the greatest gap.

For the nost part, organizations just don't
have it together here. They don't have a cl ue.

Many conpani es actually are doing it well, so |
don't want to just generalize to every organization, but

the vast majority of conpanies are just not doing a whole
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ot in this area.

Enpl oyees, for exanple, don't have a process to
resol ve concerns about their personal data. Consuners
and custoners can't access and correct their personal
data. There is no redress programfor consuners and
custoners. There is no process for enforcing privacy
violations, and that's a depressing fact.

They do not have a process for reporting
privacy conplaints to managenent, and that is interesting
because state |aws, such as in California, as you know,
now have tine-lines.

An issue occurs and you have a tine-line for
getting sonething done, but many conpanies are not aware
of that, and they're not inposing any reporting time-
l'ine.

It goes into a great void when a conplaint is
regi st ered.

So, what did we |earn?

In summary, many conpani es are actually
achi evi ng nodest success, even with all the negatives,
with their privacy and data protection program One of
the questions that we asked is do you feel that the world
is getting better for you, and the good news is that nost
conpani es, even with these negative, dismal findings, are

sayi ng yes, they expect to spend nore noney, and they
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really viewed the technol ogy area as the area of greatest
hope. So, it's enabling technologies that, at the end of
the day, will make the difference, we think.

Conpani es are vul nerable to privacy breaches
because of gaps.

The gaps that we've identified -- just having a
policy doesn't nmean you' re doing much. You have to do
nore than that.

And conpani es are noving in that direction, but
there are still some pretty large mne-fields to be aware
of .

Certain industries seemto performat a higher
| evel of conpliance -- for exanple, the financial
services industry -- but I don't think we can draw the
concl usi on about regulation, as | nentioned before. So,
it is still unclear that regulations for privacy and data
protection serve to inprove or hanper the | eading
practices or best practices.

|'"mgoing to close, but I think the key
variable is there's a |lot of data here, and we're very
proud of our report. For anyone in this roomor anyone
you know, if you're interested, just give ne a call, and
we wll send the report to you.

Thank you very nuch, and now I'mgoing to turn

it over to Toby and Joe.
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Thank you.

M5. LEVIN.  Thank you, Larry.

(Appl ause.)

M5. LEVIN. As an agency that's very interested
in studies and surveys and enpirical information, we
appreci ate your having done the study, and we | ook
forward to analyzing it in nore detail and talking with
you about it.

There's an executive summary of it in your
folders, as well.

Now, |'m happy to turn it over to Joe Al hadeff,
who is the author of this very challenging hypothetical.
The description of the hypothetical is in your packets,
as well, and he'll walk us through it.

MR. ALHADEFF: Actually, | had asked Toby to
get a Lavaliere so | could do an Arthur MIller-style
di scussion with this hypothetical, but | don't think
want to. | won't challenge the person who is trying to
do the video by having nme as a ping-pong ball wal ki ng
around the room So, I'Il just noderate fromny seat, if
that's okay. That would actually give you another option
for Comm ssioner Swindle's cormment that everybody nove to
the center if you actually want to see us.

We have essentially a two-part hypothetical.

It's one fact pattern, but it's going to be dealt with in
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two parts.

Part one is going to be the brainstormng
session of the consulting group, whereas part two is the
consul ting group doing the presentation to the client.
By way of background, so that you don't have to read
through the entire hypothetical, there's a consulting
group called Consulting and Advi sing on Net Depl oynent
and Operation -- a catchy nanme, CANDO

The firm specializes in technol ogy and policy
consulting on Internet and deploynent, and the firmthat
they hope to work with is a firmof retirenent
communities called Golden Odies. They're a

confederation of retirement comunities that essentially

have six locations -- five in the U S., one in Canada.
The conmunities have doctors on-call. They
provide small clinic facilities, pharmacies, libraries,

some conveni ence services, including in-honme neals,
shoppi ng, and sone financial advisors.

So, the CEO has had a neeting informally with
one of the representatives of CANDO, and the CEO s,
oddl y enough, a gentleman nanmed Ivan O ferforyou, and he
went to a trade show -- it will sink in over tinme. He
went to a trade show, and his concept is he wants to have
wired communities, because he's seen that this is the

next big thing. So, they' ve gotten sone conputers in the
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community centers and the residents seemto be liking it.
They' ve gotten broadband out to the hone, but a |ot of
the people in the comunity don't have conputers yet, and
he's starting to think big.

He wants to try to group the purchase of the
conputers. He wants to try to start grouping the
purchasi ng habits of sonme of his residents to get them
better price advantages. And then he's also thinking
froman adm nistrative point of view about his six
of fices that have essentially been working in non-nodern
times in terns of technol ogy.

Wil e they each have a conputer, the conputers
aren't connected, and they've been exchangi ng data by
sendi ng di sks back and forth or even sending print-outs
back and forth between headquarters and the various
community facilities.

So, he's trying to figure out how to work this
forward. One of the other things that he's looking at is
all of these comunity centers purchase products, whether
it's to stock the small grocery that may be in the
community, the cleaning supplies, the nmedical supplies
that the little clinics may use, and he's figuring that
group purchasing there m ght be beneficial to him also.

Unfortunately, as part of the description that

he has given you, one of the concepts that he wanted was
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to have you guys cone in to give himadvice on what
package he needs to buy to solve this problem

The other thing that he's figured out is that,
while it's a big operation, it's a fam|ly-run operation.

So, as CANDO, you may be starting to wonder
about the professionalismof some of his staff.

Many brot her-in-laws and cousins who ot herw se
wer e unenpl oyabl e seemto have found a job sonmewhere in
hi s organi zati on.

Technol ogi cally, they have sone tech people on
staff, but really, they're kind of M. Fix-1t's. They
show you how to use a piece of software but they don't
really interact with the residents. They only support
the people within the community who are adm nistrative
staff, and they work on that one server.

| will rmake one coment about the process here
before we get into the flow, and the process is, if you
| ook at what you've got on this panel, in many ways it
could be a dreamteam of consulting. | nmean CANDO coul d
be CAN' T AFFORD.

And so, | don't want people to presune that you
need a teamof this variety and experience, necessarily,
to have a sol ution

We're fortunate in the fact that we've been

able to attract this team but there are |ots of people
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out there and lots of ways that you can get this advice
at a nmuch nore affordabl e fashion than what you' ve got
sitting in front of you.

This is a great opportunity, and Toby and the
FTC have shown amazing courage in letting the egos that
are sitting on this panel, who could each fill up the
hour-and-a-half tine slot by thenselves, interact w thout
a net.

So, with that, we'll plunge into the deep end
and see where we go.

M5. LEVIN. For the first part, all of the
panelists are part of CANDO and we've got our | ogo sign
right in front.

During the first part of this hypothetical,
everyone is part of the discussion.

MR. ALHADEFF: None of the information that the
panel i sts now have can be inputed to them when they
becone an officer of the conpany in part two.

Essentially, this is the brainstormng neeting.

W're now called to order. Just |ooking at
this, we're trying to figure out what it is that needs to
be done for GO -- Golden A dies is going to be
abbreviated as GO fromnow on -- for GO to develop a
busi ness plan. The first question, which I'll ask ny

col | eague, Richard, is do we have all the information we
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need? |Is there sonething that we don't have here? Do we
have the facts?

MR, PURCELL: Well, I think we have the
framework. | don't think we have the facts.

| don't know what the age span of the people
here are.

| don't know what their particular interests
are.

| don't know how far away fromtheir relatives
or other communities they live.

So, there's a whol e bunch of connectedness t hat
| need to know.

The other thing is | haven't seen yet what the
platformis they're running on or if there's any
consi stency across these six different operations in
terns of the platform How are they transferring this
i nformation?

Steve, have you heard anything about that?

MR ADLER. |I'msure it's a LINUX platform

MR. PURCELL: Oh, you think so. Well, it
probably is, because they're the brother-in-Iaw kind of
thing, right? So, they're going on the cheap. They
definitely are patching this thing together

|"mwondering if they are putting together a

consi stent data exchange here at all. W know they're
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shoving di skettes at each other, so obviously they' re not
very consistent.

MR. ALHADEFF: | think we can't presune that
there is any consistency within the data. As far as your
i ssue of the ages of the residents, he had said there was
seem ngly sone variety, but we know that the famly
menbers want to interact.

Steve, do you have any thoughts on things that
we woul d have to |look at in terns of some of the issues
that we would first see?

Ri chard' s pointed out sone of the information
we need, but are there big gaps in the information we
have. He's looking for a turn-key solution, a package,
and | think maybe we need sone foundati on.

MR. PAROBY: Well, | think in any organi zation,
no matter what size, no matter what they're into, you
first want to start with their vision, their strategy,
their mssion, their growth plans.

Currently, where are they? What's their
current state?

And you nentioned what's the platforn? What
are they running on?

VWhat are they doing? Wat's their
connectivity? And you have six centers, but how many

peopl e? What age groups, et cetera?
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But | think the strategy, the overall vision,
the gromh plans are sonething that you would start with
in any organi zation before you make a determ nation on
what to do to solve a problem

MR, ALHADEFF: Susan?

M5. GRANT: | think there's a big m ssing piece
here that 1've noticed, and that is that we don't really
know what the residents of these conmunities want.

We haven't had an opportunity to survey them or
talk to themat all.

l"mnot really sure, talking to the people in
the conpany that we've interacted with so far, that they
know what the residents want.

| think that's really inportant.

MR. ALHADEFF: Larry, is there sonething that
we can at |east gather fromhimas to how we'd phrase the
goals that they seemto want to acconplish?

MR. PONEMON: Yes. | think it goes back to
val ue proposition, and even though I think we understand
what it is, we need to have the client tell us what that
value is, and then we have to see whether, realistically,
we can neet that val ue

MR. PURCELL: Well, yes, value, but what about
affordability, too? | mean it's a pretty small shop.

MR. PONEMON: The key is it's a val ue-cost
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argunent. There could be an unlimted anmount of val ue,
but it's just too costly because it's a small conpany.
So, that also has to get into our equation sonewhere.

MR. PURCELL: So, don't we have to figure out
what we can do for them and what we can't, as well?

MR. ALHADEFF: | think one of the things in
terns of what we can and what we can't do is -- we
haven't really established what role this conmunity
center wants to play for its residents, which is
sonet hi ng that Susan has highlighted, and a coupl e of
ot her people. David, it struck ne that they're tal king
about a lot of things which will involve purchases, but
t here hasn't been nmuch di scussi on about how you' re going
to buy anything or what you're going to do.

Do you have any thoughts on sonme of the issues
that m ght cone up there?

MR, CHAUM I n view of keeping the cost | ow,
they could just take advantage of sonme of the currently
avai | abl e anonynous paynent systens and ordering systens
so when the residents are obtaining pharmaceuticals and
groceries and all that sort of thing, checking out books,
they could do that anonynmously and w thout having to
invest in systens thensel ves.

MR. ADLER. The only thing | would add is that

we don't know yet what their application infrastructure
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is, what their network topology is, what they' re using
their applications for, what their business processes
are, what their data flows | ook |ike.

There are a ot of questions that we need to
figure out -- if there are six different resident
comuni ties, what does that infrastructure |ook |ike?
How primtive is this? And what types of personal
information are being collected, and what's bei ng done
with that personal information? Are there any controls
internally at all?

MR. ALHADEFF: From a gap anal ysis point of
view, | think we’ve identified a |ot of the technol ogy
gap anal ysi s.

Gary, could you highlight some of the policy
gap analysis that may be there or sone of the issues that
t hey haven't been thinking of that are perhaps non-

t echnol ogi cal ?

MR. CLAYTON. Sure. | think starting fromthe
idea of a data flow, clearly there are a couple of things
that conme to m nd here.

As to the H PAA requirenents for protecting
some of the information that may related to health, it's
not clear what they're getting or how nuch of it would be
covered by that |aw or what's being shared anong the

entities or even what's needed to be shared anong the
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various entities or the outside deals.

They want to offer financial services, and that
rai ses a question i medi ately of G amm Leach-Bliley and
the protection and security provided for that
i nformation.

Al so, what are they thinking with respect to
providing either the health or the financial services?
Are they really going to offer it internally, or is this
going to be soneone who's just sinply going to be using
access to their facilities to offer it?

It goes back to the data flows. \What are they
getting fromindividual s? Wat do they hope to get? How
does it help their business?

VWhat | woul d hope we point out to themis, one,
you may not be able to afford a Mercedes today, but you
certainly can start things, and you can start
i npl enenting. Then, secondly, you' ve got to understand
and manage this process. They may not have any of the
resources internally to manage it froma privacy or
security perspective, particularly since they're al
brother-in-laws and the Iike that are invol ved.

MR. ALHADEFF: So, you're suggesting nmaybe they
get a Chrysler, which is a Mercedes by anot her nane.

MR. CLAYTON. Sonething |ike that.

MR. PURCELL: But Gary, isn't it true, also,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

49
that we have to be careful, because whatever we do for
them whatever we can inplenment, won't they al so use that
for unintended or unantici pated uses?

You set up a whole network for themto
conmuni cate and to get this data exchange going. Wn't
new data be introduced into that process, as well?

MR. CLAYTON. Absolutely. And one of the
nmessages we have to give is none of this is solved by the
silver bullet of technol ogy.

There are going to be people, processes,
procedures in place, which goes back to what do they
need, how do they need it?

And | think one of the things that we need to
stress to themis managing their information systens is
going to be integral to their business process -- it’'s
their supply chain, their business. This is not just an
external part or a little piece that's added on the end.

It's got to be an integral part of managenent
to keep exactly what you're tal king about either in
control or to nake sure that you take advantage of it
where you have opportunities to do so.

MR. PURCELL: So, you're thinking of putting in
a training or a staff devel opment conponent to what we're
tal king to them about ?

MR. CLAYTON: We need to ask what training they
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have, what awareness they have. One of the things that
strikes ne, particularly with a group of ol der Anericans
who may be using technology for the first tine, are
i ssues of identity theft and fraud.

So, the training is not just for the enpl oyees
or the service providers. |It's also for the residents of
the conmunities.

| think there are huge issues, particularly if
they really want to fulfill their goal. They' ve got to
feel confortable.

And | think the final thing would be one bad
act by someone as an enpl oyee or a couple of bad
i ncidents against a couple of the residents would
probably kill any programnms they have.

So, it's very inportant for themto understand
t he possi bl e consequences. That's their return on
investnment. They've got to handle all these issues, in
some ways, if they want this programto worKk.

MR. ALHADEFF:. Part of what we've heard -- and
per haps the suggestion that he's | ooking for, especially
when he tal ks about wanting to |lower the price of things
for his consuners and wants to benefit the residents in
different ways by the services -- is he seens to want to
create sonme value in his brand and maybe differentiate

that. Do you think that we can use technol ogy and sone
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policy advice to help himto do that?

Larry?

MR. PONEMON: Well, it goes back to what is the
goal ?

Is the goal to get the elderly folks in the
nur sing homes to communi cate, and this then becones a
reason for choosing this organization versus anot her
organi zati on, choosing one retirenment facility versus
another. Maybe it can be baked into the trust
proposition that when you do this, when you nmake this
choi ce, your data is protected, plus you have access to
the best and | atest technology, and this is a good fact.

Just one point. | just want to echo what Gary
and Richard said.

The issue is not just about technology. It's
about people. And people want to use information in ways
that are just wonderful -- for exanple, talking to your
physi ci an and/ or tal king to your grandchildren by e-nmail
and sharing confidential information -- but there are
ri sks associated with that.

So, sonehow, in order for the trust issue to
wor k, you have to overcone those risks.

MR, PURCELL: Are we better off by out-sourcing
this, by making a recomendation that it just be handl ed

out of house totally?
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| don't know where we are in terns of our
decision to recommend to them an internal decision versus
sonme packaged service provision that they don't handl e,
that they just hire out and it's totally out-sourced, but
it's a reasonable thing we should tal k about, right?

MR. ADLER: It doesn't address what Gary tal ked
about, this human di mension, or that Larry was al so
tal ki ng about, in a sense, transform ng that
infrastructure. W need to put in place a human
di mensi on where peopl e who may not have the |evel of
technol ogy confort that we enjoy can neverthel ess feel
they're being taken care of in the way they're used to be
communi cated to. There is a requirenent here that out-
sourcing won't address, and that's the transposition of
what ever managenent and technol ogy infrastructure we put
into this dinmension of people's needs and how this
integrates into their lives to add val ue.

That's really a critical conmponent that out-
sourcing won't address.

MR. PAROBY: They seemto be | ooking for the
silver bullet, as you nentioned, when, in fact, they may
not need the silver bullet.

They need the bricks and nortar of a foundation
or a framework, as you said, Steve, before they get to

that. Technol ogy could be an enabler. Security and
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privacy are enablers. They could be a brand
differentiator for themas they go forward, but | think
t hey need the foundation first.

MR. ALHADEFF: Richard raised the out-sourcing
point. Susan's also raised the inportance of bringing
t oget her some of the human factors and maki ng sure that
t he human factors are addressed, which is what Steve was
t al ki ng about and where sonme of the out-sourcing benefit
woul d stop. But | think what we're |ooking at is out-
sourcing the way that you manage and handl e the back end.

As we've figured out, the tech people that they
have on staff seemto be fairly limted, but what Steve's
tal king about is then how do you get to the residents
what they need, which is really the front end, and
that's, in many ways, the differentiator.

We haven't grappled with one concept, which is
he's also wiring the communities for admnistrative
pur poses, and he's going to take a | ook at those
communities and try to figure out how they can do
pur chasi ng and how they can do information comruni cati on.

Do you see any issues that cone up on the
adm ni strative side, when they're wiring and
communi cating with each other, versus on the residents
si de?

MR. ADLER: You nean in terns of nmanagenent
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oversi ght over the communication infrastructure?

MR. ALHADEFF: And al so how t he communi cati ons
structure works on the theory that one of the communities
may not be in the United States. | was just wondering if
that raises any flags for anybody.

Gary?

MR. CLAYTON: Yes. Cearly, we need to nmake
t hem aware that Canada has a different privacy regine
than we do in the United States and so different |aws,
different issues arise. It may inpact the ability to
even get sone of their information from Canada to the
United States.

| think we need to understand what they want.
Goi ng back to the issue of expense that Richard just
brought up and the idea of whether you manage or not, |
still don't have a real good sense of how nmuch of an
urgency this is for themor how nuch noney they want to
spend, what's their budget, and what's really their
busi ness goal s other than these broad, general aspects.

And | think before we can answer the issues
about Canada, we've also got to | ook at the issue of
whi ch states that they're in -- whether you're in
California with sone specific requirenents there or
you're in other states that have limtations -- you may

have a whol e host of issues. |Ironically, one of the
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things that strikes for nme for a group like this is
there's probably going to be a |ot of grandchildren
comng in and using the technology. This presents issues
that we woul d never think about for an elderly comunity,
i ncluding some of the child protections that the FTC
adm ni sters.

MR. PURCELL: Well, you know, their presence in
Canada cuts both ways, too.

Let's renmenber, they do buy a | ot of nedical
and pharmaceuticals, and getting those from Canada,
through that facility there, and then trans-shi pping them
to the States may be really advantageous to their cost,
too. So, let's make sure that we're thinking about how
we can nmake a pitch here that works for Gol den d dies,
not only for managing their information but al so managi ng
their operational infrastructure, too.

MR. CLAYTON: Yes. | really think that there
are two things here that are inportant to themthat are
our big sales features. One is providing efficiencies
within their managenent so that they can run at a nore
cost-effective basis. Another is providing nmuch better
services and serving the needs of the people who are
l[iving in this comunity.

These are retirenment communities where people

actually opt to live and they pay relatively big bucks to
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live there.

Nonet hel ess, | think that considering the fact
that GO may not be able to do everything that they want
to do at once, once they figure out exactly what it is
that they want to do, maybe what we can do is present a
plan that is increnental, so it can be phased in over
tine.

One ot her comment.

One of the things | think we need to stress is
so many people view privacy and security as just a cost,
an add-on that's sonething that's a burden on them

There may be well ways that not only can they
i nprove their brand, but they can actually make noney by
doi ng sone of the things well, even on the privacy
protections and sone of the security protections, that's
nore than just, we have it and other people don't. If we
understand their business and what they're trying to do
and keep | ooking for those answers, it may be one of
t hese argunents where they literally pay for sone of
t hese things through their own inprovenents that they
make.

MR. CHAUM Part of the scenario, | believe, is
that the residents thenselves will get managed conputing
power from GO, and that opens up the whol e opportunity to

provide all kinds of consumer protections on those
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machi nes, from anonynous surfing to child protection and
so forth

So, | think their computing systens could be a
profit center.

MR. ADLER: There's a nodernization,
el ectrification, automation process that's going on here
for a fam|y-owned business that heretofore hasn't had
tremendous comruni cation integration. W have to provide
not only that new comruni cation infrastructure but then
both the technol ogy and the process and the transparency
above the integrated managenent structure so that these
new col | ection features don't introduce risks and
uncertainties, or nmake custonmers or residents uneasy wth
this mgration to a new platform It’s a new way of
conmuni cating with their organization.

M5. LEVIN. For a lot of people, privacy has
been thought of as a privacy policy, and what | hear from
all of you is that privacy really is a business
managenent process, and in fact, you get a whole |lot nore
out of it than just a privacy policy. |Is that right?

MR. ADLER: It's an operational chall enge.

MR. ALHADEFF: | think one of the things we
have to be careful of here is sonething we heard about in
the report we got on GO s first request.

Ilvan figures that if he takes the paper out of
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the process he's done. Taking the paper out of the
process, even if you're just |ooking at optimzation, is
about 10 percent of the battle.

We have to figure out how we can optinm ze sone
of his processes for this new environnment that he's
wor ki ng on. We've all spoken about the need for a val ue
proposition. | figure that we're going to hear from him
-- what's ny return on investnent here?

MR. PURCELL: Yes, | agree. A lot of what
we're tal king about is the data security, data privacy,
the control of information.

|"mnot so sure that's what lIvan is that
interested in.

He wants operational efficiencies. He wants to
stop bleeding all of this postage and witing disks and
so on. They're in a very insecure operation right now
|"mnot so sure he's very tolerant of that. So, we've
got to pitch alittle bit about what the exposure he's
currently under is all about, how he can resolve that and
still get operational efficiencies.

MR. PAROBY: W don't just talk dollars for
operational efficiency and a return on investnent.

| agree that that's probably what they're going
to look for, and I think we need to tal k about both the

tangi bl e and the intangi ble benefits or deliverabl es that
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could cone about froma safe, secure, efficient
envi ronment .

MR. CLAYTON: And | think one other point to
make is he may al ready have a | ot of these obligations
and burdens and risks in place already, as you tal k about
them Just because he's in paper, it doesn't nean that
H PAA's not going to have inplications for how you at
| east manage sone of the information, particularly if you
end up mailing it, by disk, or transferring it out.

So, | think he needs to understand that just by
putting technology in place, it's not going to cause al
t hese solutions to have to cone to bear.

MR. PURCELL: He obviously doesn't understand
this just today. We're in character devel opnent now, but
the way they're operating today, they're not getting a
ot nore requirenents if they make any kind of transition
than they're under already, transition or no.

MR. ADLER. So, what | think I'm hearing you
say is that we have to nmake this part of the solution --

MR. PURCELL: Yes, | think so.

MR. ADLER: -- not an obstacle to data sharing
or communi cation, not an additional cost burden outside
the system but that data handling practices, privacy
managenent, training, infrastructure have to be part of

the way the solution is presented.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

60

MR. PURCELL: | agree, yeah. | think these are
chal l enges that GO already has in the off-line world that
they' re not addressing just because it's not the way
t hey' ve done busi ness before.

As they transition into the digital world, it's
not a new obligation. [It's just that the obligation
beconmes a little nore apparent.

M5. GRANT: W need to help them assess what
they' re doing now, see whether they need to change any of
that, before they transfer all of this to the autonmated
wor | d.

MR. PAROBY: And that's an issue -- you just
hit upon it. Take any organization worldw de. They try
to find the silver bullet -- they try to find the quick
fix. They try to get a software package or a consultant
to do sonething to take themto the next generation

However, 99.9 percent of themdon't know their
current state, don't know the risks they have, don't know
t he environment that they're operating in, don't know the
rules, don't know the regulations, and in nmany cases,
they're afraid to take that step to find out where they
are and find out what they're doing right or wong.

M5. LEVIN. Larry, you've been waiting.

MR. PONEMON:  This is like nmy dinnertine

conversation with ny famly. | have to really fight to
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get that word in.

Two t hi ngs.

Nunber one, we're supposed to be a group of
consultants, and it's interesting. W do consulting
because we think we know all of the answers. Susan
menti oned sonething that was critical to this whole
process -- alignnent, understand the value, talk to
people. I'mthinking of ny nother, who is now 82 years
old. She's going to kill me for saying that, but she is
82, and she lives in a retirenment comunity in Arizona.
She calls herself the little old |lady from Tucson, and
she has a website -- I'mserious -- called
littl eol dl adyfrontucson.org. This lady is like an
| nt ernet nut.

For her, the nunmber one issue is convenience,
conveni ence. She loves it. The nunber two issue is cost
savings. She loves it.

Nunber 19 on her list is privacy and data
protection, because she'll say, look, 1'm82, I'm going
to die, ny data is useless, | don't care, exploit it.

But to sone folks, data protection is the
sleeping giant, right? It's what, Gary, you were talking
about, that you may not even see the risk. So, what you
have to do, as part of this team after we align and

understand what the real issues are, then we need to
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educat e busi nesses, because they may be conpletely
insensitive to the data protection risk.

MR. ALHADEFF: 1'mgoing to get a little
structural.

MR. CLAYTON: May | just nmake one point?

One of the things | think we also need to at
| east approach with GOin this neeting is you don't have
to do it all at once.

There are things you can do now. | don't know
what we would start with, but it seens to ne that part of
the initial effort is what the heck do you want first and
how do we help you get there. Going to Larry's coment
about what do people need, they may have six conmunities
of Larry's nons that are all technically savvy, using the
Internet, and that would dictate one path. They may have
sonmeone |ike ny father who has never seen a conputer. W
just need to understand the situation, and they need to
be able to give us sonme roll-in, if you wll.

MR. ALHADEFF: Larry's nomcan do the training
sessi ons.

We've got a short anmpunt of tinme before we're
going to have to start nmeeting with GO so | want to get
to the issue of how we're going to structure our
concepts. W've been a little bit all over the map, and

we' ve heard that there have to be concepts of how to
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bring out the benefits. W have to somehow educate them
about the risks and then sonehow provide themthe concept
of a path forward.

Do we think there's a better approach in terns
of how we present this? Do you start with the stick and
nove to the carrot? Do you start with the carrot and
nove to the stick? Do you not talk about one in the
first neeting and the other at another neeting? Wat do
you t hi nk?

MR. CLAYTON: In one sense, you've got a
wi | Iing audi ence here that a man clearly is excited about
a possibility, and | hate to put a danper on that by
starting off with -- you' re doing bad things, you're
going to have risk, et cetera.

My sense woul d be we ought to play to the
positives -- the cost savings, the benefits, the
i ncreased community, return on investnent, and as part of
that, a cost analysis, just what's it going to cost, what
are the risks?

| would hate to start with the cost and the
risk before we get to understandi ng what the benefits
are.

MR CHAUM Unfortunately, I'mnot going to be
able to be representing the firmthere, but | think one

of the big selling points mght be a real nice service
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that we could offer to the actual residents to protect
themin this managed manner, and | hope someone from our
teamw || --

MR. PURCELL: Yes. Can we split that out? |
mean there are sone categories of operational
efficiencies here. One is their admnistration. Wat
about their billing systen? Wat about their provision
of services for their nedications, for their convenience
itens, for their comunity tine schedules, all of that
kind of thing? Then there are their operational
conmuni cations within the network of the community.

So, you've got the internal community networKk.
Then you' ve got the inter-network between these different
six conmunities, including the Canadian facility, for
operational efficiencies.

That includes supply chain managenent and al
t hat kind of thing.

Then you' ve got the residents interacting with
each other in that inter-conmunity and the residents
interacting outside of that conmunity.

So, | guess there's four different interactions
going on there, you know, the adm nistration internal,
the adm nistration inter-network, the community internal,
and the community inter-network.

MR. ALHADEFF: That's one thing we haven't
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di scussed. lvan’s never brought up the requirenents that
we've identified as things that he m ght need to do
because of external |egislation and things of that
nat ure.

So, | think we're going to have to figure out
how to address that, but Richard' s raised a very
i nportant point, which is point three.

He's never tal ked about whether the comunities
could talk to each other and whether, within a conmunity
and across comunities, there's any benefit he can bring.

Do you think that's sonething we should be
enphasi zing to hinf

M5. CGRANT: If they don't bring that up, |
t hi nk we shoul d.

MR. ALHADEFF: You know, those are the kind of
t hi ngs you were tal king about earlier, David, about
havi ng anonynous conmmuni cati ons.

| woul d assunme when you're tal king about
personal communi cations inside the conmunity, though,
you're getting to | ess anonynobus, or are you.

MR CHAUM | think the residents could
correspond wi th each other under first nanes or sonething
like that, in a way that was partly anonym zed to the
outside world. | think we can have suggestion boxes, for

exanple, as a way for residents to conmuni cate
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anonynously with the organization itself that m ght be
very hel pful

MR. PURCELL: How else are Gary's dad and
Larry's momgoing to get together? A lot of these
comunities want community. W' ve got to be careful,
because to a certain degree we've heard in sonme of these
conferences we've been to that privacy is a m ddl e-aged
problem A lot of our parents' generation and our
younger generation care |ess about these kinds of issues
t han perhaps we do. So, we have to be very careful to
make sure we understand what this community really does
want, whether it's anonynobus comruni cati on or not.

M5. CGRANT: And you know, it may not be one
comunity either. It may be that there are differences
in the different parts of the country in the U S where
these are |located, as well as in Canada -- differences
between the residents in ternms of how they view privacy,
and | think that's inportant to get at, as well.

MR. ALHADEFF: | think we've got sone issues
that were being fonented on this end of the table.

MR. CLAYTON:. One of the other things that |
think we need to just talk about -- and we tal k about
t hese people as though they're fungible residents -- is
accessibility and issues related to that.

You may have people, in this comunity,
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particularly, with poor vision, poor hearing, an
inability to really access sone of what’'s avail able
t hrough the Internet. W've got to be able to at | east
under st and what those issues are. Secondly, as you said,
Ri chard, he hasn't given us any information so far about
whet her the communities are conmmuni cating anong
t hensel ves, what the tel ecommuni cations systens are, what
sorts of lines they have. | know that they have cable
nodens they're trying to put out, but those raise issues
by thensel ves.

So, | think we need to get a little better
sense of really how do they hope to comunicate if
they're trying to formone comunity?

MR. PURCELL: Yes. Accessibility is a good
poi nt, Gary, because when we pitch this conpany, they've
al ready got to be living with regul atory over heads,
right?

By telling themthat there are additiona
regul atory overheads they may not be aware of, it's not
new to them They have accessibility and ADA regul ation
that they nust be under and be used to.

MR. ALHADEFF: They have soneone al ready who
does conpliance, but his conpliance has not, so far, been
H PAA or Gramm Leach-Blil ey.

H s conpliance has been because they have sone
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pharmaceuticals and things of that nature. |It's nore on
t he insurance side of |ife where they've been filing,
because they actually haven't been operating the
pharmaceutical entity within the group

But it strikes ne that we raise an inportant
poi nt about the residents’ expectations. In sone ways,
are we projecting some protections onto themthat they
m ght not want?

Susan started out saying we need to survey
them David has pointed out that we need to offer them
the choice of how they want to communicate. | think we
have to be very careful not to indicate to themthat we
know of a solution that's good for them which they may
not decide is good for them

So, do we have a technol ogi cal and policy
architecture that's going to be flexible enough to offer
them a broad range of solutions, or does that just becone
cost prohibitive?

MR. ADLER. So, you're saying that we want to
offer thema foundation or a tool kit that they can use
t hensel ves to determ ne how they would like their
i nformation used.

MR, PURCELL: Well, I'd be careful with that.

MR. ADLER: Instead of inposing a regine or

even trying to pre-survey people and base a regi ne on
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survey answers, where consent and preference is always
changi ng, you're saying build that into a proposal which
says here's a preference and consent managenent platform
you can use to determ ne how the conpany, on an ongoi ng
basis, treats your comrunicati on.

M5. LEVIN. A nenu.

MR. ADLER. Right.

MR. ALHADEFF: | think that works as |ong as
we're sure that it covers all the needs. Larry's momis
fine. She can navigate the nenu. She'll re-code it for
you, in fact.

But Gary's dad -- if the nmenu doesn't |ook like
what he sees at a restaurant, he's not going to be
interested in it.

M5. LEVIN.  Also, | think Susan nentioned that
a lot of consuners may not have an awareness of the data
flows, and Larry nentioned that, too, |ack of awareness
of the data flows and what that may nean. So, how do you
build that educational effort into hel ping them nake
choi ces?

MR. PURCELL: Well, let's be careful on the
pitch, too, because although Larry's nmom m ght not care
about her data and any breach of her data m ght not
affect her personally because of her own val ues, it

certainly mght affect this conpany and its brand.
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So if we're going to pitch this as being
sonmething inportant to their brand and differentiating
their brand and therefore nore of a val ue proposition,
nore attractive to the marketpl ace, we've got to be
careful not to position it such that we say that these
peopl e can do whatever they want, because if they do and
sonet hi ng goes bad --

MR. PURCELL: It's less the individual's
probl em perhaps, than it is the conpany's problem

MR. CLAYTON: And particularly if they all have
I nternet where they're all e-mailing each ot her about
Larry's nmom just having her check stolen.

MR. ADLER:. Well, presumably there's a business
goal here, right?

They want to put this infrastructure in place
to make their facility nore desirable for custoners to
live in, and make it easier for custoners to buy
phar maceuti cal products and nedi cal services.

You know, as Larry said there's a conveni ence
factor here for the technol ogy.

That goes hand in hand with the fact that it's
not an isolated environment. The people living there are
going to be exposed through the technology to the outside
worl d, and they're going to have both positive and

negative experiences online, and that will shape the way
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they view their service provider.

So, that provision of flexibility fromthe
service provider sets a different exanple that can be
used as -- going to Gary's point about the benefits --
the market differentiation, the way an organi zation
markets itself, realizing that by providing broad-band,
cabl e nodem Internet access, Golden A dies is acting
like an ISP, as a service provider to its patients, to
its custoners. So, what should we present?

We can tal k about all the challenges the
organi zati on has to surnmount, the new chall enges that
this technology requires themto think about, and in
doi ng so, the new opportunities in nmeeting those
chal | enges, that the technol ogy may provide froma market
differentiati on perspective or fromthe perspectives of
custoner loyalty, retention, increased service provision.
There are a nultitude of facets that we can turn around
her e.

MR. ALHADEFF: | just want to highlight one
question that was raised here, which I think is a very
i nportant question, and it was al so rai sed when we tal ked
about the fact that there m ght be HI PAA obligations and
G amm Leach-Bliley obligations. You said they m ght be
operating as an ISP. If you operate as an ISP, that is a

whol e set of new regul ations that you are subject to.
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I f you operate in any way as a covered entity
under HI PAA, that's a whol e new set of regulations you're
subject to. |If you can be considered a financial
institution, although they probably won't be considered a
bank, they m ght be subject to the FTC s coverage under
Gramm Leach-Bliley. That's a whole other set of
regul atory obligations.

Do we want to suggest to himlimtations on his
busi ness nodel to keep himout of those regul atory
obl i gati ons?

Gary?

MR. CLAYTON: We know they're a confederation,
but we don't really understand if they're one conpany, if
they're nultiple conpanies, where they're incorporated.
There are going to be issues about the ability to even
share sone of this data absent residents’ perm ssions and
ot her things, unless we understand that.

Since this is an initial neeting, we need to
make it clear that, one, data protection is an ongoi ng
issue that he's going to have to deal with. [It's not
sonething he bites off all at once and that ends it.

Two, it's going to very nmuch depend on his
busi ness goal and what's the demand within his conmunity.

And three, there are sonme options he has. He

can use us. He can use others. He can do bits and
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pi eces of things.

We can work with himon partnering to cone out
with those ideas, but | think we have to suggest that
there are sonme things that he's got to think of.

For exanple, we haven't even really covered his
i nsurance issues, his risk issues by taking on sone of
t hese new t hings, and how does he get coverage. But we
won't know those until we understand a | ot nore, which
woul d suggest we can help himwith in the process of
| earni ng about - -

M5. CGRANT: Exactly.

MR. CLAYTON: -- what the custonmers want.

M5. GRANT: Yes. | think we need to sell him
an assessnent as the first phase of this, helping him
assess how he's operating now, what the people who work
there need and want, what the people who |ive there need
and want. Fromthere, we can go to step two, presenting
himw th the obligations that are attached to those, the
opportunities, the benefits, and so on, all under the
general sales pitch that the direction that he's heading
inis potentially a great direction for the people who
work there and who live there in terns of providing them
all with better services and benefits.

M5. LEVIN. We mght also want to nmake him

aware of all the governnental resources and non-
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governnental resources available to himto help educate
staff. There are sone free resources that they m ght
want to avail thenselves of.

MR. PURCELL: We'Il charge you comm ssion on
t hose.

One thing that | want to nake clear -- how do
we pitch this? W wll be going into this nmeeting soon.

It seens to me that -- just to throw out a
straw man here -- one of the things we can do is we can
essentially paint a big picture. First, say we're very
glad to see that your mnd s open to this, here's how
good it can get. Then start peeling that into the
increnents and categories we've been tal king about and
say, here's what to do for a foundation, here's how you
build up this nodel that we're painting here, and this
may be a a four-or-five-year deal and it nmay take quite a
while to get where you want to go.

MR. ALHADEFF: Yes. | have a concern. |[|'ve
met the CEO once, and he reminds you a little of the '60s
-- he still has his ponytail and he wants to do the right
thing. He thinks he's doing a good job, and he's really
suspicious. He's already told us he's been suspicious of
consultants trying to sell himmulti-year contracts.

MR. CLAYTON:. W clearly need to tell himthat

maybe at the end of this process he decides not to do
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some of this or any of this. W're all acting like this
is agiven, that it mght be better for them and that
they all want it. He may find that it's not a solution
he can afford and not one that he wants and it doesn't
really give himwhat he needs.

So, in addressing that, we have to be open to
all possibilities, both pro and negati ve.

M5. LEVIN.  Susan's point, though, of thinking
about it in ternms of pieces is sonething I'd |ike you to
t hi nk about .

MR. PONEMON:. Just one point. For those people
in the roomwho have been on either this side, the
consulting side, or on the client's side, you know t hat
assessnent is an evil word.

No one wants to spend real econom c resources
on assessnent.

If we're trying to sell sonething, going in
with the assessnent is going to be difficult unless
there's sone pain, unless that organi zation has
experienced a problem such as a violation of GLB or
H PAA or sone enbarrassnment factor.

So, assessnent is the right place to start, but
we m ght have to think about doing it differently. W
m ght have to bake it into the overall value proposition

and project.
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MR. ALHADEFF: Let nme do a little wap up
before we run into part two. | think we've identified a
nunber of the risk factors. W' ve indicated that because
he's a bit enthusiastic to begin with, we don't want to
start himoff with the negatives. W want to pitch early
to the positives.

But we're going to have to raise the negatives
before we pitch the assessnment, because he's going to
have to figure out that there's pain if he doesn't go
through this. Then, after the assessnent, based on the
interaction, | think we're going to have to devel op a
little bit of this during the first neeting as it goes
along. One of the things we're going to need is to get
nore information than what we have and how t hat worKks.

We have done a little bit of a brainstorm ng prior to
this neeting.

And by the magi ¢ of photocopying, in your
packets, there is concept piece of sonme slides which wll
i nclude sonme of the challenges of privacy inpact
assessnment, sone of the solutions that may al so be
avai l abl e, as well as sone of the depl oynent
consi derations and factors.

Now we will magically nmorph -- Richard is going
into 1960 as we speak. We will be norphing into the

various rol e-playing positions, and | believe on the
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hypot heti cal outline, you ve got the roles which we're
going to be assum ng for part two.

Here’s our CEO, Richard, who is --
MR. PURCELL: Hey, Joe. How are you doing,

man?

MR. ALHADEFF: Good man. Dude.

W' ve got Larry, who is our chief operating
of ficer.

We've got David, who is our chief financial
of ficer.

Susan is actually director of communities.

|"mtheir outside |egal counsel

And we've got our consulting team-- amazing
how we're split up this way -- which is Gary and Steve on
t he consulting side and then Steve again -- should we use
Steve and Steven just to differentiate? -- Steve, who is
our technol ogy consultant guru on this deal. Wth that,

|"mgoing to turn it over to the consultants, who may
want to figure out the pitch, and you can use the
materials as if they have the hand-outs.

MR. PAROBY: Well, to start out -- thank you
for our first neeting.

You raised a lot of issues. It seenms you want
to go in the right direction, using technol ogy, using

enablers. Qur first thought in synthesizing sone of the
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information fromour first gathering is that we certainly
don't have all the answers to the questions that we need
in order to go forward with what 1'll call a full fledged
proposal or a solution. Sone of the challenges that
you're going to be facing as you nove into technol ogy and
nove into the next era with Golden A dies are sone
privacy chall enges, sone security chall enges.

And al t hough a | ot of organizations think they
know where they are with respect to their information
practices and technol ogy needs -- one of our val ue
propositions is to consider your vision, your goals, your
obj ectives, and your desires -- where do you want to be
in six nonths? Were do you want to be in a year? Were
do you want to be in five years?

And then map that back from your vision and
your strategy to where we are today and take a | ook at
the current state and then help you design a framework as
you go forward, using any kind of enabler -- it may be
technology. W need to first build the platformfrom
where you are today to where you want to get to in that
time-frane.

Now, that takes various fornms. You need to
i nvol ve certain people. You need to |ook at current
regul ations. You need to | ook at things affecting you

like H PAA laws. You need to | ook at the Canadi an

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

79
regul ati ons, because you do have operations there, and
that first initiative can be done in many ways.

You can do an audit. You can do a current
state assessnent.

One way is to bring in key people from Gol den
O dies -- yourself, |egal counsel, privacy officer,
technol ogy experts -- and actually work through that
process to determ ne what their thinking is as far as
where they want to be, where you want to be with your
vi sion and your goals, and map that agai nst where you
are, and in a very cost-effective, short tine-franme
determ ne that current state. W can use that as the
baseline to be sure that, as you go forward with respect
to technol ogy, innovation, trying to get cost-
effectiveness factored into it -- to |look at how you can
get a return on that investnent, both tangible and
i ntangi ble. Tangible return neans we're going to do this
actually nore cost-effectively, we're going to do it nore
efficiently, we're going to save noney on purchases,
we're going to grow efficiently. But intangible return
is howthat's going to affect the brand froma security,
privacy, technol ogy standpoint.

How are you going to be a key differentiator as
you grow?

MR. PURCELL: Well, growing is everything for
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us. You asked, where do we want to be, and where we want
to be is profitable and continuingly profitable.

One of the goals we have over five years is to
grow this organi zation

We have five communities here in the United
States, and we just acquired one in Canada about a year
ago. We want to grow both sides of the border, and we
think there are sonme other opportunities, too, south of
t he border, as well.

So, we've already had a certain anount of
regul ation that we've dealt with, but when you tal k about
the chief privacy officer and the technol ogy and
everything, you' re looking at it right here.

| mean this is it. W're not huge right now,
but we're going to grow.

What we want to do is grow effectively and kind
of slowy.

Larry is our operations guy, and ny task to him
is make sure everything is just as efficient as can be,
and he's told nme -- and what | told Joe when we net at
that tech show -- we're not very efficient. W're
shovi ng paper and disks and stuff |ike that to each
ot her.

Security -- it doesn't sound very secure right

now, so I'mnot so sure what you're going to sell ne
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t here.

Qur technol ogy guy is our CFO, our noney guy.
David is the guy that does this for me -- he makes sure
t hat the nunbers add up but also that we're not running
ltabilities and risks beyond what we need. Joe hel ps him
figure out that risk.

When you tal k about what the community needs --
we serve a group of residents here. They're our
custoners, and everything we do is focused on their
benefit.

Susan is the one who needs to take care of what
t hey need.

Let's start with Susan. You respond first,
because what Steven was tal king about nostly is what our
custoners are going to want and how their lives are going
to get better.

M5. GRANT: Well, the comunity directors for
t he vari ous communiti es have gotten together and tal ked
about all of the exciting things that we could do for the
residents with new technol ogy and al so how we can j ust
share informati on anongst the conmunity directors better
about activities and share ideas for things to do.

The potential here is so great, but what we
really need to do is probably have sonme neetings with the

residents, which we haven't done yet, to tal k about these
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t hings and find out nore about what our ideas and what
their ideas are and what any of their concerns may be.

| know just in tal king anobngst ourselves, one
of the things that one of the directors brought up to ne
is that no matter what we do wth technology in terns of
serving our residents better, we also have to renenber
that we need to offer them just as good service off-1line.
We can't force everybody to go online to communicate with
us or to get the things that they need. W still have to
keep on inproving the services that we offer in other
ways, too. The other thing is that we all feel |ike we
need a lot nore training not only for our residents about
how to use all this stuff but also for ourselves.

MR. PURCELL: | think that's true. W didn't
make this conpany happen. W don't establish this
because peopl e are being put away.

These people have their own lives. They're
i ndependent .

We do everything we can in this community to
make sure they have their independence.

Soit's really inportant to us that our
residents get enpowered with using these tools.

A lot of them already know this stuff better
t han sonme of us do, but a lot of themdon't, and they

share a ot with each other
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But what we found is we had a few probl ens.
Sonmebody who was considered a resident expert was giVing
bad advice to others. Wat we need is a programt hat
| ets everybody get the sane information and clears out a
ot of the nyth that has been circul ating.

MR. PONEMON: As the chief operating officer,
I"d like to tal k about the bottomI|ine because the CEO
only |l ooks at things froma positive side, |ike nost
CEO s.

So, fromthe bottomline side of the universe,
let me just tell you, just within the four walls here --
we are not being videotaped, are we?

Because | want you to know we are in violation
of the law right now. The good news is, because we're
not networked or connected, no one really worries that
much about it. But on the other hand, we just want you
to know that we believe that we're in violation of all of
these regul ations and laws right now, not deliberately,
but we know sonewhere out there these laws exist. You're
just going to have to help us walk through it, because we
don't want to do this only to find out that we're the
subject of a great investigation by the FTC.

M5. GRANT: Yes. You nentioned H PAA. | don't
know what that is.

Do you know what that is?
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MR. CLAYTON. Well, you raise a couple of good
points, and it's not surprising to find that you're
viol ati ng sone provisions of the law. A lot of conpanies
are, either know ngly or unintentionally.

We're not | egal counsel. W're not here to
gi ve you advice on that. Certainly we can help you in
some of those areas.

But one of the things | think you need to | ook
at and, stressing sonme of the positives that your CEO has
brought up is, you clearly are involved in your
communities, you clearly want to serve them and you want
to do good things. One of the things that strikes ne, as
you suggested, is to understand, one, how you can have
i mredi ate i npact by inproving your own internal
operations. That may answer sonme of your COO s probl ens.

How do you do billing? How do you share
informati on? What are the ways you connect anong your
various conmmunities?

And we typically talk about data fl ows and
net wor k desi gn, but how are you passing information,
ei ther information about people or information about
t hi ngs or information about events, back and forth, and
really, how do you talk?

Because what it boils down to is, it's people

to people, and all we're doing is using technology as an

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

85
enabler to get you there.

The second thing is you may find that things
that you thought were going to be a benefit from
t echnol ogy may not be.

You may have to nmake a business decision. |Is
it cost effective? Is it going to help you reach your
goal? And you may find that you ve got to do sone
training not only of yourselves but of your community to
clearly understand what the opportunities are and how to
use it and how to inpact it.

And one way to do that mght be for us to work
wi th you on understanding how to inprove your own
internal operations first and, as part of that, do the
outreach to the conmmunity where we understand what they
want, what their issues are. One of the urban nyths
you're going to have to address is the concern that they
have about technol ogy being a positive but also a
negative. You' ve got the reality that, in a smal
community, you're much |ike a community bank

Wiile you' re very close to your custoners, if
one thing goes wong, it's just |ike your neighbor
breachi ng a confi dence.

You hurt your reputation, you hurt your
comunity, and people will get upset with you,

particularly if you nade representations.
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But going to Larry's concerns about privacy
violations or H PAA violations, there are a nunber of
|aws at the state |level, at the Federal |evel, and
outside of the United States that regul ate how you can
gat her, use, share, and transmt information.

It's particularly regulated in areas where the
information is very sensitive, such as health care, and
if youre involved in billing or collection, or if you're
going to be providing other services where you' ve got
physi ci ans providing information or hel ping
pharmmaceutical needs and the |ike, you very well may be
regul at ed about how you can use and how you col |l ect
i nformati on, what do you have to do.

Going to your profitability issue, you clearly
want to do things to cover your own risk on this. That
may be sonething we can help you with in the process, but
it neans that we've got to marry the business goal s that
you've got, which are real, which are concrete, which are
clear in your mind, with a ot of things that you don't
per haps understand that we can work with you on about how
you get the information you need to nmake the deci sions.

MR. PURCELL: Okay. So help nme out with this,
because we have a |l ot of elderly people here. They have
a lot of health issues, and we have this whole |ist of

physi ci ans who cone here. They provide services here in
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our clinics, but we don't keep the data. That's the
doctors' stuff.

But we have access to sone of the data, because
i f somebody has a nedical problem we have to have a
certain |l evel of access to understand who their doctor
is, what their last treatnent was, that kind of thing
We have sone nedical facilities here for nedications,
too, where we di spense nedi cati ons.

But that’s the doctors' problem not mne,
right? |1 mean | don't understand how that's ny probl em

MR. ALHADEFF: W haven't done this w thout any
| egal thought. W have secured the information
appropriately, because there are lap-top |locks on all of
the lap-tops, and | think, lvan, you' ve got everybody's

password on your conputer, just so that we know where it

iS.
MR PURCELL: Yes.
M5. GRANT: And the file cabinets are | ocked.
MR. PONEMON. But actually, there is one other
thing. W do sell information to | arge pharmaceutica

conpanies. Did you know that?

That's how they're actually getting sone
clinical enrollnment and all sorts of things.

M5. GRANT: We are? | didn't know that.

MR. PURCELL: You've got to start attending the
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neetings, Larry.

MR. PONEMON:. |Is that a problenf

MR. ADLER: Ilvan, we've tal ked about building a
health care portal for the six residents' organizations
so that we can --

MR. PURCELL: A portal? What's that?

MR. ADLER: That's that collection of
i nformati on on one screen.

MR. PURCELL: Ch, just a main thing? Okay.

MR. ADLER:. Right. Were different hospitals
and insurance conpani es and pharnmaci es and residents and
physi ci ans and patients can all comruni cate about the
same common groups of information to streanline
conmuni cati on anong the organi zati ons.

And even though we may not ultimately hold that
i nformati on ourselves, we're neverthel ess going to be the
conduit, providing discrete access through our portal,
t hrough that window, to all those different application
service providers, and our custoners are still going to
| ook to us as the custodians of their data, because we're
providing the access to the hospital, to the doctor
group, to the insurance conpany, to the different
conmuni ties.

MR. PURCELL: Can you find sone reliable people

who won't |let ne down, then? Because this is a brand
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image for me. |If they nmess up, then nmy chance of getting
nmy seventh or eighth community is pretty bad.

MR. ADLER. Right. For us, our business is
people. W build a community for people to conme and |ive
and enjoy their retirenent, but froman IT infrastructure
perspective, it's about data. As soon as we transform
all the information we coll ect about people into the
systens where they can gain this new conveni ent access to
i nformati on, we now have this enornous responsibility
outside of the regulatory reginme, because our custoners
are looking to us --

MR. PURCELL: Ckay. $So, now you're --

MR. ADLER: -- to protect their information.

MR. PURCELL: You're telling nme it can be nore
efficient, but it sounds |ike there's a big cost to that
efficiency.

Is this really worthwhile? Wy don't | just
keep doi ng what |'m doi ng?

MR. PAROBY: One of the things we're going to
suggest to you to consider as a go-forward strategy --
and 1'Il dunmb it down. It will be really sinple.

First we need to --

(Laughter.)

MR. PAROBY: Consulting 101.

You have to think in two canps.
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First of all, you're serving a conmunity.

You' re serving people.

What are their demands? Wat do they want?
What don't they want fromtheir standpoint?

These are people who may or nmay not want to be
enpowered. They may or may not want privacy and
security. So, let's figure that out.

That coul d be surveys. That could be
interviews. That could be focus groups. Pretty sinple
stuff.

The next sinple thing is to take your goals and
your vision, as we set up earlier. Were do you want to
be in a period of tinme? Wat do you want to | ook |ike?
What do you want your brand to be? Do you want the
seventh facility, the eighth facility, the tenth? Do you
want to go overseas?

Take that, with what your residents want, and
map an interface with who you are inpacted by --
phar maceuticals, health care -- what regul ati ons, what
inpacts them their famlies, their grandchildren,
whonever -- and | ook at a phased and structured approach,
starting with the people, |ooking to technology to enable
it, and a very sinple plan.

As | said, what do you want to do versus what

t hey want.
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If you want to do sonething that the residents
don't want you to do, it's not going to be cost-
effective, and it will hurt your brand.

So, first, what's your goal? What is the
residents’ vision for life as they live within your
community? And take that and map it.

MR. PONEMON: Let nme just junp in here. | talk
to our custoners.

These are elderly folks, and if they can get a
coupon, an e-coupon by providing a whole bunch of their
data, they love it.

They don't conplain at all. They get a 20-cent
or 50-cent coupon. They're willing to provide all of the
personal information the pharnma conpani es and the health
product conpani es want.

So, | don't see any problemin just selling
that information, because it's beneficial to them Are
you saying that, by doing this, we're going to take away
what is potentially of value to our end custoner?

MR. CLAYTON: Well, you may well have to take
some of it away, to tell you the truth.

One of the issues you have is do you need to do
sonmething differently?

You recogni ze that there are | aws that may

regul ate what you're doing, and the answer is why woul d
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you want to do it?

Sonme of the laws, |ike H PAA, actually have
crimnal sanctions.

If you're intentionally violating provisions of
the law, there are crimnal sanctions that can be
i nvol ved. Those can be serious, and they' re enforced by
the governnent. It may well be that you need to conply
regardl ess of whether you nove forward or not.

Secondly, you may or may not even have risk
coverage for sonme of the things that you're tal king about
doi ng.

| f there's exposure, you may not be adequately
protected. One sure way not to get your seventh hone or
community is to get sued for what you're doing that may
be in violation of the |aw and cause you a problemthat's
not cover ed.

MR. PURCELL: Joe, | need a briefing on this
H PAA thing, |ater on, okay?

MR CHAUM And |I'mvery, very concerned about
the liabilities, of course, and so, | think one thing we
shoul d be doing is getting rid of all data that we
absol utely have no real essential need for.

Maybe we coul d make a few bucks selling sone in
t he future.

We had sone vague thoughts we mght be able to
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really analyze the data and help with our marketing or
sonet hing, but this has never panned out.

So, | think we should behave |ike ny | ocal
[ibrary.

They' ve deci ded now they want to destroy al
information so that the FBI won't get hold of it. W
shoul d have a very effective programto nmake sure that we
absolutely get rid of everything we don't need.

On the other hand, | think we should | ook at
trying to make noney off of offering some features as a
choice to our residents and their visitors and nmaybe even
to their famlies to communicate with them giving them
some val ue.

MR. PURCELL: That's cool, David, but make
sure, because Larry and | really need sonme information to
make sure we know how to structure our deals. W' ve got
sonme opportunities to buy a couple of other comrunities
com ng up, and we have to know how to do that.

| don't want you to get rid of so much

information that we get stuck and | can't even go

forward

MR CHAUM We'll just keep it in the
aggr egat e.

MR. ADLER: | just want to say, as a technol ogy
advi sor, that when we build this portal, it's a two-way
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street.

On one side, we're going to collect a lot nore
information than we've ever had before, because
el ectronically, we're going to give people the ability to
submt nore information than they' ve ever been able to in
t he past.

And that neans that we are going to have nore
people fromnore places accessing nore information
faster, easier, cheaper.

That's going to be good for the brand, because
that's going to increase, through word of nmouth and on
the Internet, the opportunities for our business to grow
and expand.

This portal will becone an advertising platform
for the conpany.

On the other side, we've now got this new
security and privacy requirenent, because we've got to
make sure, for all those people who are submtting
information, that they're only submtting the right
information and that only the right people are gaining
access to the right applications and to the right data
for the right reasons.

We have got to keep track of all of that,
because we do not ever want it to turn out that the

portal we created to allow people to have access to nore

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

95
information allows the wong people to access the wong
information at the wong tine, because that will bl ow up
in our face.

So, we have an opportunity, but we also have a
chal | enge.

M5. GRANT: It strikes ne that we really need
to | ook at what we do.

| wasn't aware that we were marketing that
medi cal information. |1'mnot sure the residents really
under stand that.

I mt hi nki ng about anot her programthat we run.
It's the find-a-book program where the residents tel
each of the community directors what books they're
interested in having in the communal |ibrary, and then
when we go to flea markets or tag sales or used book
stores, we pick up those books inexpensively and put them
inthe library. W've got file cards in each of the
offices with the nanes of specific people that have
recommended specific books.

But it seens to nme that if we were to put al
this information online, maybe we woul d want to step back
and think about do we really need the nanmes associ at ed
wi th specific books or could we just post to everybody
the fact that we have added new books to the libraries

wi t hout having it linked to actual people?
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|"mstarting to get nervous when | think about
all the information that we have about the residents and
what they like to do and so on, and |I'm not sure that
everybody wants to share that.

MR CLAYTON: Just a comment.

VWhat we're doing is struggling with one of your
maj or assets, information about your people, and how do
you use it. You wouldn't sinply start throw ng away
ot her assets w thout doing an assessnent of the cost, the
ri sk, the need, and the opportunity associated with it.
Until you fully understand the inpact that getting rid of
information or collecting information or not having it
wi || have on your business, there's no way you' re going
to effectively reach your goals.

That may be an integral part of your business.
You' ve got issues about enpl oyees and how you're using
and sharing information, how you're collecting it, and
t hose have to be marri ed.

"1l tell you one thing. You'll never reach
the goals that you're seeing of seven, eight, nine or
grow ng across the country with communities unless you
fully understand the data flow i ssue, because it is a
val uabl e asset.

You may be aware that, 10 years ago, nost of

the wealth of conpanies was fromfixed assets -- brick

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

97
nortar, and things.

Today it's technology or information. |It's
i nt angi bl es.

You may find that the thing that nmakes you the
best conpany is what information you have on your
comunity and the ability to use it, and you may well be
able to effectively transfer that information to
conpani es by sinply going through the correct process of
doing it.

So, don't take literally sone of the general
comments today that you can't do these things.

You' ve got to | ook at your data flows. You' ve
got to map it as part of your business. And it's just as
essential for you to understand it as a CEO as know ng
your noney flows. If you want tight control over your
noney, you'd better follow where your data fl ows about
your individuals, your enployees, and others.

MR. PURCELL: So, who does this right?

| nmean I'mjust a small player here. Who's
good at this?

MR, ALHADEFF: [|'ve got a pretty uneasy
feeling. | went on the web and | ooked at their website,
and they' ve got a slick presentation which | don't think
we should be paying for. They have this whol e thing

about different technologies and it's got this bull's eye
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thing on it. | look at that and | think about Cousin
Zeke who runs the facility in Arkansas. He doesn't even
under stand sone of those words.

MR. PURCELL: Tal k about marrying dat a.

MR. ALHADEFF: How do you guys see us doing al
this stuff? | nean spam bl ockers, SM., whatever that is.

MR. PURCELL: | know. What is this stuff?
This | ooks pretty conplicated.

| nmean we're just -- we're a small group.

It's Darryl and his brother, Darryl, right?

(Laughter.)

MR. PONEMON: Here's the deal, okay? The deal
is that we're talking to three other conpanies, and they
will do all of that up-front work for free as long as we
buy their technol ogy sol ution.

You tal k about all the benefit and value. |If
you can denonstrate the value -- so, we give you a dollar
and you give us two dollars back, that's valuable. W'l
split that two dollars wth you

So, would you ever want to work on a
contingency fee basis so that you prove the benefits and
we pay you? Because one of your other conpetitors is
actual Iy thinking about doing that.

MR. ADLER. Well, not only that, but I would

say if you take a look at the issues that were identified
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in the privacy inpact assessnent charts, where it
identifies froma privacy and security perspective, al
the areas that we have di scussed that inpact your
busi ness, it is pretty exhaustive. |If you were to try to
do this wi thout technol ogy, just with manual policies and
procedures, you woul d be tal king about a consulting
engagenent that certainly would not be pro bono. It
woul d be fairly lengthy. And froman overall operational
managenent perspective, it would be extrenely expensive.

So, the cost of the technology investnment wll
be nore than offset by the process automation, by taking
all of these areas of human interaction, manual
procedures, policy enforcenent, and building that into IT
systens so that human beings don't have to renmenber it.

And just like we're going to use IT systens to
aut omat e our business so that we can expand and increase
efficiencies and communi cati on, we want to use the sane
technol ogy to enable and control the effective and
responsi bl e use of information, because we realize froma
busi ness perspective that we can't continue to operate in
a purely paper-based environnment today.

There are these huge efficiencies we can obtain
by automating, and that holds true for privacy
managenent, as well as business managenent.

MR PURCELL: Well, I'll agree with that,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

100
because David and | have been talking a | ot about what
we're going to do in terns of expanding. W're even
tal ki ng about can we go public any day? He's told ne
there's no way we could ever go public given the
infrastructure that we've got built today. So, it's
bet ween David and Larry here to figure out what's first?

What |'ve asked themto do and what | want to
know fromyou is what's first. | can see all this, but
it looks |ike analysis paralysis. W could be six to 12
mont hs just sitting here doing assessnents, and that
doesn' t change anyt hi ng.

MR. ALHADEFF: Unfortunately, we're at a point
where you are saved by the bell on analysis paralysis.
W're at a point when we do want to give an opportunity
for sone interaction with the audi ence.

| want to point out that we've taken a
hypot hetical that marries nore issues than any one
conpany is likely to be facing at any one tine.

W' ve given them unfortunately, a well-arned
and ornery officer staff to give the consultants a bit of
a hard tinme in terns of what they're trying to pitch
But the concept here is the solution has to be holistic.
It's not out of anybody's reach, but it's sonething that
has to be done first by understandi ng what your data

flows are, then by doing a phased anal ysis of how you get
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frompoint Ato point Bwth the needs of the conpany and
t he needs of the users both in mnd as you go forward.

So, the end note for our part, before you start
to ask your questions, is that technol ogy hel ps, but
you've got to sweat a little, too. The problemis
significant, but the solution is doable.

And with that, why don't we turn it over to you
for sone questions? There's a mke in the back of the
room

QUESTION: One thing hit ne in the mddle of
this rol e-playing.

Larry mentioned people who are quite happy to
give away private information about thenselves in return
for a 50-cent coupon.

So, | was asking nyself what is that
information really worth, and |I realized | have no idea.
What is the real value of that private information?

MR. PONEMON: There's not a |lot of hard data.
The data that exists about how conpani es nonetize
information -- the research is spurious, and there's a
| ot of variation. But there are sone studies that
suggest that this information is valuable, and it depends
on its application.

For exanple, nedical data is deenmed to be nore

val uabl e than, say, financial data, because it's just
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harder to cone by, and conpanies like to use it in the
product testing, clinical research. CRO organizations,
pharmaceuti cal conpanies, mght actually pay a handsone
sumto have nore reliable information

See, it gets back to the basic val ue issue that
Steve was tal king about.

We worry about opt-out's -- we have breakage or
we went froman 80 percent to a 60 percent, but that's a
good fact, because you now know t hat 40 percent of your
popul ation don't want to get a nessage fromyou for
mar ket i ng pur poses.

So, the better the information about the
custoners that are interested, the nore effective you are
as a conpany in neeting your revenue and marketing and
sal es goal s.

In answer to your question, there’s a |ot of
tal k about how valuable this information is. | just
don't see a |lot of hard data supporting that val ue
proposition. But | know it exists. It does exist.

MR. ADLER. O course there are nunbers about
identity information in the black market.

It depends on who is buying the information.

There was that article in Decenber of |ast year
in which sonme Long |Island conpani es had sonebody stea

30,000 identities, and it was sold for $2 1/2 mllion.
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MR. CLAYTON. And you can | ook at sonme of the
case law, even the FTC and sone the cases they've seen.
You can | ook at the value of what people were willing to
sell, sone of their data on their customers, particularly
financial institutions, sone of the early cases there.
Peopl e got a |lot of noney for selling it.

But I wll tell you the value of the data is
goi ng to depend upon what is the supply, what's the
demand. It's basic economics in one sense, but it also
is going to depend on what you can do with it legally.

We were hired after the fact, but a large
retail organization decided to buy a | arge conpany out of
the country, and they paid a | arge amount for it.

The conpany was the |argest hol der of
i nformation about citizens in that country.

Lo and behol d, that country had data protection
| aws, and they couldn't export the information and
basically couldn't use it without specific opt-in
perm ssion. As a result, what was potentially very
val uabl e informati on was basically worthl ess, and they
overpaid for it.

So, to me, it's just typical business analysis
issues. | don't think there are hard-and-fast rules and
studi es about it.

For each business, if you wal k through the
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el enents of it, you can cone up with a pretty good
under standi ng of the value of the information to your
organi zation even if you can't quantify it specifically.

MR. ALHADEFF: | think you al so have to realize
that there are two val ue propositions. There's the val ue
to the organi zation and the value that the subject, the
consuner, would put on the information, and that w |
vary by country and by cul ture.

It's probably possible to establish a val ue
proposition in the U S

You're probably further away from establishing
that in certain parts of Europe and certain other parts
of the world, just because the concept of trading
information is either | ess accepted or | ess common. So,
there are issues that are going to cone in there.

Don't just think of the value to the conpany.
Understand that there's a value to a custoner. And if
you want the sharing, then you have to give the
appropriate incentive, whether it's that you prove | egal
conpliance in sone fashion or whether you give a
financial remuneration of sone kind for providing the
i nformation.

M5. GRANT: And it's not just whether or not
there is financial renuneration for the consuner.

In order for the consuner to figure out whether
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it's worth trading this data for 50 cents off sonething,
the consuner really needs to know what it's going to be
used for and by whom

MR. ADLER. And who it's going to be protected
by, because again, | go back to the identity theft case,
where there's a black market for an identity, and
sonmebody may be willing to pay 60, 100 dollars for what
may be used for fraudulent credit cards. But then that's
only the first transaction.

It's when the fraudulent credit cards are
created and your ultimate credit rating, perhaps, is the
ultimte determ nation of the value of the data.

M5. LEVIN. On June 18th the FTC is holding a
wor kshop on the costs and benefits of data flows. This
information will be com ng up then, too.

So, let's nove on to the next question, and
we'll have sone nore information on the ones you' ve been
asking at the June 18th wor kshop.

QUESTION: This is just a bullet point that was
on your outline, and that is California Senate Bill 1386.

Coul d anybody tal k about what you woul d have
advised themto do on how to get ready to conply with
t hat ?

M5. LEVIN.  We probably don't have tine to

answer that. I'msorry. But if you care to talk with
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one of the panelists afterwards, perhaps they can give
you sone gui dance.

QUESTION:  And the other question is -- nobody
really raised the issue of CGolden O dies using behind-
t he- scenes technol ogy |i ke web bugs and what you woul d
suggest that they m ght or mght not do with that.

M5. LEVIN.  You nean technol ogy they can put on
the conputers for their citizens to use?

MR. PURCELL: Yes. W didn't address that.

QUESTI ON: And gat her information.

M5. LEVIN. Oh, | see.

MR. PURCELL: W didn't address that |argely
because we're not doing that at this nonment. Gol den
A dies hasn't yet deployed that -- but it's certainly one
of the issues that they'd have to address as to what data
they're collecting that's personally identifiable and
that collection is known to consumer but also,
inmportantly, what data they're collecting in an unknown
and undi scl osed way. That's very, very inportant to do.

M5. LEVIN. W're going to run a couple m nutes
into the break and shorten the break up a little bit,
because | do want to get to sonme nore of your questions.

MR. CHAUM Let's not forget the other

costs of the data, the risk that it mght be abused.

So, you have to weigh that in the cost. Then
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there's the financial risk. There's damage to the brand
and so forth.

There's also the cost that you incur by not
being able to say definitively that you don't make
certain uses of the data, and that m ght help you.

M5. LEVIN. Next question.

M5. PERRIN. | know there's a |line-up behind
me, so |l won't do the full scenario, but | think you're a
bit nodest.

You said you made it conplex. You left out one
el enent that | think nmakes it even nore conplex. Let's
i magi ne 1'm Mary Pai ni nt hebutt and ny nother, Jane
Snowbird, is in your home in Florida and I"mup in
Montreal, right? And | have power of attorney, so |I'm
managi ng her finances, and |'m managi ng her health stuff,
because she's 85 and she needs ne to read her diabetic
read-outs and all this. You haven't got a secure
facility, and we tried using diskettes, but they kept
getting opened at the border by Honel and Security.

So, finally, | had to go to other nethods to
get that data.

We tried faxing, too, but that isn't secure.
It's even less likely to be.

So, | went to your hone in Victoria while | was

there for a conference and | got one of the conputer
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geeks that's working in the dining room-- nobody in the
of fice knew how to run the system-- and | o and behol d,
he can get everything and yanked it up to BC. |I'mso fed
up by now, because ny nother is scared and she wants to
nove hone, and |'m saying don't worry, we'll conplain,
we'll get this all cleared up

So, I've just filed a conplaint into the BC
privacy conmm ssioner, because once | yank it up in BC, it
falls under that jurisdiction.

M5. LEVIN. Stephanie, cone to panel two after
the break, because we will be |ooking at sone of the
answers, how technol ogy can hel p.

MR. CLAYTON: And we're going to turn you in
for unaut horized access to our conputers.

M5. PERRIN. Onh, it's all legal. 1t's al
| egal .

But the elenment here is that the famlies are
t he ones managing a lot of this data, not the guys in the
honme, and they're the ones that are going to conpl ain.

MR. PURCELL: | took a note, but we didn't get
to it, about where is the authentication and
aut hori zation procedures for data access internally to
t he conpany, but we didn't get to that.

M5. PERRIN. Well, 1'Il bet you anything it's

whoever knows how to do it, and that's the conputer tech
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kid in the dining room

MR. PURCELL: But that's how it would be today,
yes.

MR. ALHADEFF: And one thing that we didn't
want to delve into, which is actually sonething that
woul d address sonme of your issues, is what's the |egal
and contractual infrastructure between the residence
communities, the residents, and the adm nistrative staff,
because sonme of that will be spelled out, and then what
are the internal policies that give perm ssions.

Part of the problemis this is a group that
didn't have those internal policies.

So, it's not even just that the technol ogy
didn't reflect it. There wasn't a policy to begin wth,
which is even worse.

QUESTION: Mne is nore of a concern, and you
can address it in whatever free formyou wish. It seens
to ne a lot of the issues here are very, very prenature,
that there's really a shaky foundation, and there's sone
fundament al corporate governance issues that need to be
resol ved before you can even get to these stages, like
does the corporation have a code of ethics, and how does
t hat govern how they conduct thensel ves? How do they
nmonitor their code of ethics? How would you advise them

to address those fundanental cultural and |egal issues,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

110
t heir corporate governance?

MR. PONEMON:. Can | just chime in, because

actually -- | didn't pay this man to ask that question
M5. LEVIN. | thought you did, though, Larry.
MR. PONEMON:  Not yet.
M5. LEVIN.  Sounds like it.
MR. PONEMON: But it is all about ethics.

Unfortunately, we junp into the conpliance and
regul atory issues, but it's about responsible information
managenent .

We tal k about all of these bad conpani es, but
conpanies are filled with good people, and they're trying
to do the right thing.

They just need clarity of purpose. They need
to understand that it's about responsible information
managenent and not just about sonething narrowy defined
as the privacy thing or the data protection thing or the
Canadi an -- the PIBIDA thing once we get into that m nd-
set, it's gone.

It's confusing to nost people, and we nove on
to the next issue.

So, | agree conpletely, it starts with this
ethical respect for a framework that makes sense and that
could be applied globally, and then you could start to

work at the next |evel of detail about how do you conply

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

111
wi th that franmework.

MR. CLAYTON: And part of what you're raising
and the data flow analysis -- you'd go through those
I Ssues.

Those are things that we clearly would have to
under st and, because the analysis of what's coll ected,
where it's collected, is it legally collected, what are
the risks associated with it, have got to be understood
at every juncture of the process. Wat | would hope a
conpany would get at the end of this initial assessnent
or analysis paralysis would be a very useful diagram
flow, risk report, et cetera, that wal ks busi ness through
al nost all of those issues and offers either solutions or
at | east choices or where you can get other information
to make those deci sions.

MR. PAROBY: | said |I'd dunb it down and nake
it sinmple, but one of the things we're seeing in very
| ar ge organi zations and very snmall organi zations -- Larry
hates the word "assessnent™; I'll say "current state" --
is to issue thema scorecard on their current state, a
very sinple scorecard, and we've coded it red, yellow
green, to make it sinpler yet.

Red is bad, green is okay, yellow is maybe |
don't know or in the m ddle.

Once you establish the ethics, the culture, the
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framework -- and this all goes across technol ogy, the
peopl e i ssues, the corporate governance, the privacy.

You sit down and you | ook at that at even a board | evel
and you say, gee, |'ve got a scorecard, and I'mred over
here with respect to these ethical issues or -- let's
address those first before you inplenent a solution with
t echnol ogy.

MR. ALHADEFF: One of the things that you have
to think about, especially with smaller conpanies, is
when they start an analysis |like this, what you nmay end
up having is a forcing function, because there may be a
code of ethics that is actually -- lvan is the code of
et hi cs.

It is actually the CEO who has the ethos of the
conpany. W actually have a fairly | arge conpany
considering what a | ot of conpanies actually are, and the
code of ethics and a |l ot of these policies may be things
that, if you ask soneone, you could get an answer, but if
you were to look for it witten down in an
institutionalized fashion, you' d never find it.

MR PURCELL: Well, it would be insulting, too,
for a small conmpany, to go to sonebody and say you need a
code of ethics. 1'd say, get out of here. | nean you're
assumng | don't have ethics.

So, it's in the very, very |arge conpanies that
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have really distributed accountability where | agree that
t he docunentation is nore inportant, but you' ve got to be
careful when you're dealing with the very small, closely-
hel d conpanies, as well.

M5. LEVIN  Ckay.

Next question?

QUESTION:  Actually, to pick up on the snal
conpany issue, at Trasue, we see a |lot of conpani es who
have no understandi ng of things |ike CABA and ot her kinds
of regulations that are specific to their own state. The
| ack of understandi ng, especially anong small conpanies,
of applicable lawis a big problem and | think the FTC
and everybody has to find a solution to that.

M5. LEVIN. More Education 101.

Last question.

MR. REEDER Sure. And it's pretty basic. And
that is what is the definition of privacy for you as the
CEO of this conpany?

MR. PURCELL: Thanks a |ot, Frank.

(Laughter.)

MR. REEDER. From the sense of what privacy is
and what your sense of the expectations of your custoners
and the world at |arge about what privacy is, doesn't
that draw the Iine for you as to what protections you

provi de and how you go about putting your arns around

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

114
what you shoul d be doing. Because, on the one hand, FTC
is dealing with, and Congress is dealing with, the spam
i ssue, and the do-not-call list is about to cone out
enabling people to do that, lots of work is being done in
identity theft.

For some, that m ght be enough as far as kind
of the privacy intrusion part of it, but isn't there nore
to it than just that?

MR. PURCELL: Well, | think that blends the
prior question on the ethical framework, too, Frank,
because | think Ivan Oferforyou is essentially being
advised to do a survey and to gauge the attitudes toward
privacy and data protection in their client base. That
woul d not necessarily be a voting process to determ ne an
out come but woul d rather be an advisory into that ethical
framework to say, okay, fine, this is what people expect.
Now what am | going to provide within that expectation
that's required through regul ati on and that goes above
and beyond that needed for brand, that endures to the
brand sonehow.

So, | think it's very conplicated to say how
you define privacy.

Certainly, Larry's nomis going to define
privacy in a very different way than either her peer or

ny hi gh school student who I'mstill trying to convince
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that stealing nusic on the Internet is not a good thing.

So it's very difficult to say here's a
definition.

| think that it's self-defined, to a certain
degree, even in legal terns today.

MR. PAROBY: There's an exposure draft that
just cane out yesterday. It's by the AICPA, and it's
entitled "Proposed AICPA ClIC Privacy Framework," and they
define privacy. They say privacy is defined as the
rights and obligations of individuals and organi zati ons
with respect to the collection, use, retention, and
di scl osure of personal information, and they take each of
t hose maj or conmponents and they re-define that.

So there is finally a franmework, 90 pages in
length, that is starting to at |east define it and give
some gui dance as to what it is and what you do with it
and what you can't do with it.

M5. LEVIN. We'll probably hear a little bit
nore about that |ater today.

| want to thank this panel for one of the nost

creative presentations |'ve ever participated in, just

fantastic.

(Appl ause.)

M5. LEVIN. And we're going to have a short
break. 1'll give you seven mnutes, till 10 of. There's
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still sone food out there, a bathroom break, and then
rush on back. Thanks.

(A brief recess was taken.)
PANEL 2: Business Tools for Protecting Consuner

I nf or mati on

MR. SILVER This is the second panel. W're
going to | earn about sone technol ogies currently
avai l abl e to businesses to help them protect their

systens and i nformati on.

Where appropriate, if the panelists feel |ike
it, 1'd ask themto perhaps reference the previous
hypothetical, if it's natural. References to Larry's nmom
or Gary's dad will earn extra credit, as well.

The bi ographi es of the panelists are in your
folders, but | will give brief introductions.

Joseph Al hadeff returns from his acting debut
in the previous panel. He's with O acle.

Chri stopher Klaus is fromlnternet Security
Syst ens.

Gary Clayton is not here yet, but he's from
Privacy Council.

Christine Varney is counsel to Liberty
Al liance.

Toby Levin will be assisting me in this panel.

She's at the FTC
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