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still sone food out there, a bathroom break, and then
rush on back. Thanks.

(A brief recess was taken.)
PANEL 2: Business Tools for Protecting Consuner

I nf or mati on

MR. SILVER This is the second panel. W're
going to | earn about sone technol ogies currently
avai l abl e to businesses to help them protect their

systens and i nformati on.

Where appropriate, if the panelists feel |ike
it, 1'd ask themto perhaps reference the previous
hypothetical, if it's natural. References to Larry's nmom
or Gary's dad will earn extra credit, as well.

The bi ographi es of the panelists are in your
folders, but | will give brief introductions.

Joseph Al hadeff returns from his acting debut
in the previous panel. He's with O acle.

Chri stopher Klaus is fromlnternet Security
Syst ens.

Gary Clayton is not here yet, but he's from
Privacy Council.

Christine Varney is counsel to Liberty
Al liance.

Toby Levin will be assisting me in this panel.

She's at the FTC
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Ari Schwartz is with the Center for Denocracy
and Technol ogy.

M chael Weider is fromWtchfire.

Craig Lowery is with Dell

Steven Adler is fromIBM Tivoli Security &
Privacy Software.

And Robert Gratchner is with Intel.

You may think first of software when
considering privacy and security tools, but Robert wll
| ead us off with some remarks on a tool that consists not
only of software but actually hardware, as well.

MR. CRATCHNER  Can everyone hear ne okay?
"1l try to keep ny coments on Larry's nomat a m ni mum
and see if she can understand this technol ogy by the end
of ny di scussion today.

| first want to thank the FTC for putting this
wor kshop together and allowing all of us today to cone
t oget her and di scuss technol ogy and how it affects
business. It's a great opportunity to be here today and
to talk to you all.

So, ny first few slides today are basically
t al ki ng about the environment and situations that
busi nesses face.

| also want to let the panel, if they have any

addi ti onal coments on this, to feel free to chine in on
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this during ny presentation or afterwards. Comments or
help to clarify points are always appreci at ed.

So, this first slide | want to discuss is
actually what are we trying to protect and what are the
| ayers of protection?

Qoviously, the core of what we're trying to do
and identify is the data, the personal identifiable
i nformation, and surrounding that data is applications,
the operating software, the actual applications using and
mani pul ati ng that data.

Surrounding that is the infrastructure, the
actual hardware, the PC or the hardware incorporating
that, and surrounding that is the network, the final
| ayer of protection.

And the point | want to get across here is any
weakness to a | ayer of protection can expose that
i nformation.

So, a weakness in the infrastructure could | ead
to exposure of that data.

We need to nmake sure that the fence around that
data and around those |l ayers of protection is strong and
it enconpasses all.

Tal ki ng about the environment that we're facing
today as corporations, we talk about individuals,

devices, a firewall, and a network, individuals being
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enpl oyees, custoners, vendors, suppliers, who have access
into data.

They' re using devices like PDA's, PC s, cel
phones.

So, all of these types of devices have to be
consi dered and understood wi thin the environnent.

Wth regard to software, we’'re it's talking
about the operating system W’re talking about anti-
virus software.

Most busi nesses use a type of firewall before
anyone can get into their network.

Then once you get in the network, we're talking
about servers, routers, switches, and all that.

But the nost inportant piece -- and they
alluded to it alittle bit in the earlier panel this
norni ng as the business processes, is tal king about
policies, ensuring enployees are trained, ensuring that
there is enforcenent, that there are guidelines out
there, and that these guidelines then are foll owed
t hrough and the conpanies are follow ng those, that there
is the actual penetration testing that we're seeing and
enmul ati ng what hackers may do. Then obviously the nost
inmportant, for me as an ex-auditor, is the risk
assessnent. \What are the risks that business are facing?

And a breakdown in the business processes, to
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me, can lead to a breakdown in any of those individual
environments, whether it be devices, firewalls, or
net wor k, because they're all interlaid and intertw ned by
t hi s busi ness process.

And finally, the last slide on the kind of the
environment is what is the safer conputing initiative
going on today and in the future?

In the past, it has been software only. It has
been anti-viruses, the use of passwords, VPN firewalls.

There has been the energence of the technol ogy
of smart cards. At the May panel discussion, there was a
pretty good overview of smart cards and their technol ogy
and the use of smart cards. That just adds another |ayer
of protection.

Currently there's another technol ogy, which
"1l talk about a little later, called TPM trusted
pl at f orm nodul e, which perforns platform authentication
in fixed hardware. This is a technology that's starting
to energe.

There's current platfornms right now which
i ncorporate this technol ogy.

And for the future, one of the things that
we're working on at Intel is LeG ande technol ogy, which
"1l talk about nore, is a hardware sol ution.

VWho knows what's in store for the future, but
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obviously, we're seeing a need to better secure data. By
addi ng all these technol ogi es together, we're eventually,
hopeful ly, going to get there.

So, the TPM solution is, at the nost basic
| evel, a smart card on your platformor on your nother
boar d.

It acts with the ability to do cryptographic
key encryption, and it also perforns platformintegrity
t esting.

The TPMis done by a group called Trusted
Conput er Group, an open forumgroup to anyone who wants
to participate, which is putting together specifications
to allow these two types of capabilities.

It's intertwwined with the 10 controller hub
whi ch goes within the chip set, which then works with the
processor.

It can work with a portable token or a smart
card, and the inportant part with regard to privacy in
the TPMis, fromthe onset, this organi zati on has
considered privacy. Privacy was very inportant in the
processes and in the consideration of developing this
t echnol ogy.

The Trusted Conputer G oup has a website. You
can go to that website, see data, see the white papers,

and all of that is open to the public at |arge.
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So, with regard to LeG ande technol ogy and what
I ntel has been working on, LeGande basically is a
har dwar e- based sol ution for security technol ogy.

It's operating systemindependent. The goal is
to work with any type of operating system

Basically, it's going to create protected data
pat hs.

It's going to protect execution environnents
wi thin the processor and protect key operations and
storage to basically help strengthen the encryption
capabilities within the processor.

Now, once again, within LeG ande technol ogy,
privacy has al so been considered in the devel opment. The
privacy team has been working with the product
devel opment teamto ensure that privacy is considered at
the onset and integrated into their processes.

We shipped this out to our manufacturers with
t hese capabilities.

So there are two types of users with LeG ande
t echnol ogy.

There's the owners, the people who actually
wi |l buy the technol ogy, and these can be your |IT shops
or this could be your PC person at home who actually
bought and owned t he technol ogy.

Two is the user, and the user is the person

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

123
who's actually using the machine. So, this could be an
enpl oyee of the conpany or it could be another famly
menber who is using this technol ogy.

But basically, the owner has the ability to opt
into this technology when they're using it. The user
al so has the choice to use this technology or not to use
it. Users also know when they're in a protected state
and when this technology is being utilized at all tines.

The bottom|ine when we were working with the
team is that we want to make sure that we strengthen the
security of the users wi thout conprom sing their privacy.

To sumthis all up, in talking about the
LeG ande technol ogy, we want to inprove security wthout
conprom sing privacy. There is a uniqueness within the
TPM which is not manufactured by Intel but was defined
by these specs, by this organization, but then devel oped
by other conpanies. There is this privacy nodel, an in-
depth privacy nodel that they are using and working wth,
t hat has been revi ewed and can be revi ewed by people
out si de.

It operates on private information data out of
the view of other software, so that this is totally
protected and cannot be w tnessed by malicious users or
mal i ci ous out si de sources.

It enmpowers the choice of the user, and it's
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i ndependent of any type of operating system or
application. The bottomline is that it is designed to
enhance conputer experience by increasing security.

Thank you.

MR. SILVER  Thanks, Robert.

Let's tal k about another new system now. The
Li berty Alliance Project is devel oping a specification
t hat coul d change how information is shared within
conpani es and al so between conpani es and consumners
onl i ne.

Christine Varney will explain how depl oynent of
this specification could provide a way to protection in
consuner information.

M5. VARNEY: | was going to ask Robert to put
his first slide back up and then show you where Liberty
can sit.

Thank you so nuch, and thanks for inviting ne.
| was conmenting to Toby, we've conme a |long way fromthe
days when sone peopl e thought that privacy was not a
i ssue for consuner protection.

What was that, Toby, in '94 and '95?

And now t hey even have this wonderful coffee
and food outside.

Thank you. | know sone of the business people

here provided it.
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The evolution of privacy has led to sone really
interesting technol ogical evolutions, as well. What
Liberty is doing is playing in the space that Robert has
in the blue and in the brown, between the two, and |let ne
explain that to you

Liberty Alliance is a specification body. As
consuners, you will never hear about Liberty. You
shouldn't. It is a back-end specification body |ike HITP
and HTM., SOAP, SAM..

Liberty is like Qasis or |like the Internet
Engi neering Task Force or any of the other 200 bodies
t hat create specifications upon which applications can be
devel oped.

Li berty came into being with a vision of
creating an open, inter-operable, decentralized system
for federated identity and authenticati on.

Now, the reason that's inportant is, if you
t hi nk of a best case scenario for consuners who choose
it, for people like me who travel a lot. The reason that
pl anes are always full nowadays is because they're
canceling flights left and right.

So, inmagine a scenario where you're extrenely
busy and you've got flights, you ve got a car picking you
up, you've got a neeting at the other end, you' ve got a

hotel reservati on.
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| magi ne a systemthat you have chosen to
participate in, affirmatively, that allows all of the
enterprises that you're engaged with to talk to each
ot her.

So, United sends the nmessage out through ny
cal endaring and nessagi ng system that ny plane has been
del ayed.

It contacts the car service | use and says pick
her up later, her plane has been delayed; it contacts the
car service on the other end to pick her up later, her
car has been delayed; it contacts the hotel, if it's a
guaranteed tinme reservation, and says hold the
reservation, she is going to be late; and contacts the
people I"'mnmeeting with. 1t does the whole thing. Down
the road, ny identity manager can | ook around for a
different flight and see if there's another flight that's
going to be nore convenient for nme and notify ne.

There are all kinds of convergence in a |oose
sense that a lot of technologists -- and I don't know who
in the roomis a hard-core technol ogist; Richard is not
here at the nonent -- that technol ogi sts can envi sion
down the road -- these seanl ess conveni ences both for
consuners and for enterprises.

Ri ght now, suppose you wanted to go through the

exanple that | just did. Hypothetically speaking, say |
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had a United Airlines flight and a Hertz rental car and |
was staying at a Holiday Inn chain. |If those conpanies
wanted to offer nme that kind of conveni ence, what they
woul d actually have to do is go wite software that would
allow their systens to talk to each other. Nothing |like
that exists today, nor could it exist because everybody's
systens are proprietary.

So, the idea behind Liberty -- and it's very
critical for e-wallets -- is that there are products out
there that are very nascent, that are beginning to offer
t hese kinds of services. For the nost part, they are
proprietary and they are centralized, so that if anyone
wants to get access to your data, all of the data is kept
in one database or in databases that talk to each other

The idea behind Liberty is why don't we create
a specification that conpanies who want to can build
applications upon. The prenmise of the specification is
that it's open, it's published, it's at
www. proj ectliberty.org. W're on version 2 of the
specification now. And it's royalty-free. Anybody can
wite applications on top of it. And it's decentralized,
whi ch neans that your data -- and |I'm going to keep using
consuner exanples -- your data doesn't have to be
centrally stored anywhere for this systemto work.

| “mgoing to nake a very rough anal ogy, so if
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there's a technologist in the room stand up and tell ne
how to give it a better translation. The rough anal ogy
is think of it as peer to peer for your data, where you
may choose to keep highly confidential trust information
at one source, whether that is an American Express or a
Morgan Stanl ey or a Bank of Anerica.

You may choose to keep | ess confidential data
maybe at Yahoo. The data that you would need for a
variety of systens and services to work woul d be kept
separately at various points in what Liberty calls a
circle of trust. So when you want to nake a call on the
data, in our Liberty world, the identity provider goes
out and makes a call across all of the nenbers of the
circle of trust to find the data that's needed and
rel evant for the transaction and brings the data back to
conpl ete whatever the transaction is.

The idea is very sinple. In a single web
session, a consunmer would be able to nove around w t hout
re-aut henticating, wthout using additional passwords or
sign-on's or anything else, in an individual circle of
trust or across circles of trust that have contracts with
each ot her.

The way a circle of trust works is that a group
of conpani es woul d get together and, by contract, agree

that they were going to offer the consuner this service.
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Hypot hetically, say it's AOL, it's United, it's Hertz,
it's Holiday Inn, and it's AnEx and Mastercard and Vi sa.

Al'l of those conpanies would affiliate. They
woul d sign contracts. They would create their circle of
trust.

Now, you, the consuner, don't ever see any of
this. Suppose you go onto AOL, and AOQL says, hey,
consuner, we have the ability to |link your accounts
bet ween t hese conpani es.

Pl ease let us know if you would like to link
t hese accounts and if you would like the information to
be shared between us and click here to see exactly what
informati on gets shared, by who, for what purposes, under
what circunstances -- the whole nine yards description.

Then if the consuner says yes, | want to do
this, when you're in a web session, you can nove around
bet ween anybody who's in the circle of trust. This is
very conveni ent, again, in the travel industry, when
you're trying to nmake travel reservations, you're trying
to make hotel reservations, you're trying to nmake
ai rplane reservations, you're trying to nake car
reservations, you're trying to get themall charged. It
offers a | ot of convenience.

So, what Liberty sees as probably the first

commerci al, consumer application that wll probably
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evolve is likely to be the travel space.

As the e-wall et space matures, we're likely to
begin to see sone applications there.

Bef ore you see that, what's happening right
now, as we speak, is that Liberty is being deployed in a
coupl e of conpanies -- and | can't say who, but if you
| ook at our nenbers |ist, you could probably pretty
easily guess. What happens with very |large enterprises
t hat have been around for a while -- and everybody in the
roomis going to be famliar wwth this -- is they have a
| egacy system

So, you work at a company and -- you in the
governnment will appreciate this -- you're trying to
figure out, what's in your TSP account, you're trying to
figure out how many hours you have accrued for vacation,
you're trying to figure out what your salary is likely to
be next year, just all kinds of data that you m ght want
to have access to as an enployee. |In nost corporations,
if that information is available electronically to you,
it's usually only partially available, it's usually hard
to get at. Oten you e-mail the right person and they e-
mai | you back

There are probably hal f-a-dozen conpanies right
now t hat are deploying applications in data based on the

Li berty specifications because it's cross-platform it
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wor ks across nultiple systens, and it works across | egacy
systems. So, it allows large corporations to be able to
provi de data to their enployees frommultiple sources.

Now, that's where the authentication cones in
This is very inportant if you' re an individual, whether
you're operating in the business world or in your
enpl oynent world or in a consumer space, that you be able
to ensure your data is kept safely and securely and that
only the individuals or enterprises that you want to have
access to it get access to it. The way that happens is
t hrough aut henticati on protocols.

I f you' re noving about the web, you m ght have
a very high level of authentication expectation for
anybody who can get access to your bank account. You
probably don't want to have a | ot of people have access
to that, and you probably don't want your bank to give it
to a |lot of people.

So, the bank will require a very high | evel of
aut henti cati on.

You may want to check the | ocal weather and
sports on Yahoo, on My Yahoo, right? But you probably
don't need a high I evel of authentication for that.

So, Liberty provides for any authentication
| evel or technol ogy that a depl oyer offers.

It's technol ogy-neutral. You can put in any
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ki nd of authentication that you want, which goes back to
some of the points Robert was making.

Liberty is a specification. It is only as
secure as the Internet is right now, and there are a | ot
of vulnerabilities in the Internet.

It is also only as secure as the business
depl oynment of the application is secure. Because Liberty
wites specs only, they don't wite business rules, and
because they are working on the existing architecture of
the Internet, they can't cure the security risks that
exist in the Internet today.

You can go to the Liberty website and see
version 1's rel ease and version 1.1 and now we're on
phase 2 which has just been released in draft. Liberty
has put out probably hal f-a-dozen technical papers.
They're nostly extrenely technical, and they tal k about
how to build a Liberty deploynent that's secure and safe
and privacy-enhancing. But those are directed at
technol ogi sts, and |, frankly, have a very difficult tine
readi ng them

There is one docunent, though, that | would
commend to you, and it's called the Privacy and Security
Best Practices. That docunent is witten for business
peopl e who are meki ng the deci sions around what ki nds of

services they want to offer. The hope is that the
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busi ness people will talk to the technol ogists and that
they will get the right kind of guidance around the
| evel s of security and the |evels of privacy that should
be adopted in any business inplenentation.

Liberty is also based on an opt-in. You, as a
depl oyer of Liberty, can't enable the service unless the
box in the spec that says "consent obtained" is checked.

Now, obviously, there's nothing that can
prevent a fraudul ent enterprise from checking that box.
But as we all know, that's something the FTC woul d frown
on and woul d, hopefully, vigorously pursue.

So, it is based on opt-in, and it does all ow
for whatever |evel of authentication a deployer chooses
to provide. | think, James and Toby, that's probably
enough of the overview and we can get into nore specific
guesti ons.

MR. SILVER  Thanks very mnuch

We're running a bit behind schedule, so I'd ask
any panelist, if they want to just speak fromtheir seat,
that m ght save us a bit of tine.

We can nove now to enterprise technol ogies, and
| know that Joseph Al hadeff has sone remarks about roles
and rul es-based solutions, as well as out-sourcing
possibilities for smaller businesses and how to get sone

privacy features out of existing technol ogies.
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MR. ALHADEFF: Right. Thank you.

One of the things that we | ooked at in the
hypot heti cal and one of the concepts that hopefully cane
t hrough was a concept that privacy, security,
confidentiality are not necessarily differentiated within
busi ness, are not necessarily differentiated by
consuners, but are clearly differentiated in IT
departnents, usually, and sonetines in |egal departnents,
as well. Wen you | ook at solutions, though, you need to
| ook at all the factors.

If you' re | ooking at any one factor, you're
m ssing a large piece of the pie.

One of the things that we've tried to stress is
that the solution, while technol ogy plays a great
facilitating role, is not just a technol ogy sol ution.
There are policies and there's sonme hard work that has to
be done init.

And part of the hard work is that it used to be
a lot easier to | ook at technol ogy sol utions, because it
was the M&M concept before. That kind of shell was the
dividing |ine where you have to do protection. What was
out si de was bad, what was inside was good, and that was
the definition. WlIlIl, these days, you have to al so | ook
at what's inside the technology shell. The shell doesn't

work quite so well.
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We have to go perhaps fromthe chocol ate M&M
with the soft inside that was a little too squishy to
nore of the peanut M&M where the inside remains hard, as
well. An exanple of what | nean by that is you can
depl oy different types of technology. Qur technol ogy
goes across the stack. It could be CRM systens. It
could be enterprise applications. It could be a
dat abase, what have you

But if you deploy enterprise applications and
you optim ze themonly for one thing -- let's say
security -- you may actually be m ssing part of the boat.
Security may have neant to you I want to make sure that
no one who is not one of ny enployees can get access to
this information, but that m ght not be appropriate from
a privacy perspective. You may have to al so ask the
guestion, do these people need access to the information
for their job function?

Do | have a set of concepts, business rules,
and processes by which | understand who needs access to
information and why? Do | have that map of data fl ows,
whi ch was used in the exanple early on as one of the
consulting priorities. Have | figured out the data
fl ows?

No matter how good your technology is, if you

haven't done some thinking to | earn what your data flows
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are, what your business needs are, then you can't depl oy
a technol ogy sol ution, because you don't even understand
your own busi ness.

So part of the question is having the
technol ogy work in support of the business once the
busi ness has identified its needs, as well as the
concerns and needs of its enployees and its users.

When you | ook at the way things are going out,
you can look at it at different parts of the exercise.
| f you go back to the other bullet slide -- Robert,
there's a little bit of famliarity in the structure of
your slide and this slide, and |I apol ogi ze deeply for
that level of famliarity wi thout your advice. You have
t he concept of the custoner facing and the enterprise
facing. W' re going to be |ooking, fromny point of
view, a little nore at the enterprise side, but it still
has sonme of the custoner facing aspects.

I f you |l ook at a conpany that has custoner
rel ati onshi p managenent systens, the question is, are you
t hi nki ng about preference managenent? Are you capturing
that information fromyour custoners and your users and
your enpl oyees?

What are their preferences? How do they want
you to interact with then? Because that's how you prove

t he val ue proposition. You nmake sure that that's
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benefi ci al .

Now, they're going to have sone controls on
their side that are beneficial, whether it's P3P, whether
it's spamtools, whether it's cookie nmanagers, whatever
But there's still sonething you can do on the enterprise
side to nake sure that you' re capturing that information
appropriately.

Once you' ve captured that information, the
question is does the back end honor those preferences?
One of the things that you have to do when you honor
t hose preferences is to think, okay, how do | then nake
sure that things don't get sent out that this person
doesn't want to get sent out? How does the sharing not
occur that hasn't been appropriately mapped?

Do | have business rules that reflect this? Do
| have policies that reflect this? Have | done training
that reflects this?

s my approach to this integrated? Have | then
set ny security paraneters according to a nunber of those
preferences?

In our case, this would be across both the
application server technol ogy and across the database
t echnol ogy.

You can set the role. You can define exactly

what the role of the person who is accessing the
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information. What are their rights and privil eges
related to accessing? You can map that to the business
rules related to that information.

You can also then | ook at an | E nmanagenent and
a privil ege managenent situation, which is |I've
identified the person, |I have authenticating nmechani sns,
| have a system of naking sure that privilege managenent
occurs, because it's great to say you've got strong
aut hentication. Al ny enployees, for instance, may have
to use a digital signature.

Well, that's wonderful, but if I forgot to have
an HR systemthat updates their privileges, then |'ve
aut henticated the person to be able to access the wong
i nformation.

The fact that | can tell that Joe Al hadeff is
Joe Al hadeff is nice, but if I don't have privilege
managenent in place, then the fact that I'mnme is
meani ngl ess, because I'mgetting to see all the wong
dat a agai n.

Make sure that the access controls are
granular. Wsat is it that you can see? How deep can you
make that division between what you can see and what you
can't see? Are you mapping it across both function and
geogr aphy?

What controls do you have? In the case of our
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dat abase application, you can also have a function called
| abel security, which can actually get sone of those
controls down to al nost the data el enent | evel

After that, then you have to figure out, well,
| do want to have a little bit of confidence that ny
peopl e are doing the right thing.

|"ve had the training, |I have a conpliance
program | have nethodol ogies, but it's also nice to have
some control

So, your audit functions have to be turned on
in such a way that you can capture sone of this
i nformation.

You al so have to have it done in such a way
that you can set sone controls on these policies. One of
the things which they've just been launching is a concept
called an internal controls manager. That's really been
done in response to a lot of the requirenents that have
conme out of Sarbanes-Oxley. It can also be used, to sone
extent, to address sone of the requirenents that 1386 may
be com ng up with, because it's, in sone ways, a testing
of your controls and an audit agai nst them

A lot of this is technology that exists in the
dat abase applications stack, and it's technol ogy that
we'd like to think we do it best, but it's common to a

ot of platforns. A lot of people aren't thinking wdely
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enough when they deploy their platfornmns.

It's great to say you want to buy sone new
technol ogy and you want to try to get new technol ogy out
there. There's a lot of new technology that's very
val uabl e, but there's a lot of existing technol ogy that
can be configured to be nmuch nore effective than it has
been. Oten the configuration, even if you buy new
technol ogy, is an inportant thing to think about, because
everything has to work together. You don't just take
paper out of the system and you're there.

That's not e-business in a responsible or an
intelligent manner.

You haven't done process optim zation. You're
not really gaining the concepts of a total cost of
ownership. You're not really noving the ball forward as
much as you can.

It would be Iovely to say that |ooking forward
to the tinme of the Jetsons that you're going to just have
the fatigue of pushing the button, which is always the
solution, and the button can help. That technology is
going to be very beneficial. But it has to work within
the framework of the business, the inperatives of the
busi ness, and the needs of the people the business
serves, whether they're enpl oyees or users.

Once you have it working in that context, then
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you have technol ogy maxi m zed, because the drivers are
all of the correct drivers, not just a slice of those
drivers. At that point, I'll leave it there.

MR. ADLER: About two years ago, we started out
to do sonething different, to build sonme enterprise
privacy technol ogy that woul dn't be based on anyt hi ng
el se that we had built before. W did that because
privacy i s about purpose.

Now, | cone fromIBM Tivoli Security Software,
part of the IBM Software G oup. W traditionally nade
security software -- identity managenent software, data
synchroni zation, access control. W have a rich heritage
in building security software.

But when we cane to thinking about hel ping our
custonmers figure out how to build privacy into IT
systens, we had to take a departure from where we had
come fromfroma security perspective.

Security is about operational control of data.
| heard soneone say “legacy systens.” | built the
systens that collect the data, so | amgoing to determ ne
how to protect the data. That's an organi zational view

|'ve got people who have job functions, who sit
in roles, who belong to groups, and I'"'mgoing to allocate
access control lists to the types of applications and

resources they can touch.
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Privacy is a little bit nore denocratic. |It's
about consent and purpose. How are we going to use the
data? Wat are we going to do with the data? It
requires a purpose-based authorization deci sion.

So, while we at Tivoli build security systens
to identify or authenticate the individual, as Christine
said, and, as Joe tal ked about, provide access control
for authenticated people to resources, we put one nore
| ayer inside there. 1f you |ooked at the chart that Joe
put up before, it said authentication, access control,
aut hori zati on.

Tivoli Privacy Manager is a purpose-based data
aut hori zation system That means we're eval uating
requests for data based on context -- not content of the
i ndi vidual, but context of the decision.

Wiy do you want to use the data, and has the
conpany agreed to that purpose? Have data subjects
agreed to that purpose? Have they consented?

To do that, again, we had to think a little bit
differently about data authorization. W worked with 28
conpanies in what's called the IBM Privacy Council, which
"1l talk about a little bit later. W worked with these
conpani es because we realized at the outset that we were
bui | di ng sonet hing, again, that was very new, and we

didn't know enough about it. W wanted to nmake sure that
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as we built sonething as inportant as a privacy
managenent technol ogy, that we would work in
col | aboration with organi zations that had enterprise
privacy chal |l enges, that woul d have the kinds of conplex
probl ens that we would want to sol ve

And one of the biggest things that we heard
fromour custoners at the outset was to nmake sure that
what ever sol uti on we brought to market would be open
st andar ds- based.

So, IBMTivoli Privacy Manager is a kind of
privacy m ddl e-ware. Do you know what m ddl e-ware is?
It sits in the mddle of other software, it connects
things. Because it's a privacy m ddl e-ware, because
we're sitting in the mdst of custoners that have |arge
di verse enterprises with lots of different systens that
need to be connected from a data managenent perspective,
we chose to base our policy | anguage on P3P as an open
st andar ds- based applicati on.

Now, |I'mgoing to go through a little bit about
what Privacy Manager is and how it works froma really
hi gh-1 evel perspective.

So, fundanentally, we take a privacy policy or
a data authorization policy the conpany has, and we
convert it to P3P

P3P is a rul es | anguage.
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Ari can talk about it or Lorrie can talk about
it in greater detail.

As a rules |language, we're identifying three
key conponents: groups of users who can use types of
data for valid purposes.

We post that policy, to groups who can use data
types for purposes, to a server that sits at the hub of
the enterprise. It publishes this policy to transaction
nonitors that sit -- here's a techy word -- |ike a proxy
in front of a database.

The proxy wat ches applications requesting data
from t he dat abase.

Now, the database could be an Oracl e dat abase.
It could be a Sequel database. It could be a DB2
dat abase. It could be anything. For every request that
cones in to the database, we evaluate is this person
data user, who belongs to this group, allowed to ask for
this data type -- a field, a record, or a classification
type -- for this purpose?

We do a single check. W scan the record, the
request. We take a look at it. W let the request go to
t he dat abase, and while the request is going to the
dat abase and being filled, we send the request down to
the policy server and ask is this purpose all owed?

The policy server may conme back and say, yes,
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that purpose is allowed, for exanple, direct marketing is
al l owed, that data user can request 5,000 records for the
pur pose of direct marketing.

We then do a second check, because that policy
server is keeping a consent repository for the entire
enterpri se.

We're centralizing user preference and consent.

It's going to do a check against those 5,000
people. Did they consent to that purpose?

And if they did, when the data stream cones
back, we let it go through. But if any of those people
said no, | don't want you to use ny nanme for direct
mar keting, we block it, and we return a null value, and
we keep an audit log of all of this.

"1l show you how this works.

Let's say, fictionally, you nmake w dgets and
you have a really sinmplistic privacy policy like this.
apol ogi ze for the small type, but they're all like this.

(Laughter.)

MR. ADLER: And your privacy policy basically
says we're going to collect sone data fromyou and we're
going to use it to take your order and invoice you and
process your order and ship your order sinple stuff, and
oh, yeah, we're going to share it with third parties.

That's the small type at the bottom
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So this policy is a legal policy, but it
al ready has sone rules init. | mean a policy is a set
of obligations and rul es.

So, froman IT perspective, in order for us to
take that policy and enbed it or to nmake IT systens
understand it, we have to start parsing those sentences,
reducing themto a dialect, a rules |anguage.

This is alittle bit of pseudo-code here.

W' re doing sone sentence parsing. And | apol ogize for
the bad colors on this |ap-top, but you can see the

wi dgets billing departnent is a group, address
information is a data type, and charging your credit card
for the purchases you made -- that's a purpose, and you
can see further down, shipping, marketing. These are al
groups, organi zational groups w thin an organi zation, and

then their data types and their purposes.

Well, in Privacy Manager, we have an editor
which is published online -- it's a free downl oad, you
can check it out -- which is designed to take those

groups, data types, and purposes, and transformtheminto
P3P that is a machi ne-readabl e XNL-based policy, and it's
very sinple. Al you do is you go in, you identify the
group, purpose, and data types, along with sone other
conditions |like dispute resolution, et cetera, and those

get aggregated or stuck together into rules statenents:
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billing credit card for purchases.

You can see the relationship back to the
privacy policy.

Information to ship orders. These are just the
statenment names -- that is, the groups and the types and
t he purposes strung together. You m ght have 50, 150,
500 conditional statements that forman IT privacy or
data aut horization policy. This is what your IT systens
are now going to read when they make authorization
decisions with Privacy Manager.

Al those different statenents get put into a
policy.

We though a | ot about what it nmeans to have a
policy, because a |ot of our custoners told us that,
wel |, they've bought |ots of conpanies in the |ast few
years and those conpani es had policy and they published
them onto the web and nobody kept track of what they were
and nobody renenbers what their obligations were.

But the reality about privacy policies is that
they're |ike an insurance policy -- privacy policies are
very simlar to insurance. Incidents always happen in
the past, but they're not reported until the future.

If you had a policy three years ago and you've
got sonebody reporting a violation today, you need sone

institutional record about what did | say | was going to
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do three years ago and what did | do and what did they
consent to?

In Privacy Manager, all of the policies have
inception dates and expiration dates, and we track al
t he occurrences, to use an insurance term all the
events, all the incidents, all the data access requests
for any individual fromthe nonent they deposit data.

If it's just a nonitored systemw th the preexisting data
for that policy period, when you make a new policy, the
systemtreats it as a new policy that requires new
consent and a new data | og.

So, that's the policy side. That's that server
that sits at the hub.

Now, we go out to the IT systens that are
actual | y using data.

We've got to nonitor them W' ve got to figure
out, okay, sonebody is using an application, they're
requesting data from a database, what's happening there?

So, what Privacy Manager does is it goes out to
t he database. This is a screen that shows what our
transaction nonitors | ook |ike.

It goes out to the database and it grabs al
the field names fromthat database, the table definition
what all the field nanes are call ed.

This is an enterprise. This |ooks |ike an LDAP
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dat abase here. There are sonme enterprise JAVA nanes.

There's an address, EJB, address, city, country, et

cet era.

We then go out to that policy server and we
collect all the data classification types. 1In this case,
it's very sinple. 1It's PIl or non-Pll

And what you can see on the screen is we're
doi ng sonething that Joe was alluding to earlier. That's
data cl assification.

We're classifying individual field nanes in one
dat abase with cl assification val ues.

Let's say you're a small conpany |ike CGol den
A dies and you've only got five major databases.

One's an Oracl e dat abase, one's a DB2 dat abase,
one could be Oracle financial, and one could be a web-
sphere portal.

You've got totally different field nanes in
each one of those databases.

So, Privacy Manager, by mapping those different
field nanes to a set of comon cl assification val ues,
allows you to nanage different systens the sane way.

MR. SILVER  Steven, two nore mnutes.

MR. ADLER: Al right. 1'll nove fast.

So, this is what an audit |og | ooks |ike, and

this shows on this date, at this tinme, this field nane
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was accessed for this policy, this version, and for this
pur pose, and whether or not that consent was conformant.

So, this is the first enterprise privacy
managenent system avail able that actually shows what
people do with data in your organi zati on and whet her or
not access is conpliant with the privacy policy that's
been digitized.

A lot of our custonmers who are deploying this
are realizing sone significant benefits, and it goes to
some of the RO discussion we had earlier.

We're taking privacy managenent out of the
enterprise infrastructure. W're putting it into m ddl e-
war e, which nmeans that application devel opers don't have
to think about building rules into their systens.

And because we centralizing data authorization,
we' re maki ng security nmanagenent sinpler and nore
effective. Because you' ve got this automated auditing
capability, it nmeans that, at the end of the year, when
you' ve got a privacy audit, you press a button, it's the
CGeorge Jetson age, you press a button and out spits an
audit log for everything you' ve done, for every custoner,
for every systemthat's been nonitored for a whole year,
not what you said you' ve done but what you've done.

This is the set of conpanies that we've worked

with for the last two years.
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We announced this product in Cctober of |ast
year. We've had a very collaborative, fruitfu
col l aborative with a |l ot of these conpanies.

They' ve been trenmendously hel pful in hel ping us
understand what their enterprise privacy chall enges are,
and working together with them we feel we've brought a
really interesting and mature technol ogy to market.

So, one |ast coment about -- this wll take 60
seconds.

About three nonths ago, in collaboration with
WBC, we published a new privacy authorization | anguage.

One of the things that we've discovered from
working with P3P and Privacy Manager is that, while P3P
is aterrific open standards-based policy declaration
| anguage, it falls short froma data authorization
perspective. There are sonme features that sonme of our
custoners have asked us for that pronpted us to go and
see if we couldn't extend it, enhance it. Today we're
wor ki ng very closely with WBC, and we' ve published a new
| anguage -- EPAL -- as an IBMresearch note as an exanple
to industry and our technol ogy col |l eagues about what a
full -featured privacy enforcenent |anguage could | ook
like. 1'll just briefly talk about sonme of the features
of EPAL.

P3P is a positive policy declaration | anguage,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

152
whi ch neans you can only say what's going to be all owed.
You can't say what's not. And EPAL, of course, is both a
positive and negative. W have positive rights and
negative rights.

P3P doesn't provide for conditions. That is,
can use this data for this purpose for the follow ng
conditions, and so we devel oped in some very conpl ex
built-in conditional statements which allow, say, health
care organi zations to determ ne how data is going to be
used in a variety of different instances.

And then, finally, we also added sonething
which we think is really interesting, and that's action.
What can be done froman |IT action perspective?

Data can be accessed for the follow ng
purposes, and it can be read, it can be copied, it can be
deleted, it can be printed.

Agai n, we just published this a few nonths ago.
We're doing a workshop with the WBC in Kiel, Germany, on
June 20th to preview this.

Qur idea is that we're going to be sharing this
in foruns like this around the world for a while to get
i ndustry feedback on how other fol ks see this |anguage,
to make sure that we get a | ot of good di scussion about
this, because we think this is an interesting exanple,

but we don't have all the answers, and we'd |i ke feedback
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fromyou about how you could envision this | anguage
playing a role in your enterprise.

Finally, we're doing a |lot of things on privacy
managenent today from a technol ogy perspective.

We have an | BM Privacy Research Institute,
whi ch has about 20 projects underway currently. Kathy
Bohrer fromour research group will talk about that a
little bit later.

We had an Al maden Privacy Institute event a
nmont h ago, which was an academ c | ook at privacy
t echnol ogi es.

We have designed Tivoli Privacy Manager.

We have, as | said, this Privacy Council and
this Kiel workshop comng up

Questions |ater.

Thank you.

MR. SILVER  Thanks very nuch, Steven

Let's tal k now about threats that businesses
face to their systens, both internal and external, and we
have Christopher Kl aus here to speak about that.

MR. KLAUS: Thanks.

Good afternoon.

We | ook at privacy fromthe perspective of
security, where security has three main goals:

confidentiality, integrity, and availability. And
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probably the two goals that overlap a lot with privacy
are confidentiality and integrity.

The | ayers of data, application,
infrastructure, and network are good areas where, if you
don't have good confidentiality or integrity built into
the systens, there's no way you can have privacy. |
think Christine said that the Internet has a | ot of
vul nerabilities today, and to that extent, by default,
the privacy we see inplenented in a | ot of organizations
is easily conprom sed due to just exploiting
confidentiality vulnerabilities.

One of the reasons why we see that is one of
the current nmethods of trying to protect conputers and
their operating systens and so on is through security
pat chi ng.

Anybody do security patching here? 1Is there
anybody who goes out and applies all their security
pat ches?

W' ve got two people. Al right.

So, there's one guy who doesn't have to patch.
There's a | ot of people who don't patch.

But the reality is we find that nost conpanies
we | ook at don't patch either. So, you aren't alone.

And in fact, we find that when they do attenpt

to do security patching, there are a lot of issues with
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security patching, especially in a production
environment, where you're trying to do business and share
your private information between organi zations, et
cetera. Re-booting your production servers on a very
frequent basis is extrenmely hard. Wen you | ook at al
the problens with, as we've tal ked about, sone custom or
| egacy applications and operating systens, sonmetines you
can't apply the security patches.

When you do apply the security patches, they
break the applications.

So, there are a lot of difficulties for
organi zations to really roll out security patches
consistently and aggressively across all their systens
and applications.

A good exanpl e of how vul nerabl e the Internet
was in terns of databases -- recently, | think in
February, you had the Mcrosoft Sequel slamrer wormthat
spread across the Internet, infecting databases. It
brought down a ot of ATMs. | think in Korea a |ot of
their ISP's were brought down.

But what was interesting about that event is
this programinfected these conputers and actually had
all the access to the data that it wanted, but the
payl oad or what the program actually did was just infect

t he dat abase and then start to try and propagate the worm
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fromthat machi ne to other machi nes.

The aut hor of that wormwas not very malicious.
They did not delete the data or change the data or copy
the data to other places, but the potential risk there is
significant.

Everybody who got infected -- all those
dat abases that were exploited by that worm-- anybody
manual |y coul d have hacked into those databases, as well,
and had access to the data and done nore mali cious
activity out there.

So, that's one exanple that's very visible,
that a | ot of people saw on the Internet.

We deal with a ot of organizations, especially
financial institutions and retail, where they' re getting
targeted for nore malicious attacks or sonmeone tries to
break in, downl oad the database of consuners, and do
identity theft. So far, in nost situations, if the
conpany can, they bring in an enmergency response team and
they try to deal with the incident as a one-off. But in
nost cases, the information that the conpany got hacked
never actually gets back to the consuner. |In California
they just passed a |aw that says if you get hacked and
the informati on of consunmers was conprom sed, you need to
report it.

But nmost other states, alnobst all the other
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states, none of them have any |laws to actually cause a
conpany to report that they've been hacked and t hat
you're potentially at risk. For a lot of banks, it's
actually a | ot cheaper to just charge-off consuners that
have experienced identity theft on an ongoi ng basis.

So, rather than conprom se the brand and have
to change, you know, 100,000 credit cards and all that,
it's just cheaper to hide the fact that they got
conprom sed.

We see that as a problem long-term for the
i ndustry.

Sonme of the security tools that | think are
going to cone out or are in the process of com ng out
Wi thin the security industry to help deal with
confidentiality, integrity, and availability -- one
concept is virtual patching.

Basically, virtual patching is a sinple concept
where you have protection agents that are depl oyed on the
network, on the servers, on the desk-tops, |ap-tops,

t hroughout the infrastructure, down to smart phones. The
protection agent analyzes all the traffic for attack
patterns, all the techniques that hackers use to break
into systens or all the techniques that worns and viruses
are using to break into those systens, and if it sees

t hose attacks, actually stops them

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

158

So, what you actually do is you' re stopping the
ri sk, stopping the vulnerability and threat w thout
actual | y changing the operating system or changing the
application. This has the sane effect as if you had
applied a security patch

Now, the advantage is this is a much nore
effective way of applying virtual patches where you're
not re-booting the servers every tinme you want to stop
the |l atest threats.

You' re basically updating your security
intelligence -- what traffic patterns are bad. Just |ike
anti-virus prograns update | ooking for new bad files,
this thing is looking at traffic and stopping those
attacks. Therefore, you can reduce a lot of that risk
wi t hout actually having to re-do your custom application
to apply this virtual patch

There is some tal k about having defense-in-
depth. It has to be thought at froma network server
desk-top level. It's got to be in-depth.

One of the things that was pointed out was
firewall s as being the standard technol ogy that people
are using to protect their corporate assets. Al nost
every Fortune 1000 conpany that we've dealt with has so
many firewalls with so many rules, with so many partners,

et cetera, that those firewalls are turning into
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basically routers, neaning that you' ve opened up your
access to so many other areas that the concept of having
a boundary protected by a firewall is slowy going away
in ternms of being a good protection device.

| think over the next year or so, we're going
to see nore protection capability put into that
protection gateway to actually | ook for attacks
regardl ess of what the rules are, because right now nost
firewalls allow you to have all kinds of data going
t hrough. The problemis on certain rules -- |like Port 80
is a conmmon web port, right? And you have instant
nmessagi ng goi ng through those ports.

Ri ght now, nost firewall admn's can't stop
certain applications, for exanple, sonebody nentioned
stealing nusic earlier.

Well, P-to-P applications |ike Kazaa and Yahoo
Messenger and ot her chat prograns all go and try to evade
the firewall, right? And therefore, one of the
chal l enges is can we stop those applications if you have
a policy against it? One way to do that is to get down
to the application |evel, |look for either protocols that
are consi dered dangerous or | ook for threat patterns or
vul nerability patterns and stop them at those |evels.

One of the things we're going to see is

probably a nore pervasive protection systemthroughout
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nore organi zations. Because it's easily update-able, it
beconmes an aut o-i mune system

We constantly are updating the security
intelligence, so you're fending off the |atest attacks.

As we nove to a zero-day protection goal, if
you think about all the attacks that are out there, the
majority of them-- especially wornms -- happen within the
first day, within the first few m nutes, actually.

Li ke Sequel slammer -- it took 15 m nutes for
it to spread across the Internet.

It used to be longer; for exanple, the |I Love
You virus took seven days. You could track it from Asia
to Europe to the U S

We don't have that |uxury anynore. So, we've
got to nove to a nmuch nore efficient and nore effective
nodel of protection out there.

The other thing that we're seeing as a security
trend in large conpanies and snmall is there has been a

focus for the last 10 years on point security products

and saying, | have a problemlike viruses, |let ne go get
anti-virus protection; | have a problemw th intruders,
et me go get intrusion detection; | have a problemwth

deni al of service attacks, |let me go get a D-DOS package.
You ended up with a lot of point products out there that

weren't working together cohesively.
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VWhat we're starting to see nowis that security
is nmoving froma mnd-set of solving it with technol ogi es
to nore of a business problem

Security has been escalated to such an
essential state that nowit's high enough in the
organi zation that you have busi ness peopl e aski ng how do
| do security in a nore effective manner. One of the
effective nmethods is to provide a security platformor
framework for bringing together all these different
di sparate products under a common policy, just |ike you
are doing for privacy statenents.

There needs to be security statenents that are
commonN acr oss organi zati ons, common across all security
products, so that there is a consistency, as well| as
being able to check, hey, |I'mabout to connect to a
partner, what's their security level vis a vis what's ny
security | evel

We see that happening, and | think what you're
going to see -- |1've got one mnute, and one thing |
wanted to point out about the way we're doing security
today. |nmagine you went home and you got a really good
burgl ar alarm system for your front door and then you got
a different burglar alarmsystemfor your side door and
anot her burglar alarm system for each and every w ndow,

so that when you wal ked into your house, you had to have
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a different PIN code and you had to run around your house
to every access panel and turn off the alarmso that it
didn't go off. Then if you had to | eave, you had to go
turn themall back on

And if you ever had an actual burglar break in,
you' d have different alarm codes, different error codes.
It would be extrenely hard to understand what the heck
was happeni ng i n your house.

But that's how busi nesses are depl oyi ng
security today. It is very inconsistent, nostly not
central ly managed.

One of the problens is organizational
structure. You have different groups responsible for
di fferent conponents, and therefore, everybody's picking
their own burglar alarmsystem They haven't thought
about the broader picture of how to make all these things
wor k t oget her

W see in the future noving towards an
integrated platformsecurity view around organi zati ons.

| think, on the earlier nodel where you're a
nom and- pop business or a small, medium size business, a
| ot of these technol ogies today are probably too conpl ex
touse. 1'd be surprised if a start-up is really using
DB2 and Oracle and other technol ogi es today.

It's just so hard to do a | ot of these
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enterprise applications.

We think, long term at |east froma security
point of view, we're going to see nore and nore of a
managed protection service, where you don't have the
expertise, but you let the ISP, or whonever you're
getting your band width from cone in and quickly apply
sonme security technol ogies. They can either provide a
gateway protection and/or protection down to the servers
and the desk-tops and potentially | ap-tops, so you can
have sonebody el se managi ng that on an ongoing basis for
a low nonthly fee.

| think that's going to be the direction
security has to take over the next two or three years to
be able to offer pervasive security everywhere. |It's
just too expensive, and the expertise out there to do
good security is very snall

There are not that nmany security experts, and
in fact, very few schools are giving security degrees.
It's growing, but security it's not so critical that it's
part of every engi neer’s degree.

There are a ot of challenges that we're
overcom ng, but we're getting there.

At a high level, that's the vision of where we
need to go with a pervasive platformfor security. That

will help ensure your privacy, because no matter how good
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your privacy statenment is, no matter how well you design
your system if it's built with a lot of cracks in the
foundation, it's very easy for any hacker or any
mal i ci ous wormto bypass those systens and conprom se the
data, and that's where we need to focus on froma
security point of view

MR. SILVER  Thanks very nuch, Chris.

Websites these days are a host of very
conplicated information flows. Let ne ask M chael Wi der
how privacy officers can ensure conpliance. Are there
any tools available to assist themin that?

MR \VEI DER:  Sure.

Steven tal ked about the back-end side of your
systens. Once you collect data fromyour custoners, what
are you doing with it internally?

What I"'mgoing to talk about is nore about the
front end of the website, which is where you have these
pages on your site. There may be hundreds or even
t housands of pages all around your website.

How are your privacy policies reflected in the
devel opment of those pages, and are they being conplied
with internally?

If you look at this challenge, it's really that
the chief privacy officer or |egal person creates a

policy on the site.
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You have web devel opers and marketing people
creating the web content itself.

How do you ensure that the pages and sites that
are being created accurately reflect the policies that
t he conpany has?

In many cases, this is a very difficult
chal | enge, because there may be thousands and thousands
of pages on the site. They may be changi ng every single
day. There may hundreds of people actually creating this
content within a large enterprise. You may have out-
sourced sone of it to third parties.

Getting a handle on how to ensure that your
website is appropriately reflecting your privacy policies
is adifficult thing.

For exanple, where are all the points where we
are collecting sensitive or personal identifiable
information on our website? Are we collecting that data
securely? |Is there a privacy statenent at the point of
col | ection providing proper notice? What sort of
tracki ng technol ogi es exi st on the website that sone
mar keti ng people m ght have put on there that are
tracking the flows or potentially exchanging data with
third parties on the site?

The chal | enge for soneone in the privacy field

is that they have accountability for ensuring that their
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conpany conplies with the privacy policies, but yet, they
have very little control or insight as to what is
actual ly happening within the website itself, which is
real ly devel oped by all these web devel opers and the |ike
around your comnpany.

I f you |l ook at what are your options, then, in
terms of how to address this sort of challenge, there are
a couple of things people are doing.

One is nothing. This happens a |ot, that
people really aren't addressing this issue at all.

The second is that sonetinmes they do spot
checks -- they review the privacy policies when a site is
first |aunched.

The people sit down wth | egal and they say --
here's what we're doing in the site, is this okay; okay,
we're going to review all this. The problemis obviously
that the site today is going to be very different than it
will be tonorrow.

The third option is to do spot checks and to
manual |y go through the website, |ooking at where there
may be issues on the site and trolling through the pages,
clicking on all these links and finding all the places
we're collecting sensitive information, making sure it's
bei ng done correctly.

Again, the challenge there is that the site is
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so big that the manual effort and the rate of change
makes this very ineffective and really uneconom cal, as
wel | .

So, what are the tools that exist today? OQur
conpany, Watchfire, devel oped a product called Privacy
XM Essentially, we're trying to automate that process.
If I sent you out on the website to go and | ook at al
t hese points of collection and the privacy policies and
so forth, I'd want to know how is that represented in the
content of the site?

What we're trying to do is send a software
programto automate that process. Essentially, the way
it works is that you define your privacy policies in the
formof rules to the software. The software then
recursively scrolls through all your content.

Maybe you have about 100, 000 pages on your
site. We'Ill go through that every single day, and we'l|l
exam ne all those points where you' re potentially
collecting data and tracking people on the site and cone
back and conpare that against the policy and then fl ag
i ssues that exist that need to be renedi at ed.

VWhat the tools can help you acconplish is to,
one, automate sone of that process of the conpliance
process. As Larry nentioned this norning, a |ot of

conpani es have a privacy policy on their websites, but
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there are very few conpanies that are actually going
t hrough the conpliance and the nonitoring of their policy
and practices to ensure that they're actually doing what
t hey say they do.

The other thing that the technol ogy can assi st
with is that sonetinmes you may be doi ng what you say
you're doing, but it may be the om ssion in your privacy
statenments or your policies that is the problem

For exanple, if sonmeone in marketing has
i ntroduced some new whi z-bang tracki ng technol ogy that
profiles the users and sees where they' re going and so
on, but yet it's not covered in your privacy policy, that
may be an issue for you that you want to nmake sure it is
properly represented in your policy. 1In a worst case,
you say you don't do that in your policy but you actually
are doing that on the site, which we see happening a | ot.

The age old problemis howto bridge the
al i gnnent between the technol ogy devel opers and the
busi ness problem This type of technology can help in
that process in that, one, it can give the CPO nore
insight as to what is actually happening in the website,
give themreports, give them dashboards, give them data
as to how privacy is being represented across a site.

And secondly, maybe even nore inportantly, it

serves as a vehicle to educate a |l ot of these diverse and
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di sparate web devel opnent groups that you may have i nside
| ar ger conpany as to what they may be doi ng wong,
because in many of the cases, it's really the |ack of
training and awareness and the | ack of know edge t hat
t hey have done sonething wong rather than the purposeful
violation of a rule. Software can troll through websites
on a recursive basis and then push out a report to
managers and al so to the devel opers of the sites that
tells them hey, you' ve done sonething over here which
contravenes our rules, | need you to go fix that.

It serves as both an oversight capability for
ensuring conpliance but also as an education vehicle to
people to tell themwhat they' re doing w ong.

There are two areas where this technology is
bei ng used on websites.

One is on the live production site, which is
that you want to nonitor your live sites that custoners
are seeing to ensure there's nothing on there that we
don't want to be on there, and if it is, | want to know
about it fast, before sonmeone el se does.

The second area where we're working with a | ot
of custoners nowis in the area of prevention, which is
to say | don't want to be bailing water out of this boat
all the tine. | want to plug the |eak, so that we find

out where these privacy issues are getting in and try and
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build in conpliance into the web publishing process.

What we do there is take the technol ogy and
enbed it into the custoner's web devel opment publi shing
process. |If | create a page, | submt it to ny systemto
be posted to the website, |It's then passed to the
t echnol ogy group and eval uat ed agai nst these rul es that
we' ve defined ahead of tinme, and then it automatically
cones back to M ke and says no, your page has been
rej ected, because you' ve done sonething over here which
is against the rules or, no problem it's accepted and it
passes on to the next stage.

What |'ve seen in traveling around and tal king
wi th custoners about this issue is that there are a | ot
of sites out there where people think they're doing one
thing and they're actually doing the other.

When you actually dig into how do you hel p them
with that, it really is about nmaking it easier, making it
nore automated, making it part of people's processes in
t hat people are noving fast on the web, they're trying to
devel op content, there are fewer resources today than
there were a couple of years ago to do this. What you
need to do is figure out a way to make this a | ot nore
econom cal and a |lot easier for people to comply with the
privacy policies that you have. W really see that as

enbedding this type of conpliance technol ogi es and
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automating this review as nuch as possible into your
publ i shing process. Instead of asking people to go out
of their way, just nmake it part of the flow that they
al ready have.

MR. SILVER  Thanks very nuch, M chael

Ari Schwartz, we've heard about quite a tool
kit here. Do you have any conmments from your
per spective?

MR, SCHWARTZ: Well, a lot of what | had to say
was taken up and was said in the first panel and earlier
in this panel, so | have the advantage of being able to
be pretty brief here.

One point that's been made over and over again
today, and Joe and Gary both it in the first panel, and
Joe again in this panel, is that essential to being able
to go about finding privacy is being able to track the
data fl ow and understand the data flow, and all of the
tools that we've heard about do that to sone degree.

You can break down understanding the data flows
into two different sets. | was doing this as | was
listening to people just now

The first, understanding and authorizing data
flows, nore of the later ones that we heard about, what
Steve is doing, what Mchael's doing, what Joe talked

about to sonme degree, the idea of being able to
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understand and figure out what goes on internally wthin
t he organi zation is a positive for privacy.

There's not really a question there. It's
sonmet hing that we need to do, as we were tal king about in
the first panel.

To get even the basic grasp of privacy
controls, privacy policies, you have to be able to
understand the data flows. These are tools that help to
do that.

| think Steve Adler's announcenent about taking
P3P to the next step, using it behind the scenes in
dat abases, and coming up with a vocabulary is a positive
devel opnment, as well. |It's sonething that people who
have been pronoting P3P use have seen com ng down the
road for a long tine, and vocabul aries are essential to
maki ng t hat happen.

| think we're very optimstic about where that
idea is heading. W'Il have to see how it devel ops over
tine.

The second set of tools are those that are
aimed at securing or inproving internal and external data
fl ows, what Joe was tal king about, what Christine
presented for Liberty and what Robert tal ked about for
LeGand, and that's the nore difficult area of privacy

protection, because it really is about the internal and
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external data flows, and Joe tal ked about the peanut MM

If you' re tal king about the peanut M&M t he
difficulty is in the internal flows of the information
but it becones nore difficult when you start going
external and people are using different types of systens.
Sonme of these tools are trying to get at making that a
little bit easier for the information to flow

Wi | e doing that nmakes information flow, it can
tend to detract fromprivacy. W're trying to conme up
with sone ways to protect privacy fromthe beginning in
thi s discussion.

"' mgoing to sunmari ze what we' ve heard al ready
on this panel.

Li berty is non-proprietary. It's
decentralized. 1t's got best practices, which are very
consistent with what the principles of the Authentication
Privacy Principles Wrking Goup that we put together has
said on these issues. That's very positive.

LeG ande, asking the CEMs to set opt-in's and
is user controlled; again, these are two very positive
t hi ngs.

The nore difficult side is that the proof of
whet her these are going to be privacy positives, cones
down to the inplenentation. W can hear all we want from

I ntel about the way that the technology is being created
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and what they say the best practices should be, and what
Li berty says the best practices should be.

Wen we actually see the software that the
conpani es are actually going to use and the control s that
they're going to set and the options that they' re going
to give to consuners out there, that's a whole different
story.

So, while we're very positive that we've been
hearing the right things, the question cones down to is
there going to be this diversity of services out there so
that individuals really do have the kind of controls that
bot h Robert and Christine hope that they will have down
t he road.

| think it's still too early to tell that, but
| hope to hear maybe from Craig what they're doing in
this area, because again, the consuner-facing conpanies
really have to step up and provide the w de range of
privacy protections and controls that we've heard about
di scussed in the abstract today.

MR. SILVER  Thanks, Ari.

Wiy don't we go ahead and go to Craig and hear
about the perspective of a single conpany engaged in a
consuner - faci ng busi ness?

MR. LONERY: Well, one of the things to

consi der about a conpany |like Dell is what drives our
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busi ness, and that's custoner demand.

We're | ooking to custoners to conme to us and
say this is what we're looking for in a product from
Dell. Mre and nore, of course, we're seeing security
and privacy as chief concerns that our custonmers have,
anmong other things, like |ow cost and quality, which are
al ways driving us to deliver products to market.

As a technol ogy vendor, Dell is conmmtted to
delivering val ue through reducing cost, and that's for
acquiring products, deploying them making sure they're
i nter-operational, and al so maintaining and managi ng t hem
once you' ve bought them from us.

We believe that these benefits are best
achi eved t hrough consensus, and that would be through
standards. We're very pro-standards.

Hearing all of the talk today on the panel
about standards is very positive and is sonething that
Dell is very much behind.

Anyt hing that's standardi zed, we believe is
good for the customer, because it drives costs |ower, and
it makes things nore inter-operable.

Everybody understands how it works, and it's
not a nystery anynore.

Ri ght now, security and privacy is so
nmysterious, you know. How do these things work? How
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does information get encrypted? Wat does that nean?
And what does it nean when encryption gets broken?

Consuners are very confused by these concepts.
We've got to nake this sinpler for them so they
under stand what to ask us for.

Once they start asking us for those things,
it's much easier for a conpany like Dell to justify
bringi ng sonething to market.

That's just to give you an insight into how our
conpany works, and if you want us to bring sonething to
mar ket, get customers asking us for that. W' Il junp.

As these technol ogies mature and custoners are
asking for them we'll |everage the benefit of our direct
nodel , which nmeans we take orders directly from our
custoners and we deliver directly to our custoners, to
deliver those technol ogies to market quickly and
af f ordabl y.

Securing the enterprise is only possible
t hrough partnership, though. 1t's not sonething that a
conpany |like Dell or our partners like Intel or Mcrosoft
can do on our own or even if we three go off in a closet
and tal k about it for a while.

It's going to require that those who are
depl oyi ng these products have an understandi ng of their

responsibility to create a secure infrastructure.
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Dell is placing nore and nore enphasis on
security as a chief design consideration. | think that's
an obvious thing that all of us in the industry are doing
at this tine. Certainly, as a hardware vendor, we're
acutely aware of physical security. On the first panel,
there was a little bit of |aughter about the notebook
lock, but let's not forget that those things are very
i nportant.

Physi cal security is the basis on which al
ot her security is going to be built upon, and when you
start | ooking at things |like platform authentication, the
trusted platformnodule, for exanple, that's an exanple
of sonmething that's rooted in physical security.

If that box is not physically secure, it
doesn't really matter if the TPMthat's down on the
not her board is telling you or attesting that this
pl at f orm has not been conprom sed.

Physi cal security is where it begins. W've
got the things like chassis |ocks, intrusion detection,
drive carrier |ocks, rack locks, all those things you
expect. We're going to continue to deliver those, and
we're going to continue to look for ways to inprove upon
physi cal security, because we are chiefly a hardware
vendor -- but | don't want you to box us in to just being

only a hardware vendor, but primarily as a hardware
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vendor, physical security of hardware is going to be
sonmething that we're going to focus on quite heavily.

Anot her exanpl e of creating even nore security
software configurations is a new Dell offering that's
avai | abl e through our customfactory installation unit.
Dell is beginning to offer desk-top systens installed
with Mcrosoft Wndows 2000 preset to the Center for
Internet Security's |evel one benchmark.

|"m sure many of you are famliar with the C'S
and its work on | evel one benchmarki ng.

This is a separate offering from our nornma
W ndows 2000 installation. You can still get the default
install. That's going to continue to be avail abl e.

Let me tell you sonething about the CS |evel
one. Later this afternoon, in another panel, the Center
for Internet Security will be here and probably wl|
address this in nore detail, but the | evel one benchmark
is a consensus of the current best |east restrictive
security settings for Wndows 2000.

They have benchmarks for many operating systens
and many network devices. W have focused on W ndows
2000 as our first foray into this area, because we have
custoners asking us for that.

These settings were devel oped with input from

gover nnent agencies, business, universities, and
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i ndi vi dual security experts.

In providing the factory-installed benchmark
systens, Dell is responding to custoner demand for a
har dened operating systemdirect fromour factory, and
al t hough we're targeting this at our public sector
custoners |like state and | ocal government, | think anyone
who's | ooking for a certain |evel of security such as
that defined by the CIS |evel one benchmark can benefit
from purchasing a systemfromDell that comes preset with
t hese configurations.

It saves themthe trouble of having to downl oad
the benchmark fromdC'S, go through it, understand how to
set registry settings and all of that kind of thing,
whi ch, frankly, should not be a burden that we place on
peopl e that are receiving systens from us.

So | think this is a great added val ue to our
custonmers, and we're | ooking forward to seeing how this
product is received.

It may even give us inpetus going forward in
the future to I ook at other platforns that we could
rel ease with benchmark settings.

As | said, it depends on custoner demand. |If
custonmers conme to us asking for those things, we
certainly look into them because we want to neet their

expectations and deliver products that can hel p them
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In other areas, there are things that you are
expecting fromus, things |like system bios, passwords,
and ot her robust forns of authentication. W now have
smart card readers that conme as a standard, built-in
feature of our Latitude D series notebooks. |[|f you |ook
at desk-top systenms, we can do smart card readers now on
a keyboard that cones with the system

We're | ooking at those types of smart card-
based aut hentication, because we have custoners asking
for them particularly in vertical markets |ike the
financials and health care. That's where it's getting a
ot of traction right now, but we expect to see that
increase in the future.

We al so are able, through our direct nodel, to
offer third-party solutions directly to our custoners
t hrough our software and peripherals unit.

We | ook at products that neet our custoners'
demandi ng standards and nmake those avail abl e for purchase
onl i ne.

We're a one-stop shopping place. W like to
make things easy for our custoners to get what they need
when they cone and shop at Dell.

We al so have tel ephone support, access to our
website, and technical support at a premum/|level for

custonmers who are |ooking for help in deploying the
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products that they purchase fromus. That's Del
Prof essi onal Services, for exanple, where you as a
custonmer can order from us.

|"d like to deploy this server, and 1'd |ike
for it to do this particular thing.

Built into that service package when you buy it
fromDell are all kinds of different considerations,
i ncludi ng those for deploying a secure system

Service offerings can help custoners who don't
have security expertise. They can purchase that
expertise froma conpany |ike Dell, and our professional
servi ces people can bring that in.

On the engineering side, we're involved with
The SANS Institute, doing SANS training, and going to
SANS conferences, because | think The SANS Institute is
one of the premier institutes for dissem nating
i nformation.

Qur engineers are getting that information.
They're starting to think about security as they code
software, for exanple.

We're, of course, in contact with the CERT
Coordi nation Center, watching vulnerabilities when they
pop up, working with the Center for Internet Security, as
| nmentioned, and also the Free Standards G oup for

standards around security.
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As | said, we're very pro-standards.

We' re maki ng avail abl e pre-packaged and
custom zed services, which | nentioned. |If | wanted to
| eave you with anything, it would be the | ast paragraph
here I'd have in ny thoughts as | was collecting them
before com ng here today, and that is Dell is a security
aware and a privacy aware conpany.

We know it's inportant to our custoners,
because we're hearing it fromthem They tell us.

You're all interacting with your customners,
too, and | know they're telling you security and privacy
are becom ng even nore inportant concerns for us. It's
not know ng about it, the uncertainty about it that's
causing a little bit of trepidation for them when they
buy into technol ogy.

So, what we have to do is make it easier for
them to understand what they' re getting when they buy
technol ogy that's security-related, and we have to help
themto deploy that and then be there for them when they
need help in servicing it.

W're doing it in a way that's consistent with
our nodel, our direct nodel. That's what drives
everything. Qur goals are quality, |ow cost, easily
i ntegrated standards-based sol utions that neet our

customer requirenments that we deliver directly to them
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Thank you.

MR. SILVER  Thanks very nuch, Craig.

Let nme ask sonme questions of Gary O ayton.

First of all, to what extent are these tools
bei ng used, and how are they depl oyed anong busi nesses?
Al so, what are small businesses to do with regard to
t hese concerns?

MR. CLAYTON: | mght just tell you sonething.
We're tal king about all these wonderful solutions and
wonder ful technology. Yesterday | was out at a conpany
that is a small, 60-person technol ogy conpany. It
processes about 60 mllion transactions a day, and they
were showi ng ne bionmetrics and security processes and
caneras and everything else. | happened to wal k out of
t he conference room where we were neeting, and they had a
l[ittl e wooden wedge by the door, and | asked what that
was for. They used it to prop the door open for people.

And | make the point -- we've got all these
sol utions that have to be depl oyed in organi zations where
peopl e are going to use the wooden wedge of their choice
to get things done.

Peopl e are people, and they just don't
under stand what's goi ng on.

We have worked with a | ot of |arge conpanies

that are using bits and pieces, if not many of the types
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of solutions that we're | ooking at here. You may get the
i npression from | ooking at or hearing today that al
busi nesses need big or conplicated or even expensive or
i nexpensi ve solutions. They need parts and pi eces of al
of them

What |'ve seen since 9/11 is, amazingly, an
increase in the issue of security clearly by Honel and
Security, but in the |last year, a real enphasis on making
privacy and security an integral part of a business.
You're | ooking for ways to do it, and it's not just big
busi nesses doing that. There are starting to be smaller
organi zations doing it.

We tal ked about technical solutions primarily
here, or tools.

The other side of that is awareness and
trai ni ng, about why you don't use the wooden wedge, why
you need to have tools.

There are tools that are being depl oyed that
you have to really think about -- | think Mchael nade
this point -- how do you tie it into what you're
actually doing. For a small business, the challenge is
how do you docunent, how do you find tools that train
you, how do you find tools that, when you're designing a
website or you're doing any of the steps that we've

t al ked about today, you understand how it inpacts your
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busi ness.

| don't think nost conpani es have sol utions.

As you made the comment about Dell, what really needs to
happen and is not certainly happening is the public
demand for these kinds of solutions is nascent. It is
just growi ng. And small businesses, particularly, need
to look for solutions that are affordable, but nore than
that, solutions that translate thensel ves anong different
si | os.

We tal ked about this in the first session this
nmorning -- and as you say, people were going what the
heck is XML or what's a cookie? | nean there were
acronyns heard today -- and | work in privacy and
security -- that | didn't understand.

We've got to get away fromthat and have tools
t hat provide functional solutions.

| think those are just beginning. They're
comng up with some wonderful things, including with
busi ness alliances doing it. W're working, for exanple,
with BBB OnLine to cone up with sonme online training
tools that will be used by a | arge nunber of people,
particularly small and m d-sized busi nesses, that can
hel p them understand why this is inportant.

But | would think if you were asking how nuch

it's being deployed, the market is just beginning. |
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woul d say that if you ask any of these conpanies, it's a
small portion of any of their business to really sel
t hese ki nds of sol utions.

That will grow, and | would predict over the
next four to five years, it will grow primarily at the
big ends, the regulated end, and the conpanies that do
international work. But it's increasingly going to have
to have an inpact on the small to m d-size conpany, where
you don't pay nore than $10,000 a year for a solution.
That's all they can afford.

MR. SILVER Let me ask those fromthe audi ence
who have questions to go ahead and begin |Iining up, and
| et me pose one nore question to the panel as a whol e
about smal |l businesses and out-sourcing, if anyone wants
to take up that topic.

MR. ALHADEFF: | think M chael addressed having
managed sol utions of sonme kind out there. Actually, you
may have addressed the concept of an | SP.

You al so have conpanies that do full-end data
managenent, whether it's Oracle, I1BM EDS, a nunber of
conpani es offer such expertise where you get a lot of the
managenent expertise at a price that's nore conmensurate
with what it is that you' re using, with a growmh strategy
that, as you grow and devel op, you can either eventually

take it in-house yourself or you can continue to out
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sour ce.

| nmean GO was a great exanple, because the
techni cal guys they have coul d never manage the portals
or anything el se that we were tal king about. So, either
they had to devel op the technology infrastructure or they
had to out-source that expertise.

They canme to a point where they had two
choices. Early on, for a small conpany, the out-sourcing
choi ce may be somewhat nore affordable, but that doesn't
mean that you don't have to put all the solutions in
pl ace and devel op policies of sonme kind or another, as
well. The back end is still the back end, and it's got
to meet with the front end, and it's got to understand
needs and requirenments. \Wile someone may be able to
give you a tenplate of a solution, you still have to
custom ze it for your needs.

MR. ADLER | would phrase it this way. What
is an enterprise today?

We can't | ook at enterprise conputing any
| onger fromthe perinmeter wall and everything inside.
It's a value chain. And where it starts and where it
ends between third parties that provide discrete services
across so many different boundaries, functional
organi zations, that the out-sourcing environnment already

exists, in a sense, between all these different groups
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that are providing these services, whether it's out-
sourced HR or it's printing or it's security services.

That val ue chain for nost enterprises around
the world already -- it's part of what Liberty was
tal king about earlier, this virtual enterprise that we
have today, and the privacy and security framework
between all those organi zations, beyond just what today
exi sts as a contractual obligation. | have a contract
wi th anot her conpany that says they have to protect ny
data, but | don't have any assurance that the contract in
any way is being maintained. If | get taken to court, |
can always hold up the contract and say, well, they were
supposed to.

That's where the conplexity of the challenge is
t oday.

| agree with what Gary was saying earlier.
W're at the dawn. We're at the starting point of
exploring real enterprise security and privacy
technol ogies that integrate into that value chain, and
we're at the dawn.

We're at the beginning of discovering how we
can take these ideas that we've all articul ated today and
start building theminto this value chain so that they do
becone transparent, sonething we can take advantage of,

we can take for granted that it exists, and we're just at
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t he begi nning of exploring how to do that.

MR. SILVER  Thanks, Steven.

We'll take the first question, please.

QUESTION:  David Witzel, Mtretek Corp. I'd
like to direct this question to Ari Schwartz and
Chri stine Varney.

We started off this norning with having a
governnment representative who's worried critically about
privacy in the governnent space. |In an FTC conference,
it surely makes sense to concentrate on consuners. But
it's about citizens, and one m ght consider that citizens
don't have choice and have greater rights or should have
greater expectations than they do in the consunmer world.

What should we expect in a town here that's
doing all kinds of stuff about e-gov to worry about the
security and privacy issues as we | ook at governnent -
based systens?

MR. SCHWARTZ: It's a good question.

David has actually worked on the authentication
privacy principle with us, so he knows that we separated
this out into two sections, the consuner-initiated
transacti ons and government services. The government
services piece is actually, in sonme ways, nore difficult
to wite.

How nmuch control can you give an individual as
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an agency when anot her body m ght nmake a deci si on about
what happened to that information further on down the
road that you have no control over as a person trying to
deliver this service.

So, there is a catch and it rests on what kind
of rights individuals have in the | aw

We could go into great detail about how this
works in the Federal Governnent today, in particular,
because of the Privacy Act and the way that the Privacy
Act was witten 25 years ago. The whole structure has
changed over tinme of how information is collected and how
it's stored and how it's used.

So, it's becone out of date and does not give
t hose kind of protections that we need today.

Sone states are trying to |l ook at sone of those
i ssues, but the Federal Governnent has a | arger question
in terms of building these kind of protections in for
just regular services. |'mnot even tal king about data
m ning issues, which is a whole other set of issues that
fits in there.

M5. VARNEY: Well, | think that was a great
guestion, David, and you know, the fundanmental question,
what expectations should citizens have if their
government delivers them services regarding privacy, and

t he answer is the highest.
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There should be no higher |evel of privacy
anywhere than in governnent-delivered services. 1In this
country, we have a very long tradition of regulating what
data governnent can collect, what they can do with it,
what the citizens' rights are regarding that data, far
nore so than we've ever had in the commrercial side.

So, | would expect that as we nake services
easier for citizens to access, we are going to be able to
strengthen the kind of privacy that we as a governnent
provide to our citizens.

Because we now have the ability to vastly
stream ine and ease the ability to collect and exchange
data between the governnment and the citizenry, doesn't
change in any way the fundanental historical and |ega
tradition and obligations that we have undertaken as a
gover nnment .

I f anything, it nakes it easier to safeguard

the privacy of our citizens. | would hope all of us wll
aggressively watch and advocate that that will, indeed,
happen.

MR. SCHWARTZ: Let me just pick up on the |ast
poi nt, which is that the E-gov Act of 2002 actually went
into effect in April requiring governnment agencies to
have privacy inpact assessnments for new technol ogi es that

the information on nore than 10 people. That is one
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positive step that we' ve seen.

The rul es regarding the assessnents are
supposed to cone out sonetinme this nonth. Hopefully that
will nmean that there's inplenentation and will be a
mar ket pl ace for sone of the tools that we're hearing
about here inside governnent agencies.

MR. CLAYTON: It mght also be as part of the
busi ness case that agencies have to nmake in getting new
systens and devel opi ng technol ogi es. They now have to
wite into the business case very detailed information
about privacy and security and show alternatives
considered. |It's basically the sane thing that we've al
tal ked about, both this nmorning and now, build a business
case, go through it, |look at the options, talk about
sol utions, and cone up with sonething that's cost-
effective to deliver what you' ve prom sed. But that sort
of analysis and planning wasn't there just a few years
ago, and it's very encouraging to see it happeni ng now.

MR. SILVER We'll take one nore question and
"1l ask the others to perhaps approach the panelists

later if they're able to.

QUESTION:  |I'm concerned about M. Lowery's
exanpl e.

| certainly applaud all those things that Dell,
Conmpaq, IBM and others are doing to add features. |'m
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appl audi ng the PC hardware vendors for adding security
features that consuners may opt to have, |ike Wndows
2000 or sone of the TPM features.

I"'ma little concerned about that, and |I've got
t hree exanpl es.

Wen | go and fly on a plane, | don't concern
nyself with the adequacy of the air traffic contro
system although I've heard it's pretty antiquated and
needs a | ot of help.

M5. VARNEY: Yeah, you probably shoul d.

QUESTION:  When | buy a new car, | don't ask
Honda whether there's a firewall, because |I know there's
a firewall between the engine and the passenger
conpartment. It's there. The governnent requires it, |
assune, so it’'s there.

And the third exanple is when my nom goes to
use the firewall that | put on her PC, it's alittle
anti-climtic, because |'ve told her about this great
firewall software and | install it and | configure it so
it doesn't nag her, and it doesn't really do anything.
You know, she's bored with it.

Wiy did | ask her to pay 40 bucks for this
software that doesn't really do anything?

My concern is that consuners sonetines don't

know enough to ask for the baseline. The baseline

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

194
doesn't neet adequate standards.

The baseline in the car does. The baseline in
the air traffic control system may not.

What |'ve done for ny nom hopefully will help
her, but she never would have asked for that fromDell.
She never woul d have asked for that.

And ny concern is not so nuch whet her
regul ation is appropriate but how do we raise the
baseline such that it does inplenent the commobn sense
security best practices rather than | eaving everything up
to consuner choice, which in an increasingly connected
world puts us all at risk.

MR. LONERY: | think it's an evolutionary
process and it's happeni ng now.

| think, for exanple, what we're doing with the
Cl' S benchmark is an exanple of bringing value into our
product as best we can. W do the customfactory
install, we have the opportunity to add sone val ue there,
and | think what you'll see is partners |like Mcrosoft
are taking steps to roll those concepts back into their
product so that we have to do that.

It's a learning process. [It's partnerships,
sharing information, dissem nating information through
organi zations |i ke SANS.

As we said, it's the beginning of understanding
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how i nmportant this is and crucial it is, because we've
becone so dependent on these systens so quickly. Now we
understand the other side of the issue, that they have to
be secure and they have to guard our privacy.

| do understand that many consuners don't want
to take the time to understand, because they shoul dn't
have to. It should be baked in, and they shouldn't have
to worry about those things, and | think all of us in
this industry want to get to that point. That certainly
is the goal. What we're doing nowis part of what's on
the path of getting fromwhere we are now to where we
want to be.

So, as long as | continue to see us naking
progress, | think we're addressing your concerns.

MR. SILVER  Steven Adler has the |ast word.

MR. ADLER. | would totally agree. | would say
that in the real world, we all have a nental nodel of
security and privacy in our hones. W know when we can
| eave our doors open, we know when we have to | ock them
at night, and we understand the technol ogy that we have
around us to keep oursel ves secure and what information
we should share. Al of us on this panel are trying to
wor k, oftentines, together to bring technology to that
same sinplistic level, so that your nom doesn't have to

worry about the firewall. She can take it for granted.
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It's part of the transparent systemthat supports doing
busi ness in an el ectronic world.

MR. SILVER  Panel three begins at 1:30.
Pl ease be back for that, and join nme in thanking our
panelists. They've been brilliant.

(Appl ause.)

(Wher eupon, at 12:45 p.m, a luncheon recess

was taken.)
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AFTERNOON SESSI ON
PANEL 3: Current and Emergi ng Frameworks for Protecting
Consuner I nformation
M5. GARRI SON:  We appreciate your com ng back
so pronptly. W’'re sorry we're running just a few

mnutes late to catch the stragglers.

Once again, |I'"'mLoretta Garrison fromthe
Federal Trade Commi ssion. |'mjoined today by Janes
Silver, and we'll be managi ng panel three.

W' re delighted that so many of you could join
us for this second half of a two-day workshop on
technol ogy for protecting consumer information. W
opened our discussions this nmorning on the business
experience, engaging our panelists in some rol e-playing
around a hypot hetical business consultant situation. Qur
equity actors were charged with devising a business plan,
then to advise a confederation of retirement comunities
on privacy and security issues raised by inplenmenting
certain technol ogy services for their seniors in their
comunities. W hope that the issues that were raised in
t hat di scussion continue to be anplified as we go through
t he day.

W al so | earned about many technol ogi cal tools
that are available to hel p busi nesses protect consumers

personal information and we'll be tal king nore about that
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