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AFTERNOON SESSI ON
PANEL 3: Current and Emergi ng Frameworks for Protecting
Consuner I nformation
M5. GARRI SON:  We appreciate your com ng back
so pronptly. W’'re sorry we're running just a few

mnutes late to catch the stragglers.

Once again, |I'"'mLoretta Garrison fromthe
Federal Trade Commi ssion. |'mjoined today by Janes
Silver, and we'll be managi ng panel three.

W' re delighted that so many of you could join
us for this second half of a two-day workshop on
technol ogy for protecting consumer information. W
opened our discussions this nmorning on the business
experience, engaging our panelists in some rol e-playing
around a hypot hetical business consultant situation. Qur
equity actors were charged with devising a business plan,
then to advise a confederation of retirement comunities
on privacy and security issues raised by inplenmenting
certain technol ogy services for their seniors in their
comunities. W hope that the issues that were raised in
t hat di scussion continue to be anplified as we go through
t he day.

W al so | earned about many technol ogi cal tools
that are available to hel p busi nesses protect consumers

personal information and we'll be tal king nore about that
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inthis panel. In particular, we're going to discuss
current and energing frameworks for protecting consumer
i nformation.

As you'll see shortly, there's a wide variety
of approaches here.

We have both regulatory and voluntary.

We have very highly technical and al so high-
| evel principles.

You'll hear first fromeach presenter a very
brief overview of a particular framework.

Then we're going to nove into a broad panel
di scussion to explore the commnalities anong these
framewor ks, the barriers and incentives to inplenenting
t he framewor ks, and whether and how we hol d busi nesses
accountabl e for inplenmenting the franmeworKks.

l"d like to first introduce to you the panel.

Fromny far right, we have Larry Clinton from
the Internet Security Alliance.

Next to himis David Fares, U S. Council for
| nt er nati onal Busi ness.

Laura Lundin fromBITS, the Technol ogy G oup
for the Financial Services Roundtable.

And here, even though you can't see himyet, is
the one and only Mark MacCarthy from Vi sa.

Next to James is Fran Maier from TRUSTe, Frank

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

199
Reeder fromthe Center for Internet Security, and Laura
Berger, an attorney with the Federal Trade Comm ssi on.

Larry, I'd |ike you to open, please.

MR. CLINTON: Thank you very mnuch

| have prom sed Loretta that | will do this in
five mnutes or less, so if I finish md-sentence, just
et me know.

I"mLarry Cinton with the Internet Security
Al l i ance.

| want to let you know, first of all, who it is
that we are.

The Internet Security Alliance was created
about six nonths prior to 9/11 because the fol ks at the
CERT Coordi nation Center, which, for those of you who
don't know, is essentially the fire departnment for the
Internet. They do all the really hard-core, geeky threat
vul nerability analysis. They conbined with the
El ectronic Industry Alliance, because CERT was primarily
getting this information to the Federal Governnent, and
the private sector, as we know, operates about 90 percent
of the Internet.

So, that's what the Internet Security Alliance
i s supposed to do.

This is a list of our board of directors. A

coupl e of quick comments about that.
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We are aggressively international. W are non-
NI SEC in the sense that we do not operate within donestic
cylinders. W are also aggressively inter-sectoral. W
have Al G I nsurance. W have Visa and Verizon. W have
Nortel Networks. W have TATA fromIndia, Sony from
Japan, C&W i from Britain, et cetera.

This is the Internet. W all recognize this.
| renmenber the Internet when this was first put out in
1980. Everybody thought this was very conplicated. How
could we possibly deal with that?

This is the Internet today, which is alittle
bit nore difficult to deal with

Last tine | was here, | noted that that really
intense purple area is the FTC. 1've been told that it
is not. Actually, that's my daughter downl oadi ng nusic.

What is interesting here is the trend |ine.
Despite all the attention that we are giving security --
and you've seen a lot of technol ogi es that have gone
earlier today -- the trendline for security incidents is
strai ght up through the top. Incidents and
vul nerabilities are increasing 500 percent a year.

So, what we are advocating is that we conme up
with a system

There is no magic bullet. There is no single

technol ogy. You have to have an entire system
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We advocate investing in cyber-security,
considering risk mtigation. One of the things that
we're going to be tal king about today is newinitiatives
and whet her or not the national strategy provides enough
of these new initiatives.

One of the things we do with the Internet
Security Alliance is we have a deal with Al G Insurance,
the | argest provider of cyber-insurance. |If you becone a
menber of the Internet Security Alliance and subscribe to
our best practices, we will |lower your insurance rates 15
per cent .

We are trying to provide a market-based
i ncentive program

Mark MacCarthy is one of our nmenbers at Visa.
Visa has a simlar program |If you want to use a Visa
card, swipe a Visa card in a store, you have to have a
certain |l evel of security.

VWhat we're trying to do is conme up with market -
based incentives, because the traditional regul atory
nodel s won't wor k.

You can't use an FCC-style nodel where we're
telling everybody in public comment what's around.

You're then providing a road map for all of the nefarious
people. You can't cone up with a three-year programto

provi de regul atory structure, because by the end of it,
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the Internet's entirely changed. If you do it in the
United States, it doesn't help you internationally. W
need a new nodel .

We al so think that people need to becone
involved in the policy debate so that we can consi der
t his.

We al so strongly advocate the adoption of best
practices, and we have a list of themthat 1'Il provide
you in a nonent.

These have been endorsed by TechNet, U S.-India
Busi ness Counci | .

W are trying to export these.

We, frankly, don't need to wite nore new best
practices right now.

What we need to do is start inplenenting them
and we strongly advocate joining an information-sharing
organi zation. Only if the information is shared between
operators of the Internet and the vendors are we going to
get anypl ace.

The Internet Security Alliance operates with
t he CERT dat a.

We put out these best practices. W attenpt to
get people involved in them and then we provide econom c
incentives if they will adopt them

Here is a list of the best practices. They're
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avai |l abl e on our website. | also have hard copies
avai l able, if people want to | ook at them here today.
Here is what we go through in terns of our education and
training.

Again, we try to provide at discounted rates
t he best possible training comng out of the CERT
Coor di nati on Center

Not only do you need to have a policy, not only
do you need to have practices, not only do you need to
have technol ogy, you need to have things that are going
to make sure that people use the technol ogy.

The comments nade before about the wooden
doorstop in the previous panel | thought were very
excellent. That's exactly what we have.

It's irrelevant if you have a great password
technol ogy and everybody is still sticking their password
on their conputer so they can renenber it. W need
training for everybody.

This is a copy of the special conmunications
that we provide through the CERT Coordi nation Center

For time purposes, | won't go through it any
further.

Again, if anybody has any questions for ne,
pl ease contact us.

Qur role is to try to expand the security
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perineter in a market-based fashion, and we're | ooking
forward to and very grateful for the help that we' ve had
with the FTC

Thank you.

M5. GARRI SON:  Thank you very nuch, Larry.

Davi d.

MR. FARES: Thank you.

|"mjust going to remain seated. Can everyone
hear me?

Okay. I'mgoing to focus ny initial remarks
today on the work of the Organization for Economc
Cooper ati on and Devel opnent, which is a grouping of the
30 nost industrialized economes in the world. The
organi zation is located in Paris.

My organi zation, the U S. Council for
I nternational Business, is the U S affiliate of the
busi ness and i ndustry advisory conmttee, which is the
constitutionally chartered voice of business in the OECD

The OECD recently issued a revised set of
security guidelines.

The guidelines were initially adopted in 1992
when systens were |largely closed.

They realized, in the built-in review process,
which is scheduled for every five years, that they

probably needed to be updated to take into consideration
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the shift fromclosed networks to open networks.

Luckily for ne, the CECD guidelines and our
work is not highly technical, because I'mnot a techie.

So, I"'mable to neaningfully participate in the
wor k that we do.

But the OECD guidelines coined the phrase
"pronoting a culture of security.” The person that asked
the | ast question before the end of the |ast panel was
tal ki ng about the fact that consunmers don't know enough
about security and that we need conmpn-sense security.

That's exactly what the OECD gui delines attenpt
t o address.

In very sinple, plain | anguage, it states that
every participant in the information society has to
assunme a role appropriate to themto pronote security.
Awar eness of security issues and responsibility are
el ements of the OECD security guidelines.

So I would recormmend that all of you take a
| ook at the OECD guidelines. As | said, it's not a
techni cal docunent but, rather, a docunent that frames
how every participant shoul d anal yze what their
responsibilities are and what their engagenent shoul d be
in pronoting a culture of security.

You can access the guidelines at www. oecd. org.

We are working to hel p pronote business
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i npl enentati on of those guidelines.

To that end, we held a workshop in conjunction
with the FTC where Conm ssioner Swi ndl e spoke, inviting
cross-sectoral industry associations to pronote a culture
of security with their menbers, and we were | ucky enough
to have Larry participate in that workshop

We are al so expandi ng upon the CECD gui del i nes.

We are devel oping BIAC, along with the
I nt ernati onal Chanber of Commerce of which we're also the
US affiliate. W are devel opi ng a busi ness checkli st,
a business commentary on the type of questions that
executives should be asking their IT departnent, so that
there is top-level support, as well as bottom up
approaches to security.

And then, a next stage of our work will be to
devel op a checklist for small and nedi umsize enterprises
and conpanies in the developing world. Again, it's not
going to be a set of best practices but a series of
guestions that these types of conpani es should be asking
t hensel ves when they' re devel oping their security policy.

We al so have on our website |links to many
different resources for security that businesses can
utilize.

We have a link to the Internet Security

Al li ance's docunents and to ot her documents, and our
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website i s www. uscib. org.

And with that, | wll stop.

|"ve left some information in the back for you
whi ch gives a summary of our draft business commentary.
It should be concluded by the end of this sumrer, and at
that point, it will be accessible fromour website.
won't bother giving you the ICC and Bl AC websites. It's
in the docunent on the back table.

Thank you, Loretta.

M5. GARRI SON:  Thank you very much, David, and
| hope that all of you in the audi ence have checked out
the materials that we do have on the table, because
there's a lot of additional resource material for you.

Laura Lundi n.

M5. LUNDIN: Thank you. Thank you, Loretta.

| amw th an organi zation called BITS. BITS,
for those that don't know, is the technology armfor the
Fi nanci al Servi ces Roundt abl e.

We are a business and technol ogy strategy
group, working on a variety of issues for the financial
services industry.

Qur primary nmenbership is the 100 | argest
financial institutions in the U S

As you mght imagine, this group is very
sophi sticated when it cones to information security, and
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it's often thought of as |leaders in this area.

Part of that is driven by the regulatory
environment in which we operate.

However, the two frameworks that | want to
bring to the table today are sone things that the
i ndustry has worked on through BITS, and it really
addresses the products and the services that are used by
the industry. The industry realizes that, as strong as
its policies and its procedures and the technol ogi es t hat
it uses in the information security world are, it doesn't
stop there.

It has to go beyond its boundaries, and it
real |y depends on the vendors and the products and the
services that it uses.

On the products side, we have started a product
certification program

This programis three-plus years in the making.
We have corralled the industry to devel op consensus- based
m ni mum security features that it is going to ook for in
t he products that it buys.

Most recently, we've harnoni zed this program
with the governnment's conmon criteria certification
program So, now a vendor going through the common
criteria certification effort can al so neet the

requirenents that the financial services industry has set
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forth.

On the services side, we have devel oped a
framewor k for technol ogy risk nmanagenent of service
providers. Qut-sourcing is being used nore and nore in
every industry, including the financial services
i ndustry. What we've found is there has to be, again, a
common set of security policies and procedures that are
foll owed by the providers of the services to the
i ndustry.

Qur framewor k addresses security from
everything fromthe decision to out-source to the RFP
process, the contracting, the insurance process, ongoi ng
managenent rel ationshi ps.

That framework is currently being updated right
now to address some specific issues around security
assessnents, the nore specific issues dealing with cross-
border out-sourcing, out-sourcing to international
organi zations, as well as sone additional neasures around
busi ness continuity. O course, this framework actually
came out just around the 9/11 tine-frame, but now that's
obviously an area that has to go back and be revisited.

Bot h frameworks, the requirenments that create
both of these prograns, can be found on the BITS website.
They are public docunents.

The web site is ww bitsinfo.org.
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| al so have a one-page hand-out outside that
specifically tal ks about the production certification
si de of the house.

M5. GARRI SON:  Good. Thank you very nuch
Laur a.

Mar k.

MR. MacCARTHY: Thanks very much

Let me tell you a little bit about the Visa
card-hol der information security program

In the first instance, these are a series of
requi renents that have been devel oped for Internet
mer chants and processors, but it's inportant to renmenber
that they've been a requirenment of the Visa systemfor a
long tine -- that those who handl e card- hol der
information do so in a secure fashion. A couple of years
ago, we made those requirenments nore specific through the
card-hol der information security program initially for
the Internet. | want to tell you a little bit about why
we started with the Internet.

Basically, it's because it's a new channel,
there are new risks, and there's sonme brand issues
related to the use of Visa cards on the Internet. But
it's also inportant to renenber that CI SP, the card-
hol der information security program is noving beyond the

| nt er net .
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It applies nowto all entities who touch Visa
card- hol der information, and eventually, CISP is going to
apply to all paynment channels, not just to the Internet.
But we started with the Internet because it was a new
channel for Visa.

It's a growing part of our overall electronic
conmer ce

It is 6 percent, alnobst 7 percent, in 2002, of
our overall sales.

It's up from4 percent in 2001 and 2 percent in
2000, and paynent cards are used to nake nost of the
sales on the Internet.

Check and cash in the real world account for
abut 60, 62 percent of all sales. They're not a very
useful nethod of paynent on the Internet.

So, Visa gets a substantial portion of the
sales on the Internet.

It's an inportant new channel of comerce for
us.

There are new risks associated with the
Internet. There's a perception that the Internet is not
a secure place to shop

Ni nety-two percent of consuners are concerned
about online security. Sixty-three percent of themare

very concer ned.
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And the reality is that many online nmerchants
retain card-holder data in a way that's accessible from
the Internet.

Fraud, as many of you know, is higher on the
| nt er net.

So, there are new risks associated with that
new channel of commerce, and that created sone brand
perception problens for Visa. W did not want the
perception to be created that Visa was not a secure
nmet hod of paynent.

For those reasons, we decided to nove ahead
with this card-hol der information security program

For those of you who want to find out nore of
the details, there's a packet that |I've left at the
information table that will give you a |lot of the
specifications in nore detail, but the Cl SP program
starts with 12 basic security requirements.

We devel oped these in conjunction with the
security experts and with the nerchant conmmunity.

They' ve been effective since May of 2001.

Let nme just give you a flavor of what they are.
They're very high-Ievel.

Install and maintain working firewalls, keep
security patches up to date, protect stored data, encrypt

data when you' re sending them across public networks, and
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use and update anti-virus software.

W' ve al so devel oped an audit programto nake
sure that people who are subject to the CI SP program
actually are conplying with it.

W' ve created a defined and consistent testing
procedure for independent validation of these
requirenents. W have a |list of 30 acceptable
i ndependent security assessors.

For the top hundred nerchants that account for
about 70 percent of all of Visa's Internet volune and for
various service providers that provide service to
I nternet nerchants, there's an annual on-site independent
val idation that has to take place.

For small er nerchants, there's a web-based
suite of tools that they can use that will give them an
online risk assessnment, a self-assessnment, and they go
t hrough online vulnerability scans.

Qur enforcenent nmechanism-- there are
penalties for failure to conply.

O course, there's a period of tinme where we're
trying to nove nerchants into nore and nore conpli ance.
We provide themw th help on renediation efforts, but
there are substantial fines that can be pretty dramatic
for particular conpanies in the case of egregious

failures to conply. Penalties can include expul sion from
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t he Visa system

The advantages for conpanies in conplying with
this -- obviously, failure to provide adequate online
security is a business risk. For sone, it can be fatal.

But beyond that, there's an insurance discount.
For those nerchants or entities that hold Visa
information and that are conpliant with Cl SP, sone
i nsurance conpanies like AIGw Il provide a discounted
prem um for cyber-insurance.

How are we doing? Virtually all of the top
hundred conpani es are in conpliance today. The snaller
mer chants are comng along well, as well.

W' re expandi ng the enforcenent to include
third-party service providers, processors, web hosting
conpani es, and so on.

It's going to take us nonths to really roll out
t hat new enforcenent nmechanism but the end result -- and
et me conclude with this -- the end result is that if
third parties are not Cl SP-conpliant, they will not be
allowed to touch Visa card-holder data. That's going to
be the ultimate way this programis going to be put into
pl ace.

M5. GARRI SON:  Thank you very nuch, Mark

l'"d like to turn to Fran Maier.

Go ahead.
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M5. MAIER. Thank you, Loretta.

Many of you know that TRUSTe is the |eading
online certification and seal programon the Internet.
Qur primary purview is over privacy. O course, privacy
does include and require security, and we have sone
gui delines al ong those lines, as well.

Qur consumer position is about giving consuners
choice. Qur tag line is "Mke privacy your choice," and
there's two aspects to that. One is actually providing
t he means for consunmers to have choi ce about the sharing
of the personal identity and information, and al so
telling the consuner that they've got to take an active
role in ensuring that they protect their privacy and
don't give it away.

Qur mssion, then, is to enable trusting
rel ati onshi ps between organi zati ons and i ndi vi dual s based
on respect for personal identifying information.

We have a set of core privacy principles
outlined in our programrequirenments and in our license
agreenment. Al of the 1,200 to 2,000 conpanies who join
t he TRUSTe program have got to abide by and agree to
t hose prograns, those principles, and they follow al ong
with the FTC fair information practices.

So, for exanple, under notice, they have to

have a privacy statenment, and it has to have the TRUSTEe
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seal on it.

They have to say how they collect information,
who they share it with, under what circunstances it m ght
be shared.

They' ve got to tal k about cookies, beacons, and
ot her ki nds of things.

They have to say how they will notify users of
a change in the privacy policy and a range of other
notice requirenents.

There's choice requirenents, and probably the
significant point there is that if you're going to have
sharing for secondary purposes or with third parties, you
have to provide user choice, at |east an opt-out.

There's access requirenents in terns of giving
t he consuner an opportunity to correct, to change their
preferences, for exanple.

There's security requirenents, and right now
they're fairly basic. W're |ooking forward to working
with industry and sone of the players here today to try
and provide some guidelines to our |icensees about the
best security.

The sinple things that we ask for now are that
things like credit cards be under an SSL, that there's
password protection for personal identifying information,

and so on. W're working now to devel op sone nore robust
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guidelines in response to what we're seeing all around us
in ternms of the need for security.

I n addition, conpanies have to enter into a
|icense agreement with us, pay us sone substantial funds,
especially if they're |l arge, agree to undergo nonitoring,
as well as dispute resolution processes, and agree to the
term nation requirenents that we have.

And I'Il tell you, we recently figured out
about 10 to 15 percent of the conpanies who apply to
TRUSTe and fill out their self-assessnent and their
I icense agreenment and give us a check -- 10 to 15 percent
do not meke it through the process. For the nost part,
it's because we find that they have issues with
i npl enentation of the choice requirenents or they have
issues related to the children's online privacy
protection requirenents. That's a fairly substanti al
nunber. O course, if they don't cone into conpliance,
they're not avail able to be renewed, and of course, they
don't get the seal

And | just want to speak quickly about how we
monitor. There's been a | ot of questions about this over
t he years.

First of all, we do have dispute resolution
services. This year we're tracking close to 5,000

consuner conpl ai nts now.
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Sone of those don't have to do with privacy,
per se, but they do | ook to TRUSTe to put in a conplaint.

W' ve worked with Watchfire. W' re working
with Watchfire now

W' ve scanned about 300 of our sites.

We just started this early in the year. W're
| ooking for things |ike placenent of the TRUSTe seal,
whet her or not they're collecting cookies, if they've
changed their privacy statenent, all kinds of things that
gi ve us and our conpliance team a chance to have a second
| ook. W have found that 57 percent of the conpanies
have passed, which obviously neans 43 percent have failed
at our first review, and sone of these are not egregious
pr obl ens.

Sonme of themare just a matter of sinple fixes,
and we're getting good response to that, and I think it's
good for everybody.

We also do a fair bit of seeding, where we join
websites, provide information, and we also go to the
press and FTC, potentially.

And so, again, in the future, we want to work
on the security guidelines. W're looking at a |ot of
activities and best practices around e-mail, and we're
| ooking at nore and nore technology to apply to this

area, because Watchfire has nmade us nuch nore efficient,
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much nore effective in nonitoring. W think that there
are other technol ogi es, even sonme that we' ve inplenented
ourselves, that are proving to be both efficient,
effective and strong, and that's where we're going.

M5. GARRI SON: Thank you, Fran.

Frank.

MR. REEDER:. We have been told that we wll
have a hamrer thrown at us if we are not finished in five
m nut es.

M5. GARRISON: O a water pitcher

MR. REEDER. O a water pitcher.

| guess | would like to start by asking you a
guestion, picking up on sonething that canme up in the
previ ous panel. How many of you, if you' re buying
technol ogy, are interested in buying technol ogy that has
all kinds of back doors and neans of access, sone of

whi ch you don't know about ?

| don't see any hands. Well, that, in a
nutshel |, explains why the Center for Internet Security
canme about. About two-and-a-half years ago -- | guess
we're all in the sane tine-frame -- we convened a bunch

of folks to address that set of issues, and out of that
canme a concept, based on a couple of very sinple
prem ses:

One, that nost of the damage bei ng done,
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according to the industry watchers, people |ike Gartner,
was being done exploiting vulnerabilities -- technol ogy
vendors refer to themas features -- that were known to
exi st and for which the renedies were w dely known.

So, the problem here was not that we needed to
do new research. The problem here was nore of an
i nformati on di ssem nation problem

And the problem really, as we sawit, had two
di stinct dinensions. One was -- and here | steal the
wonder ful phrase that Toby Levin taught nme sonme nonths
ago -- we needed vendors to begin to build security into
their products, what Toby refers to as baked-in security.
But even that isn't going to be sufficient, because nost
of us operate technology that is fromsix nonths to three
to four years old, and data actually show that we're
keeping it |onger than we were even as nuch as two years
ago.

So, we have an increasing problemw th a | arge
instal |l ed base of vul nerabl e technol ogy.

The Center decided to focus on the technical
detail. That is not to suggest that policies aren't
inmportant. That is not to suggest that user training is
not i nportant.

But relying on those alone is like telling

people that we're delivering themcars with the brakes
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di sabl ed, but they should drive defensively.

Safe conputing practices are inportant but
sinply not sufficient.

The Center's dirty little secret is it is not
five lab technicians in | owa.

It is a virtual network of high-end
practitioners who start with common know edge about a
particul ar technology -- we started first with operating
systens and have noved now i nto market-dom nant
technol ogi es in other sectors.

We have benchmar ks now for a Cl SCO router
We're about to release one for Oracle, and for other
technol ogies that are actually out there in use. The
Cent er produces these benchmarks. They're available free
of charge on its website.

But even nore inportantly, the Center produces
nmeasurenent tools, non-intrusive software that actually
tells you the extent to which your systens are not
har dened, and you can use those on a continuing basis.

What's really even nore exciting for us, to
steal a British phrase, is our neasure of success is not
product produced.

Qur neasure of success is take-up rate. It's
changes in behavior in the real world. And severa

exciting things have happened, sone of which you' ve heard
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about here today.

M crosoft is beginning to produce a Center
benchmar k- conpl i ant version of its newer operating
syst ens.

Dell -- I"mgoing to actually take a tape of
Craig Lowery's presentation this norning and send it out
in lieu of any future public speaking that | do. Del
told you what they were doing. That, for us, iS success.

Visa links to the Center's benchmarks in its
top 12.

Qur success is not in having consuners or even
smal | busi nesses know about the Center but, rather, about
havi ng technol ogy that is Center benchmark-conpli ant
delivered to themin nuch the way that the questioner in
this nmorning' s session asked about how we do security so
that it is transparent to the user, transparent in the
sense of passive, doesn't require any active
i ntervention.

We al so have been working with the major
vendors of security software.

Again, while we provide the Center's tools on
our website free of charge, the typical conmputer user is
not going to search out the Center for Internet Security
but may buy tools fromvendors |ike Symantec or Net 1Q or

Bi ndView, all of which are now building the Center's

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

223
benchmarks into their security suites.

Again, take-up rate is inportant for us, and
that's a way of penetrating the market.

The Center's website does tell you far nore
cogently than | have what we're about and who we are, and
it gives you direct access to all the products |'ve
described. The URL is ww. cisecurity -- no punctuation -
- dot-org.

M5. GARRI SON:  Thank you very nuch, Frank

Laura Berger.

M5. BERGER  Good afternoon, everyone.

The FTC has been very active in the area of
security, and I'mjust here to tell you about sone of the
| atest things that we've been working on. One of those
is the FTC s Saf eguards Rul e under G amm Leach-Blil ey,
whi ch took effect on Friday, May 23rd. W' ve been
tal ki ng about, as Mark MacCarthy said, fairly high-Ievel
security standards. The Safeguards Rule, for those of
you who want to see it or have had a chance to | ook at
it, is on our website at FTC gov and accessi bl e under our
brand new privacy initiative website that's newy
revanped.

It is very high-level. It applies not just to
a specific Internet site or a specific type of business

context but to a specific type of institution, financial
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institutions.

| won't get into describing exactly every kind
of entity that fits under that rubric. People who have
had experience dealing with G amm Leach-Bliley and the
private notices and Privacy Rule are probably fairly
famliar with it. But it's a very diverse range of
busi nesses and entities, fromvery | arge and
sophi sticated entities to very snmall, even sole
proprietorshi ps that engage in financial activities.

It's not just about addressing Internet
busi ness but al so about addressi ng physical storage of

records and how enpl oyees handl e records and what CEO s

tell their IT people. I1t's very broad, very high-I|evel
and it has two parts to it that I'll first just touch on
very, very briefly. Then I'Il talk briefly about our
out r each.

The Safeguard’ s Rul e has a reasonabl eness
standard for what the overall security of a financial
institution has to acconplish. That standard al so
enbodi es required elements, and | won't go over all of
t hose here, because there are five of them and | think
t hat woul d exceed the five-minute tine [imt if | did.

But they're high-level. For exanple, one of
the elenments is assessing risks to the security of

custoner information.
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It's up to conpanies to really unpack that and
figure out what they need to do to assess the risks that
face their organization and the custoner information
t hey' re mai ntai ni ng.

What are we doing to hel p busi nesses address
this new challenge? A lot right now W're doing a |ot
of outreach to try to alert businesses that may not be
aware of the new requirenents and the way that they apply
to their business.

One of the things we're doing that you can pass
along to people is | will be conducting, along with
anot her staff attorney, Ellen Finn, on June 9th and June
23rd, one-hour training sessions.

There will be dial-in instructions for
participation in those training sessions posted on the
FTC s website at | east the day before the training
sessi ons, and people can al so cone here to conference
roomA in this building on those two days, according to
the tines posted on the website.

That's our nost public outreach, but we're al so
just handling a lot of industry queries and working with
a lot of industry groups to help themapply the standard
to their particular industry and their types of
ci rcunst ances.

The standard which | nentioned -- referred to
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as a reasonabl eness standard -- specifies that what's
going to be reasonable will vary according to the size
and conplexity of the business, the nature and scope of
its activities, and the sensitivity of information. A
ot of entities have wanted to talk to us about, what do
you really nean by that and how does that really work.

O course, we can't give definitive answers, but we've
been working hard to talk these things through and help
industries get their owm analysis onto their websites and
into their newsletters, and we'll continue to do that
ki nd of work.

Wth that, | think I will turn this back over
for general discussion.

M5. GARRI SON:  Thank you very nuch, Laura

The frameworks or the approaches that we've
just heard very briefly discussed, as you can see, are
qui te vari ed.

Sonme of them are mandatory, either by statutory
requi rement or by nenbership requirenent. Ohers are
vol untary.

Sonme are very high-level. Ohers are quite
t echni cal

Frank, as you think about this, do you find any
common features or core principles anong these

framewor ks, and what rol e does technol ogy play here?
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MR. REEDER. On the latter question, | have a
bias, but 1'll save that for |ast.

On the forner, it's actually wonderful to hear
-- it may be boring for the audience -- a fair anount of
har nony around this table.

What |'ve been hearing -- and | think this is a
growi ng chorus -- is we're all trying to identify,
t hrough sone sort of a process, what | would cal
consensus best practices.

This is less, | would argue, except at the very
hi gh-end, a matter of invention as it is a matter of
i nformati on-sharing.

Much of what is going on relies on, to sone
degree, sone fairly detailed technical work.

Fran made nention of the fact that they're
wor ki ng on the assurance side.

The third trend | see is an increasing reliance
-- and this cane through in other panels and in Toby's
ni ce phrase, baked-in security -- making security nore a
part of the product offering.

And | think related to that -- and here,
t hi nk both TRUSTe and Visa are teaching us about the
i nportance of branding -- ultimately the consumer and the
smal | business, the entities that don't have the capacity

to make conplex technical judgenents, rely on cues in the
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mar ket pl ace that tell themor give themreasonable
assurance that a product or a service is, in fact, safe
fromtheir perspective. W're starting to see a |ot of
push in that direction, and ultimately that gets to the
poi nt that several of the fol ks on the panel made.

This ultimately has to be market-driven. But
it's not going to be market-driven based on individuals
| ooking at the technical pieces of security and privacy
but, rather, some nore general set of assurance backed up
by sone of the organizations around this table and,
ultimately, the threat of enforcement fromthe Federal
Trade Conmi ssion if they make clains that are un-
substantiable. In other words, when they see a brand or
a mark that says you can expect this |evel of assurance
and this level of protection, indeed that is a valid
claim

M5. GARRI SON: Larry, what core commonalities
do you see from your perspective?

MR. CLINTON: | was just thinking about it.
think | see four kinds of commonalities.

The four that | see are system c, cooperative,
creative, and ongoi ng.

There seens to be a consensus that technol ogy
is not the answer, training is not the answer, insurance

is not the answer, international cooperation -- they're
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all the answer. It has to be a systematized approach.

In the same sense, everybody seens to be
interested in | earning fromeach ot her

Oh, that's a good idea Visa has. Nortel is
going to try to apply that to its vendors.

Oh, that's a good idea A G has for Visa or | SA,
maybe we can bring this into other things.

So, there's an attenpt to cooperate here which
| think is indicative of what the Internet is. It began,
really, as a coll aborative el enent.

There's creativity going on, the recognition
that maybe the old paradigmfor regulation, if you wll,
that was built off the industrial revolution and,
frankly, static technol ogies -- autonobiles, for exanple
-- which were good, but you need to have a new paradi gm
because the Internet is itself a new thing.

| ndi vi dual s are nmuch nore involved. It's
ongoing. It's changing. So, we need to be ongoing and
changing, also, and that's the last piece, is that it's
ongoi ng.

Nobody at the table is saying okay, | got it,
now we can nove on to Internet 2. Nobody is saying this
is what we've done.

Everybody's saying, well, this is what we're
doing, and we're listening to everybody el se, and we're
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delighted to be here and we have to constantly nove
forward

So, | think those are four macro things that
|'"mseeing that | think are all very positive.

M5. GARRI SON: That's good

Fran, you look at this froma privacy
perspective. An awful lot of this conversation is about
security. As Frank and Larry and the others here see
commonal ities on the security side, do you see conmon or
core privacy principles energing?

M5. MAIER. Yes. | think al nost everybody has
adopted, to sone degree or another, the fair information
practices, and | think that that franework has been a
very powerful framework under which to develop specific
privacy policies and prograns.

Now, there's a |lot of debate. There's debate
over what is adequate choice. Should it always be opt-in
and opt-out, how best to nonitor for sonme of these
things, what really is notice, and there's not only the
base, there's activities, |ike the short notice program
and the P3P program and others that try to bring nore of
these notice things up to the forefront.

To the point that Larry made, there's a |l ot of,
again, creativity, there's a lot of activity. | know

that, for TRUSTe, we're working right now on TRUSTe
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license agreenment 9.0. W' ve been around about nine
years, and that really speaks to the fact that, every
year, there are nore things that cone up, either because
consuners are bringing themup or because technol ogy has
changed, or sone conbination

So, for exanple, in 1997, | don't think we
tal ked about web beacons or perhaps cookies, but clearly,
that's been in the license agreenment for a long tine.

| anticipate, in this next agreenent, we wll
tal k nore about security and e-nmail best practices,
because right now, for a |ot of reasons, those two things
are comng up, and | think that evolution tal ks about
that. You can sit here and tal k about what is the best
practice and where it's going to go. Sonetines you have
to start a little | ower than maybe you' d |ike, but over
time, you' re probably going to get to the place that you
really need to get to in terns of consunmer protection.
That whol e i dea of the process being ongoing and evol vi ng
is an inportant concept to keep in mnd.

M5. GARRISON: | think that's true

David, can you tell us or summarize what you
t hi nk has been the progress in the |last year in adopting
t hese various franmeworks, and do you see any new
framewor ks that are under devel opnent or that are

enmer gi ng?
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MR. FARES: Well, | wll begin by expanding
upon the progress that |I've seen in inplenenting the OECD
security guidelines. By the way, | forgot to nention at
the outset that they are voluntary guidelines, but the
OCECD governnents have been working to inplenment those
guidelines. The U S. Governnment and the FTC have an
active work programin that regard.

The OECD wi Il hold a workshop in Novenber, in
Cslo, to continue to raise awareness about the need for
all participants to pronote a culture of security.

| already nentioned what the international
busi ness community is doing to raise awareness through
the efforts of the International Chanber of Conmerce and
t he Busi ness and Industry Advisory Conmttee, but the
CECD gui del i ne process has spurred other inter-
governnental organi zations to also begin to | ook at how
they can start creating awareness for the need to pronote
a culture of security.

The U N. Ceneral Assenbly basically adopted the
CECD gui delines in January 2003. The Asia Pacific
Econom ¢ Cooperation also has a programto pronote
awar eness on cyber-security, and the EU is basically
creating an information-sharing nechani sm

There are al so a whole host of private sector

initiatives apart fromthe OECD gui deline process. The
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I nternati onal Chanber of Commerce has a cyber-crinme unit
where it attenpts to track security incidents and provide
gui dance to busi nesses and | aw enforcenent agenci es about
trends.

There are the |1 SAC, CERT, SANS. There's a
whol e host of private sector organizations that are
trying to create awareness and information-sharing so
t hat people can better respond to security incidents. As
we work toward inplenenting these franeworks, Loretta,
creating awareness is one of the nost inportant things,
because there are a whol e host of resources that exist.
Resources will continue to be devel oped, but we need to
create, in the mnd-set of all participants, that they
need to engage, that they need to be a part of the
solution, and | see a |lot of progress in that regard.

| think we're in the stage today where we were
probably in 1998 in the privacy debate, Fran, when people
just started to pay attention to privacy and really put
it on the agenda for all participants, whether it is
consuners exercising their choice, or whether it is
busi nesses pronoting and adopting and posting their
privacy policies.

W' ve seen significant progress in the privacy
debate with corporate policies being posted online, with

organi zations |i ke TRUSTe and BBB OnLine. So, | am
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confident that we're going to continue to nmake progress,
and this awareness-raising exercise is really going to be
hel pful, and it is going to produce success.

M5. GARRI SON:  Frank, from your perspective?

MR. REEDER. Well, | think there's been
enor nous progress, as | said, in take-up rate, but 1'd
like to focus on one aspect of your question. That is
are new franmewor ks devel opi ng.

There are risks in relating cyber-devel opnents
to the physical world, but sonme of those conparisons are
valid. | think if we |look at other areas of risk or
consuner safety, sonething very exciting has happened in
the last year in the cyber-world that happened perhaps 30
years ago in the autonotive world. That is, rather than
Vi ew ng security or safety as a cost, as the
manuf acturers were telling us when they said they
couldn't afford to put air bags in cars, we see conpanies
beginning to sell safety and security as a feature,
whether it's the branding of a service, like Visa is
doi ng, the TRUSTe mark, or Dell's announcenent that you
can now buy a securely configured technol ogy at a nom nal
additional charge. |It's a vision |I've had for a | ong
tine.

The Mercedes and the Volvos in the cyber-world

are beginning to energe, and that, in turn, | would
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argue, just as it did in other areas, will begin to drive
practice. The reality is, in the physical world, very
often, then regulation follows when the dom nant practice
beconmes sonmething that it is unreasonable to allow others
to ignore, rather than using regulation as a way of
driving practice.

So, | think there has been, in ny view, a
significant shift in the last 12 nonths that is very
exciting and | think should dramatically accelerate the
use of privacy and security technol ogies.

M5. GARRI SON:  Fran, do you see the same thing
fromthe privacy perspective? David alluded to it a few
nmonments ago, saying that we're now at the stage in
security where we were with privacy four years ago.

M5. MAIER  You know, | think there is some
good news and sone not-so-good news.

In terms of online privacy, | think the
adoption of privacy statenents is al nost ubi quitous,
especially anong the | arger conpanies -- you'll see it in
probably the top 500 -- and it's al nost a requirenent.
Everybody thi nks about having a privacy statenent.

However, enterprise privacy, software privacy,
product-related privacy -- the fair information practice
frameworks still work, but inplenentation of consistency

in those areas plus the ability to nonitor and audit and
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so on has not quite energed yet. | think it will emerge,
because | think, actually, the whole effort to get
security under control, which is a requirenment for
privacy, is driving an effort within industry to take a
| ook at their own enterprise data flows, their own
enterprise security programs and so on. Once that's in
pl ace, then hopefully the question of privacy conmes up.

It is interesting. | had dinner with sonebody
| ast night who was attending the Gartner security
conference, which I think is going on here in D.C. this
week. The conference didn't have anything on privacy,
and it struck all of us -- the couple who I was talking
with -- as that's not really up to date. Hopefully
they' Il change that, because | think the privacy question
goes along with the security question.

M5. GARRI SON: We've heard different terns used
-- standards, frameworks, benchmarKks.

Frank, you've, of course, alluded several tines
to the adoption of the CI'S benchmarks, but can you talk
briefly about benchmarks, perhaps what they are, as
di stingui shed fromfranmeworks or standards? Are they
hel pful? 1f so, why?

MR. REEDER. Well, the penultimate question is
easy. O course they're hel pful.

We have deliberately adopted the use of the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



237
word "benchmar k" because of the baggage associated with
the use of the word "standards," although | was delighted

to hear on a previous panel that sone in the industry are
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i ncreasingly wel com ng standards at this point.

The benchmarks are, in fact, for the
t echnol ogi es for which we devel oped them hardening
scripts. They're essentially a set of specifications on
how a pi ece of software or piece of technol ogy ought to
be configured so as to elimnate known vul nerabilities.

They are highly technical docunents. | wll
confess, as | think a previous panelist did, | cannot
read a C'S benchmark and make heads or tails of it except
at a fairly conceptual |evel

The conpani on pi ece, of course, is a piece of
software that then neasures the degree to which the way
your software is configured natches those.

Are they of value? The sinplest netric | have
-- and this is an independent neasure -- is that out of
the box, the technology that is generally delivered to
users is highly susceptible to attack, based on studies
t hat NSA and ot hers have done. Wen the technology is
hardened to conply with the Center's benchmarks, for al
of the known attacks that we have seen spread around the
world in the last 18 nonths, essentially adoption of the

benchmar ks woul d render the user of the benchmark i nmune

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

238
from those attacks.

But the sinple neasure of success is does it
afford you protection? Absolute protection, certainly
not, but for protection against the prevailing threats
that we know of, we have a very high degree of assurance
based on i ndependent exam nations that have been done by
ot hers, not just by the Center.

M5. GARRI SON: Are the benchmarks at | evel one
that the CI'S has available -- are they sonething that
just the ordinary consunmer can actually do, or do they
really require a lot nore technical expertise to install?

MR. REEDER: | think an individual who fancies
himor herself as an expert user could certainly adopt
them but | think we encourage fol ks to use other
products that do that.

That's one of the difficulties that we are
encountering in getting adoption at the consuner |evel,
and that's why we're placing so nuch enphasis and we're
so delighted to see products being delivered that are
al ready configured. Certainly, the typical system
adm nistrator, even if he or she is just a part-tine
systenms adm nistrator in a snmall enterprise, can
i mpl ement them

M5. GARRI SON:  Ckay.

MR. REEDER  But whether our aging parents or
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uncl es and aunts could, | doubt that they woul d.

M5. GARRI SON: | was thinking nore of soneone
who's technically challenged |ike ne.

MR. REEDER. We'Ill send soneone over to help
you.

M5. GARRI SON:  Thank you

Larry, I'd like to nove to a di scussion about
barriers to businesses in adopting these franeworks. Can
you begin the discussion?

MR CLI NTON:  Yes.

| think we've all said there's a |ot of
progress being nmade, and that's great. That's a good
news, bad news situation.

A |l ot of people say, oh, well, there's a lot of
progress being made, it's not so nuch front page now,
well let's nove on to other things. That's a problem
Success can sonetines breed over-confidence, and we
really have to watch out for that.

A second major problemis that, despite the
creativity we have spoken about previously, a |lot of
corporations still view security as a cost center, not an
opportunity. There are sonme exceptions out there, and
t hey shoul d be highlighted, but still, the typical
investnment in cyber-security is probably not what it

shoul d be, particularly the ongoing operation of things.
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W' ve al ready di scussed how i nportant that is. It is
sonething that is a problem

People are putting in security systens, but
they are not checking up on them not updating them not
updating their training, not enforcing the procedures
t hat they have.

There are al so sone market-based problens with
some conpetitiveness, notw thstanding a | ot of
cooperation we're seeing.

There are a nunber of people who are saying
that the information sharing that we believe is critical
i S being inpeded because there's a resistance to
comuni cating with your conpetitor about the problens
that you have. A lot of the structures that we have are,
frankly, built on the former econom c nodel .

We started building | SACS foll owi ng PDD63. W
said okay, let's put all the technol ogy guys together and
all the financial services guys together. Financial
servi ce has been one of the nost successful of these, but
still, we've got everybody in the old silos that now we
all kind of dismss as archaic, but those are still the
structures that we're working with. W think we probably
need sone new structures that are across industry,
international, nore cooperative, and | think we can stil

do a |l ot of work devel oping i ncentives.
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We at the Internet Security Alliance, supported
the National Strategy to Secure Cyberspace, but | don't
think that the plan is perfect.
| don't think it speaks adequately to how we're
going to have private sector incentives. | don't think
it speaks adequately to how we're going to create good
data upon which we can build an awful ot of cost-benefit
nodel s, et cetera, and these are the things that industry

is going to | ook at.

So, | think we've got a ton of work still in
front of us. W've got a nunber of barriers -- cultural,
econom c, and structural -- that need still to be broken

down, but | don't want to dimnish the work that's being
done.

M5. GARRI SON:  Wiat about the issue of
cor porate support?

| know that we've read sonme general reports
about investnments by corporations in their |T prograns,
and of the IT funds, actually it's a fairly small
percentage that, on average, goes to security itself. 1Is
t hat a pervasive problenf

MR CLINTON. Well, the first principle that we
have in our five principles is investing nore in
security. So, we think that it's certainly a problem

One of the problenms with it, which | just
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al luded to, perhaps not as cleanly as |I should have, is
that the data for what counts as security investnent is
pretty loose. Are we counting training in that, or is it
just IT technologies, is it software, et cetera? So,
it's kind of hard to really tell, even in sone of the
better studies, what the neasurenent is.

| think we need sone better nodels, starting at
t he academ c level, for that. But to get to your point,
yes, investnent is still a problem |IT investnent is a
probl em now, and we still see that in the IT sector of
t he econony, and the security portion of the IT portion
is a problem

Anot her problemis the degree of comm tnent
t hat seni or managenent has to security -- boards of
directors, CEOs, and the Ilike.

Alot of this still resides with the C O not
t he CEO and not even the chief security officer. |It's
the chief information officer.

| think we have to broaden the perspective of
security so that security becones part of the operation
of the corporation just the same way payroll is an
operation of the corporation, managenent is an operation,
human resources.

These are things that everybody in the

organi zati on needs to be focused on. That's our first
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best practice, and the first is geared to getting to
seni or nmanagenent.

| don't think we have crossed that barrier yet.
| think there are a |lot of people interested. W're
working with Technet on that. They're going to have a
bi g program com ng out.

There are a | ot of people working on this, but
that's not to say we're there yet.

M5. GARRI SON: David, do you see any barriers
from your perspective?

MR. FARES: Yes. I'Ill just expand a little bit
on what Larry said, and then | will nove to a different
focus. But, as | said, there's been a ot of work on
awar eness raising. That work on awareness raising is
begi nning to create an understanding within the business
community that security is a business enabler and not a
busi ness cost. As we nove toward that as a broader
under standi ng within the business comunity, where |
t hi nk we' re making significant progress, | think one of
the major barriers will come down.

W' ve been spending a ot of tine tal king about
| T expenditures, but IT expenditures is only one snall
el enent of a security policy, as many others have
di scussed. Training. Security is a process, and we need

to make sure that all participants understand that they
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have to not just attenpt to adopt a quick fix, but they
need to inplement a security policy that includes
reassessnent, that includes training, that's ongoing and
continuous. Finally, I've alluded to it several tines,
but I think that many other participants feel as though
security is sinply a business issue.

It's not just a business issue. Everyone has
to work to enhance security, whether it is a consuner,
government, a network operator. Everyone has to work as
an awar eness rai sing organization.

| think there needs to just be a broader
under st andi ng, consistent with the OECD gui delines, that
everyone has a role to play, and it's not just one
participant's responsibility. Once we're successful in
that, | think we will also overcone a |ot of the
barriers.

M5. GARRI SON: Laura, you work with a whole
industry that, in fact, is under a regulatory regine to
i npl enent security neasures. What is your experience as
to the barriers that nmay be inpeding the adoption of
frameworks in this area?

M5. LUNDIN: Well, | have a couple of coments.

First of all, I echo a |ot of what has been
sai d anongst the panelists about the necessary change in

cul ture needed on behalf of the product manufacturers and
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the service providers to actually build in that security
and the need to value security as nuch as the business
functionality that conmes in a product or the processing
capabilities on behalf of a service provider.

So, | think the need to value security is stil
a primary inpedinent to adoption of sonme of these
f ramewor ks.

On the other hand, it's also very difficult, I
guess taking the stance froman organi zation that tries
to create these frameworks, to strike a balance. You try
and be high-level enough so that it is a flexible
framework. You can't be too prescriptive within the
context of risk managenent.

Various situations are going to require
different types and | evels of risk managenent. So, you
have to account for that, and you have to nmaintain that
flexibility within your franmeworks.

On the other hand, if you get to too high a
| evel, people don't have that understanding, and there's
certainly a |l earning curve.

A lot of the regulatory regine that's conme down
on behalf of the financial regulators was very broad-
brush. 1t's taken several rounds of exam nations for
t hese organizations to really figure out the intent and

the level to which the regul ations cone down and then, in
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turn, how they pass that along to their service providers
or their product manufacturers.

So, again, trying to strike that balance is a
real chall enge.

M5. GARRI SON:  Frank, what about snal
busi nesses? Are there special challenges here?

MR. REEDER: Absolutely. | think one needs to
make an inportant distinction between |arge enterprises
and smal |l enterprises, which in many ways behave nore
i ke individual consuners, at least in the information
t echnol ogy market pl ace, where it's not reasonable to
expect that there is technical critical nmass within the
or gani zat i on.

It's probably the youngest person in the
or gani zati on who gets you out of trouble when sonething
goes wong, but there again, the small business is nore
reliant on buying safer products.

Certainly, education can help with respect to
managenent practices, but there's one other actor we
haven't tal ked about in this conversation, and that would
be the service provider, the VPN provider or |SP. There,
again, we need to look to that sector to build nore
security and privacy technology into the offerings that
t hey provide, sinply because it's not reasonable to

expect individual consunmers or small businesses, apart
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fromthe cost question, sinply to spend the energy. It's
not a question of being smart enough but of being able to
spend the energy to nmake the technical judgenents that
t hey have to make.

M5. GARRI SON: Laura Berger, | knowit's a
little early to do an eval uation, because the Safeguards
Rul e just went into effect, but are there speci al
barriers or issues that you' ve beconme aware of in this
short period of tinme?

M5. BERGER So far, sone of the panelists have
addressed these. M/ evidence is very inpressionistic,
but it is a cultural issue, and change is kind of slow

We've had neetings with lots of industry
representatives, and w thout picking on anyone by
identifying them |'ve net with large groups where their
nmessage has been we just don't think of ourselves this
way, and | think that it's going to take tinme before
people start to think of thenselves this way.

And to echo what Laura Lundin was saying, as
wel |, the standards that the agencies put forward are
fairly general. | think it takes tine to translate those
into specific practices and to figure out what works over
time. Building on what Frank was saying as to service
providers, there is a requirenent in the Safeguards Rule

-- and this is just one exanple of one of the many
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changes that's got to conme about and really get
stream i ned through practice.

There's a requirenent that financial
institutions oversee their service providers, including
by entering into contracts with them At this point, |
think one of the barriers that 1'"mseeing is there's not
yet a stream ined process for how that's supposed to
happen. We've been concerned about this all along and
really tried to anticipate, but we have, for exanple,
smal | busi nesses saying, well, what kind of agreenent
should | enter into wth nmy data processor? Sone of this
eventually is going to have to conme fromthe service
provi ders.

They're going to have to start off with built-
in security guarantees to their financial institutions so
that these things won't be negotiated in an inefficient
way .

| already said that we're trying to get at this
t hrough educati on and through outreach to the industry.
We're al so working to educate consuners and rai se
awar eness and demand to help bring about the cul tural
change that will make businesses see it in their interest
to provide security.

One of the nice publications available on the

table -- and | can honestly say one of the feww th col or
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illustrations that's available to you, is our Internet
security initiative publication featuring Dewey the
turtle. It's our big consunmer ed piece tal king about
what consuners need to do to stay safe online. | point
smal | er businesses to it at tines to say this is what's
appropriate for you, because, as Frank was saying, you're
a lot nore like an individual consunmer. The rule is
adaptabl e to your situation, and you can | ook at these
ki nds of neasures to address your needs.

So, I"'mseeing a lot of need to synthesize
t hese broad standards into streanlined practices that
busi nesses can keep a handl e on.

M5. GARRI SON:  So, the common consensus here is
that we need to figure out ways to translate these
principles into practices, and we've already started
tal ki ng about some incentives.

| know, Larry, you've already nentioned sone.
Do you want to quickly summari ze sone of the incentives
that you see in the marketpl ace or el sewhere to adopt
t hese frameworks?

MR CLINTON. Well, | think we've already
probably hit on nost of them

W try to | ower business costs.

So, if you'll adopt best practices, you'll get

| ess i nsurance cost.
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If you do training, we'll get you discounts.

We're very supportive of the Visa program and
we try to encourage that sort of thing with our other
menber conpani es.

| think one of the things that’s been all uded
to here is that those corporations with -- | use this
termin quotes, an advisory -- "market power" can use
that ability to inprove security in their own enlightened
sel f-interest.

VWaile I'"msure that, in Visa's case, Nortel's
case, and a bunch of other cases, it was done out of an
awar eness of security and the public good, |I'msure there
was al so a recognition that an insecure network is
economcally threatening to the corporation.

| think that a whole |ot of corporations still
need to enbrace that and insist that, if you are going to
be our vendor, if you are going to be our supplier, if
you are going to be our custoner, we need for you to
adopt this system of security, because the Internet is an
i nterwoven network of networks, as everybody in this room
knows, and a threat to one is a threat to all.

| think there's a lot nore creativity that we
t hi nk can happen, but as | say, we really need to work on
a new par adi gm

The ol d regul atory paradi gm probably doesn't
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fit this one.

We need to be a little nore creative. | think
there's a lot of creative ideas out there, but I'msure
we haven't exhausted the market on them

M5. GARRISON: This, | think, plays into Mark
and what you've been doing in your CISP principles,
because fromwhat | have heard it sounds as though
brandi ng and consuner confidence were drivers in adoption
here. Do you want to speak a little bit about that?

MR. MacCARTHY: | think the major points have
al ready been nade.

You know, security is a large topic that
crosses a lot of different industries. So, | can only
real ly speak about the incentives that Visa m ght have
had for doing what it did, and it's only in the area of
keepi ng card-holder information safe and secure. But
there may be ways in which you could generalize our
experience to other conpanies, as well.

When we | ooked at the Internet several years
ago, we saw some concerns about the security of online
shoppi ng.

We saw security as a major threat to the
devel opmrent to that channel of commerce, and we saw it as
a potential brand problemfor Visa, being associated with

an insecure nethod of paynment. For all those reasons, we

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

252
decided to step forward and make our program not just a
set of “we hope you do this kind of practices” but
requi renents for actually taking a Visa card.

At the tinme that this was first being
i ntroduced, there were a | arge nunber of Internet hacking
incidents, there was |large publicity about them and so,
we got a pretty receptive audience initially, because
peopl e realized that what we were putting forward were
ways in which they could then turn around and protect
t hensel ves agai nst a business threatening possibility.

The bi ggest troubles we ran into were when we
insisted on audits, when it wasn't just us saying we want
you to prove that you're doing the right sort of thing
not to Visa but to independent outside security
assessors.

A |l ot of conpanies would say, well, we do it
oursel ves, we already know how to do this, why do we have
to go out and prove it with an external assessnment? W
had a | ot of discussions in that area, and | think we've
gotten over that hunp.

A lot of people realize that, in this
ci rcunstance, you can't take people's words for it when
they're repositories of very, very large anmounts of card-
hol der i nformation.

So, that's the way our program has devel oped so
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far.

M5. GARRI SON:  Fran, we've heard Frank speak
earlier about the shift in thinking fromthe product
devel opers who are now seeing security as a feature
rather than a cost.

Do you have any experience on return on
i nvestment, because that clearly seens to be an inportant
driver here for corporations.

M5. MAIER. W' re always | ooking for ways to
hel p a conpany not just talk the talk but to walk the
wal k and really have the real commtnent to privacy.

What we have found, while we m ght be very successfu

with the chief privacy officer or the risk manager or the
general counsel, legal counsel, and they believe that
havi ng sound privacy practices and the seal program nmakes
sense, it's the marketing people and the people who are
driving the revenue that we want to try and convi nce.

And we're undergoing a lot of different studies
to try and figure out the pay-back for privacy or for the
seal program ['ll talk about one |I think you' Il be
hearing nore about in the future, about a little conpany
called Big Dates.

They're not a dating service. They do
anni versary-related kinds of things -- birthday party,

rem nder service -- and they sent out, randomy, 80,000
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e-mails. 50 percent of them had the TRUSTe seal at the
bottom sayi ng we protect your privacy. They had the seal
linked to the privacy statenent.

Wel |, the conmpany saw a 40-percent increase in
the join rate and the click-through rate, and that's
pretty remarkabl e.

Now, that's not a well-known brand, but | think
it shows that the consuner recogni zes TRUSTe. Overall,
we're talking to a nunber of conpanies who are joining
our programto do testing. Wsat's inportant about that
is that it's going to put even nore enphasis on having
the right progranms and the right enforcenent and the
right strength behind the seal, because if it neans that
much, then it really has to deliver both for the consuner
as well as for the organization.

M5. GARRI SON:  Mark, you nentioned earlier
about accountability. That also seens to be a conmon
theme that's popping up fromvarious panelists.

Can you talk nore specifically about how
conpanies in the Visa systemare held accountable for
conplying with the CI SP principles?

MR. MacCARTHY: It's indirect. Visa is an
association of financial institutions. So, we have no
direct relationship with Internet nerchants or processors

or web hosting conpani es.
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So, the nechani smwe use to make sure that
t hese requirenents nove out into the marketplace is
t hrough requirenments we put on the banks that work with
the Internet nmerchants.

If there's a problemw th a particul ar merchant
where they haven't fulfilled the requirenents of the CI SP
program then ultimately a fine goes on to the bank that
works with that particular merchant, and that merchant
bank then noves that penalty on to the merchant.

Utimately, the way of enforcing the nechani sm
i s through continued nenbership in the Visa system |It's
clearly possible to make sure that merchants aren't
permtted to use Visa cards. W enforce that, as | say,

t hrough the systemof financial institutions that are
part of the Visa system

M5. GARRI SON:  And have you al ready taken
action, either fines or other types of action?

MR. MacCARTHY: We've had a mmj or processor who
did not live up to the responsibilities that it had under
the system We fined them $500,000. They're under
suspensi on right now.

M5. GARRI SON:  That nust have served as a wake-
up call to everyone el se who participates, too.

MR. MacCARTHY: It catches people attention at

hi gh | evel s.
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M5. GARRI SON: Yes, | should think so

Frank, do you have anything nore to add about
accountability? How do we get there?

MR. REEDER  Accountability is tough, and I
guess all accountability ultimately occurs in the
mar ket pl ace. | would also argue for it -- and here |I'm
echoi ng what Mark has al ready said -- through i ndependent
audit. We, again, also haven't tal ked about the audit
community, but they're a part of the assurance network
that ultimately goes to fundanental questions that are
bei ng addressed by things |ike Sarbanes- Oxl ey.

| would like to be mldly contrary on one snal
poi nt .

M5. GARRI SON:  You have the privilege to do so

MR. REEDER: Thank you. Lest this sound like a
chor us.

It's probably true that we're not spending
enough on security, but | think, as Larry said, quite
correctly, we haven't the vaguest idea, because we don't
know what we're neasuring.

Starting with the fact that devel opi ng good
software is essential to good security and the ability to
provi de the privacy assurances. |'msure nobody is
counting that in their security budget, so | sinply don't

know how one neasures that. Probably the deltas are
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meani ngf ul assum ng that people are consistently
measuring. At |east we can see change fromyear to year,
even if the base nunber is nush

But | think it's even nore inportant that the
noney we're spending, we're spending badly. Again, what
you are hearing fromthis panel and | think the nessage
that needs to go out is the way you start a good security
programis not to hire a very expensive consultant, with
apol ogies to the very expensive consultants who may be in
this room to do a zero based risk assessnent when we
al ready know that there is a set of baseline practices
that you ought to be inplenenting and auditing yourself
agai nst and then | ooking at whether there's differential
ri sk, whether you are unique within your industry or
sector and ought to be doing sonething beyond the
basel i ne.

But we've got it exactly wong. There are a
| ot of people making very good noney -- unfortunately,
"' m not anong them-- who are selling the sane snake oi
over and over again, rather than pronoting the adoption
of know edge that is already in existence and that is
avai |l abl e rel atively inexpensively.

Most of the things we're tal king about here are
not expensive, and so, | would argue that the problemis

not noney. It may well be how it's being spent.
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M5. GARRISON: On that high note, we'll open it
up to questions.

| s the m crophone working? It is now Ckay.

Bri an.

QUESTI ON: Brian Treddick from Ernst & Young.

| just wanted to call to the attention of the
Comm ssion and the participants in the workshop the
American Institute of Certified Public Accountants and
t he Canadi an Institute of Chartered Accountants rel eased
yest erday anot her framework, enterprise privacy
framewor k, after about a year-and-a-half of devel opnent,
friends and famly review period over the wnter.

It's open for a three-nonth cycle of review --
June, July, August. W’'re hoping to get comments from
everyone to nake it stand out as what we'd consider in
the industry as established criteria.

The goal is to allow a conpany to assess and
align its practices around the handling of personal
information or allow a public accountant, a CPA, an
auditing firm to come in and audit sone set of systens
and processes around it.

So, it's available for download, and if you
have any questions, |I'Il be around for the rest of the
afternoon. | can answer those then.

M5. GARRI SON:  Thank you very nuch, Brian.
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Yes. Go ahead and state your nane, please.

QUESTI ON: Thanks. M nane is Allen Wlcox. |
wor k for the Vanguard G oup.

The question | have for you -- despite ny
profession's dom nant certification and professional
organi zation, it's not just information systens security,
it's information security, whether it's in a Rol odex, a
baggi e, ny head, or a conputer.

How are any of these frameworks addressing non-
technical information security rather than just the
pl aces where things are stored and patched and systens
are mai ntai ned?

What about the actual information -- because
systens are just capital assets. |Is the information
itself being addressed within these franmeworks?

M5. GARRI SON: Larry?

MR. CLINTON. We agree with what you say. W
have copi es of our best practices, and we agree
conpletely with that sense.

The first thing that you' Il see in our best
practices is that you need to have a policy for
information security, not just Internet security, and in
fact, it includes physical security. Al though, frankly,
a lot of the sanme procedures still apply -- you need to

have a policy, you need to enforce the policy, you need
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to assess the policy on an ongoi ng basis, you need
eval uation -- these are all spelled out in our best
practices comment. At this very nonent |'m aggressively
trying to get people to enbrace these.

| conpletely agree with Frank's comment that
there's a lot of stuff that's pretty good that's already
out there. Wat we'd like to see is us noving away from
hey, let's wite something new. |'msure there's |lots of
new stuff that needs to be witten, but let's inplenent
what we've already got, and let's then eval uate that
systematically. Then let's rewite it and nove on. |I'm
sure that's necessary.

M5. GARRI SON: Laura, did you want to add
anything to that?

M5. BERGER  Sure.

In ny opening remarks, | nentioned that the
context of our rule takes into account all aspects of how
an organi zation deals with informati on and not just
transactions on the Internet, and that's really enbedded
in the requirenents of our rule. Just to give one
exanpl e.

In assessing its risks, a conpany has to take
into account all areas of its operation, and we spelled
out three particularly essential ones that are required.

One of those is enployee managenent and training, and
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that's been one of ny favorite ones to talk to people
about when they call with really difficult questions
about how to inplenment sone online protection and they're
just really grappling with it.

| just say, well, have you trained your
enpl oyees yet, and typically, the answer is, well, no,
but we haven't really drawn up our enpl oyee training plan
yet. So, we tried to build that into our rule.

M5. GARRI SON:  Frank?

MR, REEDER: Yes.

If I may set aside ny Center for Internet
Security role for the nonment and step back into other
personas, the whole privacy debate as we know it probably
was pronpted by a book nost of us read for different
reasons by George Owell and the revelations in the '60s
and ' 70s that technol ogy was being used in ways that we
didn't anticipate. But if you look at the |laws and
principles underlying it, there's nothing about
technology in the Code of Fair Information Practices or,
for that matter, in the Federal Privacy Act of 1974.

It's about information practices, and your
guestion is exactly right. Al of the prescriptions that
we' ve tal ked about have nothing to do with the manner in
which the information is stored and processed and

everything to do with the processes and content.
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Your question is a very healthy rem nder that a
robust privacy program and an assurance programt hat
supports that cannot stop at the boundaries of the
t echnol ogy system

M5. GARRISON: Wth that, we're concluding this
panel .

Pl ease be back at 3:15 for panel four, and |
woul d i ke to thank very much each and every paneli st
here this afternoon for their contribution to this
di scussi on.

Thank you.

(Appl ause.)

(A brief recess was taken.)

PANEL 4: Designing Technol ogies to Protect Consuner

| nf or mat i on

MR. SILVER Wl cone back, everyone, to this
session, which is not only the final panel of today but
the final panel of this pair of workshops which began in
May .

This panel will consider how to design
t echnol ogi es to protect consumer infornmation.

Are the m crophones working? Al right.

And to that end, we've gathered an inpressive
group of engineers and policy experts.

First, we have Edward Felten from Pri nceton
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