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PROCEEDI NGS

M5. LEVIN. | hope all of you have had a chance
to enjoy sonme of the delicious refreshments out front.
They were provided by sone terrific conpanies -- Contast,
Ernst & Young, Internet Security Systens, Mcrosoft, The
SANS Institute, and Trustee -- and we thank them for
providing themto us today.

Good norning, and wel cone to the second session
of the Federal Trade Conm ssion's public workshop,
Technol ogi es for Protecting Personal Information: The
Busi ness Experi ence.

Sonme of you were here a few weeks ago at our
consumner experience workshop. W |earned an awful | ot
t hrough that workshop, and I"'msure we will also learn a
great deal today.

It's been ny pleasure to work with Loretta
Garrison and Janes Silver and Jessica R ch, our assistant
director, to prepare for these workshops.

We | ook forward to having our panelists share
their expertise and insights with all of you today.

Bef ore we begin, | have just a few housekeeping
announcenents.

First, in the unlikely event of an energency,
we will be given specific instructions by our building

security officer. So, | ask you please to wait for those
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i nstructions, even though you m ght instinctively dash
for the exits.

Secondly, please wear your badges throughout
the day while attendi ng the workshop, because if you take
themoff, you' Il have to go through security again. |If
you do | eave the building, you will still have to cone
back in through security, even though you have your
badges, but we ask you please to keep them on.

And now, if you haven't already done so, please
turn off your cell phone, the ubiquitous technology in
t he room t oday.

It's nmy pleasure now to introduce Comm ssioner
Orson Swi ndl e of the Federal Trade Comm ssion.

(Appl ause.)

COWM SSI ONER SW NDLE:  Thank you, Toby.

I"'mfroma small town in south Georgia, and I'm
a Methodist. W used to note that every tine we went to
the Baptist church that the real skinflints in the
Bapti st congregation always sat in the outlier seats and
in the back, because at the Baptist church, it's
absol utely habitual, they do ask for noney.

Now, we are going to pass the plate here |later
on this afternoon, and during the next break. |If | could
encour age everybody to nove inward as nuch as we can. |

realize we're just about full here in the mddle, and
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that's great, but come onin. | think it helps the
speakers, and | think you would be able to enjoy it a
little bit nore.

Speaki ng of being fromsouth Georgia, it's very
hot in south Georgia and dry during the summer. | have
good news and bad news. The good news is the rain's
going to stop, and the bad news is that is reported to be
in Septenber. It reminds me of when I first noved to
Hawai i .

| married ny wife in Decenber of '89, and I
noved to Hawaii. January and February are the rainy
nonths in Hawaii. Having grown up in south CGeorgia, a
l[ittle town where we woul d have the occasional rain
shower, it was our challenge as kids to know whose front
porch we could run to to hop in.

We'd sprint honme from school and hide fromthe
rain and get under the trees -- this is one of those
habits you pick up as a kid. Wen | got to Hawaii, we
Iived about eight or 10 bl ocks away froma place where we
had our car fixed. | took the car down one norning right
after I1'd gotten there, and as |I'm wal ki ng back, it
starts raining, and | inmediately revert to the Caml| a,
Ceorgia, strategy of keeping dry. |'mrunning from door
stoop to door stoop and finding a tree and hiding, and

after | get about hal fway home, | | ook around and not
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anot her soul is doing this.

| mean in Hawaii, it's natural that it would
rain. So, fromthe | ook of things the past couple of
nmont hs, we're going to have to adopt the Hawai i
phi |l osophy and just ignore it and wal k through it.

| want to wel cone you today to our workshop,
Technol ogi es for Protecting Personal Information: The
Busi ness Experience. W're very pleased that you can be
here and we thank you for com ng and sharing this
di scussion with us.

Today's workshop is the second in our series
that started on May 18th, when we spent the day exam ning
t he consuner experience with technology for protecting
personal information.

| think we're in for a real treat today, since
many of the sane participants are with us again today to
share their knowl edge about how busi nesses are protecting
privacy and security.

As | often say, solving problens of privacy and
security and protecting the security of information
systens and networks will require a new way of thinking,
a culture of security.

| suggest that, to achieve the best possible
results -- not the perfect results, because they don't

exi st, but the best possible results -- we need to keep
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t he di al ogue goi ng.

We need all sides of the debate at the table
wi th us.

The FTC is pleased to facilitate that dial ogue,
and we thank you for being active participants in our
search for solutions to these very conpl ex problens.

Shocking as it may seem we in government do
not have all the answers.

Al'l of us -- you, the governnent, regulators,
busi nesses, Congress -- we nust all keep working together
to pronote market-based solutions as rational and
effective alternatives to nore and nore gover nnent
regul ations that are too often characterized by having
t roubl esonme, uni ntended, and ineffective consequences on
innovation. | believe this to be the best path to
follow, and we really do need your help to nmake the
j our ney.

| see a nunber of ny old friends at the table
up here, led by Joe Al hadeff. They're raring to go. But
before | give themcontrol of our first discussion panel,
| have the pleasure of introducing Nuala O Connor Kelly,
the chief privacy officer at the Department of Honel and
Security.

Before joining DHS, Nuala was the Chief Counse

for Technology in the Comrerce Departnment. Prior to
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that, Nuala was the chief privacy officer for
Doubl ed i ck

So, having a | ong experience working with the
FTC, she knows about difficult duties. She's wllingly
taken on one of the toughest jobs in governnent,
certainly in this town.

We're glad she's with us this norning to give
us the view fromthe DHS perspective, if she can figure
out exactly what DHS is.

She is a dear friend, she's a delightful
person, she's beautiful, and she's up to the chall enge.

Nual a, pl ease conme and enlighten us.

Thank you.

(Appl ause.)

M5. KELLY: Well, good norning, and thank you,
Orson, for your warm wel cone.

| think it's well-known that | amthe chi ef
menber of the Orson Swindle fan club. | have | ong been
one of Orson's many admirers, and I'mthrilled to be here
at his request today. |It's ny great pleasure to be with
all of you today for this inportant discussion of the
busi ness experience of devel opi ng and using technol ogi es
to protect personal information. 1'd also like to
recogni ze the entire FTC team whi ch under Chairman Miris'

| eadershi p has becone a | eader not only in enforcenent
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activities on security and privacy but also which, as an
organi zati on, has been a thought |eader on the issues
confronting both consuners and industry in cyberspace.

|'ve had the privilege of working with the FTC
staff, as Orson nentioned, both on the opposite side of
the table and also on the sane side of the table, and I
must confess, | nuch prefer to be on the sane side. But
ei ther way, |'m always inpressed by the depth of
know edge and the commtnent that the Comm ssion's team
has brought to both of these issues of privacy and
security for industry.

I'd like to thank Orson not only personally but
on behalf of those of us who share in the
adm nistration's vision and goals on privacy and
security, and Orson, as many of you know, has been a
tirel ess advocate of conmon sense practical approaches to
privacy and security.

H s work in cajoling, encouraging, and even
brow beating i ndustry when necessary -- those of us in
the privacy and security community are very grateful for
that work. It has served to open a dial ogue between
i ndustry and consuners and enrich both public policy and
i ndustry space.

Many of you, |'msure, know of Orson's work as

an anbassador for the United States and as an em ssary
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for Arerica. He travels endlessly around the world to
represent the United States in conversations, in
negoti ati ons, in debates over the evolution of privacy
and security protocols. He's often the |one voice for
the United States, and when | am | ucky enough to join
him I'm always inpressed by the grace and el oquence he
brings to bear on behalf of the United States and her
citizens.

But we should al so take a nonent to thank both
Toby Levin and Dan Caprio for their work on this workshop
and the many ot her conversations that have happened and
continue to happen with industry and the advocacy
community. W are very grateful for their work.

And I'"mgrateful, also, for the opportunity to

talk with you this norning.

As Orson nentioned, | have a new job. Many of
you know about it. It's a newjob with a fairly |arge
organi zation -- not a business organi zation but one with

an inportant governnmental mssion, to protect the people
and the places of our honeland. | can think of few nore
i nportant tasks for the Federal Government or any federal
government to engage in than to keep a country and its
citizens safe.

" mtrenmendously honored and hunbled to be part

of that mssion, and as it's constantly pointed out to ne
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by famly and friends, this is al nost an inpossible
mssion -- to protect mllions of people, thousands of
m |l es of border, hundreds of airports and seaports and
other ports of entry. But, as was pointed out to ne
recently by ny boss, the m ssion of the Departnent of
Honel and Security is not only to protect the people and
t he places of our country.

Fully central to the m ssion of this departnent
is to protect the liberties and the way of life that have
made this country a synbol of freedom and of opportunity
for people around the world.

Bot h Governor Ridge and Deputy Secretary
Engl and have consistently articulated within the
organi zation their belief that the dignity of the
individual is central to our vision of successfully
achieving the m ssion of protecting the honeland. So,
whi | e saf eguardi ng the people and pl aces of our country,
we nust al so safeguard the lives and |iberties, the
dignity, the uniqueness, and the privacy of the
i ndi vi dual .

The protection of privacy is neither an adjunct
nor an antithesis to the m ssion of our departnent.
Privacy protection is central to the core of our m ssion.

But honmel and security cannot sinply be the

domai n of one Federal agency, large in nunbers though it
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may be. The defense of our honeland is a part of all of
our m ssion as governnent servants, as individual
citizens, and as corporate actors.

As both Conm ssioner Swi ndle and ny fornmer
boss, Commerce Secretary Don Evans, have said on nunerous
occasi ons, corporate Anerica can and should be playing a
role in creating a culture of security, that it is part
of everyone's civic duty, as well as sinply good
managenent of your businesses. | will take that even a
step further. W nust |everage good old American
ingenuity towards creating a culture of security and a
culture of privacy in the devel opnment of our corporate
and governnental resources, both in our technol ogical
systemand in the richness of our policy debate.

And so, | ask for your partnership and your
| eadershi p as we devel op together technol ogi es that
achi eve whatever our m ssions may be, whether it's
selling widgets in Wchita, providing nortgages in
Mont ana, or securing borders near Buffalo. Let us be
cogni zant that building privacy and security into systens
is essential, as these systens are increasingly the
backbone of this country.

A recent report said that al nost 90 percent of
the critical infrastructures of the United States are in

private hands. W need those hands to be custodi ans of
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the public trust, just as we need our governnment entities
to uphold this public trust.

Many of you in the roomrepresent industry
sectors that deal with personal information in one form
or another. Achieving good customer services, in many
cases, requires, even demands that your conpani es know
how to best serve their custonmers by know ng who their
custoners are. But good privacy and security practices
further demand that you serve your custonmers responsibly
and with respect for the sanctity of their personal data.

Simlarly, achieving our mssion at the
Honel and Security Departnent will require the use of
personal information about citizens and non-citizens
alike. Qur challenge at the departnment is to ensure that
such data is used only in a manner that is |imted,
respectful, and responsible.

Havi ng partners in the private sector who can
bot h denonstrate and demand the responsi bl e treatnent of
data, both by thenselves and by their government, is
essential to our successfully achieving the departnent's
goal s.

It has been said that the departnent is
engagi ng i n unprecedented uses of technol ogy to achieve
its mssion.

This is said by people who are both happy about
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this and unhappy about this. As a forner nenber of the
technol ogy sector, while I'"mcertainly very pleased to
see technol ogy | everaged and used and |I'mincreasingly
confident it will be used wi sely over tine, the
departnment nmust seek to | everage the best, the nost
efficient, and the nost cost-effective tools to achieve
our mssion. The departnent nust seek to be agile,
perhaps nore agile than one would ordinarily expect from
a governnment organization of 180,000 people, but such
agility is required for the war on terrorism

And in this mssion of securing our honel and
with speed, with effectiveness, with agility, we mnust
| everage the brilliance of our private sector's
technol ogi cal prowess. W nust also |learn from and
| everage the private sector's awareness of the inportance
of both privacy and security and their willingness to
enbed these val ues into new technol ogi es.

It is certainly an inportant challenge to
achi eve security, which we need to flourish as a country,
as an econony, as a community, while sinmultaneously
protecting the rights and the privacy of the individual.
But | amconfident that we wll have your help in this
m ssion, and there is nore than one way to serve and to
engage.

Beyond bui | di ng good and secure and respectful
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systens that allow the country to grow and al |l ow your
enterprises to grow, we nust al so engage responsi bly and
civilly in the debate over how best to achieve security
for these systens and for our country, while stil
protecting individual privacy.

In fact, our ability to have this free and open
debate is a direct result of the freedons which are the
bedrock of our society and which we seek to protect.

Qur willingness to engage in this conversation
is again a sign of support and respect for our country,
our coll eagues, and our citizens, and | want to recognize
each of you who are present today and who w ||
participate on the various panels, people |ike Larry
Ponenon of the Ponenon Institute -- I'msure you'll be
hearing frequently in the future about Larry's recent
ground- br eaki ng benchmark study that anal yzes trust
i ssues relating to how organizations collect, use, and
mai nt ai n dat a.

The privacy trust survey provides information
to industry and to governnment on the conparison of
i ndi vidual s' trust.

And people like Gary C ayton, whose Privacy
Counci | has worked assiduously to create bridges and open
I ines of conmuni cati on anong governnent, industry, and

advocacy communiti es.
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And of course, thinkers |ike Marty Abrans,
whose work on identity and notice and pattern anal ysis
has been instrunental in devel opi ng governnental and
i ndustry awar eness of these issues.

W' ve got representatives of our nmany corporate
| eaders -- IBMand Dell and Oracle and Visa and nore --
and, inportantly, we have representatives of the advocacy
and policy comunities -- people like Ari Schwartz of CDT
-- whose organi zations play a crucial role in
representing the interests of the individual in these
di scussions on the use of personal information.

So, | challenge each of you today to question
the limtations of technol ogies, as well as laud the
opportunities, and to remain vigilant to what we're now
calling -- and here |I give Marc Rotenberg of EPIC sone
credit -- PAT, the need to integrate people, policy,
practices, and procedures with technol ogy towards our
goal of respecting the sanctity of the individual.

| encourage you to think beyond the ordinary
f ramewor k.

There has been nuch conventional w sdom about
privacy and security that has been nore convention that
it has been w sdom

Privacy and security are not an either/or

proposi tion.
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Those who seek to make this country secure need
not be heedl ess of privacy, and those who seek to ensure
privacy do not necessarily seek to make this country | ess
secure.

Let us renenber and |let us heed Franklin's
words that those who woul d give up essential liberty to
purchase a little tenporary safety deserve neither
liberty nor safety. Let us strive to deserve both.

Thank you.

(Appl ause.)

PANEL 1: The Process of Protecting Consumer |nformation:

Creating a Business Plan Using a Hypothetical

M5. LEVIN. Thank you, Nuala, for your remarks.
They're very inspiring.

| just have a couple of other announcenents
before we get on with our first panel.

First, in your folders are the bios of the
peopl e that you'll be hearing fromtoday, so our
i ntroductions are going to be very brief.

There are al so hand-outs for the slide
presentations, at |east nost of them so you'll be able
to take them hone and not have to worry about jotting
down | ots of notes during the panels thensel ves.

Al of this will be posted on our website,

ftc.gov/techworkshop, so that you'll be able to view the
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other slides that were not in your hand-outs today and
actually see the slides fromthe previous workshop, as
wel | .

You will also find informati on on the website
about purchasi ng vi deotapes of the two sessions, and
later this nonth, we will have the transcripts of the
sessi ons post ed.

So, we don't want all the valuable information
bei ng presented today to evaporate in cyberspace. W
want it to be there for you in the future.

For those of you who'd like to add to the
record of the workshop, information about providing
witten comments on the topics of either workshop session
is on the website, and the final deadline to submt
comments i s June 20th.

There will be a brief five-mnute question-and-
answer period prior to the end of each panel, and if
you'd i ke to address a question to the panel, we ask you
to line up behind the m crophone, which will be in the
back of the center aisle.

So, we're ready to begin.

Panel one brings together sonme of the |eading
privacy and security experts in the country to give you a
glinpse, an inside glinpse of how we go about creating a

busi ness plan to manage privacy and the rol e technol ogy
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can play in that plan.

Let nme first introduce ny co-noderator, Joe
Al hadeff, chief privacy officer for Oracle Corporation
and then to ny left, Gary O ayton, chairman of Privacy
Council, Incorporated; Stephen M Paroby, global director
of markets for technology and security risk services of
Ernst & Young; Steven Adler, market manager of |BM Tivoli
Security & Privacy Software; David Chaum a security
expert and consultant, cryptographer and inventor of
el ectroni c cash; Susan G ant, vice president for public
policy at the National Consuners League; Richard Purcell,
CEO of Corporate Privacy G oup; and Larry Ponenon,
chai rman of the Ponenon Institute.

Bef ore we | aunch into our hypotheti cal
di scussion, we're going to | earn about what businesses
are currently doing to nanage privacy, and Larry Ponenon
wi Il open our panel with a presentation of his 2003
benchmark study on corporate privacy and data protection
practi ces.

Thanks, Larry.

MR. PONEMON:  Good norni ng.

What I'd like to do is to talk very, very
briefly about a study that has just been conpleted. |It's
a benchmar ki ng study of corporate privacy practices.

| think Toby is going to hold ne to a real
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ti ght deadline, because if you know nme, you know that |
like to tal k and al ways go over on speeches |ike this.
So, I will just touch upon the major findings of this
research, and at your leisure, if you want to contact ne,
if you want nore information, we could have private one-
t 0-one conversati ons.

| wll not bore you with all of the statistical
details, but it's a very interesting study. O course,
' m bi ased.

Let me just start off with some general
reactions. You know, one picture is worth 1,000 words,
and one general reaction is worth 1,000 pictures, and
these are sone of the coments that were provided to ne,
and these were not recorded on the survey instrunent.

O course, I'll start off wth the nost
positive. “This survey was amazingly useful. It hel ped
me to see all the activities that we aren't doi ng now
very well.” And that's ny nother. She wote that one.
| " m bei ng honest.

“Frankly, Dr. Ponenon, after conpleting the
instrument, | was enbarrassed to submt because of al
the ‘no’ and ‘unsure’ responses.” That was an honest
response.

Nunber three. “l1 make no guarantees about the

quality of the enclosed responses. It was conpleted by
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nmy boss, and he is likely to have been wearing a pretty
big halo when editing nmy work.”

kay.

And “Larry, | like the survey very nuch, but |
don't really think all this research will nmake a
difference. The only neasure that is respected around
here is return on investnment. |Is there an RO for
privacy? |If so, tell me about it soon, because |I'm
dr owni ng.”

These are real commrents.

Four basic questi ons.

When you do research, before you start the
project and you're trying to be objective about your
wor k, you are really asking these basic essenti al
guesti ons:

VWhat are you trying to acconplish? And in
particul ar, what are |eading conpanies doing today to
ensure adequate conpliance?

s there a common set of business practices
enpl oyed by | eadi ng conpani es to ensure reasonabl e
protection and controls over personal information?

Are there apparent gaps in privacy and data
protection activities that may create sone
vul nerabilities for conpanies?

And then last, and certainly not |east fromthe

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

24
FTC s perspective, do corporate privacy and data
protection practices vary across industry sectors, and if
so, perhaps there's an influence of regulation, or the
| ack thereof.

Now, again, | prom sed sone caveats. Before we
get into the findings, the focus is on description. This
is not normative research. W're not testing specific
hypot heses. It is based on a small, non-random
representative sanple of conpani es.

So, to the extent that conpanies participated,
you can assune that these are probably conpanies with
nore mature privacy prograns.

There is an enrollnment bias. W believe that
| arger conpanies will probably have a better privacy and
data programthan smaller or younger conpani es, and
unmeasur ed organi zational factors -- and they are many
and too nunmerous to nention right now -- that may explain
di ff erences across conpani es.

The hal o issue is always an issue in research
of this kind. So, there is the possibility that this
self-reported data is just overly positive, and doesn't
reflect reality.

Now, a little bit about the instrunent.

Many of you have seen the instrunent, and

again, if you're interested in seeing all of this
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gruesone detail, I wll make it available to you. 1It's
in the public domain, and this was work done in
col l aboration with the International Association of
Privacy Professionals, the | APP. So, the benchmark
survey was devel oped and refined with a | earned group of
experts, 11 corporations and one Federal agency, and
these are CPGs or senior executives representing privacy.

The instrunent was organi zed into eight core
areas representing, actually, 108 different topics. So,
there are 108 topics organized into eight areas. You
m ght actually think about it generally as issues that
chief privacy officers face or the business processes
that they're trying to nmanage, such as policy,
communi cation and training, privacy nmanagenent, even data
security, conpliance and nonitoring, choice and consent,
gl obal standards, and probably I ast and certainly not
| east, redress and enforcenent.

Met hods were survey driven, but in many cases,
we decided to do diagnostic interviews to |learn nore.
Sonetimes the responses were sorely inconplete and the
only way to get to the neaty data was to talk to peopl e,
but we did prom se confidentiality. So, unless soneone
reveal ed the name of the organization, we could not have
t hat one-to-one dial ogue, but in many cases we did.

The final survey was distributed at the | APP
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annual summt in February. W received 111 total
conpl eted surveys, of which we rejected four because
there were internal inconsistencies. You hate throw ng
away research as valuable as this, but we just felt it
was lowreliability. W got rid of them

So, we had 107, and of the 107, one of the
guestions we asked, are you a small conpany, that is with
a head count of less than 5,000, or a |arge conpany, and
t hat one vari abl e expl ai ned probably 60 percent of the
variation in privacy practices.

So, we decided for this research to do two
studies. W're going to do a small conmpany study and a
| ar ger conpany study, and we are now reporting today on
the | arger conpany results.

An illustration of the survey instrunent itself
-- we try to limt responses to "yes/no." If you
couldn't respond "yes," or you couldn't respond "no," you
had "unsure.” If you couldn’'t respond "unsure," you
could |l eave it blank, and there were places for noting
exceptions. So, there were many exceptions.

The primary dependent variable of analysis is
sonmething that we refer to as a percent positive
response. It's the percentage of "yes" responses, "yes"
denoting sonmething that is good, "no" denoting sonething

that may not be that good, and there were reverse-scored
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itens, so "yes" is really a positive response. It's not
al ways the "yes" response to the survey.

I ndustry classification. Because we're dealing
with 55 [ arger conpani es, many of which are Fortune 500
or d obal 1000 conpanies, we did not cover the waterfront
of industry.

The | argest industry concentration is financial
servi ces.

We grouped heal th and pharnmaceuti cal s toget her,
and for those people who are in the pharmaceuticals
i ndustry, please do not throw anything at ne, because |
understand that that's not true. Pharnmaceuticals is
manuf acturing, but it also covers sone major health care
i ssues, so they are grouped together.

We have consuner products, manufacturing,
retail, telecom the autonobile industry and a
transportation conpany, technology, and other. O her
i ncl udes one Federal agency.

Now, the results.

Based on that percentage of "yes" response,
conpani es are doi ng probably nore around the privacy
policy than any of the other categories.

That's a good fact.

The bad fact is redress and enforcenment is not

being attended to very well.
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Data security, privacy managenent,
comuni cations, and training -- the conpliance-oriented
activities -- are taking the |ead.

| ssues |ike preference managenent, where
there's 41 percent of conpliance, or of percentage "yes"
response. Attending to global standards, because all of
t hese conpani es, save one Federal agency, deal with the
international regulatory issue, not just the Federal or
state regulatory issues, and gl obal standards is not a
high priority right now.

Now, industries vary, and this is interesting,
and this m ght suggest, if you are pro-regulation, that
regul ati ons make a difference, and you will see that
financial services do better in terns of the percentage
"yes" than other industries.

Well, don't get too excited, because health
care and pharmaceuticals, which sone would argue is
subject to even nore regulation, is at a very |low | evel
of conpliance.

Unfortunately, one cannot concl ude that
regul ations are playing a big part, and the fact that you
have a 64-percent conpliance rate may not suggest that
conpani es are doing very well even in financial services.

Al so, the autonotive industry, for sone unknown

reason, seens to be stepping up to the plate in terns of
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basi ¢ bl ocki ng and tackl i ng.

So, of any industry group that seens to be pro-
actively managing this thing, it's probably autonotive,
but keep in mnd, the big autonotive conpanies also are
financi al service conpani es.

Now, |'mgoing to rush, because | feel the

pressure to get to the panel.

Key findings -- I"mnot going to go through al
of these, but on the positive and negative side -- and
these are just exanples. | say key findings, but these

are exanple findings. There are many, many nore in each
of these categories.

Al nost all of the conmpanies have a privacy
policy, and the majority of conpanies get approval at the
CEO and seni or managenent |evel, and there are forma
controls over revisions to that policy. There does seem
to be an alignnment between the policy for privacy and the
et hi cal conduct policy, which we think is a good thing.

There's al so a separate policy for enpl oyees.

On the negative side, the policy doesn't seem
to be aligned with major stakehol ders. No one ever talks
to the consumer or the custoner or the policy holder or
the person that you're trying to protect. There seens to
be a real gap. W think we know what they want, but

there's no evidence to suggest conpanies do research in

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

30
this area. They do a |ot of marketing research but no
research on this issue of what consuners want.

Policies are still way too conplicated. |If you
use the eighth-grade reading level, this is at the 29th-
grade reading level in sone cases. But it's very, very
conplicated, and people just don't understand it.

There's also very limted disclosure. Unless
you're require to have a notice, nost of the disclosure
m ght be web-based di scl osure.

On conmuni cations and training -- well, good
news -- there’'s w despread conmunication of privacy
policies to enpl oyees, nice outreach. That's good.
Policies are shared with business partners. Good deal.
There’ s wi despread communi cation of policies to custoners
and even consuners. Good thing.

On the negative side, very, very few
organi zati ons open up their conpliance programto key
busi ness partners.

There is no privacy awareness activity in nost
cases to custoners, no nmandatory -- underscore this word
-- mandatory -- or very limted nandatory privacy
training for enployees.

No conputer -- very limted conputer-based
training activity -- and you would think that's the

greatest way of educating people, a | owcost way of doing
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Do not report training results to senior
executives of the board, which is a surrogate for
accountability. Don't even neasure effectiveness --
you're going to spend mllions of dollars. You want to
know if there is an RO, and a | ot of conpanies aren't
real ly nmeasuring effectiveness at this point.

Key findings on privacy managenent: Probably
the nost positive of positives is that the managenent of
privacy is not that departnment off to the corner and no
one knows what they do. Rather it's a cross-functional
team and that is the right way to nmanage privacy, in ny
opi nion. That's good.

Privacy commttees have formal responsibilities
and a charter. Very good.

Busi ness partners nust conply. At |east,
people tell us that in the survey. This may be a halo
effect, but they nust conply with the privacy policy.

Wel |, the nunber one negative in this category
is 52 percent believe there is a serious, serious |lack of
resources to achieve privacy goals. |If there is one
i ssue that was comunicated to me off the record, that
was the off-the-record comment that we can't get our job
done without a budget, and we just don't have any.

Privacy is not inportant to executives for
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brand or marketplace image. This is the perception of
the CPO Yet when | talk to marketing executives, they
do believe that privacy is inportant and it's a way of
engendering trust. There's a workshop on the 18th that's
going to get at the value proposition to privacy, and |
think this is one of the issues that we need to discuss.

There doesn't seemto be a direct reporting
rel ationship to the CEO or senior |eadership. Although
CEQ s are involved, it's not a direct involvenent.

Remenber | said we will hold our business
partners to our privacy policy? Good fact. How do you
do it if you don't nonitor, okay? Forty-five percent of
the conpanies are not nonitoring it. At |least they tel
us -- this is with the halo -- that they're not
noni toring those policies. And very few organi zations
actual ly conduct independent privacy audits, which we
t hink are good. |[|'m sonmewhat bi ased, having been a
privacy auditor.

Key findings on data security -- and |I'm goi ng
to go through these very quickly, Toby.

Posi ti ves:

On the positive side, conpanies are actually
trying to take stock and inventories of their personal
dat a.

Here's an interesting fact. There is an
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eval uati on of new software applications. As they are
entered into production, conpanies are at |east |ooking
at sone of the privacy and data protection issues.

And perineter controls -- data security, at
| east over consuner-centric data, seens to be pretty
good, and enpl oyee data, as well.

The i ssue of honoring consuner preferences --
66 percent don't have a mechani smfor doing that, and
actually, Steve, you'll talk about I1BM but tools |like
that could actually nmake a big difference.

No integration of information security with
privacy initiatives.

You would think that these are hand-in-gl ove
concepts, but many conpanies still operate these two in
si | os.

Lack of control over IT. For exanple, basic
i ssues -- who controls website domai ns?

| can't tell you how many conpani es said, |
know there are websites out there with our conpany nane
onit, and | don't know about them and |I know it's going
to get us into trouble.

W despread use of our favorite thing, the
Soci al Security nunber, still exists as a primary form of
identification and maybe even aut henti cati on.

Low use of privacy-enabling technol ogies. Wat
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was interesting about that is conpanies are really
interested, but they don't have the resources right now.
So, CEO s need to step up to the plate or we have to do a
better job of explaining the RO, so people see the
val ue.

And a | ow usage of P3P.

Key findings on conpliance:

Seni or managenent support privacy conpliance
prograns. At |east they say they do have them

Privacy conpliance is viewed as a significant
regul atory concern for the conpany, and privacy and data
protection strategies are actually in place today, but
there's no crisis plan, in many cases.

Conpani es woul dn't know what to do if they were
hit on the side of the head with a two-by-four.
Unfortunately, that's reality.

They don't check things |ike marketing
canpai gns to determ ne whether those canpaigns they're
mar keting are privacy-conpliant.

They don't use internal auditing that's
avai l able to themto nonitor privacy.

And they don't conduct nock regul atory
assessnment or audits to see, if the regulator showed up
on Monday, that by Friday, when they got the opinion, it

wasn't a negative audit opinion.
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Very briefly, choice -- you notice the |ist of
positives keeps getting smaller and snaller, and
negatives actually get larger. The issue here is that
opt-in is not used, and I know it depends on the industry
sector, but it's just not used. There's no flexibility
in how consuners and custoners conmuni cate choi ce, and
this is interesting, because consuners want better ways
of telling the conpany how they want their data used and
how t hey want to be respected, and conpanies aren't doing
it or doing it well. Enployees are not given a choice
over howtheir PIl is collected and used. That's the
sl eeping tiger or giant, the enployee issue.

On the global side, we all know that eval uation
of global standards is done, but conpliance with these
aws isn’t nonitored.

Transport of data flow i ssues, new Canadi an
regul ati ons, and even the issue of safe harbor -- it's
just being ignored or it's not considered as a high
priority in many cases.

The redress area has probably the greatest gap.

For the nost part, organizations just don't
have it together here. They don't have a cl ue.

Many conpani es actually are doing it well, so |
don't want to just generalize to every organization, but

the vast majority of conpanies are just not doing a whole
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ot in this area.

Enpl oyees, for exanple, don't have a process to
resol ve concerns about their personal data. Consuners
and custoners can't access and correct their personal
data. There is no redress programfor consuners and
custoners. There is no process for enforcing privacy
violations, and that's a depressing fact.

They do not have a process for reporting
privacy conplaints to managenent, and that is interesting
because state |aws, such as in California, as you know,
now have tine-lines.

An issue occurs and you have a tine-line for
getting sonething done, but many conpanies are not aware
of that, and they're not inposing any reporting time-
l'ine.

It goes into a great void when a conplaint is
regi st ered.

So, what did we |earn?

In summary, many conpani es are actually
achi evi ng nodest success, even with all the negatives,
with their privacy and data protection program One of
the questions that we asked is do you feel that the world
is getting better for you, and the good news is that nost
conpani es, even with these negative, dismal findings, are

sayi ng yes, they expect to spend nore noney, and they
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really viewed the technol ogy area as the area of greatest
hope. So, it's enabling technologies that, at the end of
the day, will make the difference, we think.

Conpani es are vul nerable to privacy breaches
because of gaps.

The gaps that we've identified -- just having a
policy doesn't nmean you' re doing much. You have to do
nore than that.

And conpani es are noving in that direction, but
there are still some pretty large mne-fields to be aware
of .

Certain industries seemto performat a higher
| evel of conpliance -- for exanple, the financial
services industry -- but I don't think we can draw the
concl usi on about regulation, as | nentioned before. So,
it is still unclear that regulations for privacy and data
protection serve to inprove or hanper the | eading
practices or best practices.

|'"mgoing to close, but I think the key
variable is there's a |lot of data here, and we're very
proud of our report. For anyone in this roomor anyone
you know, if you're interested, just give ne a call, and
we wll send the report to you.

Thank you very nuch, and now I'mgoing to turn

it over to Toby and Joe.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

38

Thank you.

M5. LEVIN.  Thank you, Larry.

(Appl ause.)

M5. LEVIN. As an agency that's very interested
in studies and surveys and enpirical information, we
appreci ate your having done the study, and we | ook
forward to analyzing it in nore detail and talking with
you about it.

There's an executive summary of it in your
folders, as well.

Now, |'m happy to turn it over to Joe Al hadeff,
who is the author of this very challenging hypothetical.
The description of the hypothetical is in your packets,
as well, and he'll walk us through it.

MR. ALHADEFF: Actually, | had asked Toby to
get a Lavaliere so | could do an Arthur MIller-style
di scussion with this hypothetical, but | don't think
want to. | won't challenge the person who is trying to
do the video by having nme as a ping-pong ball wal ki ng
around the room So, I'Il just noderate fromny seat, if
that's okay. That would actually give you another option
for Comm ssioner Swindle's cormment that everybody nove to
the center if you actually want to see us.

We have essentially a two-part hypothetical.

It's one fact pattern, but it's going to be dealt with in
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two parts.

Part one is going to be the brainstormng
session of the consulting group, whereas part two is the
consul ting group doing the presentation to the client.
By way of background, so that you don't have to read
through the entire hypothetical, there's a consulting
group called Consulting and Advi sing on Net Depl oynent
and Operation -- a catchy nanme, CANDO

The firm specializes in technol ogy and policy
consulting on Internet and deploynent, and the firmthat
they hope to work with is a firmof retirenent
communities called Golden Odies. They're a

confederation of retirement comunities that essentially

have six locations -- five in the U S., one in Canada.
The conmunities have doctors on-call. They
provide small clinic facilities, pharmacies, libraries,

some conveni ence services, including in-honme neals,
shoppi ng, and sone financial advisors.

So, the CEO has had a neeting informally with
one of the representatives of CANDO, and the CEO s,
oddl y enough, a gentleman nanmed Ivan O ferforyou, and he
went to a trade show -- it will sink in over tinme. He
went to a trade show, and his concept is he wants to have
wired communities, because he's seen that this is the

next big thing. So, they' ve gotten sone conputers in the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

40
community centers and the residents seemto be liking it.
They' ve gotten broadband out to the hone, but a |ot of
the people in the comunity don't have conputers yet, and
he's starting to think big.

He wants to try to group the purchase of the
conputers. He wants to try to start grouping the
purchasi ng habits of sonme of his residents to get them
better price advantages. And then he's also thinking
froman adm nistrative point of view about his six
of fices that have essentially been working in non-nodern
times in terns of technol ogy.

Wil e they each have a conputer, the conputers
aren't connected, and they've been exchangi ng data by
sendi ng di sks back and forth or even sending print-outs
back and forth between headquarters and the various
community facilities.

So, he's trying to figure out how to work this
forward. One of the other things that he's looking at is
all of these comunity centers purchase products, whether
it's to stock the small grocery that may be in the
community, the cleaning supplies, the nmedical supplies
that the little clinics may use, and he's figuring that
group purchasing there m ght be beneficial to him also.

Unfortunately, as part of the description that

he has given you, one of the concepts that he wanted was
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to have you guys cone in to give himadvice on what
package he needs to buy to solve this problem

The other thing that he's figured out is that,
while it's a big operation, it's a fam|ly-run operation.

So, as CANDO, you may be starting to wonder
about the professionalismof some of his staff.

Many brot her-in-laws and cousins who ot herw se
wer e unenpl oyabl e seemto have found a job sonmewhere in
hi s organi zati on.

Technol ogi cally, they have sone tech people on
staff, but really, they're kind of M. Fix-1t's. They
show you how to use a piece of software but they don't
really interact with the residents. They only support
the people within the community who are adm nistrative
staff, and they work on that one server.

| will rmake one coment about the process here
before we get into the flow, and the process is, if you
| ook at what you've got on this panel, in many ways it
could be a dreamteam of consulting. | nmean CANDO coul d
be CAN' T AFFORD.

And so, | don't want people to presune that you
need a teamof this variety and experience, necessarily,
to have a sol ution

We're fortunate in the fact that we've been

able to attract this team but there are |ots of people
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out there and lots of ways that you can get this advice
at a nmuch nore affordabl e fashion than what you' ve got
sitting in front of you.

This is a great opportunity, and Toby and the
FTC have shown amazing courage in letting the egos that
are sitting on this panel, who could each fill up the
hour-and-a-half tine slot by thenselves, interact w thout
a net.

So, with that, we'll plunge into the deep end
and see where we go.

M5. LEVIN. For the first part, all of the
panelists are part of CANDO and we've got our | ogo sign
right in front.

During the first part of this hypothetical,
everyone is part of the discussion.

MR. ALHADEFF: None of the information that the
panel i sts now have can be inputed to them when they
becone an officer of the conpany in part two.

Essentially, this is the brainstormng neeting.

W're now called to order. Just |ooking at
this, we're trying to figure out what it is that needs to
be done for GO -- Golden A dies is going to be
abbreviated as GO fromnow on -- for GO to develop a
busi ness plan. The first question, which I'll ask ny

col | eague, Richard, is do we have all the information we
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need? |Is there sonething that we don't have here? Do we
have the facts?

MR, PURCELL: Well, I think we have the
framework. | don't think we have the facts.

| don't know what the age span of the people
here are.

| don't know what their particular interests
are.

| don't know how far away fromtheir relatives
or other communities they live.

So, there's a whol e bunch of connectedness t hat
| need to know.

The other thing is | haven't seen yet what the
platformis they're running on or if there's any
consi stency across these six different operations in
terns of the platform How are they transferring this
i nformation?

Steve, have you heard anything about that?

MR ADLER. |I'msure it's a LINUX platform

MR. PURCELL: Oh, you think so. Well, it
probably is, because they're the brother-in-Iaw kind of
thing, right? So, they're going on the cheap. They
definitely are patching this thing together

|"mwondering if they are putting together a

consi stent data exchange here at all. W know they're
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shoving di skettes at each other, so obviously they' re not
very consistent.

MR. ALHADEFF: | think we can't presune that
there is any consistency within the data. As far as your
i ssue of the ages of the residents, he had said there was
seem ngly sone variety, but we know that the famly
menbers want to interact.

Steve, do you have any thoughts on things that
we woul d have to |look at in terns of some of the issues
that we would first see?

Ri chard' s pointed out sone of the information
we need, but are there big gaps in the information we
have. He's looking for a turn-key solution, a package,
and | think maybe we need sone foundati on.

MR. PAROBY: Well, | think in any organi zation,
no matter what size, no matter what they're into, you
first want to start with their vision, their strategy,
their mssion, their growth plans.

Currently, where are they? What's their
current state?

And you nentioned what's the platforn? What
are they running on?

VWhat are they doing? Wat's their
connectivity? And you have six centers, but how many

peopl e? What age groups, et cetera?
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But | think the strategy, the overall vision,
the gromh plans are sonething that you would start with
in any organi zation before you make a determ nation on
what to do to solve a problem

MR, ALHADEFF: Susan?

M5. GRANT: | think there's a big m ssing piece
here that 1've noticed, and that is that we don't really
know what the residents of these conmunities want.

We haven't had an opportunity to survey them or
talk to themat all.

l"mnot really sure, talking to the people in
the conpany that we've interacted with so far, that they
know what the residents want.

| think that's really inportant.

MR. ALHADEFF: Larry, is there sonething that
we can at |east gather fromhimas to how we'd phrase the
goals that they seemto want to acconplish?

MR. PONEMON: Yes. | think it goes back to
val ue proposition, and even though I think we understand
what it is, we need to have the client tell us what that
value is, and then we have to see whether, realistically,
we can neet that val ue

MR. PURCELL: Well, yes, value, but what about
affordability, too? | mean it's a pretty small shop.

MR. PONEMON: The key is it's a val ue-cost
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argunent. There could be an unlimted anmount of val ue,
but it's just too costly because it's a small conpany.
So, that also has to get into our equation sonewhere.

MR. PURCELL: So, don't we have to figure out
what we can do for them and what we can't, as well?

MR. ALHADEFF: | think one of the things in
terns of what we can and what we can't do is -- we
haven't really established what role this conmunity
center wants to play for its residents, which is
sonet hi ng that Susan has highlighted, and a coupl e of
ot her people. David, it struck ne that they're tal king
about a lot of things which will involve purchases, but
t here hasn't been nmuch di scussi on about how you' re going
to buy anything or what you're going to do.

Do you have any thoughts on sonme of the issues
that m ght cone up there?

MR, CHAUM I n view of keeping the cost | ow,
they could just take advantage of sonme of the currently
avai | abl e anonynous paynent systens and ordering systens
so when the residents are obtaining pharmaceuticals and
groceries and all that sort of thing, checking out books,
they could do that anonynmously and w thout having to
invest in systens thensel ves.

MR. ADLER. The only thing | would add is that

we don't know yet what their application infrastructure
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is, what their network topology is, what they' re using
their applications for, what their business processes
are, what their data flows | ook |ike.

There are a ot of questions that we need to
figure out -- if there are six different resident
comuni ties, what does that infrastructure |ook |ike?
How primtive is this? And what types of personal
information are being collected, and what's bei ng done
with that personal information? Are there any controls
internally at all?

MR. ALHADEFF: From a gap anal ysis point of
view, | think we’ve identified a |ot of the technol ogy
gap anal ysi s.

Gary, could you highlight some of the policy
gap analysis that may be there or sone of the issues that
t hey haven't been thinking of that are perhaps non-

t echnol ogi cal ?

MR. CLAYTON. Sure. | think starting fromthe
idea of a data flow, clearly there are a couple of things
that conme to m nd here.

As to the H PAA requirenents for protecting
some of the information that may related to health, it's
not clear what they're getting or how nuch of it would be
covered by that |aw or what's being shared anong the

entities or even what's needed to be shared anong the
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various entities or the outside deals.

They want to offer financial services, and that
rai ses a question i medi ately of G amm Leach-Bliley and
the protection and security provided for that
i nformation.

Al so, what are they thinking with respect to
providing either the health or the financial services?
Are they really going to offer it internally, or is this
going to be soneone who's just sinply going to be using
access to their facilities to offer it?

It goes back to the data flows. \What are they
getting fromindividual s? Wat do they hope to get? How
does it help their business?

VWhat | woul d hope we point out to themis, one,
you may not be able to afford a Mercedes today, but you
certainly can start things, and you can start
i npl enenting. Then, secondly, you' ve got to understand
and manage this process. They may not have any of the
resources internally to manage it froma privacy or
security perspective, particularly since they're al
brother-in-laws and the Iike that are invol ved.

MR. ALHADEFF: So, you're suggesting nmaybe they
get a Chrysler, which is a Mercedes by anot her nane.

MR. CLAYTON. Sonething |ike that.

MR. PURCELL: But Gary, isn't it true, also,
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that we have to be careful, because whatever we do for
them whatever we can inplenment, won't they al so use that
for unintended or unantici pated uses?

You set up a whole network for themto
conmuni cate and to get this data exchange going. Wn't
new data be introduced into that process, as well?

MR. CLAYTON. Absolutely. And one of the
nmessages we have to give is none of this is solved by the
silver bullet of technol ogy.

There are going to be people, processes,
procedures in place, which goes back to what do they
need, how do they need it?

And | think one of the things that we need to
stress to themis managing their information systens is
going to be integral to their business process -- it’'s
their supply chain, their business. This is not just an
external part or a little piece that's added on the end.

It's got to be an integral part of managenent
to keep exactly what you're tal king about either in
control or to nake sure that you take advantage of it
where you have opportunities to do so.

MR. PURCELL: So, you're thinking of putting in
a training or a staff devel opment conponent to what we're
tal king to them about ?

MR. CLAYTON: We need to ask what training they
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have, what awareness they have. One of the things that
strikes ne, particularly with a group of ol der Anericans
who may be using technology for the first tine, are
i ssues of identity theft and fraud.

So, the training is not just for the enpl oyees
or the service providers. |It's also for the residents of
the conmunities.

| think there are huge issues, particularly if
they really want to fulfill their goal. They' ve got to
feel confortable.

And | think the final thing would be one bad
act by someone as an enpl oyee or a couple of bad
i ncidents against a couple of the residents would
probably kill any programnms they have.

So, it's very inportant for themto understand
t he possi bl e consequences. That's their return on
investnment. They've got to handle all these issues, in
some ways, if they want this programto worKk.

MR. ALHADEFF:. Part of what we've heard -- and
per haps the suggestion that he's | ooking for, especially
when he tal ks about wanting to |lower the price of things
for his consuners and wants to benefit the residents in
different ways by the services -- is he seens to want to
create sonme value in his brand and maybe differentiate

that. Do you think that we can use technol ogy and sone
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policy advice to help himto do that?

Larry?

MR. PONEMON: Well, it goes back to what is the
goal ?

Is the goal to get the elderly folks in the
nur sing homes to communi cate, and this then becones a
reason for choosing this organization versus anot her
organi zati on, choosing one retirenment facility versus
another. Maybe it can be baked into the trust
proposition that when you do this, when you nmake this
choi ce, your data is protected, plus you have access to
the best and | atest technology, and this is a good fact.

Just one point. | just want to echo what Gary
and Richard said.

The issue is not just about technology. It's
about people. And people want to use information in ways
that are just wonderful -- for exanple, talking to your
physi ci an and/ or tal king to your grandchildren by e-nmail
and sharing confidential information -- but there are
ri sks associated with that.

So, sonehow, in order for the trust issue to
wor k, you have to overcone those risks.

MR, PURCELL: Are we better off by out-sourcing
this, by making a recomendation that it just be handl ed

out of house totally?
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| don't know where we are in terns of our
decision to recommend to them an internal decision versus
sonme packaged service provision that they don't handl e,
that they just hire out and it's totally out-sourced, but
it's a reasonable thing we should tal k about, right?

MR. ADLER: It doesn't address what Gary tal ked
about, this human di mension, or that Larry was al so
tal ki ng about, in a sense, transform ng that
infrastructure. W need to put in place a human
di mensi on where peopl e who may not have the |evel of
technol ogy confort that we enjoy can neverthel ess feel
they're being taken care of in the way they're used to be
communi cated to. There is a requirenent here that out-
sourcing won't address, and that's the transposition of
what ever managenent and technol ogy infrastructure we put
into this dinmension of people's needs and how this
integrates into their lives to add val ue.

That's really a critical conmponent that out-
sourcing won't address.

MR. PAROBY: They seemto be | ooking for the
silver bullet, as you nentioned, when, in fact, they may
not need the silver bullet.

They need the bricks and nortar of a foundation
or a framework, as you said, Steve, before they get to

that. Technol ogy could be an enabler. Security and
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privacy are enablers. They could be a brand
differentiator for themas they go forward, but | think
t hey need the foundation first.

MR. ALHADEFF: Richard raised the out-sourcing
point. Susan's also raised the inportance of bringing
t oget her some of the human factors and maki ng sure that
t he human factors are addressed, which is what Steve was
t al ki ng about and where sonme of the out-sourcing benefit
woul d stop. But | think what we're |ooking at is out-
sourcing the way that you manage and handl e the back end.

As we've figured out, the tech people that they
have on staff seemto be fairly limted, but what Steve's
tal king about is then how do you get to the residents
what they need, which is really the front end, and
that's, in many ways, the differentiator.

We haven't grappled with one concept, which is
he's also wiring the communities for admnistrative
pur poses, and he's going to take a | ook at those
communities and try to figure out how they can do
pur chasi ng and how they can do information comruni cati on.

Do you see any issues that cone up on the
adm ni strative side, when they're wiring and
communi cating with each other, versus on the residents
si de?

MR. ADLER: You nean in terns of nmanagenent
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oversi ght over the communication infrastructure?

MR. ALHADEFF: And al so how t he communi cati ons
structure works on the theory that one of the communities
may not be in the United States. | was just wondering if
that raises any flags for anybody.

Gary?

MR. CLAYTON: Yes. Cearly, we need to nmake
t hem aware that Canada has a different privacy regine
than we do in the United States and so different |aws,
different issues arise. It may inpact the ability to
even get sone of their information from Canada to the
United States.

| think we need to understand what they want.
Goi ng back to the issue of expense that Richard just
brought up and the idea of whether you manage or not, |
still don't have a real good sense of how nmuch of an
urgency this is for themor how nuch noney they want to
spend, what's their budget, and what's really their
busi ness goal s other than these broad, general aspects.

And | think before we can answer the issues
about Canada, we've also got to | ook at the issue of
whi ch states that they're in -- whether you're in
California with sone specific requirenents there or
you're in other states that have limtations -- you may

have a whol e host of issues. |Ironically, one of the
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things that strikes for nme for a group like this is
there's probably going to be a |ot of grandchildren
comng in and using the technology. This presents issues
that we woul d never think about for an elderly comunity,
i ncluding some of the child protections that the FTC
adm ni sters.

MR. PURCELL: Well, you know, their presence in
Canada cuts both ways, too.

Let's renmenber, they do buy a | ot of nedical
and pharmaceuticals, and getting those from Canada,
through that facility there, and then trans-shi pping them
to the States may be really advantageous to their cost,
too. So, let's make sure that we're thinking about how
we can nmake a pitch here that works for Gol den d dies,
not only for managing their information but al so managi ng
their operational infrastructure, too.

MR. CLAYTON: Yes. | really think that there
are two things here that are inportant to themthat are
our big sales features. One is providing efficiencies
within their managenent so that they can run at a nore
cost-effective basis. Another is providing nmuch better
services and serving the needs of the people who are
l[iving in this comunity.

These are retirenment communities where people

actually opt to live and they pay relatively big bucks to
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live there.

Nonet hel ess, | think that considering the fact
that GO may not be able to do everything that they want
to do at once, once they figure out exactly what it is
that they want to do, maybe what we can do is present a
plan that is increnental, so it can be phased in over
tine.

One ot her comment.

One of the things | think we need to stress is
so many people view privacy and security as just a cost,
an add-on that's sonething that's a burden on them

There may be well ways that not only can they
i nprove their brand, but they can actually make noney by
doi ng sone of the things well, even on the privacy
protections and sone of the security protections, that's
nore than just, we have it and other people don't. If we
understand their business and what they're trying to do
and keep | ooking for those answers, it may be one of
t hese argunents where they literally pay for sone of
t hese things through their own inprovenents that they
make.

MR. CHAUM Part of the scenario, | believe, is
that the residents thenselves will get managed conputing
power from GO, and that opens up the whol e opportunity to

provide all kinds of consumer protections on those
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machi nes, from anonynous surfing to child protection and
so forth

So, | think their computing systens could be a
profit center.

MR. ADLER: There's a nodernization,
el ectrification, automation process that's going on here
for a fam|y-owned business that heretofore hasn't had
tremendous comruni cation integration. W have to provide
not only that new comruni cation infrastructure but then
both the technol ogy and the process and the transparency
above the integrated managenent structure so that these
new col | ection features don't introduce risks and
uncertainties, or nmake custonmers or residents uneasy wth
this mgration to a new platform It’s a new way of
conmuni cating with their organization.

M5. LEVIN. For a lot of people, privacy has
been thought of as a privacy policy, and what | hear from
all of you is that privacy really is a business
managenent process, and in fact, you get a whole |lot nore
out of it than just a privacy policy. |Is that right?

MR. ADLER: It's an operational chall enge.

MR. ALHADEFF: | think one of the things we
have to be careful of here is sonething we heard about in
the report we got on GO s first request.

Ilvan figures that if he takes the paper out of
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the process he's done. Taking the paper out of the
process, even if you're just |ooking at optimzation, is
about 10 percent of the battle.

We have to figure out how we can optinm ze sone
of his processes for this new environnment that he's
wor ki ng on. We've all spoken about the need for a val ue
proposition. | figure that we're going to hear from him
-- what's ny return on investnent here?

MR. PURCELL: Yes, | agree. A lot of what
we're tal king about is the data security, data privacy,
the control of information.

|"mnot so sure that's what lIvan is that
interested in.

He wants operational efficiencies. He wants to
stop bleeding all of this postage and witing disks and
so on. They're in a very insecure operation right now
|"mnot so sure he's very tolerant of that. So, we've
got to pitch alittle bit about what the exposure he's
currently under is all about, how he can resolve that and
still get operational efficiencies.

MR. PAROBY: W don't just talk dollars for
operational efficiency and a return on investnent.

| agree that that's probably what they're going
to look for, and I think we need to tal k about both the

tangi bl e and the intangi ble benefits or deliverabl es that
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could cone about froma safe, secure, efficient
envi ronment .

MR. CLAYTON: And | think one other point to
make is he may al ready have a | ot of these obligations
and burdens and risks in place already, as you tal k about
them Just because he's in paper, it doesn't nean that
H PAA's not going to have inplications for how you at
| east manage sone of the information, particularly if you
end up mailing it, by disk, or transferring it out.

So, | think he needs to understand that just by
putting technology in place, it's not going to cause al
t hese solutions to have to cone to bear.

MR. PURCELL: He obviously doesn't understand
this just today. We're in character devel opnent now, but
the way they're operating today, they're not getting a
ot nore requirenents if they make any kind of transition
than they're under already, transition or no.

MR. ADLER. So, what | think I'm hearing you
say is that we have to nmake this part of the solution --

MR. PURCELL: Yes, | think so.

MR. ADLER: -- not an obstacle to data sharing
or communi cation, not an additional cost burden outside
the system but that data handling practices, privacy
managenent, training, infrastructure have to be part of

the way the solution is presented.
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MR. PURCELL: | agree, yeah. | think these are
chal l enges that GO already has in the off-line world that
they' re not addressing just because it's not the way
t hey' ve done busi ness before.

As they transition into the digital world, it's
not a new obligation. [It's just that the obligation
beconmes a little nore apparent.

M5. GRANT: W need to help them assess what
they' re doing now, see whether they need to change any of
that, before they transfer all of this to the autonmated
wor | d.

MR. PAROBY: And that's an issue -- you just
hit upon it. Take any organization worldw de. They try
to find the silver bullet -- they try to find the quick
fix. They try to get a software package or a consultant
to do sonething to take themto the next generation

However, 99.9 percent of themdon't know their
current state, don't know the risks they have, don't know
t he environment that they're operating in, don't know the
rules, don't know the regulations, and in nmany cases,
they're afraid to take that step to find out where they
are and find out what they're doing right or wong.

M5. LEVIN. Larry, you've been waiting.

MR. PONEMON:  This is like nmy dinnertine

conversation with ny famly. | have to really fight to
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get that word in.

Two t hi ngs.

Nunber one, we're supposed to be a group of
consultants, and it's interesting. W do consulting
because we think we know all of the answers. Susan
menti oned sonething that was critical to this whole
process -- alignnent, understand the value, talk to
people. I'mthinking of ny nother, who is now 82 years
old. She's going to kill me for saying that, but she is
82, and she lives in a retirenment comunity in Arizona.
She calls herself the little old |lady from Tucson, and
she has a website -- I'mserious -- called
littl eol dl adyfrontucson.org. This lady is like an
| nt ernet nut.

For her, the nunmber one issue is convenience,
conveni ence. She loves it. The nunber two issue is cost
savings. She loves it.

Nunber 19 on her list is privacy and data
protection, because she'll say, look, 1'm82, I'm going
to die, ny data is useless, | don't care, exploit it.

But to sone folks, data protection is the
sleeping giant, right? It's what, Gary, you were talking
about, that you may not even see the risk. So, what you
have to do, as part of this team after we align and

understand what the real issues are, then we need to
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educat e busi nesses, because they may be conpletely
insensitive to the data protection risk.

MR. ALHADEFF: 1'mgoing to get a little
structural.

MR. CLAYTON: May | just nmake one point?

One of the things | think we also need to at
| east approach with GOin this neeting is you don't have
to do it all at once.

There are things you can do now. | don't know
what we would start with, but it seens to ne that part of
the initial effort is what the heck do you want first and
how do we help you get there. Going to Larry's coment
about what do people need, they may have six conmunities
of Larry's nons that are all technically savvy, using the
Internet, and that would dictate one path. They may have
sonmeone |ike ny father who has never seen a conputer. W
just need to understand the situation, and they need to
be able to give us sonme roll-in, if you wll.

MR. ALHADEFF: Larry's nomcan do the training
sessi ons.

We've got a short anmpunt of tinme before we're
going to have to start nmeeting with GO so | want to get
to the issue of how we're going to structure our
concepts. W've been a little bit all over the map, and

we' ve heard that there have to be concepts of how to
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bring out the benefits. W have to somehow educate them
about the risks and then sonehow provide themthe concept
of a path forward.

Do we think there's a better approach in terns
of how we present this? Do you start with the stick and
nove to the carrot? Do you start with the carrot and
nove to the stick? Do you not talk about one in the
first neeting and the other at another neeting? Wat do
you t hi nk?

MR. CLAYTON: In one sense, you've got a
wi | Iing audi ence here that a man clearly is excited about
a possibility, and | hate to put a danper on that by
starting off with -- you' re doing bad things, you're
going to have risk, et cetera.

My sense woul d be we ought to play to the
positives -- the cost savings, the benefits, the
i ncreased community, return on investnent, and as part of
that, a cost analysis, just what's it going to cost, what
are the risks?

| would hate to start with the cost and the
risk before we get to understandi ng what the benefits
are.

MR CHAUM Unfortunately, I'mnot going to be
able to be representing the firmthere, but | think one

of the big selling points mght be a real nice service
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that we could offer to the actual residents to protect
themin this managed manner, and | hope someone from our
teamw || --

MR. PURCELL: Yes. Can we split that out? |
mean there are sone categories of operational
efficiencies here. One is their admnistration. Wat
about their billing systen? Wat about their provision
of services for their nedications, for their convenience
itens, for their comunity tine schedules, all of that
kind of thing? Then there are their operational
conmuni cations within the network of the community.

So, you've got the internal community networKk.
Then you' ve got the inter-network between these different
six conmunities, including the Canadian facility, for
operational efficiencies.

That includes supply chain managenent and al
t hat kind of thing.

Then you' ve got the residents interacting with
each other in that inter-conmunity and the residents
interacting outside of that conmunity.

So, | guess there's four different interactions
going on there, you know, the adm nistration internal,
the adm nistration inter-network, the community internal,
and the community inter-network.

MR. ALHADEFF: That's one thing we haven't
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di scussed. lvan’s never brought up the requirenents that
we've identified as things that he m ght need to do
because of external |egislation and things of that
nat ure.

So, | think we're going to have to figure out
how to address that, but Richard' s raised a very
i nportant point, which is point three.

He's never tal ked about whether the comunities
could talk to each other and whether, within a conmunity
and across comunities, there's any benefit he can bring.

Do you think that's sonething we should be
enphasi zing to hinf

M5. CGRANT: If they don't bring that up, |
t hi nk we shoul d.

MR. ALHADEFF: You know, those are the kind of
t hi ngs you were tal king about earlier, David, about
havi ng anonynous conmmuni cati ons.

| woul d assunme when you're tal king about
personal communi cations inside the conmunity, though,
you're getting to | ess anonynobus, or are you.

MR CHAUM | think the residents could
correspond wi th each other under first nanes or sonething
like that, in a way that was partly anonym zed to the
outside world. | think we can have suggestion boxes, for

exanple, as a way for residents to conmuni cate
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anonynously with the organization itself that m ght be
very hel pful

MR. PURCELL: How else are Gary's dad and
Larry's momgoing to get together? A lot of these
comunities want community. W' ve got to be careful,
because to a certain degree we've heard in sonme of these
conferences we've been to that privacy is a m ddl e-aged
problem A lot of our parents' generation and our
younger generation care |ess about these kinds of issues
t han perhaps we do. So, we have to be very careful to
make sure we understand what this community really does
want, whether it's anonynobus comruni cati on or not.

M5. CGRANT: And you know, it may not be one
comunity either. It may be that there are differences
in the different parts of the country in the U S where
these are |located, as well as in Canada -- differences
between the residents in ternms of how they view privacy,
and | think that's inportant to get at, as well.

MR. ALHADEFF: | think we've got sone issues
that were being fonented on this end of the table.

MR. CLAYTON:. One of the other things that |
think we need to just talk about -- and we tal k about
t hese people as though they're fungible residents -- is
accessibility and issues related to that.

You may have people, in this comunity,
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particularly, with poor vision, poor hearing, an
inability to really access sone of what’'s avail able
t hrough the Internet. W've got to be able to at | east
under st and what those issues are. Secondly, as you said,
Ri chard, he hasn't given us any information so far about
whet her the communities are conmmuni cating anong
t hensel ves, what the tel ecommuni cations systens are, what
sorts of lines they have. | know that they have cable
nodens they're trying to put out, but those raise issues
by thensel ves.

So, | think we need to get a little better
sense of really how do they hope to comunicate if
they're trying to formone comunity?

MR. PURCELL: Yes. Accessibility is a good
poi nt, Gary, because when we pitch this conpany, they've
al ready got to be living with regul atory over heads,
right?

By telling themthat there are additiona
regul atory overheads they may not be aware of, it's not
new to them They have accessibility and ADA regul ation
that they nust be under and be used to.

MR. ALHADEFF: They have soneone al ready who
does conpliance, but his conpliance has not, so far, been
H PAA or Gramm Leach-Blil ey.

H s conpliance has been because they have sone
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pharmaceuticals and things of that nature. |It's nore on
t he insurance side of |ife where they've been filing,
because they actually haven't been operating the
pharmaceutical entity within the group

But it strikes ne that we raise an inportant
poi nt about the residents’ expectations. In sone ways,
are we projecting some protections onto themthat they
m ght not want?

Susan started out saying we need to survey
them David has pointed out that we need to offer them
the choice of how they want to communicate. | think we
have to be very careful not to indicate to themthat we
know of a solution that's good for them which they may
not decide is good for them

So, do we have a technol ogi cal and policy
architecture that's going to be flexible enough to offer
them a broad range of solutions, or does that just becone
cost prohibitive?

MR. ADLER. So, you're saying that we want to
offer thema foundation or a tool kit that they can use
t hensel ves to determ ne how they would like their
i nformation used.

MR, PURCELL: Well, I'd be careful with that.

MR. ADLER: Instead of inposing a regine or

even trying to pre-survey people and base a regi ne on
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survey answers, where consent and preference is always
changi ng, you're saying build that into a proposal which
says here's a preference and consent managenent platform
you can use to determ ne how the conpany, on an ongoi ng
basis, treats your comrunicati on.

M5. LEVIN. A nenu.

MR. ADLER. Right.

MR. ALHADEFF: | think that works as |ong as
we're sure that it covers all the needs. Larry's momis
fine. She can navigate the nenu. She'll re-code it for
you, in fact.

But Gary's dad -- if the nmenu doesn't |ook like
what he sees at a restaurant, he's not going to be
interested in it.

M5. LEVIN.  Also, | think Susan nentioned that
a lot of consuners may not have an awareness of the data
flows, and Larry nentioned that, too, |ack of awareness
of the data flows and what that may nean. So, how do you
build that educational effort into hel ping them nake
choi ces?

MR. PURCELL: Well, let's be careful on the
pitch, too, because although Larry's nmom m ght not care
about her data and any breach of her data m ght not
affect her personally because of her own val ues, it

certainly mght affect this conpany and its brand.
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So if we're going to pitch this as being
sonmething inportant to their brand and differentiating
their brand and therefore nore of a val ue proposition,
nore attractive to the marketpl ace, we've got to be
careful not to position it such that we say that these
peopl e can do whatever they want, because if they do and
sonet hi ng goes bad --

MR. PURCELL: It's less the individual's
probl em perhaps, than it is the conpany's problem

MR. CLAYTON: And particularly if they all have
I nternet where they're all e-mailing each ot her about
Larry's nmom just having her check stolen.

MR. ADLER:. Well, presumably there's a business
goal here, right?

They want to put this infrastructure in place
to make their facility nore desirable for custoners to
live in, and make it easier for custoners to buy
phar maceuti cal products and nedi cal services.

You know, as Larry said there's a conveni ence
factor here for the technol ogy.

That goes hand in hand with the fact that it's
not an isolated environment. The people living there are
going to be exposed through the technology to the outside
worl d, and they're going to have both positive and

negative experiences online, and that will shape the way

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

71
they view their service provider.

So, that provision of flexibility fromthe
service provider sets a different exanple that can be
used as -- going to Gary's point about the benefits --
the market differentiation, the way an organi zation
markets itself, realizing that by providing broad-band,
cabl e nodem Internet access, Golden A dies is acting
like an ISP, as a service provider to its patients, to
its custoners. So, what should we present?

We can tal k about all the challenges the
organi zati on has to surnmount, the new chall enges that
this technology requires themto think about, and in
doi ng so, the new opportunities in nmeeting those
chal | enges, that the technol ogy may provide froma market
differentiati on perspective or fromthe perspectives of
custoner loyalty, retention, increased service provision.
There are a nultitude of facets that we can turn around
her e.

MR. ALHADEFF: | just want to highlight one
question that was raised here, which I think is a very
i nportant question, and it was al so rai sed when we tal ked
about the fact that there m ght be HI PAA obligations and
G amm Leach-Bliley obligations. You said they m ght be
operating as an ISP. If you operate as an ISP, that is a

whol e set of new regul ations that you are subject to.
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I f you operate in any way as a covered entity
under HI PAA, that's a whol e new set of regulations you're
subject to. |If you can be considered a financial
institution, although they probably won't be considered a
bank, they m ght be subject to the FTC s coverage under
Gramm Leach-Bliley. That's a whole other set of
regul atory obligations.

Do we want to suggest to himlimtations on his
busi ness nodel to keep himout of those regul atory
obl i gati ons?

Gary?

MR. CLAYTON: We know they're a confederation,
but we don't really understand if they're one conpany, if
they're nultiple conpanies, where they're incorporated.
There are going to be issues about the ability to even
share sone of this data absent residents’ perm ssions and
ot her things, unless we understand that.

Since this is an initial neeting, we need to
make it clear that, one, data protection is an ongoi ng
issue that he's going to have to deal with. [It's not
sonething he bites off all at once and that ends it.

Two, it's going to very nmuch depend on his
busi ness goal and what's the demand within his conmunity.

And three, there are sonme options he has. He

can use us. He can use others. He can do bits and
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pi eces of things.

We can work with himon partnering to cone out
with those ideas, but | think we have to suggest that
there are sonme things that he's got to think of.

For exanple, we haven't even really covered his
i nsurance issues, his risk issues by taking on sone of
t hese new t hings, and how does he get coverage. But we
won't know those until we understand a | ot nore, which
woul d suggest we can help himwith in the process of
| earni ng about - -

M5. CGRANT: Exactly.

MR. CLAYTON: -- what the custonmers want.

M5. GRANT: Yes. | think we need to sell him
an assessnent as the first phase of this, helping him
assess how he's operating now, what the people who work
there need and want, what the people who |ive there need
and want. Fromthere, we can go to step two, presenting
himw th the obligations that are attached to those, the
opportunities, the benefits, and so on, all under the
general sales pitch that the direction that he's heading
inis potentially a great direction for the people who
work there and who live there in terns of providing them
all with better services and benefits.

M5. LEVIN. We mght also want to nmake him

aware of all the governnental resources and non-
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governnental resources available to himto help educate
staff. There are sone free resources that they m ght
want to avail thenselves of.

MR. PURCELL: We'Il charge you comm ssion on
t hose.

One thing that | want to nake clear -- how do
we pitch this? W wll be going into this nmeeting soon.

It seens to me that -- just to throw out a
straw man here -- one of the things we can do is we can
essentially paint a big picture. First, say we're very
glad to see that your mnd s open to this, here's how
good it can get. Then start peeling that into the
increnents and categories we've been tal king about and
say, here's what to do for a foundation, here's how you
build up this nodel that we're painting here, and this
may be a a four-or-five-year deal and it nmay take quite a
while to get where you want to go.

MR. ALHADEFF: Yes. | have a concern. |[|'ve
met the CEO once, and he reminds you a little of the '60s
-- he still has his ponytail and he wants to do the right
thing. He thinks he's doing a good job, and he's really
suspicious. He's already told us he's been suspicious of
consultants trying to sell himmulti-year contracts.

MR. CLAYTON:. W clearly need to tell himthat

maybe at the end of this process he decides not to do

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

75
some of this or any of this. W're all acting like this
is agiven, that it mght be better for them and that
they all want it. He may find that it's not a solution
he can afford and not one that he wants and it doesn't
really give himwhat he needs.

So, in addressing that, we have to be open to
all possibilities, both pro and negati ve.

M5. LEVIN.  Susan's point, though, of thinking
about it in ternms of pieces is sonething I'd |ike you to
t hi nk about .

MR. PONEMON:. Just one point. For those people
in the roomwho have been on either this side, the
consulting side, or on the client's side, you know t hat
assessnent is an evil word.

No one wants to spend real econom c resources
on assessnent.

If we're trying to sell sonething, going in
with the assessnent is going to be difficult unless
there's sone pain, unless that organi zation has
experienced a problem such as a violation of GLB or
H PAA or sone enbarrassnment factor.

So, assessnent is the right place to start, but
we m ght have to think about doing it differently. W
m ght have to bake it into the overall value proposition

and project.
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MR. ALHADEFF: Let nme do a little wap up
before we run into part two. | think we've identified a
nunber of the risk factors. W' ve indicated that because
he's a bit enthusiastic to begin with, we don't want to
start himoff with the negatives. W want to pitch early
to the positives.

But we're going to have to raise the negatives
before we pitch the assessnment, because he's going to
have to figure out that there's pain if he doesn't go
through this. Then, after the assessnent, based on the
interaction, | think we're going to have to devel op a
little bit of this during the first neeting as it goes
along. One of the things we're going to need is to get
nore information than what we have and how t hat worKks.

We have done a little bit of a brainstorm ng prior to
this neeting.

And by the magi ¢ of photocopying, in your
packets, there is concept piece of sonme slides which wll
i nclude sonme of the challenges of privacy inpact
assessnment, sone of the solutions that may al so be
avai l abl e, as well as sone of the depl oynent
consi derations and factors.

Now we will magically nmorph -- Richard is going
into 1960 as we speak. We will be norphing into the

various rol e-playing positions, and | believe on the
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hypot heti cal outline, you ve got the roles which we're
going to be assum ng for part two.

Here’s our CEO, Richard, who is --
MR. PURCELL: Hey, Joe. How are you doing,

man?

MR. ALHADEFF: Good man. Dude.

W' ve got Larry, who is our chief operating
of ficer.

We've got David, who is our chief financial
of ficer.

Susan is actually director of communities.

|"mtheir outside |egal counsel

And we've got our consulting team-- amazing
how we're split up this way -- which is Gary and Steve on
t he consulting side and then Steve again -- should we use
Steve and Steven just to differentiate? -- Steve, who is
our technol ogy consultant guru on this deal. Wth that,

|"mgoing to turn it over to the consultants, who may
want to figure out the pitch, and you can use the
materials as if they have the hand-outs.

MR. PAROBY: Well, to start out -- thank you
for our first neeting.

You raised a lot of issues. It seenms you want
to go in the right direction, using technol ogy, using

enablers. Qur first thought in synthesizing sone of the
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information fromour first gathering is that we certainly
don't have all the answers to the questions that we need
in order to go forward with what 1'll call a full fledged
proposal or a solution. Sone of the challenges that
you're going to be facing as you nove into technol ogy and
nove into the next era with Golden A dies are sone
privacy chall enges, sone security chall enges.

And al t hough a | ot of organizations think they
know where they are with respect to their information
practices and technol ogy needs -- one of our val ue
propositions is to consider your vision, your goals, your
obj ectives, and your desires -- where do you want to be
in six nonths? Were do you want to be in a year? Were
do you want to be in five years?

And then map that back from your vision and
your strategy to where we are today and take a | ook at
the current state and then help you design a framework as
you go forward, using any kind of enabler -- it may be
technology. W need to first build the platformfrom
where you are today to where you want to get to in that
time-frane.

Now, that takes various fornms. You need to
i nvol ve certain people. You need to |ook at current
regul ations. You need to | ook at things affecting you

like H PAA laws. You need to | ook at the Canadi an
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regul ati ons, because you do have operations there, and
that first initiative can be done in many ways.

You can do an audit. You can do a current
state assessnent.

One way is to bring in key people from Gol den
O dies -- yourself, |egal counsel, privacy officer,
technol ogy experts -- and actually work through that
process to determ ne what their thinking is as far as
where they want to be, where you want to be with your
vi sion and your goals, and map that agai nst where you
are, and in a very cost-effective, short tine-franme
determ ne that current state. W can use that as the
baseline to be sure that, as you go forward with respect
to technol ogy, innovation, trying to get cost-
effectiveness factored into it -- to |look at how you can
get a return on that investnent, both tangible and
i ntangi ble. Tangible return neans we're going to do this
actually nore cost-effectively, we're going to do it nore
efficiently, we're going to save noney on purchases,
we're going to grow efficiently. But intangible return
is howthat's going to affect the brand froma security,
privacy, technol ogy standpoint.

How are you going to be a key differentiator as
you grow?

MR. PURCELL: Well, growing is everything for
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us. You asked, where do we want to be, and where we want
to be is profitable and continuingly profitable.

One of the goals we have over five years is to
grow this organi zation

We have five communities here in the United
States, and we just acquired one in Canada about a year
ago. We want to grow both sides of the border, and we
think there are sonme other opportunities, too, south of
t he border, as well.

So, we've already had a certain anount of
regul ation that we've dealt with, but when you tal k about
the chief privacy officer and the technol ogy and
everything, you' re looking at it right here.

| mean this is it. W're not huge right now,
but we're going to grow.

What we want to do is grow effectively and kind
of slowy.

Larry is our operations guy, and ny task to him
is make sure everything is just as efficient as can be,
and he's told nme -- and what | told Joe when we net at
that tech show -- we're not very efficient. W're
shovi ng paper and disks and stuff |ike that to each
ot her.

Security -- it doesn't sound very secure right

now, so I'mnot so sure what you're going to sell ne
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t here.

Qur technol ogy guy is our CFO, our noney guy.
David is the guy that does this for me -- he makes sure
t hat the nunbers add up but also that we're not running
ltabilities and risks beyond what we need. Joe hel ps him
figure out that risk.

When you tal k about what the community needs --
we serve a group of residents here. They're our
custoners, and everything we do is focused on their
benefit.

Susan is the one who needs to take care of what
t hey need.

Let's start with Susan. You respond first,
because what Steven was tal king about nostly is what our
custoners are going to want and how their lives are going
to get better.

M5. GRANT: Well, the comunity directors for
t he vari ous communiti es have gotten together and tal ked
about all of the exciting things that we could do for the
residents with new technol ogy and al so how we can j ust
share informati on anongst the conmunity directors better
about activities and share ideas for things to do.

The potential here is so great, but what we
really need to do is probably have sonme neetings with the

residents, which we haven't done yet, to tal k about these
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t hings and find out nore about what our ideas and what
their ideas are and what any of their concerns may be.

| know just in tal king anobngst ourselves, one
of the things that one of the directors brought up to ne
is that no matter what we do wth technology in terns of
serving our residents better, we also have to renenber
that we need to offer them just as good service off-1line.
We can't force everybody to go online to communicate with
us or to get the things that they need. W still have to
keep on inproving the services that we offer in other
ways, too. The other thing is that we all feel |ike we
need a lot nore training not only for our residents about
how to use all this stuff but also for ourselves.

MR. PURCELL: | think that's true. W didn't
make this conpany happen. W don't establish this
because peopl e are being put away.

These people have their own lives. They're
i ndependent .

We do everything we can in this community to
make sure they have their independence.

Soit's really inportant to us that our
residents get enpowered with using these tools.

A lot of them already know this stuff better
t han sonme of us do, but a lot of themdon't, and they

share a ot with each other

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

83

But what we found is we had a few probl ens.
Sonmebody who was considered a resident expert was giVing
bad advice to others. Wat we need is a programt hat
| ets everybody get the sane information and clears out a
ot of the nyth that has been circul ating.

MR. PONEMON: As the chief operating officer,
I"d like to tal k about the bottomI|ine because the CEO
only |l ooks at things froma positive side, |ike nost
CEO s.

So, fromthe bottomline side of the universe,
let me just tell you, just within the four walls here --
we are not being videotaped, are we?

Because | want you to know we are in violation
of the law right now. The good news is, because we're
not networked or connected, no one really worries that
much about it. But on the other hand, we just want you
to know that we believe that we're in violation of all of
these regul ations and laws right now, not deliberately,
but we know sonewhere out there these laws exist. You're
just going to have to help us walk through it, because we
don't want to do this only to find out that we're the
subject of a great investigation by the FTC.

M5. GRANT: Yes. You nentioned H PAA. | don't
know what that is.

Do you know what that is?
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MR. CLAYTON. Well, you raise a couple of good
points, and it's not surprising to find that you're
viol ati ng sone provisions of the law. A lot of conpanies
are, either know ngly or unintentionally.

We're not | egal counsel. W're not here to
gi ve you advice on that. Certainly we can help you in
some of those areas.

But one of the things | think you need to | ook
at and, stressing sonme of the positives that your CEO has
brought up is, you clearly are involved in your
communities, you clearly want to serve them and you want
to do good things. One of the things that strikes ne, as
you suggested, is to understand, one, how you can have
i mredi ate i npact by inproving your own internal
operations. That may answer sonme of your COO s probl ens.

How do you do billing? How do you share
informati on? What are the ways you connect anong your
various conmmunities?

And we typically talk about data fl ows and
net wor k desi gn, but how are you passing information,
ei ther information about people or information about
t hi ngs or information about events, back and forth, and
really, how do you talk?

Because what it boils down to is, it's people

to people, and all we're doing is using technology as an
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enabler to get you there.

The second thing is you may find that things
that you thought were going to be a benefit from
t echnol ogy may not be.

You may have to nmake a business decision. |Is
it cost effective? Is it going to help you reach your
goal? And you may find that you ve got to do sone
training not only of yourselves but of your community to
clearly understand what the opportunities are and how to
use it and how to inpact it.

And one way to do that mght be for us to work
wi th you on understanding how to inprove your own
internal operations first and, as part of that, do the
outreach to the conmmunity where we understand what they
want, what their issues are. One of the urban nyths
you're going to have to address is the concern that they
have about technol ogy being a positive but also a
negative. You' ve got the reality that, in a smal
community, you're much |ike a community bank

Wiile you' re very close to your custoners, if
one thing goes wong, it's just |ike your neighbor
breachi ng a confi dence.

You hurt your reputation, you hurt your
comunity, and people will get upset with you,

particularly if you nade representations.
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But going to Larry's concerns about privacy
violations or H PAA violations, there are a nunber of
|aws at the state |level, at the Federal |evel, and
outside of the United States that regul ate how you can
gat her, use, share, and transmt information.

It's particularly regulated in areas where the
information is very sensitive, such as health care, and
if youre involved in billing or collection, or if you're
going to be providing other services where you' ve got
physi ci ans providing information or hel ping
pharmmaceutical needs and the |ike, you very well may be
regul at ed about how you can use and how you col |l ect
i nformati on, what do you have to do.

Going to your profitability issue, you clearly
want to do things to cover your own risk on this. That
may be sonething we can help you with in the process, but
it neans that we've got to marry the business goal s that
you've got, which are real, which are concrete, which are
clear in your mind, with a ot of things that you don't
per haps understand that we can work with you on about how
you get the information you need to nmake the deci sions.

MR. PURCELL: Okay. So help nme out with this,
because we have a |l ot of elderly people here. They have
a lot of health issues, and we have this whole |ist of

physi ci ans who cone here. They provide services here in
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our clinics, but we don't keep the data. That's the
doctors' stuff.

But we have access to sone of the data, because
i f somebody has a nedical problem we have to have a
certain |l evel of access to understand who their doctor
is, what their last treatnent was, that kind of thing
We have sone nedical facilities here for nedications,
too, where we di spense nedi cati ons.

But that’s the doctors' problem not mne,
right? |1 mean | don't understand how that's ny probl em

MR. ALHADEFF: W haven't done this w thout any
| egal thought. W have secured the information
appropriately, because there are lap-top |locks on all of
the lap-tops, and | think, lvan, you' ve got everybody's

password on your conputer, just so that we know where it

iS.
MR PURCELL: Yes.
M5. GRANT: And the file cabinets are | ocked.
MR. PONEMON. But actually, there is one other
thing. W do sell information to | arge pharmaceutica

conpanies. Did you know that?

That's how they're actually getting sone
clinical enrollnment and all sorts of things.

M5. GRANT: We are? | didn't know that.

MR. PURCELL: You've got to start attending the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

88
neetings, Larry.

MR. PONEMON:. |Is that a problenf

MR. ADLER: Ilvan, we've tal ked about building a
health care portal for the six residents' organizations
so that we can --

MR. PURCELL: A portal? What's that?

MR. ADLER: That's that collection of
i nformati on on one screen.

MR. PURCELL: Ch, just a main thing? Okay.

MR. ADLER:. Right. Were different hospitals
and insurance conpani es and pharnmaci es and residents and
physi ci ans and patients can all comruni cate about the
same common groups of information to streanline
conmuni cati on anong the organi zati ons.

And even though we may not ultimately hold that
i nformati on ourselves, we're neverthel ess going to be the
conduit, providing discrete access through our portal,
t hrough that window, to all those different application
service providers, and our custoners are still going to
| ook to us as the custodians of their data, because we're
providing the access to the hospital, to the doctor
group, to the insurance conpany, to the different
conmuni ties.

MR. PURCELL: Can you find sone reliable people

who won't |let ne down, then? Because this is a brand
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image for me. |If they nmess up, then nmy chance of getting
nmy seventh or eighth community is pretty bad.

MR. ADLER. Right. For us, our business is
people. W build a community for people to conme and |ive
and enjoy their retirenent, but froman IT infrastructure
perspective, it's about data. As soon as we transform
all the information we coll ect about people into the
systens where they can gain this new conveni ent access to
i nformati on, we now have this enornous responsibility
outside of the regulatory reginme, because our custoners
are looking to us --

MR. PURCELL: Ckay. $So, now you're --

MR. ADLER: -- to protect their information.

MR. PURCELL: You're telling nme it can be nore
efficient, but it sounds |ike there's a big cost to that
efficiency.

Is this really worthwhile? Wy don't | just
keep doi ng what |'m doi ng?

MR. PAROBY: One of the things we're going to
suggest to you to consider as a go-forward strategy --
and 1'Il dunmb it down. It will be really sinple.

First we need to --

(Laughter.)

MR. PAROBY: Consulting 101.

You have to think in two canps.
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First of all, you're serving a conmunity.

You' re serving people.

What are their demands? Wat do they want?
What don't they want fromtheir standpoint?

These are people who may or nmay not want to be
enpowered. They may or may not want privacy and
security. So, let's figure that out.

That coul d be surveys. That could be
interviews. That could be focus groups. Pretty sinple
stuff.

The next sinple thing is to take your goals and
your vision, as we set up earlier. Were do you want to
be in a period of tinme? Wat do you want to | ook |ike?
What do you want your brand to be? Do you want the
seventh facility, the eighth facility, the tenth? Do you
want to go overseas?

Take that, with what your residents want, and
map an interface with who you are inpacted by --
phar maceuticals, health care -- what regul ati ons, what
inpacts them their famlies, their grandchildren,
whonever -- and | ook at a phased and structured approach,
starting with the people, |ooking to technology to enable
it, and a very sinple plan.

As | said, what do you want to do versus what

t hey want.
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If you want to do sonething that the residents
don't want you to do, it's not going to be cost-
effective, and it will hurt your brand.

So, first, what's your goal? What is the
residents’ vision for life as they live within your
community? And take that and map it.

MR. PONEMON: Let nme just junp in here. | talk
to our custoners.

These are elderly folks, and if they can get a
coupon, an e-coupon by providing a whole bunch of their
data, they love it.

They don't conplain at all. They get a 20-cent
or 50-cent coupon. They're willing to provide all of the
personal information the pharnma conpani es and the health
product conpani es want.

So, | don't see any problemin just selling
that information, because it's beneficial to them Are
you saying that, by doing this, we're going to take away
what is potentially of value to our end custoner?

MR. CLAYTON: Well, you may well have to take
some of it away, to tell you the truth.

One of the issues you have is do you need to do
sonmething differently?

You recogni ze that there are | aws that may

regul ate what you're doing, and the answer is why woul d
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you want to do it?

Sonme of the laws, |ike H PAA, actually have
crimnal sanctions.

If you're intentionally violating provisions of
the law, there are crimnal sanctions that can be
i nvol ved. Those can be serious, and they' re enforced by
the governnent. It may well be that you need to conply
regardl ess of whether you nove forward or not.

Secondly, you may or may not even have risk
coverage for sonme of the things that you're tal king about
doi ng.

| f there's exposure, you may not be adequately
protected. One sure way not to get your seventh hone or
community is to get sued for what you're doing that may
be in violation of the |aw and cause you a problemthat's
not cover ed.

MR. PURCELL: Joe, | need a briefing on this
H PAA thing, |ater on, okay?

MR CHAUM And |I'mvery, very concerned about
the liabilities, of course, and so, | think one thing we
shoul d be doing is getting rid of all data that we
absol utely have no real essential need for.

Maybe we coul d make a few bucks selling sone in
t he future.

We had sone vague thoughts we mght be able to
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really analyze the data and help with our marketing or
sonet hing, but this has never panned out.

So, | think we should behave |ike ny | ocal
[ibrary.

They' ve deci ded now they want to destroy al
information so that the FBI won't get hold of it. W
shoul d have a very effective programto nmake sure that we
absolutely get rid of everything we don't need.

On the other hand, | think we should | ook at
trying to make noney off of offering some features as a
choice to our residents and their visitors and nmaybe even
to their famlies to communicate with them giving them
some val ue.

MR. PURCELL: That's cool, David, but make
sure, because Larry and | really need sonme information to
make sure we know how to structure our deals. W' ve got
sonme opportunities to buy a couple of other comrunities
com ng up, and we have to know how to do that.

| don't want you to get rid of so much

information that we get stuck and | can't even go

forward

MR CHAUM We'll just keep it in the
aggr egat e.

MR. ADLER: | just want to say, as a technol ogy
advi sor, that when we build this portal, it's a two-way
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street.

On one side, we're going to collect a lot nore
information than we've ever had before, because
el ectronically, we're going to give people the ability to
submt nore information than they' ve ever been able to in
t he past.

And that neans that we are going to have nore
people fromnore places accessing nore information
faster, easier, cheaper.

That's going to be good for the brand, because
that's going to increase, through word of nmouth and on
the Internet, the opportunities for our business to grow
and expand.

This portal will becone an advertising platform
for the conpany.

On the other side, we've now got this new
security and privacy requirenent, because we've got to
make sure, for all those people who are submtting
information, that they're only submtting the right
information and that only the right people are gaining
access to the right applications and to the right data
for the right reasons.

We have got to keep track of all of that,
because we do not ever want it to turn out that the

portal we created to allow people to have access to nore
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information allows the wong people to access the wong
information at the wong tine, because that will bl ow up
in our face.

So, we have an opportunity, but we also have a
chal | enge.

M5. GRANT: It strikes ne that we really need
to | ook at what we do.

| wasn't aware that we were marketing that
medi cal information. |1'mnot sure the residents really
under stand that.

I mt hi nki ng about anot her programthat we run.
It's the find-a-book program where the residents tel
each of the community directors what books they're
interested in having in the communal |ibrary, and then
when we go to flea markets or tag sales or used book
stores, we pick up those books inexpensively and put them
inthe library. W've got file cards in each of the
offices with the nanes of specific people that have
recommended specific books.

But it seens to nme that if we were to put al
this information online, maybe we woul d want to step back
and think about do we really need the nanmes associ at ed
wi th specific books or could we just post to everybody
the fact that we have added new books to the libraries

wi t hout having it linked to actual people?

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

96
|"mstarting to get nervous when | think about
all the information that we have about the residents and
what they like to do and so on, and |I'm not sure that
everybody wants to share that.

MR CLAYTON: Just a comment.

VWhat we're doing is struggling with one of your
maj or assets, information about your people, and how do
you use it. You wouldn't sinply start throw ng away
ot her assets w thout doing an assessnent of the cost, the
ri sk, the need, and the opportunity associated with it.
Until you fully understand the inpact that getting rid of
information or collecting information or not having it
wi || have on your business, there's no way you' re going
to effectively reach your goals.

That may be an integral part of your business.
You' ve got issues about enpl oyees and how you're using
and sharing information, how you're collecting it, and
t hose have to be marri ed.

"1l tell you one thing. You'll never reach
the goals that you're seeing of seven, eight, nine or
grow ng across the country with communities unless you
fully understand the data flow i ssue, because it is a
val uabl e asset.

You may be aware that, 10 years ago, nost of

the wealth of conpanies was fromfixed assets -- brick
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nortar, and things.

Today it's technology or information. |It's
i nt angi bl es.

You may find that the thing that nmakes you the
best conpany is what information you have on your
comunity and the ability to use it, and you may well be
able to effectively transfer that information to
conpani es by sinply going through the correct process of
doing it.

So, don't take literally sone of the general
comments today that you can't do these things.

You' ve got to | ook at your data flows. You' ve
got to map it as part of your business. And it's just as
essential for you to understand it as a CEO as know ng
your noney flows. If you want tight control over your
noney, you'd better follow where your data fl ows about
your individuals, your enployees, and others.

MR. PURCELL: So, who does this right?

| nmean I'mjust a small player here. Who's
good at this?

MR, ALHADEFF: [|'ve got a pretty uneasy
feeling. | went on the web and | ooked at their website,
and they' ve got a slick presentation which | don't think
we should be paying for. They have this whol e thing

about different technologies and it's got this bull's eye

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

98
thing on it. | look at that and | think about Cousin
Zeke who runs the facility in Arkansas. He doesn't even
under stand sone of those words.

MR. PURCELL: Tal k about marrying dat a.

MR. ALHADEFF: How do you guys see us doing al
this stuff? | nean spam bl ockers, SM., whatever that is.

MR. PURCELL: | know. What is this stuff?
This | ooks pretty conplicated.

| nmean we're just -- we're a small group.

It's Darryl and his brother, Darryl, right?

(Laughter.)

MR. PONEMON: Here's the deal, okay? The deal
is that we're talking to three other conpanies, and they
will do all of that up-front work for free as long as we
buy their technol ogy sol ution.

You tal k about all the benefit and value. |If
you can denonstrate the value -- so, we give you a dollar
and you give us two dollars back, that's valuable. W'l
split that two dollars wth you

So, would you ever want to work on a
contingency fee basis so that you prove the benefits and
we pay you? Because one of your other conpetitors is
actual Iy thinking about doing that.

MR. ADLER. Well, not only that, but I would

say if you take a look at the issues that were identified
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in the privacy inpact assessnent charts, where it
identifies froma privacy and security perspective, al
the areas that we have di scussed that inpact your
busi ness, it is pretty exhaustive. |If you were to try to
do this wi thout technol ogy, just with manual policies and
procedures, you woul d be tal king about a consulting
engagenent that certainly would not be pro bono. It
woul d be fairly lengthy. And froman overall operational
managenent perspective, it would be extrenely expensive.

So, the cost of the technology investnment wll
be nore than offset by the process automation, by taking
all of these areas of human interaction, manual
procedures, policy enforcenent, and building that into IT
systens so that human beings don't have to renmenber it.

And just like we're going to use IT systens to
aut omat e our business so that we can expand and increase
efficiencies and communi cati on, we want to use the sane
technol ogy to enable and control the effective and
responsi bl e use of information, because we realize froma
busi ness perspective that we can't continue to operate in
a purely paper-based environnment today.

There are these huge efficiencies we can obtain
by automating, and that holds true for privacy
managenent, as well as business managenent.

MR PURCELL: Well, I'll agree with that,
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because David and | have been talking a | ot about what
we're going to do in terns of expanding. W're even
tal ki ng about can we go public any day? He's told ne
there's no way we could ever go public given the
infrastructure that we've got built today. So, it's
bet ween David and Larry here to figure out what's first?

What |'ve asked themto do and what | want to
know fromyou is what's first. | can see all this, but
it looks |ike analysis paralysis. W could be six to 12
mont hs just sitting here doing assessnents, and that
doesn' t change anyt hi ng.

MR. ALHADEFF: Unfortunately, we're at a point
where you are saved by the bell on analysis paralysis.
W're at a point when we do want to give an opportunity
for sone interaction with the audi ence.

| want to point out that we've taken a
hypot hetical that marries nore issues than any one
conpany is likely to be facing at any one tine.

W' ve given them unfortunately, a well-arned
and ornery officer staff to give the consultants a bit of
a hard tinme in terns of what they're trying to pitch
But the concept here is the solution has to be holistic.
It's not out of anybody's reach, but it's sonething that
has to be done first by understandi ng what your data

flows are, then by doing a phased anal ysis of how you get
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frompoint Ato point Bwth the needs of the conpany and
t he needs of the users both in mnd as you go forward.

So, the end note for our part, before you start
to ask your questions, is that technol ogy hel ps, but
you've got to sweat a little, too. The problemis
significant, but the solution is doable.

And with that, why don't we turn it over to you
for sone questions? There's a mke in the back of the
room

QUESTION: One thing hit ne in the mddle of
this rol e-playing.

Larry mentioned people who are quite happy to
give away private information about thenselves in return
for a 50-cent coupon.

So, | was asking nyself what is that
information really worth, and |I realized | have no idea.
What is the real value of that private information?

MR. PONEMON: There's not a |lot of hard data.
The data that exists about how conpani es nonetize
information -- the research is spurious, and there's a
| ot of variation. But there are sone studies that
suggest that this information is valuable, and it depends
on its application.

For exanple, nedical data is deenmed to be nore

val uabl e than, say, financial data, because it's just
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harder to cone by, and conpanies like to use it in the
product testing, clinical research. CRO organizations,
pharmaceuti cal conpanies, mght actually pay a handsone
sumto have nore reliable information

See, it gets back to the basic val ue issue that
Steve was tal king about.

We worry about opt-out's -- we have breakage or
we went froman 80 percent to a 60 percent, but that's a
good fact, because you now know t hat 40 percent of your
popul ation don't want to get a nessage fromyou for
mar ket i ng pur poses.

So, the better the information about the
custoners that are interested, the nore effective you are
as a conpany in neeting your revenue and marketing and
sal es goal s.

In answer to your question, there’s a |ot of
tal k about how valuable this information is. | just
don't see a |lot of hard data supporting that val ue
proposition. But | know it exists. It does exist.

MR. ADLER. O course there are nunbers about
identity information in the black market.

It depends on who is buying the information.

There was that article in Decenber of |ast year
in which sonme Long |Island conpani es had sonebody stea

30,000 identities, and it was sold for $2 1/2 mllion.
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MR. CLAYTON. And you can | ook at sonme of the
case law, even the FTC and sone the cases they've seen.
You can | ook at the value of what people were willing to
sell, sone of their data on their customers, particularly
financial institutions, sone of the early cases there.
Peopl e got a |lot of noney for selling it.

But I wll tell you the value of the data is
goi ng to depend upon what is the supply, what's the
demand. It's basic economics in one sense, but it also
is going to depend on what you can do with it legally.

We were hired after the fact, but a large
retail organization decided to buy a | arge conpany out of
the country, and they paid a | arge amount for it.

The conpany was the |argest hol der of
i nformation about citizens in that country.

Lo and behol d, that country had data protection
| aws, and they couldn't export the information and
basically couldn't use it without specific opt-in
perm ssion. As a result, what was potentially very
val uabl e informati on was basically worthl ess, and they
overpaid for it.

So, to me, it's just typical business analysis
issues. | don't think there are hard-and-fast rules and
studi es about it.

For each business, if you wal k through the
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el enents of it, you can cone up with a pretty good
under standi ng of the value of the information to your
organi zation even if you can't quantify it specifically.

MR. ALHADEFF: | think you al so have to realize
that there are two val ue propositions. There's the val ue
to the organi zation and the value that the subject, the
consuner, would put on the information, and that w |
vary by country and by cul ture.

It's probably possible to establish a val ue
proposition in the U S

You're probably further away from establishing
that in certain parts of Europe and certain other parts
of the world, just because the concept of trading
information is either | ess accepted or | ess common. So,
there are issues that are going to cone in there.

Don't just think of the value to the conpany.
Understand that there's a value to a custoner. And if
you want the sharing, then you have to give the
appropriate incentive, whether it's that you prove | egal
conpliance in sone fashion or whether you give a
financial remuneration of sone kind for providing the
i nformation.

M5. GRANT: And it's not just whether or not
there is financial renuneration for the consuner.

In order for the consuner to figure out whether
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it's worth trading this data for 50 cents off sonething,
the consuner really needs to know what it's going to be
used for and by whom

MR. ADLER. And who it's going to be protected
by, because again, | go back to the identity theft case,
where there's a black market for an identity, and
sonmebody may be willing to pay 60, 100 dollars for what
may be used for fraudulent credit cards. But then that's
only the first transaction.

It's when the fraudulent credit cards are
created and your ultimate credit rating, perhaps, is the
ultimte determ nation of the value of the data.

M5. LEVIN. On June 18th the FTC is holding a
wor kshop on the costs and benefits of data flows. This
information will be com ng up then, too.

So, let's nove on to the next question, and
we'll have sone nore information on the ones you' ve been
asking at the June 18th wor kshop.

QUESTION: This is just a bullet point that was
on your outline, and that is California Senate Bill 1386.

Coul d anybody tal k about what you woul d have
advised themto do on how to get ready to conply with
t hat ?

M5. LEVIN.  We probably don't have tine to

answer that. I'msorry. But if you care to talk with
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one of the panelists afterwards, perhaps they can give
you sone gui dance.

QUESTION:  And the other question is -- nobody
really raised the issue of CGolden O dies using behind-
t he- scenes technol ogy |i ke web bugs and what you woul d
suggest that they m ght or mght not do with that.

M5. LEVIN.  You nean technol ogy they can put on
the conputers for their citizens to use?

MR. PURCELL: Yes. W didn't address that.

QUESTI ON: And gat her information.

M5. LEVIN. Oh, | see.

MR. PURCELL: W didn't address that |argely
because we're not doing that at this nonment. Gol den
A dies hasn't yet deployed that -- but it's certainly one
of the issues that they'd have to address as to what data
they're collecting that's personally identifiable and
that collection is known to consumer but also,
inmportantly, what data they're collecting in an unknown
and undi scl osed way. That's very, very inportant to do.

M5. LEVIN. W're going to run a couple m nutes
into the break and shorten the break up a little bit,
because | do want to get to sonme nore of your questions.

MR. CHAUM Let's not forget the other

costs of the data, the risk that it mght be abused.

So, you have to weigh that in the cost. Then
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there's the financial risk. There's damage to the brand
and so forth.

There's also the cost that you incur by not
being able to say definitively that you don't make
certain uses of the data, and that m ght help you.

M5. LEVIN. Next question.

M5. PERRIN. | know there's a |line-up behind
me, so |l won't do the full scenario, but | think you're a
bit nodest.

You said you made it conplex. You left out one
el enent that | think nmakes it even nore conplex. Let's
i magi ne 1'm Mary Pai ni nt hebutt and ny nother, Jane
Snowbird, is in your home in Florida and I"mup in
Montreal, right? And | have power of attorney, so |I'm
managi ng her finances, and |'m managi ng her health stuff,
because she's 85 and she needs ne to read her diabetic
read-outs and all this. You haven't got a secure
facility, and we tried using diskettes, but they kept
getting opened at the border by Honel and Security.

So, finally, | had to go to other nethods to
get that data.

We tried faxing, too, but that isn't secure.
It's even less likely to be.

So, | went to your hone in Victoria while | was

there for a conference and | got one of the conputer
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geeks that's working in the dining room-- nobody in the
of fice knew how to run the system-- and | o and behol d,
he can get everything and yanked it up to BC. |I'mso fed
up by now, because ny nother is scared and she wants to
nove hone, and |'m saying don't worry, we'll conplain,
we'll get this all cleared up

So, I've just filed a conplaint into the BC
privacy conmm ssioner, because once | yank it up in BC, it
falls under that jurisdiction.

M5. LEVIN. Stephanie, cone to panel two after
the break, because we will be |ooking at sone of the
answers, how technol ogy can hel p.

MR. CLAYTON: And we're going to turn you in
for unaut horized access to our conputers.

M5. PERRIN. Onh, it's all legal. 1t's al
| egal .

But the elenment here is that the famlies are
t he ones managing a lot of this data, not the guys in the
honme, and they're the ones that are going to conpl ain.

MR. PURCELL: | took a note, but we didn't get
to it, about where is the authentication and
aut hori zation procedures for data access internally to
t he conpany, but we didn't get to that.

M5. PERRIN. Well, 1'Il bet you anything it's

whoever knows how to do it, and that's the conputer tech
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kid in the dining room

MR. PURCELL: But that's how it would be today,
yes.

MR. ALHADEFF: And one thing that we didn't
want to delve into, which is actually sonething that
woul d address sonme of your issues, is what's the |egal
and contractual infrastructure between the residence
communities, the residents, and the adm nistrative staff,
because sonme of that will be spelled out, and then what
are the internal policies that give perm ssions.

Part of the problemis this is a group that
didn't have those internal policies.

So, it's not even just that the technol ogy
didn't reflect it. There wasn't a policy to begin wth,
which is even worse.

QUESTION: Mne is nore of a concern, and you
can address it in whatever free formyou wish. It seens
to ne a lot of the issues here are very, very prenature,
that there's really a shaky foundation, and there's sone
fundament al corporate governance issues that need to be
resol ved before you can even get to these stages, like
does the corporation have a code of ethics, and how does
t hat govern how they conduct thensel ves? How do they
nmonitor their code of ethics? How would you advise them

to address those fundanental cultural and |egal issues,
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t heir corporate governance?

MR. PONEMON:. Can | just chime in, because

actually -- | didn't pay this man to ask that question
M5. LEVIN. | thought you did, though, Larry.
MR. PONEMON:  Not yet.
M5. LEVIN.  Sounds like it.
MR. PONEMON: But it is all about ethics.

Unfortunately, we junp into the conpliance and
regul atory issues, but it's about responsible information
managenent .

We tal k about all of these bad conpani es, but
conpanies are filled with good people, and they're trying
to do the right thing.

They just need clarity of purpose. They need
to understand that it's about responsible information
managenent and not just about sonething narrowy defined
as the privacy thing or the data protection thing or the
Canadi an -- the PIBIDA thing once we get into that m nd-
set, it's gone.

It's confusing to nost people, and we nove on
to the next issue.

So, | agree conpletely, it starts with this
ethical respect for a framework that makes sense and that
could be applied globally, and then you could start to

work at the next |evel of detail about how do you conply
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wi th that franmework.

MR. CLAYTON: And part of what you're raising
and the data flow analysis -- you'd go through those
I Ssues.

Those are things that we clearly would have to
under st and, because the analysis of what's coll ected,
where it's collected, is it legally collected, what are
the risks associated with it, have got to be understood
at every juncture of the process. Wat | would hope a
conpany would get at the end of this initial assessnent
or analysis paralysis would be a very useful diagram
flow, risk report, et cetera, that wal ks busi ness through
al nost all of those issues and offers either solutions or
at | east choices or where you can get other information
to make those deci sions.

MR. PAROBY: | said |I'd dunb it down and nake
it sinmple, but one of the things we're seeing in very
| ar ge organi zations and very snmall organi zations -- Larry
hates the word "assessnent™; I'll say "current state" --
is to issue thema scorecard on their current state, a
very sinple scorecard, and we've coded it red, yellow
green, to make it sinpler yet.

Red is bad, green is okay, yellow is maybe |
don't know or in the m ddle.

Once you establish the ethics, the culture, the
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framework -- and this all goes across technol ogy, the
peopl e i ssues, the corporate governance, the privacy.

You sit down and you | ook at that at even a board | evel
and you say, gee, |'ve got a scorecard, and I'mred over
here with respect to these ethical issues or -- let's
address those first before you inplenent a solution with
t echnol ogy.

MR. ALHADEFF: One of the things that you have
to think about, especially with smaller conpanies, is
when they start an analysis |like this, what you nmay end
up having is a forcing function, because there may be a
code of ethics that is actually -- lvan is the code of
et hi cs.

It is actually the CEO who has the ethos of the
conpany. W actually have a fairly | arge conpany
considering what a | ot of conpanies actually are, and the
code of ethics and a |l ot of these policies may be things
that, if you ask soneone, you could get an answer, but if
you were to look for it witten down in an
institutionalized fashion, you' d never find it.

MR PURCELL: Well, it would be insulting, too,
for a small conmpany, to go to sonebody and say you need a
code of ethics. 1'd say, get out of here. | nean you're
assumng | don't have ethics.

So, it's in the very, very |arge conpanies that
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have really distributed accountability where | agree that
t he docunentation is nore inportant, but you' ve got to be
careful when you're dealing with the very small, closely-
hel d conpanies, as well.

M5. LEVIN  Ckay.

Next question?

QUESTION:  Actually, to pick up on the snal
conpany issue, at Trasue, we see a |lot of conpani es who
have no understandi ng of things |ike CABA and ot her kinds
of regulations that are specific to their own state. The
| ack of understandi ng, especially anong small conpanies,
of applicable lawis a big problem and | think the FTC
and everybody has to find a solution to that.

M5. LEVIN. More Education 101.

Last question.

MR. REEDER Sure. And it's pretty basic. And
that is what is the definition of privacy for you as the
CEO of this conpany?

MR. PURCELL: Thanks a |ot, Frank.

(Laughter.)

MR. REEDER. From the sense of what privacy is
and what your sense of the expectations of your custoners
and the world at |arge about what privacy is, doesn't
that draw the Iine for you as to what protections you

provi de and how you go about putting your arns around
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what you shoul d be doing. Because, on the one hand, FTC
is dealing with, and Congress is dealing with, the spam
i ssue, and the do-not-call list is about to cone out
enabling people to do that, lots of work is being done in
identity theft.

For some, that m ght be enough as far as kind
of the privacy intrusion part of it, but isn't there nore
to it than just that?

MR. PURCELL: Well, | think that blends the
prior question on the ethical framework, too, Frank,
because | think Ivan Oferforyou is essentially being
advised to do a survey and to gauge the attitudes toward
privacy and data protection in their client base. That
woul d not necessarily be a voting process to determ ne an
out come but woul d rather be an advisory into that ethical
framework to say, okay, fine, this is what people expect.
Now what am | going to provide within that expectation
that's required through regul ati on and that goes above
and beyond that needed for brand, that endures to the
brand sonehow.

So, | think it's very conplicated to say how
you define privacy.

Certainly, Larry's nomis going to define
privacy in a very different way than either her peer or

ny hi gh school student who I'mstill trying to convince
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that stealing nusic on the Internet is not a good thing.

So it's very difficult to say here's a
definition.

| think that it's self-defined, to a certain
degree, even in legal terns today.

MR. PAROBY: There's an exposure draft that
just cane out yesterday. It's by the AICPA, and it's
entitled "Proposed AICPA ClIC Privacy Framework," and they
define privacy. They say privacy is defined as the
rights and obligations of individuals and organi zati ons
with respect to the collection, use, retention, and
di scl osure of personal information, and they take each of
t hose maj or conmponents and they re-define that.

So there is finally a franmework, 90 pages in
length, that is starting to at |east define it and give
some gui dance as to what it is and what you do with it
and what you can't do with it.

M5. LEVIN. We'll probably hear a little bit
nore about that |ater today.

| want to thank this panel for one of the nost

creative presentations |'ve ever participated in, just

fantastic.

(Appl ause.)

M5. LEVIN. And we're going to have a short
break. 1'll give you seven mnutes, till 10 of. There's
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still sone food out there, a bathroom break, and then
rush on back. Thanks.

(A brief recess was taken.)
PANEL 2: Business Tools for Protecting Consuner

I nf or mati on

MR. SILVER This is the second panel. W're
going to | earn about sone technol ogies currently
avai l abl e to businesses to help them protect their

systens and i nformati on.

Where appropriate, if the panelists feel |ike
it, 1'd ask themto perhaps reference the previous
hypothetical, if it's natural. References to Larry's nmom
or Gary's dad will earn extra credit, as well.

The bi ographi es of the panelists are in your
folders, but | will give brief introductions.

Joseph Al hadeff returns from his acting debut
in the previous panel. He's with O acle.

Chri stopher Klaus is fromlnternet Security
Syst ens.

Gary Clayton is not here yet, but he's from
Privacy Council.

Christine Varney is counsel to Liberty
Al liance.

Toby Levin will be assisting me in this panel.

She's at the FTC
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Ari Schwartz is with the Center for Denocracy
and Technol ogy.

M chael Weider is fromWtchfire.

Craig Lowery is with Dell

Steven Adler is fromIBM Tivoli Security &
Privacy Software.

And Robert Gratchner is with Intel.

You may think first of software when
considering privacy and security tools, but Robert wll
| ead us off with some remarks on a tool that consists not
only of software but actually hardware, as well.

MR. CRATCHNER  Can everyone hear ne okay?
"1l try to keep ny coments on Larry's nomat a m ni mum
and see if she can understand this technol ogy by the end
of ny di scussion today.

| first want to thank the FTC for putting this
wor kshop together and allowing all of us today to cone
t oget her and di scuss technol ogy and how it affects
business. It's a great opportunity to be here today and
to talk to you all.

So, ny first few slides today are basically
t al ki ng about the environment and situations that
busi nesses face.

| also want to let the panel, if they have any

addi ti onal coments on this, to feel free to chine in on
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this during ny presentation or afterwards. Comments or
help to clarify points are always appreci at ed.

So, this first slide | want to discuss is
actually what are we trying to protect and what are the
| ayers of protection?

Qoviously, the core of what we're trying to do
and identify is the data, the personal identifiable
i nformation, and surrounding that data is applications,
the operating software, the actual applications using and
mani pul ati ng that data.

Surrounding that is the infrastructure, the
actual hardware, the PC or the hardware incorporating
that, and surrounding that is the network, the final
| ayer of protection.

And the point | want to get across here is any
weakness to a | ayer of protection can expose that
i nformation.

So, a weakness in the infrastructure could | ead
to exposure of that data.

We need to nmake sure that the fence around that
data and around those |l ayers of protection is strong and
it enconpasses all.

Tal ki ng about the environment that we're facing
today as corporations, we talk about individuals,

devices, a firewall, and a network, individuals being
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enpl oyees, custoners, vendors, suppliers, who have access
into data.

They' re using devices like PDA's, PC s, cel
phones.

So, all of these types of devices have to be
consi dered and understood wi thin the environnent.

Wth regard to software, we’'re it's talking
about the operating system W’re talking about anti-
virus software.

Most busi nesses use a type of firewall before
anyone can get into their network.

Then once you get in the network, we're talking
about servers, routers, switches, and all that.

But the nost inportant piece -- and they
alluded to it alittle bit in the earlier panel this
norni ng as the business processes, is tal king about
policies, ensuring enployees are trained, ensuring that
there is enforcenent, that there are guidelines out
there, and that these guidelines then are foll owed
t hrough and the conpanies are follow ng those, that there
is the actual penetration testing that we're seeing and
enmul ati ng what hackers may do. Then obviously the nost
inmportant, for me as an ex-auditor, is the risk
assessnent. \What are the risks that business are facing?

And a breakdown in the business processes, to
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me, can lead to a breakdown in any of those individual
environments, whether it be devices, firewalls, or
net wor k, because they're all interlaid and intertw ned by
t hi s busi ness process.

And finally, the last slide on the kind of the
environment is what is the safer conputing initiative
going on today and in the future?

In the past, it has been software only. It has
been anti-viruses, the use of passwords, VPN firewalls.

There has been the energence of the technol ogy
of smart cards. At the May panel discussion, there was a
pretty good overview of smart cards and their technol ogy
and the use of smart cards. That just adds another |ayer
of protection.

Currently there's another technol ogy, which
"1l talk about a little later, called TPM trusted
pl at f orm nodul e, which perforns platform authentication
in fixed hardware. This is a technology that's starting
to energe.

There's current platfornms right now which
i ncorporate this technol ogy.

And for the future, one of the things that
we're working on at Intel is LeG ande technol ogy, which
"1l talk about nore, is a hardware sol ution.

VWho knows what's in store for the future, but
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obviously, we're seeing a need to better secure data. By
addi ng all these technol ogi es together, we're eventually,
hopeful ly, going to get there.

So, the TPM solution is, at the nost basic
| evel, a smart card on your platformor on your nother
boar d.

It acts with the ability to do cryptographic
key encryption, and it also perforns platformintegrity
t esting.

The TPMis done by a group called Trusted
Conput er Group, an open forumgroup to anyone who wants
to participate, which is putting together specifications
to allow these two types of capabilities.

It's intertwwined with the 10 controller hub
whi ch goes within the chip set, which then works with the
processor.

It can work with a portable token or a smart
card, and the inportant part with regard to privacy in
the TPMis, fromthe onset, this organi zati on has
considered privacy. Privacy was very inportant in the
processes and in the consideration of developing this
t echnol ogy.

The Trusted Conputer G oup has a website. You
can go to that website, see data, see the white papers,

and all of that is open to the public at |arge.
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So, with regard to LeG ande technol ogy and what
I ntel has been working on, LeGande basically is a
har dwar e- based sol ution for security technol ogy.

It's operating systemindependent. The goal is
to work with any type of operating system

Basically, it's going to create protected data
pat hs.

It's going to protect execution environnents
wi thin the processor and protect key operations and
storage to basically help strengthen the encryption
capabilities within the processor.

Now, once again, within LeG ande technol ogy,
privacy has al so been considered in the devel opment. The
privacy team has been working with the product
devel opment teamto ensure that privacy is considered at
the onset and integrated into their processes.

We shipped this out to our manufacturers with
t hese capabilities.

So there are two types of users with LeG ande
t echnol ogy.

There's the owners, the people who actually
wi |l buy the technol ogy, and these can be your |IT shops
or this could be your PC person at home who actually
bought and owned t he technol ogy.

Two is the user, and the user is the person
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who's actually using the machine. So, this could be an
enpl oyee of the conpany or it could be another famly
menber who is using this technol ogy.

But basically, the owner has the ability to opt
into this technology when they're using it. The user
al so has the choice to use this technology or not to use
it. Users also know when they're in a protected state
and when this technology is being utilized at all tines.

The bottom|ine when we were working with the
team is that we want to make sure that we strengthen the
security of the users wi thout conprom sing their privacy.

To sumthis all up, in talking about the
LeG ande technol ogy, we want to inprove security wthout
conprom sing privacy. There is a uniqueness within the
TPM which is not manufactured by Intel but was defined
by these specs, by this organization, but then devel oped
by other conpanies. There is this privacy nodel, an in-
depth privacy nodel that they are using and working wth,
t hat has been revi ewed and can be revi ewed by people
out si de.

It operates on private information data out of
the view of other software, so that this is totally
protected and cannot be w tnessed by malicious users or
mal i ci ous out si de sources.

It enmpowers the choice of the user, and it's

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

124
i ndependent of any type of operating system or
application. The bottomline is that it is designed to
enhance conputer experience by increasing security.

Thank you.

MR. SILVER  Thanks, Robert.

Let's tal k about another new system now. The
Li berty Alliance Project is devel oping a specification
t hat coul d change how information is shared within
conpani es and al so between conpani es and consumners
onl i ne.

Christine Varney will explain how depl oynent of
this specification could provide a way to protection in
consuner information.

M5. VARNEY: | was going to ask Robert to put
his first slide back up and then show you where Liberty
can sit.

Thank you so nuch, and thanks for inviting ne.
| was conmenting to Toby, we've conme a |long way fromthe
days when sone peopl e thought that privacy was not a
i ssue for consuner protection.

What was that, Toby, in '94 and '95?

And now t hey even have this wonderful coffee
and food outside.

Thank you. | know sone of the business people

here provided it.
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The evolution of privacy has led to sone really
interesting technol ogical evolutions, as well. What
Liberty is doing is playing in the space that Robert has
in the blue and in the brown, between the two, and |let ne
explain that to you

Liberty Alliance is a specification body. As
consuners, you will never hear about Liberty. You
shouldn't. It is a back-end specification body |ike HITP
and HTM., SOAP, SAM..

Liberty is like Qasis or |like the Internet
Engi neering Task Force or any of the other 200 bodies
t hat create specifications upon which applications can be
devel oped.

Li berty came into being with a vision of
creating an open, inter-operable, decentralized system
for federated identity and authenticati on.

Now, the reason that's inportant is, if you
t hi nk of a best case scenario for consuners who choose
it, for people like me who travel a lot. The reason that
pl anes are always full nowadays is because they're
canceling flights left and right.

So, inmagine a scenario where you're extrenely
busy and you've got flights, you ve got a car picking you
up, you've got a neeting at the other end, you' ve got a

hotel reservati on.
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| magi ne a systemthat you have chosen to
participate in, affirmatively, that allows all of the
enterprises that you're engaged with to talk to each
ot her.

So, United sends the nmessage out through ny
cal endaring and nessagi ng system that ny plane has been
del ayed.

It contacts the car service | use and says pick
her up later, her plane has been delayed; it contacts the
car service on the other end to pick her up later, her
car has been delayed; it contacts the hotel, if it's a
guaranteed tinme reservation, and says hold the
reservation, she is going to be late; and contacts the
people I"'mnmeeting with. 1t does the whole thing. Down
the road, ny identity manager can | ook around for a
different flight and see if there's another flight that's
going to be nore convenient for nme and notify ne.

There are all kinds of convergence in a |oose
sense that a lot of technologists -- and I don't know who
in the roomis a hard-core technol ogist; Richard is not
here at the nonent -- that technol ogi sts can envi sion
down the road -- these seanl ess conveni ences both for
consuners and for enterprises.

Ri ght now, suppose you wanted to go through the

exanple that | just did. Hypothetically speaking, say |
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had a United Airlines flight and a Hertz rental car and |
was staying at a Holiday Inn chain. |If those conpanies
wanted to offer nme that kind of conveni ence, what they
woul d actually have to do is go wite software that would
allow their systens to talk to each other. Nothing |like
that exists today, nor could it exist because everybody's
systens are proprietary.

So, the idea behind Liberty -- and it's very
critical for e-wallets -- is that there are products out
there that are very nascent, that are beginning to offer
t hese kinds of services. For the nost part, they are
proprietary and they are centralized, so that if anyone
wants to get access to your data, all of the data is kept
in one database or in databases that talk to each other

The idea behind Liberty is why don't we create
a specification that conpanies who want to can build
applications upon. The prenmise of the specification is
that it's open, it's published, it's at
www. proj ectliberty.org. W're on version 2 of the
specification now. And it's royalty-free. Anybody can
wite applications on top of it. And it's decentralized,
whi ch neans that your data -- and |I'm going to keep using
consuner exanples -- your data doesn't have to be
centrally stored anywhere for this systemto work.

| “mgoing to nake a very rough anal ogy, so if
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there's a technologist in the room stand up and tell ne
how to give it a better translation. The rough anal ogy
is think of it as peer to peer for your data, where you
may choose to keep highly confidential trust information
at one source, whether that is an American Express or a
Morgan Stanl ey or a Bank of Anerica.

You may choose to keep | ess confidential data
maybe at Yahoo. The data that you would need for a
variety of systens and services to work woul d be kept
separately at various points in what Liberty calls a
circle of trust. So when you want to nake a call on the
data, in our Liberty world, the identity provider goes
out and makes a call across all of the nenbers of the
circle of trust to find the data that's needed and
rel evant for the transaction and brings the data back to
conpl ete whatever the transaction is.

The idea is very sinple. In a single web
session, a consunmer would be able to nove around w t hout
re-aut henticating, wthout using additional passwords or
sign-on's or anything else, in an individual circle of
trust or across circles of trust that have contracts with
each ot her.

The way a circle of trust works is that a group
of conpani es woul d get together and, by contract, agree

that they were going to offer the consuner this service.
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Hypot hetically, say it's AOL, it's United, it's Hertz,
it's Holiday Inn, and it's AnEx and Mastercard and Vi sa.

Al'l of those conpanies would affiliate. They
woul d sign contracts. They would create their circle of
trust.

Now, you, the consuner, don't ever see any of
this. Suppose you go onto AOL, and AOQL says, hey,
consuner, we have the ability to |link your accounts
bet ween t hese conpani es.

Pl ease let us know if you would like to link
t hese accounts and if you would like the information to
be shared between us and click here to see exactly what
informati on gets shared, by who, for what purposes, under
what circunstances -- the whole nine yards description.

Then if the consuner says yes, | want to do
this, when you're in a web session, you can nove around
bet ween anybody who's in the circle of trust. This is
very conveni ent, again, in the travel industry, when
you're trying to nmake travel reservations, you're trying
to make hotel reservations, you're trying to nmake
ai rplane reservations, you're trying to nake car
reservations, you're trying to get themall charged. It
offers a | ot of convenience.

So, what Liberty sees as probably the first

commerci al, consumer application that wll probably
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evolve is likely to be the travel space.

As the e-wall et space matures, we're likely to
begin to see sone applications there.

Bef ore you see that, what's happening right
now, as we speak, is that Liberty is being deployed in a
coupl e of conpanies -- and | can't say who, but if you
| ook at our nenbers |ist, you could probably pretty
easily guess. What happens with very |large enterprises
t hat have been around for a while -- and everybody in the
roomis going to be famliar wwth this -- is they have a
| egacy system

So, you work at a company and -- you in the
governnment will appreciate this -- you're trying to
figure out, what's in your TSP account, you're trying to
figure out how many hours you have accrued for vacation,
you're trying to figure out what your salary is likely to
be next year, just all kinds of data that you m ght want
to have access to as an enployee. |In nost corporations,
if that information is available electronically to you,
it's usually only partially available, it's usually hard
to get at. Oten you e-mail the right person and they e-
mai | you back

There are probably hal f-a-dozen conpanies right
now t hat are deploying applications in data based on the

Li berty specifications because it's cross-platform it
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wor ks across nultiple systens, and it works across | egacy
systems. So, it allows large corporations to be able to
provi de data to their enployees frommultiple sources.

Now, that's where the authentication cones in
This is very inportant if you' re an individual, whether
you're operating in the business world or in your
enpl oynent world or in a consumer space, that you be able
to ensure your data is kept safely and securely and that
only the individuals or enterprises that you want to have
access to it get access to it. The way that happens is
t hrough aut henticati on protocols.

I f you' re noving about the web, you m ght have
a very high level of authentication expectation for
anybody who can get access to your bank account. You
probably don't want to have a | ot of people have access
to that, and you probably don't want your bank to give it
to a |lot of people.

So, the bank will require a very high | evel of
aut henti cati on.

You may want to check the | ocal weather and
sports on Yahoo, on My Yahoo, right? But you probably
don't need a high I evel of authentication for that.

So, Liberty provides for any authentication
| evel or technol ogy that a depl oyer offers.

It's technol ogy-neutral. You can put in any
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ki nd of authentication that you want, which goes back to
some of the points Robert was making.

Liberty is a specification. It is only as
secure as the Internet is right now, and there are a | ot
of vulnerabilities in the Internet.

It is also only as secure as the business
depl oynment of the application is secure. Because Liberty
wites specs only, they don't wite business rules, and
because they are working on the existing architecture of
the Internet, they can't cure the security risks that
exist in the Internet today.

You can go to the Liberty website and see
version 1's rel ease and version 1.1 and now we're on
phase 2 which has just been released in draft. Liberty
has put out probably hal f-a-dozen technical papers.
They're nostly extrenely technical, and they tal k about
how to build a Liberty deploynent that's secure and safe
and privacy-enhancing. But those are directed at
technol ogi sts, and |, frankly, have a very difficult tine
readi ng them

There is one docunent, though, that | would
commend to you, and it's called the Privacy and Security
Best Practices. That docunent is witten for business
peopl e who are meki ng the deci sions around what ki nds of

services they want to offer. The hope is that the
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busi ness people will talk to the technol ogists and that
they will get the right kind of guidance around the
| evel s of security and the |evels of privacy that should
be adopted in any business inplenentation.

Liberty is also based on an opt-in. You, as a
depl oyer of Liberty, can't enable the service unless the
box in the spec that says "consent obtained" is checked.

Now, obviously, there's nothing that can
prevent a fraudul ent enterprise from checking that box.
But as we all know, that's something the FTC woul d frown
on and woul d, hopefully, vigorously pursue.

So, it is based on opt-in, and it does all ow
for whatever |evel of authentication a deployer chooses
to provide. | think, James and Toby, that's probably
enough of the overview and we can get into nore specific
guesti ons.

MR. SILVER  Thanks very mnuch

We're running a bit behind schedule, so I'd ask
any panelist, if they want to just speak fromtheir seat,
that m ght save us a bit of tine.

We can nove now to enterprise technol ogies, and
| know that Joseph Al hadeff has sone remarks about roles
and rul es-based solutions, as well as out-sourcing
possibilities for smaller businesses and how to get sone

privacy features out of existing technol ogies.
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MR. ALHADEFF: Right. Thank you.

One of the things that we | ooked at in the
hypot heti cal and one of the concepts that hopefully cane
t hrough was a concept that privacy, security,
confidentiality are not necessarily differentiated within
busi ness, are not necessarily differentiated by
consuners, but are clearly differentiated in IT
departnents, usually, and sonetines in |egal departnents,
as well. Wen you | ook at solutions, though, you need to
| ook at all the factors.

If you' re | ooking at any one factor, you're
m ssing a large piece of the pie.

One of the things that we've tried to stress is
that the solution, while technol ogy plays a great
facilitating role, is not just a technol ogy sol ution.
There are policies and there's sonme hard work that has to
be done init.

And part of the hard work is that it used to be
a lot easier to | ook at technol ogy sol utions, because it
was the M&M concept before. That kind of shell was the
dividing |ine where you have to do protection. What was
out si de was bad, what was inside was good, and that was
the definition. WlIlIl, these days, you have to al so | ook
at what's inside the technology shell. The shell doesn't

work quite so well.
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We have to go perhaps fromthe chocol ate M&M
with the soft inside that was a little too squishy to
nore of the peanut M&M where the inside remains hard, as
well. An exanple of what | nean by that is you can
depl oy different types of technology. Qur technol ogy
goes across the stack. It could be CRM systens. It
could be enterprise applications. It could be a
dat abase, what have you

But if you deploy enterprise applications and
you optim ze themonly for one thing -- let's say
security -- you may actually be m ssing part of the boat.
Security may have neant to you I want to make sure that
no one who is not one of ny enployees can get access to
this information, but that m ght not be appropriate from
a privacy perspective. You may have to al so ask the
guestion, do these people need access to the information
for their job function?

Do | have a set of concepts, business rules,
and processes by which | understand who needs access to
information and why? Do | have that map of data fl ows,
whi ch was used in the exanple early on as one of the
consulting priorities. Have | figured out the data
fl ows?

No matter how good your technology is, if you

haven't done some thinking to | earn what your data flows
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are, what your business needs are, then you can't depl oy
a technol ogy sol ution, because you don't even understand
your own busi ness.

So part of the question is having the
technol ogy work in support of the business once the
busi ness has identified its needs, as well as the
concerns and needs of its enployees and its users.

When you | ook at the way things are going out,
you can look at it at different parts of the exercise.
| f you go back to the other bullet slide -- Robert,
there's a little bit of famliarity in the structure of
your slide and this slide, and |I apol ogi ze deeply for
that level of famliarity wi thout your advice. You have
t he concept of the custoner facing and the enterprise
facing. W' re going to be |ooking, fromny point of
view, a little nore at the enterprise side, but it still
has sonme of the custoner facing aspects.

I f you |l ook at a conpany that has custoner
rel ati onshi p managenent systens, the question is, are you
t hi nki ng about preference managenent? Are you capturing
that information fromyour custoners and your users and
your enpl oyees?

What are their preferences? How do they want
you to interact with then? Because that's how you prove

t he val ue proposition. You nmake sure that that's
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benefi ci al .

Now, they're going to have sone controls on
their side that are beneficial, whether it's P3P, whether
it's spamtools, whether it's cookie nmanagers, whatever
But there's still sonething you can do on the enterprise
side to nake sure that you' re capturing that information
appropriately.

Once you' ve captured that information, the
question is does the back end honor those preferences?
One of the things that you have to do when you honor
t hose preferences is to think, okay, how do | then nake
sure that things don't get sent out that this person
doesn't want to get sent out? How does the sharing not
occur that hasn't been appropriately mapped?

Do | have business rules that reflect this? Do
| have policies that reflect this? Have | done training
that reflects this?

s my approach to this integrated? Have | then
set ny security paraneters according to a nunber of those
preferences?

In our case, this would be across both the
application server technol ogy and across the database
t echnol ogy.

You can set the role. You can define exactly

what the role of the person who is accessing the
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information. What are their rights and privil eges
related to accessing? You can map that to the business
rules related to that information.

You can also then | ook at an | E nmanagenent and
a privil ege managenent situation, which is |I've
identified the person, |I have authenticating nmechani sns,
| have a system of naking sure that privilege managenent
occurs, because it's great to say you've got strong
aut hentication. Al ny enployees, for instance, may have
to use a digital signature.

Well, that's wonderful, but if I forgot to have
an HR systemthat updates their privileges, then |'ve
aut henticated the person to be able to access the wong
i nformation.

The fact that | can tell that Joe Al hadeff is
Joe Al hadeff is nice, but if I don't have privilege
managenent in place, then the fact that I'mnme is
meani ngl ess, because I'mgetting to see all the wong
dat a agai n.

Make sure that the access controls are
granular. Wsat is it that you can see? How deep can you
make that division between what you can see and what you
can't see? Are you mapping it across both function and
geogr aphy?

What controls do you have? In the case of our
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dat abase application, you can also have a function called
| abel security, which can actually get sone of those
controls down to al nost the data el enent | evel

After that, then you have to figure out, well,
| do want to have a little bit of confidence that ny
peopl e are doing the right thing.

|"ve had the training, |I have a conpliance
program | have nethodol ogies, but it's also nice to have
some control

So, your audit functions have to be turned on
in such a way that you can capture sone of this
i nformation.

You al so have to have it done in such a way
that you can set sone controls on these policies. One of
the things which they've just been launching is a concept
called an internal controls manager. That's really been
done in response to a lot of the requirenents that have
conme out of Sarbanes-Oxley. It can also be used, to sone
extent, to address sone of the requirenents that 1386 may
be com ng up with, because it's, in sone ways, a testing
of your controls and an audit agai nst them

A lot of this is technology that exists in the
dat abase applications stack, and it's technol ogy that
we'd like to think we do it best, but it's common to a

ot of platforns. A lot of people aren't thinking wdely
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enough when they deploy their platfornmns.

It's great to say you want to buy sone new
technol ogy and you want to try to get new technol ogy out
there. There's a lot of new technology that's very
val uabl e, but there's a lot of existing technol ogy that
can be configured to be nmuch nore effective than it has
been. Oten the configuration, even if you buy new
technol ogy, is an inportant thing to think about, because
everything has to work together. You don't just take
paper out of the system and you're there.

That's not e-business in a responsible or an
intelligent manner.

You haven't done process optim zation. You're
not really gaining the concepts of a total cost of
ownership. You're not really noving the ball forward as
much as you can.

It would be Iovely to say that |ooking forward
to the tinme of the Jetsons that you're going to just have
the fatigue of pushing the button, which is always the
solution, and the button can help. That technology is
going to be very beneficial. But it has to work within
the framework of the business, the inperatives of the
busi ness, and the needs of the people the business
serves, whether they're enpl oyees or users.

Once you have it working in that context, then
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you have technol ogy maxi m zed, because the drivers are
all of the correct drivers, not just a slice of those
drivers. At that point, I'll leave it there.

MR. ADLER: About two years ago, we started out
to do sonething different, to build sonme enterprise
privacy technol ogy that woul dn't be based on anyt hi ng
el se that we had built before. W did that because
privacy i s about purpose.

Now, | cone fromIBM Tivoli Security Software,
part of the IBM Software G oup. W traditionally nade
security software -- identity managenent software, data
synchroni zation, access control. W have a rich heritage
in building security software.

But when we cane to thinking about hel ping our
custonmers figure out how to build privacy into IT
systens, we had to take a departure from where we had
come fromfroma security perspective.

Security is about operational control of data.
| heard soneone say “legacy systens.” | built the
systens that collect the data, so | amgoing to determ ne
how to protect the data. That's an organi zational view

|'ve got people who have job functions, who sit
in roles, who belong to groups, and I'"'mgoing to allocate
access control lists to the types of applications and

resources they can touch.
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Privacy is a little bit nore denocratic. |It's
about consent and purpose. How are we going to use the
data? Wat are we going to do with the data? It
requires a purpose-based authorization deci sion.

So, while we at Tivoli build security systens
to identify or authenticate the individual, as Christine
said, and, as Joe tal ked about, provide access control
for authenticated people to resources, we put one nore
| ayer inside there. 1f you |ooked at the chart that Joe
put up before, it said authentication, access control,
aut hori zati on.

Tivoli Privacy Manager is a purpose-based data
aut hori zation system That means we're eval uating
requests for data based on context -- not content of the
i ndi vidual, but context of the decision.

Wiy do you want to use the data, and has the
conpany agreed to that purpose? Have data subjects
agreed to that purpose? Have they consented?

To do that, again, we had to think a little bit
differently about data authorization. W worked with 28
conpanies in what's called the IBM Privacy Council, which
"1l talk about a little bit later. W worked with these
conpani es because we realized at the outset that we were
bui | di ng sonet hing, again, that was very new, and we

didn't know enough about it. W wanted to nmake sure that
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as we built sonething as inportant as a privacy
managenent technol ogy, that we would work in
col | aboration with organi zations that had enterprise
privacy chal |l enges, that woul d have the kinds of conplex
probl ens that we would want to sol ve

And one of the biggest things that we heard
fromour custoners at the outset was to nmake sure that
what ever sol uti on we brought to market would be open
st andar ds- based.

So, IBMTivoli Privacy Manager is a kind of
privacy m ddl e-ware. Do you know what m ddl e-ware is?
It sits in the mddle of other software, it connects
things. Because it's a privacy m ddl e-ware, because
we're sitting in the mdst of custoners that have |arge
di verse enterprises with lots of different systens that
need to be connected from a data managenent perspective,
we chose to base our policy | anguage on P3P as an open
st andar ds- based applicati on.

Now, |I'mgoing to go through a little bit about
what Privacy Manager is and how it works froma really
hi gh-1 evel perspective.

So, fundanentally, we take a privacy policy or
a data authorization policy the conpany has, and we
convert it to P3P

P3P is a rul es | anguage.
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Ari can talk about it or Lorrie can talk about
it in greater detail.

As a rules |language, we're identifying three
key conponents: groups of users who can use types of
data for valid purposes.

We post that policy, to groups who can use data
types for purposes, to a server that sits at the hub of
the enterprise. It publishes this policy to transaction
nonitors that sit -- here's a techy word -- |ike a proxy
in front of a database.

The proxy wat ches applications requesting data
from t he dat abase.

Now, the database could be an Oracl e dat abase.
It could be a Sequel database. It could be a DB2
dat abase. It could be anything. For every request that
cones in to the database, we evaluate is this person
data user, who belongs to this group, allowed to ask for
this data type -- a field, a record, or a classification
type -- for this purpose?

We do a single check. W scan the record, the
request. We take a look at it. W let the request go to
t he dat abase, and while the request is going to the
dat abase and being filled, we send the request down to
the policy server and ask is this purpose all owed?

The policy server may conme back and say, yes,
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that purpose is allowed, for exanple, direct marketing is
al l owed, that data user can request 5,000 records for the
pur pose of direct marketing.

We then do a second check, because that policy
server is keeping a consent repository for the entire
enterpri se.

We're centralizing user preference and consent.

It's going to do a check against those 5,000
people. Did they consent to that purpose?

And if they did, when the data stream cones
back, we let it go through. But if any of those people
said no, | don't want you to use ny nanme for direct
mar keting, we block it, and we return a null value, and
we keep an audit log of all of this.

"1l show you how this works.

Let's say, fictionally, you nmake w dgets and
you have a really sinmplistic privacy policy like this.
apol ogi ze for the small type, but they're all like this.

(Laughter.)

MR. ADLER: And your privacy policy basically
says we're going to collect sone data fromyou and we're
going to use it to take your order and invoice you and
process your order and ship your order sinple stuff, and
oh, yeah, we're going to share it with third parties.

That's the small type at the bottom
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So this policy is a legal policy, but it
al ready has sone rules init. | mean a policy is a set
of obligations and rul es.

So, froman IT perspective, in order for us to
take that policy and enbed it or to nmake IT systens
understand it, we have to start parsing those sentences,
reducing themto a dialect, a rules |anguage.

This is alittle bit of pseudo-code here.

W' re doing sone sentence parsing. And | apol ogize for
the bad colors on this |ap-top, but you can see the

wi dgets billing departnent is a group, address
information is a data type, and charging your credit card
for the purchases you made -- that's a purpose, and you
can see further down, shipping, marketing. These are al
groups, organi zational groups w thin an organi zation, and

then their data types and their purposes.

Well, in Privacy Manager, we have an editor
which is published online -- it's a free downl oad, you
can check it out -- which is designed to take those

groups, data types, and purposes, and transformtheminto
P3P that is a machi ne-readabl e XNL-based policy, and it's
very sinple. Al you do is you go in, you identify the
group, purpose, and data types, along with sone other
conditions |like dispute resolution, et cetera, and those

get aggregated or stuck together into rules statenents:
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billing credit card for purchases.

You can see the relationship back to the
privacy policy.

Information to ship orders. These are just the
statenment names -- that is, the groups and the types and
t he purposes strung together. You m ght have 50, 150,
500 conditional statements that forman IT privacy or
data aut horization policy. This is what your IT systens
are now going to read when they make authorization
decisions with Privacy Manager.

Al those different statenents get put into a
policy.

We though a | ot about what it nmeans to have a
policy, because a |ot of our custoners told us that,
wel |, they've bought |ots of conpanies in the |ast few
years and those conpani es had policy and they published
them onto the web and nobody kept track of what they were
and nobody renenbers what their obligations were.

But the reality about privacy policies is that
they're |ike an insurance policy -- privacy policies are
very simlar to insurance. Incidents always happen in
the past, but they're not reported until the future.

If you had a policy three years ago and you've
got sonebody reporting a violation today, you need sone

institutional record about what did | say | was going to
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do three years ago and what did | do and what did they
consent to?

In Privacy Manager, all of the policies have
inception dates and expiration dates, and we track al
t he occurrences, to use an insurance term all the
events, all the incidents, all the data access requests
for any individual fromthe nonent they deposit data.

If it's just a nonitored systemw th the preexisting data
for that policy period, when you make a new policy, the
systemtreats it as a new policy that requires new
consent and a new data | og.

So, that's the policy side. That's that server
that sits at the hub.

Now, we go out to the IT systens that are
actual | y using data.

We've got to nonitor them W' ve got to figure
out, okay, sonebody is using an application, they're
requesting data from a database, what's happening there?

So, what Privacy Manager does is it goes out to
t he database. This is a screen that shows what our
transaction nonitors | ook |ike.

It goes out to the database and it grabs al
the field names fromthat database, the table definition
what all the field nanes are call ed.

This is an enterprise. This |ooks |ike an LDAP
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dat abase here. There are sonme enterprise JAVA nanes.

There's an address, EJB, address, city, country, et

cet era.

We then go out to that policy server and we
collect all the data classification types. 1In this case,
it's very sinple. 1It's PIl or non-Pll

And what you can see on the screen is we're
doi ng sonething that Joe was alluding to earlier. That's
data cl assification.

We're classifying individual field nanes in one
dat abase with cl assification val ues.

Let's say you're a small conpany |ike CGol den
A dies and you've only got five major databases.

One's an Oracl e dat abase, one's a DB2 dat abase,
one could be Oracle financial, and one could be a web-
sphere portal.

You've got totally different field nanes in
each one of those databases.

So, Privacy Manager, by mapping those different
field nanes to a set of comon cl assification val ues,
allows you to nanage different systens the sane way.

MR. SILVER  Steven, two nore mnutes.

MR. ADLER: Al right. 1'll nove fast.

So, this is what an audit |og | ooks |ike, and

this shows on this date, at this tinme, this field nane
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was accessed for this policy, this version, and for this
pur pose, and whether or not that consent was conformant.

So, this is the first enterprise privacy
managenent system avail able that actually shows what
people do with data in your organi zati on and whet her or
not access is conpliant with the privacy policy that's
been digitized.

A lot of our custonmers who are deploying this
are realizing sone significant benefits, and it goes to
some of the RO discussion we had earlier.

We're taking privacy managenent out of the
enterprise infrastructure. W're putting it into m ddl e-
war e, which nmeans that application devel opers don't have
to think about building rules into their systens.

And because we centralizing data authorization,
we' re maki ng security nmanagenent sinpler and nore
effective. Because you' ve got this automated auditing
capability, it nmeans that, at the end of the year, when
you' ve got a privacy audit, you press a button, it's the
CGeorge Jetson age, you press a button and out spits an
audit log for everything you' ve done, for every custoner,
for every systemthat's been nonitored for a whole year,
not what you said you' ve done but what you've done.

This is the set of conpanies that we've worked

with for the last two years.
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We announced this product in Cctober of |ast
year. We've had a very collaborative, fruitfu
col l aborative with a |l ot of these conpanies.

They' ve been trenmendously hel pful in hel ping us
understand what their enterprise privacy chall enges are,
and working together with them we feel we've brought a
really interesting and mature technol ogy to market.

So, one |ast coment about -- this wll take 60
seconds.

About three nonths ago, in collaboration with
WBC, we published a new privacy authorization | anguage.

One of the things that we've discovered from
working with P3P and Privacy Manager is that, while P3P
is aterrific open standards-based policy declaration
| anguage, it falls short froma data authorization
perspective. There are sonme features that sonme of our
custoners have asked us for that pronpted us to go and
see if we couldn't extend it, enhance it. Today we're
wor ki ng very closely with WBC, and we' ve published a new
| anguage -- EPAL -- as an IBMresearch note as an exanple
to industry and our technol ogy col |l eagues about what a
full -featured privacy enforcenent |anguage could | ook
like. 1'll just briefly talk about sonme of the features
of EPAL.

P3P is a positive policy declaration | anguage,
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whi ch neans you can only say what's going to be all owed.
You can't say what's not. And EPAL, of course, is both a
positive and negative. W have positive rights and
negative rights.

P3P doesn't provide for conditions. That is,
can use this data for this purpose for the follow ng
conditions, and so we devel oped in some very conpl ex
built-in conditional statements which allow, say, health
care organi zations to determ ne how data is going to be
used in a variety of different instances.

And then, finally, we also added sonething
which we think is really interesting, and that's action.
What can be done froman |IT action perspective?

Data can be accessed for the follow ng
purposes, and it can be read, it can be copied, it can be
deleted, it can be printed.

Agai n, we just published this a few nonths ago.
We're doing a workshop with the WBC in Kiel, Germany, on
June 20th to preview this.

Qur idea is that we're going to be sharing this
in foruns like this around the world for a while to get
i ndustry feedback on how other fol ks see this |anguage,
to make sure that we get a | ot of good di scussion about
this, because we think this is an interesting exanple,

but we don't have all the answers, and we'd |i ke feedback
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fromyou about how you could envision this | anguage
playing a role in your enterprise.

Finally, we're doing a |lot of things on privacy
managenent today from a technol ogy perspective.

We have an | BM Privacy Research Institute,
whi ch has about 20 projects underway currently. Kathy
Bohrer fromour research group will talk about that a
little bit later.

We had an Al maden Privacy Institute event a
nmont h ago, which was an academ c | ook at privacy
t echnol ogi es.

We have designed Tivoli Privacy Manager.

We have, as | said, this Privacy Council and
this Kiel workshop comng up

Questions |ater.

Thank you.

MR. SILVER  Thanks very nuch, Steven

Let's tal k now about threats that businesses
face to their systens, both internal and external, and we
have Christopher Kl aus here to speak about that.

MR. KLAUS: Thanks.

Good afternoon.

We | ook at privacy fromthe perspective of
security, where security has three main goals:

confidentiality, integrity, and availability. And
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probably the two goals that overlap a lot with privacy
are confidentiality and integrity.

The | ayers of data, application,
infrastructure, and network are good areas where, if you
don't have good confidentiality or integrity built into
the systens, there's no way you can have privacy. |
think Christine said that the Internet has a | ot of
vul nerabilities today, and to that extent, by default,
the privacy we see inplenented in a | ot of organizations
is easily conprom sed due to just exploiting
confidentiality vulnerabilities.

One of the reasons why we see that is one of
the current nmethods of trying to protect conputers and
their operating systens and so on is through security
pat chi ng.

Anybody do security patching here? 1Is there
anybody who goes out and applies all their security
pat ches?

W' ve got two people. Al right.

So, there's one guy who doesn't have to patch.
There's a | ot of people who don't patch.

But the reality is we find that nost conpanies
we | ook at don't patch either. So, you aren't alone.

And in fact, we find that when they do attenpt

to do security patching, there are a lot of issues with
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security patching, especially in a production
environment, where you're trying to do business and share
your private information between organi zations, et
cetera. Re-booting your production servers on a very
frequent basis is extrenmely hard. Wen you | ook at al
the problens with, as we've tal ked about, sone custom or
| egacy applications and operating systens, sonmetines you
can't apply the security patches.

When you do apply the security patches, they
break the applications.

So, there are a lot of difficulties for
organi zations to really roll out security patches
consistently and aggressively across all their systens
and applications.

A good exanpl e of how vul nerabl e the Internet
was in terns of databases -- recently, | think in
February, you had the Mcrosoft Sequel slamrer wormthat
spread across the Internet, infecting databases. It
brought down a ot of ATMs. | think in Korea a |ot of
their ISP's were brought down.

But what was interesting about that event is
this programinfected these conputers and actually had
all the access to the data that it wanted, but the
payl oad or what the program actually did was just infect

t he dat abase and then start to try and propagate the worm
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fromthat machi ne to other machi nes.

The aut hor of that wormwas not very malicious.
They did not delete the data or change the data or copy
the data to other places, but the potential risk there is
significant.

Everybody who got infected -- all those
dat abases that were exploited by that worm-- anybody
manual |y coul d have hacked into those databases, as well,
and had access to the data and done nore mali cious
activity out there.

So, that's one exanple that's very visible,
that a | ot of people saw on the Internet.

We deal with a ot of organizations, especially
financial institutions and retail, where they' re getting
targeted for nore malicious attacks or sonmeone tries to
break in, downl oad the database of consuners, and do
identity theft. So far, in nost situations, if the
conpany can, they bring in an enmergency response team and
they try to deal with the incident as a one-off. But in
nost cases, the information that the conpany got hacked
never actually gets back to the consuner. |In California
they just passed a |aw that says if you get hacked and
the informati on of consunmers was conprom sed, you need to
report it.

But nmost other states, alnobst all the other
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states, none of them have any |laws to actually cause a
conpany to report that they've been hacked and t hat
you're potentially at risk. For a lot of banks, it's
actually a | ot cheaper to just charge-off consuners that
have experienced identity theft on an ongoi ng basis.

So, rather than conprom se the brand and have
to change, you know, 100,000 credit cards and all that,
it's just cheaper to hide the fact that they got
conprom sed.

We see that as a problem long-term for the
i ndustry.

Sonme of the security tools that | think are
going to cone out or are in the process of com ng out
Wi thin the security industry to help deal with
confidentiality, integrity, and availability -- one
concept is virtual patching.

Basically, virtual patching is a sinple concept
where you have protection agents that are depl oyed on the
network, on the servers, on the desk-tops, |ap-tops,

t hroughout the infrastructure, down to smart phones. The
protection agent analyzes all the traffic for attack
patterns, all the techniques that hackers use to break
into systens or all the techniques that worns and viruses
are using to break into those systens, and if it sees

t hose attacks, actually stops them
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So, what you actually do is you' re stopping the
ri sk, stopping the vulnerability and threat w thout
actual | y changing the operating system or changing the
application. This has the sane effect as if you had
applied a security patch

Now, the advantage is this is a much nore
effective way of applying virtual patches where you're
not re-booting the servers every tinme you want to stop
the |l atest threats.

You' re basically updating your security
intelligence -- what traffic patterns are bad. Just |ike
anti-virus prograns update | ooking for new bad files,
this thing is looking at traffic and stopping those
attacks. Therefore, you can reduce a lot of that risk
wi t hout actually having to re-do your custom application
to apply this virtual patch

There is some tal k about having defense-in-
depth. It has to be thought at froma network server
desk-top level. It's got to be in-depth.

One of the things that was pointed out was
firewall s as being the standard technol ogy that people
are using to protect their corporate assets. Al nost
every Fortune 1000 conpany that we've dealt with has so
many firewalls with so many rules, with so many partners,

et cetera, that those firewalls are turning into
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basically routers, neaning that you' ve opened up your
access to so many other areas that the concept of having
a boundary protected by a firewall is slowy going away
in ternms of being a good protection device.

| think over the next year or so, we're going
to see nore protection capability put into that
protection gateway to actually | ook for attacks
regardl ess of what the rules are, because right now nost
firewalls allow you to have all kinds of data going
t hrough. The problemis on certain rules -- |like Port 80
is a conmmon web port, right? And you have instant
nmessagi ng goi ng through those ports.

Ri ght now, nost firewall admn's can't stop
certain applications, for exanple, sonebody nentioned
stealing nusic earlier.

Well, P-to-P applications |ike Kazaa and Yahoo
Messenger and ot her chat prograns all go and try to evade
the firewall, right? And therefore, one of the
chal l enges is can we stop those applications if you have
a policy against it? One way to do that is to get down
to the application |evel, |look for either protocols that
are consi dered dangerous or | ook for threat patterns or
vul nerability patterns and stop them at those |evels.

One of the things we're going to see is

probably a nore pervasive protection systemthroughout
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nore organi zations. Because it's easily update-able, it
beconmes an aut o-i mune system

We constantly are updating the security
intelligence, so you're fending off the |atest attacks.

As we nove to a zero-day protection goal, if
you think about all the attacks that are out there, the
majority of them-- especially wornms -- happen within the
first day, within the first few m nutes, actually.

Li ke Sequel slammer -- it took 15 m nutes for
it to spread across the Internet.

It used to be longer; for exanple, the |I Love
You virus took seven days. You could track it from Asia
to Europe to the U S

We don't have that |uxury anynore. So, we've
got to nove to a nmuch nore efficient and nore effective
nodel of protection out there.

The other thing that we're seeing as a security
trend in large conpanies and snmall is there has been a

focus for the last 10 years on point security products

and saying, | have a problemlike viruses, |let ne go get
anti-virus protection; | have a problemw th intruders,
et me go get intrusion detection; | have a problemwth

deni al of service attacks, |let me go get a D-DOS package.
You ended up with a lot of point products out there that

weren't working together cohesively.
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VWhat we're starting to see nowis that security
is nmoving froma mnd-set of solving it with technol ogi es
to nore of a business problem

Security has been escalated to such an
essential state that nowit's high enough in the
organi zation that you have busi ness peopl e aski ng how do
| do security in a nore effective manner. One of the
effective nmethods is to provide a security platformor
framework for bringing together all these different
di sparate products under a common policy, just |ike you
are doing for privacy statenents.

There needs to be security statenents that are
commonN acr oss organi zati ons, common across all security
products, so that there is a consistency, as well| as
being able to check, hey, |I'mabout to connect to a
partner, what's their security level vis a vis what's ny
security | evel

We see that happening, and | think what you're
going to see -- |1've got one mnute, and one thing |
wanted to point out about the way we're doing security
today. |nmagine you went home and you got a really good
burgl ar alarm system for your front door and then you got
a different burglar alarmsystemfor your side door and
anot her burglar alarm system for each and every w ndow,

so that when you wal ked into your house, you had to have
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a different PIN code and you had to run around your house
to every access panel and turn off the alarmso that it
didn't go off. Then if you had to | eave, you had to go
turn themall back on

And if you ever had an actual burglar break in,
you' d have different alarm codes, different error codes.
It would be extrenely hard to understand what the heck
was happeni ng i n your house.

But that's how busi nesses are depl oyi ng
security today. It is very inconsistent, nostly not
central ly managed.

One of the problens is organizational
structure. You have different groups responsible for
di fferent conponents, and therefore, everybody's picking
their own burglar alarmsystem They haven't thought
about the broader picture of how to make all these things
wor k t oget her

W see in the future noving towards an
integrated platformsecurity view around organi zati ons.

| think, on the earlier nodel where you're a
nom and- pop business or a small, medium size business, a
| ot of these technol ogies today are probably too conpl ex
touse. 1'd be surprised if a start-up is really using
DB2 and Oracle and other technol ogi es today.

It's just so hard to do a | ot of these
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enterprise applications.

We think, long term at |east froma security
point of view, we're going to see nore and nore of a
managed protection service, where you don't have the
expertise, but you let the ISP, or whonever you're
getting your band width from cone in and quickly apply
sonme security technol ogies. They can either provide a
gateway protection and/or protection down to the servers
and the desk-tops and potentially | ap-tops, so you can
have sonebody el se managi ng that on an ongoing basis for
a low nonthly fee.

| think that's going to be the direction
security has to take over the next two or three years to
be able to offer pervasive security everywhere. |It's
just too expensive, and the expertise out there to do
good security is very snall

There are not that nmany security experts, and
in fact, very few schools are giving security degrees.
It's growing, but security it's not so critical that it's
part of every engi neer’s degree.

There are a ot of challenges that we're
overcom ng, but we're getting there.

At a high level, that's the vision of where we
need to go with a pervasive platformfor security. That

will help ensure your privacy, because no matter how good
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your privacy statenment is, no matter how well you design
your system if it's built with a lot of cracks in the
foundation, it's very easy for any hacker or any
mal i ci ous wormto bypass those systens and conprom se the
data, and that's where we need to focus on froma
security point of view

MR. SILVER  Thanks very nuch, Chris.

Websites these days are a host of very
conplicated information flows. Let ne ask M chael Wi der
how privacy officers can ensure conpliance. Are there
any tools available to assist themin that?

MR \VEI DER:  Sure.

Steven tal ked about the back-end side of your
systens. Once you collect data fromyour custoners, what
are you doing with it internally?

What I"'mgoing to talk about is nore about the
front end of the website, which is where you have these
pages on your site. There may be hundreds or even
t housands of pages all around your website.

How are your privacy policies reflected in the
devel opment of those pages, and are they being conplied
with internally?

If you look at this challenge, it's really that
the chief privacy officer or |egal person creates a

policy on the site.
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You have web devel opers and marketing people
creating the web content itself.

How do you ensure that the pages and sites that
are being created accurately reflect the policies that
t he conpany has?

In many cases, this is a very difficult
chal | enge, because there may be thousands and thousands
of pages on the site. They may be changi ng every single
day. There may hundreds of people actually creating this
content within a large enterprise. You may have out-
sourced sone of it to third parties.

Getting a handle on how to ensure that your
website is appropriately reflecting your privacy policies
is adifficult thing.

For exanple, where are all the points where we
are collecting sensitive or personal identifiable
information on our website? Are we collecting that data
securely? |Is there a privacy statenent at the point of
col | ection providing proper notice? What sort of
tracki ng technol ogi es exi st on the website that sone
mar keti ng people m ght have put on there that are
tracking the flows or potentially exchanging data with
third parties on the site?

The chal | enge for soneone in the privacy field

is that they have accountability for ensuring that their
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conpany conplies with the privacy policies, but yet, they
have very little control or insight as to what is
actual ly happening within the website itself, which is
real ly devel oped by all these web devel opers and the |ike
around your comnpany.

I f you |l ook at what are your options, then, in
terms of how to address this sort of challenge, there are
a couple of things people are doing.

One is nothing. This happens a |ot, that
people really aren't addressing this issue at all.

The second is that sonetinmes they do spot
checks -- they review the privacy policies when a site is
first |aunched.

The people sit down wth | egal and they say --
here's what we're doing in the site, is this okay; okay,
we're going to review all this. The problemis obviously
that the site today is going to be very different than it
will be tonorrow.

The third option is to do spot checks and to
manual |y go through the website, |ooking at where there
may be issues on the site and trolling through the pages,
clicking on all these links and finding all the places
we're collecting sensitive information, making sure it's
bei ng done correctly.

Again, the challenge there is that the site is
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so big that the manual effort and the rate of change
makes this very ineffective and really uneconom cal, as
wel | .

So, what are the tools that exist today? OQur
conpany, Watchfire, devel oped a product called Privacy
XM Essentially, we're trying to automate that process.
If I sent you out on the website to go and | ook at al
t hese points of collection and the privacy policies and
so forth, I'd want to know how is that represented in the
content of the site?

What we're trying to do is send a software
programto automate that process. Essentially, the way
it works is that you define your privacy policies in the
formof rules to the software. The software then
recursively scrolls through all your content.

Maybe you have about 100, 000 pages on your
site. We'Ill go through that every single day, and we'l|l
exam ne all those points where you' re potentially
collecting data and tracking people on the site and cone
back and conpare that against the policy and then fl ag
i ssues that exist that need to be renedi at ed.

VWhat the tools can help you acconplish is to,
one, automate sone of that process of the conpliance
process. As Larry nentioned this norning, a |ot of

conpani es have a privacy policy on their websites, but
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there are very few conpanies that are actually going
t hrough the conpliance and the nonitoring of their policy
and practices to ensure that they're actually doing what
t hey say they do.

The other thing that the technol ogy can assi st
with is that sonetinmes you may be doi ng what you say
you're doing, but it may be the om ssion in your privacy
statenments or your policies that is the problem

For exanple, if sonmeone in marketing has
i ntroduced some new whi z-bang tracki ng technol ogy that
profiles the users and sees where they' re going and so
on, but yet it's not covered in your privacy policy, that
may be an issue for you that you want to nmake sure it is
properly represented in your policy. 1In a worst case,
you say you don't do that in your policy but you actually
are doing that on the site, which we see happening a | ot.

The age old problemis howto bridge the
al i gnnent between the technol ogy devel opers and the
busi ness problem This type of technology can help in
that process in that, one, it can give the CPO nore
insight as to what is actually happening in the website,
give themreports, give them dashboards, give them data
as to how privacy is being represented across a site.

And secondly, maybe even nore inportantly, it

serves as a vehicle to educate a |l ot of these diverse and
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di sparate web devel opnent groups that you may have i nside
| ar ger conpany as to what they may be doi ng wong,
because in many of the cases, it's really the |ack of
training and awareness and the | ack of know edge t hat
t hey have done sonething wong rather than the purposeful
violation of a rule. Software can troll through websites
on a recursive basis and then push out a report to
managers and al so to the devel opers of the sites that
tells them hey, you' ve done sonething over here which
contravenes our rules, | need you to go fix that.

It serves as both an oversight capability for
ensuring conpliance but also as an education vehicle to
people to tell themwhat they' re doing w ong.

There are two areas where this technology is
bei ng used on websites.

One is on the live production site, which is
that you want to nonitor your live sites that custoners
are seeing to ensure there's nothing on there that we
don't want to be on there, and if it is, | want to know
about it fast, before sonmeone el se does.

The second area where we're working with a | ot
of custoners nowis in the area of prevention, which is
to say | don't want to be bailing water out of this boat
all the tine. | want to plug the |eak, so that we find

out where these privacy issues are getting in and try and
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build in conpliance into the web publishing process.

What we do there is take the technol ogy and
enbed it into the custoner's web devel opment publi shing
process. |If | create a page, | submt it to ny systemto
be posted to the website, |It's then passed to the
t echnol ogy group and eval uat ed agai nst these rul es that
we' ve defined ahead of tinme, and then it automatically
cones back to M ke and says no, your page has been
rej ected, because you' ve done sonething over here which
is against the rules or, no problem it's accepted and it
passes on to the next stage.

What |'ve seen in traveling around and tal king
wi th custoners about this issue is that there are a | ot
of sites out there where people think they're doing one
thing and they're actually doing the other.

When you actually dig into how do you hel p them
with that, it really is about nmaking it easier, making it
nore automated, making it part of people's processes in
t hat people are noving fast on the web, they're trying to
devel op content, there are fewer resources today than
there were a couple of years ago to do this. What you
need to do is figure out a way to make this a | ot nore
econom cal and a |lot easier for people to comply with the
privacy policies that you have. W really see that as

enbedding this type of conpliance technol ogi es and
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automating this review as nuch as possible into your
publ i shing process. Instead of asking people to go out
of their way, just nmake it part of the flow that they
al ready have.

MR. SILVER  Thanks very nuch, M chael

Ari Schwartz, we've heard about quite a tool
kit here. Do you have any conmments from your
per spective?

MR, SCHWARTZ: Well, a lot of what | had to say
was taken up and was said in the first panel and earlier
in this panel, so | have the advantage of being able to
be pretty brief here.

One point that's been made over and over again
today, and Joe and Gary both it in the first panel, and
Joe again in this panel, is that essential to being able
to go about finding privacy is being able to track the
data fl ow and understand the data flow, and all of the
tools that we've heard about do that to sone degree.

You can break down understanding the data flows
into two different sets. | was doing this as | was
listening to people just now

The first, understanding and authorizing data
flows, nore of the later ones that we heard about, what
Steve is doing, what Mchael's doing, what Joe talked

about to sonme degree, the idea of being able to
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understand and figure out what goes on internally wthin
t he organi zation is a positive for privacy.

There's not really a question there. It's
sonmet hing that we need to do, as we were tal king about in
the first panel.

To get even the basic grasp of privacy
controls, privacy policies, you have to be able to
understand the data flows. These are tools that help to
do that.

| think Steve Adler's announcenent about taking
P3P to the next step, using it behind the scenes in
dat abases, and coming up with a vocabulary is a positive
devel opnment, as well. |It's sonething that people who
have been pronoting P3P use have seen com ng down the
road for a long tine, and vocabul aries are essential to
maki ng t hat happen.

| think we're very optimstic about where that
idea is heading. W'Il have to see how it devel ops over
tine.

The second set of tools are those that are
aimed at securing or inproving internal and external data
fl ows, what Joe was tal king about, what Christine
presented for Liberty and what Robert tal ked about for
LeGand, and that's the nore difficult area of privacy

protection, because it really is about the internal and
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external data flows, and Joe tal ked about the peanut MM

If you' re tal king about the peanut M&M t he
difficulty is in the internal flows of the information
but it becones nore difficult when you start going
external and people are using different types of systens.
Sonme of these tools are trying to get at making that a
little bit easier for the information to flow

Wi | e doing that nmakes information flow, it can
tend to detract fromprivacy. W're trying to conme up
with sone ways to protect privacy fromthe beginning in
thi s discussion.

"' mgoing to sunmari ze what we' ve heard al ready
on this panel.

Li berty is non-proprietary. It's
decentralized. 1t's got best practices, which are very
consistent with what the principles of the Authentication
Privacy Principles Wrking Goup that we put together has
said on these issues. That's very positive.

LeG ande, asking the CEMs to set opt-in's and
is user controlled; again, these are two very positive
t hi ngs.

The nore difficult side is that the proof of
whet her these are going to be privacy positives, cones
down to the inplenentation. W can hear all we want from

I ntel about the way that the technology is being created
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and what they say the best practices should be, and what
Li berty says the best practices should be.

Wen we actually see the software that the
conpani es are actually going to use and the control s that
they're going to set and the options that they' re going
to give to consuners out there, that's a whole different
story.

So, while we're very positive that we've been
hearing the right things, the question cones down to is
there going to be this diversity of services out there so
that individuals really do have the kind of controls that
bot h Robert and Christine hope that they will have down
t he road.

| think it's still too early to tell that, but
| hope to hear maybe from Craig what they're doing in
this area, because again, the consuner-facing conpanies
really have to step up and provide the w de range of
privacy protections and controls that we've heard about
di scussed in the abstract today.

MR. SILVER  Thanks, Ari.

Wiy don't we go ahead and go to Craig and hear
about the perspective of a single conpany engaged in a
consuner - faci ng busi ness?

MR. LONERY: Well, one of the things to

consi der about a conpany |like Dell is what drives our
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busi ness, and that's custoner demand.

We're | ooking to custoners to conme to us and
say this is what we're looking for in a product from
Dell. Mre and nore, of course, we're seeing security
and privacy as chief concerns that our custonmers have,
anmong other things, like |ow cost and quality, which are
al ways driving us to deliver products to market.

As a technol ogy vendor, Dell is conmmtted to
delivering val ue through reducing cost, and that's for
acquiring products, deploying them making sure they're
i nter-operational, and al so maintaining and managi ng t hem
once you' ve bought them from us.

We believe that these benefits are best
achi eved t hrough consensus, and that would be through
standards. We're very pro-standards.

Hearing all of the talk today on the panel
about standards is very positive and is sonething that
Dell is very much behind.

Anyt hing that's standardi zed, we believe is
good for the customer, because it drives costs |ower, and
it makes things nore inter-operable.

Everybody understands how it works, and it's
not a nystery anynore.

Ri ght now, security and privacy is so
nmysterious, you know. How do these things work? How
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does information get encrypted? Wat does that nean?
And what does it nean when encryption gets broken?

Consuners are very confused by these concepts.
We've got to nake this sinpler for them so they
under stand what to ask us for.

Once they start asking us for those things,
it's much easier for a conpany like Dell to justify
bringi ng sonething to market.

That's just to give you an insight into how our
conpany works, and if you want us to bring sonething to
mar ket, get customers asking us for that. W' Il junp.

As these technol ogies mature and custoners are
asking for them we'll |everage the benefit of our direct
nodel , which nmeans we take orders directly from our
custoners and we deliver directly to our custoners, to
deliver those technol ogies to market quickly and
af f ordabl y.

Securing the enterprise is only possible
t hrough partnership, though. 1t's not sonething that a
conpany |like Dell or our partners like Intel or Mcrosoft
can do on our own or even if we three go off in a closet
and tal k about it for a while.

It's going to require that those who are
depl oyi ng these products have an understandi ng of their

responsibility to create a secure infrastructure.
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Dell is placing nore and nore enphasis on
security as a chief design consideration. | think that's
an obvious thing that all of us in the industry are doing
at this tine. Certainly, as a hardware vendor, we're
acutely aware of physical security. On the first panel,
there was a little bit of |aughter about the notebook
lock, but let's not forget that those things are very
i nportant.

Physi cal security is the basis on which al
ot her security is going to be built upon, and when you
start | ooking at things |like platform authentication, the
trusted platformnodule, for exanple, that's an exanple
of sonmething that's rooted in physical security.

If that box is not physically secure, it
doesn't really matter if the TPMthat's down on the
not her board is telling you or attesting that this
pl at f orm has not been conprom sed.

Physi cal security is where it begins. W've
got the things like chassis |ocks, intrusion detection,
drive carrier |ocks, rack locks, all those things you
expect. We're going to continue to deliver those, and
we're going to continue to look for ways to inprove upon
physi cal security, because we are chiefly a hardware
vendor -- but | don't want you to box us in to just being

only a hardware vendor, but primarily as a hardware
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vendor, physical security of hardware is going to be
sonmething that we're going to focus on quite heavily.

Anot her exanpl e of creating even nore security
software configurations is a new Dell offering that's
avai | abl e through our customfactory installation unit.
Dell is beginning to offer desk-top systens installed
with Mcrosoft Wndows 2000 preset to the Center for
Internet Security's |evel one benchmark.

|"m sure many of you are famliar with the C'S
and its work on | evel one benchmarki ng.

This is a separate offering from our nornma
W ndows 2000 installation. You can still get the default
install. That's going to continue to be avail abl e.

Let me tell you sonething about the CS |evel
one. Later this afternoon, in another panel, the Center
for Internet Security will be here and probably wl|
address this in nore detail, but the | evel one benchmark
is a consensus of the current best |east restrictive
security settings for Wndows 2000.

They have benchmarks for many operating systens
and many network devices. W have focused on W ndows
2000 as our first foray into this area, because we have
custoners asking us for that.

These settings were devel oped with input from

gover nnent agencies, business, universities, and
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i ndi vi dual security experts.

In providing the factory-installed benchmark
systens, Dell is responding to custoner demand for a
har dened operating systemdirect fromour factory, and
al t hough we're targeting this at our public sector
custoners |like state and | ocal government, | think anyone
who's | ooking for a certain |evel of security such as
that defined by the CIS |evel one benchmark can benefit
from purchasing a systemfromDell that comes preset with
t hese configurations.

It saves themthe trouble of having to downl oad
the benchmark fromdC'S, go through it, understand how to
set registry settings and all of that kind of thing,
whi ch, frankly, should not be a burden that we place on
peopl e that are receiving systens from us.

So | think this is a great added val ue to our
custonmers, and we're | ooking forward to seeing how this
product is received.

It may even give us inpetus going forward in
the future to I ook at other platforns that we could
rel ease with benchmark settings.

As | said, it depends on custoner demand. |If
custonmers conme to us asking for those things, we
certainly look into them because we want to neet their

expectations and deliver products that can hel p them
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In other areas, there are things that you are
expecting fromus, things |like system bios, passwords,
and ot her robust forns of authentication. W now have
smart card readers that conme as a standard, built-in
feature of our Latitude D series notebooks. |[|f you |ook
at desk-top systenms, we can do smart card readers now on
a keyboard that cones with the system

We're | ooking at those types of smart card-
based aut hentication, because we have custoners asking
for them particularly in vertical markets |ike the
financials and health care. That's where it's getting a
ot of traction right now, but we expect to see that
increase in the future.

We al so are able, through our direct nodel, to
offer third-party solutions directly to our custoners
t hrough our software and peripherals unit.

We | ook at products that neet our custoners'
demandi ng standards and nmake those avail abl e for purchase
onl i ne.

We're a one-stop shopping place. W like to
make things easy for our custoners to get what they need
when they cone and shop at Dell.

We al so have tel ephone support, access to our
website, and technical support at a premum/|level for

custonmers who are |ooking for help in deploying the
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products that they purchase fromus. That's Del
Prof essi onal Services, for exanple, where you as a
custonmer can order from us.

|"d like to deploy this server, and 1'd |ike
for it to do this particular thing.

Built into that service package when you buy it
fromDell are all kinds of different considerations,
i ncludi ng those for deploying a secure system

Service offerings can help custoners who don't
have security expertise. They can purchase that
expertise froma conpany |ike Dell, and our professional
servi ces people can bring that in.

On the engineering side, we're involved with
The SANS Institute, doing SANS training, and going to
SANS conferences, because | think The SANS Institute is
one of the premier institutes for dissem nating
i nformation.

Qur engineers are getting that information.
They're starting to think about security as they code
software, for exanple.

We're, of course, in contact with the CERT
Coordi nation Center, watching vulnerabilities when they
pop up, working with the Center for Internet Security, as
| nmentioned, and also the Free Standards G oup for

standards around security.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

182

As | said, we're very pro-standards.

We' re maki ng avail abl e pre-packaged and
custom zed services, which | nentioned. |If | wanted to
| eave you with anything, it would be the | ast paragraph
here I'd have in ny thoughts as | was collecting them
before com ng here today, and that is Dell is a security
aware and a privacy aware conpany.

We know it's inportant to our custoners,
because we're hearing it fromthem They tell us.

You're all interacting with your customners,
too, and | know they're telling you security and privacy
are becom ng even nore inportant concerns for us. It's
not know ng about it, the uncertainty about it that's
causing a little bit of trepidation for them when they
buy into technol ogy.

So, what we have to do is make it easier for
them to understand what they' re getting when they buy
technol ogy that's security-related, and we have to help
themto deploy that and then be there for them when they
need help in servicing it.

W're doing it in a way that's consistent with
our nodel, our direct nodel. That's what drives
everything. Qur goals are quality, |ow cost, easily
i ntegrated standards-based sol utions that neet our

customer requirenments that we deliver directly to them
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Thank you.

MR. SILVER  Thanks very nuch, Craig.

Let nme ask sonme questions of Gary O ayton.

First of all, to what extent are these tools
bei ng used, and how are they depl oyed anong busi nesses?
Al so, what are small businesses to do with regard to
t hese concerns?

MR. CLAYTON: | mght just tell you sonething.
We're tal king about all these wonderful solutions and
wonder ful technology. Yesterday | was out at a conpany
that is a small, 60-person technol ogy conpany. It
processes about 60 mllion transactions a day, and they
were showi ng ne bionmetrics and security processes and
caneras and everything else. | happened to wal k out of
t he conference room where we were neeting, and they had a
l[ittl e wooden wedge by the door, and | asked what that
was for. They used it to prop the door open for people.

And | make the point -- we've got all these
sol utions that have to be depl oyed in organi zations where
peopl e are going to use the wooden wedge of their choice
to get things done.

Peopl e are people, and they just don't
under stand what's goi ng on.

We have worked with a | ot of |arge conpanies

that are using bits and pieces, if not many of the types
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of solutions that we're | ooking at here. You may get the
i npression from | ooking at or hearing today that al
busi nesses need big or conplicated or even expensive or
i nexpensi ve solutions. They need parts and pi eces of al
of them

What |'ve seen since 9/11 is, amazingly, an
increase in the issue of security clearly by Honel and
Security, but in the |last year, a real enphasis on making
privacy and security an integral part of a business.
You're | ooking for ways to do it, and it's not just big
busi nesses doing that. There are starting to be smaller
organi zations doing it.

We tal ked about technical solutions primarily
here, or tools.

The other side of that is awareness and
trai ni ng, about why you don't use the wooden wedge, why
you need to have tools.

There are tools that are being depl oyed that
you have to really think about -- | think Mchael nade
this point -- how do you tie it into what you're
actually doing. For a small business, the challenge is
how do you docunent, how do you find tools that train
you, how do you find tools that, when you're designing a
website or you're doing any of the steps that we've

t al ked about today, you understand how it inpacts your
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busi ness.

| don't think nost conpani es have sol utions.

As you made the comment about Dell, what really needs to
happen and is not certainly happening is the public
demand for these kinds of solutions is nascent. It is
just growi ng. And small businesses, particularly, need
to look for solutions that are affordable, but nore than
that, solutions that translate thensel ves anong different
si | os.

We tal ked about this in the first session this
nmorning -- and as you say, people were going what the
heck is XML or what's a cookie? | nean there were
acronyns heard today -- and | work in privacy and
security -- that | didn't understand.

We've got to get away fromthat and have tools
t hat provide functional solutions.

| think those are just beginning. They're
comng up with some wonderful things, including with
busi ness alliances doing it. W're working, for exanple,
with BBB OnLine to cone up with sonme online training
tools that will be used by a | arge nunber of people,
particularly small and m d-sized busi nesses, that can
hel p them understand why this is inportant.

But | would think if you were asking how nuch

it's being deployed, the market is just beginning. |
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woul d say that if you ask any of these conpanies, it's a
small portion of any of their business to really sel
t hese ki nds of sol utions.

That will grow, and | would predict over the
next four to five years, it will grow primarily at the
big ends, the regulated end, and the conpanies that do
international work. But it's increasingly going to have
to have an inpact on the small to m d-size conpany, where
you don't pay nore than $10,000 a year for a solution.
That's all they can afford.

MR. SILVER Let me ask those fromthe audi ence
who have questions to go ahead and begin |Iining up, and
| et me pose one nore question to the panel as a whol e
about smal |l businesses and out-sourcing, if anyone wants
to take up that topic.

MR. ALHADEFF: | think M chael addressed having
managed sol utions of sonme kind out there. Actually, you
may have addressed the concept of an | SP.

You al so have conpanies that do full-end data
managenent, whether it's Oracle, I1BM EDS, a nunber of
conpani es offer such expertise where you get a lot of the
managenent expertise at a price that's nore conmensurate
with what it is that you' re using, with a growmh strategy
that, as you grow and devel op, you can either eventually

take it in-house yourself or you can continue to out
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sour ce.

| nmean GO was a great exanple, because the
techni cal guys they have coul d never manage the portals
or anything el se that we were tal king about. So, either
they had to devel op the technology infrastructure or they
had to out-source that expertise.

They canme to a point where they had two
choices. Early on, for a small conpany, the out-sourcing
choi ce may be somewhat nore affordable, but that doesn't
mean that you don't have to put all the solutions in
pl ace and devel op policies of sonme kind or another, as
well. The back end is still the back end, and it's got
to meet with the front end, and it's got to understand
needs and requirenments. \Wile someone may be able to
give you a tenplate of a solution, you still have to
custom ze it for your needs.

MR. ADLER | would phrase it this way. What
is an enterprise today?

We can't | ook at enterprise conputing any
| onger fromthe perinmeter wall and everything inside.
It's a value chain. And where it starts and where it
ends between third parties that provide discrete services
across so many different boundaries, functional
organi zations, that the out-sourcing environnment already

exists, in a sense, between all these different groups
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that are providing these services, whether it's out-
sourced HR or it's printing or it's security services.

That val ue chain for nost enterprises around
the world already -- it's part of what Liberty was
tal king about earlier, this virtual enterprise that we
have today, and the privacy and security framework
between all those organi zations, beyond just what today
exi sts as a contractual obligation. | have a contract
wi th anot her conpany that says they have to protect ny
data, but | don't have any assurance that the contract in
any way is being maintained. If | get taken to court, |
can always hold up the contract and say, well, they were
supposed to.

That's where the conplexity of the challenge is
t oday.

| agree with what Gary was saying earlier.
W're at the dawn. We're at the starting point of
exploring real enterprise security and privacy
technol ogies that integrate into that value chain, and
we're at the dawn.

We're at the beginning of discovering how we
can take these ideas that we've all articul ated today and
start building theminto this value chain so that they do
becone transparent, sonething we can take advantage of,

we can take for granted that it exists, and we're just at
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t he begi nning of exploring how to do that.

MR. SILVER  Thanks, Steven.

We'll take the first question, please.

QUESTION:  David Witzel, Mtretek Corp. I'd
like to direct this question to Ari Schwartz and
Chri stine Varney.

We started off this norning with having a
governnment representative who's worried critically about
privacy in the governnent space. |In an FTC conference,
it surely makes sense to concentrate on consuners. But
it's about citizens, and one m ght consider that citizens
don't have choice and have greater rights or should have
greater expectations than they do in the consunmer world.

What should we expect in a town here that's
doing all kinds of stuff about e-gov to worry about the
security and privacy issues as we | ook at governnent -
based systens?

MR. SCHWARTZ: It's a good question.

David has actually worked on the authentication
privacy principle with us, so he knows that we separated
this out into two sections, the consuner-initiated
transacti ons and government services. The government
services piece is actually, in sonme ways, nore difficult
to wite.

How nmuch control can you give an individual as
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an agency when anot her body m ght nmake a deci si on about
what happened to that information further on down the
road that you have no control over as a person trying to
deliver this service.

So, there is a catch and it rests on what kind
of rights individuals have in the | aw

We could go into great detail about how this
works in the Federal Governnent today, in particular,
because of the Privacy Act and the way that the Privacy
Act was witten 25 years ago. The whole structure has
changed over tinme of how information is collected and how
it's stored and how it's used.

So, it's becone out of date and does not give
t hose kind of protections that we need today.

Sone states are trying to |l ook at sone of those
i ssues, but the Federal Governnent has a | arger question
in terms of building these kind of protections in for
just regular services. |'mnot even tal king about data
m ning issues, which is a whole other set of issues that
fits in there.

M5. VARNEY: Well, | think that was a great
guestion, David, and you know, the fundanmental question,
what expectations should citizens have if their
government delivers them services regarding privacy, and

t he answer is the highest.
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There should be no higher |evel of privacy
anywhere than in governnent-delivered services. 1In this
country, we have a very long tradition of regulating what
data governnent can collect, what they can do with it,
what the citizens' rights are regarding that data, far
nore so than we've ever had in the commrercial side.

So, | would expect that as we nake services
easier for citizens to access, we are going to be able to
strengthen the kind of privacy that we as a governnent
provide to our citizens.

Because we now have the ability to vastly
stream ine and ease the ability to collect and exchange
data between the governnment and the citizenry, doesn't
change in any way the fundanental historical and |ega
tradition and obligations that we have undertaken as a
gover nnment .

I f anything, it nakes it easier to safeguard

the privacy of our citizens. | would hope all of us wll
aggressively watch and advocate that that will, indeed,
happen.

MR. SCHWARTZ: Let me just pick up on the |ast
poi nt, which is that the E-gov Act of 2002 actually went
into effect in April requiring governnment agencies to
have privacy inpact assessnments for new technol ogi es that

the information on nore than 10 people. That is one
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positive step that we' ve seen.

The rul es regarding the assessnents are
supposed to cone out sonetinme this nonth. Hopefully that
will nmean that there's inplenentation and will be a
mar ket pl ace for sone of the tools that we're hearing
about here inside governnent agencies.

MR. CLAYTON: It mght also be as part of the
busi ness case that agencies have to nmake in getting new
systens and devel opi ng technol ogi es. They now have to
wite into the business case very detailed information
about privacy and security and show alternatives
considered. |It's basically the sane thing that we've al
tal ked about, both this nmorning and now, build a business
case, go through it, |look at the options, talk about
sol utions, and cone up with sonething that's cost-
effective to deliver what you' ve prom sed. But that sort
of analysis and planning wasn't there just a few years
ago, and it's very encouraging to see it happeni ng now.

MR. SILVER We'll take one nore question and
"1l ask the others to perhaps approach the panelists

later if they're able to.

QUESTION:  |I'm concerned about M. Lowery's
exanpl e.

| certainly applaud all those things that Dell,
Conmpaq, IBM and others are doing to add features. |'m
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appl audi ng the PC hardware vendors for adding security
features that consuners may opt to have, |ike Wndows
2000 or sone of the TPM features.

I"'ma little concerned about that, and |I've got
t hree exanpl es.

Wen | go and fly on a plane, | don't concern
nyself with the adequacy of the air traffic contro
system although I've heard it's pretty antiquated and
needs a | ot of help.

M5. VARNEY: Yeah, you probably shoul d.

QUESTION:  When | buy a new car, | don't ask
Honda whether there's a firewall, because |I know there's
a firewall between the engine and the passenger
conpartment. It's there. The governnent requires it, |
assune, so it’'s there.

And the third exanple is when my nom goes to
use the firewall that | put on her PC, it's alittle
anti-climtic, because |'ve told her about this great
firewall software and | install it and | configure it so
it doesn't nag her, and it doesn't really do anything.
You know, she's bored with it.

Wiy did | ask her to pay 40 bucks for this
software that doesn't really do anything?

My concern is that consuners sonetines don't

know enough to ask for the baseline. The baseline
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doesn't neet adequate standards.

The baseline in the car does. The baseline in
the air traffic control system may not.

What |'ve done for ny nom hopefully will help
her, but she never would have asked for that fromDell.
She never woul d have asked for that.

And ny concern is not so nuch whet her
regul ation is appropriate but how do we raise the
baseline such that it does inplenent the commobn sense
security best practices rather than | eaving everything up
to consuner choice, which in an increasingly connected
world puts us all at risk.

MR. LONERY: | think it's an evolutionary
process and it's happeni ng now.

| think, for exanple, what we're doing with the
Cl' S benchmark is an exanple of bringing value into our
product as best we can. W do the customfactory
install, we have the opportunity to add sone val ue there,
and | think what you'll see is partners |like Mcrosoft
are taking steps to roll those concepts back into their
product so that we have to do that.

It's a learning process. [It's partnerships,
sharing information, dissem nating information through
organi zations |i ke SANS.

As we said, it's the beginning of understanding
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how i nmportant this is and crucial it is, because we've
becone so dependent on these systens so quickly. Now we
understand the other side of the issue, that they have to
be secure and they have to guard our privacy.

| do understand that many consuners don't want
to take the time to understand, because they shoul dn't
have to. It should be baked in, and they shouldn't have
to worry about those things, and | think all of us in
this industry want to get to that point. That certainly
is the goal. What we're doing nowis part of what's on
the path of getting fromwhere we are now to where we
want to be.

So, as long as | continue to see us naking
progress, | think we're addressing your concerns.

MR. SILVER  Steven Adler has the |ast word.

MR. ADLER. | would totally agree. | would say
that in the real world, we all have a nental nodel of
security and privacy in our hones. W know when we can
| eave our doors open, we know when we have to | ock them
at night, and we understand the technol ogy that we have
around us to keep oursel ves secure and what information
we should share. Al of us on this panel are trying to
wor k, oftentines, together to bring technology to that
same sinplistic level, so that your nom doesn't have to

worry about the firewall. She can take it for granted.
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It's part of the transparent systemthat supports doing
busi ness in an el ectronic world.

MR. SILVER  Panel three begins at 1:30.
Pl ease be back for that, and join nme in thanking our
panelists. They've been brilliant.

(Appl ause.)

(Wher eupon, at 12:45 p.m, a luncheon recess

was taken.)
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AFTERNOON SESSI ON
PANEL 3: Current and Emergi ng Frameworks for Protecting
Consuner I nformation
M5. GARRI SON:  We appreciate your com ng back
so pronptly. W’'re sorry we're running just a few

mnutes late to catch the stragglers.

Once again, |I'"'mLoretta Garrison fromthe
Federal Trade Commi ssion. |'mjoined today by Janes
Silver, and we'll be managi ng panel three.

W' re delighted that so many of you could join
us for this second half of a two-day workshop on
technol ogy for protecting consumer information. W
opened our discussions this nmorning on the business
experience, engaging our panelists in some rol e-playing
around a hypot hetical business consultant situation. Qur
equity actors were charged with devising a business plan,
then to advise a confederation of retirement comunities
on privacy and security issues raised by inplenmenting
certain technol ogy services for their seniors in their
comunities. W hope that the issues that were raised in
t hat di scussion continue to be anplified as we go through
t he day.

W al so | earned about many technol ogi cal tools
that are available to hel p busi nesses protect consumers

personal information and we'll be tal king nore about that
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inthis panel. In particular, we're going to discuss
current and energing frameworks for protecting consumer
i nformation.

As you'll see shortly, there's a wide variety
of approaches here.

We have both regulatory and voluntary.

We have very highly technical and al so high-
| evel principles.

You'll hear first fromeach presenter a very
brief overview of a particular framework.

Then we're going to nove into a broad panel
di scussion to explore the commnalities anong these
framewor ks, the barriers and incentives to inplenenting
t he framewor ks, and whether and how we hol d busi nesses
accountabl e for inplenmenting the franmeworKks.

l"d like to first introduce to you the panel.

Fromny far right, we have Larry Clinton from
the Internet Security Alliance.

Next to himis David Fares, U S. Council for
| nt er nati onal Busi ness.

Laura Lundin fromBITS, the Technol ogy G oup
for the Financial Services Roundtable.

And here, even though you can't see himyet, is
the one and only Mark MacCarthy from Vi sa.

Next to James is Fran Maier from TRUSTe, Frank
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Reeder fromthe Center for Internet Security, and Laura
Berger, an attorney with the Federal Trade Comm ssi on.

Larry, I'd |ike you to open, please.

MR. CLINTON: Thank you very mnuch

| have prom sed Loretta that | will do this in
five mnutes or less, so if I finish md-sentence, just
et me know.

I"mLarry Cinton with the Internet Security
Al l i ance.

| want to let you know, first of all, who it is
that we are.

The Internet Security Alliance was created
about six nonths prior to 9/11 because the fol ks at the
CERT Coordi nation Center, which, for those of you who
don't know, is essentially the fire departnment for the
Internet. They do all the really hard-core, geeky threat
vul nerability analysis. They conbined with the
El ectronic Industry Alliance, because CERT was primarily
getting this information to the Federal Governnent, and
the private sector, as we know, operates about 90 percent
of the Internet.

So, that's what the Internet Security Alliance
i s supposed to do.

This is a list of our board of directors. A

coupl e of quick comments about that.
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We are aggressively international. W are non-
NI SEC in the sense that we do not operate within donestic
cylinders. W are also aggressively inter-sectoral. W
have Al G I nsurance. W have Visa and Verizon. W have
Nortel Networks. W have TATA fromIndia, Sony from
Japan, C&W i from Britain, et cetera.

This is the Internet. W all recognize this.
| renmenber the Internet when this was first put out in
1980. Everybody thought this was very conplicated. How
could we possibly deal with that?

This is the Internet today, which is alittle
bit nore difficult to deal with

Last tine | was here, | noted that that really
intense purple area is the FTC. 1've been told that it
is not. Actually, that's my daughter downl oadi ng nusic.

What is interesting here is the trend |ine.
Despite all the attention that we are giving security --
and you've seen a lot of technol ogi es that have gone
earlier today -- the trendline for security incidents is
strai ght up through the top. Incidents and
vul nerabilities are increasing 500 percent a year.

So, what we are advocating is that we conme up
with a system

There is no magic bullet. There is no single

technol ogy. You have to have an entire system
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We advocate investing in cyber-security,
considering risk mtigation. One of the things that
we're going to be tal king about today is newinitiatives
and whet her or not the national strategy provides enough
of these new initiatives.

One of the things we do with the Internet
Security Alliance is we have a deal with Al G Insurance,
the | argest provider of cyber-insurance. |If you becone a
menber of the Internet Security Alliance and subscribe to
our best practices, we will |lower your insurance rates 15
per cent .

We are trying to provide a market-based
i ncentive program

Mark MacCarthy is one of our nmenbers at Visa.
Visa has a simlar program |If you want to use a Visa
card, swipe a Visa card in a store, you have to have a
certain |l evel of security.

VWhat we're trying to do is conme up with market -
based incentives, because the traditional regul atory
nodel s won't wor k.

You can't use an FCC-style nodel where we're
telling everybody in public comment what's around.

You're then providing a road map for all of the nefarious
people. You can't cone up with a three-year programto

provi de regul atory structure, because by the end of it,
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the Internet's entirely changed. If you do it in the
United States, it doesn't help you internationally. W
need a new nodel .

We al so think that people need to becone
involved in the policy debate so that we can consi der
t his.

We al so strongly advocate the adoption of best
practices, and we have a list of themthat 1'Il provide
you in a nonent.

These have been endorsed by TechNet, U S.-India
Busi ness Counci | .

W are trying to export these.

We, frankly, don't need to wite nore new best
practices right now.

What we need to do is start inplenenting them
and we strongly advocate joining an information-sharing
organi zation. Only if the information is shared between
operators of the Internet and the vendors are we going to
get anypl ace.

The Internet Security Alliance operates with
t he CERT dat a.

We put out these best practices. W attenpt to
get people involved in them and then we provide econom c
incentives if they will adopt them

Here is a list of the best practices. They're
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avai |l abl e on our website. | also have hard copies
avai l able, if people want to | ook at them here today.
Here is what we go through in terns of our education and
training.

Again, we try to provide at discounted rates
t he best possible training comng out of the CERT
Coor di nati on Center

Not only do you need to have a policy, not only
do you need to have practices, not only do you need to
have technol ogy, you need to have things that are going
to make sure that people use the technol ogy.

The comments nade before about the wooden
doorstop in the previous panel | thought were very
excellent. That's exactly what we have.

It's irrelevant if you have a great password
technol ogy and everybody is still sticking their password
on their conputer so they can renenber it. W need
training for everybody.

This is a copy of the special conmunications
that we provide through the CERT Coordi nation Center

For time purposes, | won't go through it any
further.

Again, if anybody has any questions for ne,
pl ease contact us.

Qur role is to try to expand the security

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

204
perineter in a market-based fashion, and we're | ooking
forward to and very grateful for the help that we' ve had
with the FTC

Thank you.

M5. GARRI SON:  Thank you very nuch, Larry.

Davi d.

MR. FARES: Thank you.

|"mjust going to remain seated. Can everyone
hear me?

Okay. I'mgoing to focus ny initial remarks
today on the work of the Organization for Economc
Cooper ati on and Devel opnent, which is a grouping of the
30 nost industrialized economes in the world. The
organi zation is located in Paris.

My organi zation, the U S. Council for
I nternational Business, is the U S affiliate of the
busi ness and i ndustry advisory conmttee, which is the
constitutionally chartered voice of business in the OECD

The OECD recently issued a revised set of
security guidelines.

The guidelines were initially adopted in 1992
when systens were |largely closed.

They realized, in the built-in review process,
which is scheduled for every five years, that they

probably needed to be updated to take into consideration
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the shift fromclosed networks to open networks.

Luckily for ne, the CECD guidelines and our
work is not highly technical, because I'mnot a techie.

So, I"'mable to neaningfully participate in the
wor k that we do.

But the OECD guidelines coined the phrase
"pronoting a culture of security.” The person that asked
the | ast question before the end of the |ast panel was
tal ki ng about the fact that consunmers don't know enough
about security and that we need conmpn-sense security.

That's exactly what the OECD gui delines attenpt
t o address.

In very sinple, plain | anguage, it states that
every participant in the information society has to
assunme a role appropriate to themto pronote security.
Awar eness of security issues and responsibility are
el ements of the OECD security guidelines.

So I would recormmend that all of you take a
| ook at the OECD guidelines. As | said, it's not a
techni cal docunent but, rather, a docunent that frames
how every participant shoul d anal yze what their
responsibilities are and what their engagenent shoul d be
in pronoting a culture of security.

You can access the guidelines at www. oecd. org.

We are working to hel p pronote business
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i npl enentati on of those guidelines.

To that end, we held a workshop in conjunction
with the FTC where Conm ssioner Swi ndl e spoke, inviting
cross-sectoral industry associations to pronote a culture
of security with their menbers, and we were | ucky enough
to have Larry participate in that workshop

We are al so expandi ng upon the CECD gui del i nes.

We are devel oping BIAC, along with the
I nt ernati onal Chanber of Commerce of which we're also the
US affiliate. W are devel opi ng a busi ness checkli st,
a business commentary on the type of questions that
executives should be asking their IT departnent, so that
there is top-level support, as well as bottom up
approaches to security.

And then, a next stage of our work will be to
devel op a checklist for small and nedi umsize enterprises
and conpanies in the developing world. Again, it's not
going to be a set of best practices but a series of
guestions that these types of conpani es should be asking
t hensel ves when they' re devel oping their security policy.

We al so have on our website |links to many
different resources for security that businesses can
utilize.

We have a link to the Internet Security

Al li ance's docunents and to ot her documents, and our
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website i s www. uscib. org.

And with that, | wll stop.

|"ve left some information in the back for you
whi ch gives a summary of our draft business commentary.
It should be concluded by the end of this sumrer, and at
that point, it will be accessible fromour website.
won't bother giving you the ICC and Bl AC websites. It's
in the docunent on the back table.

Thank you, Loretta.

M5. GARRI SON:  Thank you very much, David, and
| hope that all of you in the audi ence have checked out
the materials that we do have on the table, because
there's a lot of additional resource material for you.

Laura Lundi n.

M5. LUNDIN: Thank you. Thank you, Loretta.

| amw th an organi zation called BITS. BITS,
for those that don't know, is the technology armfor the
Fi nanci al Servi ces Roundt abl e.

We are a business and technol ogy strategy
group, working on a variety of issues for the financial
services industry.

Qur primary nmenbership is the 100 | argest
financial institutions in the U S

As you mght imagine, this group is very
sophi sticated when it cones to information security, and
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it's often thought of as |leaders in this area.

Part of that is driven by the regulatory
environment in which we operate.

However, the two frameworks that | want to
bring to the table today are sone things that the
i ndustry has worked on through BITS, and it really
addresses the products and the services that are used by
the industry. The industry realizes that, as strong as
its policies and its procedures and the technol ogi es t hat
it uses in the information security world are, it doesn't
stop there.

It has to go beyond its boundaries, and it
real |y depends on the vendors and the products and the
services that it uses.

On the products side, we have started a product
certification program

This programis three-plus years in the making.
We have corralled the industry to devel op consensus- based
m ni mum security features that it is going to ook for in
t he products that it buys.

Most recently, we've harnoni zed this program
with the governnment's conmon criteria certification
program So, now a vendor going through the common
criteria certification effort can al so neet the

requirenents that the financial services industry has set

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

209
forth.

On the services side, we have devel oped a
framewor k for technol ogy risk nmanagenent of service
providers. Qut-sourcing is being used nore and nore in
every industry, including the financial services
i ndustry. What we've found is there has to be, again, a
common set of security policies and procedures that are
foll owed by the providers of the services to the
i ndustry.

Qur framewor k addresses security from
everything fromthe decision to out-source to the RFP
process, the contracting, the insurance process, ongoi ng
managenent rel ationshi ps.

That framework is currently being updated right
now to address some specific issues around security
assessnents, the nore specific issues dealing with cross-
border out-sourcing, out-sourcing to international
organi zations, as well as sone additional neasures around
busi ness continuity. O course, this framework actually
came out just around the 9/11 tine-frame, but now that's
obviously an area that has to go back and be revisited.

Bot h frameworks, the requirenments that create
both of these prograns, can be found on the BITS website.
They are public docunents.

The web site is ww bitsinfo.org.
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| al so have a one-page hand-out outside that
specifically tal ks about the production certification
si de of the house.

M5. GARRI SON:  Good. Thank you very nuch
Laur a.

Mar k.

MR. MacCARTHY: Thanks very much

Let me tell you a little bit about the Visa
card-hol der information security program

In the first instance, these are a series of
requi renents that have been devel oped for Internet
mer chants and processors, but it's inportant to renmenber
that they've been a requirenment of the Visa systemfor a
long tine -- that those who handl e card- hol der
information do so in a secure fashion. A couple of years
ago, we made those requirenments nore specific through the
card-hol der information security program initially for
the Internet. | want to tell you a little bit about why
we started with the Internet.

Basically, it's because it's a new channel,
there are new risks, and there's sonme brand issues
related to the use of Visa cards on the Internet. But
it's also inportant to renenber that CI SP, the card-
hol der information security program is noving beyond the

| nt er net .
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It applies nowto all entities who touch Visa
card- hol der information, and eventually, CISP is going to
apply to all paynment channels, not just to the Internet.
But we started with the Internet because it was a new
channel for Visa.

It's a growing part of our overall electronic
conmer ce

It is 6 percent, alnobst 7 percent, in 2002, of
our overall sales.

It's up from4 percent in 2001 and 2 percent in
2000, and paynent cards are used to nake nost of the
sales on the Internet.

Check and cash in the real world account for
abut 60, 62 percent of all sales. They're not a very
useful nethod of paynent on the Internet.

So, Visa gets a substantial portion of the
sales on the Internet.

It's an inportant new channel of comerce for
us.

There are new risks associated with the
Internet. There's a perception that the Internet is not
a secure place to shop

Ni nety-two percent of consuners are concerned
about online security. Sixty-three percent of themare

very concer ned.
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And the reality is that many online nmerchants
retain card-holder data in a way that's accessible from
the Internet.

Fraud, as many of you know, is higher on the
| nt er net.

So, there are new risks associated with that
new channel of commerce, and that created sone brand
perception problens for Visa. W did not want the
perception to be created that Visa was not a secure
nmet hod of paynent.

For those reasons, we decided to nove ahead
with this card-hol der information security program

For those of you who want to find out nore of
the details, there's a packet that |I've left at the
information table that will give you a |lot of the
specifications in nore detail, but the Cl SP program
starts with 12 basic security requirements.

We devel oped these in conjunction with the
security experts and with the nerchant conmmunity.

They' ve been effective since May of 2001.

Let nme just give you a flavor of what they are.
They're very high-Ievel.

Install and maintain working firewalls, keep
security patches up to date, protect stored data, encrypt

data when you' re sending them across public networks, and
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use and update anti-virus software.

W' ve al so devel oped an audit programto nake
sure that people who are subject to the CI SP program
actually are conplying with it.

W' ve created a defined and consistent testing
procedure for independent validation of these
requirenents. W have a |list of 30 acceptable
i ndependent security assessors.

For the top hundred nerchants that account for
about 70 percent of all of Visa's Internet volune and for
various service providers that provide service to
I nternet nerchants, there's an annual on-site independent
val idation that has to take place.

For small er nerchants, there's a web-based
suite of tools that they can use that will give them an
online risk assessnment, a self-assessnment, and they go
t hrough online vulnerability scans.

Qur enforcenent nmechanism-- there are
penalties for failure to conply.

O course, there's a period of tinme where we're
trying to nove nerchants into nore and nore conpli ance.
We provide themw th help on renediation efforts, but
there are substantial fines that can be pretty dramatic
for particular conpanies in the case of egregious

failures to conply. Penalties can include expul sion from
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t he Visa system

The advantages for conpanies in conplying with
this -- obviously, failure to provide adequate online
security is a business risk. For sone, it can be fatal.

But beyond that, there's an insurance discount.
For those nerchants or entities that hold Visa
information and that are conpliant with Cl SP, sone
i nsurance conpanies like AIGw Il provide a discounted
prem um for cyber-insurance.

How are we doing? Virtually all of the top
hundred conpani es are in conpliance today. The snaller
mer chants are comng along well, as well.

W' re expandi ng the enforcenent to include
third-party service providers, processors, web hosting
conpani es, and so on.

It's going to take us nonths to really roll out
t hat new enforcenent nmechanism but the end result -- and
et me conclude with this -- the end result is that if
third parties are not Cl SP-conpliant, they will not be
allowed to touch Visa card-holder data. That's going to
be the ultimate way this programis going to be put into
pl ace.

M5. GARRI SON:  Thank you very nuch, Mark

l'"d like to turn to Fran Maier.

Go ahead.
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M5. MAIER. Thank you, Loretta.

Many of you know that TRUSTe is the |eading
online certification and seal programon the Internet.
Qur primary purview is over privacy. O course, privacy
does include and require security, and we have sone
gui delines al ong those lines, as well.

Qur consumer position is about giving consuners
choice. Qur tag line is "Mke privacy your choice," and
there's two aspects to that. One is actually providing
t he means for consunmers to have choi ce about the sharing
of the personal identity and information, and al so
telling the consuner that they've got to take an active
role in ensuring that they protect their privacy and
don't give it away.

Qur mssion, then, is to enable trusting
rel ati onshi ps between organi zati ons and i ndi vi dual s based
on respect for personal identifying information.

We have a set of core privacy principles
outlined in our programrequirenments and in our license
agreenment. Al of the 1,200 to 2,000 conpanies who join
t he TRUSTe program have got to abide by and agree to
t hose prograns, those principles, and they follow al ong
with the FTC fair information practices.

So, for exanple, under notice, they have to

have a privacy statenment, and it has to have the TRUSTEe
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seal on it.

They have to say how they collect information,
who they share it with, under what circunstances it m ght
be shared.

They' ve got to tal k about cookies, beacons, and
ot her ki nds of things.

They have to say how they will notify users of
a change in the privacy policy and a range of other
notice requirenents.

There's choice requirenents, and probably the
significant point there is that if you're going to have
sharing for secondary purposes or with third parties, you
have to provide user choice, at |east an opt-out.

There's access requirenents in terns of giving
t he consuner an opportunity to correct, to change their
preferences, for exanple.

There's security requirenents, and right now
they're fairly basic. W're |ooking forward to working
with industry and sone of the players here today to try
and provide some guidelines to our |icensees about the
best security.

The sinple things that we ask for now are that
things like credit cards be under an SSL, that there's
password protection for personal identifying information,

and so on. W're working now to devel op sone nore robust
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guidelines in response to what we're seeing all around us
in ternms of the need for security.

I n addition, conpanies have to enter into a
|icense agreement with us, pay us sone substantial funds,
especially if they're |l arge, agree to undergo nonitoring,
as well as dispute resolution processes, and agree to the
term nation requirenents that we have.

And I'Il tell you, we recently figured out
about 10 to 15 percent of the conpanies who apply to
TRUSTe and fill out their self-assessnent and their
I icense agreenment and give us a check -- 10 to 15 percent
do not meke it through the process. For the nost part,
it's because we find that they have issues with
i npl enentation of the choice requirenents or they have
issues related to the children's online privacy
protection requirenents. That's a fairly substanti al
nunber. O course, if they don't cone into conpliance,
they're not avail able to be renewed, and of course, they
don't get the seal

And | just want to speak quickly about how we
monitor. There's been a | ot of questions about this over
t he years.

First of all, we do have dispute resolution
services. This year we're tracking close to 5,000

consuner conpl ai nts now.
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Sone of those don't have to do with privacy,
per se, but they do | ook to TRUSTe to put in a conplaint.

W' ve worked with Watchfire. W' re working
with Watchfire now

W' ve scanned about 300 of our sites.

We just started this early in the year. W're
| ooking for things |ike placenent of the TRUSTe seal,
whet her or not they're collecting cookies, if they've
changed their privacy statenent, all kinds of things that
gi ve us and our conpliance team a chance to have a second
| ook. W have found that 57 percent of the conpanies
have passed, which obviously neans 43 percent have failed
at our first review, and sone of these are not egregious
pr obl ens.

Sonme of themare just a matter of sinple fixes,
and we're getting good response to that, and I think it's
good for everybody.

We also do a fair bit of seeding, where we join
websites, provide information, and we also go to the
press and FTC, potentially.

And so, again, in the future, we want to work
on the security guidelines. W're looking at a |ot of
activities and best practices around e-mail, and we're
| ooking at nore and nore technology to apply to this

area, because Watchfire has nmade us nuch nore efficient,
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much nore effective in nonitoring. W think that there
are other technol ogi es, even sonme that we' ve inplenented
ourselves, that are proving to be both efficient,
effective and strong, and that's where we're going.

M5. GARRI SON: Thank you, Fran.

Frank.

MR. REEDER:. We have been told that we wll
have a hamrer thrown at us if we are not finished in five
m nut es.

M5. GARRISON: O a water pitcher

MR. REEDER. O a water pitcher.

| guess | would like to start by asking you a
guestion, picking up on sonething that canme up in the
previ ous panel. How many of you, if you' re buying
technol ogy, are interested in buying technol ogy that has
all kinds of back doors and neans of access, sone of

whi ch you don't know about ?

| don't see any hands. Well, that, in a
nutshel |, explains why the Center for Internet Security
canme about. About two-and-a-half years ago -- | guess
we're all in the sane tine-frame -- we convened a bunch

of folks to address that set of issues, and out of that
canme a concept, based on a couple of very sinple
prem ses:

One, that nost of the damage bei ng done,
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according to the industry watchers, people |ike Gartner,
was being done exploiting vulnerabilities -- technol ogy
vendors refer to themas features -- that were known to
exi st and for which the renedies were w dely known.

So, the problem here was not that we needed to
do new research. The problem here was nore of an
i nformati on di ssem nation problem

And the problem really, as we sawit, had two
di stinct dinensions. One was -- and here | steal the
wonder ful phrase that Toby Levin taught nme sonme nonths
ago -- we needed vendors to begin to build security into
their products, what Toby refers to as baked-in security.
But even that isn't going to be sufficient, because nost
of us operate technology that is fromsix nonths to three
to four years old, and data actually show that we're
keeping it |onger than we were even as nuch as two years
ago.

So, we have an increasing problemw th a | arge
instal |l ed base of vul nerabl e technol ogy.

The Center decided to focus on the technical
detail. That is not to suggest that policies aren't
inmportant. That is not to suggest that user training is
not i nportant.

But relying on those alone is like telling

people that we're delivering themcars with the brakes
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di sabl ed, but they should drive defensively.

Safe conputing practices are inportant but
sinply not sufficient.

The Center's dirty little secret is it is not
five lab technicians in | owa.

It is a virtual network of high-end
practitioners who start with common know edge about a
particul ar technology -- we started first with operating
systens and have noved now i nto market-dom nant
technol ogi es in other sectors.

We have benchmar ks now for a Cl SCO router
We're about to release one for Oracle, and for other
technol ogies that are actually out there in use. The
Cent er produces these benchmarks. They're available free
of charge on its website.

But even nore inportantly, the Center produces
nmeasurenent tools, non-intrusive software that actually
tells you the extent to which your systens are not
har dened, and you can use those on a continuing basis.

What's really even nore exciting for us, to
steal a British phrase, is our neasure of success is not
product produced.

Qur neasure of success is take-up rate. It's
changes in behavior in the real world. And severa

exciting things have happened, sone of which you' ve heard

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

222
about here today.

M crosoft is beginning to produce a Center
benchmar k- conpl i ant version of its newer operating
syst ens.

Dell -- I"mgoing to actually take a tape of
Craig Lowery's presentation this norning and send it out
in lieu of any future public speaking that | do. Del
told you what they were doing. That, for us, iS success.

Visa links to the Center's benchmarks in its
top 12.

Qur success is not in having consuners or even
smal | busi nesses know about the Center but, rather, about
havi ng technol ogy that is Center benchmark-conpli ant
delivered to themin nuch the way that the questioner in
this nmorning' s session asked about how we do security so
that it is transparent to the user, transparent in the
sense of passive, doesn't require any active
i ntervention.

We al so have been working with the major
vendors of security software.

Again, while we provide the Center's tools on
our website free of charge, the typical conmputer user is
not going to search out the Center for Internet Security
but may buy tools fromvendors |ike Symantec or Net 1Q or

Bi ndView, all of which are now building the Center's
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benchmarks into their security suites.

Again, take-up rate is inportant for us, and
that's a way of penetrating the market.

The Center's website does tell you far nore
cogently than | have what we're about and who we are, and
it gives you direct access to all the products |'ve
described. The URL is ww. cisecurity -- no punctuation -
- dot-org.

M5. GARRI SON:  Thank you very nuch, Frank

Laura Berger.

M5. BERGER  Good afternoon, everyone.

The FTC has been very active in the area of
security, and I'mjust here to tell you about sone of the
| atest things that we've been working on. One of those
is the FTC s Saf eguards Rul e under G amm Leach-Blil ey,
whi ch took effect on Friday, May 23rd. W' ve been
tal ki ng about, as Mark MacCarthy said, fairly high-Ievel
security standards. The Safeguards Rule, for those of
you who want to see it or have had a chance to | ook at
it, is on our website at FTC gov and accessi bl e under our
brand new privacy initiative website that's newy
revanped.

It is very high-level. It applies not just to
a specific Internet site or a specific type of business

context but to a specific type of institution, financial
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institutions.

| won't get into describing exactly every kind
of entity that fits under that rubric. People who have
had experience dealing with G amm Leach-Bliley and the
private notices and Privacy Rule are probably fairly
famliar with it. But it's a very diverse range of
busi nesses and entities, fromvery | arge and
sophi sticated entities to very snmall, even sole
proprietorshi ps that engage in financial activities.

It's not just about addressing Internet
busi ness but al so about addressi ng physical storage of

records and how enpl oyees handl e records and what CEO s

tell their IT people. I1t's very broad, very high-I|evel
and it has two parts to it that I'll first just touch on
very, very briefly. Then I'Il talk briefly about our
out r each.

The Safeguard’ s Rul e has a reasonabl eness
standard for what the overall security of a financial
institution has to acconplish. That standard al so
enbodi es required elements, and | won't go over all of
t hose here, because there are five of them and | think
t hat woul d exceed the five-minute tine [imt if | did.

But they're high-level. For exanple, one of
the elenments is assessing risks to the security of

custoner information.
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It's up to conpanies to really unpack that and
figure out what they need to do to assess the risks that
face their organization and the custoner information
t hey' re mai ntai ni ng.

What are we doing to hel p busi nesses address
this new challenge? A lot right now W're doing a |ot
of outreach to try to alert businesses that may not be
aware of the new requirenents and the way that they apply
to their business.

One of the things we're doing that you can pass
along to people is | will be conducting, along with
anot her staff attorney, Ellen Finn, on June 9th and June
23rd, one-hour training sessions.

There will be dial-in instructions for
participation in those training sessions posted on the
FTC s website at | east the day before the training
sessi ons, and people can al so cone here to conference
roomA in this building on those two days, according to
the tines posted on the website.

That's our nost public outreach, but we're al so
just handling a lot of industry queries and working with
a lot of industry groups to help themapply the standard
to their particular industry and their types of
ci rcunst ances.

The standard which | nentioned -- referred to
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as a reasonabl eness standard -- specifies that what's
going to be reasonable will vary according to the size
and conplexity of the business, the nature and scope of
its activities, and the sensitivity of information. A
ot of entities have wanted to talk to us about, what do
you really nean by that and how does that really work.

O course, we can't give definitive answers, but we've
been working hard to talk these things through and help
industries get their owm analysis onto their websites and
into their newsletters, and we'll continue to do that
ki nd of work.

Wth that, | think I will turn this back over
for general discussion.

M5. GARRI SON:  Thank you very nuch, Laura

The frameworks or the approaches that we've
just heard very briefly discussed, as you can see, are
qui te vari ed.

Sonme of them are mandatory, either by statutory
requi rement or by nenbership requirenent. Ohers are
vol untary.

Sonme are very high-level. Ohers are quite
t echni cal

Frank, as you think about this, do you find any
common features or core principles anong these

framewor ks, and what rol e does technol ogy play here?
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MR. REEDER. On the latter question, | have a
bias, but 1'll save that for |ast.

On the forner, it's actually wonderful to hear
-- it may be boring for the audience -- a fair anount of
har nony around this table.

What |'ve been hearing -- and | think this is a
growi ng chorus -- is we're all trying to identify,
t hrough sone sort of a process, what | would cal
consensus best practices.

This is less, | would argue, except at the very
hi gh-end, a matter of invention as it is a matter of
i nformati on-sharing.

Much of what is going on relies on, to sone
degree, sone fairly detailed technical work.

Fran made nention of the fact that they're
wor ki ng on the assurance side.

The third trend | see is an increasing reliance
-- and this cane through in other panels and in Toby's
ni ce phrase, baked-in security -- making security nore a
part of the product offering.

And | think related to that -- and here,
t hi nk both TRUSTe and Visa are teaching us about the
i nportance of branding -- ultimately the consumer and the
smal | business, the entities that don't have the capacity

to make conplex technical judgenents, rely on cues in the
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mar ket pl ace that tell themor give themreasonable
assurance that a product or a service is, in fact, safe
fromtheir perspective. W're starting to see a |ot of
push in that direction, and ultimately that gets to the
poi nt that several of the fol ks on the panel made.

This ultimately has to be market-driven. But
it's not going to be market-driven based on individuals
| ooking at the technical pieces of security and privacy
but, rather, some nore general set of assurance backed up
by sone of the organizations around this table and,
ultimately, the threat of enforcement fromthe Federal
Trade Conmi ssion if they make clains that are un-
substantiable. In other words, when they see a brand or
a mark that says you can expect this |evel of assurance
and this level of protection, indeed that is a valid
claim

M5. GARRI SON: Larry, what core commonalities
do you see from your perspective?

MR. CLINTON: | was just thinking about it.
think | see four kinds of commonalities.

The four that | see are system c, cooperative,
creative, and ongoi ng.

There seens to be a consensus that technol ogy
is not the answer, training is not the answer, insurance

is not the answer, international cooperation -- they're
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all the answer. It has to be a systematized approach.

In the same sense, everybody seens to be
interested in | earning fromeach ot her

Oh, that's a good idea Visa has. Nortel is
going to try to apply that to its vendors.

Oh, that's a good idea A G has for Visa or | SA,
maybe we can bring this into other things.

So, there's an attenpt to cooperate here which
| think is indicative of what the Internet is. It began,
really, as a coll aborative el enent.

There's creativity going on, the recognition
that maybe the old paradigmfor regulation, if you wll,
that was built off the industrial revolution and,
frankly, static technol ogies -- autonobiles, for exanple
-- which were good, but you need to have a new paradi gm
because the Internet is itself a new thing.

| ndi vi dual s are nmuch nore involved. It's
ongoing. It's changing. So, we need to be ongoing and
changing, also, and that's the last piece, is that it's
ongoi ng.

Nobody at the table is saying okay, | got it,
now we can nove on to Internet 2. Nobody is saying this
is what we've done.

Everybody's saying, well, this is what we're
doing, and we're listening to everybody el se, and we're
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delighted to be here and we have to constantly nove
forward

So, | think those are four macro things that
|'"mseeing that | think are all very positive.

M5. GARRI SON: That's good

Fran, you look at this froma privacy
perspective. An awful lot of this conversation is about
security. As Frank and Larry and the others here see
commonal ities on the security side, do you see conmon or
core privacy principles energing?

M5. MAIER. Yes. | think al nost everybody has
adopted, to sone degree or another, the fair information
practices, and | think that that franework has been a
very powerful framework under which to develop specific
privacy policies and prograns.

Now, there's a |lot of debate. There's debate
over what is adequate choice. Should it always be opt-in
and opt-out, how best to nonitor for sonme of these
things, what really is notice, and there's not only the
base, there's activities, |ike the short notice program
and the P3P program and others that try to bring nore of
these notice things up to the forefront.

To the point that Larry made, there's a |l ot of,
again, creativity, there's a lot of activity. | know

that, for TRUSTe, we're working right now on TRUSTe
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license agreenment 9.0. W' ve been around about nine
years, and that really speaks to the fact that, every
year, there are nore things that cone up, either because
consuners are bringing themup or because technol ogy has
changed, or sone conbination

So, for exanple, in 1997, | don't think we
tal ked about web beacons or perhaps cookies, but clearly,
that's been in the license agreenment for a long tine.

| anticipate, in this next agreenent, we wll
tal k nore about security and e-nmail best practices,
because right now, for a |ot of reasons, those two things
are comng up, and | think that evolution tal ks about
that. You can sit here and tal k about what is the best
practice and where it's going to go. Sonetines you have
to start a little | ower than maybe you' d |ike, but over
time, you' re probably going to get to the place that you
really need to get to in terns of consunmer protection.
That whol e i dea of the process being ongoing and evol vi ng
is an inportant concept to keep in mnd.

M5. GARRISON: | think that's true

David, can you tell us or summarize what you
t hi nk has been the progress in the |last year in adopting
t hese various franmeworks, and do you see any new
framewor ks that are under devel opnent or that are

enmer gi ng?
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MR. FARES: Well, | wll begin by expanding
upon the progress that |I've seen in inplenenting the OECD
security guidelines. By the way, | forgot to nention at
the outset that they are voluntary guidelines, but the
OCECD governnents have been working to inplenment those
guidelines. The U S. Governnment and the FTC have an
active work programin that regard.

The OECD wi Il hold a workshop in Novenber, in
Cslo, to continue to raise awareness about the need for
all participants to pronote a culture of security.

| already nentioned what the international
busi ness community is doing to raise awareness through
the efforts of the International Chanber of Conmerce and
t he Busi ness and Industry Advisory Conmttee, but the
CECD gui del i ne process has spurred other inter-
governnental organi zations to also begin to | ook at how
they can start creating awareness for the need to pronote
a culture of security.

The U N. Ceneral Assenbly basically adopted the
CECD gui delines in January 2003. The Asia Pacific
Econom ¢ Cooperation also has a programto pronote
awar eness on cyber-security, and the EU is basically
creating an information-sharing nechani sm

There are al so a whole host of private sector

initiatives apart fromthe OECD gui deline process. The
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I nternati onal Chanber of Commerce has a cyber-crinme unit
where it attenpts to track security incidents and provide
gui dance to busi nesses and | aw enforcenent agenci es about
trends.

There are the |1 SAC, CERT, SANS. There's a
whol e host of private sector organizations that are
trying to create awareness and information-sharing so
t hat people can better respond to security incidents. As
we work toward inplenenting these franeworks, Loretta,
creating awareness is one of the nost inportant things,
because there are a whol e host of resources that exist.
Resources will continue to be devel oped, but we need to
create, in the mnd-set of all participants, that they
need to engage, that they need to be a part of the
solution, and | see a |lot of progress in that regard.

| think we're in the stage today where we were
probably in 1998 in the privacy debate, Fran, when people
just started to pay attention to privacy and really put
it on the agenda for all participants, whether it is
consuners exercising their choice, or whether it is
busi nesses pronoting and adopting and posting their
privacy policies.

W' ve seen significant progress in the privacy
debate with corporate policies being posted online, with

organi zations |i ke TRUSTe and BBB OnLine. So, | am
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confident that we're going to continue to nmake progress,
and this awareness-raising exercise is really going to be
hel pful, and it is going to produce success.

M5. GARRI SON:  Frank, from your perspective?

MR. REEDER. Well, | think there's been
enor nous progress, as | said, in take-up rate, but 1'd
like to focus on one aspect of your question. That is
are new franmewor ks devel opi ng.

There are risks in relating cyber-devel opnents
to the physical world, but sonme of those conparisons are
valid. | think if we |look at other areas of risk or
consuner safety, sonething very exciting has happened in
the last year in the cyber-world that happened perhaps 30
years ago in the autonotive world. That is, rather than
Vi ew ng security or safety as a cost, as the
manuf acturers were telling us when they said they
couldn't afford to put air bags in cars, we see conpanies
beginning to sell safety and security as a feature,
whether it's the branding of a service, like Visa is
doi ng, the TRUSTe mark, or Dell's announcenent that you
can now buy a securely configured technol ogy at a nom nal
additional charge. |It's a vision |I've had for a | ong
tine.

The Mercedes and the Volvos in the cyber-world

are beginning to energe, and that, in turn, | would
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argue, just as it did in other areas, will begin to drive
practice. The reality is, in the physical world, very
often, then regulation follows when the dom nant practice
beconmes sonmething that it is unreasonable to allow others
to ignore, rather than using regulation as a way of
driving practice.

So, | think there has been, in ny view, a
significant shift in the last 12 nonths that is very
exciting and | think should dramatically accelerate the
use of privacy and security technol ogies.

M5. GARRI SON:  Fran, do you see the same thing
fromthe privacy perspective? David alluded to it a few
nmonments ago, saying that we're now at the stage in
security where we were with privacy four years ago.

M5. MAIER  You know, | think there is some
good news and sone not-so-good news.

In terms of online privacy, | think the
adoption of privacy statenents is al nost ubi quitous,
especially anong the | arger conpanies -- you'll see it in
probably the top 500 -- and it's al nost a requirenent.
Everybody thi nks about having a privacy statenent.

However, enterprise privacy, software privacy,
product-related privacy -- the fair information practice
frameworks still work, but inplenentation of consistency

in those areas plus the ability to nonitor and audit and
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so on has not quite energed yet. | think it will emerge,
because | think, actually, the whole effort to get
security under control, which is a requirenment for
privacy, is driving an effort within industry to take a
| ook at their own enterprise data flows, their own
enterprise security programs and so on. Once that's in
pl ace, then hopefully the question of privacy conmes up.

It is interesting. | had dinner with sonebody
| ast night who was attending the Gartner security
conference, which I think is going on here in D.C. this
week. The conference didn't have anything on privacy,
and it struck all of us -- the couple who I was talking
with -- as that's not really up to date. Hopefully
they' Il change that, because | think the privacy question
goes along with the security question.

M5. GARRI SON: We've heard different terns used
-- standards, frameworks, benchmarKks.

Frank, you've, of course, alluded several tines
to the adoption of the CI'S benchmarks, but can you talk
briefly about benchmarks, perhaps what they are, as
di stingui shed fromfranmeworks or standards? Are they
hel pful? 1f so, why?

MR. REEDER. Well, the penultimate question is
easy. O course they're hel pful.

We have deliberately adopted the use of the
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word "benchmar k" because of the baggage associated with
the use of the word "standards," although | was delighted

to hear on a previous panel that sone in the industry are
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The benchmarks are, in fact, for the
t echnol ogi es for which we devel oped them hardening
scripts. They're essentially a set of specifications on
how a pi ece of software or piece of technol ogy ought to
be configured so as to elimnate known vul nerabilities.

They are highly technical docunents. | wll
confess, as | think a previous panelist did, | cannot
read a C'S benchmark and make heads or tails of it except
at a fairly conceptual |evel

The conpani on pi ece, of course, is a piece of
software that then neasures the degree to which the way
your software is configured natches those.

Are they of value? The sinplest netric | have
-- and this is an independent neasure -- is that out of
the box, the technology that is generally delivered to
users is highly susceptible to attack, based on studies
t hat NSA and ot hers have done. Wen the technology is
hardened to conply with the Center's benchmarks, for al
of the known attacks that we have seen spread around the
world in the last 18 nonths, essentially adoption of the

benchmar ks woul d render the user of the benchmark i nmune
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from those attacks.

But the sinple neasure of success is does it
afford you protection? Absolute protection, certainly
not, but for protection against the prevailing threats
that we know of, we have a very high degree of assurance
based on i ndependent exam nations that have been done by
ot hers, not just by the Center.

M5. GARRI SON: Are the benchmarks at | evel one
that the CI'S has available -- are they sonething that
just the ordinary consunmer can actually do, or do they
really require a lot nore technical expertise to install?

MR. REEDER: | think an individual who fancies
himor herself as an expert user could certainly adopt
them but | think we encourage fol ks to use other
products that do that.

That's one of the difficulties that we are
encountering in getting adoption at the consuner |evel,
and that's why we're placing so nuch enphasis and we're
so delighted to see products being delivered that are
al ready configured. Certainly, the typical system
adm nistrator, even if he or she is just a part-tine
systenms adm nistrator in a snmall enterprise, can
i mpl ement them

M5. GARRI SON:  Ckay.

MR. REEDER  But whether our aging parents or
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uncl es and aunts could, | doubt that they woul d.

M5. GARRI SON: | was thinking nore of soneone
who's technically challenged |ike ne.

MR. REEDER. We'Ill send soneone over to help
you.

M5. GARRI SON:  Thank you

Larry, I'd like to nove to a di scussion about
barriers to businesses in adopting these franeworks. Can
you begin the discussion?

MR CLI NTON:  Yes.

| think we've all said there's a |ot of
progress being nmade, and that's great. That's a good
news, bad news situation.

A |l ot of people say, oh, well, there's a lot of
progress being made, it's not so nuch front page now,
well let's nove on to other things. That's a problem
Success can sonetines breed over-confidence, and we
really have to watch out for that.

A second major problemis that, despite the
creativity we have spoken about previously, a |lot of
corporations still view security as a cost center, not an
opportunity. There are sonme exceptions out there, and
t hey shoul d be highlighted, but still, the typical
investnment in cyber-security is probably not what it

shoul d be, particularly the ongoing operation of things.
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W' ve al ready di scussed how i nportant that is. It is
sonething that is a problem

People are putting in security systens, but
they are not checking up on them not updating them not
updating their training, not enforcing the procedures
t hat they have.

There are al so sone market-based problens with
some conpetitiveness, notw thstanding a | ot of
cooperation we're seeing.

There are a nunber of people who are saying
that the information sharing that we believe is critical
i S being inpeded because there's a resistance to
comuni cating with your conpetitor about the problens
that you have. A lot of the structures that we have are,
frankly, built on the former econom c nodel .

We started building | SACS foll owi ng PDD63. W
said okay, let's put all the technol ogy guys together and
all the financial services guys together. Financial
servi ce has been one of the nost successful of these, but
still, we've got everybody in the old silos that now we
all kind of dismss as archaic, but those are still the
structures that we're working with. W think we probably
need sone new structures that are across industry,
international, nore cooperative, and | think we can stil

do a |l ot of work devel oping i ncentives.
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We at the Internet Security Alliance, supported
the National Strategy to Secure Cyberspace, but | don't
think that the plan is perfect.
| don't think it speaks adequately to how we're
going to have private sector incentives. | don't think
it speaks adequately to how we're going to create good
data upon which we can build an awful ot of cost-benefit
nodel s, et cetera, and these are the things that industry

is going to | ook at.

So, | think we've got a ton of work still in
front of us. W've got a nunber of barriers -- cultural,
econom c, and structural -- that need still to be broken

down, but | don't want to dimnish the work that's being
done.

M5. GARRI SON:  Wiat about the issue of
cor porate support?

| know that we've read sonme general reports
about investnments by corporations in their |T prograns,
and of the IT funds, actually it's a fairly small
percentage that, on average, goes to security itself. 1Is
t hat a pervasive problenf

MR CLINTON. Well, the first principle that we
have in our five principles is investing nore in
security. So, we think that it's certainly a problem

One of the problenms with it, which | just
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al luded to, perhaps not as cleanly as |I should have, is
that the data for what counts as security investnent is
pretty loose. Are we counting training in that, or is it
just IT technologies, is it software, et cetera? So,
it's kind of hard to really tell, even in sone of the
better studies, what the neasurenent is.

| think we need sone better nodels, starting at
t he academ c level, for that. But to get to your point,
yes, investnent is still a problem |IT investnent is a
probl em now, and we still see that in the IT sector of
t he econony, and the security portion of the IT portion
is a problem

Anot her problemis the degree of comm tnent
t hat seni or managenent has to security -- boards of
directors, CEOs, and the Ilike.

Alot of this still resides with the C O not
t he CEO and not even the chief security officer. |It's
the chief information officer.

| think we have to broaden the perspective of
security so that security becones part of the operation
of the corporation just the same way payroll is an
operation of the corporation, managenent is an operation,
human resources.

These are things that everybody in the

organi zati on needs to be focused on. That's our first
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best practice, and the first is geared to getting to
seni or nmanagenent.

| don't think we have crossed that barrier yet.
| think there are a |lot of people interested. W're
working with Technet on that. They're going to have a
bi g program com ng out.

There are a | ot of people working on this, but
that's not to say we're there yet.

M5. GARRI SON: David, do you see any barriers
from your perspective?

MR. FARES: Yes. I'Ill just expand a little bit
on what Larry said, and then | will nove to a different
focus. But, as | said, there's been a ot of work on
awar eness raising. That work on awareness raising is
begi nning to create an understanding within the business
community that security is a business enabler and not a
busi ness cost. As we nove toward that as a broader
under standi ng within the business comunity, where |
t hi nk we' re making significant progress, | think one of
the major barriers will come down.

W' ve been spending a ot of tine tal king about
| T expenditures, but IT expenditures is only one snall
el enent of a security policy, as many others have
di scussed. Training. Security is a process, and we need

to make sure that all participants understand that they
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have to not just attenpt to adopt a quick fix, but they
need to inplement a security policy that includes
reassessnent, that includes training, that's ongoing and
continuous. Finally, I've alluded to it several tines,
but I think that many other participants feel as though
security is sinply a business issue.

It's not just a business issue. Everyone has
to work to enhance security, whether it is a consuner,
government, a network operator. Everyone has to work as
an awar eness rai sing organization.

| think there needs to just be a broader
under st andi ng, consistent with the OECD gui delines, that
everyone has a role to play, and it's not just one
participant's responsibility. Once we're successful in
that, | think we will also overcone a |ot of the
barriers.

M5. GARRI SON: Laura, you work with a whole
industry that, in fact, is under a regulatory regine to
i npl enent security neasures. What is your experience as
to the barriers that nmay be inpeding the adoption of
frameworks in this area?

M5. LUNDIN: Well, | have a couple of coments.

First of all, I echo a |ot of what has been
sai d anongst the panelists about the necessary change in

cul ture needed on behalf of the product manufacturers and
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the service providers to actually build in that security
and the need to value security as nuch as the business
functionality that conmes in a product or the processing
capabilities on behalf of a service provider.

So, | think the need to value security is stil
a primary inpedinent to adoption of sonme of these
f ramewor ks.

On the other hand, it's also very difficult, I
guess taking the stance froman organi zation that tries
to create these frameworks, to strike a balance. You try
and be high-level enough so that it is a flexible
framework. You can't be too prescriptive within the
context of risk managenent.

Various situations are going to require
different types and | evels of risk managenent. So, you
have to account for that, and you have to nmaintain that
flexibility within your franmeworks.

On the other hand, if you get to too high a
| evel, people don't have that understanding, and there's
certainly a |l earning curve.

A lot of the regulatory regine that's conme down
on behalf of the financial regulators was very broad-
brush. 1t's taken several rounds of exam nations for
t hese organizations to really figure out the intent and

the level to which the regul ations cone down and then, in
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turn, how they pass that along to their service providers
or their product manufacturers.

So, again, trying to strike that balance is a
real chall enge.

M5. GARRI SON:  Frank, what about snal
busi nesses? Are there special challenges here?

MR. REEDER: Absolutely. | think one needs to
make an inportant distinction between |arge enterprises
and smal |l enterprises, which in many ways behave nore
i ke individual consuners, at least in the information
t echnol ogy market pl ace, where it's not reasonable to
expect that there is technical critical nmass within the
or gani zat i on.

It's probably the youngest person in the
or gani zati on who gets you out of trouble when sonething
goes wong, but there again, the small business is nore
reliant on buying safer products.

Certainly, education can help with respect to
managenent practices, but there's one other actor we
haven't tal ked about in this conversation, and that would
be the service provider, the VPN provider or |SP. There,
again, we need to look to that sector to build nore
security and privacy technology into the offerings that
t hey provide, sinply because it's not reasonable to

expect individual consunmers or small businesses, apart
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fromthe cost question, sinply to spend the energy. It's
not a question of being smart enough but of being able to
spend the energy to nmake the technical judgenents that
t hey have to make.

M5. GARRI SON: Laura Berger, | knowit's a
little early to do an eval uation, because the Safeguards
Rul e just went into effect, but are there speci al
barriers or issues that you' ve beconme aware of in this
short period of tinme?

M5. BERGER So far, sone of the panelists have
addressed these. M/ evidence is very inpressionistic,
but it is a cultural issue, and change is kind of slow

We've had neetings with lots of industry
representatives, and w thout picking on anyone by
identifying them |'ve net with large groups where their
nmessage has been we just don't think of ourselves this
way, and | think that it's going to take tinme before
people start to think of thenselves this way.

And to echo what Laura Lundin was saying, as
wel |, the standards that the agencies put forward are
fairly general. | think it takes tine to translate those
into specific practices and to figure out what works over
time. Building on what Frank was saying as to service
providers, there is a requirenent in the Safeguards Rule

-- and this is just one exanple of one of the many
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changes that's got to conme about and really get
stream i ned through practice.

There's a requirenent that financial
institutions oversee their service providers, including
by entering into contracts with them At this point, |
think one of the barriers that 1'"mseeing is there's not
yet a stream ined process for how that's supposed to
happen. We've been concerned about this all along and
really tried to anticipate, but we have, for exanple,
smal | busi nesses saying, well, what kind of agreenent
should | enter into wth nmy data processor? Sone of this
eventually is going to have to conme fromthe service
provi ders.

They're going to have to start off with built-
in security guarantees to their financial institutions so
that these things won't be negotiated in an inefficient
way .

| already said that we're trying to get at this
t hrough educati on and through outreach to the industry.
We're al so working to educate consuners and rai se
awar eness and demand to help bring about the cul tural
change that will make businesses see it in their interest
to provide security.

One of the nice publications available on the

table -- and | can honestly say one of the feww th col or
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illustrations that's available to you, is our Internet
security initiative publication featuring Dewey the
turtle. It's our big consunmer ed piece tal king about
what consuners need to do to stay safe online. | point
smal | er businesses to it at tines to say this is what's
appropriate for you, because, as Frank was saying, you're
a lot nore like an individual consunmer. The rule is
adaptabl e to your situation, and you can | ook at these
ki nds of neasures to address your needs.

So, I"'mseeing a lot of need to synthesize
t hese broad standards into streanlined practices that
busi nesses can keep a handl e on.

M5. GARRI SON:  So, the common consensus here is
that we need to figure out ways to translate these
principles into practices, and we've already started
tal ki ng about some incentives.

| know, Larry, you've already nentioned sone.
Do you want to quickly summari ze sone of the incentives
that you see in the marketpl ace or el sewhere to adopt
t hese frameworks?

MR CLINTON. Well, | think we've already
probably hit on nost of them

W try to | ower business costs.

So, if you'll adopt best practices, you'll get

| ess i nsurance cost.
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If you do training, we'll get you discounts.

We're very supportive of the Visa program and
we try to encourage that sort of thing with our other
menber conpani es.

| think one of the things that’s been all uded
to here is that those corporations with -- | use this
termin quotes, an advisory -- "market power" can use
that ability to inprove security in their own enlightened
sel f-interest.

VWaile I'"msure that, in Visa's case, Nortel's
case, and a bunch of other cases, it was done out of an
awar eness of security and the public good, |I'msure there
was al so a recognition that an insecure network is
economcally threatening to the corporation.

| think that a whole |ot of corporations still
need to enbrace that and insist that, if you are going to
be our vendor, if you are going to be our supplier, if
you are going to be our custoner, we need for you to
adopt this system of security, because the Internet is an
i nterwoven network of networks, as everybody in this room
knows, and a threat to one is a threat to all.

| think there's a lot nore creativity that we
t hi nk can happen, but as | say, we really need to work on
a new par adi gm

The ol d regul atory paradi gm probably doesn't
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fit this one.

We need to be a little nore creative. | think
there's a lot of creative ideas out there, but I'msure
we haven't exhausted the market on them

M5. GARRISON: This, | think, plays into Mark
and what you've been doing in your CISP principles,
because fromwhat | have heard it sounds as though
brandi ng and consuner confidence were drivers in adoption
here. Do you want to speak a little bit about that?

MR. MacCARTHY: | think the major points have
al ready been nade.

You know, security is a large topic that
crosses a lot of different industries. So, | can only
real ly speak about the incentives that Visa m ght have
had for doing what it did, and it's only in the area of
keepi ng card-holder information safe and secure. But
there may be ways in which you could generalize our
experience to other conpanies, as well.

When we | ooked at the Internet several years
ago, we saw some concerns about the security of online
shoppi ng.

We saw security as a major threat to the
devel opmrent to that channel of commerce, and we saw it as
a potential brand problemfor Visa, being associated with

an insecure nethod of paynment. For all those reasons, we
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decided to step forward and make our program not just a
set of “we hope you do this kind of practices” but
requi renents for actually taking a Visa card.

At the tinme that this was first being
i ntroduced, there were a | arge nunber of Internet hacking
incidents, there was |large publicity about them and so,
we got a pretty receptive audience initially, because
peopl e realized that what we were putting forward were
ways in which they could then turn around and protect
t hensel ves agai nst a business threatening possibility.

The bi ggest troubles we ran into were when we
insisted on audits, when it wasn't just us saying we want
you to prove that you're doing the right sort of thing
not to Visa but to independent outside security
assessors.

A |l ot of conpanies would say, well, we do it
oursel ves, we already know how to do this, why do we have
to go out and prove it with an external assessnment? W
had a | ot of discussions in that area, and | think we've
gotten over that hunp.

A lot of people realize that, in this
ci rcunstance, you can't take people's words for it when
they're repositories of very, very large anmounts of card-
hol der i nformation.

So, that's the way our program has devel oped so
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far.

M5. GARRI SON:  Fran, we've heard Frank speak
earlier about the shift in thinking fromthe product
devel opers who are now seeing security as a feature
rather than a cost.

Do you have any experience on return on
i nvestment, because that clearly seens to be an inportant
driver here for corporations.

M5. MAIER. W' re always | ooking for ways to
hel p a conpany not just talk the talk but to walk the
wal k and really have the real commtnent to privacy.

What we have found, while we m ght be very successfu

with the chief privacy officer or the risk manager or the
general counsel, legal counsel, and they believe that
havi ng sound privacy practices and the seal program nmakes
sense, it's the marketing people and the people who are
driving the revenue that we want to try and convi nce.

And we're undergoing a lot of different studies
to try and figure out the pay-back for privacy or for the
seal program ['ll talk about one |I think you' Il be
hearing nore about in the future, about a little conpany
called Big Dates.

They're not a dating service. They do
anni versary-related kinds of things -- birthday party,

rem nder service -- and they sent out, randomy, 80,000
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e-mails. 50 percent of them had the TRUSTe seal at the
bottom sayi ng we protect your privacy. They had the seal
linked to the privacy statenent.

Wel |, the conmpany saw a 40-percent increase in
the join rate and the click-through rate, and that's
pretty remarkabl e.

Now, that's not a well-known brand, but | think
it shows that the consuner recogni zes TRUSTe. Overall,
we're talking to a nunber of conpanies who are joining
our programto do testing. Wsat's inportant about that
is that it's going to put even nore enphasis on having
the right progranms and the right enforcenent and the
right strength behind the seal, because if it neans that
much, then it really has to deliver both for the consuner
as well as for the organization.

M5. GARRI SON:  Mark, you nentioned earlier
about accountability. That also seens to be a conmon
theme that's popping up fromvarious panelists.

Can you talk nore specifically about how
conpanies in the Visa systemare held accountable for
conplying with the CI SP principles?

MR. MacCARTHY: It's indirect. Visa is an
association of financial institutions. So, we have no
direct relationship with Internet nerchants or processors

or web hosting conpani es.
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So, the nechani smwe use to make sure that
t hese requirenents nove out into the marketplace is
t hrough requirenments we put on the banks that work with
the Internet nmerchants.

If there's a problemw th a particul ar merchant
where they haven't fulfilled the requirenents of the CI SP
program then ultimately a fine goes on to the bank that
works with that particular merchant, and that merchant
bank then noves that penalty on to the merchant.

Utimately, the way of enforcing the nechani sm
i s through continued nenbership in the Visa system |It's
clearly possible to make sure that merchants aren't
permtted to use Visa cards. W enforce that, as | say,

t hrough the systemof financial institutions that are
part of the Visa system

M5. GARRI SON:  And have you al ready taken
action, either fines or other types of action?

MR. MacCARTHY: We've had a mmj or processor who
did not live up to the responsibilities that it had under
the system We fined them $500,000. They're under
suspensi on right now.

M5. GARRI SON:  That nust have served as a wake-
up call to everyone el se who participates, too.

MR. MacCARTHY: It catches people attention at

hi gh | evel s.
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M5. GARRI SON: Yes, | should think so

Frank, do you have anything nore to add about
accountability? How do we get there?

MR. REEDER  Accountability is tough, and I
guess all accountability ultimately occurs in the
mar ket pl ace. | would also argue for it -- and here |I'm
echoi ng what Mark has al ready said -- through i ndependent
audit. We, again, also haven't tal ked about the audit
community, but they're a part of the assurance network
that ultimately goes to fundanental questions that are
bei ng addressed by things |ike Sarbanes- Oxl ey.

| would like to be mldly contrary on one snal
poi nt .

M5. GARRI SON:  You have the privilege to do so

MR. REEDER: Thank you. Lest this sound like a
chor us.

It's probably true that we're not spending
enough on security, but | think, as Larry said, quite
correctly, we haven't the vaguest idea, because we don't
know what we're neasuring.

Starting with the fact that devel opi ng good
software is essential to good security and the ability to
provi de the privacy assurances. |'msure nobody is
counting that in their security budget, so | sinply don't

know how one neasures that. Probably the deltas are
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meani ngf ul assum ng that people are consistently
measuring. At |east we can see change fromyear to year,
even if the base nunber is nush

But | think it's even nore inportant that the
noney we're spending, we're spending badly. Again, what
you are hearing fromthis panel and | think the nessage
that needs to go out is the way you start a good security
programis not to hire a very expensive consultant, with
apol ogies to the very expensive consultants who may be in
this room to do a zero based risk assessnent when we
al ready know that there is a set of baseline practices
that you ought to be inplenenting and auditing yourself
agai nst and then | ooking at whether there's differential
ri sk, whether you are unique within your industry or
sector and ought to be doing sonething beyond the
basel i ne.

But we've got it exactly wong. There are a
| ot of people making very good noney -- unfortunately,
"' m not anong them-- who are selling the sane snake oi
over and over again, rather than pronoting the adoption
of know edge that is already in existence and that is
avai |l abl e rel atively inexpensively.

Most of the things we're tal king about here are
not expensive, and so, | would argue that the problemis

not noney. It may well be how it's being spent.
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M5. GARRISON: On that high note, we'll open it
up to questions.

| s the m crophone working? It is now Ckay.

Bri an.

QUESTI ON: Brian Treddick from Ernst & Young.

| just wanted to call to the attention of the
Comm ssion and the participants in the workshop the
American Institute of Certified Public Accountants and
t he Canadi an Institute of Chartered Accountants rel eased
yest erday anot her framework, enterprise privacy
framewor k, after about a year-and-a-half of devel opnent,
friends and famly review period over the wnter.

It's open for a three-nonth cycle of review --
June, July, August. W’'re hoping to get comments from
everyone to nake it stand out as what we'd consider in
the industry as established criteria.

The goal is to allow a conpany to assess and
align its practices around the handling of personal
information or allow a public accountant, a CPA, an
auditing firm to come in and audit sone set of systens
and processes around it.

So, it's available for download, and if you
have any questions, |I'Il be around for the rest of the
afternoon. | can answer those then.

M5. GARRI SON:  Thank you very nuch, Brian.
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Yes. Go ahead and state your nane, please.

QUESTI ON: Thanks. M nane is Allen Wlcox. |
wor k for the Vanguard G oup.

The question | have for you -- despite ny
profession's dom nant certification and professional
organi zation, it's not just information systens security,
it's information security, whether it's in a Rol odex, a
baggi e, ny head, or a conputer.

How are any of these frameworks addressing non-
technical information security rather than just the
pl aces where things are stored and patched and systens
are mai ntai ned?

What about the actual information -- because
systens are just capital assets. |Is the information
itself being addressed within these franmeworks?

M5. GARRI SON: Larry?

MR. CLINTON. We agree with what you say. W
have copi es of our best practices, and we agree
conpletely with that sense.

The first thing that you' Il see in our best
practices is that you need to have a policy for
information security, not just Internet security, and in
fact, it includes physical security. Al though, frankly,
a lot of the sanme procedures still apply -- you need to

have a policy, you need to enforce the policy, you need
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to assess the policy on an ongoi ng basis, you need
eval uation -- these are all spelled out in our best
practices comment. At this very nonent |'m aggressively
trying to get people to enbrace these.

| conpletely agree with Frank's comment that
there's a lot of stuff that's pretty good that's already
out there. Wat we'd like to see is us noving away from
hey, let's wite something new. |'msure there's |lots of
new stuff that needs to be witten, but let's inplenent
what we've already got, and let's then eval uate that
systematically. Then let's rewite it and nove on. |I'm
sure that's necessary.

M5. GARRI SON: Laura, did you want to add
anything to that?

M5. BERGER  Sure.

In ny opening remarks, | nentioned that the
context of our rule takes into account all aspects of how
an organi zation deals with informati on and not just
transactions on the Internet, and that's really enbedded
in the requirenents of our rule. Just to give one
exanpl e.

In assessing its risks, a conpany has to take
into account all areas of its operation, and we spelled
out three particularly essential ones that are required.

One of those is enployee managenent and training, and
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that's been one of ny favorite ones to talk to people
about when they call with really difficult questions
about how to inplenment sone online protection and they're
just really grappling with it.

| just say, well, have you trained your
enpl oyees yet, and typically, the answer is, well, no,
but we haven't really drawn up our enpl oyee training plan
yet. So, we tried to build that into our rule.

M5. GARRI SON:  Frank?

MR, REEDER: Yes.

If I may set aside ny Center for Internet
Security role for the nonment and step back into other
personas, the whole privacy debate as we know it probably
was pronpted by a book nost of us read for different
reasons by George Owell and the revelations in the '60s
and ' 70s that technol ogy was being used in ways that we
didn't anticipate. But if you look at the |laws and
principles underlying it, there's nothing about
technology in the Code of Fair Information Practices or,
for that matter, in the Federal Privacy Act of 1974.

It's about information practices, and your
guestion is exactly right. Al of the prescriptions that
we' ve tal ked about have nothing to do with the manner in
which the information is stored and processed and

everything to do with the processes and content.
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Your question is a very healthy rem nder that a
robust privacy program and an assurance programt hat
supports that cannot stop at the boundaries of the
t echnol ogy system

M5. GARRISON: Wth that, we're concluding this
panel .

Pl ease be back at 3:15 for panel four, and |
woul d i ke to thank very much each and every paneli st
here this afternoon for their contribution to this
di scussi on.

Thank you.

(Appl ause.)

(A brief recess was taken.)

PANEL 4: Designing Technol ogies to Protect Consuner

| nf or mat i on

MR. SILVER Wl cone back, everyone, to this
session, which is not only the final panel of today but
the final panel of this pair of workshops which began in
May .

This panel will consider how to design
t echnol ogi es to protect consumer infornmation.

Are the m crophones working? Al right.

And to that end, we've gathered an inpressive
group of engineers and policy experts.

First, we have Edward Felten from Pri nceton
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Uni versity, Alan Paller from The SANS Institute, Richard
Purcell fromthe Corporate Privacy G oup. Howard Schm dt
is wth eBay. Toby Levin will be hel ping ne noderate.
Ari Schwartz is back for nore fromthe Center for
Denocracy and Technol ogy.

Tony Stanco is with George Washi ngton
University. W' ve got Vic Wnkler from Sun M crosystens,
Kat hy Bohrer from | BM Research, and Peter Neumann from
SRl I nternational

| wll begin with Peter by asking himto define
the problemthat we're facing in this area of
t echnol ogi es and designing themto better protect
consumer information.

MR. NEUMANN:.  Thank you.

| would begin by saying that | ama
technologist in my 50th year in this field, so |I've been
around a long time. |'malso an anti-technologist in the
sense that | amvery concerned about the m suses of
technology. | will draw on both facets of ny life in
what | have to say very briefly.

| go back to Multitex, which was probably the
nost secure comrercially avail able system ever produced,
from 1965 to a couple of years ago, when it was finally
deconm ssioned. In 1972, we did the first very reliable

fly-by-wire systemfor NASA.
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So |'ve been heavily involved in really high-
tech technol ogy.

On the other hand, | think we seriously tend to
over - endow t echnol ogi cal solutions, and 1'd like to
followup a little bit on that.

I f you think about the repeated statenent about
def ense-in-depth, what we really have is weakness in
depth, and 1'd like to point out that we have fl awed
requirenents to begin wth.

We have flawed eval uati on procedures.

We have flawed systens, including |egacy
systens and systens that require hundreds of patches.

We have flawed adm ni strative procedures.

We have a tremendous burden that we're putting
on systens adm nistrators for the very sinple reason that
those systens are so difficult to nmaintain.

In fact, the U S. Governnent is now wi dely out-
sourcing systemadm nistration, as well as software re-
depl oynent.

I f you renmenber the Y2K problemfor the air
traffic control system the entire upgrading of the
system was out-sourced to the People's Republic of China,
unbeknownst to the technical people at the FAA. This is
a very strange exanpl e of out-sourcing.

We have flawed procurenent processes where the
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governnent folks, in particular, are severely constrained
by the procurenent processes.

We have the risks of un-trusted outsiders and
trusted insiders who are not trustworthy because of the
fact that the systens thensel ves are not adequately
secure, and we have an enornous | ack of accountability.

We tal k here about privacy problens and
security problens.

The identity theft problemis one that
typically cones to m nd, where the average individua
doesn't think that they have anything to hide, and yet
they are vulnerable to identity theft.

But | would like to give you an exanple of one
prototypi cal or paradigmatic exanple of a systemt hat
requires privacy, security, integrity, and
accountability, and a lot of other things -- prevention
of denial of service and so on -- and that is the
el ectronic voting problem

In all of the electronic voting systens
produced by the major vendors who are, in fact, providing
sonmething |ike 70 percent of all of the voting machi nes
in the country, there is absolutely zero accountability
that your vote goes in correctly and that it's counted
correctly.

This is an appalling situation. The fact that
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we're trying to make your votes private and provi de sone
sort of assurance to you that nobody can figure out how
you voted has resulted in systens in which the integrity
and accountability and security issues have been
essentially conpletely ignored.

The Federal Election Conmm ssion standards are
| ame. They're inadequate. They're fundanmentally fl awed.
The eval uation procedures are al nbst non-existent. There
are certification procedures, but they're based on fl awed
standards in the first place. The result is that we have
systens that effectively have no assurance that they're
going to do the right thing.

So, | think the confluence of security and
privacy and accountability and availability and
survivabl e systens that don't fall apart all by
t hensel ves without attacks suggests that there is a
probl em where we have, in a fundanmental way, fallen short
of what is needed.

Counter to the very rosy glasses picture that
we heard in the previous panel, | wanted to throw out
this contrary view that there are sone systens that are
fundanmentally flawed. |If we |ook at, say, the critica
infrastructure protection problem where we see that al
of the critical infrastructures are dependent on

t el ecommuni cati ons, on conputers, on power, and in many
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cases on the Internet, which may surprise sone of you
and the fact that all of this is conpletely interrel ated,
and the fact this was pointed out |ong ago by the Marsh
Comm ssion in '97, it suggests that we are not
progressing as fast as we shoul d.

Now, the standard free enterprise version is,
oh, the marketplace will solve all these problens. |
claimthat the marketplace is not solving the problens
that | have been working on for the past half-century,
nanely very survivable, very secure, very reliable
syst ens.

They're certainly good at producing |ots of
features and whi z- bang Power Point systens and things of
that nature, but I think fromthe point of view of what
can be done to make these systens robust, the marketpl ace
is simply not driving it.

Now, you m ght say, well, gee, there's the open
source world. Perhaps if we nmade the voting machi nes
open source, it would solve the problens. O course,
they're all proprietary. The vendors say that if anybody
could ever look at the code, it would decrease the
security of the system therefore nobody is ever going to
| ook at the code.

| happen to have | ooked at the code for one of

t hese systenms for New York City over a decade ago, and ny
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conclusion was, even if this code was perfect, here are a
coupl e of dozen ways in which the election could be
rigged using this system

So, | think the fallacy there is that, gee, if
only we could | ook at the code, it would solve the
problem It doesn't solve the problem and there are
many exanpl es.

For those of you who are techies, you renenber
t he Ken Thonpson Trojan horse that gets installed in the
systemw th absolutely no evidence of anything in the
source code. It happens to be an object code
nodi fication to a conpiler so that the next time your
source code is conpiled, this Trojan horse is planted in
your system

The bottomline here is that we're dealing with
end-to-end holistic problens, whether it's privacy or
security or reliability or safety or whatever, and the
weak |ink phenonenon is really one in which we are
dealing wi th weakness in depth.

Frank mentioned snake oil in the previous
session. W have a |lot of snoke and mrrors, placebos,
bait and switch, shell ganes, and certainly in the
el ectronic voting machi ne case, the vendors are al
sayi ng, |ook, we test these things. W have a pre-test

before the election and a post-test, and that proves that

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

269
t he system nust be doing the right thing.

For those of you who are conputer scientists,
you realize that that's sheer and utter nonsense. Yet,
the claimis made that, because these systens are
certified, they nust be secure.

Now, it turns out that for one of the main
vendors -- after the systemis certified, the way they
install the ballot face for a particular election is they
change the code, after it's been certified, and they put
this new software into each of the precincts' systens,
which is different for each ballot face in each precinct,
and they say, oh, but it's been certified. Oay?

| suggest again that we have a weak |ink
phenomenon which has too many weak links init.

So, very briefly, given the holistic nature of
t he problem and the tendency that we have to grossly
oversinplify problens, | think the issues that we have to
deal with suggest that we really need to | ook at
technol ogy as a holistic problem

| f sonebody tells you that they have
certification procedures or they have best principles or
whatever it is, this is one piece of the puzzle, and al
of that is good, it's useful, it's helpful, if you
remenber that it's only one piece of the puzzle. The

real problemthat we're dealing with is that in nost of
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the critical applications that | happen to deal with al
the tine with safety, reliability, security, and so on,
ultra-critical systens, any weak link is enough to
denolish the integrity of the system Yet, if we have a
system whi ch is nothing but weak |inks, we have
essentially no assurance.

So, | offer you as a paradi gmati c exanpl e of
this whole thing this election system the all-electronic
voting machine, with essentially no assurance that your
vote goes in correctly. | suggest that you try to apply
all of the wonderful techniques that we heard about in
the previous session and try to seriously apply themto
t hat problem

Open source would help a little, maybe, but
it's conpetitive. Everybody is witing their own
syst ens.

At the nonent, there is no way of telling when
sonet hi ng has gone wrong whether it was an acci dent or
whet her it was fraud, because there is no accountability.

It is inmpossible to do a recount, because the
bits are already there. |If you do a recount, you get
exactly the sane result, even if it was conpletely
f | aned.

This is the bottomline that we're dealing

with, and | can go on for another five mnutes, but |
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think I'd better stop at that point.

MR. SILVER  Thanks very rmnuch

Howard Schm dt, how do you view this problenf

MR SCHM DT: Well, I'll start with the piece
that | agree totally with what Peter said, and that's the
fact that this is not just a technol ogy issue. W've
said for along tinme it's the other PPT -- the people the
process, and the technol ogy.

As Peter related to, sonme of the early
operating systenms were very secure. W've seen sone Al
systens that were secure.

No one bought them because they were that
difficult to use.

So, consequently, there was always that sort
bal ance point that people were |ooking for. But
oftentimes, as | look around and | see intrusions in the
systens, | see flaws in systens, | see the way things
occur, and sonetines it's about the coding itself. The
errors that are made in the code, which we've been
dealing with since -- 1976 is the first one |I'm aware of,
in which an intrusion took place due to a bad code in a
proprietary operating system But we also see, in many
cases, configuration m stakes, and that goes to Peter's
point that I'min agreenment with that these things are

way too hard. They're designed not to be sinple anynore.
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And thirdly, the other piece that we see are
errors that occur not just because of configuration, but
because of an inability to maintain a system |It's
interesting, because | try to put things in the anal og
worl d and conpare to what we've seen over the evol ution
of aut onobi | es.

In the very beginning, those that owned cars
were people who could fix themthenselves. | think back
into the early days of the PC revolution in the early
'80s. Those of us who could were doing it because we
could fix themourselves. Since then, |ike cars, we've
made PCs easy to use. W can all do things with them
but we can't fix them

W can't do our own brakes anynore. W can't,
in many cases, repair our own conputer systens. So,
consequently, we can do nore with our cars and conputers.
We can go faster in a car, we can do a lot nore with a
PC, but it's nore conplex to fix them

Now, | do want to switch for just a nonent and
di scuss sonmething that | amnot in full agreement with
Peter on, and that's about the role that the market plays
in this.

| think, significantly, having been there from
the early days in the Marsh Comm ssion to the private

sector, back to the governnment and back to the private

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

273
sector, | see a trenendous desire, true, genuine desire
by industry to do better, to the extent that people are
spending mllions of dollars of research and devel opnent
fromall of our major conpanies. Sonme of themsitting
here at the table with us, sonme of themin the audi ence
today. They are putting real dollars behind the problem
but the problemis it's not going to happen overnight.

We have built a systemthat has sonme flaws
built intoit. W're not going to be able to repair it
overnight. W're not going to be able to, as | nentioned
once before, even if we were to turn around tonorrow
nor ni ng and hand everybody a CD with a secure everyt hing,
froma web server to an operating systemto a word
processor. |If we were to turn around and do that
tomorrow, we would still take three to five years before
everybody woul d upgrade, because everybody has to mgrate
and renedi ate and do all these other things.

|"mnot in concurrence with the view that
mar ket forces aren't working.

In closing, | just want to, once again, |ook at
t he broader perspective that Peter brought up about al
the different ways one can do things. Once again, you're
| ooking at this in the anal og perspective.

There are ways to break into a honme. You can

ki ck the door down, smash a wi ndow, ness with the garage
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door opener and get the door to open, wait till sonebody
takes their car to a autonobil e place, nake a pass key
for the hone.

There are a ot of ways to do this in the
physical world, and we've not sol ved those probl ens yet.
They're a lot nore tangible and a | ot easier to solve, |
woul d think, than in the electronic world, where many of
the folks that are using the things don't even understand
what's under the hood.

So, consequently, it goes into an area where we
need to continue to work, because they are working in the
private sector -- to make the technol ogy self-healing,
self-repairing, and self-configuring, to where security
and privacy are, indeed, part of what we're doing.

Thanks.

MR. SILVER  Thanks very mnuch

Kat hy Bohrer -- | know you have sone slides, as
well, if you'd like to go to the podi um

M5. BOHRER: Can you hear ne? Ckay.

So what | was going to do is just give a little
t axonony of privacy research areas, to give a broad view
of technol ogy that we | ook at when we | ook at privacy.

I"mfromI|BM Wat son Research. | work with
research teanms, also, in Zurich and A maden and Tokyo,

plus we have a privacy institute that's nade up of
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external menbers from acadeni a, from governnents, and
from conpani es that hel ps gui de our research and set our
agenda each year

Anyway, this is just the little chart we use.
It's got several areas init.

The first one is privacy enabl ed services and
appl i cati ons.

That's where we would | ook at very high-1evel
privacy problens |ike new services or new applications,
new ways of doing things that would just give people
i nproved privacy over what they have today. So, it's at
the top of the stack.

It's a long way fromthe physical security that
peopl e have been tal king about, at the opposite end of
the spectrum just how could you do things totally
differently that would not intrude on people's privacy as
nmuch?

Federal identity managenent is one of those
things. W heard about that in the first panel.
Anonynous paynents is sonething David Chaum has been
wor ki ng on for sone tine.

We have done a little research in something you
m ght call privacy rating services, which is, you know,
how do you hel p users understand privacy policies and be

able to actually deci de whet her they woul d consent or
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not, opt in or not, to sonething that's presented to them
on the web?

Well, one way that some researchers
experinmented with was you start accunul ating a body of
evi dence of what peopl e have agreed to.

You start tracking what policies people
consented to, and didn't consent to. Then you start
providing that information in summarized form both to
enterprises and to individuals, with conparison, so they
can see, well, is what this conpany asking for in terns
of the policy they're prom sing and the consent they want
-- how does that conpare to what everyone el se has agreed
to or what other conpanies ask for that are trying to
provi de the sane service? That's one way to start
getting a handl e on what the social conscience is around
what shoul d be acceptabl e and perm ssi bl e and what
shoul dn' t.

This next area of privacy managenent is sone of
the things we've heard already in other panels. It's the
nore concrete stuff about hel ping your enterprise
classify their data.

O course, unless you know what personal
i nformati on you keep in your systens, or outside your
systenms, for that matter, as sonebody brought up in the

| ast panel, in Rol odexes or whatever, it's hard to figure
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out what privacy policies you should apply to it.

Possi bl e extensions to databases to push
privacy control down to the sane |evel that we push
security access controls on data.

Negotiation of policies. P3P. Wen they first
started out, they tried to do nore with that standard
than what it has actually ended up to be. 1 think there
will be nore as tinme goes on, but the idea is that it
shoul dn't be so one-sided.

Conpani es shoul dn't just say what the policy is
and then users have maybe sonme opt-in, opt-out choices.

O herwise, their only other choice is to find a different
conpany to do business with. Perhaps there should be a
l[ittle nore negotiation.

But of course, one of the problens with that is
nost consuners woul d be overwhelned if you really gave
thema |l ot of choices to set the policy. So, we also
study user nodels and user interfaces and howto try to
get sonme of the conplexity out of hel ping users know what
rules to set.

That turns out to be particularly inportant in
col l aborative applications. Calendaring systens is an
exanpl e. Location services through your PDA is an
exanpl e.

Those are cases where it woul d nake sense and
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nost users want to say who they're willing to have | ocate
themon their PDA or in their car, who can actually | ook
at their calendaring system and all these kinds of
things. To a small extent today, sonme of those systens
all ow users to make those choices. But if you inagine
extending that to the richness of a privacy policy over
all of your personal data and what conpani es can exchange
the data with each other and use it for what purpose, it
can be overwhel m ng.

Data m nim zation. | actually think this is a
really interesting area, because it's totally different
fromthe idea that, well, what we're going to do is we're
going to set privacy policies, enforce privacy policies,
hel p peopl e understand privacy. This is saying, well,
let's just get away fromusing personally identifiable
information. Let's try to redo our business processes
wher ever possible so that we don't need personally
identifiable information.

Let's random ze it for purposes of analysis,
saying we're just trying to analyze data to determ ne our
mar ket direction in some products or sonething.

W may have no need, really, to know whose data
that is. There are algorithnms to random ze | arge amounts
of data like that, so, in fact, it's inpossible to go

back and figure out whose data it was. Yet, the accuracy
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of your data mning results is still good enough for the
results that you need.

The anonym zati on work, anonynous transactions,
and cash, and things like that, | think are also an
exanple of this, where you just get away from having the
personal information, and therefore, you get away from
t he problem

Privacy is protected by either anonym zing
information or summarizing it or random zing it or sone
approach like that.

There is, as many peopl e have said, privacy at
what | consider the hard level that relies on security.

| f you don't have security, then you can't have
true privacy.

There's al so research in extending security
mechani snms to handl e privacy concerns, and one of the
ones |'ve personally worked on is access control.

You can think of enforcing privacy policies as
just another kind of security -- access control. It's
just that it's much nore fine-grained, because you m ght
want to have a different rule for how peopl e use your
busi ness phone nunber from how they use your hone phone
nunber. So, that's a very detail ed thing.

Plus, I mght be willing to have ny phone

nunber used in a different way than Peter m ght have
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want ed his phone nunbers to be used. So, it just gets to
be very nmuch nore fine-grained in nost security access
controls, which would generally be on the type of data,
phone nunbers, and the sane rule would apply to
everyone' s phone nunber.

D fferent people mght have access to phone
nunbers and ot her people m ght have no access to phone
nunbers, but it's unlikely you' d have security policies
that said, well, you have access to Kathy's phone nunber
but not Peter's.

MR. NEUMANN:  Unl ess you're unli sted.

M5. BOHRER Yes. So, that's an exanple we
actually do have today, probably one of the very few
exanpl es we actually do have today.

Then the other part of privacy where you need
to extend access control is, of course, with purpose, and
we heard that a |ot.

Since this is about m suse of data, you want to
know what the data is going to be used for. By that, we
don't nean just whether you're going to read it, wite
it, or delete it.

We nean what you're going to do with it after
we give it to you. Are you going to give it to soneone
el se? Are you going to use it in order to fulfill the

order that | asked you to fulfill? Are you going to use
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it to sell it to sonebody el se because they want to send
me marketing material | don't want? Things |ike that.

Crypt ographi c protocols are another area of
security technology, but it's also very inportant to
privacy when you start tal king about trying to anonym ze
t hi ngs or de-personalize things.

Viol ati on detection -- | think we've tal ked
about that.

Steve Adl er presented one of IBM s products
t hat hel ps you enforce privacy policies in real tinme or
to create an audit |og where you could go back and
anal yze it after the fact.

Finally, | don't know how nmany people are
actually doing work in this, and maybe this is getting at
some of what Peter said -- you could do all this
technol ogy with the kind of software and hardware
controls that | would probably come up with, because |I'm
really an engineer, not a researcher, but sone scientists
woul d say, well, yeah, but | could find a lot of holes in
that unless | do a formal certification and verification,
per haps formal |anguages would help. So, there are
t hi ngs we can do to nmake the solutions we conme up with
much nore rigorous.

That's what | had.

MR. SILVER  Thanks very nuch
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Ari Schwartz, are the technol ogies we've
described so far up to the task? Wat else is needed?

MR. SCHWARTZ: Well, | think everyone, so far,
Howard and Peter, in particular, tal ked about the fact
t hat technol ogy alone is not enough to do this. Howard
sai d people, procedures, and technol ogy, PPT. Nuala
Kelly, earlier today, said P4P -- people, procedures,
policy, and practices, adding the policies and practices
side. | do think that that does get us a little bit
closer to what is needed, a full framework there.

Good policies are, in some ways, nore inportant
than the technol ogy, because they're what the technol ogy
gets framed around.

So, the policies really do have to be in place,
and procedures have to be in place before the
technol ogi es can really kick in and work.

And | just want to give one quick exanple of
what | nean by this, so that we can get to the point
where the technol ogy and the market forces really do kick
in and inprove privacy and security. That's in the ID
managenent area.

You can have the new | D managenent
technol ogi es, but they have to be based on sonething, and
ri ght now, our |ID managenent structure out there is

br oken.
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If you |l ook at the breeder docunents, the
docunents that create other docunents -- that is, driver
I icenses, Social Security nunbers -- they are docunents
that, right now, are fundanentally corrupt in sone way or
another. The fact that we have to base other systens on
these old systens that are broken causes probl ens down
the road. No matter how good a technol ogy we create for
identity managenent, if it's based on this quick-sand
nodel, it's going to be flawed.

I nsi der fraud remains a probl em because of
t hose ot her issues involved in I D managenent, and the
security is still weak in I D managenent.

Now, technol ogy can hel p solve especially those
two latter problens to sonme degree, but they can't answer
all the problens.

So, it goes back to what we've been saying ever
since the FTC s been |l ooking into the privacy issue in
the first place.

Technol ogy does play a role, a very significant
role, but it's got to be teaned along with best
practices, self-action by industry, including education
and training, and lastly, baseline |egislation that
real ly does protect individuals.

Wthout all three working together, the

technologies will not do enough to secure privacy or
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security, for that matter

MR. SILVER Richard Purcell, do you care to
wei gh in here?

MR. PURCELL: Yes. [I'll represent the people
today on this panel.

Otentimes technology is devel oped to function
in ways that it does just because sonebody figured out
that it could do it.

My exanpl e of that woul d be peer-to-peer file
sharing, particularly for nusic swapping. You know it
coul d happen, right?

Peopl e figured out you could do it. You could
listen to everybody else's nusic. Everybody el se could
listen to your nmusic. G eat.

Now, cool technology is the kind of technol ogy
that fills a purpose, but |'ve never driven a Porsche.
So, would it be okay if sonmebody invented a technol ogy
that allowed nme to drive sonebody el se's Porsche? Well,
no. That's using sonebody el se's property w thout
necessarily their permssion. So, why is it okay to do
musi ¢ swappi ng?

We often overl ook the fact that people have a
reasonabl e sense of what's right and what's wong, and
technol ogy sinply overrides that, just because it can

override that. It's so easy to do.
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So many of our privacy and security violations
aren't really because of flawed security practices. The
technol ogy actually works exactly the way it was witten.
It's not broken. It works that way.

And it works that way not because the security
around it is flawed. [It's because the individual said,
geez, you know, | can either take a shortcut, which is a
conpl etely human ki nd of approach to problemsol ving, or
it's because they said wow, cool, | think it could do
this, but 1"'mgoing to be very obscure about putting this
in, because it's just because | can do this. Nobody is
going to know about it. I'mthe only one who is going to
know. This is the old security by obscurity nodel that
says, essentially, there's a back door into this thing
but nobody knows about it but ne, so that's cool, that's
okay.

Well, there are a few vulnerabilities now that
have expl oited those back doors, and now we know t hat
that's not okay to do any | onger.

| ' ve had personal experience that was rather
dramati c and psychical ly danmagi ng, when a grid was pl aced
on the electronic registration process in Mcrosoft
products, and it was placed there because it could be.

A devel oper, w thout docunenting it, w thout

sayi ng anything about it to anybody -- it wasn't on the
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spec, believe me -- said, hey, you know, we could do
this, and maybe it will be useful soneday.

Well, of course it's useful sonme day. |It's
useful to spy on people.

So, the point is I'mhere to represent the
people, both internally and externally, both the
perpetrators, as well as the victins.

Perpetrators often just don't know better. A
| ot of developers that I know are not socially gifted and
fully inplemented human beings in a lot of ways. So, it
is our job as individuals who have a policy framework,
who have the ethical framework, who know what the | ong-
termvisionis -- not just can | ship this code on tineg,
can | make it do all the whiz-bang things it's supposed
to do -- but go beyond that.

Those are the people where | think the flaws
are stemm ng from

Those are the people who aren't providing
oversi ght.

Have you seen the specifications for nost
software? | nean, really, the real specifications.

MR. NEUMANN:  Typically there aren't any.
Typically it's | want to make it do this.

M5. LEVIN. Richard, what about quality contro

processes? |Is this an industry that doesn't have as nuch
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quality control as we think there is in other industries?

MR, PURCELL: Well, I'd say that the | evel of
quality control is conpletely comensurate with the way
that we specify what it's supposed to do. Ckay.

So, | want a lock on that door. Sonebody puts
a lock on the door. WlIl, damm, | can't get through that
door, because the |ock only operates during working
hours, and | have legitimate reasons to go through it at
ot her hours.

Is that a quality problen? No, it's a
specification problem

So, nost software works the way it's designed
to work.

Software can't work against its own design,
right? |Is that right, Peter?

MR. NEUVANN. Pretty much.

MR. PURCELL: It pretty nuch can't do things
that it isn't designed to do without being nodified. So,
if it is vulnerable, that nmeans it's designed to be
vul ner abl e.

Now, that m ght be through negligence, it m ght
be through shortcuts, it mght be through stupidity, it
m ght be through maliciousness, who knows? But pretty
much it works the way it's designed to do.

So, it's a question of planning and oversi ght
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inthe first place. Quality control is certainly part of
that, but it's also the specification.

We have to start thinking about this world not
as a | andscape.

Landscapes have trees and nountai ns and streans
and things |ike that, but we essentially will sacrifice
parts of that |andscape, because we're only thinking of

that part. But you cut the forest, it erodes the hill,

it clogs the stream and it kills the salmon. It's not a
| andscape. |It's an ecosystem It all works together.
So, you can't say it's okay, fine, | don't

care, just shortcut this, just do that, it will be okay,
because we think of those decisions as isolated decisions
that only have the inpact over the things that we are
consci ous of at the nonent.

The problemis it makes guys in this room in
this panel, get old really fast.

Howard's 19 years ol d.

(Laughter.)

MR. PURCELL: The problemis that we're not
thinking long-termvery often. W' re not thinking very
far in the future.

Howard just said, |ook, even if we produced
technol ogy that was perfect, it would take it a long tine

to deploy it.
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Wiy is it that privacy and security have rather
suddenly, in social ternms, in time, becone a scream ng
i ssue. Wiy can't technol ogy, which we all think of as
incredibly rapid, solve this issue very fast?

Well, it's because technology isn't that rapid,
honestly. It really isn't. It takes a while to build.
| don't know about you, but |I've w tnessed how operating
systens are built, and it's |ike sausages and | aw;, you
don't want to | ook.

It takes a very long time. There are a huge
nunber of conprom ses.

Peopl e actually do this. These aren't nmade by
machi nes. And peopl e have a bad night or sonebody yells
at themand they conme in the next norning and they're
codi ng.

How good is that code that day, really. Have
you ever driven a car that was built on a Monday? Don't
buy a car built on a Monday, if you can avoid it. It's
generally not that good quality.

So, all of these procedures just are indicators
to me that we think about it wong. W think about it
not as an ecosystem whi ch has nutual |y dependent parts,
and where failure in one part al nost al ways and
necessarily is going to create failures in a different

part.
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MR. SILVER  Thanks very rmnuch

Vic Wnkler, do you have any thoughts here?

MR. WNKLER Yes, | do. The first one would
be to listen to Kathy about the m crophone.

MR. SILVER  Excellent.

MR. WNKLER  So, | agree with many of the
things that were stated here.

The difficulty for the products and the
deci sion makers really cones when you don't have enough
information to begin with, and you may not be aware of
ot her choices, right?

The open source initiative is taking big
advant age of that.

But as you take individual products and conpose
theminto an infrastructure, for instance, for a snal
busi ness or a | arger business that nmanages information
about nme, |'ve cone to be very suspicious of the |evel of
skill on the part of the people doing this.

| think many of themdon't really understand
what it is that they' re doing.

They' ve | earned about these products maybe | ust
by wal ki ng into the consuner stores and these products
weren't necessarily designed to be put together in a
manner that inproves or even nmaintains a |l evel of

security, and that's what we have with sophisticated
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solutions in infrastructure.

So, there are a nunber of different levels to
the problem and quality is certainly one.

| take a nmuch nore charitable view towards the
people witing software, maybe because | work for Sun,
right? But all hunor aside, witing software is a
defective process, and it's not fair to people who are
engaged in it to wite it off sinply as a function of
human bei ngs engaged in a human process, although that's
qui te true.

But what cones out of the process are |ogical
speci fications that machi nes then execute. The tools
that we use to wite those specifications aren't really
enabled to allow for the resulting products to be
conpl ete and correct.

Kat hy mentioned formal nethods before, and I'm
a real believer in the need for the software industry to
change towards one where we specify the logic and not the
code, and where a process that itself has been designed
and tested then converts the |logic specifications into
t hings that are executed, and then it doesn't matter who
does it. The software will either succeed or it won't in
terms of its evaluation by the process.

M5. LEVIN. For those of us who aren't

t echnol ogi sts, what do you nmean by saying let's work on
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the I ogic and not the code?

MR. WNKLER Ckay. |It's hard to talk as an
engi neer w thout slides.

MR. NEUMANN:  Could | stick in a word on that?

Back in '73, when we did the fly-by-wire
system it was formally specified in a formal, logically
defined | anguage, and we mathematically proved properties
about the |l ayering properties, the synchronization, the
di stribution of information, the voting schene.

This is a seven-processor system where
everything was two out of three voting on the critical
tasks, and there was a great deal of formal analysis,
mat hematically, logically sound formal analysis that
showed that the algorithnms were correct, the
specifications were consistent with the requirenents, the
code was consistent with the specifications.

So, there's an exanpl e.

MR W NKLER:  Yes.

MR. NEUMANN: A 30-year-old exanple, but it's
still an exanple.

M5. BOHRER: I n maybe nore layman's terns, if
you think of mathenatics as being extrenely precise and
everyone agrees that one plus one equals two, all right?
And you think of expressing a policy or directions on how

to get sonmewhere in English to sonmeone and the chances
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that it would be m s-comuni cated. Fornmal |anguages are
much cl oser to mathematics than progranm ng | anguages,
which are a little bit closer to English.

MR. W NKLER  Absolutely.

My wife and | found that out when we spent
about 10 mnutes sitting on opposite sides of the living
room about a year ago, each thinking that we're tal king
about the sane thing. After 10 mnutes, | said, Rebecca,
it's astonishing. | don't think we're tal king about the
same thing. She said what? And we clarified it, and it
was absolutely the case. So, the roomfor error in
English and then in progranm ng | anguages is significant.

As a former software devel oper, very few tines
do | see programers doi ng anything nore than rudinentary
testing to see if the code will work as they think it
shoul d work versus testing it against unusual boundary
conditions or under circunstances that it wasn't really
designed to operate under. So, adequate testing is one
of the problens.

That's an opportunity for sonebody with a great
deal of talent or even mnimal talent, a hacker -- but
there are some wonderful cases of incredibly creative
exploitation of how to mani pul ate a piece of executable
code to do sonething it wasn't designed to do and thereby

t ake advantage. So, this kind of thing has to be
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r educed.

That's not, however, where nost of our problens

Most of our problens do cone fromm s-
configuration or systens that were designed predom nantly
with functionality in mnd w thout taking care of other
consi derati ons.

So, engineering is really last on the Iist when
it cones to nost devel opers, nost vendors, and nost of
t he technol ogy that you use.

I f you want to continue to encourage the
propagati on of dangerous code, please continue buying
technol ogy that causes nost of the probl ens.

| think that maybe the el ectronic equival ent of
what happens at your firewall on a periodic basis, Frank.

MR. SILVER  Howard, do you have a point to
add?

MR. SCHM DT: Yes, a couple of points, if
coul d.

First, on the use of quality assurance in
software developnment, this is a relatively new
phenonenon, because quality assurance has been changi ng
over the past years. It used to be the two major
criteria were does it work and does it break sonething

else, and is it functional. But what we've seen recently
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is what | see as the paint-by-nunber schene when it cones
to I T devel opnent.

| failed stick figures 101 in school, but yet,

| can do a paint-by-nunbers thing and nmake it | ook pretty

good, because all the pieces are there. Al | have to do
is fill in the blanks, and that's sonme of the nodul ar
libraries that make coding easy for us. |If there is an

inherent flaw within that particular library, it also
becones an inherent flaw within the application.

The other piece that relates to this, quickly,
is the fact that we tal ked about how I T woul d make our
lives easier. W' ve actually noved in the real mwhere,
in alot of cases, we've created a humani zati on of every
| T systemto where |'ve had identical hardware running
identical bits on a operating system and it does
di fferent things.

It's alnost |ike the core DNA.  You may be
allergic to penicillin, I nmay be allergic to mlk, but
yet, we're still humans and adults and nmal es and so
forth. Consequently, we've seen this DNA-building of the
| T systens, which in sonme cases is very unpredictable,
just like it is in the human body.

MR. SILVER  Have we reached the point of
negl i gence actions based on inadequate IT

i npl enent ati ons? Does anyone have any thoughts?

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

296

MR. PURCELL: It's com ng

MR W NKLER:  Yes.

So best practices are being defined in all
different vertical areas -- finance, health care, et
cetera, right?

And over tine, as these best practices becone
clearer to not just the practitioners in those areas but
to the end users, the patients, the banking users and so
forth, I think it's quite clear that the | awers wll
t ake advant age.

MR. SILVER  Tony, | know you have conmments on
open source for later, but with regard to security right
now, do you have anything you want to add?

MR. STANCO. | think I will keep ny tinme for
| ater.

MR SILVER Al right.

Edward Felten, any remarks here?

MR. FELTEN: Yes. There are two things I
wanted to say, although nuch of what | had planned to say
has al ready been sai d.

First, although the discussion earlier in the
day focused a | ot on best practices, benchmarks, and so
on, and there's been | ess of that discussion on this
panel, it's inmportant to recogni ze that best practices

are incredibly worthwhile and really foolish not to
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follow but also to recognize that they'll only get us so
far. | think we're going to realize over time that best
practices alone are not going to get us to where we want
to be, best practices in the use of technol ogies of the
sort that we're accustoned to using, because those
approaches are fundanmental ly reactive.

They react to vulnerabilities that have al ready
been found, that people have already been burned by, and
it's a good thing to not get burned in the sanme way that
sonmeone el se has been burned before. But it's also the
case that new problens, new vulnerabilities, new exploits
are always com ng al ong.

The rate of new vul nerabilities being
di scovered, being exploited, is as high as always, and
unfortunately, the speed with which the bad guys can
exploit problenms is only increasing to a really scary
rate. We're going to have to becone nore pro-active
about dealing with security problens, baking it in,
designing it in, and that's what a | ot of the panelists
on this panel have been tal king about. That brings ne to
the second thing I wanted to say, which is that it's
inmportant to recognize that all of the talk about better
design, better quality assurance is right. That's what
we need to do. But it's not the case that we know how to

do that at scale for realistic systens -- and we're not
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doing it.

There really are fundanental unanswered basic
guestions in conputer science that we have to answer
bef ore we know how to do real quality assurance on big
conplicated software systens, and it's going to be a | ong
time before that happens. | think one of the reasons the
mar ket is not providing that high level of quality
assurance is just that no one is even close to know ng
how to do it.

MR. SILVER Richard Purcell, how do we go
about protecting information better? Wat is the way out
of this problemas you see it?

MR, PURCELL: Well, | think Kathy did a good
job of laying out a framework that's useful. | think
data mnimzation is one of the keys.

In the off-line world, we're very used to
having collected, historically, a huge anount of
information for every purpose.

Thi s harkens back to a few weeks ago in the
prior workshop where we tal ked about the exanple of how
technology is so cool that states now can essentially
encode your driver's license information nore thoroughly
onto an instrunment, a driver's license, and nmake it
retrievable instantly.

Well, so | want to go to a bar, and | don't get
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carded anynore. | wish -- but they card ne. Fine.

So, when you're carded to purchase al cohol
what is the data point they're actually |ooking for? And
the data point is sinply that you' re over 21, period, end
of story, not who you are, not where you live, not your
wei ght and hei ght, not your picture, not anything |ike
that, sinply that you' re over 21

However, the new technol ogies, the digitization
of driver's license information conbined with our |egacy
habit of using a driver's license to collect the age
information nmean that bars are now scanning driver's
I icense, where possible, and collecting and dat abasi ng
your entire identity, as well as the tinme that you cane
t here, perhaps even sone sequential nunber that
associates you with other people who are also there, and
all kinds of things |ike that.

So, why? Wiy are we doing that? Well, it's
because we're used to it. |It's because we've always done
it that way.

So, what we're doing is we're not saying the
technol ogy, the digitization, the ability to apply
technology to current issues gives us the opportunity to
change our behavi ors.

We just take the sane ol d behavior and apply

the technol ogy, and we end up in these kind of nessy goos
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where there's just too much data. W have the
opportunity to undo that.

So, data mnimzation is one of the keys, |
woul d say, as well as the privacy managenent practices
that are bi-directional, corporate and individual.

M5. LEVIN. Let nme follow up with this
guestion, use of Social Security nunbers. Historically,
we'll agree that they were started for one purpose and
now t hey' re used ubi quitously.

You can't even go to a doctor's office now
wi t hout being asked to give your Social Security nunber,
even though you're giving your insurance nunber and
they're going to pay for it. There have been bills
proposed on regul ati ng Social Security nunbers, and
they're pretty conplicated. Sone of themtal k about
authorizing a | ot of other uses because we're so used to
using them Businesses are very used to using themfor a
| ot of purposes. It is, | think, a mcrocosmof the
pr obl em

How do you see us getting out of sone of these
ol der systens and yet we realize there's a great need for
people to be identified in various contexts? W talked a
little bit about this at the |ast session, about data
m ni m zati on.

But you have these tensions from governnment and
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commercial entities that want the data

MR. NEUMANN:. There is a huge educationa
probl em here.

One is that if your Social Security nunmber and
your nother's maiden nanme and other information that is
essentially public record, such as your birth-date, are
used as authentication information instead of
identification information, there is a fundanental
security flaw as a result of that.

Data mnimzation is part of the answer to
that, but | think the burden -- again, maybe we get back
to liability.

Anybody who uses a fixed password, a four-bit
PIN, for exanple, that goes in in the clear and can be
shoul der surfed, if you will, or photographed is
vul ner abl e.

One of the nost secure cryptographi c devices
that was created for public use was the clipper chip.
The PINs on the clipper chip went in in the clear, and
the idea that this is going to be a super secure system
was, in that sense, a joke.

So, again, it's back to this
oversinplification. W stick our head in the sand and
believe that all of the stuff that we've been using is

fine, and yet, we have practices -- this has nothing to
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do with the technology, in a sense.

It's an adm nistrative thing, the idea of using
a password that is going to protect you, even though it's
flying around the Internet in the clear or it's being
gi ven over a tel ephone, or a Social Security nunber
that's used as an identifier, which is being used in the
cl ear over the tel ephone.

This is a very foolish way to run a busi ness,
and | think there is a fundamental need for things |ike
cryptographi c tokens, for exanple. Then we get to PK
and then we'll open up another hornet's nest, because
Carl and various others do not believe that PKI is a
sound way to base an infrastructure, and yet, this is
what is being done. The sane thing can be said for SSL.

| f the operating systens on which you're
buil di ng your castles in the sand are fundanentally
fl awed, then your whol e environnent, your whole
enterprise is potentially fundamentally fl awed.

MR. SCHM DT: Peter and | are in conplete
concurrence with this, because when you | ook at digital
identities or PKI, which is sonething we've been very,
very slowto nove to -- | nean two-factor authentication
is long overdue.

We have nulti-levels of two-factor

aut henti cation, and for those of you who may not be
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famliar, two-factor is sonething you have such as, in
the case of ny mlitary ID card, a smart card chip and a
PI' N nunber, sonething you have -- or sonething you know,
whi ch nmeans they have to put the two things together.
This is very, very rudinentary, it works perfectly, but
yet this has been around for a couple of years. | |anent
every tinme | gotoamlitary installation or a
government agency, | have yet to find a termnal to plug
this thing into and utilize it.

We have it, the technology is there, but | have
yet to find anywhere, including some of the offices that
create these things and issue them

So, consequently, when you look at it froma
soci etal standpoint, that is one way we coul d go.

Once again, not everybody is going to be
sophi sticated enough to be able to walk in, get their
card, understand that there's a level that is totally
anonynous that gives them access to health care
information that they may have concerns about, all the
way up to I NFALC on occasion so you can transmt security
cl earances for government neetings.

There's various | evels we can provide, but what
happens, every tinme we have a conversation, it's too
difficult, the unsophisticated user won't understand it,

so we do not hi ng.
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MR. NEUMANN:.  And then the dependence is on the
hi gh-tech solutions. For exanple, the smart card, which
is seemngly a high-tech solution, is itself vul nerable.
We have friends in the community, good friends who are
good people -- Paul Cotcher, for one, various others --
who have broken essentially every smart card that exists
today, extracting the secret key out of the smart card in
a very short tinme, but yet, a lot of technology will be
built on that concept.

MR. SILVER Let's talk now about conveni ence
and the inportance of convenience.

Alan Paller, is this something that's going to
possibly | ead us out of this problem at least in part?

MR. PALLER Cearly, building security in so
t he user doesn't have to be an expert and the system
adm ni strator doesn't have to be an expert is an
essential first step. That was in the first panel in
May. Nobody disagrees with that, | don't think.

A few panel s ago, we had a nenber of the panel
who, in an earlier life, sat in his dormroomat college
and broke into systens and stole things and was really a
bad guy before he figured out he could nmake a | ot of
nmoney acting like a good guy. | thought it would be
useful to take people very quickly through what he would

do to old people's database and then what technol ogy
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woul d fix that real quick

| just think it would be a nice way to pull our
di scussi on toget her.

So, he wants the Social Security nunbers. He
wants sone other stuff, too, because -- there are lots of
reasons to steal people's data, but the one you can turn
into nmoney fastest is credit card nunbers, because they
sell for between 20 cents and $1.40 dependi ng on whet her
you al so know that three-digit code that you' re never
supposed to put in the conputer and the expiration data.
He wants other things, but he wants their credit card
nunbers.

So, how s he going to get then? 1'Il just take
you t hrough

He's lazy. Not lazy. He wants to find the
easi est way of attacking.

So, the first thing he does is he knows, as
Peter said, the operating systens are fundanentally
flawed. There are actually two problens in the operating
system

One is they had m stakes in them

A C O fromone of the Federal agencies was
sitting at Mcrosoft, and Bal ner bounces in the room and
news had just broken about another buffer overflow, and

he says dam it, | thought we'd figured out howto fix
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t hat probl em years ago.

So, the operating systens are fundanentally
fl awed because the programmers nmake errors -- that's a
smal | probl em

The big one is they' re fundanentally fl awed
because people install them configured unsafely, and they
do that because that's the way their friendly vendors
told themto install it.

There's no end user stupidity here. That's how
| got it fromny vendor.

So, the first thing | do is | just check to see

if any of the common vulnerabilities are there, because

t he conmmon services are there. | do a real quick check
No trouble. I'min.

kay.

So, that's the easy one. | get by that one.

Maybe they've configured it right so | can't
get in that way.

Then | decide, well, all right, they've got a
dat abase accessible, nmeaning I"'ma user, | want to get
into the database, attack, the sane thing. The database
peopl e make m stakes in programm ng, and even worse, they
make m stakes in configuration, exactly the sanme as the
operating system peopl e.

So if I can't get in on the operating system |
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can cone in at the database, and the third | evel would be
t he application.

| could do both of those attacks at the
application |evel.

| want to say sonet hing about configuration.

We expect the systemadm nistrators to
configure the systemsafely. Al of you who work in
| arge organi zations hire people to do that.

Just a short tinme ago, one of the |argest
system vendors was running a training class for |aw
enf orcenment people in Washington. On the night of the
first day, the guy who paid for it wal ked in and said
this is great, we love learning howto run the systens,
but what we really want to know i s how do people break in
and what shoul d we know about bl ocki ng those ki nds of
probl ens. Because you are the experts, you' re the people
who woul d know, please teach us that.

He said I'll come back and tell you by 10:00 in
t he norni ng.

He cane back the next norning and he said it is
corporate policy not to teach that to students. This is
one of the | argest vendors.

It's true of all of the vendors.

| f you have a person who has a certification

fromthe vendor in system adm nistration, he has never
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been taught security, never.

To the extent he has been taught security, he's
been taught how to run the for-sale security products
that that conpany sells but not how to secure the basic
operating system

So we have a situation where we're expecting
people to do things that they can't do.

So that's why Dell's nove is so inportant.

MR. NEUMANN:  There's one other fascinating
probl em t here.

IBMis doing a phenonmenal job in their
aut onom c conputing program-- that is, a systemthat
basically doesn't require a |ot of system adm nistration,
because it's going to keep on running no matter what
happens to it. [It's going to diagnose the fact that it's
under attack and reconfigure itself and so on.

The problemthere is that suppose you get rid
of all your system adm nistrators, or nost of them and
they get |azy because things don't go wong anynore, and
now sonet hi ng br eaks.

You're in real trouble, because you have either
got to out-source your critical systemadmnistration to
some third world Beltway bandit subcontractor or you have
to have a guy on staff 24 hours a day on call, or a team

of people, who could cone in and be skilled enough to
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repair the systemunder conditions that you' ve never seen
bef or e.

MR. PALLER  Yeah. Nothing | was trying to
inply said that you don't still have phenonenally skilled
system admi ni strators.

It's just you can't expect all of your system
adm nistrators to know how to install it safely in the
first place. That's what I'msaying is the error.

We have to train the system admnistrators.

We have to get themup to speed, because they're going to
have to deal with new problens as they conme up. But day
one is where we shouldn't make every single human being
who ever buys an operating system from anyone be a
security expert. It ought to cone out of the box safely,
and the idea that it doesn't is mal practi ce.

| nmean it's just stupid, and they' ve known it
for years.

Sorry.

kay.

So those are the easy attacks.

Let nme give you an attack a | ot of people don't
know about .

W're still stealing their credit card nunbers.

Now, this won't work at eBay, because they know

how to solve this problem but there are places where
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this will work, Iike 100 or 200 thousand ot her pl aces.

It turns out the person who sold you the
storage devices on which you put the data in the database
is not the person who sold you the database or even the
person who sold you the conputer

This is the guy who sold you this raid box or
the switches and the storage devices that you stick it
on.

So it's the hardware, the servers that the data
is on, all right?

Well, it turns out that a |lot of them have a
di al -up port, because they want to nmake it easy to
mai ntain it, because up-tinme is the single nost inportant
thing. So, they have a dial-up port, and sonme of them
have a dial-up port that has no password on it, and the
ones who do have passwords on it have known passwords on
it, and you wouldn't want to change the password, because
t hen the mai ntenance guy couldn't get in, all right?

So, what's the general solution to that
probl en? What's the general solution? Encrypt it, so
that even if they get the data, they can't -- that's why
Howard doesn't have the problem | hope. So that even if
they get the data, they've got to go to sone of Peter's
best friends, and if you nmake the price high enough to

break it, you'll lower the barrier.
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MR. NEUMANN: |'ve got a story |'ve never told
in public, and I think it's tine.

Probably 18 years ago, | went up to Alyeska in
Al aska and did a security review of their pipeline
control system and | discovered that every node in the
network used the sane dial-up password for their switch
in the router -- | should call it a router, | guess, but
it's a one-way router, and it was the sane password that
was being used by the vendor everywhere in the world.

MR. PALLER: That problemis not |limted to
Al yeska. Cisco classes teach you to use one of two
passwords, which I won't nane, and al nost everybody
t hi nks because it's in the manual as an exanple, that
t hey should put that in their routers.

So, those two are in sone reasonably |arge
percentage of all routers.

kay. Two nore quick ones, and then I'Il get
out of here.

Say you've got the systens and they're okay,
the hardware and the software and it's okay, but you
still want to get in.

The organi zati on has set up, because it's
smart, a VPN that allows people to work at home over the
Internet, but it's all encrypted channels, so it's al

safe as can be.
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Most people don't understand the VPN is not a
security system It's a pipe. It's a pipe with a hard
wall. The hard wall is the encryption. But if the PC at
the other end is used by the person's teenage children,
what are the odds that it has a file-sharing program on
it with access. Once you have that on it, the VPNis a
pipe into the system and you are a validated user of the
system and you' ve gone around all the things. |If that
doesn't work -- and say | really do want to get into eBay
-- then what I'd do is |I'd spoof an e-mail nessage from
Howard to 50 of his system adm ni strators.

"Spoof" nmeans send thema letter with the
return address on it that says Howard Schm dt and you can
do that really easily, really easily. So, you send them
lots of e-mails, and they all say, wow, ny friends at
M crosoft -- everybody knows he used to work at
M crosoft, so "my friends at Mcrosoft" sounds right --
just told nme there's a big bug in Internet Explorer and
we've got to get it fixed. They haven't made it public,
but they've set up a special web-page for us to downl oad
the patch. dick here.

Well, the "click here" works. It just doesn't
take themto Mcrosoft.

Wul d this work?

MR. SCHM DT: No, because everything | would do
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woul d have a digital signature. It would not. But in a
| ot of instances, though, you are correct.

MR. PALLER: And that one takes training.

So if we fix everything on the hardware and
software side, we haven't fixed nore than 50 percent of
t he problem

The ot her 50 percent of the problemis | can
fool you into opening that. Alnbst no one el se uses
di gital signatures, even the guys who sell them So, |
can fool you into going to a website thinking you're
going to Mcrosoft, downl oad a patch, put it on.

That patch actually opens that conputer,
bypasses the firewall, and the conputer goes to a website
| ooki ng for commands. So, you're not getting in, it's
goi ng out.

There's absolutely nothing to stop it.

Those are the ways | would get you. There's
technol ogy fixing all of that stuff.

MR. NEUMANN: | had a wonderful thing in ny
"Inside Ri sks" colum from sone Russian guys who pointed
out that if you put the "O" in Mcrosoft in cyrillic
instead of in our al phabet, it was indistinguishable,
because the "O' is identical in appearance on the screen
and so, mcrosoft.comwth the cyrillic "O' gets you a

very different website than the one you'd think you d get
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to.

MR. PALLER That's a hard one to fix.

kay.

So, just quickly, what Dell's doing is
absolutely the nost inportant stuff that's happening. W
have to have that kind of configuration baseline in every
application, every operating system every piece.

The other reason Dell's work is so inportant --
and it is the one that people mss -- is that a |lot of
the reasons the operating systemcan be broken into is
because the applications force you to undo security,
nmeani ng the application was witten on an unsecured
operating system

So, if you want to install that application,
you are forced to make your conputer un-secure. Even if
you installed it with Dell's technol ogy you have to turn
it off. IBMs got sone products that do this to you
because the devel opers wote it for an unsafe version of
M crosoft or for Wndows.

You want to do that, but the guy wote it for
the system the vendor sold.

Once Dell starts selling a systemthat people
say it’s a safe configuration, then buyers can say |I'd
like to buy ny applications and | want you to certify

that it runs in a safe configuration, but until sonebody
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as big as Dell or as big as Mcrosoft nakes that kind of
nmove, nobody can act sensibly, because they don't know
whi ch configuration to match to.

It's a wonderful year for progress.

The vendors are really doing a | ot of work.

They' re maki ng sone noves that are purely
pecuni ary.

Li ke Mcrosoft does this thing where they'll
automate a patching, which is absolutely essential for
all of the grandmas in the world, but they won't do it
for anything you already have. You have to buy their new
operating system

So, it's pecuniary, but it's noving us forward
in the process. |f people want to know nore, I'Il be
happy to fill in all the good things that have happened,
but it's been a very good spring for inproving, not
getting us around the fact that we still have problens,
Peter.

MR. SILVER Tony Stanco is here to tal k about
security, privacy and open source.

MR. STANCO  Actually, | guess it's appropriate
that 1'mgoing at the end, because open source is al nost
a parallel universe that really doesn't touch a | ot of
t hese ot her pl aces.

|"'mgoing to talk a little bit about open
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source, which is really a conpletely different way of
doing things, and like the flight of the bunbl ebee, it
really should not be working, except it is.

Open source is gaining nonentum around the
world. Basically, all the major conpanies have sone kind
of open source strategy.

This isn't a coincidence, because VWall Street
requires it.

They don't, they actually get penalized on \Wall
Street, and if you' ve got a m xed nessage, you get
penal i zed, too.

Europe, China, India, South Arerica -- they're
probably ahead of the United States. The United States
has the risk that it mght fall behind, except just |ast
week, DOD issued the first, for the Federal governnent
official policy statement. 1It’s in the package.

It was dated May 28th, and it really just got
of f the press yesterday.

What the nmeno does is just basically level the
playing field between proprietary and open source. So,

t he governnent isn't picking on anyone who's here.

That al so shouldn't be very exciting or
surprising except because of the |obbying that's been
going on for the last couple of years. Ptech Cctober

2000, basically said the Federal Governnent should | eve

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

317
the playing field for open source, except between then
and now, there's been a lot of activity, let's say, at
the political |evel.

Also in the package, there's a Mtre report on
the use of free and open source software in DOD, and what
it saidis that if you try to yank out open source from
DOD, you basically | ose your security. It actually is
even stronger than that. It actually says you can't plug
into the Internet, because nost of the Internet runs on
open source software.

So, open source is inmportant. That's the basic
nmessage there. Open source security.

Al right.

NSA -- |'msure everybody here knows about the
NSA. They started a security-enhanced LINUX project, SC
LI NUX. NSA has been worried about the critical cyber-
infrastructure for a long tine, but really, in the |ast
decade, they were very concerned.

In fact, they're concerned that there isn't
even a secure operating system and you need to start at
a very fundanental |evel

VWhat they tried to do is they have this
architecture, mandatory access control that's used in
certain mlitary installations. They tried to give it to

the proprietary conpani es about 10 years ago. Before
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9/ 11, there wasn't a market for security, as sone other
peopl e have nentioned. So, nobody adopted it.

The techni cal people thought it was a great
idea. The marketing people said it's a cost center and
nobody is going to pay for it.

So, it didn't work. It didn't get vectored
into any of these mainstream products.

So the NSA said, hey, let's give it to the open
source people; maybe they'|ll take it.

Well, they took it, and there's a | ot of
activity in the security enhanced LI NUX through the open
source comunity, through the university where we are
through a ot of universities around the world, in fact.

Al right.

Let's talk a little bit about security.
Security really is still very msunderstood. | think
there was a sense at this event that there's a | ot of
anbiguity and a | ot of m sconceptions.

|"ve heard sone of the sanme things here.

| was at a Cl O council web services working
group neeting just recently, and they tal ked about
securing the web services applications. And they didn't
worry about anything bel ow the stack. But the NSA has
made it very clear that you really need to start as | ow

as you can go, because otherwi se, doing it at the web

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

319
services level, you' re really tal king about
bul | etproofing the third floor of your house and | eaving
wi de open the doors and wi ndows of the first and second
fl oor.

In fact, there's an NSA col | oqui um on secure
systenms going on this week, and there was sonebody from
Australia who said forget about the first floor. Threats
to security are working below that. They're going to the
real foundations. They're working in assenbly |anguage.
They're working at the hardware | evel. They're working
at the BIOS level. So, if they want to get you, you can
even have a secure operating system and they can get
you.

But the point is that's a good place to start.
That's a nice dividing Iine, because that's where the
software starts, for the nost part.

Unl ess we get at |east that |ow, nobody should
have a sense of security. |It's all snoke and mrrors.
The vendors will tell you that it's secure. They'll tel
you that they have great products. But you know, they're
just selling you products.

M5. LEVIN.  Tony, you're saying the |evel you
woul d start out would be the operating systenf

MR. STANCO. That's what NSA sai d.

QUESTION:  The BI 0S?
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MR. STANCO  Yes, you should, but let's start
with the operating system You can al ways go | ower, but
that's a nice place to start, and that’s where NSA wants

to start. That’s what they're trying to do with the SC

LI NUX.

They're trying to get the secure architecture
up there.

Al right.

Let's tal k about open source security. 1'm not

here to say that open source security is going to be any
better than proprietary. There's no definitive study.
|"mnot going to nmake that claim

You know what? It doesn't matter anyway,
because they both aren't good enough.

Security is not sonmething that is baked in, as
sonmebody said, or architectured inside the devel opnent
process, and this is very key.

Nei t her open or proprietary is doing a very
good | ob.

The good news is both are starting to | ook at
it. SCLINUX, a lot of the proprietary conpanies --

M crosoft, IBM Sun, Oracle -- everybody's | ooking at
security at this point.

The bad news, again, is that none of these are

going to be usable products for the next three to five
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years, as sonebody nentioned, because you have

traditional product cycles that really rev about that

speed.
Al right.
The ot her good news -- and there are sone
pi eces of good news -- is that there's sone other things

happening -- Common Criteria -- NIAP, which is the
Nat i onal Information Assurance Partnership between NSA
and NIST. They require at this point, as of July 1st
| ast year, though there's still sonme wi ggle room since
there wasn't enough product in the pipeline, that
sensitive software, mlitary systens, has to be eval uated
and certified.
Now, this is good news, because once they
basi cal | y debug the process, the CC N AP process,
everybody expects this to go to the civilian side of the
government and then to everybody el se, here and
i nternational, because at CC, the common criteria part of
that is really international. So, the future is starting
to look a lot brighter if you have a far enough hori zon.
But let's leave all this aside, too, because
open source is different, and it really goes to
fundanmental ideas of not only technol ogy but society and
organi zati onal structure.

The bigger question that | want to raise here
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that I don't think anybody el se has raised is who do you
want to protect, who do you trust to protect citizens?
Are you going to trust conpanies? Are you going to trust
government? O do you have to find sonebody else? |Is
t here anot her group?

Well, let's talk about conpanies. They have
fiduciary duties to maximze profits for sharehol ders.
That's not a bad thing. | used to work for the
Securities and Exchange Comm ssion. | nean that's a good
thing, right? They created a lot of wealth in the |ast
300 years. But we just have to realize that their
mandate is not to protect consuners or citizens.

Now, the theory, how the free market relates to
soci etal benefit is that free market conpetition anong
t he conpani es checks the anbitions of any one particul ar
conpany. So, the conpetition and the market regul ation
has, through this conpetition nmechanism achieved the
soci etal goal s.

So, you have this invisible idea. |'m not
saying that's wong, because we knowit's right. You
can't say that it didn't work.

You have eastern Europe. You had East Gernmany.
You had West Germany. | nmean, conme on, sane people. The
only difference was the | egal systemand the ideas, the

principles of free markets and denocracy.
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So, there's a real test case there that says
this -- there's sonething there.

But the key point is you have to have a dynamc
mar ket. You have to have the conpetition. And software
has network effects, especially once you get to the
Internet. Hopefully, everybody knows what network
effects is.

The val ue of the system or the product
i ncreases exponentially with every person who gets added
to the system

So, that creates nonopolies. It creates
situations where a particul ar consuner cannot choose,
because you could choose to unplug fromthe electrica
grid or you can choose to unplug fromthe phone system or
you can choose to unplug fromthe conputer
infrastructure, but you don't have choi ce beyond that.
The choice is in the systemor not in the system

Mar ket regulation -- we can probably cite two
or three cases that point this network effect out in the
antitrust area.

Let's just assune that markets aren't
sufficient. W don't even have to conclude that. Let's
just assune for argunent's sake.

So, what happens then?

We can't look to the governnents -- to the
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conpanies, let's say. Can we |ook to the governnent?
Well, the governnent usually steps in. That's the usual
solution when there's a market failure. But in the past,
governnent stepped in in slow noving capital-intensive
industries. So, you generally regul ated the assets,
which is feasible.

But software, IT -- that's not how it works.
It's a fast-noving, innovative industry.

| ndustry will always, in nmy opinion, outstrip
governnent's ability to do oversight. They have nore
assets. They can incentivize. They can give stock
options to even the best in the governnent to bring them
into the other side.

Can government really provide effective
oversight when it relies on industry, in the first case,
to constantly innovate?

Agai n, who do you trust to protect citizens?

The problemactually gets a lot worse. |f that
wasn't bad enough, it actually gets worse, because
software in cyberspace is functionally equivalent to | aw
i n physical space.

Basically, law regul ates interactions between
peopl e, between busi nesses and peopl e, between busi nesses
and busi nesses, between peopl e and busi nesses and

governnent. That's really what all the rules are al
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about .

Sof tware does exactly the same thing in a cyber
worl d as that, exactly the same. You will interface not
with people directly but through your machine. People
are already tal king about these nobile agents that go out
and actually do the contracting. There's a real
indication that this is not conpletely out in left field.

These agents are supposed to set up your
contracting ternms, and go out into the Internet and
actual ly execute the contract.

So if that isn't law, I'mnot sure where we're
left.

Let's extend this a little further. Let's say
we can arguably say that it's |ike | aw

Now, the creation of |aw, as everybody here
knows, especially in this town, is a very conplicated
organi zation, carefully structured with checks and
bal ances, because it's fundanentally too inportant to
society, too inportant to denocracy, to free markets --
it's the nost basic |ayer.

So, we have | egislatures, courts, executives,
executive agencies, the |legal profession, |egal schools,
political journalists. W have think tanks. As sonebody
mentioned, there’s this ecosystemthat, works out the

| egal rules.
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So, if software is like that, where are the
checks and bal ances in the creation of software for
protecting the consuners and the citizens?

And if you look at it fromthis perspective, do
you really want to leave it to the market, which doesn't
seemto be able to control the appetites of business in
the first place?

You can obviously have a conpany -- if we
t hought it was such a good idea, we can have a conpany,
for efficiency reasons, create our | aws.

Wiy is that different? Wy would we not accept
t hat ?

If we leave it to the governnent, is that a
good idea? Because it's a fast-noving industry. It’s
not clear that they can do it.

What |'m saying here in this roundabout way is
that the issue may not be at the |level that was proposed
in this panel, because the question m ght not be how do
you design technol ogies to protect consuner information
at this particular tine or at this particular place, but
it's probably fundanmentally how do you design a system
that will design technologies, that will protect
consuners, because the dynam cs of the environnment are
such that a solution isn't going to help. You need a

systemthat will adapt.
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If you leave it to the industry and if you
don't want to go down this road, these institutions |ack
t he checks and bal ances. | would suggest that you're
constantly going to be where we are, which is always
behi nd industry, trying to catch up.

| ndustry is going to exploit and harm
consuners, and there's going to be an outrage at sone
point. They take a lot, but at sone point, they becone
upset and they conplain, and then policy people |like the
people in this group, like nyself, come up and try to
find a solution for that problem

By the tine we cycle through that problem
industry has said fine and they're off to the next
probl em and the next exploitation of people.

It's not a problemof a technology. It's not a
problem of policy. |It's a problemof structure. And
unl ess we solve that problem this is an ongoing thing.

Al right.

|"mhere to tal k about open source. \Were does
open source fit in this?

Well, Iike open governnent and transparent |aw
creation, as a first step, you would expect, if software
is law, that you woul d need open inspection of software.
But I'mnot going to say that open source at this tine

has the necessary checks and bal ances to protect
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citizens.

Yes, it's better than conpanies, in ny opinion,.
Yes, it's nore capable of governnent, because they're
technol ogi sts that obviously can duke it out with al
t hese conpanies on the same ternms. But it still |acks,
for a system the appropriate accountability that society
woul d require for legitimacy. The appropriate
accountabl e structures still need to be created even if
you' re usi ng open source.

But realizing the past responses, what we've
done in the past, how we've | ooked at things in this new
cyber-world, it isn't going to work.

That is, itself, a first step. Open source, in
my opinion, is a partial answer. |It's a starting point.
But you really need to get to the point of thinking and
| ayi ng out and desi gni ng account abl e open source
devel opnment systens.

That's where the tinme should be spent, in ny
opi nion, not designing, as | said, the particular
policies of the nonent and not just trying to play catch-
up with industry.

So, that's where |I'mgoing to end.

MR, SILVER Dr. Neumann, any conments on open
source?

MR. NEUMANN:. Yes. That was quite a speech
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Let nme make a coupl e of comments.

One is that you're absolutely right. Open
source by itself is not a panacea.

Wthout the things that seemto be not present
in the proprietary devel opnment process as nuch as they
shoul d be -- nanely, attention to system architectures,
attention to good software engineering practice, avoiding
sonme of the problens of |egacy system backward
conpatibility with every systemthat's ever been built in
the past or nonster cut-overs through architecture for
di stributed systens -- one can achieve, | think, very
hi gh security reliability and so on. But that applies to
both the proprietary world and the open source worl d.
Wthout that, it is very difficult for us to have the
ki nds of systens that we need.

Now, your argunent is good in the sense that
t he open source world has an opportunity to do things
that are much nore difficult to do in the proprietary
wor | d.

"1l give you one exanple, the DARPA program
cal | ed CHATS, which is Conposabl e H gh Assurance
Trustworthy Systens, of which | happen to be one of the
contractors. It is purely open source. Everything in it
is open source. It's taking LINUX VSD variants --

MR. STANCO W're part of that, too.
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MR. NEUMANN:. -- and naking sone truly
consi derabl e i nprovenents in what can be done in open
source by itself.

But without the discipline that is required to
devel op systens, the open source thing is not going to go
anywhere either, and | think --

MR. STANCO Can | respond to that?

MR, NEUMANN: Yes, sure.

MR. STANCO G ant ed.

But I'mjust not sure how using proprietary
nmet hodol ogi es sol ves the problem

In fact, I would think if you have open source,
you teach open source, you teach architecture that bakes
in security to the students, who then go out in five, 10
years and inplenent that, you're in a nuch better
position than having students work on a closed system a
bl ack box, you know, click here, click here, click here
and it will be secure and go out and work on that.

MR. NEUMANN: | agree.

The point | was going to make was, in fact, the
exact opposite, that the stuff that has conme out of the
CHATS program -- for exanple, sonme of the tools that cane
out of my project done by the Berkeley teamfor finding
all kinds of security flaws based on fornmal nethods,

oddly enough, are perfectly applicable to proprietary
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software, as well, if only they would use them

MR. STANCO. If only they would use them
exactly.

MR. NEUMANN:. Let ne finish my conment.

Mul ti-level security was nentioned here.
want to point out that there are sone potential open
source solutions to nulti-level security that the
mar ket pl ace has not picked up on.

One is work we did back in the '80s on show ng
how you could put an off-the-shelf Oracle on top of a
security kernel and the result is an Al -- effectively, a
very secure multi-level secure database managenent system
wi t hout having any trust in the database nanagenent
system for security.

M5. LEVIN. Peter, why did the marketpl ace not
pi ck up on that?

MR. NEUMANN.  Well, Oracle discovered they
could do sonething on their own.

W worked with Oracle, actually, on that, and
t hey di scovered that they could nodify their kernel a
little bit and come up with sonething that was nulti -
| evel secure. Nobody wanted an Al system at that point.
It was not practical. It cost too nmuch to develop it.
And the eval uation procedure was so conplicated that it

took years, and by then your software had gone many
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| evel s beyond it.

There's an architecture that Norm Proctor and |
came up with in 1992 on howto build nmulti-Ilevel secure
envi ronnments out of single-level conmponents and sone
trustworthy nulti-Ilevel servers.

So, all of the trustworthiness is in the
servers for nmulti-level security. That's sonething that
can be done essentially off the shelf, with a few open
source trustworthy servers and anything el se you want to
use, and you actually can wind up with a nmulti-secure
envi ronment .

The tools that have cone out of the CHATS
program | think are very inportant and very applicable to
open source, but they're also applicable to proprietary
stuff. The key argunent conmes back to the question that
we raised earlier of whether the research comunity is
having a real influence on the marketplace, and | think
there may be argunents. Howard nade the case that, in
fact, the marketplace is becom ng nuch nore aware of
security.

Certainly, Mcrosoft has made a huge effort in
the | ast year-and-a-half. They spent, what, 1,200 nman
years in February of |ast year al one, although maybe sone
of that was just a half-day course on how to nake secure

systenms, | don't know. But the point is that there is a
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need for a cost-driven marketplace where there is a real
incentive, whether it's financial or jawboning or
what ever, to the nmass-nmarket software devel opers to
produce stuff that is nmuch nore robust.

If you |l ook at the buffer overflow probl em
whi ch was nentioned earlier, buffer overflows have been
around for 30 years.

W' ve known how to get rid of themfor 30
years, but they are pervasive, and they keep appearing
and reappearing and reappearing. CERT keeps show ng that
hal f of the breaches in securities |aws over the past
four or five years are attributable to new buffer
overflows. They keep recurring.

But we know how to get rid of them by using
intelligent architectures and intelligent software and
intelligent use of progranm ng | anguages and progranm ng
style. It's easy. But it's not in the interests of a
mar ket pl ace whose primary goals are not to devel op secure
syst ens.

So, if that's changing, | welconme it, | think
it's wonderful, but it's a very slow process.

MR. SILVER Are software devel opnent contracts
being witten at all to shift risks to the devel opers in
case of security breaches?

MR. NEUMANN. Ed woul d be a good one on that.
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MR. SILVER  Professor Felten

MR. FELTEN: Actually, | think soneone el se on
t he panel woul d be best equi pped to answer that.

MR. SILVER Go ahead and nmake your remark.
Maybe we can save the question for |ater.

MR, FELTEN: | just wanted to anplify a little
bit on the point Peter made about buffer overflows. As
he said, it's a very common category of bug. It accounts
for half of the CERT advisories, and it's a problemwe
know how to solve. Yet, both proprietary and open source
software is still rife with buffer overflows. This
should be telling us sonething, that, in fact, there is
an awful lot of inertia in the software devel opnent
process and that it's not the case, | think, that
i ndustry has been lax in picking up the know edge that
does exi st about how to devel op nore secure software.

| think it's just nmuch harder to transition
basi ¢ know edge about security into practice and
especially into the software devel opnent process than
many people realize. | think that although it's true
t hat commerci al software has not inproved all that nuch
in security, that's nore a reflection of the fundanental
difficulty of inproving security as opposed to anything
that's broken about the process itself.

MR. SILVER  Tony, then the last word to Al an.
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MR. STANCO. 1'd just like to respond to Peter
on four basic points that he brought up, or thenes.

kay.

The research community -- it seens to ne that
open source follows the scientific nmethod of allow ng
everybody to share code, results and experinents and
everyt hing el se.

| don't see how there's a conflict with open
source. It seens to be a reinforcenent. It seens to go
back to first principles. And I'mrem nded of a story
where people didn't used to share ideas.

In fact, a few hundred years ago, heart
surgeons didn't share their techniques, and society at
sonme point said, you know what, | don't think you should
die with those techni ques, because there are other people
who can be saved. Maybe this is the sane; maybe it's
different.

You tal ked about coexisting, | think, or one or
t he ot her.

|"mnot sure this is an either/or situation.

| think the governnment, as a policy, should say
it’s a level playing field, which is what the DOD neno
said. |'mnot concerned about it.

| personally think that open source has been

under-estimated fromits begi nning.
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Peopl e, 10 years ago, never woul d have i magi ned
it would get where it is, and | think they're stil
under - esti mati ng.

So, I'm not concerned about a |evel playing
field. I'mconcerned about de facto or de jure
prohibitions. But if we can level the playing field --
for exanple, de facto would be that procurenent officers
must consider allowing is open source software
procurenent. A lot of the software |obbyists were being
dropped into state | egislatures to oppose procurenent
officers fromeven consi dering open source -- not just
buying it.

You tal ked about security and | tal ked about
the fact that there's no definitive study between open
source and proprietary that would sway people, reasonable
peopl e one way or the other, but there's still anecdotal
evi dence that open source is nore secure.

What is this? Basically, every mlitary
est abl i shnment around the worl d uses open source. They
don't trust proprietary.

Now, there m ght be a |ot of reasons for that.
Sonme of those might be social reasons. Sonme of those
m ght be nationalistic reasons. But those are stil
security issues.

Let's pick on one of our enemes, |like France,
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and you're not sure if NSA sees all your docunents. From
France's point of view, it's a security problemif there
is something in there that redirects all your
i nformation.

And the last thing -- | think this is a very
valid argunment that you brought up, the business nodel.
| don't think you called that a business nodel, but you
sai d these people have to be paid or sonmething to that
effect. Oherwi se, there's no incentive.

That | agree is very inportant, though |I have a
ot of faith in the free enterprise system the free
mar ket system

| think if governnent stays out of the way and
says everybody play this out, things will rise to their
appropriate | evel and bad solutions will fall to their
appropriate | evel.

| think, yes, business nodels are currently
| acki ng from open source, but | also think that people
are wor ki ng on open source business nodels. | actually
think that they're going to develop thempretty quickly,
because this rem nds ne of what happened with LAN s and
the Internet. The sane argunents, right, that you can't
use a public property Internet to really do anything.
You' ve got to buy up proprietary LAN s, because you need

to have incentives. You need to have a conpany behind
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these solutions. W is going to support a public good
Internet? Well, that's not how it worked out.

MR. SILVER  Alan, you had a conment?

MR. PALLER. Yes. It was in answer to the
guestion you asked.

MR. SILVER | think you and Howard both had
responses to my question on contracts.

MR. PALLER  The question was, is anyone doi ng
sonmet hing contractually to require --

MR SILVER Right.

MR. PALLER  -- safer systens, and the one
exanpl e that |I know about, although I've heard of four --
| just didn't wite them down.

The one | know about is Virginia Tech has
required for the last year that every software vendor
that sells thema software package certifies that that
sof twar e package has been freed of all 20 of the 20 nost
common security vulnerabilities, and of 620 vendors, only
two have not been willing to sign.

Probably that nmeans 300 are lying, but it
definitely is a nethod. The reason | wanted to nake the
comment wasn't just to answer the question. | think
that's the | ever

| f you wonder how are we going to get nore

secure systens, given what Dell is saying, that customers
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are actually beginning to ask for it, there is one
software vendor, big software vendor, that just rails
agai nst benchmarks, just, oh, no, we don't want that.
Everything's different. The whole world is different.
Everybody's different, therefore no security benchmarks.

And one of their customers came to themwth
$100 million and said we want to buy a | ot of your
software, but only if you'll deliver it according to
t hese benchmarks. Ch, sure, absolutely.

| nmean publicly angry about it; privately, of
course we'll do it.

And | think that's the lever. As Dell proves
the vendors can do it, as the custoners prove there's a
market for it, | think we roll over, and then the other
really wonderful thing is at the FTC

Peopl e are now prom sing security. The FTC has
a spectacular role in saying if you're going to pron se
it, please deliver it. | think that conbination of the
mar ket noving and the FTC saying put up where you said
you were putting up is really wonderful, and thank you
for running this workshop.

MR. SILVER Howard. Then we'll take
guesti ons.

MR SCHM DT: | didn't know there was a

"pl ease,” but thank you for doing it anyway.
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A few qui ck points.

One, yes, there are a nunber of instances where
there are contractual agreenments, service |eve
agreenents, whatever capacity you want to call them that
say you will do this certain level of security, and if
there's a failure, you will notify, you will contact.
There's a whole plethora of issues that are going into
contractual agreenments now on that issue.

A coupl e of quick points on Tony's renarks, and
| have a trenendous anmount of respect for Tony although
di sagree with a ot of what he says.

On the market forces, there has not been a
mar ket failure.

If there was a market failure, the governnent
woul d have stepped in. There has not been.

The market has shifted. The market has
corrected. The market is doing a |ot nore but once
again, as | think we're all in agreenent, this is not a
not or boat we're turning around. This is a 600-foot
tanker we're turning around to get these things going.

Al so, the National Information Assurance
Partnership (N AP) doesn't do nuch to | evel the playing
field.

NIAP is very expensive. |It's very tine-

consunming. Only the big conpanies have the ability to
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participate. They do a trenendous job. It's very
val uable. But we were called when | was at the Wite
House as the President's Special Advisor for Cyberspace
Security to | ook at NI AP and see how we can nake that a
better tool to inprove security.

And |l astly, the evolution of things -- |
remenber back in the early days of CPM for exanple,
there was a lot of free-ware that evolved into share-ware
t hat evol ved into commercial software.

So, what may be an open source today indeed may
be proprietary and comrercial software later on, which is
not a bad thing.

And in closing, it's tough to have it both
ways, Tony.

Ei ther the governnent needs to be in or the
governnment needs to be out.

| f the governnent creates a playing field,
that's governnment intervention in what | think a free
mar ket econony shoul d do.

On the other side, you said the governnent
shoul d not be be neddling in these things, and | truly
believe that's the case.

The governnent shoul d keep a hands-off
approach, provide sonme technol ogy, and provi de sone

research, which is vitally needed across the board to
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make this better.

Thank you.

MR. SILVER  Thanks.

MR. SCHWARTZ: Can | just ask a follow up
guestion of Howard?

MR. SILVER  Sure, one quick one.

MR. SCHWARTZ: At the beginning of this, you
were saying that, contractually, a |ot nore conpanies are
asking that when there's a breach, that it be known. How
much of that is due to the California | aw and how nuch of
t hat happened before that |aw? Wre we noving that way
al ready, or has California | aw pushed that over the edge?

MR. SCHM DT: | don't have any hard nunbers,
but fromwhat |'ve seen, this was taking place |ong
before the California breach occurred, because conpanies
were | ooking at this issue, as part of the business
process -- | need to know these things.

| know | was working on these issues two years
ago. If we do a joint venture, business partner, nerger
and acquisition, that was part of the criteria for
establishing the arrangenents.

MR. SILVER  First question, please.

QUESTI ON: Vi ncent Schi avone, from ePrivacy
Goup. | had a couple of points to nake. First of all,

| think we've done a little bit of a disservice here
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today to answer the question, designing technologies to
protect consumer information, to get into a religious
argunment about open source and cl osed source.

When we tal k designing systens, designing
cl osed systens, proprietary systens and open source
systens, there's sone basic fundanentals that we did not
di scuss today.

Wien we | ook at technol ogy, technol ogy is not
what makes things secure.

Technol ogy can enable us to nonitor security.
It can enable us to enforce policies. But there has to
be the requirenent for secure systens and accountability,
trust and accountability of consuner information.

Ri ght now, you can build systens nuch nore
securely than we are building for consumer information.
There is no accountability required for tracking
information as it shared outside of the systens, okay?

That's the fundanmental nature, and the question
conmes down to should it be designing technologies or are
we going to require technol ogies to protect consuner
i nformation?

Some will argue that we al ready have the | aws
in place to do that.

Two exanples I'd |ike to tal k about.

One is standard of due care and how this plays
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in software devel opnent.

We heard an exanpl e today about spoofing of e-
mai | addr esses.

We have eBay and ex-M crosofters up there.

It happens every day of the week with very
| ar ge conpani es.

We're tal king about corporate identity theft.
We're tal king about individual identity theft. W're
tal king about real theft and fraud. Yet, there is no
requi renent that they use the systens that have been
around, as Peter said, for many, many years to nake this
trustworthy and account abl e.

So, we can't design a trustworthy system unti
we require that there be one built that handl es consuner
i nformation.

The other point 1'd Iike to make on standard of
due care is that after events happen, how are we hol ding
peopl e account abl e?

The FTC has a role. Technology has a role.
Best practices has a role.

But until we have a standard that's acceptable
and required, there won't be a change.

Bits are bits.

Wen we | ook at technol ogy for security, sone

of the best security is in digital rights managenent. W
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have new t hings com ng out that can protect ny song
across the Internet so Richard can't copy it and share it
with Tony. This is very interesting technol ogy.

Yet it's not being applied or being required to
apply to our personal information that is no different
t han the song.

So I'd like to ask the panel, where does
standard of due care fit in and requirenments for
desi gni ng systens securely?

MR. SILVER  Who wants this one?

Go ahead.

MR. FELTEN: | believe pretty strongly that the
approach you suggested of using digital rights nmanagenent
technology is the wong way to go for privacy. The
reason is that digital rights managenent technol ogy,
although it's loudly pronoted, doesn't actually work very
well, and it never has, and for fundanental reasons,
don't think it will. | think it's a mstake to think
that we can rely on technol ogy to keep soneone who wants
to use information maliciously from doing so.

| don't think technology is able to do that,
and | think it's a mstake to try to use technology in
that way. It's particularly a mstake to require people
to do so. If we were to require that, we would be

requiring people to use a technol ogi cal approach that |
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think is dooned to failure.

MR. SCH AVONE: We're currently now at zero
security on nmuch consuner information and not idea
security on digital rights, but fromthe baseline to
where we can get with privacy rights managenent and how
there nust be an audit trail for information sharing, it
is just very far away from where both ends of the
argunent are.

MR. SCHWARTZ: Kathy gave a whole list of new
technol ogies that are being built in exactly that area.
| nmean | don't think it's that far away. One thing that
canme up is the idea of a vocabulary and how we need a
nore robust vocabul ary than we have today to make that
happen, though.

MR. PURCELL: One last comment on this. One of
the things that |I'm concerned about here -- |I'mhere for
t he peopl e.

We have a long and robust history of security
speci al i zati on and traini ng.

We have no history whatsoever for privacy
speci al i zati on and trai ni ng.

We'll hire just about anybody off the street
and put themin charge of a database. One of the reasons
system adm nistrators aren't very good at their job is

because there isn't a lot of training.
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Neither is there a ot of hiring rigor that
goes into that kind of personnel work and resources.

What |'m concerned about nore than anything
else is where are the credentials for the people that are
handl i ng this data?

We don't have a credentialing programthat is
very useful

There's sone for security. [It's basic, but
it's there, it's sonething.

There's nothing for privacy.

One of the questions that | have is who is
account abl e?

And isn't, in sonme sense, the personnel
departnent, the HR departnent, sonmewhat accountable for
hiring people and training them who actually have skills
and experience and know edge about what the hell they're
doing, which I don't think is happening.

MR. PALLER | think the safeguard program
actually specifically requires that. They're not doing
it, but we can start getting that.

MR. STANCO Can | just nake one conment?
Because | think you brought up sonething that's terribly
i nportant, the standard of care.

| think this is a line of argunent that wll do

wonders, because why don't we have a standard of care?
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Wiy don't we hol d conpanies to sone kind of warranty?

It was fine when conputers were just doing word
processi ng, but when they are maintaining infrastructure,
critical infrastructure, why is it that they don't have
to give a warranty?

MR. PALLER Don't you destroy the open source
novenent then? Because then there's nobody to sue.

MR. SCHWARTZ: No accountability.

MR. STANCO No, | don't agree with that. What
| was trying to say before is the governnent should nmake
rules for everybody, then everybody rises and falls, and
| think open source is going to do fine. |It's a better
nodel , in my opinion.

If it wasn't a better nodel, how could it
possi bly conpete with billion-dollar conpani es when open
source has no corporate structure, has no real structure
except the Internet and a license, has no friends in high
pl aces, anyway, until recently, and still, it conpetes.
Not only does it conpete, the whole industry is going
that way. In fact, it looks like UNIX is going to drop
off and it's Mcrosoft versus open source -- or LINUX

|"mnot worried about howit will conpete. M
concern is | think we should have conpetition, | think we
shoul d have incentives as a set-up by the governnent.

Then the governnent should really back off, and | think
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open source has to create its organization. |It's still
in the formative stage, but once it does, | think it
shoul d give warranties, because | think people should be
hel d account abl e.

How can you possibly build an infrastructure
t hat everybody in the whole world depends upon, and these
people just are basically saying, well, don't |ook to us.
That doesn't nmake any sense.

And if we do that, if we set up the standard of
care, | think what happens eventually is you have netrics
that will play into that, and nore inportantly, you'l
have an insurance industry that can cone into play and
then really enforce.

MR. SILVER  Kat hy?

M5. BOHRER: | want to address your original
guestion a little bit.

| think technology can do a lot to really put
into place sonmething that tries to neet requirenents for
appropriate use of data, as long as the data is in the
system O course, there's always a |limtation, because
at sone point, the data goes outside of the system It's
di spl ayed to sonme person. It's printed out. Sonme person
sees it and now knows it.

And at that point, if there's m suse outside of

the system then you need accountability because —
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MR. SCH AVONE: But is there an audit trail to
t hat ?

M5. BOHRER  You can have audit trails. In
fact, | thought that if you turn around sonme prophecies -
- and data mnimzation is part of that but not the only
t hing you can i magi ne.

| f you actually automate nore, you could
actually protect privacy nore, because you could
el imnate humans dealing with personal data to a | arger
degr ee.

So, for exanple, if | place an order, ny
address goes into a system No person sees it. Wen the
box with ny order cones along the manufacturing |ine,
sone | abel gets printed out, it gets put on that, and it
gets shipped to ne. No person ever saw ny address.

That's just one exanple that occurred to ne
today as | was thinking about this, but it is
i nteresting.

There are limts, but there's still a lot we
could do a lot better than we are today.

MR. SILVER  Next question. Please keep them
conci se.

QUESTI ON:  Yes.

There were a nunber of references today to best

practices, and | ama great fan of having people follow
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best practices.

The trouble is, about four or five nonths ago,
| was on a panel considering security technology for the
heal th care industry, and two of the people on the panel
were | T people frommajor health care providers, HMJO s in
California, as it turns out. | renmenber the debate | had
with one of them who wanted to know what are the best
practices, and he capitalized the "B" and the "P"
because fromhis point of view, H PAA was the threat.

Attackers were not the threat. H PAA was the
threat. The danger to himwas that his conpany woul d be
sued. The danger to him personally was that he woul d be
hel d responsi bl e.

What he needed to know are the five sinple
things that he had to do called best practices such that,
if he did these, then he was not legally responsible
anynor e.

So, if that's what we nmean by best practices,
|"mtotally against it.

MR. NEUMANN: Ideally not. That's the |owest
common denom nat or phenonenon, and that's clearly a
di saster, but best practices thenselves are useful. |If
you | ook at the generally accepted security principles
that came out of our National Acadeny study from 1990,

they're useful, but if they're not applied by people who
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know what the hell they're doing and who have a set of
meani ngful requirenents in the first place and who have
an architecture for the systemthat they're devel oping
that is evolvable and inter-operable and so on, then the
best practices are inherently not very useful.

So, it's much nore than best practices.

MR. SILVER  Next question.

AUSTIN HI LL: There's been a I ot of discussion
about the marketplace for technol ogies for protecting
consuners’ information and I think, in the security area,
we' ve had a long history of seeing this.

There's active threats, so it's a very easy,
provabl e thing saying we're being threatened, so we need
a firewall.

Peopl e got through the firewall, so now we need
I DS, now we need patch managenent.

Conpani es can cone in and say there's risk
managenent, we have to spend so nmuch to nanage this risk
of being attacked, and in the privacy side, if I |ook at
the history of the privacy industry, which, |I've been
around a few years now, | haven't seen that evolve. A
few years ago the FTC started announci ng they were doing
a great initiative, checking websites for policies. So,
everyone threw up a policy.

Al'l of a sudden you shoul d have a CPO.
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So, a whol e bunch of CPO s were naned, but
generally they were | obbyists, to nake sure no nore
privacy | aws were assigned.

If you actually talk to CPO s about what's your
budget, how many I T projects have you initiated, have you
changed your database handling, it’s non-existent.

Same thing in Europe. This is by no neans only
a probl em here.

Even in Europe, where | egislation was passed
and there was heavier |egislation, wthout sone
enforcenment or oversight into what conpanies actually are
doing to change their practices, how they handle data --
that didn't exist until recently when we've seen it start
happening. 1In the Netherlands, they've started doing
spot checks on conpanies and reviewing their data
handl i ng practices, and in the |ast six nonths, we got
nore inquiries fromthe Netherlands than | have had from
the United States for privacy nmanagenent products.

Wien | start to |look at the evolution of a
mar ket pl ace, what exists to try and create that? W' ve
seen safety belts, air bags. Those nmarkets evol ved
because there were sone standards set, there was sone
liability standard or regul ation that said you have to be
at least this safe, either through civil litigation or

sone ot her nechani sm
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| just don't see that happening at all in
privacy. So, generally, it becones let's just put our
head in the sand, put up a privacy web-page and hope no
one calls or cones | ooking.

MR, NEUMANN:  Austin, even though your question
is very different fromCarl's, ny answer is exactly the
same. It requires a great deal nore than this litany of
sinplistic non-sol utions.

It's a holistic problem It requires an end-

t o-end sol ution.

It requires an understandi ng of architectures,
sof tware engi neering, of having requirenents that are
meani ngful in the first place, of submtting to sonme sort
of eval uation process, of submtting to open review,
perhaps, or at |east having teans beating the hell out of
your system of understanding the privacy requirenents
before you go into building the systemin the first
pl ace. There are no easy answers.

If you look on ny website, you'll see |lots of
reports on how to build systens properly.

Nobody pays any attention to them as far as |
can make out.

MR SILVER | would add that the FTC
Saf eguards Rule went into effect recently, so please stay

t uned.
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And the | ast question, please.

QUESTI ON: Thank you for indulging nme. | hope
it's worth it.

Alan Wlcox. | work for the Vanguard G oup.

|I"d like to nention, also, that we don't have a
CPO. W don't even have a Cl SO, because that spells N o-
t-h-i-n-g

The regul ations require a mature information
security program and that's what our goal is, to have a
mat ure program

|"ve got a coment and then a question.

Several comments have been raised that seem
di sparagi ng of overseas developnent. It's exactly the
same criticismof foreign cars, when foreign cars were
first being made. The issue is, if they can wite code
better than the processes and prograns that we have in
pl ace, | wel cone overseas devel opnent, if they have
better checks and bal ances, if they have a nore mature
product devel opnment cycl e.

Utimately, American cars got a |ot better,
because we had a | ot of Hondas and Toyotas around, and
now we have a lot better GMs, Fords, and Chryslers.
think the sanme thing m ght bear out with overseas
devel opnent .

Al'so, if you don't think foreign nationals are
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already witing a ot of your software, you haven't been
to a lot of software conferences.

| won't try to do ny Indian accent
i nper sonati on.
Finally, how applications are being used is

often conpletely left out of vendors' equations. Wthin

nmy conpany, we see a |lot of vendors saying, well, yes,
here's a great database application. It has to run with
el evated privileges. It has to run as the root user on

your system

Well, that's bogus. That's a practice that
absol utely must not be tol erat ed.

Vendors should not have the ability to dictate
t he security environnment of the custoners. |t goes the
ot her way around.

Thanks.

MR. NEUMANN:. That was a question. Very good
question, actually.

MR. SILVER  Howard, go ahead.

MR. SCHM DT: Just one really, really quick
comment, and that's in reference to the comment on
foreign nationals witing code.

The nost severe intelligence threats agai nst
this country have been by born-and-bred U. S. citizens

such as the FBI guy and Al dridge Ares and conpany, and
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this has been an issue that pops up fromtine to tine.

We have got phenonenal foreign nationals
witing code, doing trustworthy things, doing good worKk.
So, | wouldn't |ook at where they cone from but | ook at
the product they're putting out and the quality control
and the engineering that goes into it.

MR. PURCELL: | would also comrent on who
wites code.

There may be an advantage to a |less mature
software industry energing from another national sphere
or geographic sphere. One thing that you m ght have
heard today is that it may be the maturity of the process
that's our biggest problemto overcone -- the Wndows
code bases, 10 million lines, 50 mllion lines, | don't
know, sonme extraordinarily huge nunber of |ines of code,
whi ch has been patched and cobbl ed toget her over a | ong,
long period of time. It may be that one of the reasons
t hat open source works well today conpetitively is
because it doesn't have that maturity, because it is
starting over again.

One thing that we don't do -- and nobody shoul d
ever think that this is happening -- is for nost software
that you' re using, you don't sit down and wite new
requirenents and wite new software.

It's an adaptation of what's been witten
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before. The requirenents are sinply, okay, it didn't do
this very well before, so make it do this now. So, it's
re-jiggered for that, and then here's some new stuff it
can do. It's kind of like your '57 Chevy spiffed up.

So, | would be very careful to say that it may be the
maturity of our industry that's sonething we have to
overcone in many ways.

MR. NEUMANN: | would like to bring the foreign
nati onal argument back to my electronic voting machi ne.
Suppose that the software and the systens were built by,
say, the Russian mafia or the Bin Laden Research
Institute. | think you would be very concerned about
usi ng those systens in your elections.

MR. PURCELL: No question. | would be very
concer ned.

But | would bet that, if they were built from
scratch, that they worked very well according to the
interests of the builder, right? And that is what |'m
sayi ng.

' mnot saying who should or should not build
our code. Wat | amsaying is very little of donestic
code is actually being built from scratch

MR. NEUMANN: My conmment is also that you woul d
never find the Trojan horses that they put in there.

MR. PURCELL: Right. | agree.
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MR SILVER Well, it's getting to be about
5:30. How about a hand for our panelists?

(Appl ause.)

MR. SILVER | also want to introduce ny boss,
who is here with sone closing remarks. He's the director
of the Division of Financial Practices, Joel W nston.

(Appl ause.)

CLOSI NG REMARKS

MR. WNSTON:. | guess | get the final words,
and | want to thank all of you hardy souls for sticking
out the day. You' re rewarded by having stayed here al
day, now you get to go outside when it's not raining.

So, congratul ati ons.

| want to thank the panelists and the FTC staff
for their thoughtful work and enlightening discussion
today. This workshop had a different focus than the one
| ast nonth, but in many respects, the | essons are the
same -- that security technol ogies need to be easy to
use, conpatible with other systens, and applications, and
built into the basic hardware and software consunmers and
busi nesses use.

In addition, the two workshops together have
rai sed | arger thenmes of how people, in general, can
better use technology to protect sensitive information,

whet her they're engaging in comercial transactions or
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sinmply carrying out their everyday affairs.

The day began with the rel ease of a report
showi ng how busi nesses are currently addressing privacy
i ssues, including the security of information they
collect. It showed that businesses still have some work
to do in this area, work that could be hel ped al ong by
appropriate and accessi bl e technol ogi cal tools.

We then saw an inpressive display of
i nprovi sational skill as panelists discussed a
hypot hetical illustrating how a nedi umsized busi ness can
t ake advantage of the Internet while at the sane tine
addr essi ng privacy concerns.

The panelists coll aborated to develop a risk
managenent plan to help make information and systens
safer.

We al so heard about the wi de array of
technol ogi cal tools available to hel p busi nesses protect
personal information, including, for exanple, one that
can digitize a business' privacy policy to allow
automated nonitoring of data flows consistent with the
policy.

Panel i sts addressed the issues these
t echnol ogi es rai se for businesses, including out-sourcing
i ssues for smaller businesses and the consequences of

poor inter-operability between different architectures
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and vocabul ari es.

In addition, we |earned about the various |egal
standards and industry franmeworks that have arisen in
recent years, efforts to expand their use and the
obstacl es faced in inplenmenting them

Panel i sts al so di scussed mar ket pl ace i ncentives
for privacy inprovenents such as offering discounts or
adj usting contractual obligations.

Wiile still not the norm use of these
incentives is increasing rapidly.

Qur final panel addressed the critical question

of how to design business technol ogies so that they
include built-in protections for consuner information.
As at our |ast workshop, panelists were critical of the
approach that has dom nated the field thus far, which is
to purchase add-on products or issue patches, sonetines
hundreds of them as problens arise.

Al t hough the chal | enges are considerable, we
heard about several prom sing approaches toward buil ding
a culture of security.

For exanple, at |east one conputer manufacturer
is shipping systens that are configured to neet
benchmar ks defined by the Center for Internet Security.

As we heard, people, policies, and technol ogi es

are all three necessary ingredients for a culture of
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security.

The panelists al so took up the debate about the
nmerits of open source versus proprietary technol ogies.

In the end, they agreed that no nmatter where the code
cane from the key ingredients for secure systens are
sound practices and rigorous quality control.

As to whether open source or proprietary
software nore often neets these goals, | think I'Il |eave
that to the test of tinme and future di scussions.

Clearly, this is all an organic process.
Virtually every day, new security concerns arise, and new
technol ogi es for addressing them are devel oped. There
are no magi c answers here, no easy solutions, but it's
critical to keep the dialogue going and the information
f 1 owi ng.

It's an old saying -- | think it was originally
Thomas Edi son who said that genius is 10 percent
inspiration and 90 percent perspiration. | think that's
a good fornmula for what we need here, some creative
thinking and lots and |l ots of hard work.

So, let ne thank everyone again for com ng.

Di scussions |ike these denonstrate that tal ented and
dedi cated m nds are trying hard to find solutions to a
| eadi ng chal | enge of our information age, harnessing

technol ogy to hel p consuners and busi nesses provide
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better protection for consuner information.
| wish you all good fortune in this very
i nportant endeavor.
Thank you.
(Appl ause.)
(Whereupon, at 5:32 p.m, the workshop was

concl uded.)

* * % * *
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