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What's in Your In-Box?

Doyoureceivelotsof junk email messagesfrom peopleyou don’t know?It’sno surpriseif youdo. As
more peopleuseemail, marketersareincreasingly using email messagesto pitch their productsand services.
Some consumersfind unsolicited commercial email — a so known as* spam” — annoying and time consuming;
othershavelost money to bogusoffersthat arrivedin their email in-box.

Typicaly, anemail spammer buysalist of email addressesfrom alist broker, who compilesit by “harvest-
ing” addressesfrom the Internet. The marketer then uses special softwarethat can send hundreds of thousands
— evenmillions— of email messagesto the addresses at the click of amouse.

To reduce theamount of unwanted commercia email you receive:

e Trynot todisplay your email addressin public. That includes newsgroup postings, chat rooms,
webgitesor in anonline service' smembership directory.

» Check theprivacy policy when you submit your addressto awebsite. Seeif it allowsthe company
to sell your address. You may want to opt out of thisprovision, if possible,

» Read and under stand theentireform beforeyou transmit per sonal infor mation through a
website. Someweb sitesallow you to opt out of receiving email fromits*“partners’ — but you may
haveto uncheck apreselected box if you want to opt out.

» Decideif you want to usetwo email addr esses— onefor personal messagesand onefor
newsgroupsand chat rooms.

» Usean email filter. Check your email account to seeif it providesatool tofilter out potential spamor a
way to channel spaminto abulk email folder.

If you recelve unwanted spam email, you can:

* ReportittotheFederal Trade Commission. Send acopy of any unwanted or deceptive messagesto
spam@uce.gov. If youwant to complain about aremoval link that doesn’t work or not being ableto
unsubcribefromalist, you canfill out the FTC'sonline complaint form at www.ftc.gov. Your complaint
will beadded to the FTC's Consumer Sentinel database and made availableto hundreds of law enforce-
ment and consumer protection agencies. Whenever you complain about spam, it'simportant to
include the full email header.

» Send acopy of thespam toyour | SP’sabuse desk. By doing this, you can let the | SPknow about
the spam problem on their system and help them stop it inthefuture.

» Complaintothesender’s| SP. Most | SPswant to cut off spammerswho abusetheir system.

The FTC worksfor the consumer to prevent fraudul ent, deceptive and unfair businesspracticesinthe
marketplace and to provideinformation to help consumers spot, stop and avoid them. Tofileacomplaint or to
get freeinformation on consumer issues, cal toll-free, 1-877-FTC-HELP (1-877-382-4357), or usethe
complaint format www.ftc.gov. The FTC entersinternet, telemarketing, identity theft and other fraud-related
complaintsinto Consumer Sentinel, asecure, online database avail able to hundredsof civil and crimind law
enforcement agenciesintheU.S. and abroad.

April 2002

FEDERAL TRADE COMMISSION REelaBNzI=N®{eINSUIVI==
1-877-FTC-HELP www.ftc.gov




