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Ready to Pop Your Top Over “Pop Up Spam?”
Here’s How to Make it Stop

Areyouinterrupted by astream of “ pop up” messagesthat stop you from using your home computer until
you closethem?

Areyoutired of seeing one message invariably morphinto more— even when you’ renot using your Web
browser?

Areyou frustrated by thefact that many pop up spammers are advertising softwareto block the exact type
of messagesthey’ resending? It sahigh-tech variation on aclassic scam: Pop up spammerswant your money
tofix thevery problem they created.

Persistent and annoying, pop up spam alsoisasignal that your home computer isopen to hackers. They
could usethisvulnerability to take over your computer and install new programs; view, change, or delete data;
or create new accountsthat givethem full accessto your machine.

According to the Federal Trade Commission (FTC), the nation’sconsumer protection agency, you can
block unwanted pop up messages and better protect your computer from hackers. 1t'sassmpleasturning off
the Microsoft Windowsfeature that alows pop up messages, or installing and running afirewall. Theadvantage
of afirewall isthat it preventsother types of unauthorized accessto your computer, beyond pop up spam.
Neither approach will stop pop up advertisements sent to your browser by aWeb pageyou arevisiting.

Disabling Windows Messenger Service

Pop up spammersare exploiting afeature of the Microsoft Windows operating systemsknown as M essen-
ger Service. Despitethe name, Windows M essenger Service doesn't have anything to do with instant messag-
ing. Itisdesigned to provideuserson alocal- or wide-areacomputer network with messagesfrom the network
administrator. For example, acompany’snetwork administrator might send amessageto all itsusersthat the
company’snetwork will be shutting downinfiveminutes. If your home computer isconnected only tothe
Internet, you may not have any practical usesfor WindowsMessenger Service. If your computerisona
business or home network, however, shutting off Messenger Service might not bethe best approach. Your
network should be protected by afirewall.

Disabling the messenger servicewill prevent the possibility of pop up spam. To disablethe messenger
savice

® Click Start, and then click Control Panel (or point to Settings, and then click Control Panel).



® Double-click Administrative Tools. Double-click Services. Double-click Messenger.
In the Startup type list, click Disabled. Click Stop, and then click OK.

Installing and Running a Firewall

Another way to cut off pop up spamistorunafirewall — software or hardware designed to block hackers
from accessing your computer and getting into your programsandfiles.

Afirewal isdifferent from anti-virusprotection: Anti-virussoftware scansincoming communicationsand
filesfor troublesomefiles; afirewall helpsmakeyouinvisbleontheInternet and blocksall communicationsfrom
unauthorized sources. It'sespecially important to runafirewall if you have high-speed Internet accessthrough a
cablemodem or aDSL (digita subscriber ling) connection.

Somerecently released operating system software (including Windows X P) comeswith abuilt-infirewall.
Becauseit may be shippedinthe*off” mode, check your online*“Help” featurefor specificsonturningit onand
setting it up properly. If your operating system doesn't includeafirewal, you caninstall separatefirewall
softwarethat runsin the background whileyou use your computer and surf the Internet. Severd freefirewall
software programsare availableontheInternet. (You canfind oneby typing “freefirewal” into your favorite
searchengine.) Or you can buy ahardwarefirewall — an externa devicethat includesfirewall software. Like
anti-virus software, afirewall needsto be updated regularly to stay effective.

If you want to complain about adeceptive pop up spam message, usethe FTC’sonlinecomplaint form at
www.ftc.gov. Your complaint will beadded tothe FTC's Consumer Sentinel database and made availableto
hundreds of law enforcement and consumer protection agencies. Be sureyour complaint includesthe name of
the company or Web site advertised in the pop up spam.

For More Information

The FTC worksfor the consumer to prevent fraudulent, deceptive, and unfair businesspracticesinthe
marketplace and to provideinformation to help consumers spot, stop, and avoid them. To fileacomplaint or to
get freeinformation on consumer issues, visit www.ftc.gov or cal toll-free, 1-877-FTC-HEL P(1-877-382-
4357); TTY: 1-866-653-4261. The FTC entersinternet, telemarketing, identity theft, and other fraud-related
complaintsinto Consumer Sentindl, asecure, online database avail able to hundredsof civil and criminal law
enforcement agenciesintheU.S. and abroad.
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