COMPLIANCE

ALERT

“Specially Designated Who?"

A Primer on

OFAC Compliance

fromthe:
Office of Foreign Assets Control
U.S. Departmentofthe Treasury
1500 Pennsylvania Avenue, N.W.
Washington, D.C. 20220

(4 4 ffice of Foreign Assets
O Control, Compliance
ProgramsDivision—
may | helpyou?”

“Yes. I'mcalling from AnyBank,
U.S.A. Mysupervisorasked metocall
toget the latestlistof blocked
countries...you know, the countries
we can'tsend money to. Is Cambodia
stillonthelist? Howabout Vietnam
andHaiti?”

“No. The U.S. governmentlifted
those programs quite some time ago.
I couldeasily listthe countries thatare

Inthisarticle,youwillfindinformationon—

cccccccccccccccccccccccccccccccccccccccccccccccccccccc

p OFAC’ssanctionsprogramsandenforcementauthority;

p areasofthebankaffected by OFACcompliance
responsibilities;

p» proceduresforacomprehensivecomplianceprogram;
p suggestionsforblockedaccountmaintenance;and
p howtoaccess OFACinformation.
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thetargetsofcurrentU.S. blocking
restrictions—L.ibya, Irag, Cuba, North
Korea, and Serb-controlled Bosnia—
butthereisreallymoretoitthanjusta
listof blocked countries. Areyou
aware thatwe have new programs
blocking assetsof terroristsand
narcoticstraffickersandthatyoucan't
service Iranian accounts? Didyou
know thatwe publish anextensive list
of Specially Designated Nationals and
BlockedPersons? The SDN listis
about 30 pageslongandincludes
thousandsofindividualsand entities
thatare primarily located outside of
the blocked countries.”

“Specially Designated who? Allmy
boss asked for was the blocked
country list. That'sall I need.
Thanks.”

Click.

Twomonthslater...

“Office of Foreign Assets Control,
Compliance Programs Division. May |

helpyou?”
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“Yes. Thisisthe vice president for
complianceatAnyBank,U.S.A.”

“Howmay | helpyou?”

“l just received aletter fromyour
office. Itsaysherethatyouwantme
toprovide detailsregarding AnyBank’s
handling of a$1M transfer we recently
wiredtothe Arab Bankfor Investment
andForeign Trade (ARBIFT) in Abu
Dhabi. I've beentryingtotrack that
wire down for days. Hometown
Exports, one of our bestcustomers, is
frantic! HissupplierintheU.A.E. is
threateningtosueiftheydon'treceive
that paymentsoon. What'sthe story?”

“Your New York correspondent
bank appropriatelyblocked that
payment because your telex instruc-
tionslisted ARBIFT as thebeneficiary
bank.”

“The U.A.E.isblocked! Whendid
thathappen? I hadaclerkupdate the
blocked country list just twomonths
ago! Hedidn'tsay anything about the
UAE”

“You'reright. Wedon'thave
sanctionsagainstthe U.A.E. However,
the U.S. governmentdesignated
ARBIFT asaSpecially Designated
National under the Libyan sanctions
because itwasfronting for the Libyan
government. Companies and individu-
alsinany country canbe designated
underour programs. Some SDNs
have addressesin London, Paris,and
Switzerland.”

“Sowhen does my customer get his
money back?”

“May not....Conceivably, release of
thefundswon'tbe authorized until the
U.S. liftsthe sanctions against Libya.”

“Whenwill thatbe?”

“Hardtosay. Evenifadecisionis
made now to release the money,
license applicationsare processedona
first-infirst-out basis, and thereis
currentlyabacklogof requests.”

“How did you know our bank was
involved inthe transfer?”

“Your New York correspondent
filed ablocking reportwith our office.
Asrequired, thereportincludeda
copy of thewire transfer instructions,
whichclearly showed that AnyBank
originatedthetransfer.”

“Darnthat New York correspon-
dent! Whydidn'ttheywarnusabout
ARBIFT? Wedon'tdo much interna-
tional business, andwe countonthem
tokeepupwithall these regulations!”

“Don’tblame your New York
correspondent. Treasury regulations
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Exhibit 1

Current Blocking Profiles

Individuals

Koreaor Cuba.

Commercial Enterprises

p entitieson OFAC's SDN list;

controlled by Bosnian Serb forces.

Governmental

p individualsappearingon OFAC'sSDN list;
p CubanandNorth Korean citizens, wherever located; and
P individuals, regardlessofcitizenship, currently residingin North

P companieslocated in North Korea, Cuba, and areas of Bosniaand
Herzegovinacontrolled by Bosnian Serb forces; and

p companies(including banks), wherever located, organizedinor
controlled from North Korea, Cuba, or areas of Bosniaand Herzegovina

p Governmental entities and officials of Libya, Irag, North Korea, and
Cuba,andauthorities in areas of Bosniaand Herzegovinacontrolled by
Bosnian Serb forces, including those entities and individualsappearing on
OFAC'sSDNIist. Allbanksin Libyaand Iragare governmentbanks.

onthe Libyansanctionsprohibitthem
fromcancellingor rejectingblocked
payments. Smalland mid-size banks
cannot delegate their compliance
responsibilitiestolarger international
correspondentbanks. AllU.S.banks
areliable for processingblocked
payments.”

“Liable! Areyou goingto fine us for
this?”

“OFAC does havecivil penalty
authority. Under the Libyan program,
we canassessboth youandyour
customer civil finesofup to $10,000
each.”

“Oh—great. Mycustomeris
already furious thatheisoutthe $1M.
My review iscomingup. Thisisgoing
tolook very bad.”

“Youwill have achance to present
mitigatingfactors after you receivea
pre-penalty notice. Make sureyou
include adetailed description of
AnyBank’scompliance program. Do
you use any electronicscreening
software?”

“No. We justcall once inawhile to
updateour listofblocked countries.”

“Not so good.”

“Thisisdefinitely notmyday. |
guessyou'dbetter mail me that SDN
listofyoursandanyother information

youthink I need. ‘Sigh...".

Be honest. Howdid you react to
thisscenario? Doesthe state of
AnyBank’s compliance program seem
preposterous, or could you all too
easily seeyourselfinthis Compliance
V.P.’spredicament? Don'tletyour
firstcontactwith Treasury’s Office of
Foreign Assets Control (OFAC) be
aboutyour bank’sinadvertentviolation
of U.S. law. Ifyoufound thisdialog
moredisturbing thanamusing, maybe
it'stimeyou implemented acompre-
hensive compliance programtoensure
thatyour bank does not run afoul of
sanctionsand embargo programs.

Fostering Corporate
Commitment

Yourfirsthurdleindevelopinga
comprehensive compliance program
mightbe toconvince top-level manage-
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mentthatyour bank oughttobe
devoting more resourcesto OFAC
compliance. Though OFACisnota
bank regulatoranditcannotrequire
you toestablish anysetinternal
procedures, itdoesworkclosely with
stateandfederal regulators. Don'tbe
surprised ifyour regulator askstosee
your OFAC compliance manual during
your nextexamination.

Youstill haven'tconvinced upper
managementthat OFAC complianceis
inthe bank’sbestinterest? Make sure
they understand the full range of
OFAC'senforcementauthority. All
U.S. citizensand permanent resident
aliens,companies located inthe
United States, overseas branches of
U.S. companies, and in some cases,
overseas subsidiariesof U.S. compa-
niescome under OFAC jurisdiction.
Thismeansthatall U.S. banksand
U.S. citizensand permanent resident
aliensintheiremploy needtobe
aware that they may be held account-
ablefor sanctionsviolations.

Dependingon theprogramin-
volved, criminal violationsof the
statutesadministered by OFACcan
resultincorporate finesofupto$1
million, personal finesofupto
$250,000, and 12yearsinjail. OFAC
alsohasindependent authority to
imposecivil penalties. Inthe case of
Iraq, civil penaltiescan rangeupto
$250,000 per count.

Isyour cost/benefitanalysis not
winningany converts because OFAC
has never fined your bank oreven
contacted you aboutapossibleviola-
tion? Itmay justbe amatteroftime.
Mostmajor money center banks have
paid substantial finesand, asaresult,
have installed sophisticated and highly
effective “interdict” software toblock
guestionable fundstransfersandother
transactionsautomatically.

Somefilterscontainevery nameon
OFAC’s master list of “Specially
Designated Nationalsand Blocked
Persons” (SDN list) alongwith
geographical namesfor embargoed
countriesandcities. Asdepictedin
the AnyBank scenario, itismore likely
now than ever that violationshy
smaller bankswill come tothe atten-
tionof OFAC through blocking reports
itreceivesfromlarger moneycenter
banks. Your international correspon-
denthasprobably already come to the
conclusionthat OFAC complianceis
simply agood business decision.
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Exhibit 2

Rejection Criteria

governmental entity;

governmentoflran;

oflran.

Banks mustrejectall business associated with:

p commercial activity inLibyaor Irag notinvolvingaLibyanor Iraqi

p directorindirecttransfersoffundstoany personinlrag;
p commercial activity betweenacustomerandapersoninlranorthe

P exportsofarmsor petroleum productsto the territory of Angola
other than throughcertain designated ports of entry;and

P accountsbelongingto personsorentitiesin Iranorthe government

Have you concluded thatyour small
bank would simply not be exposed to
the kind of transactions OFAC would
beinterestedin? Thinkagain. Small
banksall over the countryare being
drawnintoillegal transactions by their
customers: individualswiringfamily
remittancestorelativesin Cubaand
Iraq, local exportersutilizingbank
financing to cover prohibited ship-
mentsfrom Iran,andindividuals
routingfinancial contributionsto
terroristsand terroristorganizations,
forexample.

Getting Started

Call OFAC’sCompliance Hotline
toll-freeat 1-800-540-OFAC (6322) and
askforastarter kitcontaining:

p ForeignAssets Control Regula-
tionsfor the Financial Community—
Thishandy resource for banking
professionals providesacomplete
explanation of OFAC’sstatutory
authority and detailed summaries of
each sanctions program.

p OFACPublic Information
Available ViaComputer—Everything
you need to know to access updates
from OFAC viayour PC.

P Master Listof Specially Desig-
nated Nationalsand Blocked Per-
sons—Analphabetical listofall
entitiesand individuals thatare
blocked under OFAC sanctions
programs.

Overall OFAC Compliance
Objectives

Because each sanctions programis
based on aunique setof foreign policy
imperatives, notwo are exactly alike.
However, indeveloping OFAC compli-
ance procedures, you should focuson
oneoverridingobjective: to provide
enough information to key staff
membersinall operationstoenable
themto recognize and stop suspect
transactionsfor further reviewby the
individual ultimately responsible for
OFAC complianceatyour bank.

Valid OFAC “hits”may need to be
blocked or rejected, depending onthe
nature of the transactionandthe
applicable regulations. Deciding
whether toblock or reject can be
difficult. Your bank’s maincompliance
responsibility is toensure thatsuspect
itemsareinterdicted. OFACwill help
youdeterminewhether aninterdicted
transaction oughtto be processed,
blocked, or rejected.

Blocking

Ifyourbankisorganizedorlocated
inthe United States, virtuallyall
property that comeswithinyour bank’s
possessionor controland in which
thereisaninterestofablocked indivi-
dualorentityis blocked by operation
oflaw. Whatismeantby “interest™?
Any interestwhatsoever, director
indirect, present, future, or contingent.

Howdoyouspotaninterestofa
blocked person orindividual? Current
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blockingtargetsaredefinedin
Exhibit1.

Rejecting

Certain transactions need tobe
interdicted because the underlying
transactionisprohibited (see Exhibit
2). Such transactionsare typically
rejected, cancelled, or returned after
consultationwithOFAC. Ifyou
process such atransaction, your bank
may be liable for facilitating aprohib-
ited transaction, justasitwouldbe
held accountable for processinga
blocked transfer.

Who PlaysaRolein OFAC
Compliance?

Because of the broad definition of
“property,” “interest,”and “transac-
tions,” all of your operationsareaswill
havearole toplay in OFAC compli-

ance.

Tellers

Your counter and platform staff will
beyour firstline of defense against
violative personal remittances. Ifa
customer givesinstructionstowire
$300fromhisaccounttoarelativein
Cuba, the customer’saccountshould
be debited and a blocked account
established in the amount of $300.

Or suppose another customer
attemptstocashadraftdrawnonthe
accountofanindividual onthe books
of Rafidain Bank, Jordan. Though
neither Jordanian nor Iraginon-SDN
nationalsareblocked, thedraftitselfis
blocked becauseitisdrawnona
blocked bank (abranch of Rafidain
Bank, Baghdad).

Account Officers

Know your customers! OFAC's
definition of property includes both
assetsand obligations. Bothsides of
the bank’sbalance sheetshould be
reviewed for blocked depositand loan
accountparties. AChicagosavings
and loan paid a$23,000+ penalty for
failing toblock agovernmentof Haiti
accountfollowing the issuance ofan
Executive Order blocking government
of Haiti property. Thebankallowed
numerous debits tothe account,and
the penalty was tied tothe number and
amounts of thedebits.

Depositaccounts, loan facilities, and
creditcardaccountsshould be review-
edforanytypeofblocked interest.
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Doesthe owner, obligor, co-owner,
guarantor, signatory, or beneficiary on
the accountfitablocking profile? If
so, the account should be blocked
immediately. Creditstoblocked
depositaccountsare authorized, but
debits, other thannormal service
charges, are prohibited without auth-
orizationfrom OFAC. Paymentson
blockedloansor creditcardsshould
becreditedtoablocked accountand
may notbe applied againstblocked
loan balanceswithoutalicense.

Letter of Credit Department

Because lettersof credit (L/Cs) are
oftenused tofinance international
trade transactions, the L/C depart-
mentmustbe particularly vigilantwith
respectto OFAC compliance. Asmall
bank in Utah was fined $5,000for
merely advising a letter of credit
involvingcommercial activity in Libya.
(Foranexplanationastowhatit
meanstoadvise a letter of credit, see
U.C.P.500Article 7.) Before your
bank issues, confirms, amends, or
advises an L/C, the face of the credit
should be examined for OFAC issues:

p Doestheaccountparty, benefi-
ciary, issuing bank, or paying bankfit
one of the blocking profiles? (See
Exhibit1.)

p Istheunderlyingtrade transac-
tionprohibited? (See Exhibit2.)

Don'tbecomplacentjustbecause,
onitsface,an L/C appearstobein
compliancewith OFAC’s programs.
Duringthetimewhen there were
sanctionsagainstVietham,aWashing-
ton State bank violated the sanctions
by processing import paperwork
containing a“Cites” certificate indicat-
ingthatshoesbeingimported by a
major U.S. department store contained
leather from Vietnamese reptile skins.
Therefore, when examining docu-
ments presented under a letter of
credit, look for evidence ofan OFAC
violation that may notappear on the
face of the L/C:

p Doesthebillofladingindicate
that goodswere shipped by ablocked
shippingcompany or aboard ablocked
merchantvessel appearingonthe
SDN ist?

p Doesthecertificate of origin
reveal thatthe goodsoriginatedfroma
targetcountry?

p Doestheinvoice indicate thata

blocked company supplied goodsto
theseller?

Ifthereisreasontobelievethata
letterofcreditinvolvesaninterestofa
blocked party, the L/C contractitself
andall related documents shouldbe

OFACCompliance
Differsfrom BSA
Compliance

OFAC compliance objectives
and proceduresshould nothe
confused with Bank Secrecy
Act(BSA)/money laundering
policies. Theydifferinfunda-
mentalways.

While criminally derived
assetsaresubjecttoforfeiture
andseizure under the money
launderingstatutes, OFAC's
programs have historically
emphasized “freezing” rather
than “seizing” assetstoachieve
foreignpolicy goals. Blocking
provisionsare often “protec-
tive,”aswhen Kuwaiti assets
were preserved from Iraqi
aggression or Norwegianand
Danish assetswereshielded
from the Nazi'sinvasion of
those countries.

OFACblockingis oftenused
toapply political pressureon
hostilegovernments, such as
thoseinTripolior Havana.
Freezing may alsobe used to
createandpreservea“pool” of
assetstosatisfy the interests of
injured claimantsand creditors
againstpartiesunder sanctions.

While“knowing your
customer” isstill important,
many compliance officersfind
OFAC'stargetingapproach
easier toimplement than BSA
because OFAC doesnot
generally requirebanksto
develop “profiles”forillegal
activities. Thecriteriafor
takingactionarerelatively
straightforward and objective—
with nationality groups, suchas
Cubansor North Koreans
being identified or specific
names being “designated”and
listedinthe Federal Register.
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treated as blocked property. Drafts
andother negotiable documents
should be secured. Dependingon the
statusofthe L/C, you may be required
todebityourcustomer’'saccountand
block the L/C payment.

The Wire Room

Thewire roomobviously playsa
critical rolein OFAC compliance. A
savingsand loan in the Midwest took
directinstructionsfromacustomer
whose own name actually included the
word“Serbian.” The S&L paidacivil
monetary penalty of $9,000 after
anotherU.S. bank caughtthe transfer
and correctly blocked the funds before
sanctionswere suspended against the
Federal Republicof Yugoslavia.

Afederal savingsbankin California
was fined $5,000for attempting to
transfer funds for acustomer through
the Arab Bankfor Investmentand
Foreign Trade (ARBIFT)in Abu
Dhabi;acreditunionin Washington
paid $9,000forasimilartransaction
involving Arab TurkishBank (ATB)in
Istanbul.

Before theyare relayed toyour
international correspondent, allfields
of outgoingwire transfer instructions
shouldbe reviewedtoensure that:

p neitherintermediary bank nor
banksofbeneficiaries appearon
OFAC'sSDN listor otherwisefita
blocking profile (see Exhibit1); and

p thetransferdoesnotappear to
beinsupportofaprohibited transac-
tion (see Exhibit 2).

Transfers referencing ablocked
interestshould be debited from the
customer’'saccountandcreditedtoa
blocked account.

ComplianceProcedures

Don'texpectall operationsareasto
be comfortable with all of the nuances
ofthevaried and frequently changing
sanctions programs. Remember, the
objectistostop OFAC-related transac-
tionsbefore theyare processed. You
cansortoutthe blocked items from
therejectitemswith assistance from
OFAC's Compliance Hotline after they
arereferredtoyou by your operations
areas.

What information should be
provided tooperationsareastoensure
that possible OFAC hitsare interdicted
withoutundulyburdeningfront-line

ABABank Compliance March/April 1996

Exhibit3

Sample OFAC Awareness Poster

CUBA

IRAN
IRAQ
LIBYA
NORTH KOREA
SERB BOSNIA"
SDN, SDT, SDNT™

U.S. Sanctions

if you see any reference in any document to these countries (including in
an address), an SDN, SDT or SDNT -- STOP and immediately notify
your supervisar. Take no further action without GCO or Global
Compliance approval.

Please note: This list of sanctioned countries, SDONsg, SDTs and SDNTs
may change from time to time. Please contact your LCO, GCO or
Global Compliance for any changes.

Violation of the U5, Sanctions can invalve fines and imprisonment.

*Defined as Bosnian Serb-controfied territories of Boania and Herzegovina.
**Defined as Specially Designated Natianal, Tersorist and Narcotics Trafficker.

Copyright® 1892-1995 American Express Bank Ltd. All rights reserved.

i,
AMERICAN

EXPRESS
BANK

re. 12/9%
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personnel? Ataminimum, be sure
they know about the sanctions pro-
grams. One large money center bank
developedasimple, yeteffective OFAC
awareness poster (see Exhibit 3).
Thereisnoreal shortcut toscreen-
ing foran SDN other than to checkall
international transactionsagainstthe
SDN list. Doyou think you could spot
asuspicious company name without
checkingthe list? Before you rely on
intuition, takealook atan overhead
used by an interdict softwarevendorin
itstraining sessions (see Exhibit 4).
None of the company names shown
seemsuspiciousonthesurface.
Comprehensive OFAC compliance
requiresthatall operationsareas have,
attheveryleast, alistof keytarget
countriesandan updated SDN listat
all times. Both of these lists should be
consultedbeforeany international
transactionisprocessed.

Blocked AccountMaintenance

All blockingactions must be
reportedto OFAC Compliance by fax
at202/622-1657 within10days. No
special formsare needed. Aletteron
your letterheadwill suffice. Your
reportshouldindicate thatablocked
accounthasbeenestablishedinthe
name of the blocked party and should
indicate theamountof funds blocked
andthe name, phone number, and fax
number of the individual responsible
for maintaining blocked accountsat
your bank.

With respect tofundtransfers, your
reportshouldinclude acopy ofthe
transfer instructions. Blocked ac-
countsaretobe interest-bearing,
earninginterestatcommercially
reasonableratesininstrumentswith
maturitiesof lessthan 90 days.

Electronic Accessto OFAC
Updates

Onceyou haveestablished OFAC
compliance procedures, your next
challengewill be to stay up-to-date.
OFAC updates can easily be accessed
electronically. While Treasury is
willingtomail you ahard-copy starter
kit to helpyou getyour compliance
program off the ground—itisstrongly
recommended thatyou access updates
fromone ofthe serviceslistedin
OFAC Public Information Available
ViaComputer.
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Exhibit4

Sample Training Overhead

Reality:

suspicious toyou?

e

Atlas Air Conditioning, London
Fartrade Holdings, Switzerland
SIRM Holding, Rome

Vinales Tours, Cancun

All of the above are SDNs. Which ones look

J

Joseph Madison & Associates

Computer Bulletin Boards

Thereareseveral computer bulletin
boards fromwhich you can download
all of OFAC'sbrochuresand SDN list
material directly toyour PC. The U.S.
Treasury's Electronic Libraryonthe
FedWorld Bulletin Board isfree to the
publicand canbeaccessed using
standard communications software or
viaTelnet, FTP, orthe World Wide
Web.

The U.S.Commerce Department’s
EconomicBulletin Boardisasubscrip-
tionservice thatcan be reached using
standard communications software.
The Government Printing Office’s
Federal Bulletin Boardisfreetothe
public, thoughfeesare charged per
download. The Federal Bulletin Board
can be reached usingany communica-
tionssoftwareorviaTelnet.

Isyour bankamemberofthe U.S.
Councilon International Banking
(USCIB), headquartered in New York?
If so, your membership privileges
includeaccesstoUSCIB's INTER-
COM bulletin board. Hundreds of
banksnationwide accessall of their

OFAC informationviaINTERCOM.
The International Banking Operations
Association (IBOA), headquarteredin
Florida, alsocarriesOFACfilesonits
“Wildcat” bulletinboard.

Itisstrongly recommended that
you select access to one of these
bulletinboardsonaregularbasisto
findoutwhether therehavebeenany
urgentbulletinsfromOFAC. Thereis
nosetinterval forchangestothe SDN
list—itisrevised asneeded. Check
thedate of the master SDN list. Ifitis
later than the date of the SDN listyou
arecurrently using, download the new
file,alongwiththe “SDNEW”file. The
SDNEWfilewill highlightthe addi-
tions, deletions, and correctionsto the
previouslist.

OFACfilesarecurrentlyavailablein
ASCII, WordPerfect,and *.PDF
format. Both ASCI1 and WordPerfect
filescanbe read into mostword
processing programswhere they can
then be manipulated, edited, searched,
andprinted. *.PDFfilesaregraphical
imagesthatcanbereadandprinted
with an Adobe Acrobat Reader,
available as shareware onthevarious
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Exhibit5

Sample OFAC Web Page

MISSION:

WHAT's NEW

IRAN

IRAQ

LIBYA

YUGOSLAVIA

CUBA

UNITA

(Angola)
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OFFICE OF FOREIGN ASSETS CONTROL

The Office of Foreign Assets Control of the U.S. Department of the Treasury administers and enforces
economic and trade sanctions against targetted foreign countries, terrorism sponsoring organizations, and
international narcotics traffickers based on U.S. foreign policy and national security goals. OFAC acts
under Presidential wartime and national emergency powers, as well as authority granted by specific
legislation, to impose controls on transactions and freeze foreign assets under U.S. jurisdiction. Many of
the sanctions are based on United Nations and other international mandates, are multilateral in scope, and
involve close cooperation with allied governments.

PLEASE BE AWARE THAT NEW INFORMATION IS AVAILABLE AS OF [DATE]

An overview of O.F.A.C. Regulations involving Sanctions against Iran in *.PDF format
An overview of the Iragi Sanctions Regulations in *.PDF format
An overview of the Libyan Sanctions Regulations in *.PDF format

A summary of the Federal Republic of Yugoslavia Sanctions Regulations (involving Serbia, Montenegro, and
Serb-controlled Bosnia) in *.PDF format

An overview of the Cuban Assets Control Regulations in *.PDF format

An overview of the Foreign Assets Control Regulations as they relate to North Korean in *.PDF format
A summary of the UNITA (Angola) Sanctions Regulations in *.PDF format

A summary of sanctions against terrorists who threaten to disrupt the Middle East peace process

A summary of sanctions against international Narcotics Traffickers

SPECIAL INFORMATION ON DESIGNATED NATIONALS AND BLOCKED PERSONS:

SDN
list

SDN
changes

Delimited
files

Alphabetical Master list of Specially Designated Nationals and Blocked Persons in *.PDF format
Recent changes to Master list of Specially Designated Nationals and Blocked Persons in *.PDF format
DOS, delimited, and fixed-field versions of Master list of Specially Designated Nationals and Blocked Persons for

downloading in self-expanding ASCII*.exe file

(Users needing an Acrobat Adobe Reader to view or print *.PDF files may download the appropriate software by...)

% FORSECURITIES ¢ FOR EXPORTERS & /7%
INDUSTRY IMPORTERS
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boardswhere thefilesare maintained.

Thesefiles,whenprinted, are
identical to hard copy brochures
distributedby OFAC. The SDN list
* PDFfileisinsmall-print, three-
column format, convenientfor
xeroxing and distributing in hard-copy
tooperationsareas. Ifyourbankhasa
local area network, you might consider
makingthe SDN listavailable on the
networkin ASCI1 or WordPerfect
format.

Entitiesall over theworld have
directaccess to OFAC informationand
updatesviaTreasury's World Wide
Web Server. Auser-friendly home
page highlights recentchangesand
providesaccesstopublicationswitha
click of the mouse (see Exhibit5).

Ifyou cannot convince management
toinvestinamodemand communica-
tions software, there are fax-on-
demandservicesandaCD-ROM
optiontoconsider. However, the
disadvantagesof such servicesinclude
their cost, tying up your fax machine
for lengthy publicationsif you are
using fax-on-demand, and only
monthly updatesifyou are using CD-
ROM.

Interdict Software

Toreduce the riskof humanerror
in high-volume areas, many banks
haveinstalled name-recognition
software toautomatically screen
accountinformation, fundstransfers,
and so forth for namesof SDNsand
geographical references totarget
countries. Somebanks havewritten
their own programs; others have
purchased packages nowavailable
throughseveral different vendors.

Inthe past, banks and private
vendors have had tomanually input
changesto OFAC’'sSDNIlistinorder
toupdatesearchtermdatabases. In
response tosuggestionsbythe
bankingindustry, the SDN listisbeing
made availablein“delimited”and
“fixed field” formats, which can be
read automaticallyintoany database
program.

OFAC's Bank Compliance
Hotline

OFAC sanctions areconstantly
changingand complex. Toassist

compliance officers, OFAC has
established atoll-free Bank Compli-
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ance Hotline—1-800-540-OFAC (6322),
whichbanksare encouraged touse.
Whenindoubtaboutan interdicted
accountor transaction, don't hesitate
to pick up the phone. The following
guidelineswill help maximize the
benefits of using the Hotline.

DON'T delegate final OFAC review
authority by distributingthe OFAC
hotline number tooperations person-
nel. One complianceofficeratalarge
bankhasgiven standingordersto
eachclerkinthewireroomto call
OFAC eachandeverytime theword
“Angola” appearsinapaymentinstruc-
tion. Thisbankisnever goingtoget
offitslearningcurve. IfOFAChad
had the opportunity tospeakwitha
central compliance officer, wewould
haveexplained thatthereareno
blocking provisions under the
UNITA(ANngola) program. Future
itemsinvolving Angolacould thenbe
handledinternally, saving valuable
time forwire roompersonnel.

Ifyouchoose toinstall interdict
software, DON'T call OFAC before
you have doneaninitial reviewofeach
interdicthit. Name recognition
software inevitably flagsalarge
number of transactionsfor further
reviewbased on“false hits.” Before
youcall OFAC’s hotline, you should do
aninitial review of interdicted itemsto
sortout the obviousbad name
matches. Youshouldn'thave to
consultwith OFAC todetermine
whether your payment to Ace Painting
inNew Jerseyisblockedbecauseit
was flagged by your computer based
onpartial recognition ofthe SDN
name “Ace Indic Navigation Co., Ltd.”

DO accumulate noteson repetitive
false-hits. Onelarge New Yorkbank
flagged numerous transactions
generated by one customer referenc-
ing LAFB, atermthatappearson
OFAC'sSDN listasana.k.a.for
Libyan Arab Foreign Bank. Thebank
appropriatelysuspendedthe transac-
tionswhilethe bank’scompliance
officer questioned the customer about
thereference. Itwasdiscoveredthat
LAFB was simply anacronym for the
commonly used banking phrase “loans
againstforeignbills.” Thebankwas
abletowriteanalgorithmintoits
screening software thatwould allow
payments for this particular customer
to be processed regardless of the
appearance of LAFB inthe payment
details.

DOrelyonOFAC phone advice.
Many hotline inquiries come down to
judgmentcalls thatcan be madeonly
by OFAC compliance officers. Be-
cause of time constraints, written
confirmation of hotline advicecan
rarelybe provided. However, OFAC
maintainsawritten record of tele-
phone guidance it gives on specific
transactionsand recommends that
banks dothe same. Ifyou are told by
an OFAC compliance officer toprocess
apaymentyou've thoroughly de-
scribed over the phone, youwill notbe
penalizedfor processingthat payment.

Ongoing OFAC Compliance

Whatother stepscan be taken
toward comprehensive, sustainable
OFAC compliance? Internal auditing
departmentscanassistinthedevelop-
mentof “corporate compliance memo-
randa”andverificationthatthe
procedures, once established, are
beingfollowed. An effective internal
communication networkiscritical for
regulatory compliance. Youmight
consider including special OFAC
bulletinsin staff newsletters.

Compliancetrainingprogramswill
help raisegeneral awareness. Other
useful measuresinclude reviewing
regulationsinstaff meetings, incorpo-
rating compliance requirementsinto
operating procedures, and joiningwith
otherbanksto sponsor compliance
seminars.

The economic sanctions programs
ofthe U.S. governmentare powerful
foreign policytools. Their success
requirestheactive participationand
supportofevery U.S. citizen. OFAC
urgesyou tobe careful. Protectyour
firmfrom lossesandcivil penalty
exposure. Don'topenyour doorsto
OFAC targets; stay abreastof U.S.
sanctions law. Make OFAC compli-
anceacorporate priority. Access
OFAC updateselectronicallyona
regularbasis. Makesureall opera-
tionsareashave accesstoashort
“stop” listaswell asthe latest SDN list.
Andwhenindoubt, call 1-800-540-
OFAC (6322). o

FormoreinformationonABABank Compliance
ortosubscribe, call 1-800-3380626.
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