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Reports on Information Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology
promotes the United States economy and public welfare by providing technical leadership for the
Nation’s measurement and standards infrastructure. ITL develops tests, test methods, reference data,
proof-of-concept implementations, and technical analyses to advance the development and productive use
of information technology. ITL’s responsibilities include the development of management,
administrative, technical, and physical standards and guidelines for the cost-effective security and privacy
of non-national- security-related information in federal information systems. This Special Publication 800
series reports on ITL’s research, guidelines, and outreach efforts in information system security and its
collaborative activities with industry, government, and academic organizations.
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Authority

This document has been developed by the National Institute of Standards and Technology (NIST) in
furtherance of its statutory responsibilities under the Federal Information Security Management Act of
2002, Public Law 107-347.

NIST is responsible for developing standards and guidelines, including minimum requirements, for
providing adequate information security for all agency operations and assets, but such standards and
guidelines shall not apply to national security systems. This guideline is consistent with the requirements
of the Office of Management and Budget (OMB) Circular A-130, Section 8b(3), Securing Agency
Information Systems, as analyzed in A-130, Appendix IV: Analysis of Key Sections. Supplemental
information is provided in A-130, Appendix III.

This guideline has been prepared for use by Federal agencies. It may be used by nongovernmental
organizations on a voluntary basis and is not subject to copyright. (Attribution would be appreciated by
NIST.)

Nothing in this document should be taken to contradict standards and guidelines made mandatory and
binding on Federal agencies by the Secretary of Commerce under statutory authority. Nor should these
guidelines be interpreted as altering or superseding the existing authorities of the Secretary of Commerce,
Director of the OMB, or any other Federal official.

Certain commercial entities, equipment, or materials may be identified in this document in
order to describe an experimental procedure or concept adequately. Such identification is not
intended to imply recommendation or endorsement by the National Institute of Standards and
Technology, nor is it intended to imply that the entities, materials, or equipment are
necessarily the best available for the purpose.
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Executive Summary

Traditionally, information technology (IT) security and capital planning and investment control (CPIC)
processes have been performed independently by security and capital planning practitioners. However,
the Federal Information Security Management Act (FISMA) of 2002 and other existing federal
regulations charge agencies with integrating the two activities. In addition, with increased competition
for limited federal budgets and resources, agencies must effectively bridge the gap between IT security
and capital planning to help ensure that available funding is applied towards agencies’ highest priority IT
security investments. Applying funding towards high priority security investments supports the objective
of maintaining appropriate security controls, both at the enterprise-wide and system level, commensurate
with levels of risk and data sensitivity. This special publication introduces common criteria against which
agencies can prioritize security activities to ensure that corrective actions identified in the annual FISMA
reporting process are incorporated into the capital planning process to deliver maximum security and
financial benefit to the agency.

The implementation of IT security and capital planning practices within the federal government is driven
by a combination of legislation, rules and regulations, and agency-specific policies. FISMA is the
overarching legislation behind the integration of IT security and capital planning. It codifies specific
responsibilities of federal agency officials, ensures that agency resources are protected, ensures that risk is
effectively managed, and requires agencies to incorporate IT security into the life cycle of their
information systems. FISMA also instructs agencies to use the National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-26, Security Self-Assessment Guide for Information
Technology Systems, self-assessment (or other comparable self-assessment vehicles) to assess their
security programs. The results of the self-assessment should be documented in the agency’s annual
FISMA report and logged into the agency’s Plan of Action and Milestones (POA&M). The agency must
then determine the costs and timeframes associated with mitigating the weaknesses identified in the
POA&Ms. These costs are captured in the system or program’s annual Office of Management and Budget
(OMB) Exhibit 300 which is the funding vehicle submitted to OMB to secure an operating budget from
OMB. Figure ES-1 illustrates this process.

Legislation

Regulation
(OMB/GAO)

Guidance
(NIST)

Regulatory
Responses

01130c

Figure ES-1. Federal IT Security and Capital Planning Legislation,
Regulations, and Guidance
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The investment life cycle employed by agencies for IT investments is based on the General Accounting
Office’s (GAO) Select, Control and Evaluate model. This investment management framework ensures
that investment management practices, including IT security, are disciplined and thorough throughout the
investment’s life cycle.

To address the capital planning and IT security requirements imposed upon federal IT investments, NIST
recommends a seven-step framework for integrating IT security into the capital planning process for both
enterprise-level IT security activities and individual system IT security activities. The framework assists
federal agencies in integrating IT security into the capital planning process by providing a systematic
approach to selecting, managing, and evaluating cyber security investments. The methodology relies upon
existing data inputs (for example, NIST SP 800-26 self-assessment and audit reports) and common IT
security criteria, so it can be readily implemented at federal agencies. Inputs for the methodology include:

m  Enterprise-Level Information
0 Stakeholder rankings of enterprise-wide initiatives
0 Enterprise-wide initiative IT security status
0 Cost of implementing remaining appropriate security controls for enterprise-wide initiatives

m  System-Level Information
0 System category/impact '
0 Security compliance
0 Corrective action cost

Based on the above information, the seven-step methodology,

shown in Figure ES-2, can help agencies identify high-priority
corrective actions for immediate funding. Key activities within
each step include the recommendation that agencies complete the
necessary analysis to:

1. Identify the Baseline: use information security metrics or
other available data to baseline the current security posture

2. Identify Prioritization Criteria: evaluate security posture -
against legislative and Chief Information Officer (CIO)-
articulated requirements and agency mission

3. Prioritize Against Enterprise-Level Requirements:
prioritize potential enterprise-level IT security investments
against mission and financial impact of implementing

appropriate security controls

4. Prioritize Against System-Level Requirements:
prioritize potential system-level corrective actions against

system sensitivity and corrective action impact

5. Develop Supporting Materials: for enterprise-level
investments, develop concept paper, business case
analysis, and Exhibit 300. For system-level investments,

Submit Exhibit 300s, Exhibit 53 and

adjust Exhibit 300 to request additional funding to
mitigate prioritized weaknesses Figure ES-2. Integrating IT Security

6. Implement Portfolio Management: prioritize agency- and Capital Planning

wide business cases against requirements and CIO themes and determine investment portfolio

! See NIST Federal Information Processing Standard (FIPS) 199, Standards for Security Categorization of Federal Information
and Information Systems

ES-2
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7. Develop Exhibit 53, Program Management: ensure approved 300s become part of the agency’s
Exhibit 53; ensure investments are managed through their life cycle using Earned Value
Management and the GAO’s Information Technology Investment Management maturity
framework.

The process presented in this guidance is intended to serve as a model methodology. Agencies should
work within their investment planning environments to adapt and incorporate the pieces of this process
into their own unique processes to develop workable approaches for CPIC. If incorporated into an
agency’s processes, the methodology can help ensure that IT security is appropriately planned for and
funded throughout the investment’s life cycle, thus strengthening the agency’s overall security posture.

ES-3
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1. Introduction

1.1 Background

With the release of the Federal Information Security Management Act (FISMA) in 2002, the need for
information technology (IT) security guidance within the federal community has increased. Capital
planning was once seen as applying primarily to IT systems. With FISMA underscoring the emphasis on
cyber security at both the system and enterprise levels, security investments must now be brought into the
capital planning process. FISMA and other associated guidance, including Office of Management and
Budget (OMB) Circulars A-11 and A-130, charge agencies with integrating IT security and the capital
planning and investment control (CPIC) process.

Determining the benefit to the agency from IT security investments is a key criterion of IT security
planning. Traditionally, IT security and capital planning have been thought of as separate activities by
security and capital planning practitioners. However, with FISMA legislation and existing federal
regulations that charge agencies with integrating the two activities and with increased competition for
limited federal budgets, agencies must effectively integrate their IT security and capital planning
processes. This guidance introduces common criteria against which agencies can prioritize security
activities and ensure that corrective actions identified during the FISMA reporting process are
incorporated into the capital planning process to deliver maximum security and financial benefit to the
agency.

The National Institute of Standards and Technology (NIST) first explored this topic in its 2002—2003
Return on Security Investment (ROSI) study. During this effort, NIST interviewed Chief Information
Officers (CIO), Chief Financial Officers (CFO), and Chief Technology Officers of federal agencies and
private sector companies to generate a common body of knowledge and to identify best practices in
returns on IT security investments in both the public and private sectors.

NIST used the information collected through the ROSI study as the foundation for a workshop on
integrating security and capital planning efforts. On June 4, 2003, and June 30, 2003, NIST presented a
workshop entitled Integrating IT Security into the Capital Planning and Investment Control Process.
Over 200 members of the federal community attended the two workshops, where they learned how to
prioritize security investments to ensure that the most cost-effective, highest impact investments would
receive funding. This document captures and expands upon the proceedings of the two workshops,
including the prioritization process.

1.2 Relationship to Existing Guidance

This document is a continuation in a series of NIST special publications (SPs) intended to assist IT
security personnel in planning and prioritizing their IT security investments. This document recommends
a prioritization approach that uses the 17 topic areas found in NIST SP 800-26, Security Self-Assessment
Guide for Information Technology Systems, as investment prioritization criteria for multiple types of
investments, including Plan of Actions and Milestones (POA&M) corrective actions. While other criteria
may be substituted for these topic areas, using NIST SP 800-26 was deemed favorable because it enables
agencies to reuse data and information they have already gathered to support FISMA reporting, thus
eliminating the need for additional data collection. Furthermore, using NIST SP 800-26 within the
methodology presented in this guidance provides a seamless link between FISMA corrective actions and
the capital planning process by providing traceability between the POA&M and the annual budget
submission.

In addition to NIST SP 800-26, the security metrics provided in NIST SP 800-55, Security Metrics Guide
for Information Technology Systems, can be used as a source for baselining an agency’s IT security



DRAFT

posture, and NIST SP 800-30, Risk Management Guide for Information Technology Systems, can be used
to identify vulnerabilities before completing an OMB Exhibit 300. Figure 1-1 explains the relationship
between the NIST SPs and the integration of security into the capital planning process.

Use of NIST SP
800-30, Risk
Management Guide

Use of NIST SP Priaritization
ity Criteria Applied

Means of collecting Yields a list of Uses corrective

performance data that corrective actions actions identified in
shows the that provide an the FISMA POA&M
effectiveness of IT understanding of to prioritize
security where funding is investment activities

required to enhance
the overall security
posture
01411

Figure 1-1. NIST SPs and the Prioritization Process

NIST 800-30 provides definitions and practical guidance necessary for assessing and mitigating security
risks identified within IT systems.” NIST 800-55 provides an approach for identifying, formulating, and
implementing metrics to assess the level of security policies and procedures implementation, gauge
efficiency and effectiveness of security measures, and determine the impact of such measures on the
organization’s mission and business. NIST 800-26 provides a vehicle for an internal assessment of the
controls in place for a major application or a general support system.® All three pieces of guidance
define a set of activities, the results of which provide inputs into the POA&M and are then prioritized to
ensure the most pressing security needs are addressed first. Exhibit 300s that include prioritized
corrective actions are developed and submitted to OMB to secure funding either as stand-alone
investment requests or as the security component of an IT investment proposal. The benefits of this
approach are the traceability across each step and the ability to reuse collected data. In addition, the
benefits enable seamless risk management as corrective actions identified through risk assessments, self-
assessments, and metrics data collections are documented and used in OMB funding requests.

In addition to NIST SPs, this document references several other pieces of guidance from OMB, including
the Exhibit 300 and Exhibit 53 from OMB Circular A-11. This guidance intends to provide notional
strategies for completing Exhibit 300 and Exhibit 53. However, this guidance does not attempt to
supersede Circular A-11; rather, it provides additional granularity and guidance to assist agencies with
OMB’s capital planning process.

1.3 Purpose and Scope

This document will assist federal agencies in integrating IT security into their CPIC processes by
providing a systematic approach to selecting, managing, and evaluating cyber security investments. This
approach will support alignment with the Federal Enterprise Architecture (FEA) and will provide a
balanced process to support prudent portfolio management. Specifically, the systematic approach will
help agencies to:

= Identify relevant OMB and other guidance that applies to governing federal government IT
security investment decisions

= Explain how current security requirements relate and support the I'T CPIC process

2 NIST SP 800-30, Risk Management Guide for Information Technology Systems, page 1.
3 NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, page 4.

2
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Describe the CPIC process phases—Select, Control, and Evaluate—as they relate to security

investments

Identify CPIC-related roles and responsibilities required to manage cyber security investments

Explain the best practices IT security management process and why it is important for making

sound IT security investment decisions

Understand how to develop security requirements and appropriate supporting documentation for

IT acquisition

Identify steps and materials required to complete a sound business case in support of investment

requests

Understand implementation issues associated with incorporating IT security into the CPIC process.

The process identified in this document is not a rigid methodology to be followed meticulously by all
agencies; rather, it is a roadmap that serves to highlight key activities and practices that are essential to a
disciplined approach to security capital planning. The process shows the data required to link FISMA and
POA&M corrective actions to capital planning.

1.4 Security CPIC Process Overview

A mature CPIC process is essential for effective investment
management within any organization. Figure 1-2 presents a
best practice CPIC approach.

The process is a roadmap that highlights key capital
planning activities. Key events within each step include:

Identify Baseline: use information security metrics
or other available data to baseline the current
security posture

Identify Prioritization Criteria: evaluate security
posture against legislative and ClO-articulated
requirements and agency mission

Prioritize Against Enterprise-Level Requirements:
prioritize potential enterprise-level IT security
investments against prioritization criteria to align
with agency mission and goals

Prioritize Against System-Level Requirements:
prioritize potential system-level corrective actions
against prioritization criteria to align with agency
mission and goals

Develop Supporting Materials: develop concept
paper, business case analysis, and Exhibit 300 for
security requirements

Portfolio Management: prioritize agency-wide

Submit Exhibit 300s, Exhibit 53 and

01409

Figure 1-2. CPIC Best Practices Process

business cases against requirements and CIO themes and determine investment portfolio

Develop Exhibit 53, Program Management: ensure approved 300s become part of the agency’s
Exhibit 53; ensure investments are managed through their life cycle.

The process presented in this document is intended to serve as an “ideal” methodology. Agencies should
work within their investment planning environments to adapt and incorporate the pieces of this process

3
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into their own unique processes to develop workable approaches for integrating IT security into the CPIC

process.

A detailed description of the CPIC best practices process is provided in Section 4.

1.5 Definitions

Throughout this guidance document, references are made to key terms that are essential to understanding
the integration of IT security in to the capital planning process. These terms are defined below.

Security controls are measures used to mitigate risk for improved protection of mission-critical
information and the IT systems that process, store, and carry this information.”

An IT security investment is an IT application or system that is solely devoted to security. For
instance, intrusion detection systems (IDS) and public key infrastructure (PKI) are examples of IT
security investments.

Security risk versus investment risk are two distinctly different measures:

0 Security risk. Risk associated with exploiting IT system weaknesses and vulnerabilities.

These risks are identified through IT system security risk assessments, self-assessments,
General Accounting Office (GAO) audits, Inspector General (IG) audits, and other
system/program reviews, and are included in FISMA reporting.

0 Investment risk. Risks associated with the potential inability to achieve overall program

objectives within defined cost, schedule, and technical constraints. OMB has defined 19
areas of investment risk, all of which are required to be addressed in the Exhibit 300.

= Select-Control-Evaluate’ is an IT investment management process

0 Select. The goal of the selection phase is to assess and prioritize current and proposed IT

projects and then create a portfolio of IT projects. In doing so, this phase helps to ensure that
the organization (1) selects those IT projects that will best support mission needs and (2)
identifies and analyzes a project’s risks and returns before spending a significant amount of
project funds. A critical element of this phase is that a group of senior executives makes
project selection and prioritization decisions based on a consistent set of decision criteria
that compares costs, benefits, risks, and potential returns of the various IT projects.

Control. The control phase consists of managing investments while monitoring for results.
Once the IT projects have been selected, senior executives periodically assess the progress
of the projects against their projected cost, scheduled milestones, and expected mission
benefits.

0 Evaluate. The evaluation phase provides a mechanism for constantly improving the

organization’s IT investment process. The goal of this phase is to measure, analyze, and
record results based on the data collected throughout each phase. Senior executives assess
the degree to which each project has met its planned cost and schedule goals and has
fulfilled its projected contribution to the organization’s mission. The primary tool in this
phase is the post-implementation review (PIR), which should be conducted once a project
has been completed. PIRs help senior managers assess whether a project’s proposed benefits
were achieved and also help to refine the IT selection criteria to be used in the future.

4 NIST SP 800-30, Risk Management Guide for Information Technology Systems, page 2.

5 The Select, Control, and Evaluate framework was produced cooperatively by OMB’s Office of Information and Regulatory
Affairs and the General Accounting Office’s Accounting and Information Management Division. Source — OMB’s Guidance:
Evaluating Information Technology Investments, A Practical Guide, Version 1, Office of Information and Regulatory Affairs,
Information Policy and Technology Branch, November 1995.

4
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1.6 Audience

The audience for this document includes executive management, IT managers and security professionals,
security program managers, Investment Review Board (IRB) participants, and other financial and budget
personnel.

1.7 Document Organization
The remainder of this document is structured as follows:

= Section 2 describes IT security practices and processes.

= Section 3 discusses roles and responsibilities related to integrating IT security into the CPIC
process.

» Section 4 describes the integration of IT security into the CPIC process.
= Section 5 discusses issues associated with CPIC implementation as it relates to IT security.
= Section 6 provides the document summary.

» Appendix A contains explanations of the critical processes associated with GAO’s Information
Technology Investment Management (ITIM) framework.

= Appendix B lists acronyms and abbreviations used in this document.
» Appendix C lists references used in the document.

* Appendix D maps OMB A-11 guidance to NIST SP 800-26 topic areas and to other specific NIST
implementation guidance.
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2. Legislative and Regulatory Environment Overview

Implementation of IT security within the Federal Government is guided by a combination of legislation,
rules and regulations, and agency-specific policies. The majority of the guidance addresses governing
and executing IT security activities. However, to be funded, IT investments must demonstrate
compliance with all applicable controls specified in the guidance. A lack of compliance with identified
security controls indicates weaknesses in IT security that should be mitigated at the enterprise and system
levels. Appropriate IT security controls must be thoroughly planned for throughout the investment life
cycle. Costs associated with meeting IT security controls and ensuring effective protection of Federal IT
resources should be accounted for in the capital planning process.

2.1 Reporting Requirements

Released in 2002, FISMA requires departments and agencies to integrate IT security into the capital
planning process. Specifically, FISMA:

= Charges OMB and NIST to develop security standards and identify tolerable security risk levels

= Makes NIST standards compulsory for all agencies; FISMA eliminated an agency’s ability to
obtain waivers on NIST (Federal Information Processing Standards (FIPS) standards

= Charges agencies to integrate IT security into capital planning.

Figure 2-1 illustrates the relationship between legislation, regulation, and guidance that exists for IT
security and capital planning for the federal government.

Legislation

Regulation
(OMB/GAO)

Guidance
(NIST)

Budget Jther NIST
| Responses - —

Figure 2-1. Federal IT Security and Capital Planning Legislation,
Regulations, and Guidance

01130c

FISMA provides overarching requirements for securing federal resources and ensuring that security is
incorporated in all phases of the investment life cycle. FISMA codifies specific responsibilities of federal
agency officials, ensures that agency information resources are protected, ensures that risk is managed to
an appropriate level, and requires agencies to incorporate security into the life cycle of information
systems. Each year, agencies are required to complete an annual program review that includes

6
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conducting self-assessments for all agency systems and conducting a FISMA independent evaluation.
Results from these activities are compiled into a comprehensive FISMA report, which is submitted to
OMB in September along with the budget year financial documentation. The corrective actions that
agencies identify to mitigate weaknesses found in the FISMA report are usually documented and tracked
in the POA&M.

OMB Circular A-130, Appendix III, and OMB Circular A-11 provide specific rules on IT security
controls required for IT systems that process and store sensitive information and for the capital planning
and investment process. FISMA reporting ensures that the agencies are protecting their information
resources in compliance with OMB Circular A-130, Appendix III, and are planning for integration of IT
security into the investment life cycle according to OMB Circular A-11. OMB provides specific guidance
on annual reporting as required by FISMA. FISMA reporting guidance specifies reporting formats and
identifies required actions associated with the annual reporting.

FISMA, OMB Circular A-130, Appendix III, and GAQO’s Federal Information System Controls Audit
Manual (FISCAM) security requirements all relate to NIST SP 800-26 because they all discuss minimum
security requirements. OMB Circular A-130, Appendix 111, charges NIST with developing and issuing
standards and IT security guidance. As such, NIST SP 800-26 identifies a set of security controls
applicable to IT systems and provides a self-assessment checklist that assists program managers and
system owners in determining the maturity of their security controls implementation. The NIST SP 800-
26 self-assessment checklist lists a collection of security controls originating from OMB Circular A-130,
GAO FISCAM, and other subject-specific NIST guidance.

FISMA instructs agencies to use the NIST SP 800-26 self-assessment (or a similar self-assessment
vehicle) to assess compliance with the minimum-security standards detailed in OMB Circular A-130 and
FISCAM. The NIST SP 800-26 self-assessment results are then used by agencies to determine their IT
security strengths and vulnerabilities and to provide an overview of the agency’s security posture.

The capital planning requirements, depicted on the left side of Figure 2-1, illustrate how FISMA and
OMB Circular A-11 impact the capital planning process at federal agencies. OMB Circular A-11 directs
agencies to complete Exhibit 300s and an Exhibit 53. The Exhibit 300 establishes policy for planning,
budgeting, acquisition, and management of federal capital assets. In addition, the Exhibit 300 instructs
agencies on budget justification and reporting requirements for major acquisitions and major IT systems
or projects. Each year, agencies complete and submit an Exhibit 300 for each major IT investment. The
Exhibit 300 is an input to the Exhibit 53, which provides a system inventory and totals IT and IT security
spending for the year.

The FISMA report directly impacts the capital planning process. As Figure 2-1 illustrates, outputs from
the FISMA report feed into the POA&M. The vulnerabilities identified, following the NIST SP 800-26
self-assessment (or other agency-specific security self-assessment), are logged into the POA&M. The
agency must then determine the costs and timeframes associated with mitigating the vulnerability. These
costs are captured in the Exhibit 300 and rolled into the Exhibit 53, which provides an overview of an
agency’s IT portfolio. The Exhibit 53 includes a rollup of all Exhibit 300s and additional IT expenses
from across the agency. All IT investments are identified by mission area and include their budget year
and life-cycle cost, as well as the percentage of their costs that are devoted to IT security. All costs are
totaled across the agency to provide an overall picture of the agency’s IT portfolio.

Costs associated with each POA&M item are required to map to annual budget requests in the Exhibit
300s and the Exhibit 53. These costs are captured as a component of the percentage of IT security, or
the percentage of the total investment for the budget year associated with IT security in the Exhibit 300,
and are then aggregated in the Exhibit 53. Typically, these costs include:®

% Appendix D provides a detailed crosswalk from each of these costs to NIST SP 800-26 topic areas and specific NIST guidance
documents that describe the implementation of these items.
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= Direct costs of providing IT security for the specific IT investment. Examples include the
following’:

Risk assessment

Security planning and policy

Certification and accreditation (C&A)

Specific management, operational, and technical security controls

Authentication or cryptographic applications

Education, awareness, and training

System reviews/evaluations (including system security test and evaluation [ST&E])
Oversight or compliance inspections

Development or maintenance of agency reports to OMB and corrective action plans as they
pertain to the specific investment

Contingency planning and testing

Physical and environmental controls for hardware and software

Auditing and monitoring

Computer security investigations and forensics

Reviews, inspections, audits, and other evaluations performed on contractor facilities and
operations

o

O O0OO0OO0OO0OO0O0Oo

O O O0OO0Oo

» Products, procedures, and personnel that have an incidental or integral component, and/or a
quantifiable benefit for the specific IT investment. Examples include the following:

0 Configuration or change management control

Personnel security

Physical security

Operations security

Privacy training

Program/system evaluations whose primary purpose is other than security

System administrator functions

System upgrades with new features that obviate the need for other stand-alone security
controls

O O0OO0OO0OO0OO0OO0o

= Allocated security control costs for networks that provide some or all necessary security controls
for associated applications. Examples include the following:

0 Firewalls

o IDSs

0 Forensic capabilities

0 Authentication capabilities (e.g., PKI)

Ongoing security costs (operations and maintenance costs) are combined with the specific remediation
costs and are submitted to OMB in the Exhibit 300s and Exhibit 53 for the budget year. Section 4.7
provides further details on the Exhibit 300 and Exhibit 53.

2.2 Select-Control-Evaluate Investment Life Cycle

In concert with the OMB capital planning and NIST security requirements, agencies are required to
adhere to the GAQO’s best practices, three-phased investment life-cycle model for federal IT investments.
As articulated in its Information Technology Investment Evaluation Guide,® the three phases—Select,
Control, and Evaluate—ensure that investment management practices, including security, are disciplined
and thorough throughout each phase of the investment life cycle. Figure 2-2 describes specific practices
and decisions that occur in each phase of the investment life cycle.

7 The list of direct and allocated security costs and benefits was derived from OMB Circular A-11 (2003).
8The guide is available on GAO’s Web site at the following address: http://www.gao.gov/policy/itguide/homepage.htm
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Figure 2-2. The Select-Control-Evaluate Investment Life Cycle

The Select phase refers to activities associated with assessing and prioritizing current and proposed IT
projects based on mission needs and improvement priorities and then creating a portfolio of IT projects to
address the needs and priorities. Typical Select phase activities include screening new projects; analyzing
and ranking all projects based on benefit, cost, and risk criteria; selecting a portfolio of projects; and
establishing project review schedules.

The Control phase refers to activities designated to monitor the investment during its operational phase to
determine if the investment is within the cost and schedule milestones established at the beginning of the
investment life cycle. Typical processes involved in the Control phase include using a set of performance
measures to monitor the developmental progress for each IT project to identify problems and taking
action to correct discovered problems.

The Evaluate phase refers to determining the efficacy of the investment, answering the question, “Did the
investment achieve the desired results and performance goals identified during the Select phase?”’

2.2.1 Select Phase

The Select phase typically consists of all of the activities of a business case analysis (BCA). The BCA
process is important in the selection of an investment because it enables decision-makers to consider the
potential of several investment alternatives before making an acquisition decision. The BCA provides a
consistent framework for looking at key variables such as cost of the alternative, benefits the alternative
yields, and associated investment risk. These factors can then be compared across a range of alternatives
so a single investment alternative can be selected.

A well-prepared BCA incorporates both financial metrics and non financial factors into a concise and
informative presentation. The BCA should also clearly address key issues and facts while revealing the
investment’s contribution in context to the entire agency and its mission. The following objectives are the
components necessary to comprise a comprehensive BCA:’

= Evaluate Mission and Objectives. The BCA should identify the agency’s mission and objectives
and explain how the investment will enable the agency to fulfill them.

? For additional information on components of a BCA, reference OMB Circular A-11, Part III, Capital Programming Guide.
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= Assess Current Environment. The status quo environment, or the way processes are performed
today, should be thoroughly explained.

» Perform Gap Analysis. The BCA should include a discussion of the desired “to be” state. In other
words, it should describe the optimal environment to support the agency mission and goals, and
point out the necessary steps, procedures, etc., that lie between the status quo and the optimal
environment.

» Identify Investment Alternatives. The BCA should identify a minimum of three viable alternatives
to reach the optimal environment described in the Gap Analysis.

= Estimate Cost. A defined cost element structure should be included for each alternative, and life-
cycle costs should be incorporated to demonstrate the financial impact of each alternative across
the investment life cycle.

= Perform Sensitivity Analysis. Individual cost assumptions and variable values should be altered
over specified ranges, and the total costs should be estimated. The resulting relationship between
changes in total cost and changes in each variable can be quantified to capture the sensitivity of
each variable/cost.

= Characterize Benefits. Benefits that will accrue as a result of each alternative should be identified
and quantified where possible. When quantifiable, the benefits should be compared against life-
cycle cost estimates to demonstrate any possible returns on the investment.

= Perform Risk Analysis. Investment risk analyses (including security risks) should be conducted for
the alternatives, and costs should be adjusted commensurate with anticipated risk.

The objective of a BCA is to measure and illustrate the full impact of an investment within distinct
functional areas to make cost and benefit projections on a larger scale. The result of the BCA is clearly
justified selection of a preferred alternative for investment consideration.

2.2.2 Control Phase

Once the preferred alternative is identified and acquisition has taken place, the investment management
cycle moves into the Control phase. The primary focus of the Control phase is to document and maintain
all current investment processes. During the Control phase, investment owners/project managers should
use performance metrics to actively track investment cost and performance at specific milestones as the
investment progresses toward meeting its expected mission benefits.

The following management and reporting actions will help to improve the accountability and
effectiveness of federal investments by establishing, assessing, correcting, and reporting on management
controls:

= Review cost metrics and performance indicators

= Assess accountability of results continuously

= Update analyses of each investment’s costs and benefits

* Monitor investment costs consistently

= Document all processes and associated costs

= Aggregate cost data and review collective actions taken to date

= Determine customer satisfaction

= Assess milestone completion/schedule adherence

* Analyze goal achievement

= Evaluate system uptime and other performance indicators as they relate to performance goals.

This disciplined analysis and reporting will allow management to identify and resolve problems early so
they can be fixed before they grow into larger problems. For example, management scrutiny and
continuous monitoring will facilitate thorough annual FISMA and budget reporting to OMB.

10
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2.2.3 Evaluate Phase

The Evaluate phase assesses the investment’s impact and determines future costs for ongoing
investments. Annual evaluations determine whether the investment is meeting cost, schedule, and
performance goals. At the conclusion of the investment life cycle, the Evaluate phase largely consists of
post-implementation investment review (PIR). The feedback and lessons learned generated from the
Evaluate phase can be used to refine processes within the Select and Control phases. The following are
the key steps to be followed in the Evaluate phase as part of the PIR:

» Compare actual investment costs, benefits, risks, and return information against earlier projections.
Determine the causes of any differences between planned and actual results.

= For each investment in operation, decide whether it should (1) continue operating without
adjustment, (2) be further modified to improve performance, (3) be replaced, or (4) be canceled.

= Based on the lessons learned in the PIR, the organization can develop lessons learned and
incorporate these findings into its overall investment processes to continue improving the
investment management approach.

The data collection and processing steps inherent in the Evaluate phase are an extension of the data
recorded in the Control phase. Following the implementation of each investment, reviews should be
conducted to determine whether the investments achieved their mission and goals.

2.3 Earned Value Management

Throughout the investment life cycle, agencies should conduct disciplined monitoring to evaluate
investment performance and ensure that the investment yields its forecasted benefits to the agency and
affected stakeholders. Earned Value Management (EVM) is a systematic integration and measurement of
cost, schedule, and accomplishments of an investment that enables agencies to evaluate investment
performance.

In traditional investment management situations, there are two data sources: budgeted (or planned)
expenditures and actual expenditures. The comparison of budget versus actual expenditures merely
indicates planned spending versus what was actually spent at any given time. This analysis does not
address how much has been produced for the amount of money spent or if the investment is maturing
according to schedule. Therefore, traditional management approaches do not convey the true cost
performance of the investment. However, with EVM, the project manager can identify how much money
and time a particular investment is likely to require before selecting it and once selected, how much
money was spent at any given time. Furthermore, once selected, the project manager can determine what
work has been accomplished to date for the funds expended and how long it will take the investment to
reach maturity. Commercial off-the-shelf Earned Value Management Systems (EVMSs) or customized
tracking systems can be used to monitor earned value metrics across the investment life cycle.

There are three specific EVM phases that correspond to the three phases of the Select-Control-Evaluate
investment life cycle. EVM activities in the Select phase focus on documenting planned investment
activities over the life cycle, which will then be used as inputs during the Control and Evaluate phases.
During the Control phase, EVM metrics are used to compare actual results and outcomes against the
inputs created during the Select phase to determine investment performance. Finally, during the Evaluate
phase, the investment performance results are analyzed and used as outputs for refining the investment
approach. Table 2-1 illustrates the three EVM phases and how they integrate into the investment life
cycle.
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Table 2-1. EVM and the Investment Life Cycle

Investment Life gy ny page EVM Data
Cycle Phase
= Cost Estimate
= Time-Phased Baseline
Budget
= Change Control Plan
= Budgeted Cost of Work Scheduled (BCWS)
Earned Value | Earned Value (Budgeted Cost of Work Performed — BCWP)
Control Moethods = Actual Cost of Work Performed (ACWP)
= Additional Measures to Monitor Performance as Necessary
= Integrated Baseline Review
= Analysis of Cost Performance Reports
= Trends Determined and Analyzed
= Task Effort Revised as Needed
= Summaries of Reports Submitted to Management and Stakeholders

= Work Breakdown Structure (WBS)
Select Inputs = Organization Breakdown Structure
= Project Schedule

Evaluate Outputs

OMB has recognized the utility of EVM. OMB Circular A-11'" requires agencies to use an EVMS and
use qualified project managers in order for investment spending to be approved for fiscal year (FY) 2004
and beyond. OMB Circular A-11 states:

“Agencies must use a performance-based acquisition management system, based on the
ANSI/EIA Standard 748", to obtain timely information regarding the progress of capital
investments...The system must also measure progress towards milestones on an
independently verifiable basis, in terms of cost, capability of the investment to meet
specified requirements, timeliness, and quality...Agencies are expected to achieve, on
average, 90 percent of the cost, schedule and performance goals for major acquisitions.
Agency heads must review major acquisitions that are not achieving 90 percent of the
goals to determine whether there is a continuing need and what corrective action,
including termination, should be taken.”"

Agencies are required to document their EVM approach to investment management in Section [.H.,
Project (Investment) and Funding Plan, of the annual Exhibit 300. The Exhibit 300 requires project
managers to report the investment’s progress against the baseline, BCWS, BCWP, and ACWP, as well as
the cost, schedule, and performance variance. If project managers do not use EVMS, OMB will not give
the investment’s Exhibit 300 Section I.H. a passing score. Failure to earn a passing score on Section I.H.
puts the investment’s entire Exhibit 300 at risk for failing and losing funding. Therefore, EVM is critical
not only to investment success but also to securing the funding necessary to acquire and operate IT
investments.

While EVM is a project management approach that provides critical information to the investment
management process, it can also be used to ensure that appropriate security controls are incorporated
throughout the investment life cycle. For example, the WBS and project plan—required for EVM—
should detail when security milestones (e.g., Certification and Accreditation [C&A], system security plan
completion, security controls testing) will be achieved and what their costs will be. EVM enables the
project manager to assess whether the controls are implemented in a timely fashion. The corrective action
prioritization framework described in Section 4 identifies how the project manager can use corrective
action impacts to determine the level of benefit the security control will provide the investment and the
agency. Thus, the combination of EVM and the corrective action prioritization framework can be used to
ensure that investment security controls are implemented on schedule and yield the appropriate benefits.

12 Based on 2003 guidance

" American National Standards Institute (ANSI)/Electronic Industries Alliance (EIA) Standard 748-98, Industry Guidelines for
Earned Value Management Systems

12 OMB Circular A-11
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2.4 Information Technology Investment Management (ITIM)

GAO has developed a five-stage model for assessing the maturity of agencies’ investment management
practices that encompasses portfolio management practices in addition to the Select-Control-Evaluate
investment life cycle and the EVM investment evaluation approach. The GAO ITIM maturity framework
can be used to determine the current status of an agency’s IT investment management capabilities and
recommend additional steps agencies can take to strengthen their approach to IT investment management.

As referenced in Figure 2-3, each of the five stages builds upon the preceding stages and represents
increased capabilities and maturing investment management practices.

AN =T thein
« Optimizing Y&
’l\ stage 5 +Ushg T AR5 g
improving the POl o of ot
\ { * Managing the & :

€BS_01583

Figure 2-3. ITIM Maturity Model"

Each stage is composed of critical processes and key practices that are essential to achieving investment
management maturity. IT security is intertwined within the critical practices for each maturity step. As
shown in Figure 2-3, as the agency’s investment management process matures, its level of project
oversight increases. With the increased project oversight formality, investment risk and security become
key issues for the individual investments and the entire IT portfolio. Therefore, increased focus on
investment and portfolio security and risk levels is required for agencies to advance through the five ITIM
stages.

Agencies at Stage 1 maturity level are characterized by unstructured investment management practices.
There are no clearly articulated criteria for investment success or failure, leading to unpredictable project
outcomes. Agencies at the Stage 1 maturity level are generally assumed to have a basic, inconsistent
investment selection process.

As agencies mature to the second stage of the ITIM maturity framework, they begin to develop repeatable
and sustainable investment selection and control processes. Stage 2 maturity focuses on aligning
investments with agency mission and goals; controlling cost, benefit, schedule, and risk (CBSR)
milestones to improve project outcomes; and engaging in formal investment reviews from an IRB.
Another key aspect of Stage 2 is the creation of an asset inventory to ensure the agency can identify
CBSR and investment ownership information and review investment performance accordingly.

13 Figure 2-3 is adapted from GAO-04-394-G, Information Technology Investment Management, A Framework for Assessing and
Improving Process Maturity, Version 1.1, March 2004

13



DRAFT

The asset inventory is a cornerstone of the ITIM framework and also relates directly to investment
security concerns. Both FISMA and the ITIM framework require the development of a system or asset
inventory. FISMA requires the inventory to identify the interfaces between each system and all other
systems and networks, including those not operated by or under the control of the agency. The FISMA
requirement stems from OMB’s expectation that each agency have such an inventory in accordance with
its work on developing its enterprise architecture (EA). FISMA also requires that the inventory be
updated at least annually. Agencies should work to build a single asset inventory that meets the
requirements of both the ITIM framework and FISMA. By doing this, agencies will have a single
repository where they can manage IT security reporting concerns for FISMA and effectively inventory
and manage their investments to continue maturing along the ITIM framework path.

Building on the asset inventory in Stage 2, Stage 3 moves beyond the Select and Control investment
phases and focuses on enterprise portfolio creation, management, and evaluation. The PIR is the principal
means for agencies to evaluate their investments’ impacts. The PIR is conducted after investment
acquisition is completed. It examines the outcome of the investment relative to its plans and expectations.
Analyzing PIRs across the investment portfolio enables agencies to identify strong investment
management practices and improve their investment management approaches. Also, the increased
responsibility of the IRBs builds a foundation for portfolio review and management across the agency.
By evaluating IT portfolios across the enterprise, agencies at the Stage 3 maturity level can begin to
evaluate the investment’s CBSR to determine which portfolio structure will achieve mission goals while
reducing risk to the agency. The information contained in the asset inventory provides key indicators for
assessing each investment and the portfolio as a whole.

As agencies mature to Stage 4, maturing investment management practices allow agencies to assess
whether or not existing investments should continue, be modified, or canceled. Agencies can also begin to
examine new technologies and investments to potentially replace outdated, existing investments and
technology.

Agencies that have reached Stage 5, the pinnacle of the ITIM maturity framework, are marked by their
ability to learn from other organizations and, more importantly, to continually improve their investment
management practices to achieve positive business outcomes. Agencies at Stage 5 are able to benchmark
their IT investment processes relative to other “best-in-class” organizations and can proactively evaluate
their IT portfolios and emerging investment and technology opportunities to change and improve their
overall agency performance.

Appendix A provides an in-depth look at the critical processes associated with each stage of the ITIM
framework.

2.5 Plan of Action and Milestones

Throughout the investment life cycle, the POA&M is used to identify security weaknesses and track
mitigation efforts for agency IT investments until the weakness has been successfully mitigated. A robust
POA&M process is indicative of increasing ITIM maturity across the agency. In addition, FISMA
legislation requires agencies to prepare and submit POA&Ms for all programs and systems where an IT
security weakness has been found. A weakness can be thought of as the gap between current program
and system security status and the intended long-term goal. For example, operating under an interim
authority to operate is a weakness if the system is supposed to have undergone C&A.

The POA&M contains 10 sections, as identified in Table 2-2. In addition to the POA&M sections listed in
Table 2-2, all POA&Ms must contain a unique project identifier. This identifier, which appears in the
POA&M, the Exhibit 300, and the Exhibit 53, ties the security costs for the corrective actions in the
POA&M to the annual budget information contained in the Exhibit 300 and the Exhibit 53.
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POA&M Section
Weakness 1D
Weakness
Point of Contact (POC)

Resources Required
Scheduled Completion Date

Milestones with Completion
Dates

Changes to Milestones
Source
NEIN

Comments

Security Compliance Gap
Percentage'

DRAFT

Table 2-2. POA&M Sections
Desired Content

Provides a unique project identifier or weakness number for each weakness for
tracking purposes

Refers to a specific identified program or system weakness

Identifies the office or organization within the agency that is accountable for
correcting the weakness

Details the funding and personnel necessary to mitigate the weakness

Indicates corrective action completion date

Refers to major steps that occur while mitigating the corrective action. Timelines
and dates are required for each step.

Indicates any changes to timelines

Identifies where/how the weakness was identified (e.g., risk assessment)

Indicates if a corrective action is ongoing, delayed, or completed

Provides space for additional detail or clarification (e.g., causes for delays or
potential factors that will impact weakness mitigation)

Indicates the difference between the desired and actual compliance with IT security
controls. Smaller compliance gap percentages indicate increased levels of IT
security compliance

FISMA directs agency CIOs and agency program officials to develop, implement, and manage POA&Ms
for all programs and systems they operate and control. In addition, POA&Ms must be shared with the
agency IG to ensure independent evaluation and verification of identified weaknesses and proposed

mediation strategies.

POA&Ms are used at the program level to identify and track weaknesses across enterprise-level initiatives
and at the system level to identify and track system-specific weaknesses. Agencies are required to submit
an agency-wide POA&M to OMB twice a year—in October and March—to provide an update on
progress against planned remediation efforts. The agency-wide POA&M contains all of the weaknesses
and related information contained in the individual system/program POA&Ms, but is aggregated across
the agency. OMB also requires quarterly POA&M update reports to follow the format presented in

Figure 2-4.

Because the POA&M can be used to track weaknesses at both the agency and system/program level, and
it contains the costs/resources necessary to mitigate the identified weaknesses, it is valuable to the
corrective action prioritization methodology presented in this guidance. Using the POA&M eliminates
additional data collection because the POA&M contains many of the data points necessary for successful
prioritization, as discussed in Section 4.

' Note — FISMA does not require this entry on POA&M submissions to OMB. However, it is useful for agencies to determine
the investment’s compliance to facilitate prioritization of corrective actions. See Section 4 for an explanation on how to
calculate the security compliance gap percentage.
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Figure 2-4. POA&M Quarterly Update Format

2.6 Risk

CBS_01624

Throughout the investment life cycle, risk management is essential to ensure the investment yields the
intended results. While this guidance focuses on security risks, they are only one type of risk that
investments face. Therefore, risk management for IT investments can be thought of as a two-pronged

approach:

1. Security risks: risks associated with exploiting IT vulnerabilities and weaknesses
2. Investment risks: risks associated with the potential inability to achieve overall program
objectives within defined cost, schedule, and technical constraints.

In practical implementation, monitoring and mitigating IT security risks is usually at the forefront of IT
strategic planning. NIST SP 800-30 contains a comprehensive approach to risk management and can be
used as a reference for instituting and maintaining an IT security risk management process. However,
monitoring and mitigating investment risks are equally important to successfully achieving intended
investment outcomes. Without a strong and consistently applied risk management process, project

managers are more likely to:

» Assign inadequate resources to mitigate or resolve major risks

= Make key decisions without adequate information

= Have little insight into potential problems

= Repeat mistakes that plagued earlier projects
= Devote resources to addressing problems rather than avoiding them in the first place
= Fail to deliver a compliant product or service on time and within budget.
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Comprehensive risk assessments effectively apply a risk management process that integrates the skills,
knowledge, and experience of a variety of specialists to address IT security risks and investment risks.
OMB has identified 19 categories of risk. They are:"

Schedule: Risk associated with schedule slippages, either from lack of internal controls or from
those associated with late delivery by vendors, resulting in missed milestones.

Initial costs: Risk associated with “cost creep” or miscalculation of initial costs that result in an
inaccurate baseline against which to estimate and compare future costs.

Life-cycle costs: Risk associated with misestimating life-cycle costs and exceeding forecasts, and
relying on a small number of vendors without sufficient cost controls.

Technical obsolescence: Risk associated with technology that becomes obsolete before the
completion of the life cycle and cannot provide the planned and desired functionality.

Feasibility: Risk that the proposed alternative fails to result in the desired technological outcomes;
risk that business goals of the program or initiative will not be achieved; risk that the program
effectiveness targeted by the project will not be achieved.

Reliability of systems: Risk associated with vulnerability/integrity of systems.

Dependencies and interoperability between this investment and others: Risk associated with
interoperability between other investments; risk that interoperable systems will not achieve desired
outcomes; risk of increased vulnerabilities among systems.

Surety (asset protection) considerations: Risk associated with the loss/misuse of data or
information; risk of technical problems/failures with applications; risk associated with the
security/vulnerability of systems.

Risk of creating a monopoly for future procurements: Risk associated with choosing an
investment that depends on other technologies or applications that require future procurements to
be from a particular vendor or supplier.

Capability of agency to manage the investment: Risk of financial management of investment,
poor operational and technical controls, or reliance on vendors without appropriate cost, technical,
and operational controls; risk that business goals of the program or initiative will not be achieved;
risk that the program effectiveness targeted by the project will not be achieved.

Overall risk of project failure: Risk that the project/investment will not result in the desired
outcomes.

Project resources/financial: Risk associated with “cost creep,” miscalculation of life-cycle costs,
reliance on a small number of vendors without cost controls, or inadequate acquisition planning.

Technical/technology: Risk associated with immaturity of commercially available technology and
reliance on a small number of vendors; risk of technical problems/failures with applications and
their inability to provide planned and desired technical functionality.

Business/operational: Risk associated with business goals; risk that the proposed alternative fails
to result in process efficiencies and streamlining; risk that business goals of the program or
initiative will not be achieved; risk that the investment will not achieve operational goals; risk that
the program effectiveness targeted by the project will not be achieved.

Organizational and change management: Risk associated with organizational-, agency-, or
government-wide cultural resistance to change and standardization; risk associated with bypassing,
lack/improper use of, or adherence to new systems and processes because of organizational
structure and culture; risk associated with inadequate training planning.

Data/information: Risk associated with the loss or misuse of data or information; risk of
compromise of citizen or corporate privacy information; risk of increased burdens on citizens and

'3 Risk definitions are a combination of OMB-provided definitions and best practices definitions.
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businesses because of data collection requirements if the associated business processes or project
(being described in the Exhibit 300) requires access to data from other sources (federal, state,
and/or local agencies).

= Security: Risk associated with the security/vulnerability of systems, web sites, and information
and networks; risk of intrusions and connectivity to other (vulnerable) systems; risk associated
with the evolution of credible threats; risk associated with the criminal/fraudulent misuse of
information; must include level of risk (high, medium, basic) and what aspect of security
determines the level of risk (e.g., need for confidentiality of information associated with the
project/system, availability of the information or system, or reliability of the information or
system).

= Strategic: Risk associated with strategic- and government-wide goals (e.g., President’s
Management Agenda [PMA] and e-Gov initiative goals); risk that the proposed alternative fails to
result in achieving those goals or in making contributions to them.

* Privacy: Risk associated with the vulnerability of information collected on individuals or risk of
vulnerability of proprietary information on businesses.

In addition to the 19 OMB-defined areas of risk, a comprehensive risk assessment should include the
assessment of each of the following categories:

=  Product Risk Assessment: 1dentifies those risks associated with a given system concept. This
technique is used to identify and analyze risks in the following critical risk areas: design and
engineering, technology, logistics, production, concurrency, and both hardware and software.

= Process Risk Assessment. Analyzes program technical risks resulting from the contractor’s
processes. The primary benefit of this assessment addresses pervasive and important sources of
risk in most investments.

=  Threat and Requirements Risk Assessment. Assesses risks related to risk drivers. To a large
degree, operational needs, environmental demands, and threats determine system performance
requirements. They are a major factor in driving the design of the system and can introduce risk in
an investment.

» Cost Risk Assessment: In addition to the investment-level financial risks identified in the OMB
project resources/financial risk area, this technique provides an investment-level cost estimate at
completion that is a function of performance and schedule risks.

* Quantified Schedule Risk Assessment. This part of the assessment provides a means to determine
investment-level schedule risk as a function of risk associated with various activities that compose
the investment.

All risks contribute to the calculation of risk-adjusted cost, which OMB now requires agencies to report in
each investment’s Exhibit 300. The risk-adjusted cost calculation provides a range of how the
investment’s costs will be affected if part or all the investment and security risks identified in the Exhibit
300 manifest themselves. The risk-adjusted costs provide realistic forecasts across the investment life
cycle, allowing decision-makers to plan appropriately for risks to the investment. The forecasts will also
allow OMB to determine whether the risk-adjusted cost precludes the investment from receiving funding
because of the potential financial burden caused by investment risks.
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3. IT Security and Capital Planning Integration Roles and Responsibilities

Integrating IT security into the capital planning process requires input and collaboration across agencies
and functions. Figure 3-1 depicts a hierarchical approach to capital planning in which investment
decisions are made at both the enterprise and operating unit levels. A certain level of investment
management maturity is assumed in the framework presented in Figure 3-1.

Department or Enterprise Level

Agency Head/
Executive

“ Operating Units
300s and 53s
(with embedded security)

Senior
Ager_'!cy_

Investment
Review

Chief
Information

Operating Units

Technical .
Senior Agency Review PrOjE(:t'Manag_ers
Information ! y (Corrective Actions

Sincar I\ and Project
Life Cycle)
Security and IT Capital -
- _ Planning il
D1134a

CIO IT Secu

Figure 3-1. IT Management Hierarchy

As depicted in Figure 3-1, the agency CIO articulates security themes to the operating units. These
themes are security priorities for the CIO to consider with all investments. Examples of security themes
include certifying and accrediting all systems or implementing PKI throughout the enterprise. While
specific practices for investment management vary greatly at the operating unit level because of varying
sizes and missions of the operating units, the process flows generally mirror the process flows at the
Department level, but occur within the confines of the operating unit. Generally, project managers in the
operating units manage investments according to federal and agency policies, the CIO-articulated themes,
and specific operating unit priorities. Project managers also identify vulnerabilities and needed corrective
actions for their investments. Each year, project managers prepare and submit Exhibit 300s to the
operating unit management and operating unit IRBs. These Exhibit 300s for mixed life-cycle and steady-
state investments are combined with Exhibit 300s for new investments and are prioritized at the operating
unit level to determine the appropriate IT portfolio mix for the budget year.

Once operating units finalize their IT portfolios and budget requests for the budget year, they forward
their requests to the agency-level decisions makers. At the agency level, several committees evaluate IT
portfolios from the operating units as referenced in Figure 3-1, culminating in a review by the IRB. The
IRB then decides on an agency-level IT portfolio and forwards recommendations to the agency head for
review. Once the agency-level IT portfolio is approved by the agency head, the necessary Exhibit 300s
and Exhibit 53 are forwarded to OMB to obtain funding.
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While the process presented in Figure 3-1 presents a common approach, the process will most likely vary
from agency to agency. The important element common to all agencies, though, should be standardized
approval hierarchies and parallel planning and prioritization processes at both the enterprise and operating
unit levels.

3.1 Overview

Many different stakeholders from IT security, capital planning, and executive leadership areas play roles
and make decisions on integrating IT security into the capital planning process and ultimately forming a
well-balanced IT portfolio. Figure 3-2 illustrates the roles and responsibility hierarchy for the CPIC
process. While specific roles and responsibilities will vary from agency to agency, this notional figure
illustrates that involvement from across the agency at the enterprise and operating unit levels throughout
the CPIC process allows agencies to ensure that capital planning and IT security goals and objectives are
met. The figure identifies leading, supporting, or approving roles for each stakeholder as they apply to the
CPIC life cycle phases.

fy Eniaprss, $vtmf Jexeh Portfolio

ipporting L

Agency Head f f f

CIlO, Senior Agency
Information Securit,
Officer, and Senior 4 A A— A A ‘ A A

Agency Officials
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Technical Revi
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Capital Planning and

Architecture . . . . . . .

Subcommittees

Operating Units [ A A A A
Legend: Approves = Leads = A Supports = . orsse

Figure 3-2. Roles and Responsibilities Throughout the CPIC Process
Sections 3.2 through 3.12 describe stakeholder roles and responsibilities.

3.2 Head of Agency

FISMA charges the agency head with ensuring the agency’s security posture is sufficient and that they
complete and submit the annual reports. This position oversees the security policy and the resource
budget and has ultimate management responsibility for resource allocation. The agency head has the
following responsibilities related to integrating IT security into the IT CPIC process:

* Complying with FISMA requirements and the related information resource management policies
and guidance including OMB Circular A-130 established by the Director of OMB and the related
IT standards promulgated by the Secretary of Commerce;

» Ensuring the information security and resource management policies and guidance established are
integrated with agency strategic and operational planning processes under FISMA and are
communicated promptly and effectively to all relevant officials within their agency;

= Supporting the efforts of the director and the administrator of the General Services Administration
to develop, maintain, and promote an integrated Internet-based system of delivering Federal
government information and services to the public;

= Ensuring that senior agency officials provide information security for the information and
information systems that support the operations and assets under their control;
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Establishing strategic agency mission and vision (establishing goals which flow down to budget,
IT, and security themes) and ensuring that information security management processes are
seamlessly integrated into those processes and documents;

Ensuring that the information protection is commensurate with risk and magnitude of harm
resulting from the information’s compromise;

Approving the overall annual IT budgets and overall portfolio (with appropriate security
integrated) developed through the IRB process; and

Establishing priorities to achieve improvements that comply with the PMA.

3.3 Senior Agency Officials

Under the direction of the agency head, senior agency officials provide information security for the data
and IT systems that support the operations and assets under their control. The senior agency official duties
include:

Assessing the risk and magnitude of the harm that could result from the unauthorized access, use,
disclosure, disruption, modification, or destruction of information systems under their control;

Determining the levels of information security appropriate to protect information systems under
their control;

Implementing policies and procedures to cost-effectively reduce risks to an acceptable level

Periodically testing and evaluating information security controls and techniques to ensure that they
are effectively implemented;

Delegating the authority to ensure compliance with agency security requirements to the agency
CIO; and

Providing senior IT advice to the head of each agency and to the Management Review Board.

3.4 Chief Information Officer

The Information Technology Management Reform Act of 1996 (also known as the Clinger-Cohen Act)
requires agencies to appoint CIOs. The agency CIO is the senior IT advisor to the IRB and the head of
the agency. In this capacity, the CIO role includes:

Assisting senior agency officials with IT issues;
Developing and maintaining an agency-wide information security program;

Developing and maintaining risk-based information security policies, procedures, and control
techniques;

Designating a senior agency information security officer to carry out CIO directives as required by
FISMA, including POA&M responsibilities;

Designing, implementing, and maintaining processes for maximizing the value and managing the
risks of IT acquisitions;

Presenting proposed IT portfolios to the IRB;
Providing final portfolio endorsements;
Presenting and recommending control and evaluate decisions and recommendations; and

Ensuring IT training for agency staff and overseeing IT security personnel.
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3.5 Senior Agency Information Security Officer

As mandated by FISMA, the senior agency information security officer is appointed by the CIO and
manages information security throughout the agency. The senior agency information security officer is
responsible for coordinating program requirements throughout the agency with designated POCs and
project managers. Their duties include:

= Developing and maintaining an agency-wide information security program,;

» [ssuing annual IT planning guidance, including security themes, objectives, and prioritization
criteria for new and legacy systems;

= Developing and maintaining information security policies, procedures, and control techniques; and

= Assisting senior agency officials concerning their responsibilities.

3.6 Investment Review Board

Composed of the CFO and senior managers at the operating unit level, the members of the IRB evaluate
existing and proposed IT investments to determine the appropriate mix of investments that will allow the
agency to achieve its goals. In this capacity, IRB duties include:

= Operating at the enterprise level;

= Approving the CIO’s IT strategic guidance, including security themes and prioritization criteria;
these themes and criteria need to reflect the evolving security needs;

= Approving corrective action prioritization;

= Approving the controls and evaluating the IT portfolio with embedded security requirements,
objectives, measures, and milestones; and

» Ensuring alignment of the PMA achievement and strategic agency missions and vision with IT
security themes and criteria.
3.7 Chief Financial Officer

As a member of the IRB, the agency CFO is the senior financial advisor to the IRB and the head of the
agency. In this capacity, the CFO is responsible for:

= Reviewing the cost goals of each major investment;
= Reporting financial management information to OMB as part of the President’s budget;

= Complying with legislative and OMB-defined responsibilities as they relate to IT capital
investments;

= Reviewing systems that impact financial management activities; and

» Forwarding personal investment assessments for review by the entire IRB.
3.8 Operating Unit/Bureau Executive Management

As representatives of their respective operating units/bureaus within the IRB, operating unit/bureau
executive management focuses on the process for integrating IT security themes into business cases and
the OMB Exhibit 53/300 process.

3.9 Technical Review Board

The Technical Review Board (TRB) is composed of cyber security and architecture managers from the
Office of the CIO (OCIO) and other applicable members. The TRB’s duties include:
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= Conducting detailed IT investment review and security analysis and reviewing business cases for
security requirements;

= Balancing IT investment portfolios based on CIO’s/IRB IT security themes and prioritization
criteria; and

» Acting as a focal point for agency coordination of OCIO strategic planning, architectural
standards, and outreach to organizations and bureaus.

3.10 IT Capital Planning, Architecture, and Security and Privacy Subcommittees

The IT Capital Planning, Architecture, and Security and Privacy Subcommittees provide expertise on
areas from OCIO and operating units as subject matter experts and perform in an advisory capacity as
necessary. In this capacity, the subcommittees are responsible for:

* Translating OMB IT capital planning security guidance into operational and internal process
control enhancements; and

= Supplying process improvements and providing Enterprise Architecture (EA) support for the TRB.
3.11 Project Manager

The project manager has overall responsibility for coordinating the management and technical aspects of
a system life cycle. Responsibilities of a project manager include the following:
» Developing a project management plan that integrates security throughout the life cycle;

= Developing a cost and schedule baseline, and completing a project within schedule and budget
constraints while meeting the customer’s needs;

» Coordinating the development, implementation, and operation and maintenance of a system with
appropriate units within an agency;

= Reporting the results of projects to the system owner and other appropriate agency staff; and
» Presenting, when appropriate, the progress of critical projects to the OCIO, the IRB, and other
applicable review entities.

3.12 System Owner

The system owner handles the day-to-day management of the IT investment. The system owner performs
the following functions:

= Maintains active senior-level involvement throughout the development of the system,;

» Participates in project review activities and reviews project deliverables;

= Coordinates activities with senior management;

= Obtains and manages the budget throughout the project’s life cycle against a project manager’s
delivered, locked baseline;

* Holds review and approval authority for ensuring that developed products incorporate security and
meet user requirements;

= Ensures system has an up-to-date security plan, a contingency plan, and receives full C&A;

* Provides baseline assessment performance measures to evaluate the security of the delivered IT
initiative; and

= Develops and maintains system-specific POA&Ms.
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4. Integration of Security into the CPIC Process

The CPIC process is defined by OMB Circular A-130 as “a management process for ongoing
identification, selection, control, and evaluation of investments in information resources. The process
links budget formulation and execution, and is focused on agency missions and achieving specific
program outcomes.” Integrating security into this process ensures that information resources are planned
and provided for in a thorough, disciplined manner, ultimately enabling improved security for IT
investments.

4.1 The CPIC Process and IT Security

Integrating security into the CPIC process consists
of a seven-step methodology to ensure that mission
and security requirements are met throughout the
investment life cycle. Figure 4-1 depicts the seven- ‘
step methodology of integrating security into the

CPIC process

As Figure 4-1 indicates, key activities and
decisions take place throughout the CPIC process
to ensure that security requirements are identified,
planned for, and implemented. The first step is to
identify the security baseline using IT security
metrics to determine where security weaknesses
exist. Following identification of the baseline,
prioritization requirements are established.
Corrective actions to mitigate vulnerabilities must
be evaluated against the security requirements.
Requirements can be ClO-articulated security
themes, enterprise-wide initiatives, or as shown in
the example in this guidance document, NIST SP
800-26 topic areas. Following identification of the
prioritization criteria, corrective actions should be
prioritized against the criteria on the basis of cost
and impact, first at the enterprise level and then at fr
the system level. Once corrective actions have Submit Exhibit 300s, Exhibit 53 and
been prioritized, business cases and Exhibit 300s e e i
should be developed and submitted to the IRB for
inclusion in the agency IT investment portfolio. Figure 4-1. Integrating IT Security Into the
The IRB then prioritizes business cases at the CPIC Process

agency level and determines the agency IT

investment portfolio and funding levels necessary for submission to OMB via Exhibit 53 and the Exhibit
300s. Once funding allocations are determined, managers must manage their investments to the cost,
schedule, and performance goals set forth in the Exhibit 300.

01409

The activities and decisions that occur throughout the CPIC process relate to critical milestones in the
investment life cycle. Figure 4-2 illustrates the mapping of the CPIC steps and activities to each phase of
the Select-Control-Evaluate investment life cycle.
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Figure 4-2. IT Security Activities Throughout the CPIC and Select-Control-Evaluate Life Cycle

4.2

Identify Baseline

The first step of the CPIC process is to assess the security baseline. The security baseline provides a
snapshot of the agency’s compliance with the security reporting requirements identified in Section 2.1
and identifies any vulnerabilities and weaknesses. The result of a security baseline analysis enables
agency executives to evaluate their IT security posture and identify areas for improvement.

Identifying the baseline occurs on two levels and provides the agency with a robust picture of security
strengths and weaknesses:

L.

As Figure 4-3 illustrates, an information security metrics program is the best way to define the security

the overall security posture at the system level.

security posture assessment across the agency.

The investment-level baseline evaluates each IT investment’s compliance with regulations and

The enterprise-level baseline aggregates the investment-level results to provide an overall

baseline. NIST SP 800-55, Security Metrics Guide for Information Technology Systems, provides

guidance on developing and implementing an information security metrics program. Information security

metrics programs use existing data sources to create a quantifiable picture of the security posture of

individual IT investments and then aggregate that data to provide an overview across the organization.

25




DRAFT

Usually, metrics programs assess IT security investments’ compliance with NIST SP 800-26 topic areas,
FISMA requirements, and agency regulations. Metrics provide compliance percentages that indicate the
existence of adequate security controls, point at current weaknesses, and identify gaps between actual and
desired IT security controls. Information about these gaps provides inputs into requirements for
mitigation efforts, such as identifying corrective actions that mitigate the vulnerabilities and increase the

security controls across the agency.

Information Security
Metrics Program

* Analyze collected data
* Conduct gap analysis

* Quantifies risk - |dentify gaps between actual :
» Evaluates effectiveness of prior and desired performance * IArequirements
investments + Identify reasons for undesired * Range of corrective
« Targets additional corrective results actions
actions + |dentify areas requiring
"1 improvement
Or '
Sources of Corrective Actions
+ OMB POA&M reports

+ Agency-initiated internal and independent reviews
+ Latest GAQ and |G findings

+ Tracking of IA-related activities

+ Risk assessments and penefration testing results
* Incident statistics

* Independent verification and validation

« Certification and accreditation

Figure 4-3. Baseline Best Practices

If an agency does not have a mature or robust IT security metrics
program, there are other sources of information that can be used to
establish the IT security baseline. OMB POA&Ms, agency-specific
security reviews, GAO and IG audit findings, risk assessments,
incident statistics, and other information can be assembled to
provide an overview of an agency’s security posture showing
where security investments are needed. The advantages of a
mature metrics program are the simplification of data collection,
reporting versus consolidating information from a variety of
assessments, and the ability to trend results over time. Whether the
agency uses an IT security metrics program or other methods for
assessing the information security baseline, the output remains
consistent: an understanding of the strengths, weaknesses, and
vulnerabilities that exist within an agency’s security controls that
underscore where investments are required. The resulting
vulnerabilities and weaknesses then serve as inputs into the next
step of the CPIC process: identifying prioritization criteria.

4.3 Identify Prioritization Criteria

To identify appropriate prioritization criteria, agencies should use

011401

Agencies will undoubtedly discover
vulnerabilities from the baseline security
assessment that require immediate
attention and, therefore, should be subject
to immediate action. For example, if an
agency discovered that perimeter firewalls
were improperly configured, allowing
unauthorized external access to sensitive
information, the agency should
immediately allocate resources to mitigate
the vulnerability before engaging in the
prioritization exercise. Therefore,
following the baseline assessment, the
agency should immediately allocate
resources (both personnel and financial)
to mitigate pressing vulnerabilities that
put the agency at immediate risk. The
remaining findings should then be
prioritized to make efficient use of
remaining resources.

the security baseline in determining how to allocate resources. Each agency should implement corrective
actions for each identified vulnerability and weakness to ensure its IT portfolio complies with federal
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mandates and demonstrates security controls commensurate with the sensitivity of each investment.
However, available funding does not always allow all security baseline needs assessment requirements to
be addressed immediately. Therefore, requirements must be prioritized to address the most pressing
security investment needs first. Without a systematic risk management approach, this prioritization
approach can be difficult.

Corrective actions should be prioritized to ensure the most efficient use of resources, including personnel
time and mitigation costs. However, to effectively prioritize corrective actions, agencies must identify
criteria for prioritization. Specific prioritization criteria will vary from agency to agency; however, the
common approach is to rank order IT cyber security investments.

Examples of general prioritization criteria include:

= Federal government priorities
o PMA
0 Federal Enterprise Architecture (FEA) requirements
0 E-government scorecard
0 Compliance with rules and regulations—Clinger-Cohen, Presidential Directives, FISMA,
and Health Insurance Portability and Accountability Act
0 NIST standards and guidance

= Agency mission and goals that align with specific agency concerns and its risk profile

* Government and agency initiatives include, for example:
0 E-tax filing
0 E-Clearance
0 E-Grants.

Other prioritization criteria include IT security themes. Security themes embody an agency’s approach to
IT security. They are articulated and promulgated by the agency CIO or other senior management
official, and they evolve over time to reflect the changing maturity level of the agency’s security program.
Security themes can be proactive in an effort to stay ahead of potential threats, or they can be reactive to
comply with legislative requirements. Examples of IT security themes include:

* Complying with statutory requirements in Clinger-Cohen, FISMA, and OMB A-130 guidance

= Implementing a risk-based security program (FISMA and Executive Orders)

» Safeguarding national and agency mission-critical assets (Homeland Security Presidential
Directive and Executive Order 13231)

= Achieving Federal Information Technology Security Assessment Framework (FITSAF) maturity
level 4 (or 5) security program

= Completing C&A of all systems in accordance with NIST guidance and standards."®

Agency operating units will develop their IT security investment strategies in alignment with the CIO-
articulated IT security themes and agency-identified prioritization criteria. When combined, prioritization
criteria and CIO-articulated themes form specific prioritization frameworks that allow investments to be
rank-ordered against requirements. Examples of specific prioritization frameworks include:

= Strategic view
0 Linkage with a government-wide initiative
0 Impact on agency goals
0 Impact on E-government scorecard improvement
0 Mission criticality

= [T security view

16 See NIST SP 800-37, Guidelines for the Security Certification and Accreditation of Federal Information Systems.
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o

Support of agency mission: system and information sensitivity
Security controls:
v NIST SP 800-26 topic areas or critical elements
v/ Management, operational, and technical controls
v’ Similar agency-specific framework
Results
v" Improvement in compliance with regulations
v Reduced cost of implementation
v Acceptance of residual risk
Impact
v Magnitude of impact on the overall agency security posture
v" Cost-effectiveness of the action (“bang for the buck”).

o

o

o

While any of these criteria could be used to prioritize corrective actions, this guidance document uses the
17 NIST SP 800-26 topic areas and the POA&M as the basis of prioritization. The 17 topic areas
articulate a common body of security that should be present for any federal IT system. In addition, any
vulnerabilities identified during the self-assessment are documented in the POA&M, the results of which
are captured in the agency’s annual FISMA report. Therefore, because they reuse existing data and
provide a common body of security controls, the 17 NIST SP 800-26 topic areas and the POA&M data
are ideal mechanisms for ranking and prioritizing corrective actions.

4.4 Prioritize Against Requirements

Once agency management and stakeholders agree on prioritization requirements, the agency must begin
the prioritizing process by rank ordering requirements against the prioritization criteria. The objective is
to apply the first security dollar to the most critical security investment. The next dollar is then applied to
the next critical security investment and so forth until the security budget is expended.

To determine a rank order of topic areas for an agency, multiple stakeholders should meet and agree on
the prioritization scheme. Stakeholders may include the CIO, senior security officials, key system
owners, and members of the IRB. A high degree of coordination is required to perform this activity
successfully to ensure buy-in from all parties. It is important to bring stakeholders together early in the
process and involve them throughout the process. It also may be helpful to have a facilitated session
using a decision support tool.

After the system and enterprise-level baselines have been determined within the agency and prioritization
criteria have been established, prioritization occurs at two levels within the agency:

1. System-level prioritization — prioritize corrective actions to address system-level security
weaknesses and vulnerabilities found during the baseline assessment against the predefined
prioritization criteria. This prioritization occurs at the operating unit level by system owners and
project managers. Additionally, this information should be available using an agency’s quarterly
FISMA report.

2. Enterprise-level prioritization — prioritize enterprise-wide security control corrective actions
identified during the baseline assessment based on predefined prioritization criteria. This
prioritization occurs at the enterprise level by senior agency officials.

In addition to prioritizing requirements at both the system and enterprise level, two other data points are
needed for the prioritization process:

1. Compliance gap — the difference between the desired and actual compliance with the security
control. For example, if an IT system has completed 80 percent of C&A activities, that
investment would have a C&A compliance gap of 20 percent. (The actual compliance of 80
percent is subtracted from the desired compliance of 100 percent to yield a 20 percent
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compliance gap.) The smaller the compliance gap, the more compliant the system or
enterprise control. This information is part of the FISMA report and is also found in the
POA&M.

2. Corrective action impact — the ratio of compliance gap to corrective action cost. The formula
for corrective action impact appears in Figure 4-4. As the figure demonstrates, the security
compliance gap is calculated by dividing the compliance gap percentage by the cost to
implement the corresponding corrective action(s). This ratio provides a proportion of result
to cost. The higher the impact proportion, the more “bang for the buck” the corrective action
will provide. The resulting proportion is multiplied by 100,000 to facilitate further
calculations.

CorrectiveActionSecurityComplianceGap%
CorrectiveActionCost

J % 100,000
Figure 4-4. Corrective Action Impact

As an example of the corrective action impact, if an IT investment has completed 80 percent of C&A
activities, and the remaining cost to complete C&A is $150,000, the corrective action impact would be:

o

(ﬂj x100,000 =.13

$150,000
NIST SP 800-26 provides the minimal acceptable IT security standards for information systems. As a
result, it is a good benchmark for assessing system and agency security and is used in the example in this
guidance. If an agency determined that one of its prioritization requirements was to comply with the 17
NIST SP 800-26 topic areas, and another prioritization criteria was to address the most sensitive systems
first, it would need to:

= Rank order the topic areas in order of importance to the agency;

= Rank order agency systems according to sensitivity;

= Calculate the compliance gaps at the enterprise and investment levels; and

= Calculate the corrective action impact at the enterprise and investment levels.

These four steps are articulated in greater detail in the subsequent sections of this guidance.
4.4.1 Enterprise-level Prioritization

To repeat the example above, if an agency determined that its prioritization requirements were to be
compliant with the 17 NIST SP 800-26 topic areas and to address the most sensitive systems first, it
would need to conduct prioritization at the enterprise level first to determine which NIST SP 800-26 topic
areas should be addressed across the agency.

To begin the process, agency executives should have already rank-ordered the 17 NIST SP 800-26 topic
areas using an analytical hierarchy tool. For the purposes of this exercise, agency executives should rank
the topic areas into one of three categories: high, medium, and basic, based on the topic area’s importance
to agency mission and goals, and in the context of any CIO-articulated themes and enterprise-level
initiatives. While every topic area should be of some importance to the agency, in a resource-constrained
environment, each area should be prioritized according to the overall agency priorities into high, medium,
and basic groups. There are no exacting standards for delineation; agencies should work within their own
environment to determine the appropriate number of high, medium, and basic topic areas.

Following the ranking of the 17 topic areas, agencies should determine the aggregate compliance for each
topic area. This information already exists in each system’s self-assessment, so this exercise is simply
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reusing existing data. Once compliance percentages are obtained for each system, the results should be
aggregated across the agency for an overall compliance percentage. Then, the security compliance gap
percentage is calculated by subtracting (from 100 percent) the average compliance across the agency for
each topic area.

The next step is to determine the cost to implement the corrective action. This information is found in the
POA&M; therefore, no new information is needed. For the enterprise-level prioritization, POA&M dollar
amounts for each topic area should be aggregated to obtain a total across the agency. In the event that this
information is not included in the POA&M, it will need to be calculated. There are several ways to derive
costs for POA&M corrective actions. Costing software tools can perform this cost-estimating function, or
the agency can rely on historical prices or existing relationships with vendors to determine corrective
action costs.

Once the security compliance percentage gap and the corrective action costs are obtained, the corrective
action impact can be calculated. As referenced earlier, the corrective action impact is calculated as
follows:

CorrectiveActionSecurityComplianceGap%

x100,000

CorrectiveActionCost

Finally, after calculating the corrective action impact, agency executives should prioritize the corrective
actions for each topic area according to the corrective action impact. The impact should be delineated
into three categories: great, average, and low. Agency stakeholders spanning the roles of line operations
to agency executives should determine the boundaries for each of the three categories. For example,
stakeholders could determine that great scores will be greater than or equal to a corrective action impact
score of 0.40, average scores will be between 0.20 and 0.39, and low scores will be less than .20. The
groupings will vary from agency to agency. The important factor is for agencies to develop discrete
boundaries between categories to facilitate the prioritization process.

Figures 4-5 and 4-6 illustrate how the columns respectively labeled Compliance Gap Percentage and
Corrective Action Impact calculations are used at the enterprise level. Sorted by corrective action impact,
Figure 4-5 illustrates the ranking process. From left to right, at the enterprise level, the 17 NIST SP 800-
26 topic areas are listed, followed by a delineation of the security control areas by agency executives into
one of three categories — high (H), medium (M), or basic (B). For example, the first topic area listed—
Topic Area 4, Incident Response Capability—received an importance ranking of high.

Average Security  Corrective Corrective

System X SystemY SystemZ  Across Compliance  Action Action  Category
Agency Gap % Cost Impact

NIST SP 800-26 Topic Area e ZE

Ranking

4 |Incident Response Capability H 50% 25% 30% 35% 65% $81,161 0.80 G
3 |Life Cycle M 25% 12% 15% 17% 83% $117,789 0.70 G
11 |Audit Trails M 0% 100% 75% 58% 42% $94,326 0.44 G
8 |Authorize Processing H 5% 10% 5% 7% 93% $237,350 0.39 A
10 | Security Awareness, Training, and Education B 50% 0% 100% 50% 50% $133,898 0.37 A
9 |Physical Security M 75% 75% 75% 75% 25% $88,762 0.28 A
14 |Logical Access Controls B 25% 10% 75% 37% 63% $248,154 0.26 A
16 | Data Integrity H 50% 10% 0% 20% 80% $328,506 0.24 A
15 |Review of Security Controls H 75% 90% 10% 58% 42% $179,139 0.23 A
13 |Documentation B 75% 100% 50% 75% 25% $144,755 0.17 L
17 |Production, Input/Output Controls B 25% 30% 10% 22% 78% $457,120 0.17 L
2 |Hardware and Systems Software Maintenance M 25% 25% 25% 25% 75% $450,959 0.17 L
7 |Contingency Planning M 15% 25% 50% 30% 70% $482,347 0.15 L
12 |Risk Management H 90% 80% 65% 78% 22% $168,335 0.13 L
1 |ldentification and Authentication M 50% 25% 60% 45% 55% $441,880 0.12 L
6 |Personal Security M 90% 90% 100% 93% 7% $82,263 0.08 L
5 |System Security Plan M 100% 95% 90% 95% 5% $196,143 0.03 L

Figure 4-5. Enterprise-Level Prioritization'’

'7 The data contained within Figure 4-5 and all other figures within this guidance are for illustrative purposes only. The purpose
of this figure is neither to imply that it represents an appropriate ranking of topic areas nor that these are correct importance
rankings. These rankings are variables that will differ within the context of each agency.
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The next three columns indicate system X, Y, and Z’s compliance with each NIST SP 800-26 topic area.
The compliance results are then aggregated across the agency and subtracted from 100 percent to yield
the security compliance gap for each topic area across the agency."® Again, looking at the first topic area,
Incident Response Capability, systems X, Y, and Z were 50 percent, 25 percent, and 30 percent
compliant, respectively, which aggregates to a 35 percent compliance percentage across the agency.
Subtracting the compliance percentage from the ideal compliance factor of 100 percent yields a 65
percent compliance gap.

The compliance gaps are then divided by the cost to implement the corrective action, resulting in the
corrective action impact. For the Incident Response Capability, the calculation appears as follows:

0
_65% 1,100,000 = .80
$81.161

The table in Figure 4-5 is sorted by corrective action impact because the impact is the focal point of the
analysis. The corrective action impact yields a “best bang-for-the buck™ proportion that is essential in the
prioritization process because it signifies high-impact, low-cost corrective actions.

Finally, the far-right column contains the corrective action impact ranking category. In this example,
stakeholders ranked corrective action impacts greater than .40 as “great,” impacts between .20 and .40 as
“average,” and impacts less than .20 as “low.” Therefore, Incident Response Capability received a
ranking of “great.”

Based on the analysis in Figure 4-5, the

agency is prepared to prioritize its 12 8,16 | 4

enterprise-level security controls. Figure

4-6 illustrates the 3x3 matrix technique _E’ H HL HA HG

that can be used to prioritize at the =

enterprise level. If prioritizing via a 3x3 P

matrix is not viable, a spreadsheet sort -g 1,25 311

by the “Category” and ‘“Ranking” £ Md ML MG

columns would also provide a rank- S 6.7

. . b

ordered list that approximates the > \ Legend:

prior.itization' achieved through the 3x3 § 13,17 10, 14 [ et

matrix exercise. $ B - Basic
B BL BA BG  |c cu

Using the findings in Figure 4-5, e

agencies can plot the 17 NIST SP 800-26

security controls within the 3x3 matrix in L A G

Figure 4-6. For example, in Figure 4-6,

Topic Area 4, Incident Response i
Capability, has an importance ranking of

“H” for high and a corrective action Figure 4-6. Enterprise-Level Prioritization Analysis

impact ranking of “G” for great. Matrix
Therefore, this topic area would be

'8 When the separate system compliance percentages are averaged for each NIST topic area, the importance or weight of each
system is not relevant for this methodology. The goal of the analysis is to close an enterprise-level line item/corrective action
based on the POA&M. The systems are viewed as components of each line item. The average is showing what percentage has
been corrected for the entire line item/ corrective action. And, the line item in the spreadsheet also shows the cost of completing
the compliance gap for ALL of the systems without regard to system importance. Solving the problem of one system does not
close the line item. Individual systems are handled in the system-level prioritization part of the exercise and then overlaid onto
the enterprise-level prioritization matrix to create a blended strategic action plan.
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plotted in quadrant HG, as referenced by the “4” in quadrant HG. Following this methodology, agencies
can plot all security controls within the 3x3 matrix.

The corrective actions mapped to the HG quadrant will receive the highest priority because they represent
the corrective actions that received the highest executive ranking for importance to the agency and
provide the greatest reduction in security compliance gaps. In addition, because of the corrective action
impact calculation, the corrective actions that align in HG will demonstrate the most financially beneficial
corrective actions. Corrective action priority then moves from high to low along a diagonal line from the
upper-rightmost quadrant to the lower-leftmost quadrant. Agency executives must determine the relative
importance of peripheral quadrants HA, MG, HL, BG, ML, and BA. Based on agency goals and
stakeholder priorities, agencies need to determine if the corrective action impact axis is more important
and weight quadrant MG higher, or if the security controls ranking axis is more important and weight
quadrant HA higher.

In the example in Figure 4-6, the agency will use a five-step prioritization determination.

1. Topic Area 4, Incident Response Capability, will receive the highest priority for funding because
it is the only control area listed in quadrant HG.

2. The agency will need to determine the relative importance of quadrants HA and MG to continue
the prioritization sequence. If the NIST SP 800-26 security control areas axis is more important,
then the HA topic areas will precede the MG topic areas. If the corrective action impact axis is
more important, then MG topic areas will precede HA topic areas (in other examples, the BG
quadrant would be next; however, in this particular case, it does not contain any topic areas).

3. The next tier to consider consists of quadrants HL, MA, and BG. Based on the analysis in step 2,
the next quadrant within this tier will depend on whether the agency stakeholders placed more
importance on the NIST SP 800-26 topic areas axis or the corrective action impact axis.

4. The third tier to consider consists of quadrants ML and BA. Based on the analysis in step 2, the
next quadrant within this tier will depend on whether the agency stakeholders placed more
importance on the NIST SP 800-26 topic areas axis or the corrective action impact axis.

5. The prioritization process would conclude with the two topic areas in quadrant BL.

Following executive validation, the agency should implement the corrective actions from high to low
priority across the Department. However, the Department also has corrective actions for systems to
consider in addition to enterprise-level needs. The following methodology will provide a system
prioritization methodology that can then be merged with the Department-level prioritizations. This
methodology will determine the highest priorities of the corrective actions to be implemented within an
available budget from both prioritizations: enterprise-level and system-level.

442 System-Level Prioritization

Continuing with the example described in Section 4.4.1, the agency would need to prioritize its systems to
determine which ones are the most sensitive and require immediate remediation of their vulnerabilities.
The first input for system-level prioritization is system sensitivity."

System sensitivity is usually documented in the investment’s system security plan and takes into account
the investment’s confidentiality, integrity, and availability of data. Based on these three factors, the
system’s sensitivity is delineated into three categories—high, medium, and basic. This sensitivity

1% For additional information on determining system sensitivity or criticality, reference NIST SP 800-37, Guide for the Security
Certification and Accreditation of Federal Information Systems; NIST SP 800-18, Guide for Developing Security Plans for
Information Technology Systems; NIST SP 800-59, Guideline for an Information System as a National Security System; and
FIPS 199, Standards for Security Categorization of Federal Information and Information Systems.
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categorization can then be used as a prioritization criterion for mitigating corrective actions by identifying
the investments with the highest sensitivity.

System sensitivity from the system’s security plan is used as a system-level prioritization criterion for the
purposes of this guidance. System criticality is another option for a system-level prioritization criterion.
FIPS 199, Standards for Security Categorization of Federal Information and Information Systems,
contains information on determining a system’s criticality. As explained in FIPS 199, system criticality is
a factor of the confidentiality, integrity, and availability of the system’s information.

The next input is the security compliance percentage. This percentage is obtained by evaluating each
system’s compliance with the 17 NIST SP 800-26 topic areas. For example, if a system were 60 percent
compliant with the 17 NIST SP 800-26 topic areas, then the security compliance percentage would be 60
percent. This figure is then subtracted from 100 percent to yield the security compliance gap. Following
the example of a 60 percent security compliance percentage, the security compliance gap would be 40
percent.

The corrective action cost is the next input to the analysis. This number should come directly from the
system’s POA&M. It would reflect the total corrective action costs to mitigate all identified weaknesses
in the POA&M.

Once the security compliance gap and the corrective action cost have been determined, the corrective
action impact can be calculated. Using the same formula as the enterprise-level prioritization, the
corrective action impact is calculated as follows:

' : . . 0
(CorrectlveActzonSecurllyC‘)mpl’a”ceGap A)] x 100,000

CorrectiveActionCost

Finally, after calculating the corrective action impact, agency executives should prioritize the systems
according to the corrective action impact. The impacts should be delineated into three categories: great,
average, and low. Agency stakeholders from line operations to executives should determine the
boundaries for each of the three categories. For example, agency stakeholders could determine that great
scores will be greater than or equal to 0.40, average scores will be between 0.20 and 0.39, and low scores
will be less than .20. The groupings will vary from agency to agency. The important factor is for agencies
to develop discrete boundaries between categories to facilitate the prioritization process.

Figure 4-7 illustrates the system-level prioritization. Using system “N” as an example, moving from left
to right, its system security plan indicates that it is a “high” sensitivity system. System N is 15 percent
compliant with the 17 NIST SP 800-26 topic areas, yielding an 85 percent security compliance gap. The
overall corrective action cost identified in the POA&M is $3,800 to mitigate all vulnerabilities. Based on
these inputs, the corrective action impact is calculated as follows:

( 85%

x100,000 =22.49
$3,800
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Security Security  Corrective Corrective
ompliance Compliance Action Action Category
ercentage Gap Cost Impact

System  Sensitivity c

Name Ranking P

N H 15% 85% $3,800 G
S M 84% 16% $1,456 11.16 G
F H 90% 10% $1,000 10.00 G
J B 12% 88% $17,431 5.02 A
I H 1% 89% $26,387 3.37 A
K B 5% 95% $45,566 2.08 A
A B 10% 90% $75,000 1.20 A
P M 76% 24% $27,248 0.89 L
H M 41% 59% $71,860 0.82 L
C M 25% 75% $100,000 0.75 L
E H 50% 50% $100,000 0.50 L
G B 62% 38% $77,954 0.49 L
B B 40% 60% $125,000 0.48 L
D B 55% 45% $99,000 0.45 L
M H 60% 40% $92,423 0.44 L
T H 78% 22% $53,830 0.40 L
R M 97% 3% $26,442 0.12 L
O M 86% 14% $119,060 0.12 L
Q M 95% 5% $69,627 0.06 L
L M 99% 1% $31,627 0.05 L

Figure 4-7. System-Level Prioritization

Figure 4-7 is sorted by corrective action impact because it is the focal point of the analysis. The
corrective action impact yields a “best bang-for-the-buck” proportion that is essential in the prioritization
process because it signifies high-impact, low-cost corrective actions.

Finally, the far-right column contains the corrective action impact ranking category. In this example,
executives ranked corrective action impacts greater than or equal to 10.0 as “great,” impacts between 9.9
and 1.0 as “average,” and impacts less than 1.0 as “low.” Therefore, with a 22.49 corrective action
impact score, system N received a ranking of “great.”

As with the previously discussed enterprise-level

prioritization process, a 3x3 matrix can be used to 2 E,M,T |1 N, F

prioritize agency systems. Figure 4-8 shows such Z |H HL HA HG

a matrix. E

The prioritization methodology at the system .E_ P,H,C,R S

level mirrors the process at the enterprise level. E M ML MA MG

A§ Figure 4-8 shows, systems map to one .o.f ‘Fhe E 0,0,L

nine quadrants based on their system sensitivity o a Lagarst
and corrective action impact scores. For - B,D LK A g:g«;’.’ﬁ,m
example, system N is a high sensitivity system 2B BL BA BG o
with a great corrective action impact. Therefore, & A - Averag

system N would map to quadrant HG. As with +—T'
the enterprise-level prioritization, the systems that L A

are mapped to the HG quadrant will receive the

highest priority because they represent systems
with the highest sensitivity ranking and provide Figure 4-8. System-level Prioritization Analysis
the greatest corrective action impact. The Matrix

prioritization process would continue in order of
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importance from the upper-rightmost quadrant of the matrix on a diagonal line to the lower-leftmost
quadrant of the matrix.

Plotting all of the systems within the agency’s portfolio on such a graph will provide a snapshot of the
agency’s high-sensitivity, high-corrective action impact systems. After plotting all of its systems, the
agency should perform executive validation of the placement of the various systems to ensure that
stakeholders’ priorities are met.

4.4.3 Joint Prioritization il

-2 H HL
The final step in the prioritization process is to % " -
combine the enterprise- and system-level il or
prioritizations into one prioritization framework s E M| ML
to create a security investment strategy for the el o |12seT Legend:
agency. To accomplish this framework, the sl 5| sD -,
agency should map the systems and enterprise- 4| BL B - Basic
level controls already prioritized in Sections 4.4.1 § 13,17 G - Great
and 4.4.2 to the 3x3 matrix presented in Figure 4- & o — el

9. For example, all enterprise-level controls that
were in quadrant HG in Figure 4-6 and all
systems that were in quadrant HG in Figure 4-8
should appear in quadrant HG in Figure 4-9.

01138a

Figure 4-9. Joint Prioritization Analysis Matrix

The prioritization process in Figure 4-9 is conducted in exactly the same manner as the enterprise and
system levels. Quadrant HG represents the highest-priority systems and enterprise controls, while
quadrant BL represents the lowest-priority systems and enterprise controls. Implementation of enterprise
and system-level corrective actions should begin in quadrant HG and proceed in a diagonal line towards
quadrant BL. The extent of implementation depends on the security budget allocations the agency
receives or expects.

For example, adding the costs of all enterprise- and system-level corrective actions (presented in Figures
4-5 and 4-7) across the agency yields a total corrective action cost of $4,840,505. However, if the agency
can only allocate $2,000,000 in a particular Financial Year (FY) to IT security, it can use the prioritization
in Figure 4-9 to determine the appropriate allocation of limited security funds.

Figure 4-10 displays the corrective action costs for each quadrant. These costs were computed by adding
the system and enterprise costs for the system- and enterprise-level corrective actions within the
quadrants. These costs were derived from Figures 4-5 and 4-7.

As Figure 4-10 demonstrates, adding the three highest-priority quadrants together (HG, HA, and MG)
brings a total of $891,775, which is nearly half of the corrective action budget of $2,000,000. The agency
would then move to the next tier of prioritization, or quadrants HL, MA, and BG. Totaling these
quadrants yields a total of $503,350, which combined with the previous total from HG, HA, and MG,
yields a running total of $1,395,125.

With $604,875 remaining in the corrective action budget, the agency would proceed with prioritization
into quadrants ML and BA. Totaling those two quadrants yields $2,619,505. Clearly, this total exceeds
the remaining corrective action budget, so stakeholders will have to decide on how to allocate the
remaining dollars. Should the stakeholders determine that corrective action impact should be the driving
factor, the corrective actions in quadrant BA would be implemented. Should the stakeholders determine
that system sensitivity and security control ranking are the driving factors, then selected corrective actions
from quadrant ML would be implemented until the remaining $604,875 is expended.
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J{E,M,T I $592,243 § N, F

e HL HA HG
S = 12 $414,588 8, 16 4 $85961
all & P,H,C,R0,1
% 0 (2, I_’4 > $88,762 $213,571
sl Em MG
= 5 $2,099,456

© 1,2,5,6,7 3,11 .
16 Logend.
)= 3 B,D - High
= B $825,875 M - Medium
cl BL BG B - Basic
5 13,17 10, 14 _ G - Great
4 ——T A - Average
@ L A L - Low

01138a

Figure 4-10. Corrective Action Prioritization with Costs

One benefit of this methodology is that once all corrective

action dollars have been expended, the remaining corrective In some instances, agencies may find that
actions are still prioritized according to cost and impact available funding does not cover

criteria. Therefore, they can be addressed in order of priority mitigation of all of the prioritized

during the subsequent budget cycle. Furthermore, vulnerabilities that the agency would like
implementing enterprise-level corrective actions early in the to fund for the budget year. In these
process could mitigate system-level weaknesses. For instances, the agency should evaluate

corrective actions that fall below the cut
line and pursue a variety of strategies to
fund the corrective actions. Agencies can
look into shifting resources throughout
the year or reprogramming other dollars

example, if an enterprise corrective action calls for all IT
systems to be certified and accredited, that corrective action
would mitigate any C&A vulnerabilities among the system-
level weaknesses. Therefore, dollars would not have to be

allocated to the particular systems with C&A weaknesses and to fund corrective actions below the cutoff
could be allocated elsewhere according to the prioritization line.
framework.

Regardless of budget constraints or the number of enterprise- and system-level corrective actions, by
using this model, agencies will have an easily updateable roadmap for corrective action implementation
that provides an action plan for mitigating risks.

4.5 Develop Supporting Materials

Once prioritizing against requirements is completed, operating units are poised to select their investments
for the budget year and begin the process of requesting funding from OMB for the next FY to implement
the corrective actions and security controls.

4.5.1 Enterprise- and System-Level Considerations

Once the enterprise- and system-level controls have been prioritized, they become candidates for
investment. As previously stated, the prioritized investment candidates can be two types: system-level
corrective actions and enterprise-level corrective actions. While the supporting materials process is
essentially the same for each type of investment, their requirements and drivers differ, as shown in
Figure 4-11.
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. Concept Paper .

Exhibit 300
for a Specific

System-Level
Corrective

Prioritized
POA&M Corrective
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Portfolio
Enterprise or
Infrastructure §
. Concept Paper - Exhibit 300
et 1410

Figure 4-11. Enterprise- and System-Level Requirements

Enterprise-Level
Corrective

Once POA&M corrective actions are prioritized, system-level corrective actions will require system-level
documentation, while enterprise-level corrective actions will require enterprise- or infrastructure-level
documentation.

4.5.2 Concept Paper

Regardless of whether the potential investment is at the system or enterprise/infrastructure level, the best
practices budget process for new investments begins with a concept paper. The concept paper is
developed by the investment owner and submitted to the IRB for review. The concept paper provides a
high-level description of the proposed investment and includes a rough-order-of-magnitude costing
estimate, benefits, milestones, and agency impacts. Such papers are usually only a few pages long. Based
on the concept paper, the IRB can determine whether the investment will be a worthwhile endeavor and
recommend continuation or cancellation of the potential investment.

4.5.3 Investment Thresholds

Following approval of the concept paper, the Select phase of the investment life cycle begins. The
investment will require additional budget documentation for internal (IRB, TRB, efc.) and external
(OMB) review. The degree of formality of required documentation is commensurate with the investment
thresholds. Figure 4-12 presents sample IT security investment review thresholds. These thresholds are
for illustrative purposes only. Each agency will have its own thresholds, depending on agency mission
and overall budget. Formal investment thresholds that determine level of review are indicative of
agencies that have moved from Stage 1 to Stage 2 of the ITIM maturity model.

Sample Project Thresholds

$1 I_Vl_o_r.more or high Full review (Operating Unit, OMB Exhibit 300
visibility or e-Gov OCIO, TRB, IRB, etc.)
$100K - $1M Operating Unit and OCIO Other
Review
_ Operating Unit Review (if o
$100K maximum on 53, then OCIO review
also)

01142

Figure 4-12. Sample Project Thresholds
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As Figure 4-12 demonstrates, the greater the life-cycle cost of the security investment, the more rigorous
the review process. Generally, operating units, with approval from the OCIO, use their discretion when
funding investments are below $1 million. However, for investments that are e-Gov, high profile, or over
$1 million, a full review by the operating unit, TRB, IRB, and OCIO is necessary to demonstrate that all
requirements are met and that the investment aligns with agency mission.

During this time, the investment owner must complete a series of assessments and activities to ensure
formal planning and development takes place and that all requirements are met. These activities are
detailed in Figure 4-13.

4.5.4 The Exhibit 300

As Figure 4-13 illustrates, the Exhibit 300 is the capture mechanism for all of the analyses and activities
required for full internal (IRB, OCIO) review. More importantly, the Exhibit 300 is the document that
OMB uses to assess investments and ultimately make funding decisions. The Exhibit 300 also provides
OMB with a robust assessment of the investment and is the vehicle for IT investments to justify life-cycle
and annual funding requests to OMB. The Exhibit 300 will:

» Provide a means for planning, budgeting, and acquiring capital assets;
= Provide a technical basis and defense for investments;
= Establish a clear baseline against which progress can be measured; and

* Document the planning performed for a capital investment.

Concept .
=5

Approve Business Case
‘ Analysis ,
m‘. 4
Investment Risk '
. __ Assessment

i

* Provides a means for planning, budgeting, and
acquiring capital assets

* Ensures that security, privacy, and electronic
transaction policies are fully implemented

+ Provides a technical basis and defense for

Privacy Impact ’ ‘
Assessment '

Government rograms
Paperwork » Establishes a clear baseline against which
Elimination progress can be measured

 Act Linkages

—
011441
| Federal Enterprise
Architecture
Relationship

Figure 4-13. The Investment Process, Culminating in the Exhibit 300
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The Exhibit 300 is completed for every new IT investment and is resubmitted annually for mixed life-
cycle and steady-state investments. Operating units should evaluate their prioritized corrective actions and
security controls identified during the prioritization process and determine whether the outputs need to be
incorporated into an existing investment’s Exhibit 300, or whether they will need to create an independent
Exhibit 300 for a new investment. For example, if a prioritized corrective action were to implement
stronger password protection on System X, then the corrective action would be included as a
supplemental budget request under System X’s Exhibit 300. However, if a prioritized corrective action
were to purchase an automated C&A tool to improve C&A across the agency, then this IT investment
would be a new investment and require a concept paper and a separate Exhibit 300 for a new acquisition.

Table 4-1 details the contents of each of the twelve sections within the two parts of the Exhibit 300:*°

Section

Table 4-1. The Exhibit 300
Description

Part I: Capital Asset Plan and Business Case (All Assets)

Summary of

Requires completion of a table detailing historical, current year, budget year, and future

Spending planned spending for investment planning, full acquisition, and maintenance activities as
well as government full-time equivalent costs

Project Description | Requires a description of the investment, including its status in the agency’s CPIC “control”
review process, any noteworthy assumptions made about the project, and any other
supporting documentation

Justification Requires:

= A demonstration of investment alignment with the PMA and agency mission and goals
= Explanations of stakeholders, customers and any collaboration with other agencies

= Explanation of why other private/public sector alternatives are not viable

= Descriptions of any linkages with other investments or agencies

= Descriptions of any benefits or cost reductions

Performance Goals

Requires specific, measurable performance goals, using the FEA Performance Reference

Enterprise
Architecture

and Measures Model (PRM)*

Program Requires a description of investment project management structures, responsibilities, and

Management qualifications that contribute to successful achievement of cost, schedule, and performance
goals

Alternatives Requires a description of the costs, benefits, and risks of three viable alternatives that were

Analysis compared consistently, and a detailed description of the preferred alternative, including
selection rationale

Risk Inventory and | Requires a discussion of the 19 OMB-defined areas of risk (referenced in Section 2.6),

Assessment including plans to mitigate and/or manage the risk

Acquisition Requires a description of the investment’s acquisition strategy and a discussion of how it

Strategy mitigates risk to the federal government, accommodates Section 508 as needed, and uses
performance-based contracts

Project and Requires the use of an EVMS to illustrate how the investment is meeting its cost, schedule,

Funding Plan and performance goals

Part II: Additional Business Case Criteria for IT

Requires a discussion of how the investment:
= Supports the FEA
= [s integrated within the agency’s EA
= Shows how the business, data, and technology layers of the EA relate to the investment

2% Based on 2003 guidance for FY05 Exhibit 300s. For more information on the Exhibit 300, see the OMB web site at:
http://www.whitehouse.gov/omb/circulars/al 1/current_year/s300.pdf.
2 See FEAPMO.gov for more information on the PRM.
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Section Description

Part I: Capital Asset Plan and Business Case (All Assets)

s, . Requires demonstration that
ecurity and ; ) )
Privacy = Thorough security and privacy planning have taken place
= Security has been accounted for in the investment’s life-cycle costs
= The investment is fully certified and accredited
= A privacy impact assessment has been completed for this investment
Government Requires a description of how the investment relates to the agency’s GPEA plan whether it
Paperwork supports electronic transactions or record keeping that is covered by GPEA
Elimination Act
(GPEA)

The Alternatives Analysis section of the Exhibit 300 is a key step in making sound business decisions,
especially in the IT security arena. Every Exhibit 300 must include a minimum of three alternatives,
which should demonstrate:

* A way of meeting the mission need or providing functionality needed to accomplish mission/goals
(e.g., sometimes a mission need can be met with a new IT system; sometimes by changing
business processes); and

=  Why the selected investment provides the most effective (cost- and performance-wise) manner of
meeting the associated mission need (versus different investments or process changes).

This section is critical to security because investment owners must demonstrate why the selected security
solutions are the most effective. The objective, quantified prioritization process discussed in Section 4.4
links security decisions to agency goals and investment impact, which can be used to justify alternatives.

Some examples of credible alternatives include:

= Status Quo. Status quo, or an explanation of the current method of meeting the mission need,
should always be one of the alternatives. Explain the limitations and/or adverse effects on
performance associated with the current status. Presumably, an investment would be needed
because the current way of meeting the mission need is inadequate.

= Qutsourcing. This alternative will analyze and document benefits, risks, and costs of outsourcing
the function.”

* Government-Owned and —Operated. This alternative will analyze and document benefits, risks,
and costs of maintaining the function within and ownership of assets by the government.

* Process/Organizational Changes Only. This alternative could include a reorganization in the
agency or division or the reengineering of a particular business process that helps an organization
meet a mission need. This alternative will also analyze and document benefits, risks, and costs of
restructuring processes or functions within the agency versus meeting the mission need with the
investment.

= IT/System Only. This alternative involves investing in a system or IT asset without any
underlying organizational changes.

Once alternatives are selected, the input assessments and activities are completed, and the sections of the
Exhibit 300 are finalized, the operating unit’s Exhibit 300s are forwarded to the agency’s IRB for review.

22 For more information on outsourcing and IT services, see NIST SP 800-35, Guide to Information Technology Security
Services.
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4.6 IRB and Portfolio Management

The IRB reviews and selects investments based on the Exhibit 300s forwarded by operating units. Like
the prioritization that occurs at the operating unit level, the IRB typically uses strategic selection criteria
to rank-order the investment pool and usually makes decisions based on agency mission and goals, not
just on cost. Security typically is not the driving force behind portfolio management. However, it is
strategically important for the investment strategy because it serves as a qualifier for receiving security
funding and as a business enabler for those functions that cannot be performed without appropriate
security controls.

After prioritizing and approving select Exhibit 300s, the IRB forms an investment portfolio request for
review by OMB.

4.7 Exhibits 53, 300, and Program Management

Following selection into the agency’s IT portfolio, Exhibit 300s are rolled into the Exhibit 53. The
Exhibit 53 provides an overview of the agency’s entire IT portfolio by listing every IT investment, life
cycle, and budget-year cost information. The Exhibit 53 has four sections:

IT systems by mission area;

IT infrastructure and office automation;
EA and planning; and

Grants management.

el

In addition to containing all investments with Exhibit 300s, the Exhibit 53 also contains other IT
investments that do not have Exhibit 300s (for example, low-cost legacy systems).

OMB evaluates an agency’s Exhibit 53 and Exhibit 300s and determines appropriate funding amounts for
the budget-year based on the justification articulated in the Exhibit 300s. Agencies then receive their
budget year funding and must implement or maintain their investments throughout the year with their
allocated funding.

For investments in the Control and Evaluate phases of the investment life cycle, project managers must
manage their investments and demonstrate progress against the baseline in the Exhibit 300 annually to
continue receiving funding.
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5. Implementation Issues

After prioritizing security investments and developing Exhibit 300s and the Exhibit 53, the agency must
implement and monitor security across the enterprise. Throughout the implementation process, security
decisions are made based on system security issues and federal budgeting timelines.

5.1 IT Security Organizational Processes

After the IRB selects the appropriate investment mix for the IT portfolio and OMB issues funding
allocations, the IT security investments must be managed, monitored, and reported on throughout the
budget year. This IT security integration cascades throughout three organizational levels, as depicted in
Figure 5-1.

Ensure IT security is Ensure resolution of IT Ensure IT security
integrated and balanced security weaknesses is integration into the life
within the portfolio tracked, budgeted, and cycle is documented in
documented both the business case
through the business
cases and the POA&M 01143

Figure 5-1. Integration of Security into the CPIC Process at Different
Organizational Levels

As Figure 5-1 indicates, IT security integration begins at the enterprise level, where agency executives
must ensure that [T security is integrated throughout the organization. Agency security policy, controls,
and procedures should be developed and operational to ensure a secure operating environment with
tolerable residual risk consistent with Federal standards and legislation.

Stemming from the organizational level, processes throughout the organization examine security posture
and compliance with mandates and legislation, including FISMA. At the process level, agencies need to
ensure that IT security weaknesses are continually identified, tracked, budgeted for, and mitigated. The
POA&M is the primary vehicle for tracking IT security weaknesses. Within the POA&M, weaknesses
and mitigation resources are identified, resolution milestones are established, and weaknesses are tracked
until mitigation. The POA&M process is important not only for best practices in IT security but also for
the PMA scorecard.

As found in the 2003 FISMA reporting guidance, for an agency to obtain a “green” (highest) rating on the
PMA scorecard, the agency must meet the following three criteria:
1. IG certification that the agency has a robust POA&M process in place;

2. Majority of IT systems meeting OMB IT performance measures criteria contained in the FY02
guidance (90 percent of all systems must comply); and

3. Consistent progress in weakness remediation demonstrated through POA&M quarterly updates.
Progress must be demonstrated quarter by quarter to prove that the agency is fixing old
weaknesses and identifying new weaknesses as time progresses.
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For an agency to get a “yellow” rating, the agency must meet two of the following three criteria:

1. Obtain IG approval of robust POA&M process;
2. Demonstrate consistent progress on quarterly updates; or

3. Meet performance measures criteria contained in the FY02 guidance for 80 percent of the
agency’s systems.

Therefore, the continual monitoring, updating, and mitigating of security weaknesses is essential for
agencies.

At the project level, IT security project managers should use processes such as the POA&M, FISMA
reporting, C&A, efc., to account and budget for IT security annually and over the investment life cycle.
Business cases and Exhibit 300s should demonstrate life-cycle security costs and identify any increased
costs for newly identified weaknesses or regulations. The process then cycles back to the enterprise level
where the OCIO, IRB, TRB, eftc., evaluate Exhibit 300s annually for IT security compliance and
integration. Thus, integrating IT security into the CPIC process requires accountability, decision making,
and disciplined procedures throughout the various levels of the organization.

5.2 EVM During Investment Implementation

EVM, described in detail in Section 2.3, can be used after the investment is selected for inclusion in the
agency’s IT portfolio to assess the investment’s cost, schedule, and performance. By examining
established earned value metrics over time, the project manager can determine whether an investment is
behind schedule, over budget, or not meeting identified performance targets. Furthermore, earned value
measures used during the Control phase of the investment life cycle enable project managers to evaluate
investment outputs versus expenditures to monitor the investment’s security cost performance as it
matures. Using the corrective action impact scores from the prioritization methodology presented in this
guidance, agencies should be able to forecast the relative cost-to-impact ratio that a corrective action will
provide. EVM provides a methodology for tracking that implementation and ensuring that appropriate
results are achieved.

If an investment is late, over cost, or not meeting performance expectations, agency senior executives can
use the results of the compiled cost, benefit, and performance metrics data to determine if the investment
should:

» Continue through the investment management life cycle unchanged;
= Be modified and continue; or
= Be canceled in its entirety.

The EVM metrics and their subsequent ramifications on the decision to continue, modify, or cancel the
investment should be included in the investment’s annual Exhibit 300 to justify continued or changed
funding requests.

During the Evaluate phase, EVM metrics illustrate cost and schedule achievements, lapses, and
implications over the course of the investment life cycle. In addition, information that is developed can
include modifications made to the Select and Control phases, as well as the institutionalized lessons
learned information. This information should be used to revise the Selection and Control phases and to
help make future investment decisions.

5.3 ITIM During Investment Implementation

Just as agencies should use EVM metrics at the investment level in the Evaluate phase of the investment
life cycle to incorporate lessons learned and revise the Select and Control processes to help future
investments, agencies should also continually evaluate their overall approach to IT portfolio management
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to continue making strides and maturing along the ITIM framework discussed in Section 2.4. Agencies
should continue to develop and refine the key practices and critical processes associated with each of the
five ITIM stages and continue IT-driven strategic change.

Thoroughly understanding the underlying criteria supporting the ITIM framework is extremely helpful.
By reviewing the most recently issued GAO reports, the evolution of the criteria may be observed over
time. For example, Stage 2, Table 2 in the early GAO reports on ITIM, referred to an asset inventory.
However, in the more recent reports, the terminology and criteria have evolved to reflect IT projects and
system identification. In addition to using the key practices and critical processes in Appendix A, an
agency may develop specific criteria to judge the acceptability of a key practice.

For example, a key practice from Stage 2, Table 2 states that “the organization has documented policies
and procedures for ensuring that I'T projects or systems support the organization’s ongoing and future
business needs.” Hypothetically, the criteria used to judge the acceptability of implementation could
include:

» The responsibility for submitting, updating, and maintaining relevant information for each project
and system is explicitly assigned;
= The inventory accessibility, governance, procedures, and support; and

» The data elements required for each project and system, including a unique identifier for each
project and system, costs, baseline schedule, POCs, associated linkages to the organization’s
strategy, relevant performance measures, and the logical location of each project and system
within the organization’s EA (where applicable).

5.4 Legacy Systems

Even with the formal EVM and ITIM investment management approaches, legacy systems present a
unique set of challenges for agencies. Often, agencies may rank legacy systems low from a prioritization
standpoint because they:

» Include existing systems with historically low development/procurement and corrective action
Costs;

= Have accepted residual risk;

= Are perceived to be of a limited life span; and

= Are often well into the IT life cycle and typically at the operating and maintenance or disposition

stages.

However, if legacy systems are still able to show a direct link to agency mission, they should continue to
receive funding. Thus, security is still an important consideration for legacy systems. Because legacy
systems are often forgotten from an IT security point of view, typical IT security issues associated with
legacy systems include:

= Lack of current security documentation such as security plans and risk analyses; and

» Insufficient management, technical, or operational controls such as C&A.
It is imperative that agencies ensure that sufficient funds are budgeted for and that security is sufficiently
integrated into these systems commensurate with system sensitivity and risk. IT security planning and

implementation should be applied to legacy systems with the same amount of rigor and discipline as is
used on new investments.
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5.5 Timelines

With the various requirements that guide the capital planning process, it is crucial to understand the
timelines associated with capital plans and the budget cycle. Even though the Exhibit 53 and Exhibit
300s are submitted to OMB each September, the budgeting process is not confined to the late summer
months. Planning, acquiring, and executing IT security budgets are year-round activities. Figure 5-2
indicates prior year, current year, budget year, and second budget year activities that occur in parallel
processes.
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year's programs
and projects
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Figure 5-2. Budget Timelines

During the current year, agencies execute their budgets allocated by OMB and Congress. At the same
time, agencies evaluate prior year financial and operational performance through audits and evolutions.
In addition, while agencies are executing current year budgets, they are planning for the next budget year.
Furthermore, agencies will begin considering strategies for the second budget year (BY+1) in the current
year.

Determinations of current year, prior year, and budget year revolve around October 1, which is the
beginning of the government’s FY. Beginning October 1, agencies begin to execute the current year
budget. For example, on October 1, 2004, agencies would begin to execute the FY05 budget. At the
same time, agencies would evaluate their prior year (FY04) budget. Meanwhile, during October, OMB
finalizes its review of budget year (FY06) Exhibit 300s submitted by agencies in September. During
November and into December, OMB and agencies engage in pass back, whereby OMB returns weak
Exhibit 300s to agencies and suggests strategies for improvement. OMB then consolidates the investment
requests and budget submissions into a draft Presidential budget that the President receives in January.
Upon approval by the President, the budget is later submitted to the House for appropriation.

Figure 5-3 presents the CPIC process point of view for the IT security budgeting timelines. As illustrated
in Figure 5-3, with multiple events of the budget process occurring within each FY, it is imperative that
agencies use disciplined CPIC processes and controls to streamline activities.
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Figure 5-3. CPIC Timelines

Activities from the Select phase of the investment life cycle occur in the first and second budget years.
During the current year, agencies plan ahead for the two future out-years by identifying potential
investments, conducting cost-benefit analyses, developing budgets, and selecting investments to include
in the IT investment portfolio.

Control activities occur during the current year as agencies execute budgets and implement project
controls to ensure schedule and financial milestones are achieved. Finally, Evaluate activities are
conducted for prior year investments to determine whether the investments achieved their intended
results.

IT security capital planning is conducted for the future, the present, and the past on a year-round basis.
Continual planning, implementation, monitoring, and evaluation leads to a mature CPIC process that not
only facilitates improved reporting to OMB and Congress, but also leads to an increased security posture
and more efficient internal controls and processes.

46



DRAFT

Appendix A. Information Technology Investment Management Critical Processes

The General Accounting Office (GAO) Information Technology Investment Management (ITIM)
framework, shown in Figure A-1 and introduced in Section 2.4, contains five stages, each with critical
processes that are essential for effective agency-level IT portfolio management.

. Buil
stage 2 foul

CB5_01593

‘ smga1: c reaﬁng-i

Figure A-1. ITIM Framework

The following sections provide details of the critical processes associated with each step of the ITIM
framework.”

2 Al ITIM information is derived from GAO-04-394-G, Information Technology Investment Management, A Framework for
Assessing and Improving Process Maturity, Version 1.1, March 2004
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A.1 Stage 1 Critical Processes and Key Practices: Creating Investment Awareness

Critical Processes

= There are no critical processes associated with Stage 1.

= Stage 1 is assumed to be the default stage for an organization that has not undergone an ITIM
assessment.

= Stage 1 is typified by the absence of an organized, executable, and consistently applied IT
investment management process.

The following description of an ITIM Stage 1 organization is not intended to be comprehensive; rather, it
provides an overview of the general conditions and problems that typically confront a Stage 1
organization. Overall, an ITIM Stage 1 organization has ad hoc or undisciplined information technology
(IT) investment management processes. This often contributes to escalating project costs, unmitigated
risks, frequent project schedule slippages, and low-value mission or business benefits. Furthermore,
while the organization may have “pockets of excellence” in IT investment management, the variability in
these processes across the organization results in inconsistency in IT project outcomes and results.

Selection Process

The Stage 1 organization’s focus is more often on a project’s funding requirements and lower-level
organizational requirements rather than on (1) its value toward achieving agency mission goals, (2) its
technical and economic risks, (3) its performance problems, or (4) its cost and schedule overruns. IT is
treated largely as an expense item in the budget and may be intertwined with other administrative and
management support funding needs. Also, multiyear IT projects that are “in the budget pipeline” are
reviewed each year largely in terms of marginal increases or decreases to the previous year’s funding
base, regardless of cost, schedule, and performance results to date.

In short, while some IT projects within a Stage 1 organization may be funded because they link to a
defined business or mission purpose, many projects are funded despite the absence of critical information
that demonstrates expected and achieved improvements in program, business, or mission performance.

Control Process

Stage 1 organizations typically have unstructured, ill-timed, and inconsistent IT investment management
controls. Senior executives and line managers may rarely review IT projects’ performance data, and thus
the organization lacks an early warning method to quickly detect and rectify major problems. Instead,
project crises are handled as they arise, focusing only on quick fixes rather than considering any systemic
causes of the problems. As a result, individual project success is unpredictable and may largely be the
result of extraordinary individual or project team efforts.

In addition, a Stage 1 organization rarely would have an up-to-date and complete inventory of its IT
assets. For example, although it may have an IT hardware (equipment) inventory, the organization might
lack a comprehensive list of systems, software applications and tools, or licensing agreements. Such an
incomplete asset inventory precludes an adequate investment control process.

Evaluation Process

Finally, a Stage 1 organization rarely evaluates IT investment outcomes or identifies lessons learned from
the projects. If such evaluations are conducted, they tend to be poorly staffed, conducted without a formal
process that delineates method, scope, and responsibilities, and often are triggered only in response to
outside pressures (e.g., an audit or budget oversight review).
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A.2 Stage 2 Critical Processes and Key Practices: Building the Investment Foundation

Critical Processes

= Table 1 — Instituting the Investment Board

= Table 2 — Meeting Business Needs

= Table 3 — Selecting an Investment

= Table 4 — Providing Investment Oversight

= Table 5 — Capturing Investment Information

Instituting the Investment Board is the process of creating and defining the membership that will guide
the policies, operations, roles, responsibilities, and authorities for one or more IT investment boards
within the organization. The purpose of this critical process is to define and establish an appropriate IT
investment management structure and processes for selecting, controlling, and evaluating IT investments.

Type of

Stage 2, Table 1: Instituting the Investment Board
Key Practice

Practice

Organizational
commitments

1. An enterprise-wide IT investment board composed of senior executives from IT and
business units is responsible for defining and implementing the organization’s IT investment
governance process.

2. The organization has a documented IT investment process directing each investment board’s
operations.

Prerequisites

1. Adequate resources, including people, funding, and tools, are provided for supporting the
operations of each IT investment board.

2. The board members understand the organization’s IT investment management policies and
procedures, and the tools and techniques used in the board’s decision-making process.

3. Each board’s span of authority and responsibility is defined to minimize overlaps or gaps
among the boards.

Activities

1. The enterprise-wide investment board has oversight responsibilities for the development and
maintenance of the organization’s documented IT investment process.

2. Each investment board operates in accordance with its assigned authority and responsibility.

3. The organization has established management controls for ensuring that investment boards’
decisions are carried out.

49




DRAFT

Meeting Business Needs is the process of developing a business case that identifies the key executive
sponsor and business customers (or end users) and the business needs that the IT project will support.
The purpose of this critical process is to ensure that I'T projects and systems support the organization’s
business needs and meet users’ needs.

Stage 2, Table 2: Meeting Business Needs

Type of Practice KeyPracice

Organizational The organization has documented policies and procedures for ensuring that IT projects or
commitments systems support the organization’s ongoing and future business needs.
Prerequisite 1. The organization has a documented business mission with stated goals and objectives.
2. Adequate resources, including people, funding, and tools, are provided to ensure that IT
projects and systems support the organization’s business needs and meet users’ needs.
Activities 1. The organization defines and documents business needs for both proposed and ongoing IT

projects and systems.

2. The organization identifies specific users and other beneficiaries of IT projects and
systems.

3. Users participate in project management throughout an IT project or system’s life cycle.

4. The investment board periodically evaluates the alignment of its IT projects and systems
with the organization’s strategic goals and objectives and takes corrective actions when
misalignment occurs.

Selecting an Investment introduces a defined process that an organization can use to select new IT
project proposals and reselect ongoing projects. The purpose of this critical process is to ensure that a
well-defined and disciplined process is used to select new IT proposals and reselect ongoing investments.

Stage 2, Table 3: Selecting an Investment

Type of Practice Key Practice

Organizational
commitments

1. The organization has documented policies and procedures for selecting new IT proposals.

2. The organization has documented policies and procedures for reselecting ongoing IT
investments.

3. The organization has documented policies and procedures for integrating funding with the
process of selecting an investment.

Prerequisites

1. Adequate resources, including people, funding, and tools, are provided for identifying and
selecting IT projects and systems.

2. Criteria for analyzing/prioritizing/selecting new IT investment opportunities have been
established.

3. Criteria for analyzing/prioritizing/reselecting IT investment opportunities have been
established.

4. A mechanism exists to ensure that the criteria continue to reflect organizational objectives.

Activities

1. The organization uses its defined selection process, including predefined selection criteria,
to select new IT investments.

2. Corrective actions are implemented and tracked until the desired outcome is achieved.
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Providing Investment Oversight is a pivotal process, whereby the organization monitors projects
against cost and schedule expectations as well as anticipated benefits and risk exposure. The purpose of
this critical process is to review the progress of IT projects and systems, using predefined criteria and
checkpoints, in meeting cost, schedule, risk, and benefit expectations and to take corrective action when
these expectations are not being met.

Stage 2, Table 4: Providing Investment Oversight

Type of Practice | Key Practice ‘

Organizational | The organization has documented policies and procedures for management oversight of IT
commitment projects and systems.

Prerequisites 1. Adequate resources, including people, funding, and tools, are provided for IT project
oversight.

2. IT projects and systems, including those in steady state (operations and maintenance),
maintain approved project management plans that include expected cost and schedule
milestones, and measurable benefit and risk expectations.

Activities 1. Data on actual performance (including cost, schedule, benefit, and risk performance) are
provided to the appropriate IT investment board.

2. Using verified data, each investment board regularly reviews the performance of IT
projects and systems against stated expectations.

3. For each underperforming IT project or system, appropriate actions are taken to correct or
terminate the project or system in accordance with defined criteria and the documented
policies and procedures for management oversight.

4. The investment board regularly tracks the implementation of corrective actions for each
underperforming project until the actions are completed.

Capturing Investment Information is the process by which specific details about a particular
investment are captured and maintained to provide asset-tracking data to executive decision makers. The
purpose of this critical process is to make information available to decision makers so they can evaluate
the impacts and opportunities created by proposed (or continuing) IT investments.

Stage 2, Table 5: Capturing Investment Information

Type of Practice Key Practice

Organizational 1. The organization has documented policies and procedures for identifying and collecting
commitments information about IT projects and systems to support the investment management process.

2. An official is assigned responsibility for ensuring that the investment information collected
meets the needs of the investment management process.

Prerequisite Adequate resources, including people, funding, and tools, are provided for identifying IT
projects and systems and collecting relevant investment information about them.

Activities 1. The organization’s IT projects and systems are identified, and specific information is
collected to support decisions about them.

2. The information that has been collected is easily accessible and understandable to decision
makers and others.

3. The information repository is used by investment decision makers and others to support
investment management.
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A.3 Stage 3 Critical Processes and Key Practices: Developing a Complete Investment

Portfolio

Critical Processes

= Table 1 — Defining the Portfolio Criteria

= Table 2 — Creating the Portfolio

= Table 3 — Reviewing the Portfolio

= Table 4 — Conducting Post-Implementation Reviews

Defining the Portfolio Criteria is the process of developing quantitative or qualitative factors such as
cost, benefit, schedule, and risk in order to compare and select projects for inclusion in the investment
portfolio(s). The purpose of this critical process is to ensure that the organization develops and maintains
IT portfolio selection criteria that support its mission, organizational strategies, and business priorities.

Type of
Practice

Stage 3, Table 1: Defining the Portfolio Criteria
Key Practice

Organizational
commitments

1. The organization has documented policies and procedures for creating and modifying IT
portfolio selection criteria.

2. Responsibility is assigned to an individual or group for managing the development and
modification of the IT portfolio selection criteria.

Prerequisites

1. Adequate resources, including people, funding, and tools, have been committed for portfolio
selection criteria activities.

2. A working group is responsible for developing and modifying the IT portfolio selection
criteria.

Activities

1. The enterprise-wide investment board approves the core IT portfolio selection criteria,
including cost, benefit, schedule, and Risk criteria, based on the organization’s mission,
goals, strategies, and priorities.

2. Project management personnel and other stakeholders are aware of the portfolio selection
criteria.

3. The enterprise-wide investment board regularly reviews the IT portfolio selection criteria
using cumulative experience and event-driven data, and modifies the criteria as appropriate.

Creating the Portfolio is the process of comparing worthwhile investments and then combining the
investments selected into a funded portfolio. The purpose of this critical process is to ensure that IT
investments are analyzed according to the organization’s portfolio selection criteria and to ensure that an
optimal IT investment portfolio with manageable risks and returns is selected and funded.
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Stage 3, Table 2: Creating the Portfolio

Type of Practice | Key Practice ‘
Organizational The organization has documented policies and procedures for analyzing, selecting, and

commitments maintaining the investment portfolio.
Prerequisites 1. Adequate resources, including people, funding, and tools, are provided for the process of
creating the portfolio.

2. Board members are knowledgeable about the process of creating a portfolio.

3. The investment board is provided with information comparing project and system
performance with expectations.

Activities 1. Each IT investment board examines the mix of new and ongoing investments and their
respective data and analyses and selects investments for funding.

2. Each investment board approves or modifies the performance expectations for the IT
investments it has selected.

3. Information used to select, control, and evaluate the portfolio is captured and maintained
for future reference.

Portfolio Review is the process that builds upon the Providing Investment Oversight critical process from
Stage 2 by adding the element of portfolio performance to the organization’s control process activities.
The purpose of this critical process is to review the performance of the organization’s investment
portfolio(s) at agreed-upon intervals and to adjust the allocation of resources among investments as
necessary.

Stage 3, Table 3: Reviewing the Portfolio

Type of Practice KeyPractice

Organizational | The organization has documented policies and procedures for reviewing, evaluating, and
commitments improving the performance of its portfolio(s).

Prerequisites 1. Adequate resources, including people, funding, and tools, have been provided for
reviewing the investment portfolio and its projects.

2. Board members are familiar with the process for evaluating and improving the portfolio’s
performance.

3. Results of relevant reviews from Stage 2, Providing Investment Oversight, are provided to
the investment board.

4. Criteria for assessing portfolio performance are developed, reviewed, and modified at
regular intervals to reflect current performance expectations.

Activities 1. Data on performance of the IT portfolio are defined and collected, consistent with portfolio
performance criteria.

2. Adjustments to the IT investment portfolio are executed in response to actual portfolio
performance.

53



DRAFT

Conducting Post-Implementation Reviews (PIRs) is the process of reviewing IT projects to learn from
past investments and initiatives by comparing actual results to estimates. PIRs also serve as vehicles for
evaluating the entire ITIM process. The purpose of this critical process is to compare the results of
recently implemented investments with the expectations that were set for them and to develop a set of
lessons learned from these reviews.

Stage 3, Table 4: Conducting Post-Implementation Reviews

~ Type of Practice Key Practice J
Organizational The organization has documented policies and procedures for conducting PIRs.
commitments
Prerequisites 1. Adequate resources, including people, funding, and tools, have been provided for
conducting PIRs.
2. Individuals assigned to the investment board to conduct PIRs should be familiar with the
policies and procedures for conducting such reviews.
Activities 1. The investment board identifies which projects will have a PIR conducted.
2. Quantitative and qualitative investment data are collected, evaluated for reliability, and
analyzed during the PIR.

3. Lessons learned and recommendations for improving the investment process are
developed, documented, and distributed to all stakeholders.
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A.4 Stage 4 Critical Processes and Key Practices: Improving the Investment Process

Critical Processes

= Table 1 — Improving the Portfolio’s Performance
= Table 2 — Managing the Succession of Information Systems

Improving the Portfolio’s Performance is the process of evaluating the performance of the portfolio
and using this information to improve the current IT investment processes and the future performance of
the investment portfolio. The purpose of this critical process is to assess and improve the performance of
the IT investment portfolio and the investment management process.

Stage 4, Table 1: Improving the Portfolio’s Performance

Type of Key Practice
Practice

Organizational | The organization has documented policies and procedures for evaluating and improving the
commitments performance of its portfolio(s).

Prerequisites 1. Adequate resources are provided for evaluating and improving the portfolio’s performance.

2. Board members who are responsible for evaluating and improving the investment processes
and investment portfolio(s) exhibit core competencies in evaluating and improving
portfolios.

Activities 1. IT portfolio performance measurement data are defined and collected using agreed-upon
methods.

2. Aggregate performance data and trends are analyzed.

3. Recommendations for improving the investment process and portfolio are developed and
implemented.

Managing the Succession of Information Systems is the process of analyzing and managing the
replacement of identified IT investments and assets with their higher-value successors. The purpose of
this critical process is to ensure that IT investments in operation are periodically evaluated to determine
whether they should be retained, modified, replaced, or otherwise disposed of.

Stage 4, Table 2: Managing the Succession of Information Systems
Type of Key Practice
Practice

Organizational | 1. The organization has documented policies and procedures for managing the IT succession
commitments process.

2. An official is designated to manage the IT succession process.

Prerequisites 1. Adequate resources are provided for conducting IT succession.

2. Investment board members exhibit core competencies in activities involving the succession
of information systems.

3. Investment information from the repository is used by the investment board.

Activities 1. The investment board develops criteria for identifying IT investments that may be ready for
replacement.

2. IT investments are periodically evaluated and appropriate investments are identified as
candidates for replacement.

3. The interdependency of each investment with other investments in the IT portfolio is
analyzed.

4. For each IT investment that has been identified as a candidate for replacement, the
investment board decides whether or not to replace it.
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A.5 Stage 5 Critical Processes and Key Practices: Leveraging Information Technology for

Strategic Outcomes

Critical Processes

= Table 1 — Optimizing the Investment Process
= Table 2 — Using IT to Drive Strategic Business Change

Optimizing the Investment Process is the process used to exploit IT decision making to improve the
value of an IT investment management process. Best practices of other organizations are captured to
improve the IT investment process—Ileading to world-class outcomes. The focus of these activities is
cross functional, broad, and strategic in nature. The purpose of this critical process is to identify and
implement measurable improvements in the organization’s IT investment management processes so that
the processes meet or exceed those used by best-in-class organizations.

Stage 5, Table 1: Optimizing the Investment Process
Type of Practice Key Practice ‘

Organizational 1 The organization has documented policies and procedures for improving its IT investment
commitments management process using benchmarking.

2. An official is designated to manage the benchmarking activities.

—_—

Prerequisites Adequate resources are provided for conducting process benchmarking activities.

2. Organizational managers and staff with responsibilities in this area are trained in process
benchmarking techniques or are experienced in using these techniques.

Activities 1. Baseline data are collected for the organization’s current IT investment management
processes.

2. External comparable best-in-class IT investment management processes are identified and
benchmarked.

3. Improvements are made to the organization’s investment management processes.

IT-Driven Strategic Business Change is the process of using IT to strategically renovate and transform
work processes and push the organization to explore new and better ways to execute its mission. The
Chief Information Officer should be directly involved in this process to ensure that IT strategy is tightly
linked to the business strategy and that senior management is “on board” with the IT strategy so funding
does not become an issue. The purpose of this critical process is to dramatically improve business
outcomes by using IT investments strategically.

Stage 5, Table 2: IT-Driven Strategic Business Change

Type of Practice | Key Practice ‘

Organizational 1. The organization has documented policies and procedures for conducting IT-driven
commitments strategic business change activities.

2. An official is designated to manage the activities within this critical process.

Prerequisites Adequate resources are provided for conducting IT-driven strategic business change activities.

Activities 1. The organization creates and maintains a knowledge base of state-of-the-technology IT
products and processes.

2. Investments with strategic business-changing capabilities are identified and evaluated.

3. Strategic changes to the business processes are planned and implemented based on the
capabilities of identified investments.
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ACWP Actual Cost of Work Performed

BCA Business Case Analysis

BCWS Budgeted Cost of Work Scheduled

BCWP Budget Cost of Work Performed

C&A Certification and Accreditation

CBSR Cost, Benefit, Schedule, and Risk

CFO Chief Financial Officer

CIO Chief Information Officer

CPIC Capital Planning Investment Control

EA Enterprise Architecture

EVM Earned Value Management

EVMS Earned Value Management System

FEA Federal Enterprise Architecture

FIPS Federal Information Processing Standard(s)
FISCAM Federal Information System Controls Audit Manual
FISMA Federal Information Security Management Act
FY Fiscal Year

GAO General Accounting Office

IDS Intrusion Detection System

IG Inspector General

IRB Investment Review Board

IT Information Technology

ITIM Information Technology Investment Management
NIST National Institute of Standards and Technology
OCIO Office of the Chief Information Officer

OMB Office of Management and Budget

PIR Post-Implementation Review

PKI Public Key Infrastructure

PMA President’s Management Agenda

POA&M Plan of Action and Milestones

POC Point of Contact

ROSI Return on Security Investment

SpP Special Publication

TRB Technical Review Board

WBS Work Breakdown Structure
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Appendix D. Security Requirements Mapping

OMB A-11

Direct
Risk Assessment

NIST SP 800-26
Topic Area

1. Risk Management

Implementation Guidance®

~ NIST SP 800-30, Risk Management Guide for Information
Technology Systems

Security Planning and Policy

5. System Security Plan

~ NIST SP 800-18, Guide for Developing Security Plans for
Information Technology Systems

Certification and
Accreditation (C&A)

4. Authorize Processing

~ NIST SP 800-37, Guidelines for the Security Certification and
Accreditation of Federal Information Technology Systems

~ NIST SP 800-23, Guideline to Federal Organizations on Security
Assurance and Acquisition/Use of Tested/Evaluated Products

Specific Management,
Operational,

and Technical Security
Controls

11. Data Integrity
16. Logical Access
Controls

~ NIST SP 800-53, Minimum Security Controls for Federal
Information Security Systems

~ NIST SP 800-19, Mobile Agent Security

~ NIST SP 800-24, PBX Vulnerability Analysis: Finding Holes in Your
PBX Before Someone Else Does

~ NIST SP 800-28, Guidelines on Active Content and Mobile Code

Authentication or
Cryptographic Applications

15. Identification and
Authentication

~ NIST SP 800-21, Guideline for Implementing Cryptography in the
Federal Government

~ NIST SP 800-25, Federal Agency Use of Public Key Technology
for Digital Signatures and Authentication

~ NIST SP 800-63, e-authentication

~ NIST SP 800-29, A Comparison on the Security Requirements for
Cryptographic Modules in FIPS 140-1 and FIPS 140-2

~ FIPS 140-2, Security Requirements for Cryptographic Modules

Education, Awareness, and
Training

13. Security Awareness,
Training, and Education

~ NIST SP 800-16, Information Technology Security Training
Requirements: A Role and Performance-Based Model

~ NIST SP 800-50, Building an Information Technology Security
Awareness and Training Program

System Reviews/
Evaluations (includes ST&E)

2. Review of Security
Controls

~ NIST SP 800-42, Guideline on Network Security Testing
~ NIST SP 800-26, Security Self-Assessment Guide for Information
Technology Systems

Oversight or compliance
inspections

~ NIST SP 800-35, Guide to Information Technology Security
Services

~ NIST SP 800-18, Guide for Developing Security Plans for
Information Technology Systems

~ NIST SP 800-23, Guideline to Federal Organizations on Security
Assurance and Acquisition/Use of Tested/Evaluated Products

Development or
Maintenance of Agency
Reports to OMB and
Corrective Action Plans as
They Pertain to the Specific
Investment

3. Life Cycle
2. Review of Security
Controls

~ OMB FISMA Reporting Guidance

~ NIST SP 800-55, Security Metrics Guide for Information
Technology Systems

~ NIST SP 800-64, Security Considerations in the Information
System Development Life Cycle

Contingency Planning and
Testing

9. Contingency Planning

~ NIST SP 800-34, Contingency Planning Guide for Information
Technology Systems

Physical and Environmental
Controls for Hardware and
Software

8. Production, Input/Output
Controls

~ NIST SP 800-12, An Introduction to Computer Security: The NIST
Handbook

Auditing and Monitoring

17. Audit Trails

~ NIST SP 800-12, An Introduction to Computer Security: The NIST
Handbook
~ (Under Development) Guide to Self-Testing Networks

2* For the current version and status of each guide, visit http://csrc.nist.gov/publications/nistpubs/index.html.
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DRAFT

NIST SP 800-26

OMB A-11 ' Implementation Guidance™
Topic Area
Computer Security 14. Incident Response ~ NIST SP 800-61, Computer Security Incident Handling Guide
Investigations and Forensics Capability
Reviews, Inspections, ~ NIST SP 800-35, Guide to Information Technology Security
Audits, and Other Services
Evaluations Performed on
Contractor Facilities and
Operations
Configuration or Change 10. Hardware and Systems | ~ NIST SP 800-12, An Introduction to Computer Security:
Management Control Software Maintenance The NIST Handbook
12. Documentation
Personnel Security 6. Personnel Security ~ NIST SP 800-12, An Introduction to Computer Security:
The NIST Handbook
Physical Security 7. Physical Security ~ NIST SP 800-12, An Introduction to Computer Security: The NIST
Handbook
Operations Security 6. Personnel Security ~ NIST SP 800-12, An Introduction to Computer Security:
7. Physical Security The NIST Handbook
8. Production, Input/Output | ~ NIST SP 800-26, Security Self-Assessment Guide for Information
Controls Technology Systems
9. Contingency Planning
10. Hardware and Systems
Software
11. Data Integrity
12. Documentation
13. Security Awareness,
Training, and Education
14. Incident Response
Capability
Program/system Evaluations | 2. Review of Security ~ NIST SP 800-12, An Introduction to Computer Security:
Whose Primary Purpose is Controls The NIST Handbook
Other Than Security 4. Authorize Processing ~ NIST SP 800-26, Security Self-Assessment Guide for Information
Technology Systems
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