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Federal Emergency Management Agency
Office of Inspector General

Washington, D.C.   20472

MEMORANDUM FOR: Nancy L. Hendricks
Assistant Inspector General for Audit

FROM: Gary Crowell
Assistant Director
Administration and Resource Planning Directorate

Ronald Miller
Assistant Director
Information Technologies Services Directorate

SUBJECT: Auditors’Report on FEMA’s Fiscal Year 2001 Financial Statements

The following narrative responds to the draft auditors report on FEMA’s FY 2001 financial
statements.  We generally agree with the findings, conclusions, and recommendations set forth in
the report.  We are pleased that this year’s report contains more substantive information on long-
standing accounting deficiencies and compliance issues.  This information will enable us to more
effectively plan and implement corrective actions and assist us in securing the resources and 
tools we need to meet ever-increasing financial management and information systems demands.
Considering the focus and value of the issues discussed in the report, we recognize that there are
serious material weaknesses and control problems that need to be addressed.  What we have
previously lacked were resources, both financial and human, and tools to correct the problems.
Hopefully, this report will bring to light the challenges we have faced over the past several years
as well as garner the support and commitment to improving FEMA’s financial management
operations.

The following narrative provides brief comments on the two qualifications and six material
weaknesses as well as instances of non-compliance with laws and regulations.  

Report Qualifications
Property 

We agree that overall property management in FEMA, including accounting for property, needs
improvement.  A recently established task force consisting of managers responsible for property,
information systems, and finance has been established and is aggressively developing both a
process and system that meet Federal property reporting and accountability requirements.   We
expect the process to be in place during FY 2002.
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Undelivered Orders

The report was qualified due to an adjustment in unliquidated obligations.  Based on our recon-
ciliation of the subsidiary ledger to the general ledger for un-liquidated obligations, a reduction
of $77 million was posted to the general ledger.  The reduction was required to correct an over-
statement resulting from errors recorded during a financial management system conversion in
the mid-1990s when FEMA’s general ledger was first established.  The basis for this adjustment
was a complete analysis of unliquidated obligations by vendor as of September 30, 2001.  Sup-
porting documentation dating back to the conversion was not available or would have required
intensive and time-consuming research.  The financial statements are now more accurate
because of this one-time adjustment.

Material Weaknesses

1.  Information Security Controls

We agree with the findings and recommendations and find the references to IT related matters
and information system security controls to be an accurate portrayal of the situation, as it existed
during FY2001.  Some of the IT related deficiencies identified in the report or in associated
“Notification of Findings and Recommendations (NFRs)” have already been corrected by ITSD. 

We look forward to publication of the final report when we will provide responses to the recom-
mendations directed to the CIO.   Our responses will be in line with previous responses to spe-
cific NFRs.   

2. Financial System Functionality

We generally agree with the findings and recommendations.  The report correctly indicates that
the financial management system needs improvements and cites numerous examples of deficien-
cies.  However, the report does not reflect the efforts undertaken by FEMA during FY 2001 to
improve the system.   To meet new reporting requirements, a current version of IFMIS was
obtained which has been JFMIP certified to meet the new OMB reporting requirements for
financial statement preparation and contains attributes for intragovernmental trading partners.
Although the purchase and implementation of the new version was not budgeted some funds
became available during the year.  Unfortunately, those limited funds only provided a fraction of
what was needed to conduct all the exhaustive procedures, requirements, and analysis for imple-
menting information systems.  Our restricted choices, therefore, were to implement the new ver-
sion, without fully testing performance, or not implement the system. Since the new version pro-
vided the enhancements to meet the new requirements, we exercised our option to proceed with
implementation.  Our goal was to prepare the FY 2001 statements with the new system.  In Sep-
tember 2001, we were advised by the auditors to delay implementation because the schedule was
too aggressive.  Based on this recommendation, the implementation was delayed and we reverted
to the manual process to prepare the agency financial statements.
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We engaged a contractor to assist in the implementation.  The contractor performed a similar
implementation on the same system for another agency.  The report incorrectly infers that the con-
tractor did not complete the planned efforts because of funding problems.  The contractor is still
engaged by FEMA and will complete all assigned implementation tasks. 

The recommendation states that FEMA is not able to improve the financial system environment.
As discussed above, attempts to improve financial system were severely constrained by the lack
of funding and resources, not by the inability of the agency.  We believe that given the proper
resources, financial management and information systems personnel in FEMA have the exper-
tise and desire to make major and required financial systems improvements.

Please see the response to material weakness number four for additional comments on property
management.

3. Financial Statement Reporting Process

We agree that the financial statement reporting process needs improvement.  As indicated above,
we attempted to automate the preparation process, but that initiative was curtailed.  While we
agree with the findings and recommendations, there were other factors that resulted in delays in
producing the statements.  

Although a small agency, FEMA administers nearly 50 funds, including the National Flood
Insurance Fund, the Disaster Relief Fund, and scores of smaller, but equally important, funds.  In
addition, FEMA has recently received several additional requirements including a fire grant pro-
gram and is administering and paying all claims from the recent Los Alamos fire.  There are cur-
rently six accountants that handle all the activity for these accounts and their workload is stag-
gering and growing.

The demands from the FY 2001 financial statement audit overwhelmed an already overburdened
staff.  There were over 250 requests for information, including special reports and reconcilia-
tions.  Some requests were for thousands of documents to support substantive and control test-
ing.  The staff spent hundreds of hours gathering information and meeting with auditors to dis-
cuss the financial statements.  In addition, the same staff was responsible for researching and
responding to nearly 50 NFRs.   Every hour spent on audit issues was an hour lost on perform-
ing essential financial management functions, including critical reconciliations and financial
statement preparation.  In addition to the financial statement audit, there were concurrent full-
scope audits of Federal Financial Management Improvement Act ( FFMIA), financial informa-
tion systems using the General Accounting Office’s Financial Information System Control Audit
Manual (FISCAM), and IT capital planning.  As a result of these successive audits and requests,
the preparation and review of the financial statements slipped and slipped badly.  The original
plan was to have the statements ready in early December 2001.  If not for this overwhelming
audit burden, we believe that we could have met this schedule.   

Property

We agree that overall property management in FEMA, including accounting for property, needs
improvements.  In fact, the program office has identified the issues outlined in this item and
plans have been in place for corrective action.  The events of September 11, however, have
delayed implementation.  
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This issue identification is further evidenced by the FY 2001 agency realignment where a uni-
fied real property management program was established for the first time; however, no new
resources were provided for program development or implementation.  The activity was staffed
and funded through reprioritization from other activities.  

While we agree with the finding, we believe the fact that the agency had already identified the
issues and is working on a solution should be acknowledged in the report.  Furthermore, it
should be noted that the oversight of personal property management operations and LIMS is in
the Readiness, Response and Recovery Directorate.  The policy aspects remain in the Adminis-
tration and Resource Planning Directorate.  That notwithstanding, our actions are all closely
coordinated among the programs.  

We continue to reprioritize resources to help address these and other program concerns, and are
evaluating other staff realignments to better leverage human resources in support of property
management.  

A task force consisting of managers for property, information management, finance, acquisition
and response has been established and is aggressively pursuing a rapid prototype of a fully inte-
grated enterprise resources planning (ERP) system that meets Federal property and accountabili-
ty requirements.  The process should be in place during FY 2002.  

5. Account Reconciliation Process

We agree with the findings and recommendations.  We are aware of the shortcomings in the rec-
onciliation process and engaged an independent accounting firm to evaluate our procedures and
make recommendations to re-engineer that process and other internal accounting functions.
Unfortunately, that work was curtailed because of funding constraints.  Hopefully, we will be
able to commit additional funding to complete the work during FY 2002.  In addition, we are
evaluating our staffing requirements and structure with the desired outcome of and will attempt
assigning additional staff to this important function. 

6. Accounts Receivable

We agree with the findings and recommendations.  We are actively pursuing these debts; but, it
has been an arduous process because of poor or no documentation, lack of final inspections on
disaster related projects, and difficulty negotiating final debt amounts with the States.  Further-
more, we have followed-up on the OIG audit that identified the debts, but have had limited suc-
cess obtaining supporting documentation from FEMA regional offices, the State, or the OIG to
provide the basis for the debt and whether it was appropriately resolved.  Finally, FAMD staff
needed approval by agency management prior the sending bills of collection to the States.  This
issue was recently resolved and the bills will be sent.  Despite these obstacles, we will aggres-
sively identify, report, and collect all debts in a timely manner.
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Compliance with Laws and Regulations

The report indicates certain instances of noncompliance with laws and regulations, including the
Government Information Security Reform Act (GISRA), the Clinger Cohen Act, and the Federal
Financial Management Improvement Act (FFMIA).  We generally agree with the audit conclu-
sions and have already begun implementing corrective action.  We plan to revise our remediation
plan now that we have additional details on FFMIA noncompliance.  In addition, the Adminis-
tration and Resource Planning staff will collaborate with the Chief Information Officer to
improve system security, evaluations, and planning.

There are certain additional matters in the report that need clarification or corrections; and we
will arrange a meeting with OIG personnel to discuss these issues in more detail.

We appreciate the opportunity to comment on this draft report.  Please understand that we are
committed to improving the financial management operations in FEMA and will work with the
Office of Inspector General to correct the conditions disclosed in this report.



Federal Emergency Management Agency
Office of Inspector General

Washington, D.C.   20472

January 25, 2002

MEMORANDUM FOR: Joe M. Allbaugh
Director

FROM: George J. Opfer
Inspector General

SUBJECT: Management Challenges

This memorandum summarizes what the Office of Inspector General considers to be the
most serious management and performance challenges facing FEMA and briefly assesses
FEMA’s progress in addressing those challenges.  We are required to provide this
statement to you under the Reports Consolidation Act of 2000.  This statement is to be
included in the consolidated report that is described by the Act.

Based on our work, as well as our general knowledge of FEMA operations and programs,
the Office of Inspector General believes FEMA must continue to focus attention on the
following management and program initiatives in its efforts to ensure public
accountability and improve program effectiveness.  Although FEMA managers
acknowledge most of these issues and are addressing them to varying degrees, much
work is left to be done to ensure that business is carried out in an economical and
efficient manner and appropriate program results are achieved.

Program Challenges

Homeland Security Support. On October 8, 2001, the President established the Office
of Homeland Security and the Homeland Security Council.  The mission of the Office is
to develop, coordinate, and implement a comprehensive national strategy to secure the
United States from terrorist threats or attacks.  The Office, in consultation with the
Homeland Security Council, is responsible for coordinating efforts to detect, prepare for,
prevent, protect against, respond to, and recover from terrorist attacks within the United
States.  The FEMA Director is a member of the Homeland Security Council, which also
includes the Secretaries of Treasury, Defense, Transportation, and Health and Human
Services; the Attorney General; and the Directors of the Federal Bureau of Investigation
and Central Intelligence Agency.  FEMA’s mission is to lead and support the nation in
preparing for, mitigating against, responding to, and recovering from any destructive
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event, whether natural or man-made. FEMA expects to have a major role in supporting
the Office of Homeland Security and the Homeland Security Council.   FEMA supports
the recently-developed Homeland Security Roadmap and expects to continue its efforts
in supporting first responders with planning, equipment, training and exercises.  The OIG
plans to monitor FEMA’s efforts to support the Office of Homeland Security and the
Homeland Security Council as roles and missions are further defined.  

Disaster Response and Recovery. FEMA’s disaster response and recovery program has
been and continues to be the cornerstone of FEMA’s emergency management program,
and managing it continues to be one of FEMA’s largest challenges.  Improvements in
FEMA’s public image can be directly attributed to the success of FEMA’s disaster
response and recovery system.  Notwithstanding the record-breaking number of disasters
that are declared each year, FEMA has managed to make improvements to its disaster
response and recovery system.  As the number of Federally declared disasters continues
to increase, it is critical that FEMA reduce disaster response and recovery costs, better
manage its disaster workforce, ensure the integrity of its many financial assistance
programs, and improve program service delivery.  FEMA is also faced with
implementing major changes in the Stafford Act.  FEMA has begun initiatives to address
all of these problems.  One of FEMA’s initiatives is to reduce disaster field office (DFO)
costs by limiting the number of DFO staff to the minimum necessary based on a pre-
determined template.  Another is to turn over management of small disasters to States.
We plan to monitor all these efforts and conduct audits to assess their effectiveness and
make recommendations for improvements.

In an effort to improve the efficiency and effectiveness of disaster recovery operations,
FEMA has redesigned its largest recovery program, Public Assistance Grants (PA).  The
redesign included new policy guidance to clarify program requirements, improved
customer service through training and enhanced State involvement, simplified processes,
and performance targets.  We are auditing the redesigned PA program to determine if the
objectives are being met.  We have identified some problems with the redesign and will
report on the results of our audit later this year.  In addition, we will monitor FEMA’s
implementation of the PA program associated with the World Trade Center attack.

Another area where FEMA has made improvements, but problems remain, is debris
removal.  FEMA needs to continue improving its controls over the debris removal
program to prevent serious fraud, waste, and abuse.  If left unchecked, the abuse within
that program will overshadow the improvements FEMA has made in its disaster response
and recovery programs.  We issued a report in 2001 on FEMA’s debris removal program
and identified additional actions FEMA should take to improve debris management.  We
will continue to focus on debris removal in our audits of PA grants to State and local
governments.  Also, we are closely monitoring debris removal operations at the World
Trade Center.

State and Local Preparedness. FEMA awards approximately $140 million each year
to State emergency management offices to encourage the development of comprehensive
emergency management, including terrorism consequence management, at the State and
local level and to improve emergency planning, preparedness, mitigation, response, and
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recovery capabilities.  This figure will, in all probability, increase drastically in future
years as a result of the terrorist events of September 11th.  By combining several funding
streams into a consolidated Emergency Management Performance Grant, FEMA’s role is
to ensure that recipients have the flexibility necessary to achieve measurable results in
key functional areas of emergency management.  This flexibility will be achieved within
the standard grant administration process.  FEMA has made considerable progress in
streamlining and making the preparedness grant process more meaningful.  Despite the
progress, two major management challenges remain:  (1) developing a reliable method of
assessing State and local capability, and (2) developing a reliable basis to implement risk-
based funding allocations to States.   

In February 1998, FEMA submitted its first report to Congress on “Capability
Assessment for Readiness (CAR).”  This effort is a step in the right direction, but more
needs to be done.  Local governments and other applicable State agencies need to be
brought into the process.  Currently, there are plans to query local governments.  State
Emergency Management Agencies, local governments, and various Emergency
Management Associations have reviewed an initial local CAR draft.  The process also
needs to identify State disaster assistance programs, determine how large a disaster a
State/local government can handle with its own resources, and measure a State’s financial
capability to respond to disasters.  We further believe that since the development of CAR
will continue to be a dynamic process, FEMA needs to explore how financial capability
can be assessed.  FEMA officials told us that efforts will continue to improve the existing
CAR process so that future assessments reflect more accurate and reliable representation
of State emergency management capability.

To date, FEMA has not developed a basis to implement risk-based funding to States.  We
recommended such a basis for funding in our first report issued on the Comprehensive
Cooperative Agreement process in March 1994.  FEMA, however, is working on a risk
assessment initiative.  This initiative is called HAZUS (Hazards-US).  HAZUS is
designed to produce loss estimates for use by State, regional, and local governments in
planning for natural hazard loss mitigation, emergency preparedness, and response and
recovery.  Currently, HAZUS has been developed for earthquakes, and FEMA is working
on expanding it into a multi-hazard methodology with models estimating potential losses
from wind, floods, and tornadoes.  HAZUS could provide the basis for developing a risk-
based funding methodology.  We believe FEMA needs to explore the potential of
HAZUS in future funding allocations to States.  FEMA officials told us that risk-based
funding could potentially face significant political opposition because such a system
could result in eliminating allocations to some States because they have no significant
risks.  Also, the officials cautioned that the HAZUS model may not be adequate to
produce accurate and complete risk assessments.  

Furthermore, FEMA’s focus on State/local preparedness has taken on a new urgency due
to the events of September 11th.  FEMA must continue to place a high priority on
developing State/local capabilities to respond to terrorist events and natural disasters.  It
is critical that capability can be exercised and assessed as often as possible.  Another
challenge for FEMA is devolving more responsibility to States for responding to and
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administering disasters rather than routinely issuing disaster declarations — especially
for small and medium size disasters.  Over the past decade the frequency of federally
declared disasters has almost doubled.  Instead of just responding to major disasters such
as Northridge and terrorist attacks, FEMA is regularly called upon to respond to events
that are fairly predictable – such as repeated flooding in flood-prone areas as well as
snowstorms.  Both Congress and OMB have urged FEMA to develop improved criteria
for disaster declarations.  While FEMA has agreed that disaster criteria could be clarified,
resistance from stakeholders – particularly  States – has impeded FEMA’s efforts to
reform the criteria.  The criteria should recognize the financial capacity of States as well
as include capability thresholds that States are expected to meet prior to a declaration.
Also, the criteria should include incentives to States to enhance capability.  Pursuant to a
proposal contained in the President’s fiscal year 2002 budget blueprint, FEMA plans to
improve its disaster assistance criteria guidelines for determining when and under what
conditions a Presidential disaster declaration should be made.  

Finally, September 11th has highlighted the need to fully equip and train fire departments
so they will be better prepared to respond to terrorist events.  This puts sharper focus on
the $150 million Federal grant program for local fire departments in fiscal year 2002.
The purpose of the program is to help fire departments meet needs in such areas as
personal protective equipment, health and safety initiatives, fire prevention programs, and
critical vehicle expenditures.  As of June 2001, there were 19,000 applications for
funding from departments throughout the United States.  Since it is likely that this
program will continue and probably increase in light of recent events, it is critical that
FEMA effectively and efficiently administer the program to ensure that funds are directed
to those most in need as well as to those that have a high probability of responding to
terrorist attacks and predictable natural disasters.  

Mitigation Programs. Mitigation at the State/local level continues to present FEMA
with significant opportunities as well as challenges.  It can complement as well as bring
an enhanced focus to preparedness at all levels of government.  However, the challenges
are great.  The overarching challenge is how to effectively coordinate the various
property acquisition programs, including those of the Corps of Engineers to address
national mitigation strategies.  Also, it is important that FEMA have regulations and
guidance as to how its buyout program is implemented.  In February 2001, the OIG
issued a report that addressed (1) the need for reliable cost effectiveness determinations,
(2) the need for additional guidance for buyouts, (3) improved mitigation planning by
States, and (4) improved coordination with the National Flood Insurance Program
(NFIP).  Given the primary role buyouts have played and will continue to play, it is
critical that FEMA ensure that they are effectively executed and address mitigation
priorities.  FEMA is continuing to evaluate the Hazard Mitigation Grant Program and
implement program and grants management improvements.  For example, the Property
Acquisition Handbook for Local Communities is being updated and Property Acquisition
training is being piloted for States.  

In this regard, it is important that FEMA have a strategy that allows buyouts to occur in
the immediate aftermath of flooding before homeowners use insurance payouts to repair
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their homes.  This could result in greater leveraging of insurance proceeds to accomplish
mitigation.  Also, buyouts should be evaluated in light of structural and land management
alternatives that may be more appropriate in addressing the problems.  At the State level,
FEMA needs to address how the mitigation planning process in States can be more
effectively coupled with buyout projects and repetitive loss properties.  At the local level,
FEMA needs to continue to explore how enforcement of the substantial damage rule can
be improved.  This rule requires mitigation if a structure is declared substantially
damaged – 50 percent or more of market value.

Finally, there are several challenging issues that need to be addressed with respect to
modernization of Flood Insurance Rate Maps.  First, secure sufficient funds necessary to
modernize maps; second, utilize the best available technology that could provide data on
elevation of structures; third, prioritize areas to be mapped that will yield the maximum
benefits to the National Flood Insurance Program, including areas of coastal erosion.
Studies have shown that roughly half of homeowners in high erosion areas on the
Atlantic and Gulf coasts currently purchase flood insurance, which to a large extent
covers erosion losses as well.  Assuming NFIP enrollment remains at present rates, it is
estimated that the payout is likely to be roughly $80 million per year.  In contrast, it is
estimated that mapping erosion areas would cost approximately $44 million and be valid
for 10 years.  From a business standpoint, FEMA needs to address this critical mapping
issue.  

FEMA’s map modernization program continues to evolve as more information is
obtained about communities’ mapping needs, new technologies are developed, and cost
data is further refined.  In addition, FEMA is vigorously pursuing its Cooperating
Technical Partner initiative.  In fiscal year 2001, FEMA entered into 42 additional
partnership agreements with local, State, and regional agencies across the nation to fully
integrate them into the flood hazard mapping process and make more resources available
for flood hazard data collection and mapping efforts. 

National Flood Insurance Program. The NFIP, the largest single line property insurer
in the nation with coverage totaling approximately $589 billion, presents a formidable
management challenge for FEMA.  When Congress originally enacted the NFIP in the
early 1970s, the flood program was expected to reduce the financial burden of flood
disasters on the American taxpayer and reduce the number of homes and businesses
residing in the flood plain.  These at-risk structures, which receive a subsidy for their risk
from the NFIP, were expected to be gradually replaced over the years.  By 1990, it was
projected that only 10 percent of homes would be subsidized.

Clearly, the projection was overstated.  Today about 40 percent of those structures remain
in the NFIP policy base.  These at-risk structures are flooded repetitively.  FEMA
officials said it was understood that heavier losses were an acceptable price to pay if the
communities committed to safer new construction.  The NFIP pays claims from these
floods again and again, yet the policyholders are not required to pay risk-based
premiums.  It is not a small problem, and it undermines the financial stability of the
insurance program.  Of the estimated $200 million in repetitive losses in the NFIP during
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an average year, about 96 percent are from these subsidized structures.  FEMA
acknowledges the problem, but believes the problem is not easily overcome since it has
been an integral part of the NFIP since its inception and closely related to promotion of
floodplain management and the widespread purchase of flood insurance.  Currently,
FEMA has a concentrated effort to address the “hard core” repetitive loss properties.
Also, the OIG is conducting a review to determine how mitigation funds are being used
to alleviate repetitive losses.

It is estimated that there are about 7 million structures located in special flood hazard
areas throughout the country.  Yet, as of December 2001, only approximately 2.4 million
of those structures have flood insurance coverage.  FEMA not only needs to maintain a
sustained campaign to provide insurance coverage for the millions of uninsured
properties that are still at-risk, it also must promulgate rules that would eliminate
subsidies to policy holders who have filed repetitive loss claims, such as those proposed
in the President’s 2002 budget blueprint.  While the two objectives of increasing
coverage and at the same time reducing repetitive loss claims may appear to be in conflict
with one another, FEMA has tools available to prevent this.  For example, the Increased
Cost of Compliance terms in flood insurance policies can and should be used more
frequently to reduce repetitive loss claims and further mitigation objectives. The
Increased Cost of Compliance terms in flood insurance policies provides funds to
homeowners who have sustained substantial damage to make repairs that would mitigate
future flood damages.  Additionally, stricter enforcement of the Substantial Damage Rule
would further both repetitive loss and mitigation objectives.  Under the Substantial
Damage Rule, a substantially damaged structure must be elevated or flood-proofed to the
same standards as new construction.  In September 1999, the OIG issued a report that
demonstrated weaknesses in communities’ enforcement of the rule.

In last year’s management challenges, we noted several areas where the Federal
Insurance Administration and the Mitigation Directorate could work together to achieve
common objectives and further the mission of the NFIP.  This year, these two
organizations have been combined into an entity called the Federal Insurance and
Mitigation Administration.  In our opinion, this merger is the nucleus for making the
NFIP more effective.  However, the merger does not ensure that common goals and
objectives of insurance and mitigation will be achieved.  The management challenge will
be to integrate the organizations to achieve the synergy needed to make the NFIP an
effective program.  For example, questions that need to be addressed include:

❖ How effectively is compliance with floodplain management criteria being
enforced as a condition of maintaining eligibility in the NFIP?

❖ Are insurance premium discounts provided for under the Community Rating
System warranted based on conditions and mitigation actions taken by a
community?

❖ How effectively are mandatory flood insurance purchase requirements for
homeowners being monitored? 
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FEMA believes that most communities participating in the NFIP have effective
floodplain management programs where new construction is performed in accord with
the minimum requirements of the NFIP.  FEMA officials also told us that communities
participating in the Community Rating System are closely monitored and subject to
periodic inspections.  With respect to mandatory flood insurance purchase requirements,
the General Accounting Office is conducting a study of lender compliance and FEMA is
supporting this effort.

Management Challenges

Information Technology Management. Information technology (IT) is vital to
FEMA’s ability to accomplish its mission, but it presents several management challenges.
Increasing connectivity between systems, especially through the Internet, and constantly
changing and evolving technology and communications, while creating new opportunities
for enhancing existing processes, also dramatically increase technology and security
risks.  As a result, FEMA must remain ever vigilant in guarding its systems and data.  In
several audit reports, we have recommended ways to improve FEMA’s information
security processes and controls.  However, it has been difficult for FEMA to obtain
sufficient resources to take corrective action.

Also, technology maintenance, enhancements, and implementations demand resources
and require a sound capital planning and investment process.  We identified weaknesses
in FEMA’s IT capital planning and investment control process.  FEMA revised the
process to help ensure that it is making technology investment decisions that are cost
effective and contribute to accomplishing the agency’s mission.  FEMA also faces
several upcoming technology decisions regarding its financial, property management, and
emergency management systems, making implementation of a good IT capital planning
process critical.

Other challenges FEMA faces include executing its Homeland Security responsibilities
while also managing its existing systems and programs; pursuing an e-government
agenda; implementing significant system and program changes to address the
requirements of the Disaster Mitigation Act of 2000; ensuring privacy of sensitive data;
managing systems effectively in a rapidly changing IT environment with limited
resources; and planning for potential IT human capital issues.  

To help address these challenges, FEMA initiated a major functional and organization
realignment of its IT operations.  The realignment is designed to improve service
delivery, give FEMA better control over its IT investments, and ensure that FEMA’s
program and administrative requirements are consistently fulfilled.  In addition, FEMA is
in the process of reengineering its processes to ensure better control of its IT
environment, and ensure more efficient use of time, funding, and people assigned to IT
activities.  The OIG endorses FEMA’s IT realignment and reengineering initiatives and
plans to work closely with IT managers to improve stewardship of information
technology assets.
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Financial Management. FEMA faces a significant challenge in addressing long-
standing financial management problems and garnering resources to correct them.
FEMA does not have a functioning integrated financial management system and its
system of internal controls has material weaknesses.  For years, these deficiencies have
adversely affected the agency’s ability to record, process, summarize, and report
accurate, reliable, and timely financial data, and have increased the risk that material
errors or irregularities could occur without detection.

Between fiscal years 1992 and 2001, FEMA successfully invested in its disaster
preparedness, response, recovery, and mitigation programs.  However, this was done at
the expense of FEMA’s infrastructure, i.e., human resource management, information
technology management, and financial management.  Due to resource constraints,
policies and strategies for resolving financial management problems and enhancing
financial operations were either ignored or limited to the most fundamental tasks.  As a
result, FEMA’s financial operations continue to deteriorate each year, creating an
unstable financial management environment, and jeopardizing FEMA’s ability to fulfill
its financial management responsibilities in future years.  This is particularly troublesome
in light of the increased responsibilities and associated funding that has been given to the
agency as a result of the events of September 11th.  In order to fulfill these new and
important responsibilities in an effective and efficient manner, it is imperative that FEMA
develop and maintain an enhanced financial management and internal control structure
that includes an integrated accounting system and ensures reliable and timely financial
reporting.

To meet this challenge, and to better support President Bush’s restructuring and
streamlining goals, the Director has transferred engineering, development, and operations
responsibility for FEMA’s Integrated Financial Management Information System to the
Information Technology Services Directorate.  Also, for the first time in ten years, FEMA
is in the process of recruiting for a Chief Financial Officer with extensive financial
management experience.  We believe both of these actions will go a long way in
improving the financial management system and operations of the agency.

Human Capital Management. Maximizing the value of FEMA employees and
increasing organizational performance are significant challenges for FEMA.  FEMA’s
most valuable asset is its human capital.  How FEMA acquires, develops, and deploys its
human capital will determine how effectively its mission will be accomplished.
Developing a human capital strategy will require hard analysis and forward thinking.
Through its strategic planning process, FEMA is working to develop an enterprise-wide
human capital strategy that can be integrated with mission, goals, operational
requirements, and financial resources.  This effort will include workforce planning and
developing initiatives to address imbalances in staff talent and skill requirements.  It will
address the anticipated surge of voluntary retirements over the next three to five years
and the attrition factors that normally impact the stability of the workforce.  FEMA also
performed a workforce analysis for OMB that will serve to drive future management
reform, budgetary planning, and performance goals.  We plan to monitor FEMA’s
commitment and approach to this new challenge.

130 OIG SUMMARY OF MANAGEMENT AND PERFORMANCE CHALLENGES



Grants Management. FEMA awards billions of dollars in grants each year to State and
local governments to administer a myriad of preparedness, mitigation, and response and
recovery projects.  Grants are the primary tool used by FEMA to administer its
emergency management responsibilities.  Although grant funds are spent at the State or
local level, it is ultimately FEMA’s responsibility to ensure that these funds are spent
according to prescribed Federal laws and regulations. Therefore, it is imperative that
FEMA has an effective grants management system in place to fulfill both its program and
fiduciary responsibilities.  This is particularly important to satisfy GPRA requirements.
Not only must FEMA adhere to the procedural and compliance aspects of grants
management, it must also focus on what grantees actually accomplish using FEMA grant
funds.  In order for FEMA to demonstrate its own program efficiency and effectiveness,
it must require grantees to do so as well.  Without requiring more internal accountability
from grantees, FEMA will not have the data to demonstrate that it has met its
programmatic and fiduciary responsibilities. 

Prior to fiscal year 1998, FEMA did not have a grants management structure that was
sufficient to ensure the stewardship of funds that it awards.  FEMA has acknowledged
that major improvements are needed in grants management and has begun an effort to
correct long-standing issues.  For example, improved policy guidance has been written
and distributed to regional offices to clarify and standardize procedures; training and
credentialing are being implemented for grant managers; and grant closeout teams have
been formed to facilitate the timely closeout of grants and to provide technical assistance
to regional office personnel in their closeout efforts.  

There still are, however, significant problems that need to be addressed.  FEMA, through
its 10 regional offices, is responsible for monitoring grant recipients in their use of
Federal funds and enforcing their compliance with Federal regulations.  Historically,
FEMA’s principal problem has been ineffective performance and financial oversight,
which in turn has allowed grant recipients and subgrantees to misuse millions of dollars
in Federal funds. 

We have documented waste and mismanagement at grantee and subgrantee agencies
throughout the country over the past seven years.  For example, between 1993 and 2000,
our audits of disaster assistance grants have questioned the use of funds totaling nearly
$900 million.  In addition, during the past three years, we completed audits in 17 States
covering their management of FEMA disaster grants.  There are a number of grant
management problems that are recurring among the States.  For example, States often do
not monitor and accurately report on subgrantee performance and financial activities,
make payments or closeout projects in a timely manner, and financial status reports filed
with FEMA are often incorrect or untimely.  In addition, States do not always maintain
adequate documentation supporting their share of disaster costs and other financial
requirements.  Although FEMA has been very aggressive to correct the problems that we
have reported, much can be done proactively to prevent these types of problems from
recurring.
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FEMA faces several hurdles in implementing its recent initiatives to improve its grants
management system; in particular, it must resolve issues of staffing.  FEMA needs to
continue to take the initiative to provide technical assistance and guidance to States to
ensure they have reliable disaster grant management systems to safeguard FEMA funds.
This will require resources dedicated to the grants management function.  FEMA will
also have to be persistent in its efforts to ensure that implementation of its recent
initiatives does not lose momentum when the next catastrophic disaster strikes.
Successful implementation will ultimately depend on the continuing support that top
management is now giving to an effective grants management system.

In an effort to further assist FEMA focus its resources and maintain its momentum, we
plan to conduct a comprehensive programmatic audit of FEMA’s management of its
largest grant program, Public Assistance.  This effort combined with our other recent
audit efforts to identify weaknesses in FEMA, State and subgrantee grant management
systems will prove useful in identifying critical issues and recommending corrective
actions that should be taken in order for FEMA to move forward in its efforts to better
safeguard Federal grant funds.

Government Performance and Results Act Implementation. Measuring and reporting
on performance, as required by the Government Performance and Results Act (Results
Act), continues to be a critical challenge for FEMA.  FEMA complied with Results Act
requirements that call for Annual Performance Plans and Report.  However, according to
FEMA and GAO, only some performance goals related to its three strategic goals
outlined in its fiscal year 2000 Annual Performance Report, issued in March 2001.  Our
recently issued audit report on FEMA’s Results Act implementation also identified
additional shortcomings.  While FEMA used accurate and complete data to measure its
performance, FEMA’s top management did not make implementation of the Results Act
a priority and did not always use performance goals and measures as management tools.
FEMA did not always devise measurable annual performance goals that, if accomplished,
would demonstrate progress toward accomplishing strategic goals. In addition, FEMA
did not integrate its budget and performance plan by accurately reporting resources
budgeted and used to accomplish program goals and objectives outlined in its Annual
Performance Plan.  At present, some Results Act performance measures have little impact
on the decisions made by FEMA managers in their allocation of resources or setting of
program and management priorities.  

FEMA has made some progress during fiscal year 2002.  For example, a senior-level
Planning and Budget Council will work to integrate the performance goals and measures
with the agency’s budget.  The OIG is a participant on this Council.  However, more
needs to be done.  For example, the office managing GPRA has been placed at a fairly
low level in the Financial and Acquisition Management Division, while strategic
planning is in the Office of the Director.  This raises concerns about whether GPRA will
get the high-level management attention it deserves – a problem we pointed out in our
audit report.  We plan to continue our efforts to monitor FEMA’s commitment to
implementing GPRA and its use of performance goals as a management tool.  All future
audits of FEMA’s programs will incorporate a review of Results Act compliance.


