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1. urﬁgsei This directive establishes the policy and procedure for
determining position sensitivity and investigative requirements and the
rules for handling and safeguarding classified national security
information as applied to the Office of Surface Mining Reclamation and
Enforcement. In addition, this directive supplements and implements
Executive Order 10450, Security Requirements for Government Employment ;
Executive Order 12356 and Information Security Oversight Office,
Directive No. 1, on National Security Information; Office of Management
and Budget, Circular A-71, Security of Federal Automated Information
Systems; Federal Personnel Manual (FPM) Chapter 732, Personnel Security;
44]1 Departmental Manual (DM) Chapters 1-8, Clearances and Suitability
Investigative Requirements; and, 442 Departmental Manual (DM) Chapters
1-15, National Security Information.

2. Definitions.

a. Accessl Accessibility. The ability and opportunity to obtain
knowledge of classified information. An individual may be considered to
have access just by being in a place where the information is used or

stored if sufficient security measures are not taken to prevent gaining
knowlege of the information. (ref.: 441 DM 2.1)

b. Automatic Data Processing (ADP) Security. Security concerned
with data integrity and protection of information resources from
modification, loss, or destruction. (ref.: 441 DM 2.1)

c. Authorized Persons. Persons who have a need-to-know and have
beéen cleared Tor the receipt of the information. Responsibility for
determining whether an individual's duties require access to classified
infomation and is authorized to receive it, rests with the individual
who has possession, knowledge, or control of the information not with the
recipient. (ref.: 441 DM 2.1)

d. Classified Information. Official information which has been
identified and marked as TOP SECRET, SECRET, or CONFIDENTIAL in the
interest of national security. (ref.: 441 DM 2.1)

e. Clearance (Security). An administrative determination based upon '

the results of an lInvestigation that an individual is trustwortny and may
be granted access to classified information as required in the
performance of assigned duties. (441 DM 2.1)

f. GConfidential. Refers to that national security information or
material] the unauthorized disclosure of which could reasonably be

expected to cause damage to the nationmal security. (ref.: 442 DM 2.1)
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g. Industrial Security. The area of internal security which is
concerned with the protect¥on of classified information in the hands of
United States industry. (ref.: 442 DM 2.1)

h. National Security Information. OData determined to require
protection and preservation of the EIlitary, economic and productive
strength of the United States, including the security of the Government
in domestic and foreign affairs, against or from espionage, sabotage and

subversion, and any and all other illegal acts designed to weaken or
destroy the United States. (ref.: 441 DM 2.1)

i. Need-To-Know. In addition to a security clearance, an individual
must have a need for access to the classified information or material
sought in connection with the perfomance of assigned official duties or
contractual obligations. The determination as to whether access will be
granted lies with the officials(s) having responsibility for the
classified infommation or material. (ref.: 442 DM 2.1)

J. Physical Securit¥. Physical safeguards designed for the
protection and welfare of personnel, facilities, equipment, and
material. These safeguards would include guard service, alam systems,
visitor control, etc. (ref.: 442 DM 2.1)

k. Secret. Refers to that national security information or
material, the unauthorized disclosure of which could reasonably be
expected to cause serious damage to the national security. (ref.: 442
DM 2.1)

it . Safeguarding of information classified TOP SECRET,
SECRET or IDENTIAL against unlawful or unauthorized disseminatlon,
dmlication, or observation. (ref.: 442 DM 2.1)

m. Security Folder. A file of completed security documents not
prescribed for *ncIusIon in the employee's official personnel folder.
These folders are maintained by the security office and access thereto is
in con;onnance with Freedom of Information and Privacy Acts. (ref.: 44l
DM 2.1

n. Top Secret. Refers to that national security information or
material, the unautnorized disclosure of which could reasonably be
expected to cause exceptionally grave damage to the national security.
(ref.: 442 DM 2.1)

0. Unauthorized Person. Any person not authorized to have access to
specific classified information. Regardless of the degree of clearance,
an individual is not authorized access to classified information of any
degree without a demonstrated need-to-know. (ref.: 442 DM 2.1)

3. Policy/Procedures.

a. Security clearances will only be obtained for those employees
whose current position requires one as a condition of effective job

performance.
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b. Responsibilities. (ref.: 44l & 442 DM)

(1) The Director, Office of Surface Mining Reclamation and
Enforcement, has the responsibility for implementing and administering a
security clearance program wherein classified infomation and materials
are safeguarded and in conformance with governing policies, rules, and
regulations. He/she may designate appropriately cleared personnel to
assist in the discharge of these responsibilities. The following
identifications have been made:

(a) The Assistant Director, Budget and Administration has
been designated as the Security Officer to ensure the integrity of
classified informmation and material under his/her jurisdiction and to
assist the Director in the discharge of security responsibilities.

(b) The Personnel Officer has been designated as the
Alternate Security Officer to ensure the integrity of classified
information and material under his/her jurisdiction and to assist the
Security Officer in the discharge of security responsibilities.

1 The Administrative Service Center Chiefs and the
Administrative OffIcers have been designated to assist the Alternate
Security Officer in the procedural aspects of the Program for field
personnel. A list of individuals having security records on file with
the Alternate Security Officer will be sent to the appropriate support
office.

These duties include, but are not limited to
obtaining and submitting to the Alternate Security Officer the following:

a Personnel Security Action Requests and related
investigative paperwork.

b ADP Access Termminations.

¢ Security Termination Statements {(except
Top Secret).

(c) A staff member from the Information Systems Management
Staff has been designated as the ADP Security Officer to ensure the
integrity of classified information and material under his/her
jurisdiction and to assist the Director in the discharge of security
responsibilities.

(d) Officials have the responsibility for the security of
classified infomation to the same degree as for the functional .
responsibility of the organizational unit.

(e) Individuals have a basic responsibility for the
integrity and security of classified information in their possession or
knowledge.



b. Procedures.

(1) How to Determine Position Sensitivity.
In coordination with the Branch of Personnel Services and the
Administrative Service Centers, officials have the responsibility for
ensuring that position sensitivity is properly identified and recorded on
the OF-8, SF-50, and SF-52 for all positions in the Agency. Also, in
coordination with the ADP Security Officer, they have the responsibility
for determmining the ADP access requirements for positions under their
Jurisdiction in accordance with expressed ADP guidelines.

(a) General Definitions of Sensitivity Levels.

1 Special-Sensitive Level 4. Includes any position
determined to be in a Ievel higher than tritical-Sensitive because of (1)
the greater degree of damage that an individual by virtue of occupancy of
the position could effect to the national security, (2) special
requirements concerning the position under any authority other than E.O.
10450 or, (3) a risk imposed in terms of ADP-Computer security above that
at the Critical-Sensitive level.

2 Critical-Sensitive Level 3. Includes positions
involving any of the following:

a Access to Top Secret defense
infomation;

b Development or approval of war plans,
plans or particulars of future or major or special operations of war, or
critical and extremely important items of war;

¢ Development or approval of plans,
policies or programs which affect the overall operations of an agency;
that is, policy-making or policy-detemining positions;

d Investigative duties, the issuance of
personnel security clearances, or duty on personnel security boards; or

e Fiduciary, public contact, or other duties
demanding the highest degree of public trust.

Also, includes positions in which the incumbent is
responsible for the planning, direction and implementation of a computer
security program; has a major responsibility for the direction, planning,
and design of a computer system, including the hardware and software; or,
can access a system during the operation or maintenance in such a way,
that provides a relatively high risk for causing grave damage or
realizing significant personal gain. Such positions may involve:

- Responsibility for the development and
administration of agency computer security programs, and also including
direction and control of risk analysis and/or threat assessment.

- Significant involvement in
life-critical or mission-critical systems.
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- Responsibility for the preparation or
approval of data for input into a system which does not necessarily
involve personal access to the system, but with relatively high risk for
effecting grave damage or realizing significant personal gain.

- Relatively high risk assigrments
associated with or directly involving the accounting, disbursement, or
authorization for disbursement from systems of (1) dollar amounts of $10
million per year or greater, or (2) lesser amounts if the activities of
the individual are not subject to technical review by higher authority at
the Critical-Sensitive level to insure the integrity of the system.

’ - Positions involving major responsibility
for the direction, planning, design, testing, maintenance, operation,
monitoring, and/or management of systems hardware and software.

- Other positions as designated that
involve relatively high risk for effecting grave damage or realizing
significant personal gain.

3 Noncritical-Sensitive Level 2.
Includes positions that involve one of the following:

a Access to Secret or Confidential
national security materials, infommation, etc.

b Duties that may directly or indirectly
adversely affect the overall operations of the agency.

¢ Duties that demand a high degree of
confidence and trust.

Also, include positions in which the incumbent is
responsible for the direction, planning, design, operation, or
maintenance of a computer system, and whose work is technically reviewed
by a higher authority at the Critical-Sensitive level to insure the
integrity of the system. Such positions may involve:

- Responsibility for system design,
operation, testing, maintenance, and/or monitoring that is carried out
under technical review of higher authority at the Critical-Sensitive
level, to insure the integrity of the system. This level includes, but
is not limited to:

. access to and/or processing of
proprietary data, infomation requiring protection under the Privacy Act
of 1974, and Govermment-developed privileged infommation involving the
award of contracts;

+ accounting, disbursement, or
authorization for disbursement from systems of docllar amounts less than
$10 million per year.
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- Otnher positions as designated that
involve a degree of access to a system that creates a significant
potential for damage or personal gain less than that in
Critical-Sensitive positions.

4 Non-Sensitive Level 1. Includes all positions not

falling into one of the above sensitive levels.

. Also, includes all ADP-computer positions
not falling into one of the above sensitive levels.

(b} Coding of Position sénsitivit! on Personnel Documents.

Sensitivity Level Coding*®
Special-Sensitive 4
Critical-Sensitive 3
Noncritical-Sensitive 2
Non-Sensitive 1

*ADP-Computer positions will be identified by the letter
"C" after the above coding.

(2) How to Request Personnel Security Action. Once the
responsible official has made the decision on the posItion
sensitivity/access, the following documentation must be transmitted to
the Alternate Security Officer prior to the appointment or transfer of an

employee into a sensitive position:

(a) One copy of SF-52 for new employees. A memorandum is
acceptable to effect the amendment on the OF-8, SF-50, and SF-52 for
current employees.

(b) One copy of Personnel Security Action Request, Fomm DI
1913. (See Illustration 1) Part I is to be completed by the originating
office. Part II is to be completed by the Division of Perscnnel.

(c) A waiver request, Form DI 1912, (See Illustration 2),
in emergency situations if a noncritical/critical-sensitive position must
be filled by an individual for whom the appropriate investigation has not
been completed. The originating office should provide enough pertinent
information to allow the Alternate Security Officer to complete the
remainder of the form. (ref.: 441 DM 5.1)

Upon completion of the investigation, a
notice will be sent to the requesting official and a copy placed in the
employee's official personnel folder, specifying the type of
investigation, who conducted the investigation, and the date of
completion. (See Illustration 3)

(3) Prior Investigations by Other Federal Government Agencies.
A prior investigation Dy any agency of the era verrment may meet
the investigative requirements of a position, however, this determination
will be made by the Alternate Security Officer. (ref.: 441 DM 5.2)
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(4) Prior Security Clearance. Prior security clearances issued
by other Goverrment agencies autamatIcally terminate when an employee
transfers to another Department. (ref.: 44l DM 5.3)

(5) Intra-Departmental Transfers. When a cleared employee
transfers within the Egpartment of the Interior, the security file will
be transferred to the receiving Security Office where it can be used as

the basis for satisfying suitability and/or clearance requirements.
(ref.: 441 DM 5.4)

(6) Mnen and How to Cancel Investigations. The Alternate
Security Officer should not ately the subject of an
investigation resigns, terminates, or otherwise is no longer being
considered for a clearance in order that appropriate action may be taken
regarding the requested investigation. (ref.: 441 DM 5.9)

c. Investiaative Costs. The cost of investigations other than for
entry level NAC/NACI's are borne Dy the requesting office. (FPM 736,
2-11) Cost for investigation of contractor employees will be borne by
the contracting activity. However, contracting officials should assure
that the requirements are clearly defined in the contractural document to

prevent resistance by contract employees in filling out the necessary
investigative paperwork. (ref.: 441 DM 6.8 & 6.11)

A copy of the current Office of Personnel Management billing
rates for investigative services has been included for budgeting
purposes. (See Illustration 4).

d. Briefiggsloebriefiggs, CEItifications| and Terminations.
. (1) Security Briefing/Debriefing. All presently cleared
personnel and newly cleared emponees pr?or to initial access to

classified information, will be briefeg Dy the Alternate Security Officer
on the contents of Part 442 DM. Following the briefing, the individual
will pe required to complete the Classified Information Nondisclosure
Agreement, Form SF-189, as a prerequisite to access, and will receive a

copy of the directive. (See Illustration 5) (ref.: 442 DM 4.2)

A Security Termination Statement will be obtained by the
appropriate designated responsible official, at the time an employee
termminates, is reassigned, or when clearance is withdrawn for any
reason. This debriefing, which is the explanation of the form, will be
accomplished in the presence of a witness. When the employee has access
to TOP SECRET infomation, an oral debriefing will te administered by the
Alternate Security Officer. (See Illustration &) (ref.: 442 DM 4.3)

(2) Foreign Travel Briefigg/ﬁebriefigg. Foreign Travel
Certification orm 0) W proces through the Department

countries or participants. This Provision exists regardless of whether a
security cleararce is a requirement for the proposed travel. These forms
should be sent to the Alternate Security Officer for routing.
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All employees traveling to Communist controlled countries or
to attend meetings where representatives of Communist countries will
attend must be briefed by the Alternate Security Officer. (See
Illustration 6, Part I) This provision includes travel for official and
personal reasons. Employees traveling on personal business should
contact the Alternate Security Officer at least 10 days prior to
departure to arrange for a briefing. Upon return from travel, required
debriefings will be accomplished by the Alternate Security Officer to

determine whether the employee was subject to any hostile intelligence
efforts. (See Illustration 7, Part II)

Communist countries are: Albania, Bulgaria, Cambodia,
People's Republic of China (Communist China, including Tibet), Cuba,
Czechoslovakia, Communist Korea (North Korea), German Democratic Republic
(German Democratic Republic-East Germany, including the Soviet Sector of
Berlin), Hungary, Laos, Mongolian People's Republic (Outer Mongolia),
Poland, Rumania, Union of Soviet Socialist Republics (U.S.S.R., including
Estonia, Latvia, Lithuania, Kurile Islands and South Sakhalin {Karafuto),
and all ot?er constituent Republics), Vietnam, and Yugoslavia. (ref.:
442 DM 4.4 ‘

(3) Certifications. Clearances are granted only in cases where
originating office specifies that access to classified material will be
required in the performance of the incumbent's duties. In such cases,
the Alternate Security Officer will issue a Certificate of Clearance, DI
1916, upon receipt of a favorable investigation. (See Illustration 8)
(ref.: 441 DM 7.4)

In cases where access to classified material is not required
for sensitive positions, the Alternate Security Officer will issue a
Certification of Favorable Determination for a Noncritical/Critical
Sensitive Position, DI 1917. (See Illustration 9) (ref.: 441 DM 7.4)

Before an employee assumes the duties of a noncritical or
critical sensitive position for which a clearance is not required, he/she
must be briefed by the appointing official regarding the sensitivity and
inherent responsibilities of the position. A briefing statement will be
completed and sent to the Alternate Security Officer for imclusion in the
employee's security folder. (See Illustration 10) (ref.: 441 DM 7.6)

ADP positions not requiring access to classified information
will receive a certification of ADP access. (See Illustration 11)
(ref.: 441 DM 7.4)

(4) ACP Access Termmination. An ADP Access Termination
Statement, DI-1915, will be obtained by the appropriate designated
responsible official, at the time an employee terminates employment;
transfers to a position wherein ADP access is not required; departs on
leave of absence in excess of one year; or transfers to another agency.
(See Illustration 12) (ref.: 441 DM 6.9)
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e. Maintenance and Disposal of Security Records. Security folders
will contain a copy of every action affecting the status of an
individual's security clearance or suitability adjudication. The minimum
documentation maintained will be as follows (ref.: 441 DM 5.8):

(1) SF-52 showing designation of position sensitivity.
(2} A completed copy of Form DI 1913 and 1912, if appropriate.

(3) Copies of all personal history forms with the expection of
the SF-87, Fingerprint Card.

(4) Copy of OPM Form 1474, Agency Request for Reimbursable OPM
Personnel Investigation.

(5) Stamped copies of tne SF-85 and SF-171 for
Noncritical-Sensitive Positions or OPI 79A, Agency Adjudicative Action of
Personnel Investigations Material after investigations have been
processed.

(6) Signed SF-18% for individuals possessing security clearances.

(7) A copy of the ADP Access Authorization.

Security records maintained by the Security Office will be

disposed of in accordance with Schedule 18 of the General Records
Schedule, as follows:

Personnel security clearance case files and related indices will
be destroyed upon notification of death or not later than five years
after separation, termination, or expiration of contract relationship.

Lists or rosters showing current security clearance status of
individuals will be destroyed when superseded or obsolete.

4. Reporting Requirements. As specified in the Federal Personnel Manual
and the Departmental Manual.

5. PReferences. Relevant sections of the Federal Personnel Manual,
Departmental Manual, and General Records Schedules.

6. Effect on Other Documents. Supersedes PER 13, Transmittal No. 229,
dated August 8, 1984.

7. Effective Date. Upon issuance.

8. Llontact. Alternate Security Officer, (202) or FTS 343-4665.



ILLUSTRATION 1

U.S. DEPARTMENT OF THE INTERIOR
PERSONNEL SECURITY ACTION REQUEST

PART 1 - ORIGINATING OFFICE

andidate’s Nage Date of Birth ‘r‘hc_e of Birth
osition Title and Grade E.0.D. Date Account Number
reau/Office Duty Location Status (Check One)

I_| applicant || Zaployee

OSITION SENSITIVITY/ACCESS REQUIREMENTS:
ERITICAL—SENSITIVE ZChe& Appropriate Block(a))
Access to TOP SECRET national security information and/or sensitive compartmented information.
Investigative and/or supervisory lav enforcement duties, security officers, and/or personnel
__security specialists.
Fiducfsry, public contact, or other duties demanding & high degree of public truat.
Foreign assignoents in excess of 1 aYS.
Fositions designated as ADP-1.%(See 441 DM 6, Appendix 1.) -
Ioplementing foreign policy objectives and/or protecting sgainst forelgn a ression.
Protecting against internal subversion, sspionage, sabotage, or other acts whic threaten publie
safety or U.S. intemnal security. M
Participation in negotiations with foreign re resentatives on matters having internations) fwpact,
Development or approval of plans, policies, or programs which affect the overall operations of an

agency; that is policy making or ;olicy-deteminiﬂ_goutionl.
Other, explain.

ONCRITICAL-SENSITIVE (Check Appropriate Bilock(s))

Access to SECRET or CONFIDENTIAL national sscurity information.

A foreign ascignment of 130 days or less duration,

Mail room employees and messengers epecifically desi ated to carry classified material,
ﬁon-cupervhory law enforcement and/or mon supervisory fiduciary positicns.

Positions designated as ADP-11.*

Other, explain. :

ﬁ.tc of Request Requesting Office Signature of Requesting Official

PART I1 - PERSONNEL OFFICE
To transmit investigative papers or information to personnel security office.

DATA ON PREVIOUS INVESTIGATION FAPERS SUBMITIED FOR NEW INVESTIGATION

NACI Investigation. OPM Stamp on Ezployment Mone. Ko break in service of ovar one year

Application ("X One and Complete) since prior investigation. SF 171 or
Processed Under Section | Date: Persons] Mistory Statepent attached.
3(a) of E,0. 10450 PAPERS POR BACKGROUND INVESTIGATION
Resulta of Investigation| Date: ‘ ATTACHED (Three ST 86, one SF 87, OPM
under Section 3{a) of Document 14, OPM 329, 329 A, B, end C.)
E.0. 10450 furnished PAPERS FOR MONCRITICAL-SENSITIVE NACI
Regquesting %ng ATTACHED. (SF 85 set, SF 87, OPM Document 14,

Full Field or Other Background Investigstion two SP-171.)

{Specify) _ OTHER ATTACHMENTS (List}

Completad by: Date:

RO EVIDENCE OF INVESTIGATION - Request for

Waiver Attached

Other Investigative/Clearance Information:

TE PERSONNEL OFFICE SIGRATURE OF PERSONNEL OFFICIAL

*NOTE: ErrecTIVE 1/6/84 ADP I = 3 anp ADP I] = 2.

DI 1913
(5/83)



441 DM 6
Appendix 1

Guidelines for Designating ADP Cstegories for Positions Associated

with Federal Computer Systems

L S

This document provides specific criteria and amplifying guidance for
determining the category of each position assoclated with Department

computer systems.

Criteria for Desigggtin_Positions

Three categories have been established for designating computer and computer—

related positions

-- ADP-1, ADP-II, and ADP-III. Specific criteria for

assigning positions to one of these categories are as follows:

Categogx
4B P~} -

ADP 3

{eff.: 1/6/84)

1/23/84 #2546

Criteria

Responsibility for the development a&nd administration

of agency computer security programs, and also including
direction and control of risk analysis and/or threat
assessment.

Significant involvement in life-critical or mission~
critical systems.

Responsibility for the preparation or approval of data for
input into a system which does not necessarily involve
personal access to the system, but with relatively high
risk for effecting grave damage or realizing significant
personal gain.

Relatively high risk assignments associated with or
directly involving the accounting, disbursement, or
suthorization for disbursement from systems of (1) dollar
anounts of $10 million per year or greater, or (2) lesser
amounts if the activities of the individuals are not
subject to technital review by higher asuthority in the
ADP-1 category to ensure the integrity of the systen.

Positions involving major responsibility for the direction,
planning, design, testing, maintenance, operation, monitor-
ing, and/or management of systems hardware and software,

Other positions as designated by the agency head that
involve relatively high risk for effecting grave damage
or realizing significant personal gain.

Replaces 5/29/B0 #2267
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_ Appendix 1
_2_‘
ADF=s - Responsibility fcr systems design, operation, testing,
ADP 2 waintenance, and/or monitoring that is carried out under

technical review of higher authority in the ADP-I1 cate-

(eff.: 1/6/34)gory, to ensure the integrity of the system. This cate-
gory includes, but is not limited to:

(1) access to and/or processing of proprietary data,
information requiring protection under the Privacy
Act of 1974, and Government-developed privileged
information involving the award of contracts;

(2) accounting, disbursement, or authorization for dis-
bursement fron systems of dollar amouits less than
$10 million per year.

- Other positions as designated by the agency head that

involve a degree of access to a system that creates a

significant potential for damage or personal gain less

than that in ADP-1 positions,

P31 = All other positions involved in Federal computer activities,

ADP 1 (eff.: 1/6/84)
Guidelines for Applying Criteria to Specific Positions

In determining category levels for Federal computer positions, heads of bureaus
and offices should consider not only the specific requirements of the position
but also the relationship of those requirements to the informational systenm
that the pcsition services. For exanmple, information that is not in itself
highly sensitive nay in combination with similar, low sensitive data, produce
a highly sensitive system, A position, which involves limited access to and
use of selected systems data for specific purposes during limited periods of
time in a controlled situation, may be considered for a lower ADP category.
Such positions might have less potential for hamm than a position associated
with the system's design, operation or maintenance involving access to or
control of large amounts of data in the system vhich, in combination, may be
extrepely critical to life or mission.

Application of the criteria for designating category levels of individual
positions nornally does not fit a precise formula. A determination must bde
made on the basis of judgment, considering numerous factors, including, but
not necessarily limited to:

1/23/84 #2546
Replaves 3/29/80 #2267
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- the degree of supervision or review afforded the occupant of the
position; .

= the extent of security and protective measures in effect;
= the nature of the data being processed;

= the degree to which the data being processed is accessible by the
individual through outside terminals;

= the extent to which responsibility for violations or attempted violation
of computer systems security can be established;

= the extent to which the activities associated with the position are
performed in isolation from concurrent processes; and

- the degree of accessibility to other data in a system through intrusion
by telecommunications or time sharing,

Based upon these and other considerations, agencies should define determinants
such as "significant involvement,” “grave damage,” and "significant personal
gain” in terms of the individual bureau or office mission and the relarive
risks associated with the particular system or systems involved. On a con-
tinuing basis, an assessment of all category designations should be made to
identify any changes in the dats available or the duties and responsibilities
of the position that would cause the position to be placed in a higher or
lower category level.

Screening Persone for Assignment to ADP-I, ADP-II, and ADP-II] Positions

Heads of bureaus and offices are responsible for developing criteria for
screening persons for assignment to ADP-I, ADP-II, and ADP-III positions.
Office of Personnel Management suitabllity guidelines in Federal Personnel
Manual Supplement 731-1 and the guidelines in Executive Order 10450 may

be used in develeoping this criteria. Bureaus and offices should also
congider any other factors which have a bearing on the person's trust-
wvorthiness., Individual agency criteria for Federal civilian competitive
service positions may also be used for any other personnel associated
with Federal conmputer systems. ’

1723.85 =2546
Replaces 5/29/80 #2267



UNITED STATES
DEPARTMENT OF THE INTERIOR ILLUSTRATION 2

Memorandum
To: Departmental Security Officer
Through: Bureau Persocnnel Officer

Fron: Bead of Bureau or Office

Subject: Request for Waiver of Preappointment Investigetive Roquirements

In accordance with the provisions of section 3b of Emscutive Order 10450, it 1s Toquasted
that preappointmsnt investigative requirements be waived for the following individual:

Name :
Organization:
Current DOl Security Clearance:
Proposed Position Title:
Impediate Supervisor:
Proposed EOD (date):

A waiver of preappointment investigative requirements is necessary because:

If approved, I will ensure that the individual will not have access to any classified information
prior to the granting of a security clearance, or will have access only to the level of his/her
current DOI clearance. Forms required for the investigation wers subeitted to

on .. tSecurity Officer)
{Date)

1 certify that this request is urgent, is in the national interest, and recommend approval,

(Head of Bureau or Office) {Date)

Bssed on my review of the individual's previous employment record snd knowledge of this candidate's
background, there appears to be no derogatory information which would preclude employment in a
sensitive position pending completion of the required investigation.

(Bureau Personnel Officer) (Date)

RECOMMEND APPROVAL:

{Department Security Officer) . (Date)
APPROVED: _ _
Assistant Becretary ~ Policy, Budget and (Date)
Aduinistration

Original: Employee's OPF :
ce: Employee's Security Pile
Appropriate Hesdquarter's Official
Director of Personnel DI-1912
Departmental Security Officer (5/83)



ILLUSTRATION 3

United States Department of the Interior
OFFICE OF SURFACE MINING
Reclamation and Enforcement
WASHINGTON, D.C. 20240

Memorandum

To:

From: Alternate Security Officer
Subject:  Security Notice

This is to advise that subject has been favorably processed under E.C.
10450, conducted by the

and the appropriate security
Clearance has Deen granted. SJbject's security folder with all
supporting documents is maintained by this office.

This notice will be placed in the Official Personnel File

of ; . Upon change in his/her.
employment status, i.e., resignation, transfer to another department,
etc., please contact this office so that the necessary paperwork can be
processed.

If further information is needed, please telephone me or Peggy Moran,
Program Specialist, on (202) or FTS 343-4665.

Ann L. Chapman



ILLUSTRATION 4
Attachment to FPM Bulletin 736- 13

BILLING RATES EFFECTIVE 8/1/86

. 35 Days|75 Days|[120 Day
Type of Investigation Service|Service|Service

Cs - (Credit Search) [ - -
BAC - (National Agency Check) § 8 - - .
NACSC - (National Agency Check & Credit) 5 14 - -

NACI - (National Agency Check & Inquiries)
(35 Days/Sensitive & 75 Days/Non~Sens) $ 14 |s 14 -

NACIC - (National Agency Check, Inquiries, and
Credit) (35 Days/Sens & 75 Davs/Non-Sen){§ 20 ($ 20 -

PRI - (Periodic Reinvestigation) - - § 75 |
MBI - (Minimum Background Investigation) - - $ 100
UDI - (Update Investigation) 13-36 months = - § 50
UDI - (Update Investigation) 37-60 months - - $ 75
RSI - {(Reimbursabjle Suitability Investigation) - - § 400
LBI - (Limited Background Investigation) [s1,100 |$ 800 |$ 650 |
UGI - UDI (Upgrade and Update Investigations)
From 13-36 months $ 550 |$ 400 {8 325
From 37-60 months § 825 |S 600 |S 500
Bl - (Background Investigation) }$1,900 |$1,600 ]§1,450 |
UGI - UDI (Upgrade and Updste Investigations)
From 13-36 months $ 950 |[$ 800 |s 725
From 37-60 months $1,425 |S1,200 [%51,100
SBI - (Special Background Investigation) J$2,125 51,825 |$1,675 |
UGY - UD] (Upgrade and Update Investigations)
From 13-36 months $§1,075 [ 925 Is 850
From 37-60 months $1,600 [51,375 [§1,250

Note: UGI are from level below (i.e., LBI from MBI, BI from LBI,
SBI from BI). UGI and UDI are based on a percentage of basic case
price {i.e., 50% from 13~36 months and 75X from 37-60 months)

w5, COVERNALNT PRINTING DFFICL :1986-490-577.2439



ILLUSTRATION 5

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

An Agreement Betwesn and the United States

Name - Printef o Typed]

1. inmending 1o be legelly bound, | hereby sccept the abligations contmined in this Agresmant in considerstion of mw being granted atoum 1o ciamsitied
information. As used in this 1, classified information is information that i sither clamified or clamsitisble under the standerds of Emscutive Order
12358 or under sny other Exscutive Order or situm that prohibits the unsuthorized disciasure of informetion in the inwren of netions! wecurity. |
undersanc and Bocept that by being granmd actess 10 clamified informetion, spaciel confidencs enc trust shell ba placed in Me by the Uniwd Sotes
Governmant.

ion

2. | harebymacknowlecige that | have recsivd & mcurity indocTrinatior conearning the neture snd protection of clamified information, incluiing the pro-
ceduves to De followsd in secertaining whather othar Dersons 1o whon | conmempiets disciosing this informetion have been approved for sccess to it, and
that | undersiand thass proosdures.

3. | have been sdvised and sm sware that dirsct or indirect uneuthorized disclosurs, unsuthorized retention, or negligent handiing of clamsified informa.
tion by me could cause irreparsbie injury 10 the United Staws or could be used to schantage by 8 foreign netion. | hersby agree that | will never divuige
such information uniess | have officislly verifiec that the recipient has besn prooerly suthorized by the United Stams Government 1o receive it or | heve
been given Prior written notice of suthorization from the United Swtes Government Deperiment or Agency (hersinstwr Depertment or Agancy! last
grenting me » mcutity clearsnce thet such disclosure is permitted | further understand that | am obligessd 10 comply with isws and reguistions that
prohibit the unauthorized disclosure of classitied information.

4 | have been advised and am aware that any breach Of this Agraement may result in the wrmination of sny security clearances | hold, removal from eny
position of specisl confidence anc trust requiring such clsarances; snd the mrminstion of my employment or other relstionships with the Departments or
Agencies thst Grantec My security clesrAnce of clearsnces. In sddition, ! have besn advised Bnd sm sware tnat any unsuthorized disclosure of classifiec
information by me may constitute 8 violstion or violations of United Staws crimina! lews, including the provisions of Sactiors 641, 793, 704, 798, enc
P52, Title 15, L'~'ted States Code, the provisions of Saction 783(p), Titie 50, Uniwd Stetes Code, snd the provisions of the Inwiligence Identities Protec-
“?,." £z of 19B2. 1 recopnize That nothing in this Agreement constitums 8 weiver by the Unitsd Stives of the right to promscus me for sny ststutory
vioistion.

S. | hereby amign 10 the United States Government all royalties, remunerstions, and moluments thet have rsulted, will result or mey resuit from sny
disclosure, pubiication. O revelation NOT consistent with the tarms of this Agresment.

& 1 underswnd that the United States Government may seek sny remady sveilable to it to snforce this Agresment including, but not limiwd 10, applics-
tion for s count oroer prohibiting disclosure of intformation in bresch of this Agresment.

7. 1 understand that all information 10 which | may abtein sccess by signing this Agresment is now snd will forsver remain the property of the Uniwd
States Government. | do nOt now, NOT will | ever, possrl any fight, inwerest titie, Or claim whatsosver 1 such information. | agree thet | shall return all
materintc which hgve, o may have. come into ry Possession or for whict. | am responsidie becsuse of such sccess, upon demand by an puthorized repre-
matative of the United States Government or upon the conclusion of my empioyment or other mlstionship with the Department or Agancy that lant
Grantec me 8 security clearance. If { 8o NoT FETUFR suCh MATETisls LPON FEQUEST, | UNSETITENG thet this Mey be 8 violation of Section 793, Title 18, Unitec
Swtes Code, 8 Unimd Staves criminal taw,

B. Uniess and unti! | am releassd in writing by sn suthorized repressntative of the Uniwd Sttes Government, | understand that all conditions and oblige-
1ions imposed UDON Me By this Agresment spely during the time | sm grented access 1o clamified information, end stall times therestter,

@ Escn provision of this Agreement is ssverable. 11 8 count should find sny provision of this Agresmant to be unenforcesble, sil other provisions of this
Agreemant shail remain in ful! force sng stfect.

10. | have read this Agresment caretully snd my questions. if eny, have besn snswered to my mtisfection, | acknowiedge That the bristing officer has
made svailable 10 e Sections 641, 703, 794, 798 snat P52 of Title 18, United Suws Code, Section 783(b} of Titie 50, Uniwd Swtes Code, the Inmili-
gence dentities Protsction Act of 1982, snd Executive Order 12356, 50 that | may read them st this time, if | g0 chooss.

11. | make this Agreement without mental MEEIFVETIOn Of DUrDOEs of svesion.

TIGNATURE DA

N ION

The execution of this Agreement was witnessed by the undersigned, who, on behalf of the United States Govern-
ment, agreed 1o its terms and accepted it as a prior condition of authorizing access to classified information.

WITNESS AND ACCEPTANCE:
TGNATORE BATE

SREANIZATION

NOTICE: The Privacy Act, § LU.5.C. 5522, reQuires that fecersl agencies inform indivigustis, 8t the thne Intformation is selicited from them, whethat tha

disciosura is mnc.lo’;y of voluntary. DY whal suthority such Information iy solicited, snd what usss will be mace of the information. You are hereby

advised 1Na1 puthority for soliciting your Social Security Agcount Nu {SEN) i Executive Order 9397, Your 35N will be used igentHy you pre-

clssly whan It Is necessary 10 1) certify that you have access to the information indicated sbove or 2] detarming that your access to the In rmgtion

'."-1""“ has rminates. AIthoush Qe cture o7 your SSN i Nt menaatory, your faliure 0 00 30 may Impene the Broessting of such cartifications or
erminations,

STANDARD FORM 109 (3-83)
Psertent by G6ATI00
23CHR 2003, L.O. Y238



ILLUSTRATION 6

DEPARTMENT OF THE INTERIOR
SECURITY TERMINATION STATEMENT

TYPED OR PRINTED NAME TYPE CLEARANCE BUREAU/OFFICE
SOCIAL SECURITY NUMBER DATE AND PLACE OF BIRTH

I am 2vare that the authorization for my access to classified informstion
is hereby terminsted. I am informed of my continuing responsibility for
safeguarding the knowledge of classified information which I have gained
during oy employment. In fulfillment of this obligation, I certify that:

l. T do not have in my possession or control any document or material
of a classified nature.

2, 1 will not knowingly or willfully divulge, reveal, or transmit
classified information orally or in writing or by any other means,
to any unauthorized person or agency.

3. I have read the provisions of the appropriate espionage laws, and
other Federal statutes. I understand that any unsuthorized
disclosure of information affecting the national defense is
prohibited and punighable by law.

4. T will report to the Federal Bureau of Investigation, to a
Security Officer of the Department of the Interior, or to a Security
Officer of a U.S. Embassy or Consulate, without delay, any incident
wherein an attempt is made by an unauthorized person to solicit or
obtain classified information.

5. I, have, have not (strike out inappropriate word or words) received
an oral security debriefing.

‘SIGNATURE DATE
TYPED OR PRINIED NAME OF DEBRIEFER SIGNATURE OF DEBRIEFER

PRIVACY ACT NOTICE: In compliance with the Privacy Act of 1974, the following
information is provided: Solicitation of the information requested on this
form is authorized under Executive Order 12356. The purpose of this information
is to confirm that the employee has received a security debriefing. Routine

use of this information may be by Federal, State and local agencies when
relevant to security investigations snd/or violations. Refusal to provide the
requested information may result in appropriate sdministrative sction and/or
unauthorized exit clearance.

DI 1910
June 83



ILLUSTRATION 7

Ml Name of Traveler:
Date and Place of Birth:
Clearance 3tatus:

Brief description of projects and classification of informstion to which access was
provided during the pasi two years:

Countries to be visited and inclusive dates of travel:

I certify that I have been given a defensive security briefing relative to my proposed
travel to or through the above listed countries, and understand my responsibility for
safeguarding information incident to my foreign travel.

{S8ignature of Traveler) (Signature of Security Officer)
Date:

= DEBR NG STA'
Date:

Narrative statement of the circumstances surrounding hostile intelligence efforts to
obtain information or to campromise the traveler, or any endeavor to establish a con-
tinuing relationsnip. (If none, so state.)

(If necessary, continue on reverse side.)

(Signatare of Traveler) (Signature of Debriefing Official)

ERIVACY ACT NOTICE: In compliance with the Privacy Act of 1974, the following information
is provided: Solicitation of the information requested on this form is authorized under

Ezecutive Order 12356, The purpose of this information is to confirm that the smployes nas
received a security briefing before foreign travel and debriefing after return from foreigm

travel. Routine use of this information may be by Federal, State and local agencies when
relevant to security investigations and/or viclations. Refusal to provide the raguested
information will result in danial of the requested travel authorizstion,

pI 1911 (June 83)
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ILLUSTRATION 8

U.S5. DEPARTMENT OF THE INTERIQOR

Memorandum

To:

From:

Subject: Certification of Security Clearance of
NAME:
S8N:

This is to certify that a security clearance for access to classified
information or material up to and including has
been granted, this date, to the above-named employee. The employee
was briefed on his/her responsibilities 1d'safeguarding classified
documents, as specified in 442 DM 1-15.

This action was based on a favorable investigation conducted by an
authorized investigative element of the U.S. Government. The information
contained in their report indicates that the employment of this individual
in a sensitive pogition 1s clearly consistent with the interests of
national security as defined in E.O. 10450.

When access to classified information or material is no longer required,
whether due to a "need to know” or termination of employment, this
office must be notified in order to insure that the employee concerned
completes a Security Termination Statement and that his/her clearance
is terminated.

This notice of clearance is not to be furnished to the individual
concerned, but is to be retained on file by his/her sup~rvisor at the
office of assignment.

DI 1916
Sept. 83



ILLUSTRATION 9

U.5. DEPARTMENT OF THE INTERIOR

Memcrandum
To:
From:

Subject: Certification of Favorable Determination for a
Noncritical/Critical Sensitive Position

Name:
SSN:

Based on a favorable i » conducted by
on s+ the appointment
of the above-named individual to a noncritical/critical-
sensitive position is clearly consistent with the interests of the
national security as defined in Executive Order 10450.

The supervisor must advise the recipient of his/her responsibilities
pertaining to the position to which assigned. The recipient should
certify acknowledgement of these instructions and return the certification
to this office.

This certification is not to be construed as a security clearance for
access to classified information. If the need for a security clearance
should arise, a written justification should be submitted to this
office.

cc: Official Personnel Folder

DI 1917
Sept- 83



ILLUSTRATION 10

United States Department of the Interior
OFFICE OF SURFACE MINING
Reclamation and Eaforcement
WASHINGTON, D.C. 20240

Memorandum
To: Alternate Security Officer
From:
Subject: Certification of Briefing for a Sensitive
Position
1 certify that I have been advised of and pndetstand the
responsibilities pertaining to the noncritical-sensitive/
critical-sensitive position to which 1 have been assigned; and

that I will perform my duties in a responsible manner, adhering

to standards.

Signature of Employee Date



ILLUSTRATION 11

United States Department of the Interior
OFFICE OF SURFACE MINING
Reclamation and Enforcement
WASHINGTON, D.C. 20240

Memorandum
To:
From: Alternate Security Officer

Subject: .. = ADP Access Authorization

The investigative requirements for ADP positions established by
44]1 DM & have been accomplished. Based upon the information
available, this individual's employment in the ADP position
indicated below is consistent with the criteria established by
FPM Chapter 732-9. This is not to be construed as a security

clearance for access to classified information.
/—/ ADP-& (Special-Sensitive)
/7 ADP-3 (Critical-Sensitive)
/_/ ADP-2 (Nonsensitive-Critical)
/_/ ADP-1 (Non-Sensitive)
cc: Employee |

Employee's OPF
Employee's Security File



ILLUSTRATION 12

DEPARTMENT OF THE INTERJOR
ADP ACCESS TERMINATION STATEMENT

NAME ; SSNa:

BUREAU/OFFICE LEVEL OF ACCESS:

I sx avars that by my signature below, I certify ttat the authorization for
ay access to ADF programs of the Department of the Interior is terminated.
1 am avars of my continuing respousibility for safeguarding the knowvledge
of ADP programs gained during my employment at the Department of the
Intarier.

TICRATURE OF EMPLOYEE

SIGNATURE OF WITNESS

DATE

Note: Complete this certification and return to the security office of
record for ADP access authorizacion.

PRIVACY ACT NOTICE: In compliance with the Privacy Act of 1974, the
following informstion is provided: Solicitation of the information requested
on this form is authorized under Exscutive Order 10450, The purpose of

this informstion is to confirm that the amployes has been terminated from
his/her access to Department of the Interior ADP programs. Routine use

of this ioformation may be by Fedaral, State and local agencies when
relevant to security investigations and/or violations. Refusal to provide
the requested information say resulr in sppropriate administrative action
and/or unauthorized exit clearancs.

DI 1915
Sept. 83



