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1. Purpoge.

Thig ditrective defines policles, assigns responaibiiities, and
prescribes procedures for the management of the Office of Surface
Mining Reclamation and Enforcemeat (OSMRE) Information Resources
Security Program. The purpose of the program is to protect the
Bureau's information resocurces against loss, theft, natural
disasters such am fire or flood, improper use, unauthorized sccess
or disclosure, alteration, manipulation, violations of
confidentiality, physical abuse, or unlawful destruction. The
program assures that sdequate measures sre established to ensure an
approptiate level of protection for the information tresources under
OSMRE ‘s authority. The program complies with all Federal policles,
procedures, and standards governing information resources specurlty.
The provigions of this directive:

a. Combine all the requirements and responsibilities for manual
and sutomated information resources securfty into ane directive; and
astablish responsibilities and procedures for the development,
adminigtration and maintenance of an information resources security
program for OSMRE.

B. Apply to all Burean divisions and officea, and their
employees; and to the personnel and facilitfes of contractors
providing informstion resources support to the Bureau.

¢. GCouncern non-national security information.

d. Pertain but are not limited to the following:

(1) Informationm crested, tranemitted, stored, processed ot
disseminated in any media form {e.g., magnetic tape, microfilm,
paper documents).

¢2) Information in eny forn when used &8 input to or
retrieval from an information system.

(3) Information technology facilities umed in the
colleetion, processing, storage, communication, and retrieval of
information.

{4) Other technical systems, such as supervimory procesg
conttol systems (except those identified in the Department of
Defenmea Authorization Act of 1982).
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(5) The processes, procedures, and softwsre Iinvolved in any
of the above sctivities,

2. Definitiona.

a. Informat{ion., Any commanication or reception of knowledge
guch as facts, data, or opinions, Including numerical, graphic, or
nartative forms, whether oral or maintained in media, such as
computerized data bases, paper, microform, or magnetic tape.

b. Information Rescurcea. Information and the permonnel,
monetary and technological elements invelved in its ereatioum,
callaction, storage, use, and diasseminaticn.

c. Information Resources Security. The management controle and
safeguards designed to protect information resources and ensure Lhe
continued performance of governmental activities duriog emergency
gituations.

d. Informatiou System. The organized collection, procesaing,
transmission, and dissemination of Informstien in sccordance with
defined procedures, whether automated or manual.

e. Information Techunology Facility. An area containing the
technological resources used to collect, procesa, store, tranamlt,
disseminate, andfor retrieve information in the form or format
needed. Technological resources consigt of large, medium and small
data processing syatems {including mainframe, min{ and micro
computers); peripheral and storage unita; office automation
equipment {e.g., word processors, coplers}; telecommunications
equipment (i.e., switches, natworks); and the asecciated saftware
for theme types af equipment.

f. Information Technology Installation. One or more
informatIon technology facilities within close physical proximity
which, from a management viewpoint, are loglcally congidared 2
aingle entity.

g. Data. A representation of facts, concepts, or instructions
in a formalized manner suitable for communication, Interpretakiom,
or processing by humen or autcmated means.

h. Data Base. A collection of data fundamental to a system or
an enterprise.

i. UDats Base Administrator. An individoal whope prime
responaibllity Is to deaign and manage data base applications.

. Sensitive Information/Data. Information or data that
require protection due to the riak and magnitude of loss or harm
which would result from inadvertent or deliberate disclosure,
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alterstion or destructipon. The term includes information or data
whose improper use or disclosure could adversaly affect the ability
of an agency to accomplish its mission, proprietary data, racords
about individuals requiring protection under the PFrivacy Act, and
data not relsasable under the Freedom of Informatiom Act.

k. Sensitive Computer Application. A computer system which
processes seusitive data, or, which requires a degree of protection
due to the magnitude of loss risk or harm which could regult from
inadvertent or maliclous manipulation of the application.

1. ZRecords. All written, machine readabls, audiovieual end
othet documentatry materfals, regardless of physical form or
characterigtics, made or received by the Bureau in pursuance of
Federal laws or in coanection with the transaction of public
business and preserved, ovr appropriate for praservation as evidence
of the otganfization, functions, policier, decisions, procedureas,
operations, or other activitles, or because of the informational
value of the recorded dara.

m. System of Records. As defined by the Privacy Act of 1974:
"A group of any records under the control of any Agency frem which
information is retrieved by the name of an individual or by some
identifying number, aymbol, or other identifying particular sgaigned
to the individual”.

n. Vital Records. Those records or Information deemed
necessary to ensure continuity of msaentizl governmental activities
during and following natlional emergency conditions, and aleo those
records essential to the protection of the righta and Intevests of
the Bureau and of the individuals for whose rights and Interests it
has responsibility.

0. System Ovmers. The individuals reaponsible for the
acquisition or development and/or the primary user of microcomputer
gystems, office automation systems, application systems, data bases
and/or manual ioformation systema.

p. PRisk Analysis. The process used to eatablish the value of
agsets, review potentlal threats to those assets, and determine the
cost of reagonable safeguarde to protect them from damage or loss.

q. Contiouity of Operations FPlan (COCE). A plan teo ensure
support to usere of Iinformation syetema during lnterruptions,
emergencies, and diaasters.

3. Policy/Procedures.

a. Responeibilities. All personnel associated wich the
transmission, handiing, and dissemination of information or data
ghare responaibility in ite protection. The specific
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responsibilities assigned Bureau employees and custodians sre listed
below.

(1} The Director, OSMRE is responsible for premoting an
attitude of concern Ior security among Bureau employ=ea. Tha
Director is responsible for establishing and ilmplementing an
effective information rescurces gecurity program that conforms to
Federal and Departmental regulations.

{2} The Asslstant Diraector Information Systems Management
13 responsible for overseeing OSMRE's compliance with Federal amd
Departiental policies, guidelines and regulations pertaining te
information rescurces security. He/she is responsible for
appointing a Bureau Information Resources Security Adminiatrator
{BIRSA) and alternate to coordinate the mansgement of OSMRE's
informetion resources gecurlty program. The BIRSA position muet be
at an organizational level commenmurate with the responsibility
assigned and must be delegated sufficient authority to exercise this
responsibi1lity. Both the BIRSA and alternate must be knowledgeable
in informaticn technoleogy and security matters snd be Departmental
employees unless a waiver Ia granted by the Departmental Information
Resources Security Administracor.

(3) The Asaistant Director Budget and Adminiatration ia
responsible for overseeing OSMRE'a compl{ence with Federal and
Departmental policiee, guidellines and regulstions pertaining to
physical, persomnel, and information/document security programs.

The Burean Securlty Officer, Becords Management Officer, and Privacy
Act Officer have specific responsibilities for the performance of
thasa functions.

{4) All Headquarters and Fileld Assistant Directors, are
respensible for appolnting an Inekallation Information Security
0fficer ¢(IIRSD) and elternate, and for designating resource managers
and gystem owners for facilities and systems under their
jurisdiction. The IIRS0 and alternate must be knowledgeable in
information technology and gsecurlty matters and be Departmental

employees, unless a walver ie granted by the Departmental
Information Resources Security Administrator.

{5) The Bureau Information Resources Security Administrator
(BIRSA) {e responsible for aduiniatering the information resources
securlty program, coordinating all Bureau activities designed to
protect information resources, promoting security awareness, and
reporting on the effectiveness of these activities to Bureau and
Departmental management. The BIRSA will consult with all Buresu
offictale having security vesponaibility (e.g., the Bureau Security
Officer, the Records Management {fficer, system owners) to ansure
that information resources are adequately eafeguarded throughout the
Bureau. The responsibility assigned the BIRSA does not supetsede or
replace the security respongibilities previously aasigned any other
Bureau official.



£6) The Installztion Informstion Resgurces Security
Officar (IIRS0O) ia responsible for coordinating all activities
telated to the management of an installatien's information regources
security program, and for providing technical zssistance to
installation management about security requirements.

(7 The Buteau Security Officer 18 responsible for
implementing the Departmental policles regarding physical, peraocnnel
and Iinformation/document security for OSMRE. This involves
conducting perlodic reviews of gites to ensure the adequacy of their
phyaical secutity, safepuarding national security Information,
investigating securicy incildents, ensuring appropriate sensitivity
clasgifications for all positions using ADP, and {nitiating
appropriate personnel background investigatioms. All plane
affecting physlcel security reguire the approval of the Burean
Secutity Officer. All ADP enforcement issues will be processed
through the Bureau Security Officer.

(8) The Records Management Officer is regponsible for
ensuting Bureau compliance with tegulatione issued by the National
Archives and Records Administration and the General Services
Administration governing the creation, maintenance, and dispossl of
records, regardlesa of thelr phyaical form. Thia reaponsibility
includes automated zg well as menual records.

(%) The Privacy Act Officer Is reaponsible for the
development and implementation of programs Lo manage agency records
covered by the Privacy Act (f.e., records that contain informaticn
about individuals and which are retrieved by the individual's name
or other personal identifier) and for conducting periodic
inspections of aress where Privecy Act records are wmaintained.

(10) Supervigora/Managers will ensure that employees'
performance standardse contain appropriate referancee to their
security reaponsibllities, that employeea recelve security
clearancas and ADP access certifications appropriate to the job they
will perform, and that employees receive an adequate level of
gecurity training. Superviscrs/wanagers will ensure that
appropriate operational procedurss and safeguards are implemented
for acquiring, sccessing, using, maintaining or diepoasing of
information and techmological teaources under their contrel; and
that security policifes and procedures are adhered to for thoee
resources they control.

(11} System Owmers are responsible for implementing
safegautds to enaure the protectien and proper uge of the
information resources under thelr domain. Yhis responsibility

includes automatad applications, manual applications, and asmoclated
hardware and software resourcea. They are responsible for labeling
all information and data with appropriate sensitivity labels, and

ensuring that adequate security requirements are incorporated fnto
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internal or contract specifications prier to the acquigition or
dasign of these systems. They ate responsible for conducting risk
analyses, and developing continuity of operatione plans for systems
uadetr their domain.

{12} The Resource Manager fs responsible for the overall
managemant of an Information technology Ffacility. Areas designated
as information technology facilitfes (such as computer centers and
word processing centers) regquire the appeintment of a rescurce
manager. The rescurce managetr la respensible for ensuring that
adequate secutity exista at the faedility in confarmance with
Departmental and syetem owner requirements. Hefshe {s responsible
for conducting a risk analysis and for developing a contioulty of
operatione plan for the facility.

{13) The Data Base Administrator is responeible for
implementing and controlling access to a data base.

f14) Users of informatfon and technologlcal trescurces are
reapongible for complying with all security requiremente pertailning
to the resources they utiliza and are accountable for all activity
performed under User ID's/passwords which have been asmigned to them
for the use of automsted systema.

b. Procedures. Successaful Implementation of an infotwatiom
ragourcea security program is depandent upon accurately determining
potential rieks and imstitoting safeguarde to minimize them. Every
Bureau information system and every {nformstion technology faclility
operated by or on behalf of the Bureau must be protected. It is the
regponeitbllity of the system owners and resource managers to ensure
the protection of informstion systems and facilitles under thelr
contrel. The baaic wethodology for ensuring that this occura is
cutlined below.

{1 Riagk Analysis. Performance of a risk anelyeis is the
firgt stap in eatablishing a security plan. BRisk analysee must he
performed for all icnformation technology fscilities, all automated
application syatams, and =211 wmanual application systeme covaered by
the Privacy Act. The extent of the risk analysis performed should
be commensutate with the magnitude and use of the respurces to be
protected. Guidance for performing a riask analysis can be found in
Hational Buresu of Standards (NBS) Federal Informatfon Proceasing
Standards Publicationa (FIPS PUBe) 31 and 65.

(a) Information Technology Facilitiee and Automatad
Application Systems. A risk analysis shall be performed at least
every five years if one has not been performed within that timeframe
under the followlng special circumatances: when plancing the
development of a new system or facility, when significant changes
are made to the nature or relative sensitivity of data being
procesgad or to the system or facility, and when eovirommentsal
factars change in such a manner as to alkter the threats prasented.
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For automated aystems processing sensitive data (such as
informacion covered by the Privacy Act), & risk analysla should be
conducted when the configurstion (i.e., either hardware or software)
of the computer on which the syetem is operated changes so as to
create the potential for either greater or easler access.

(b) Manual Application Systems. A risk analyeis shall
be performed when a mew system of records is proposed under the
Privacy Act or when a change to an existing system 1s proposed which
gignificantly alters the character of the system by: Increasing or
changing the number or typea of individuals on whom recorde are
maintained; expanding the typee or categories of Information
maintained; altering the purposes for which the informstion is used;
or exempting records maintained om individuals from any proviaion of
the Privecy Act.

{2) Protection. Specific safeguards should be employed to
provide a reasonable means of counteracting each threat described In
the risk analysis and for deatecting actual or potential security
violations. At a minfmum, the following procedures should be
cons idetad:

{a) Phyaical Security. Appropriate practicea and
safeguarde must be utilized to minimize the following threats to
thogse pleces whera Information and technological resources are
located: theft, unauthorized or illegal access, accideutal or
intentional damage or destruction, impropet use, and improper
disclosure of information.

(b} Persomnel Security. Appropriate Faderal and
contractor employees shall recelve security clearances commensurate
with the aensitivity of the informetion or ADP facilities they
mangge or use. Supervisors are responsible for determining the
position senaitivity for positions under their domain. System
owners are responsible for ensuring that Federsl personnel and
contractors managing or using systems under their domzin have
appropriate sensitivity clearances. The criteris for determining
senaltivity levels and the procedures for initiating sensitivity
clearances are contalned in OSMRE directive entitled "Personnel
Secutity Program”, PER=13. 1t is the supervisor's respomaibility to
ensure that employees using information and technolegical resources
sign statements acknowledging thelr respunsibilicy for the security
of these resources. These atatements ahall be retained in the
enployee’s official pergomnel folder.

{c) Technical Security. Appropriate pafeguards (such
ag pasgword uaage, encryption, security software) shall be utilized
to prevent the unauthorized access and use of information, data and

goftware resident on peripheral devices or storsge media or in the
process of being commnicated via technological means.



{d) Adminietrative Security. Procedures shall be
established and diseeminated to ensure that all information
resources are properly protected and that information technolegy
resources are used only by authorized personmel and for official use
only.

(3) Automated Applicatlion Safeguards. Specific procedures
must be followed to ensure that appropriate safeguards are
incorporated into automated application systems. They include:

(a) Determlning appropriate security safeguards prior
to system development or acquisition;

(b} Conducting deslgn reviews and system Lesta prior
to system implementatiaon to ensurs that the system satiefies the
approved gecurity requirements;

(e) Certifying prior to implementation that a new
systen gatisfies applicable policles, regulations and standards amd
that ite security safeguards are adequate; and

{d) Evaluating at least every three years the
sufficiency of security safeguarde for existing sensitive gystems.

{4) Continuity of Operations Planning.

(a) Information Technology Facilitles and Autcmated
Application Systems. It is the responsibility of facllity managera
and system owners to develep a Continuity of Operstions Plan {COOF)
for sach information technology facility and each automated
application system under their conttel to emsure that interruptions
of service of whatever type or duration are kept to a minimum. The
COOF shall be evaluated periodically to determine the continued
appropriateness of the established preocedures. It shall be revised
when indicated by changes in software, eguipment er cther related
factors. At a minimum, the COOP shall addrese the followlng:

1 Procedures for backup storage end recovery of
data and software;

2 Establishment of procesaing capabilities and
procedures for transferring operations to an alternate pite;

3 Consistency between application system CCOP's
and the COOPF of the information techmology facility where the
application s procesxped; and

4 Annual tepting of the COOP at large ADP
mainframe Inmtallations and other installations that provide
epgsential bureau ADP support.



5 NBS FIPS PUB 31 contains guidance for
developing contingency plens.

{(b) Manual Appligcation Systems. Contimuity of
operationa plans must be developed for all manual application
systems contalning vital records to eunsure thelr contlnued
protection and so that easential Bureau activirles can continue
during periods of national emergency. These plans shall be reviewed
annually and periodically tested under emergency conditions to
engure their adequacy.

(5) Security Awareness Activities. All Bureau employees
mst be adequately trained go that they may fulfill thelr security
responsibilities. All contractor personnel must be advised of OSMRE
security requirements and regulaticns. The level of security
awareness activities in which employeee participate ghsll be
dependent wpon thelr specific invelvement with Information
regources. Supervigors are responsible for ensuring that employees
participate in one or more of the followlng levels of securicy
awareness activities, and that a trecord of thie participation is
retained in official personnel folders:

{a} Orientation, which includes an understanding of
Federal regulations and atandarda; briefings, guldes and/or films
designed to scquaint employees with the nature of risks assoclated
with informacion regources and the use of security measures to
counteract them;

(b} Education, which includes classea and seminars
desipgned to provide managers, owners, users and custodians of
informaetion and information technology regources with a geperal
understanding of how to implement security measures and how to
determine 1f security breaches have occurred; and

(¢} Training, which iucludes more in—depth and formal
classes designed to provide ownere and usera, especlally information
technology professicnals, with the ablility to perform risk analyses,

deaign protection programs and evaluate the effectiveness of
existing security programa.

(&) Acquisition Planning. It is essential that appropriate
aafeguarde be determined before the acquigition of informatiom
technology respurces not only to ensure the wise expenditure of
funda but alac go that resgources may be protacted from the tima of
installation or Implementation. To accomplish this, all contract
spaci{ficariona for the acquieition of hardware, software, software
development, equipment mainteunance, facility management, and related
services shall contain requirements for safeguards that encompass
technical, administrative, petsounel, and physiecal security.

(7) Dther Applicable Regulaticna. Peragunel responsible for
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information resources security must be knowledgeable of, and conform
to, the regulations l{sted below.

376 DM Automated Data Processing

377 DM Telacommunlcations

381 DM Origination of Records and Informailon
382 DM Records Operatlons

Policies and Procedures for Implementcing
the Privacy Act of 1974

384 DM Records Diaposition

385 DM Office Automstion Technology

435 DM Vital Kecords

441 DM Clearances and Suitability Invegtigationm

Bequirements

442 ™M National Security Information

443 DM Industrial Securicy Program

444 W Phyelecal Security

343

g

(8} Security Incidents. It is the responsibility of every
employee to report at the time of discovery all suspected, actual,
or threatened security incidents involving Iinformation resources to
the Bureau officiels indicated below. The type of incident
encountered will determine to whom it should be reported. The
regponsible Bureau official will report the incident promptly to the
appropriate management authority; and follow up with a written
treport containing the location, the resourcea involved, and any
corvective actions taken. If warrented, Investigative action will
be taken by the proper enforcement autherity.

{(a) Incidenta involving physical, persennel and
natienal secutrity complaints and violations shall be raported to the
Bureau Security Officer. This includea the destruction, phyeical
abuse, or loss of technologlcal resources.

{b) Incidents invalving records and their unlawful
removal, defacing, alteration, ot destruction ghall be reported to
the Records Management Office for subsequent notificatioen of the
Bureai Head and the Nationzl Archives and Records Administration.

(¢) Incidents involving Privacy Act vigslatiocns ehall
be reported to the Bureau Privacy Act Officer for coordination of
corrective action with the pertinent program/system manager.

(d) TIncidenta involving technology resources resulting
in the loss of technology, fraud, or compromise/disclosure of
gensitive material ghall be reported at the time of discovery. All
computer hacker incidents shall be reported to the QIG via the OIG
hotline and to the BIRSA via conventional cowmunication lines. All
other types of techmological wecurity incidents should be rapotrted
only to the BIRSA using conventional communication lines. The OIG
hotline can be reached as folows: Washington, D. C. area (202)
343-2424; Toll free long digtance (800) 424-5081
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Review sud Evaluaf¥slemation and Enforcement
WASHINGTON, DC, 20%4)

{1} The Department of Interior, Office of Information
Resources Management, will conduct pericdie veviews and evaluatfouns
of Bureau Information TeEsgurcss securlty programe to enaure
compliance with Federal and Departmencal directivaes.

{2) Each IIRS0 will conduct an antual review of tha
inataliation's information resource securlty mrogram to sdasess ita
effectiveness and to recertify the adequacy of the installed
security safeguarda, These ravlewa may utilize existing reports,
such as those for risk analyses, application system certificationsa,
Privacy Act inspections, records menagement evaluatfonm, the
Departmental Control Evalustion Program, and Ingpector General
andits. The output of this review should gerve ae the basis
forassuring the adequacy of the installation's avtomated tnformation
Eyatem gsecurity.

(3) Each IIZS0 will prepare an annual installacion security
Teport. This report will be incorporeted in the BIRSA's annusl,
Butreau security plan for cransmittal to the Departmental Information
Besources Security Adminiatrater, The output of the annnal reviaws
degeribed in paragraph c.(2) above should serve as the hasis For
thia report.

4. Reporting Requirements. As stated inm the directivea.

5. References.

Thie directive ilmplements guidanca published {n the Departmental
Manual (375 DM 19); Departmental Manual, ADP Standards Handbook,
(306 DM Chapter 2); (Office of Management and Budger Circular No.
A-130 on the Hsnagement of Faderal Informmtion Besgpurces; the
General Services Adminietration's Faederatl Informaticn Reaources
Management Beguletions on gecurity, privacy, Automated Dats
Proceasing (ADP) and aecquisition, telecommunicztions managemant and’
acquisition, and records management; Kational Bursau of Standarda
Federsl Infermation Processing Standards Publications daaling with
securlty; tha Office of Peraomme] Manpgement"s Federal Personnel
Manual; the National Archives and Recerds Adminfstrarion's
regulations on records management; Hational Securi{ty Decizion
Direetive 145; and Department of Treasury Directive 81-80 an
Elpctronic Funds and Securities Tranafar Poliey — Megzage’
Authentication, '

6. Effact on Other—Documents. This direcrive replaces OSMRE
Birvactive ADP-2, "Automated Data Procesaing (ADP) Securlty Program”.

7. Conkaet. Information Systems Management Directorare, Division
of Beeource Mpnagement, Buresu Informacion Reaources Security
Adainistrator {nr alternate) (202} 343-5609,
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