On-Line Brokerage: Keeping Apace of Cyber space

EXECUTIVE SUMMARY

INTRODUCTION

Recent advances in information technology -- particularly the Internet -- are
revolutionizing commerce. The securities industry, most significantly on-line brokerage, is
at the forefront of this revolution.

Research reports estimate that last year’s $415 billion in online brokerage assets
will grow by more than sevenfold to $3 trillion in 2003. The 3.7 million on-line accounts
open in 1997 have amost tripled to reach 9.7 million by the second quarter of this year.
On-line trading volumes have increased dramatically over the last several years.
According to one analyst, volume has increased from under 100,000 trades per day in the
second quarter of 1996 to over half amillion in the second quarter of 1999. The
percentage of equity trades conducted on-line has grown to 15.9 percent of all equity
tradesin thefirst quarter of 1999.

On-line brokerage has significantly changed the dynamics of the marketplace,
causing one of the biggest shiftsin individual investors relationships with their brokers
since the invention of the telephone. For thefirst time ever, investors can -- from the
comfort of their own homes -- access a wealth of financial information on the same terms
as market professionals, including breaking news devel opments and market data. In
addition, on-line brokerage provides investors with tools to analyze this information, such
as research reports, calculators, and portfolio analyzers. Finaly, on-line brokerage enables
investors to act quickly on this information.

The pace of change and the strength of the securities markets generally has enabled
investors to more directly participate in the securities markets. This confluence of events -
- the development of technology affordable to investors and increased investor access --
has raised a number of questions for the industry and the regulators. The questions
addressed in this Report are:

1. What will the brokerage industry look like in the future? Whereisit
headed?

The Report provides a number of statistics to put in context the growth and
activities of on-line investors and firms. It also describes the various products and services
currently offered on-line. Finaly, the Report describes various trends in the industry,
including: (a) the continued growth of on-line investing and the pressure it has put on
traditional firmsto offer on-line services; (b) how the growth of on-line brokerage will



impact the services firms offer going forward; and (c ) how firms are developing
technology to provide automated, but personalized, advice on-line.

2. What challenges do regulator sface in applying the suitability doctrine
on-line?

A well-established doctrine, suitability refersto a broker-dealer’s obligation to
recommend only those investments that are suitable for a customer. In order to trigger a
suitability obligation, a registered representative must make an investment
recommendation to his or her customer. In the on-line environment, pinpointing what
constitutes a recommendation can be difficult. As data mining technology enables on-line
firms to customize information and provide it to customers, this question becomes even
more pressing.

3. How hastechnology impacted on-line firms' performance and
evaluation of their best execution obligations?

The duty of best execution requires a broker-dealer to seek the most advantageous
terms reasonably available under the circumstances for a customer's transaction. Although
this duty evolves with changes in technology and market structure, the Commission has
stated that broker-dealers must carry out regular and rigorous evaluations of execution
quality across markets and consider price improvement opportunities. The combined
events over the last three years of : (a) the growth of on-line brokerage, (b) the moveto
guoting in sixteenths,

( ¢) implementation of the Order Handling Rules, and (d) advances in order routing
technologies have impacted how firms approach fulfilling their best execution obligations.

4, How have on-lineinvestors demand for market infor mation impacted
the pricing of real-time data?

The federal securities laws grant the Commission broad authority over information
about securities quotations and transactions. The Commission must ensure that market
participants and the public can obtain this information on terms that are "fair and
reasonable’ and "not unreasonably discriminatory.” The Internet’s ability to broadly
disseminate real-time information to the public and the concomitant rise of on-line
brokerage have substantially increased demand for market data. This demand hasraised a
number of questions, including: (a) whether individual investors pay too much for the
information and (b) how much of that data revenue should be devoted to the operations of
self-regulatory organizations.

5. How do firms ensur e sufficient capacity to keep up with the systems
demands resulting from on-line trading?

Over the past year, many on-line firms have experienced some type of systems
delay or outage that affected the ability of their customersto place orders. Despite the



industry’s efforts to improve capacity, the Commission’s highest number of complaints
about on-line trading comes from customers who cannot access their firms systems. On-
line firms vary in their approach to measuring systems capacity and in their disclosure to
customers about the risks of systems delays and outages.

6. What type of investor education doesthe typical on-line customer
need and want?

Investor education is critical to investor protection. The decreased personal
interaction between an on-line firm and its customers presents interesting challenges to
providing investor education. Investors can now access an unprecedented amount of
financia information without the guidance of a broker. Educating on-line investors
requires an understanding of how these investors trade and the appropriate time and place
to provide them with educational information. At the same time, the Internet provides a
valuable resource for the Commission to more widely disseminate investor education
materials.

7. What aretheregulatory challengesinvolving “ cyber chats’ or on-line
discussion forums?

While on-line discussion forums may educate and provide a sense of community to
investors, they also may provide a venue for fraudulent behavior. Many issuers monitor
on-line discussions about their companies but refrain from addressing rumors about them
in the marketplace for fear that they may create a continuing duty to correct or update.
Instead, issuers oftentimes go to court to unmask the "anonymous' posters of
information.

Broker-dedlers have generally refrained from sponsoring on-line discussion forums
on their sites although anectdotal evidence indicates that some firms may consider doing
SO.

8. How do firms protect the privacy of their on-line customers' per sonal
information?

Customersincreasingly are concerned about the privacy of their personal
information. Ason-linefirms data mining capabilities develop and the number of financial
conglomerates continues to grow, so do customers' concerns about what these institutions
can and will do with their personal information. Control over customers personal
information was recently the subject of much discussion in the financial modernization
legidation debate. While the Gramm-Leach-Bliley Act requires the Commission and other
regulators to adopt specific privacy rules, it appears the discussion is far from over.

9. How should brokerage firms be able to compensate Inter net financial
portals?



Websites known as portals are considered the "on ramp" to the Internet, attracting
millions of monthly viewers. Well-known portals include Y ahoo! Finance, America
Online, Quicken.com, and Microsoft MoneyCentral. Portals have become broker-dealers
rivals for the attention of on-line investors. In addition, portals have become important
intermediaries between broker-dealers and their customers. A number of broker-dealers
have entered into cobranding arrangements with portals, either paying aflat up-front fee
or aper order "connection” fee for every order transmitted by an investor who hyperlinks
from a portal to the broker-dealer.

. FINDINGS AND RECOMMENDATIONS

Suitability Roundtable participants generally subscribed to the traditional notion
of suitability, but suggested that the obligation did not apply to some, if not al, on-line
activities. Although the participants were not unanimous on this point, the majority of
them wanted clarification or guidance from regulators. Resolving this issue will require
several considerations. First, how should the regulators interpret the concept of
“recommendation” online? Push and pull technologies make this a difficult question to
answer. Regulators need to consider how defining suitability on-line may impact
information flow and customer access. Although some would argue that the Internet
gives investors (and consumers generally) too much information, investors may not want
thisinformation flow restricted, even at the expense of receiving unsuitable advice.

The Report recommends that the Commission:

1. obtain information from the industry on: (a) how data mining products
would work, (b) what information the products would provide to the firms,
and
(c) whether customers would understand that the firm had provided them
with customized information;

2. aternatively, include as part of future Commission or SRO examinations a
review of what services firms provide to their customers based on
information derived from data mining; and

3. work with the SROs to consider the hypothetical scenarios and relevant
analysis, found in the Appendix to the Suitability Section of the Report, in
providing guidance to the industry regarding on-line suitability obligations.

Best Execution Technology is making best execution an especidly critical
concept in today's market structure, and a significant competitive factor. Indeed,
technology provides firms with the opportunity to adopt a new approach to order routing
and to meeting their best execution obligations. In the roundtable discussions, many on-
line brokerage participants contended that speed and certainty of execution are factors that
should receive greater emphasisin their best execution evaluations. Moreover, some



participants questioned whether on-line customers actually understood how their brokers
order routing decisions affected their total execution cost.

The Report recommends that the Commission:

1. encourage the industry to demonstrate the relative importance of factors
such as speed and certainty of execution in today's market environment;

2. consider requiring market centers to make certain uniform information
available on various best execution factors;

3. consider requiring broker-dealers to regularly provide customers with plain
English information about: (&) the execution quality available on different
market centers; (b) the broker-dealer’ s order handling practices; and ()
inducements for receiving order flow received by the broker-dealer; and

4. evaluate the potential impact of new order routing technologies on brokers
best execution obligations, investors, and the markets.

Market Data The Report briefly outlines the pricing structure for retail users of
market data. Roundtable participants generally agreed that the Internet warrants a
reevaluation of the pricing model for delivering real-time market data to individual
investors. However, the participants recognized the industry's need to meet the costs of
creating and maintaining an infrastructure to collect and disseminate market data.

The Report concludes that the Commission should encourage the broadest possible
dissemination of real-time market data to investors, which requires evaluating whether the
current pricing scheme for market data is consistent with the federal securities laws.
Because the Commission currently isinvolved in such an evaluation, the Report
recommends that the Commission's upcoming market data concept release address the
issuesraised in this section.

Systems Capacity In the roundtable discussions, the participants acknowledged
occasional systems failures are inevitable, but indicated that they have committed
significant resources to ensuring that their systems remain operational. The Report
concludes that the Commission should focus on methods to ensure more adequate systems
capacity at al broker-dealers.

The Report recommends that the Commission consider requiring broker-dealers
to:

1. maintain and periodically test contingency plans,

2. maintain records of significant systems outages,
3. conduct regular systems testing and evaluation; and



4, include plain English disclosure of the risks of systems delays or outagesin
new account documentation.

The Report also encourages the Commission to repropose the broker-dealer
operational capability rule.

Investor Education The Report reviews the current status of investor education
and makes certain recommendations for improvements. The Report recognizes that the
roundtable firm participants taking into account the roundtable participants preference for
keeping customers on their websites and that it would be useful to educate investors on
their sites. The Report also notes that it would be helpful to understand the behavior of
on-line brokerage customers in determining the most effective means for disseminating
investor education material.

The Report recommends that:
1. firms partner with the Commission in helping to educate investors; and

2. the Commission study on-line investor behavior to determine the best place
and time to educate investors on the Internet.

On-line Discussion Forums The Report describes on-line discussion forums on
the Internet and the challenges these forums pose to issuers, market participants, and
regulators. The roundtable discussions focused on two separate areas: (1) addressing
rumors on on-line discussion forums; and (2) whether broker-dealers should offer this
feature on their websites.

The Report recommends that:

1. the Commission conduct or encourage researchers to conduct a study
analyzing the effect of chat room discussions on company’s stock prices,
and

2. broker-dealers operating on-line discussion forums consider adopting

certain best practices to prevent investor confusion.
Privacy The Report describes: (1) the rising concerns over on-line privacy; (2)

how the Gramm-Leach-Bliley Act addresses privacy concerns; and (3) surveys on-line

firms privacy policies. The roundtable discussions focused on how on-line firms address,
if at al, investor privacy.

The Report recommends that the Commission:

1. evaluate on-line firms' information collection practices, and



2. consider certain factorsin conducting its statutorily required study on
privacy.

Portals The roundtable discussion focused on how broker-dealers want to change
the way they compensate portals for routing investors to them. Specificaly, firm
participants indicated that they want to compensate portals based on the number of
accounts opened by viewers who hyperlink to a broker-dealer from a portal. Such a
“success-based” feeistypically how other commercial partners pay portals, but the federal
securities laws prohibits broker-dealers from paying portals that are not registered broker-
dealersin away that gives them a salesman’s stake in the transaction.

Because the federal securities laws generally prohibit entities not registered as
broker-dealers from receiving securities transaction-based compensation, the Report
recommends that the Commission consider whether aternative compensation
arrangements are appropriate for entities not registered as broker-dealers.

IIl.  CONCLUSION

Technology has made this an exciting and challenging time for the industry and the
Commission. Asdiscussed in this Report, the Internet is rapidly making on-line trading
ubiquitous. This Report provides the Commission with a comprehensive examination of
the critical issues to be addressed in the area of technology. Although it may still be
premature for extensive rulemaking in this area, this Report highlights for the Commission
certain key issues facing investors and the industry and recommends how the Commission
can resolve some of these issues.

The Commission steff is already at work exploring ways to help firms fulfill their
duty to ensure effective customer service, best execution, high-quality disclosure, and
responsible advertising, whether on-line or off. Through inspections, surveillance,
enforcement, and investor education, the staff is responding swiftly and decisively to the
challenges posed by the constantly evolving technology.

This Report continues our progress in molding securities regulation to fit the age
of technology.
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TRENDSIN ON-LINE BROKERAGE

Electronic brokerage actually predates individual investors access to the Internet.
In the mid-1980s, a number of broker-dealers offered customers software and direct dial-
up access that permitted them to submit orders via their personal computers.® In the early
1990s, several broker-dealers gave customers the ability to enter orders through private
computer networks. 1n 1995, broker-dealers introduced the first systems that allowed
customers to submit orders through the Internet. Approximately 160 broker-dealers now
offer on-linetrading.” In less than five years, on-line brokerage has become an important
channel for conducting retail brokerage transactions.

! In response to the development of such systems, the Commission issued a release that anticipated

many of the issues facing on-line firms and investors today, such as suitability and access to
market data. Exchange Act Release No. 21,383 (Oct. 9, 1984), 49 Fed. Reg. 40,159 (1984).
[hereinafter Computer Brokerage Release].

See Appendix 1 for alist of on-line broker-dealers.
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A. Current Status
1. Statistical Snapshot
a. On-Linelnvestors

According to a survey on U.S. equity ownership by the Investment Company
Institute (“1CI"”) and the Securities Industry Association (“SIA™), investors who trade
equities on-line tend to be younger and more affluent than those who use traditional full-
sarvice firms? On-line investors have a median age of 41, median household income of
$73,800, and median household financial assets of $229,000. They are more often
college-educated than other investors. The typical on-line investor has $127,600 invested
in equities.* ThelCl and SIA estimated that only 11 percent of individuals trading equitiesin
1998 (or five percent of all equity owners) traded on-line®  In the 1999 Annual SIA Investor
Survey, 18 percent of investors responded that they used the Internet to buy or sdl securitiesin
1999, up from 10 percent in 1998.°

b. On-Line Accounts

U.S. Bancorp Piper Jaffray (“Piper Jaffray”) estimates that by the end of the second
quarter of 1999 there were 9.7 million on-line accounts, up from 3.7 millionin 1997 and 7.3
million in 1998. Discounting for multiple accounts, Piper Jaffray estimates that there are now
approximatdy 5.8 million on-linetraders.” Jupiter Communications estimates that $415 billion
in assets were in on-line accountsin 1998.°

3 ICl and SIA, Equity Ownership in America, Fall 1999 at 29 [hereinafter ICI/S A Survey].

These statistics generally concur with the on-line customer demographics offered by several
roundtabl e participants.

° ICI/SIA Survey, supra note 3, at 31.

6 Y ankelovich Partners, 1999 Annual SIA Investor Survey: Investors' Attitudes Towards the
Securities Industry Nov. 1999 at 33 [hereinafter 1999 Annual SIA Investor Survey].

! U.S. Bancorp Piper Jaffray, On-line Financial Services Update (Sept. 1999) at 11. See also Rebecca
Buckman, Firm Pegs Accountsin On-line Trading at 3.7 Million, WALL St. J, Mar. 25, 1999, a B10
(discusses discrepancy between Forrester Research and Gomez Advisors, which reported 3.7 million
and 7.3 million on-line brokerage accounts, respectively).

Jupiter Communications: $3 Trillion in Assets by 2003 in Online Brokerage Accounts, But

Customer Service Sill Lacking, Sept. 1, 1999 <http://www.com/jupiter/press/releases/
1999/0901.html> [hereinafter Jupiter Report].
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C. On-LineTrading Volume

On-line equity trading volume has grown dramatically over the past severa years.
Piper Jaffray reported that there was a daily average of 547,500 on-line trades in the second
quarter of 1999. However, asthe following graph shows, the growth in on-line equity trading
volumes dowed sgnificantly in the second quarter of 1999. Subsequently, there have been
indications that, while on-line trading volumes may have witnessed their first sequential decline
in the third quarter,® growth has once again picked up in the fourth quarter.™

° See Credit Suisse First Boston (* CS First Boston™), On-line Trading Update: Volumes Weak in
July (Aug. 3, 1999).

10 See Online Brokers Jump as Analyst Points to Higher Trading Volumes (Nov. 12, 1999)

<http://www.dowj ones.wg .com/archive/gx.cgi/AppLogictretrieve?d d=0ON-C0O-19991112-
000601.djml& d2>.
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Chart I-1
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Not only have on-line equity trading volumes risen, but on-line trading is accounting
for an increasing percentage of overall equity trading. CS First Boston reported that in thefirst
quarter of 1999, almost onein Six equity trades (15.91 percent) took place on-line™ Asthe
following chart indicates, on-line trading volume has amost tripled in the past two years.

Chart 1-2
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1 CSFIRST BOSTON, ON-LINE TRADING QUARTERLY: 1ST QUARTER 1999, June 1999 at 4
[hereinafter CSFirst Boston On-Line Trading Quarterly].

14



On-linetrading accounts for an even higher percentage of overal equity and options
trades by retail investors. Piper Jaffray estimates that on-line firms processed 37 percent of dl
retail tradesin equities and optionsin 1998.%

d. On-LineMarket Share
While over 160 firms offer on-line trading, afew players currently dominate the
market. Recent entrants, including Merrill Lynch, PaineWebber, and American Express

certainly will impact the current division of on-line trading merket share™

Chart 1-3
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e On-Line Commission Rates

In the first few years of on-line trading, competition among on-line firms dramatically
reduced commission rates. Asthefollowing chart shows, the average commission charged by

12 U.S. Bancorp Piper Jeffray, On-line Financial Services Update (Mar. 1999) at 1.

13 See, e.g., Rebecca Buckman, American Express Plans to Overhaul, Relaunch On-line Brokerage

Operations, WALL Sr. J,, Oct. 6, 1999, at C7; Joseph Kahn and Patrick M cGeehan, Morgan
Sanley to Offer On-line Trading to All its Customers, N.Y. TIMES, Oct. 18, 1999, at C1; Ruth
Simon and Charles Gasparino, Full-Service Brokers Complicate On-line World, WALL Sr. J,,
Oct. 19, 1999, at C1; Charles Gasparino and Rebecca Buckman, Horning In: Facing Internet
Threat, Merrill to Offer Trading On-line for Low Fees, WALL St. J,, June 1, 1999, at A1; Walter
Hamilton, Rivals Ranks Grow in On-line Trading Field, L.A. TIMES, Oct. 21, 1999.
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the top ten on-line firms recently has stabilized at about $15.75 per trade. Some on-linefirms
have lowered commission rates even further, particularly for their most active customers.

Chart 1-4

Average Commission Charged by Top-10 Online Trading Firms: 1/96-12/98
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Reprinted with permission from CSFirst Boston
2. Products and Services Currently Offered On-Line

On-lineinvestors can click onto afirm’s webdte and, frequently at no charge, find
market data, historical charts, securities anayses (e.g., analyst reports, industry reports,
earnings estimates, comprehensive charts, news stories), stock and mutual fund screeners, asset
alocators, mutua fund supermarket offerings, interactive calculators, and customizable home

pages.

On-linefirms offer trading in equities, mutua funds, listed options, and fixed-income
securities. Many on-line firms also offer accessto IPOs, after-hours trading, and pre-opening
trading. Investors can opt to have these services ddivered not only to their personal
computers, but viawirdess communications aswel (e.g., pagers or personal digital assistants).

Moreover, investors can access information on-line that was previousy unavailable or
difficult to obtain, such asinformation about hedge funds,** proxy voting records,™ amutual

14 Ste Offers Research on Hedge Funds, AM. BANKER, Sept. 22, 1999, at 9 (discussing
www.hedgeworld.com, which intends to be clearing house for data and discussion for hedge
funds).

1 See Patrick S. McGurn, CalPERS Unveils New Governance Web Page, |SSUE ALERT, Feb. 1999,
at 5.
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fund’ sinvestment record,"® daily priceinformation about certain fixed-income securities”” and
information about corporate issuers.™®

B. Trendsin On-Line Brokerage
1. Continued Growth of the On-Line Channe€l

Industry analysts foresee continued growth both in the number of on-line
brokerage accounts and account assets. Forrester Research predicts that by 2003, 9.7
million U.S. households will manage more than $3 trillion in 20.4 million on-line
accounts.™® Jupiter Communications estimates that by 2003, 20.3 million households will
trade on-line and also puts total on-line account assets at more than $3 trillion.?
According to the 1999 SIA Investor Survey, 28 percent of respondents stated that they
were either very or somewhat likely to begin using the Internet to trade securities in the
next 12 months.*

One securities analyst described what he perceives to be the five sources of on-line
market growth today: (1) traditiona mutud fund investors investing incrementa incomein
stocks; (2) employees who previoudy let employersinvest for them now investing for
themsalves, (3) new investorsin the market favoring on-line firms; (4) investors transferring
their accounts from full-service firms; and (5) investors who open on-line accounts while
maintaining their full-service accounts.

16 Jeffrey M. Laderman, A Mutual Fund that Letsit all Hang Out, Bus. WK., Sept. 27, 1999, at 126
(Open Fund posts on its website every trade that it makes).

v See, e.g., The Bond Market Association <http://www.investinginbonds.com> (visited November

15, 1999); Toddi Gurtner, The E-Bond Revolution, Bus. WK., Nov. 15, 1999, at 270.

18 See National Investor Relations Institute (“ NIRI” ) Releases Follow-Up Survey on the Growing
Use of Communications Technology in the Practice of Investor Relations (visited Nov. 1, 1999)
<http://www.niri.org/publications/alerts/ea051898.cfm>.

19 Forrester Research, Net Investing Goes Mainstream (visited Nov. 1, 1999)

<http://www.forrester.com/ER/Research/Report/Analysis/0,1338,5876,FF.html>.
2 Jupiter Report, supra note 8. In this same report, Jupiter Communications predicts that 80 percent
of revenue will come from interest, fees, and non-transaction services by 2003, up from 36 percent in
1998. It expects the number of trades and resulting commission revenues generated per household to
drop by 2003. Id.

2 1999 Annual SIA Investor Survey, supra note 6, at 40.
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2. Conver gence of On-Line and Full-Service Broker ages

The big question is where does on-line brokerage go from here. Does it represent
an evolutionary step or arevolutionary event? Isit merely the natural evolution of
discount brokerage from a telephone-based technology platform to an Internet-based
one?? Or does it represent a revolution in the way brokerage will be conducted in the
future? Will it be a necessary channel for every broker? Will technology drive the
convergence of the business models of full-service and the more upscale on-line firms?

a. On-LineFirms

Discount brokerage firms pioneered the industry’s move to on-linetrading. Initidly,
these firms did not need to rethink their busness mode or unbundle their services to provide
on-line executions. As shown in Chart 1-4, the on-line industry recently underwent a“virtua
pricewar” over commisson rates. Some firms avoided or eventually removed themselves
from the fray, preferring instead to differentiate themselves by offering more services.

One roundtable participant observed that important quaity distinctions exist among on-
linefirmsin areas such as ease of access, pricing of services, and information resources. An
on-linefirm participant stated that the challenge ahead for on-linefirmswill beto teach
customers how to use the available research tools; otherwise, customers will be overwhemed
with information.

A roundtable participant representing a market research firm believed that on-line firms
will continue to differentiate themsdves by mimicking the process of investment assistance that
investors expect from traditiona firms. This participant also beieved that on-line firms will
givether customers more access to research, portfolio management tools, and financia
planning.

2 According to some industry participants, there already has been somewhat of a convergence off-

line between discount and full-service firms:

Traditionally, the term discount broker has been used to distinguish broker-dealers who allow customersto enter
unsolicited or non-recommended orders for their accounts from broker-dealers who provide investment
advice and, through, registered representatives assigned to specific customers, solicit the purchase of
specific securities (caled full-service brokers). Theterm discount arises out of the original prototype, in
which the unsolicited broker charged a commission which was substantialy discounted from the
typical commission charged by the full-service broker. Since 1980, the prototype has substantially
changed, while the moniker stayed the same. Discount brokers now provide added services, such as
access to research and other information and full service brokers allow substantial discountsin
commission to certain individuals. . . .

Letter from Michael J. Anderson, President, Ameritrade, et al. to Jonathan G. Katz, Secretary,
SEC (dated Dec. 9, 1998).
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While the most significant recent trend seems to be full-service firms seeking to
establish an on-line presence, some on-line firms are trying to establish an off-line presence®
To borrow a phrase, these on-line firms are seeking to build a“clicks and mortars’ business®

b. Full-Service Firms Go On-Line

The availability of on-line trading at reduced commission rates has forced full-service
firmsto recondder the viability of their commission-based pricing modds. These modds
traditionally bundle execution services and investment advice into one transaction fee. Severa
full-service are already moving from a commission-based pricing modd to an asset
management fee modd for broker-asssted and on-line trading and/or competitively-priced on-
line per trade commissions®

Asfull-sarvice firms go on-line, however, the most Sgnificant chalengethey faceisa
potentia “channe conflict” between ther traditional method of ditributing financid services --
the registered representative -- and their new distribution method -- the Internet.® Some full-
sarvice broker-dedlers are seeing customers shift from trading through aregistered
representative to trading independently on-line  In the traditional full-service mode, the
customer typically develops a stronger relationship with the registered representative than with
thefirmitsdf. When aregistered representative leaves the firm, he usualy takes his*“book” of
clientswith him. In the on-line modd, however, the customer develops the stronger
relationship with the firm itsdf, rather than with any registered representative. While somefull-
sarvice firms have moved dowly in establishing an on-line presence because of potentia

= Gaston F.Ceron, E* Trade Could Be Looking for Alliance, Dow JONES NEWSWIRES (Sept. 9,

1999); Blaise Zenega, On-line Shopping Gets Real, RED HERRING, Sept. 1999, at 112 (on-line
and off-line retailers are integrating their sales channels); Christine Stubbs, Getting Physical,
RED HERRING, Sept. 1999, at 116 (reasons that on-line businesses may purchase off-line
businesses); Catherine Y ang, No Website is an Idand, Bus. WK., E.Biz, Mar. 22, 1999, at EB38
(discussing how on-line and off-line firms are marketing both in the real world and in

cyberspace).
2 Jonathan Webber, Clicks and Mortar, THE INDUSTRY STANDARD (July 26, 1999)
<http://www.thestandard.com/arti cles/display/0,1449,5636,00.html>.
% Joseph Kahn, Full-Service Brokerage Seek Foothold On-Line, N.Y. TIMES, Oct. 21, 1999, at 2.
% See Jerry Useem, Internet Defense Strategy: Cannibalize Yourself, FORTUNE, Sept. 6, 1999, at

121 (gives examples of companies that have shifted to new business strategies that destroy the
value of past investments).
z See, e.g., National Discount Brokers Group, Inc. Management’ s Discussion and Analysis of
Financial Condition and Results of Operation, May 1999 (company’ s commission income
increased principally dueto a 31 percent increase in customer average daily tickets but was offset
by more customers trading with National Discount Broker’ s lower-priced automated systems
instead of higher cost registered representatives).
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channd conflicts, others have established an on-line presence to avoid having their cusomers
transfer aportion of their assets dsewhere®

Roundtable participants generadly believed that registered representatives would not
disappear as full-service firms go on-line, but acknowledged that their role would evolve. One
full-service brokerage participant remarked that cussomers will gravitate toward firmsthat give
them the choice of investing on-line and off-line.

Another full-service brokerage participant contended that information transparency will
create more intdligent customers, changing the registered representatives’ advisory roleand
consequently the culture of larger broker-dealers. This participant observed that registered
representatives previoudy had to spend much of their timewith ministerid duties, such as
providing stock quotes, faxing account statements, or telephoning the customer about an
earnings report. The participant posited that because the customer can help himsdlf to this
information on-line, registered representatives can devote more time to adding value in the
form of customer advice.

An on-line brokerage participant asserted that while most investors will use the Internet
to retrieve investment information, not everyone will trade on-line. Instead, this participant
believed that full-service firmswill have fewer representatives to serve their customers and will
leverage their resources to provide customers with more and better technology-related
SErVices.

Finally, afull-service brokerage participant said that it is risky to continue to view the
world in terms of on-line versus off-line clients. This participant believed that regulators need
to think about regulating customers on-line and off-line activity asif it was a seamless
relationship.

3. Brokers Providing Customized On-Line Content and Financial
Advice

A number of broker-dealers have begun to personalize website content to create
dynamically generated website content relevant to each user.” By personalizing website

2 Charles Gasparino and Rebecca Buckman, Facing Internet Threat, Merrill to Offer On-line for

Low Fees, WALL St. J., June 1, 1999, at A1 (Merrill Lynch announces plans to offer low cost
trading after registered representatives complained that they were losing customers to on-line
trading); Charles Gasparino and Rebecca Buckman, Some Top Brokers at Merrill are Jumping
Ship as Company Prepares to Enter On-line Waters, WALL St. J. Sept. 15, 1999, at C2; Rebecca
Buckman, Morgan Stanley’s On-Line Experiment is Test for Traditional Brokerage Firms, WALL
Sr. J, Sept. 8, 1998, at C1; Randall Smith, Full-Service Brokers Are Put in a Bind, WALL ST. J.,
June 1, 1999, at C1; and John Williamson, Full-Service Brokers Must Use Net or Keep on
Losing Ground, AM. BANKER, Aug. 21, 1998, at 8 (to differentiate themselves on-line, full-
service firms must leverage their on-line capabilities, “including greater mobility and
accessibility of data, providing real-time data or improving efficiency, and channeling and
filtering information for their customer”).
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content, broker-dealers can create customer loyalty, lower administrative costs, increase
revenues,® and cross-sall products and services®

There are two general types of personalization: push and pull technology. With

pull technology, the website user sets his preferences and the on-line merchant sends
information tailored to these preferences.® With push technology, an on-line merchant
develops a user profile based on observations about the users' behavior on-line (“tracking the
clickstream”) or transaction history. The merchant can ether classify users and target different
information to different categories of users or recommend products based on user profiles that
it has developed
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Personalization has been described as “ customer relationship management” or “ mass
customization.” A number of books have been written on this subject: DON PEPPERS AND
MARTHA ROGERS, PHD, ENTERPRISE ONE TO ONE: TOOLS FOR COMPETING IN THE INTERACTIVE
AGE (1999); SETH GODIN AND DON PEPPERS, PERMISSION MARKETING, (1999); FREDERICK
NEWELL, THE NEW RULES OF MARKETING: HOW TO USE ONE-TO-ONE RELATIONSHIP MARKETING
TO BE THE LEADER IN YOUR INDUSTRY (1997).

According to CS First Boston, on-line firms that personalize and push information such as
breaking news to customers may be “generating higher activity levelsin their existing customer
bases, which can lead to huge incremental gainsin overall trading levels.” CS FIRST BOSTON:
ON-LINE TRADING QUARTERLY, supra note 11, at 3.

Alex Frew McMillan, Data Mining Goes On-line, CNNFN (Sept. 24, 1999)
<http://www.cnnfn.com/1999/09/24/investing/q_datamine/> (discussing how broker-dealers
intend to use data mining techniques to sell to investors); Chuck Epstein, Financial Securities
Firms Take Aim At Customers, WALL ST. & TECHNOLOGY, Sept. 1999, at 32 (financial
ingtitutions are beginning to cross-sell financial products to customers who interact with the firm
through the Internet, a call center, or a branch office). Producers of personalization software
include: Andromedia <http://www.andromedia.com>, Applix, Inc. <http://www.applix.com>,
Broadvision, Inc.<http://www.broadvision.com>, eShare Technologies, Inc.
<http://www.eshare.com>, IBM Corp. <http://www.ibm.com>, MessageMedia, Inc.
<http://www.messagemedia.com>, Naviant Technology Solutions <http://www.naviant.com>,
Nestor, Inc. <http://www. nestorinteractive.com>, Net Perceptions, Inc.
<http://www.netperceptions.com>, Personify, Inc. <http://www.personify.com>, Pivotal Corp.
<http://www.pivotal.com>, Sterling Software, Inc. <http://www.infoadvan.com>, SAS Ingtitute,
Inc. <http://www.sas.com> ServiceWare, Inc. <http://www.molloy.com>, Sybase, Inc.
<http://www.sybase.com>, and Vignette Corp. <http://www.vignette.com> (all visited Oct. 27,
1999).

For example, Charles Schwab & Co., Inc. alows viewersto creste a personalized web page
incorporating Schwab and Excite content into the Schwab site. Schwab, Excite to Launch
Personalized Web Pages, INSTITUTIONAL INVESTOR, May 10, 1999, at 2.

See, e.g., Phil Patton, Buy Here, and We'll Tell You What You Like, N.Y. TIMES, Sept. 22, 1999,

at 22; William J. Holstein et al, Click ‘til You Drop ..., U.S. NEws & WORLD ReP., Dec. 7, 1998,
at 37; Chris Taylor, Once Upon a Time, TIME, Nov. 2, 1998, at 37.
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On-line firms have aready begun to segment their customers by account size and
trading patterns to reward preferred customers®* For example, active traders may get trading
screens® High net worth clients may get a“concierge service” to act as afacilitator or
handholder.*

One anadyst stated that firms are segmenting products by customer to take care of their
best customers by account assets and trade rates. At the roundtables, one on-line firm said that
it currently puts al its cussomersinto the one-sze-fits-al category but that future plansinclude
segmenting customers and delivering information to them accordingly. Another on-linefirm
gtated that firms should customize the on-line experience of each investor.

Many other firms are aso thinking about data mining, dthough they are early in their
data mining capabilities® It seemsinevitable that firmswill useinformation customization to
compete. Doing so will provide customers with a means to sift through the enormous
amount of “noise” on the Internet. It also will provide firms with another means to deliver
personally relevant content to their customers and to market themselves through the
services they provide®

34 See Joseph Kahn, Web Brokerage Firms Roll Out the Red Carpet to Lure Bigger Investors,
INT'L. HERALD TRIB., Sept. 14, 1999, at 16 (discusses firms giving red carpet treatment to high-
end investors).

% See, e.g., Schwab Desktop System for Frequent Traders, AM. BANKER, Aug. 26, 1999, at 7

(Charles Schwab introduces Velocity for active traders); Lynnley Browning, Fidelity Uses
Merger to Boost On-line Investing Service, BOSTON GLOBE, Sept. 28, 1999 (LEXIS, News
Library, 90 Day File) (Fiddlity introduced Powerstreet for active traders).

% D.F., NDB Tests Services for Wealthy Customers, FIN. NETNEWS, Sept. 20, 1999, at 38 (National
Discount Brokersis testing its new “ Concierge Group” service targeted at high net worth clients);
see also, Geri Coleman Tucker, Schwab Exec Heads Personal Finance Sart-Up, USATODAY,
Oct. 19, 1999, at 3B (discusses MyCFO, a“financial butler” for the superrich, offering
investment advice, portfolio management, tax preparation, and bill payment).

37 Kerry Massaro, Ernst & Young Study Shows Increase in CRM Spending by 31%, WALL ST. &

TECHNOLOGY, at 14 (Ernst & Young study of customer relationship management applications

found that 63 percent of respondents did not know if customer relationship management

spending was increasing or decreasing profitability; 60 percent did not know if such spending

was helpful in cross-selling; 25 percent segmented their customers by profitability. Still, 77

percent of respondents had between one and ten CRM projects and 54 percent considered them to

be mission critical).

38 A 1998 Jupiter Communications study found that customizing increased 25 eectronic commerce Sites

new customers by 47 percent and revenue by 52 percent. Robert D. Hof, Now it’s Your Web, Bus. WK.,

Oct. 5, 1998, a 164. Amazon.com was thefirst on-line business to use technology to analyzeits

customers purchase patterns and suggest other books that customers with similar purchase patterns

had bought in the past. Robert D. Hof, Amazon.com, The Wild World of E-Commerce, Bus. WK., Dec.

14,1998, at 106. The securitiesindustry is expected to increase its spending on customer

relationship management software by 14 percent annually through 2003, from $120 to $170

billion today to $250 to $300 billion in 2003. Chuck Epstein, Financial Services Firms Take Aim
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Roundtable participants largely agreed that the next battleground will be fought over

providing automated financia advice on-line. Data mining and personalization technologies
will permit broker-dealers to engage in what Forrester Research calls “the industrialization
of financia advice”*® The ability to customize advice will become increasingly important
as more investors trade on-line.*°

Some of the ways on-line firms might use these technologies include:

An on-line broker sees that an investor tends to purchase shares of blue-chip
companies after their stock prices have falen. The broker can send an e-mail to the
investor when the stock price of asimilar blue-chip company has fallen.**

An investor has what he believes to be awell-diversified portfolio of stocks. Hison-
line broker-dealer e-mails a report to him demonstrating that he is actually not as well
diversified as he believes and suggests alternative investments to reach his
diversification goals.*”?

A broker-dealer preparing an IPO for a PC manufacturer could use its data warehouse
to find a 60-year old lowa investor who likes PC manufacturers and has never sold any
of her holdingsin such companies.”®

An investment adviser could use an investor’s profile and its library of records on
financial funds to create a personalized investment portfolio on-line.**
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at Customers, WALL ST. & TECHNOLOGY, Sept. 1999, at 32 (describing 1998 Jupiter
Communications study on customization).

Geoffrey Smith, A Richer Future for On-line Investors, Bus. WK. E.Biz, Mar. 29, 1999
<http://www.busi nessweek.com/ebiz/9903/ep0329.htm>.

See Pamela Savage Forbat, Are You Done For? REGISTERED REPRESENTATIVE, June 1998, at 64
(wealth of information on-line creates more demand for advice). LAWRENCE E. LIFSON AND
RICHARD A. GEIST, THE PSYCHOLOGY OF INVESTING (1999) at 33 (information overload makes it
difficult for investorsto sell stocks); Michael Menduno, Retirement Plans Go On-line, THE
INDUSTRY STANDARD, July 23, 1999, <http://www.thestandard.com/article/display/
0,1151,5601.html>.

Smith, supra note 39.

Id.

Timothy J. Mullaney, Building the Perfect Shareholder, Bus. WK. E.Biz, Sept. 27, 1999, at 1999
WL 27295102 (discusses how investment banks could use data mining techniques to target the
“perfect” shareholder).

Heather Green, The Information Gold Mine, Bus. WK. E.BIz, July 26, 1999, at EB17 (PIMCO
Funds creating investment portfolios using data mining techniques).
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I. SUITABILITY
A. Background

As discussed in the preceding section, providing financia advice on-line will be the
next area of focus for the brokerage industry. Thislikely trend raises the issue of how
suitability rules apply on-line.

Generally, suitability refers to a broker-dealer’ s obligation to recommend only
those specific investments that are suitable for its customers. The concept of suitability
comes from self-regulatory organization (*SRO”) rules and the shingle theory, which
developed under the antifraud provisions of the federal securities laws.*

1. SRO Rules

The National Association of Securities Dealers (“NASD”) first adopted a
suitability rulein 1939 as part of its Rules of Fair Practice.* This rule requires NASD
member firms to have reasonable grounds for believing that any recommendation®’ they
make to a customer is suitable, based on what the customer has disclosed, if anything,

4 For a discussion of suitability generally, see Lewis D. Lowenfdls and Alan R. Bromberg,

Suitability in Securities Transactions, Bus. LAWYER, Aug. 1999 at 1557.

46 Thisruleis currently designated Rule 2310, “ Recommendations to Customers (Suitability).” Rule

2310(a) provides:

In recommending to a customer the purchase, sale or exchange of any security, a member shall
have reasonable grounds for believing that the recommendation is suitable for such customer
upon the basis of the facts, if any, disclosed by such customer as to his other security holdings
and as to hisfinancial situation and needs. NASD MANUAL (CCH) (1999).
47 The NASD has made several pronouncements regarding when a broker-dealer makes a
“recommendation.” In 1996, the NASD stated that:

a broad range of circumstances may cause a transaction to be recommended,” and this
determination does not depend [on whether the transaction is] ‘solicited’ or ‘unsolicited.” In
particular, a transaction will be considered recommended when the member. . . brings a specific
security to the attention of the customer through any means. . . including, but not limited to,
direct telephone communication, the delivery of promotional material through the mail, or the
transmission of electronic messages. NASD Notice To Members 96-60, “ Clarification of
Members Suitability Responsibilities under NASD Rules. . .” (Sept. 1996)(emphasis added).

The Commission has not defined what constitutes a recommendation, although it has stated that
a “recommendation may be found to have been implied even where one has not been made
expressly.” National Committee of Discount Brokers, SEC No-Action Letter (May 27, 1980).
The Commission has also suggested that a broker-dealer has not made a recommendation when it
acts solely as an order taker or when it makes general advertisements. Exchange Act Rel. No.
30,608 (April 20, 1992), 57 Fed. Reg. 18,004 (1992).
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about other security holdings, financial situation and needs. This requirement is referred
to as customer-specific suitability. This rule does not merely prohibit a registered
representative from making an unsuitable recommendation. It imposes an affirmative
obligation on registered representatives to make certain determinations before making a
recommendation. The registered representative must, prior to executing a recommended
transaction to a non-institutional customer, make reasonable efforts to obtain information
concerning: (1) the customer’sfinancial status; (2) the customer’ s tax status; (3) the
customer’s investment objectives; and (4) any other information the registered
representative considers reasonable in making a recommendation to its customer. This
reguirement imposes a duty of inquiry on registered representatives to obtain certain
financial information from customers and keep such information current.®®

In addition to customer-specific suitability, the rule requires registered
representatives to have an “adequate and reasonable basis’ for any recommendation made.
This requirement is referred to as reasonable basis suitability.” Reasonable basis
suitability relates to the particular investment, rather than to any particular customer.® In
other words, a registered representative could violate the NASD’ s suitability ruleif hefails
so fundamentally to comprehend the consequences of his own investment recommendation
that such investment is unsuitable for any investor, regardiess of his wealth, willingness to
bear risk, age, or other individual characteristics.>

Other SROs have similar rules which are grounded in concepts of
professionalism, fair dealing, and just and equitable principles of trade. Although originally
intended to protect the exchanges and their members from uncreditworthy customers,
these rules have been interpreted as customer protection and suitability rules. For
example, New Y ork Stock Exchange (“NY SE”) Rule 405,> or the “Know Y our
Customer Rule,” requires members to use due diligence to learn the essential facts relative
to every customer, every order, every cash or margin account accepted or carried by the
member, and every person holding a power of attorney over any account.

8 NASD Conduct Rule 2310(b), NASD Manual (CCH) (1999). See also, Gerald M. Greenberg, 40
S.E.C. 133 (1960) (holding in an NASD suitability case that a broker cannot avoid the duty to
make suitable recommendations simply by entirely avoiding knowledge of the customer’s
financial situation); Exchange Act Release No. 33,869 (April 7, 1994) 59 Fed. Reg. 17,632
(1994) (approving amendments to MSRB rule G-19 relating to suitability of municipal securities
recommendations and stating that the rule includes a duty of inquiry).

49 F.J. Kaufman and Co., 50 S.E.C. 164 (1989).

%0 Id.

5t Id.

52 NY SE Rule 405(1), 2 NY SE GuIDE (CCH) 2405, at 3696 (Aug. 1994).
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2. The Shingle Theory

In the 1963 Special Study of the Securities Markets,>® the Commission specifically
identified suitability as a distinct doctrine giving riseto a “legal obligation” under the
federal antifraud provisions, and an “ethical duty” under SRO rules.> The shingle theory
arises from common law and provides that by virtue of “hanging out its shingle’” asa
securities professional, a broker-dealer makes an implied representation to its customers
that it will deal with them fairly and according to the standards of the profession.® As
part of this obligation of fair dealing, broker-dealers must make a customer-specific
suitability determination. In addition, the shingle theory requires that broker-dealers have
areasonable basis for believing that the particular security being recommended is
appropriate for any investor.”® To have such areasonable basis, a broker-dealer must have
performed due diligence on the security to be in a position to recommend the security to a
customer.”’

3. Options and Penny Stocks

Broker-dedlers also must comply with specialized suitability rules when
recommending certain kinds of securities, such as penny stocks and options.>®

4. SEC Antifraud Actions
The Commission’s statutory authority to bring suitability claims comes under the

general antifraud provisions -- Exchange Act Sections 10(b)* and 15(c)® and Rules
10b-5°* and 15c1-2% thereunder. To prove aviolation, the Commission must establish

=3 H.R. Doc. 95, 88th Cong., 1st Sess. (1963).

> Id. at 238.

s In the Matter of Duker v. Duker, 6 S.E.C. 386 (1939); Charles Hughes & Co. v. SEC, 139 F.2d
434 (2d Cir. 1943), cert. denied, 321 U.S. 786 (1944).

%6 See Hanly v. SEC, 415 F.2d 589, 596 (2d Cir. 1969).

> Id.

%8 See Exchange Act Rule 15g-9, 17 C.F.R. 240.15g-9, (penny stocks); Rule 9.9, 2 Chicago Bd.

Options Ex. (CCH) 2309 (1998) (options rule); NASD Conduct Rule 2860(b)(19)(A); NASD
Rules of Fair Practice, Art. I11, section I, Policy of the Board of Governors, NASD MANUAL
(CCH) P2152 (statement of policy concerning recommendations of speculative low-priced
securities and recommendations of or accepting orders for options).

% 15 U.S.C. § 78j(b) (1999).
€0 15 U.S.C. § 780(c)(1) (1999).
61 17 C.F.R. 240.10b-5.
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that the conduct satisfies the required elements of fraud under the federal securities laws,®®
including scienter. As aresult, the Commission must meet the burden of proving afraud
case while the SROs may bring suitability claims for violations of their own conduct rules.

B. Suitability Issuesin the On-Line Context

Some industry participants question where the suitability obligation starts and ends
in the on-line context. On-line firms provide a wide range of services and information to
their customers. At one end of the continuum, firms provide pure order entry services. At
the other end of the continuum, firms provide order entry plus all types of specialized
services, including particularized recommendations. Because the Internet permitsafirmto
disseminate securities-related information to its customers, the question becomes at what
point does a firm merely “provide” information to its customer and at what point does it
make a recommendation to its customer? As discussed in the Trends section of this
Report, the advent of data mining capabilities makes it more difficult to draw a bright line
between informing and recommending.*’

In awhite paper prepared for the NASD and provided to the SEC,* Charles
Schwab & Co. argues that impersonal information provided generally to customers does
not constitute a recommendation and does not trigger a suitability obligation. The Schwab
paper advocates treating general impersonal research or generalized sales and marketing
materials as a solicitation -- subject only to NASD Rule 2210.%° The paper does not,
however, answer the question when that information becomes a “personalized”
recommendation.

These devel opments raise a number of questions about what suitability obligations
an on-line firm hasto its customers. For example:

Under what circumstances does it make sense for afirm to have suitability obligations
for its customers trading on-line?

62 17 C.F.R. 240.15c1-2.
63 For a more complete discussion of Section 10(b) and the requisite elements needed to establish a
case under this section, see infra note 220, and accompanying text.

64 For a more complete discussion of data mining, see Trends section, at page 1.

& Charles Schwab & Co., Inc., Suitability Obligations in Online Investing, January 29, 1999,
updated and revised, October 27, 1999.

€6 This rule provides that “[&]ll member communications with the public shall be based on

principles of fair dealing and good faith and should provide a sound basis for evaluating the facts

in regard to any particular security or securities or type of security, industry discussed, or service

offered.” NASD Conduct Rule 2210(a)-(d), NASD Manual (CCH) (1999) (rule entitled

“Communications with the Public”).
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When does a firm make a recommendation on-line? When does afirm using
technology, particularly push and pull technology, cross the line from providing
information to making a recommendation? When does afirm’s actions directing
information on-line -- through an e-mail or by forwarding a press release -- essentialy
saying “look at this’ or “consider this,” constitute a recommendation saying “buy
this’?

Does focusing on the degree of personalization assist in determining whether thereisa
recommendation? Can firms segment their customers and send them information
without that information being considered a recommendation?

Fundamentally, do investor expectations play arole in determining what isa
recommendation?

The roundtable discussions provided insight into the industry’ s perspectives on
these and other issues involving suitability obligations on-line.

C. Roundtable Participants Views

Participants generally agreed that at least some existing suitability obligations
applied in the on-line context. For example, all but one participant who contributed to the
suitability discussi