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L Executive Summary

This report fulfills OMB’s requirement under the Government Information Security
Reform Act (Security Act) to submit an annual report to the Congress summarizing the
results of security evaluations conducted by agencies and reported to OMB. The Security
Act requires agency Chief Information Officers (CIOs) to work with agency program
officials in conducting annual security reviews of all agency programs and systems. It
also directs Inspectors General (IGs) to perform annual independent evaluations of an
agency’s security program and a subset of agency systems. OMB issued guidance in
January 2001 that extended reporting responsibilities to OMB to include the results from
reviews conducted by CIOs and program officials. OMB guidance in June 2001 provided
specific instructions to Federal agencies and IGs on reporting the results of their reviews
and independent evaluations to OMB in a detailed executive summary. This report is
based largely on the agency reports to OMB, and includes findings from CIOs, program
officials, IGs, and OMB. The information and findings in this report are based on work
performed during FY 2001.

The body of this report discusses the steps taken by OMB and Federal agencies to
implement the Security Act as well as additional efforts OMB and the agencies have
taken to improve Federal information technology (IT) security. This report also lists six
common government-wide security weaknesses OMB identified through review of
agency Security Act reports. To appropriately address these weaknesses, Federal
agencies need to: 1) greatly increase the degree of senior management attention to
security; 2) establish measures of performance to ensure senior agency management can
evaluate the performance of officials with security responsibilities; 3) improve security
education and awareness; 4) fully integrate security into the capital planning and
investment control process; 5) ensure that contractor services are adequately secure; and
6) improve their ability to detect, report, and share information on vulnerabilities.

Since the completion of their reviews, agencies have developed and begun implementing
corrective action plans to resolve the security weaknesses found in the course of their
reviews. These plans are required by OMB guidance issued in October 2001. This report
makes general reference to these plans and their importance for resolving long-standing
and new security weaknesses, but the agency specific summaries found in Appendix C,
and overall findings based on the summaries in this report are not based on these
correction plans. Successful implementation of corrective action plans that appropriately
address all weaknesses will bring agencies a long way toward positive overall security
performance, progress that will be documented in next year’s report to the Congress.

To ensure that security is addressed throughout the budget process, OMB directed
agencies to: 1) report security costs for their IT investments; 2) document in their
business cases that adequate security controls have been incorporated into the life cycle
planning of each IT investment; 3) reflect the agency’s security priorities as reported in
their corrective action plans; and 4) tie their corrective action plans for an IT investment
directly to the business case for that investment. Additionally, OMB will require large



agencies to undergo a Project Matrix review to ensure a common methodology to identify
their critical assets and interdependencies.

For FY 2002, Federal agencies reported planned government-wide spending of about
$2.7 billion from a total IT investment of about $48 billion with additional spending on
security from the emergency supplemental last fall. OMB estimates FY 2003 funding for
IT security investments of $4.2 billion from a total IT investment request of
approximately $52 billion. This figure does not include training for non-IT personnel and
new Office of Homeland Security government-wide initiatives.

To intensify oversight, OMB will: 1) consult periodically with agencies to discuss
progress on their corrective action plans; 2) integrate security as an element contributing
to the President’s Management Agenda Scorecard; 3) encourage agency IGs to monitor
improvements; and 4) assist agencies in developing management-level performance
measures for security.

Specific information on individual agencies can be found in two appendices to this report.
Appendix A is a listing of relevant documents referenced in this report along with
websites where they may be found. Appendix B provides brief summary remarks for
small and independent agencies that submitted a report. Appendix C contains summaries
for the 24 Chief Financial Officers (CFO) Act agencies.

An electronic copy of this report is available at www.whitehouse.gov/omb.



I1. Administration Security Initiatives

A. Executive Orders

The President has given a high priority to the security of government information systems
and the protection of our nation’s critical information assets. The President is concerned
about the growing risks that our nation faces from cyber threats and the risks to our cyber
assets that physical attacks can bring.

American society increasingly relies on the Federal government for essential information
and services. At the same time, the Administration knows that interconnected computer
systems are necessary for the provision of essential information and services.
Government and industry face increasing security threats for essential services and must
work in close partnership to address those risks. Indeed, this risk is also shared globally.
To adequately protect the information and technology that the Federal government
depends upon, agencies must resolve current security weaknesses and protect against
future vulnerabilities and threats.

On October 8, 2001, the President signed Executive Order 13228, “Establishing the
Office of Homeland Security and the Homeland Security Council.” This Executive
Order provides for the implementation of a comprehensive national strategy for detecting,
preparing for, preventing, protecting against, responding to, and recovering from terrorist
threats and attacks within the United States. Governor Tom Ridge serves as the Director
for Homeland Security. Additional information on the Administration’s homeland
security agenda can be found in the President’s FY 2003 Budget request to the Congress.

Subsequently, the President issued Executive Order 13231,“Critical Infrastructure
Protection in the Information Age.” This Executive Order establishes the Critical
Infrastructure Protection Board and creates a Chair who serves as the Special Advisor to
the President for Cyberspace Security. This Board will promote greater coordination and
consistency among the Federal agencies. The Board will oversee work to ensure that:
Federal policies and processes are appropriate so that critical commercial and
government IT assets are adequately secure; emergency preparedness communications
are operating adequately; and government and industry work closely together to address
increasing interconnections and shared risk. Richard Clarke serves as Chair of the Board
and Special Advisor to the President for Cyberspace Security, and reports both to
Governor Ridge on issues that affect homeland security and to National Security Advisor
Condolezza Rice on issues that affect national security.

The President has made OMB a member of both the Homeland Security Council and the
Critical Infrastructure Protection Board. OMB’s presence in both organizations reflects
OMB’s statutory role regarding the security of Federal information systems. OMB is
responsible for focusing resources so that programs can operate more effectively and are
appropriately funded. OMB chairs the Board's standing committee on Executive Branch
information systems security.



Among the issues that the Office of Homeland Security and the Critical Infrastructure
Protection Board will focus on is the relationship between the Federal government’s
programs for security, critical infrastructure protection, and continuity of government
operations. In most respects these are related and complementary programs and effective
implementation of one program helps promote effective implementation of the other two.
At the same time, OMB wants to remove any unnecessary duplication of effort and find
any wasteful expenditure of scarce resources so that collectively these programs can
operate more effectively and be funded adequately.

B. Additional OMB Actions

OMB will continue to engage the agencies in a variety of ways to address the problems
that have been identified, continuing to emphasize both the responsibilities and
performance of agency employees in addition to accountability for exercising those
responsibilities and consequences for poor performance. OMB has made it a policy to
stop funding projects that do not adequately address security requirements and neglect to
document how security planning and funding is integrated into the project’s life cycle.

To ensure that security is addressed throughout the budget process OMB established the
following four criteria:

-- Agencies must report security costs for each major and significant IT
investment.

-- Agencies must document in their business cases that adequate security
controls have been incorporated into the life cycle planning and funding of
each IT investment.

- Agency security reports and corrective action plans are presumed to reflect
the agency’s security priorities and thus will be a central tool for OMB in
prioritizing funding for systems.

-- Agencies must tie their corrective action plans for a system directly to the
business case for that IT investment.

Additionally, OMB will take the following four steps to intensify security oversight
responsibilities. The first step is integration of security as an element under the
President’s Management Agenda Scorecard. Secondly, OMB will consult periodically
with agencies to discuss progress on their corrective action plans. Third, OMB will
encourage agency IGs to monitor agency improvements. Fourth, OMB will assist
agencies in developing management-level performance measures for security.

In discharging OMB responsibilities under the Security Act, OMB has communicated
with the appropriate agency heads to impress upon them that true improvements in
security performance comes not due to external oversight from OMB, IGs, the General
Accounting Office (GAO), or Congressional committees, but from within — holding



agency employees, including CIOs and program officials, accountable for fulfilling their
responsibilities. Security is the responsibility of every employee in the agency. There
must be consequences for inadequate performance. This communication also
underscored the essential companion to accountability -- the need for clear and
unambiguous authority to exercise responsibilities.

Security Corrective Action Plans

To ensure that the reporting process does not devolve into an annual bureaucratic paper
drill, OMB has required that agencies produce for their own use and report to OMB their
corrective plans of action and milestones. Corrective action plans must be prepared for
each weakness found by an IG evaluation, a program review, or any other review
conducted throughout the year, including a GAO audit. These plans, which were
submitted to OMB last fall, are important to OMB's oversight work and also to the
agencies and IGs. They bring a discipline to the process, make tracking progress much
easier for all involved, and should contribute to better annual reporting. OMB will
provide quarterly assessments to the President's Management Council on whether
corrective actions are on track. OMB judgements on the quality of corrective plans are
not reflected in this report. These plans will be discussed with each agency and agency
performance in implementing these plans will be reflected in next year's report.

OMB is also requiring that each of the agency program reviews, which should also
include individual system reviews and plans of action be tied to the budget process
through the corresponding business cases submitted with the agencies’ budget. In this
way, funding required to correct the weaknesses identified in the plan of action are
accounted for in the agency’s funding for an asset. OMB guidance is clear that unless
security is incorporated into and funded as part of each investment it will not be funded.

These plans are a critical next step to assist agencies with identifying, assessing,
prioritizing, allocating resources, and monitoring the progress of corrective actions and
will serve as a valuable management and oversight tool for agency officials, IGs, and
OMB.

Project Matrix and Enterprise Architecture

The development of a government-wide enterprise architecture is a central part of the
Administration’s electronic government efforts. Establishment of an architecture for the
Federal government will greatly facilitate information sharing based on the lines of
business of each agency. Additionally, this architecture will identify redundant
capabilities and provide ample opportunities to increase efficiencies while reducing costs,
and duplicative programs. Accordingly, OMB will also be able to better prioritize and
fund the Federal government’s security needs.

To more clearly identify and prioritize the security needs for government assets, OMB
will direct all large agencies to undertake a Project Matrix review. Project Matrix was
developed by the Critical Infrastructure Assurance Office of the Department of



Commerce. A Matrix review identifies the critical assets within an agency, prioritizes
them, and then identifies interrelationships with other agencies or the private sector. This
is largely a vertical view of agency functions. To ensure that all critical government
processes and assets have been identified, once reviews have been completed at each
large agency, OMB will identify cross-government activities and lines of business for
Matrix reviews. In this way OMB will have identified both vertically and horizontally
the critical operations and assets of the Federal government’s critical enterprise
architecture and its relationship beyond government.

Electronic Government

OMB’s work on expanding electronic government under the President’s Management
Agenda identifies security as a key issue. In fact all of the electronic government
initiatives must address security. In addition to a risk management plan, Federal agencies
must demonstrate for each initiative that security needs for the initiative have been
assessed, appropriate security controls identified, and that the agency has a process to
maintain effective security for the project over its life cycle. Underlying these initiatives
is E-authentication. The goals of this initiative are to ensure the integrity of transactions
and that parties to a transaction are authorized to participate in a secure manner.

III.  The Government Information Security Reform Act

The Government Information Security Reform Act of 2000 (Security Act) amends the
Paperwork Reduction Act of 1995 (PRA) by adding a new subchapter on Information
Security. The Security Act reinforces and builds upon the Computer Security Act of
1987 and the Information Technology Reform Act of 1996 (Clinger-Cohen). Like the
PRA and Clinger-Cohen, the Security Act binds agency security programs and practices
to their overall program and IT management and capital planning as well as their budget
processes.

The Security Act divides security programs into three basic components -- management,
implementation, and evaluation.

-- For management, it recognizes that while security has a technical
component, it is at its core, an essential management function.

- For implementation, it essentially codifies OMB's security policies and
recognizes that program officials (not security officers or CIOs) are
primarily responsible for ensuring that security is integrated and funded
within their programs and tied to the program goals. The Security Act
does not introduce new technical or procedural security requirements that
result in greatly increased funding needs.

The Security Act highlights the reality that when security funding and
implementation are separated from operational programs, program



officials and users begin to ignore it. Separation sends the incorrect signal
that it is not a program responsibility.

CIOs also have a significant role. They must take an agency-wide
strategic view of implementation and ensure that the security of each
program is appropriately consistent with and integrated into the agency’s
overall program and enterprise architecture. Security officials are also
essential, but they cannot do it all.

-- For evaluation, the Security Act requires program officials and CIOs to
conduct annual security reviews of all programs and systems. IGs are to
perform independent evaluations of an agency’s security program and an
appropriate subset of agency’s systems and report their findings to OMB.

A. OMB Security Act Guidance

Implementation Guidance

OMB first issued guidance to agencies on implementation of the Security Act in January
2001. This guidance focused on unclassified Federal systems and largely addressed those
areas of the Security Act that introduced new or modified requirements. Its purpose was
to inform agencies of their responsibilities under the new Security Act, emphasizing the
evaluation and reporting requirements, and alerting agencies to future guidance on
specific reporting instructions. Additionally, it emphasized the security responsibilities
of agency officials, IGs, specific agencies, and OMB.

Reporting Instructions

Reporting guidance was issued in June 2001. Agencies were directed to report in an
executive summary to OMB, the measures of performance used to ensure agency
officials are fulfilling their security responsibilities and description of the actual level of
performance of the agency in implementing their security requirements. Each topic in the
reporting instructions related to a specific agency responsibility outlined in the Security
Act or OMB guidance to agencies on preparing their annual budget submissions.

The Security Act’s reporting requirement is relatively narrow, i.e., each agency must
report to OMB the results of their IG’s annual independent evaluations and OMB is to
prepare a summary report to Congress.

Because security is a high priority for the Administration, OMB expanded the Security
Act’s reporting requirement requesting agencies to provide copies of other products they
were required to prepare. In addition to reporting the IG’s independent evaluations,
agencies must also report the results of reviews performed by program officials and
CIOs. Agencies also were asked to furnish sufficient supporting documentation to
support executive level analysis of their findings.



OMB reporting guidance directed agencies and IGs to answer questions in 13 topic areas
which, for the most part, address or are closely related to the major features of the
Security Act and OMB policy. These areas were included to provide both background
information, an understanding of how the agency conducted their reviews, and
information on the agency’s security program performance.

B. Management Performance

For the most part, this report focuses on management issues, not those of technical or
operational implementation. OMB has found many examples of successes and promising
technical and operational practices throughout government, such as the Department of
Defense's (DOD) efforts known as the Information Assurance Vulnerability Alert that
conducts regular vulnerability scanning and remediation for all of the agency's systems.
But such tools are only as effective as the management support to use them effectively
and dedicate the resources necessary to address risk.

To assist agencies in securing their IT through improved management, the National
Institute of Standards and Technology (NIST) has established the Computer Security
Expert Assist Team. This team performs a review of an agency's computer security
program from a management, not technical, perspective.

One time risk assessments do not provide the level of security or protection needed.
Relying on infrequent system penetration tests and scans to reveal vulnerabilities does
little more than improve security for a moment in time. Certainly using such tools is
essential, but they are not panaceas and their limitations must be understood. Because the
pace at which technological threats (hackers, viruses, and worms) and vulnerabilities
arise, testing and scanning must be performed nearly continuously commensurate with
the risk and magnitude of harm. Clearly this is a resource intensive undertaking and
underscores the imperative that program managers must ensure that such efforts are built
into and funded over the life cycle of system operations. Simply tacking them on without
sustained funding as part of those systems is not effective.

OMB requires that security be built into the funding of all IT investments. However,
OMB also understands that some security needs cut across an agency and require
separate funding for those needs. For example, the Department of Health and Human
Services (HHS) has been appropriated over $20M for their “Information Technology
Security and Innovation Fund.” This fund will for the first time permit HHS to
implement enterprise-wide security projects to address common security needs across all
of HHS's components thus improving security performance throughout the Department.

IV.  OMB's Government-wide Findings and Agency Security Reports
While there are examples of good security in many agencies, and others are working very

hard to improve their performance, many agencies have significant deficiencies in every
important area of security. These findings are not new. OMB, GAO, IGs, and the
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agencies themselves have recognized pervasive security problems for many years. Yet,
prior to the Security Act reviews, In the past many security improvements had simply
been in reaction to specific findings by inspectors or auditors. Only spotty efforts had
been made to be continuously proactive. It is important that this reactive culture change
within each agency. While OMB and others can help the agencies identify, correct, and
prevent security problems, we cannot do the work for them.

A. Six Common Security Weaknesses

OMB’s review of over 50 agency reports identified six government-wide security
problems. Additional information is provided detailing steps OMB is taking with
agencies to address these common security weaknesses.

1. Senior management attention. Overall, senior leaders have not consistently
established and maintained control over the security of the operations and assets for
which they are responsible. Over the past six years, GAO has recognized this
problem at every agency and correction calls for more than an occasional high-level
memorandum. IT security is far more than a technical issue for which IT
professionals, CIOs, and security experts are responsible. It is essential to mission
success. As the Security Act recognizes, security is a management function which
must be embraced by each Federal agency and agency head.

While this is a common problem, OMB commends the Department of Agriculture in
particular for a clear commitment of senior management to address and resolve
security weaknesses through sustained attention. This includes development and
implementation of performance measures to promote accountability and allocation of
appropriate resources to support remediation efforts.

Ongoing Activity to Address this Issue: OMB is working through the President's
Management Council and the Critical Infrastructure Protection Board to promote
sustained attention to security as part of OMB’s work on the President's Management
Agenda and the integration of security into the Scorecard. OMB has also included
security instructions in budget passback guidance and has sent security letters to each
agency highlighting this problem and describing specific actions OMB is taking to
assist the agency.

2. Measuring performance. One effective way for senior agency management to convey
their interest in security and other management issues is to ensure that they evaluate
the performance of officials charged with implementing specific requirements of the
Security Act. To evaluate agency actions, OMB requested data to measure job and
program performance, i.e., how senior leaders evaluate whether responsible officials
at all levels are doing their job. Virtually every agency response regarding
performance implies that there has been inadequate accountability for job and
program performance related to IT security.
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The Chief Information Officers Council and NIST developed a security assessment
framework to assist agencies with a very high level review of their security status.
Building from this framework, NIST issued a more detailed security questionnaire
that most agencies used to conduct their program and system reviews.

Every Federal agency needs to devote immediate and increased attention to establish
measures of performance. While no agency has fully developed and implemented
appropriate measures, a handful of agencies described initial efforts in their reports.
Reports from the Department of Veterans Affairs, the General Services
Administration, and the Social Security Administration demonstrated the initial work
they had begun to define performance measures for their CIO and program officials.

Ongoing Activity to Address this Issue: OMB is working with the agencies and others
to develop workable measures of job and program performance to hold Federal
employees accountable for their security responsibilities. In addition, IT security
improvements will be evaluated quarterly as part of the President’s Management
Agenda Scorecard.

Security education and awareness. Despite being specifically required by law since
the Computer Security Act of 1987, Federal agencies continue to perform poorly in
this important area. Some agencies and large bureaus reported virtually no security
training. This is the opposing bookend to senior management attention -- ensuring
that general users, IT professionals, and security professionals have the adequate
knowledge to do their jobs effectively and securely. Government employees must
understand their responsibilities before being held accountable for them.

DOD operates the most comprehensive security training program of any Federal
agency. DOD mandates annual IT security awareness training for all military and
civilian employees, provides specialized training for employees with significant IT
security responsibilities, and certifies all users prior to permitting access to IT
networks. The Department uses a number of different methods to conduct training,
including video, computer, and web-based training.

Ongoing Activity to Address this Issue: OMB and Federal agencies are now working
through the new Ceritical Infrastructure Protection Board's education committee and
the CIO Council’s Workforce Committee to address this issue. Additionally, the CIO
Council’s Best Practices Committee is working with NIST through NIST’s Federal
Agency Security Practices website to identify and disseminate best practices
involving security training. Finally, one of the Administration’s electronic
government initiatives is to establish and deliver electronic-training. This initiative
will provide e-training on a number of mandatory topics, including security, for use
by all Federal agencies, along with State and local governments.

Funding and integrating security into capital planning and investment control.
Another important way to ensure sustained senior management attention is to tie
security to the budget process. To make security successful, agency officials must
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ensure that it is built into and funded within each system and program through
effective capital planning and investment control. As OMB has done for the past two
years in budget guidance, Federal agencies were instructed to report on security
funding to underscore this fundamental point.

Two agencies in particular stand out in this area. Both the Department of Housing
and Urban Development and the Department of Labor have taken steps to fully
integrate security into their capital planning processes. This effort was demonstrated
in the agencies’ Security Act reports and their IT budget materials. OMB commends
them for their work. Additionally, the Department of Education and the Federal
Emergency Management Agency have taken appropriate steps in this direction.

Ongoing Activity to Address this Issue: OMB is aggressively applying this approach
through the budget process, to ensure that adequate security is incorporated directly
into and funded over the life cycle of all systems and programs before funding is
approved. The IT investment justification and documentation process is key to sound
program and financial management. Security must not be viewed differently. This
process demonstrates explicitly how much agencies are spending on security and
associates that spending with a given level of performance. Thereafter, Federal
agencies will be far better equipped to determine what funding is necessary to achieve
improved performance. This is the security component of the business case.

Ensuring that contractor services are adequately secure. Given that most Federal IT
projects are developed and many operated by contractors, IT contracts need to include
adequate security requirements. Although laws and policy have required contractual
security requirements for many years, the agency reports reveal ongoing weaknesses.
Many agencies have reported no security controls in contracts or no verification that
contractors fulfill any requirements that may be in place.

While nearly every IG reported room for improvement in this area of security, the
IGs’ reports from both DOD and the Office of Personnel Management recognize the
significant work both agencies have done in ensuring contractor provided services are
adequately secure and meet current security requirements.

Ongoing Activity to Address this Issue: Under the guidance of the OMB-led security
committee established by E.O. 13231, an issue group will develop recommendations,
to include addressing how security is handled in contracts themselves. OMB will
work with the CIO Council and the Procurement Executives Council to establish a
training program that ensures appropriate contractor training in security.

Detecting, reporting, and sharing information on vulnerabilities. Far too many
agencies have virtually no meaningful system to test or monitor system activity and
therefore are unable to detect intrusions, suspected intrusions, or virus infections.
This places individual agency systems and operations at great risk since response
depends on detection. Perhaps most significant, not detecting and reporting IT
security problems could cause cascading harm. Our vastly inter-networked
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environment also means an environment of shared risk with the best security being
only as strong as the weakest security.

Early warning for the entire Federal community starts first with detection by
individual agencies, not incident response centers at the FBI, GSA, DOD, or
elsewhere. The latter can only know what is reported to them, reporting can only
come from detection, and guidance for corrective action depends upon both. This
need is thus not a technical one, but a management one. Program officials must
understand and execute their individual responsibilities. Additionally, it is critical
that agencies and their components report all incidents in a timely manner to GSA’s
Federal Computer Incident Response Center and appropriate law enforcement
authorities such as the FBI’s National Infrastructure Protection Center as required by
the Security Act.

Both the State Department and the Agency for International Development were
recognized by their IGs for their work in establishing incident response capabilities
and ensuring active virus detection programs for their systems. Both agencies noted
that independent penetration tests failed to penetrate their networks firewalls.

Ongoing Activity to Address this Issue: GSA’s Federal Computer Incident Response
Center reports on a quarterly basis to OMB on the Federal government’s status on IT
security incidents. Additionally, under OMB and Critical Infrastructure Protection
Board guidance, GSA is exploring methods to disseminate patches to all agencies
more effectively.

Since the submission of their reports Federal agencies have been working to develop and
implement corrective action plans that address the six common weaknesses listed above
and others found during their reviews. For example, last year the Department of Justice
developed a comprehensive database that the agency is using to track and remedy
security weaknesses system by system. This database is a single repository of findings
and corrective actions identified through component certification and accreditation
activities, IG audits, Department penetration testing, and other reviews.

B. Challenges to Securing IT

Some aspects of securing information systems are currently beyond any organization’s
(in government or industry) direct control. A primary issue is that basic operating
systems for desktop computers and other commercial software is produced, delivered,
and implemented with an alarming number of security weaknesses. While some of these
weaknesses are known and can be corrected during implementation and testing, others
are unknowable until very sophisticated (and time consuming) tests are performed, or
worse, until a hacker exploits them.

Two recent examples underscore this point. First is the case of the Code Red worm. It

propagated and infected systems at such a rate that it moved faster than anyone's ability
to download and install the necessary corrective patches. Second is the serious security
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weakness found in the latest operating system of a major software company. Despite
years of development and testing, the weakness was not discovered until millions of
copies had been sold to consumers. While a corrective patch was quickly available,
history tells us that operating systems of this complexity invariably have many more
serious security weaknesses that are yet to be discovered.

As long as commercial software contains security weaknesses, agencies must be prepared
to manage an unacceptable level of risk. This again underscores the point that agencies
must understand the risk to their operations and assets and program officials must assure
that continuous monitoring and testing is built into and funded in their IT investments.

A number of efforts are underway to address security weaknesses in industry software
development. Chief among them are national policy-level activities of the Critical
Infrastructure Protection Board. At the technical product-level, the National Information
Assurance Partnership, operated jointly by NIST and the National Security Agency, is
certifying private sector laboratories to which product vendors may submit their software
for analysis and certification. But this certification process is a lengthy one and often
cannot accommodate the "time-to-market" imperative that the technology industry faces.

C. Frequent Security Questions

Since enactment of the Security Act a number of questions have been frequently asked.
Because of their relevance to this report they are addressed below.

1. Is OMB going to assign grades to the agencies?
No. OMB has not assigned grades to agencies. However, for the President's
Management Agenda Scorecard OMB has made public the red, yellow, or green
scores assigned to each agency, and security will be incorporated into the Scorecard.
The Security Act gives OMB the authority to approve agency security programs and
through private communications with the agencies, OMB did conditionally approve
some programs and did not approve others. The decision to conditionally approve or
not approve an agency security program was based on OMB’s review of the agency’s
FYO1 Security Act report, the manner in which security had been integrated in the
agency’s capital planning process, and the criteria laid out in OMB policy and the
Security Act. This information was reported to OMB in agency Security Act reports
that covered a specific reporting period (from November 2000 to September 2001)
and budget materials. It did not include corrective actions taken by an agency since
the submission of their report to OMB in September. Therefore agency security plans
of action and milestones required by OMB guidance were not a factor in the decision
to conditionally approve or not approve an agency security program, since under the
statute OMB’s decision is based on the agency’s existing program. OMB anticipates
reporting on the progress agencies have made in next year’s report.

2. How much does the Federal government spend on security?
For FY 2002, agencies reported planned government-wide spending of about $2.7
billion from a total IT investment of about $48 billion with additional spending on
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security from the emergency supplemental last fall. Table 1, F'Y 2002 Agency IT and
IT Security Spending, reports planned IT security and IT spending for the 24 CFO Act
agencies. OMB estimates FY 2003 funding for IT security of $4.2 billion from a total
IT investment request of approximately $52 billion.

Is the Federal government spending enough on IT security?

Nearly sixty percent of the Federal agencies reported spending between 2.1 and 5.6%
of their total IT investment on security. Five agencies reported spending between 7.3
and 17% and five reported between 1.0 and 2.0%. OMB assessed the agencies’
security performance against the amount they spent on IT security and did not find
that increased security spending equals increased security performance.

Therefore, at this point, there is no evidence that poor security is a result of lack of
money. Rather improvements in security performance will come from agencies
giving significant attention to the six security weaknesses described above.

Over the past several years there have been many calls for a security fund
commensurate with what Congress approved for Y2K remediation. Y2K spending
totaled some $8 billion over four years. Security spending is on the order of $10-12
billion every four years. As the reported figures indicate, the Federal government
spending on security exceeds Y2K remediation costs.

There are many security functions that would greatly benefit and be more cost
effective if employed in a cross-government enterprise-wide approach, not piece meal
funding within individual agencies. A consistent and comprehensive training
program for Federal employees is one example. Other examples include:

-- The Administration’s electronic government initiative on E-authentication
which seeks to ensure that parties to a transaction are authorized to
partic